Configuring SSH Sentinel VPN client and D-Link DFL -500 Firewall

[

Connect your computer to the internal port of the DFL-500 Firewall
Change the computer |P address to 192.168.1.100 255.255.255.0
In Internet Explorer address type: https://192.168.1.99

Y ou will see the message with a Security Alert

Click “yes’, you are in the Web Base Interface (WBI)
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Click on “Network” under “System” menu

You will see “internal” and “external” interfaces
Click on Modify picture for “interna” interface

. Put the ip address for the internal interface, for example 192.168.0.1 following the

subnet mask 255.255.255.0 and press “OK”. Y ou will loose the connection to the
firewall after you press “OK”

. Now you can connect your firewall to switch or hub and connect your computer

to that switch or hub

. Make sure dl the stations in the network (including your own computer) have the

default address of your internal firewall interface, for example 192.1680.1

. Change the ip address of your computer to 192.168.0.100 255.255.255.0
. Change the ip address in your Internet Explorer to https://192.168.0.1

. Go to Systems/Network again and choose “external” interface

. Put the static IP address supplied by your internet provider, for example

202.129.97.105 255.255.255.0

. Go to the Routing bookmark under System/Network and press “New”
. Add the default router with the ip address supplied by your internet prover.
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Go back to System/Network menu
Y ou will get the following conf iguration:
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21. Go to Firewall menu and choose Addresses
22. In the Interna submenu press “New”
23. Type the name of your internal network, for example “D-Link” and put theip

24.
25.

26.
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address of the interna network, for example 192.168.0.0 255.255.255.0
Go to External submenu and press “New”

Type the name of the VPN client, for example “Client” and put the ip address of
the client, for example 202.129.97.101 255.255.255.0. If you want to allow any
VPN client to connect leave al Os for the ip address

Go to VPN menu and choose | PSec submenu
Choose Autokey IKE bookmark and click “New”

Y ou will see the following screen:
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29. Put in the Tunnel Name, for example “VPN_Client”

30. In “Remote Gateway” field type the ip address of the client, for example
202.129.97.101 or leave it dl zeros, if you want to allow any client to connect

31. Choose the encryption and authentication agorithms you would like to you or
leave it as default

32. Put the “Authentication Key”, it can be any key, but it is better to use meaningless

combination of digits and characters. Don’t forget the key, you will use it later.
. Check“Incoming NAT” and press OK
. 'You will get the following screen:

R
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35. Choose “Policy” submenu in VPN/IPSec menu

36. Press“New” and choose “D-Link” for source, “Client” for destination and

“VPN_Client” for VPN Tunnel name and press “OK”:
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37. The DFL-500 Firewall configuration is finally ready.




1. After you installed the SSH Sentinel client and restarted your computer, the client
will start automatically, the SSH Sentinel taskbar sign will appear

2. Move your mouse to the SSH Sentinel sign at the taskbar and press the right
mouse button

3. You will see the following menu:
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3. Choose Run Palicy Editor and click on it
4. You will get into the following menu:

"1 5SH Sentinel Policy Editor 2l

Security Policy I F.eyp Managerment |

Palicy : IP_EI D efault j EI g

ERETLF )
Ei@l WPN Connections
EI[EI Secured Connections
@ Secured Networks
Ei@ Default Responge
(3] PastIPSex Fier

LT Allow 2l raffic
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Aredd. Hemave Eroperties. . [iagnostics...

Diescription

55H Sentinelltm] Yerzion 1.3.2 [build 2)
“Windows #F Version 5.1 [Build 2600 ]

ak. I Cancel Apply




5. Choose Key Management bookmark:

"% 55H Sentinel Policy Editor j e |

Securty Policy ey Management |

-[#] Certification &utharities
[-[#] Remate Hosts

(8] Directory Services

B[] My Keys

E-#% host key

~lg] serge certificate
A Add...

= mew preshared key
LA Add.

Add. Hemove Braperties. . =

r~ Degcription
Y'ou can thare a security policy izzued by an authority listed

under trusted policy servers.

ITI Carcel | Apply |
g

6. Goto My Keysand press“Add” :

"1 S5H sentinel Policy Editor 1

Secuity Policy  Key Management |
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] Certification Authorities
[#] Remote Haosts

(8] Directory Services
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A3 Add...
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- Description
Add a new authentication key.

(]9 I Cancel

Apply




7. Choose “Create Pre-Shared Key” and click “Next”:
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8. Give aname to the key and put exactly the same key you used in “Authentication
Key” field of D-Link DFL-500 Firewall, press “Finish”

9. Thekey is now created and you can go back to the * Security Policy” bookmark

10. Choose “VPN Connections’ and press “Add”:

"% 55H Sentinel Policy Editor j fed |

Security Policy | Key Management I
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Description
Add arule.

Ok I Cancel Apply




11. Onthe “Gateway IP address’ field press “I1P” and put the external ip address of
your firewall, for example 202.129.97.105

: B GatewayIP address: | 202 . 128 . 97 . 105 IF
(]
Femate netwark: Iany hd l I
Authentication key: IEI zerge certificate j

[ Use legacy propozal

Qiagnnstics...l Emperties...l 0k I Cancel |

12. Press“...” button in “Remote Network” field

13. Press “New” and create a network with your internal network address, for
example 192.168.0.0 255.255.255.0:

k Give networks and subhebworks custom names. You
15 can later use the names when creating rules.

 Defined nebwarks

MHane | IP address | Subnet mazk |
ary 0o 0000

Hew | Bemove |

Metwork name: ID'Liﬁk

IP address: I 192 . 1. . 0 . D 5'
Subnet mazk: I 285 . 285 . 285 0D

ok, I Cancel |
14. Press“OK” and select “key” in “Authentication Key” field:
] _L:'; Gateway P address: I 202 0129 . 97 105 ]ﬁ
=
= Remate netwark: ID-Link vII
Carcel |

15. Check on “Use legacy proposal” and press “OK”
16. The VPN Connection is now created

17. Choose the VPN connection, we have just created and press “ Properties’



18. You will get the following menu:
General IAdvancedI

Remote endpoint

Security gateway: I EE 123 . 97 . 105 JIF

Rermate netwark; ID-Link
IPSec / IKE proposal

@ Authentication kew Iw key

Froposal template: Ilegac_l,n

Settings...

™ aAcquire vitual IP address

b & witual IP address is an address from

4 Settings...
the intermal network. 2

™ Extended authentication

The WFN gateway may require [KE Seth
shuth, RADIUS or CHAP authentication, ERtE

Description
’7 LChange...

ak. I Cancel |

19. Click “Settings’ under the “Proposal template” field, you will get this:

Set the preferred walue of each parameter of the IKE and
IPSec propozal.

L. .

—IKE proposal

Encryption algorittim:

Inteqrity function: IMDS j
IEE mode: Imain mods j
IKE group: IMDDF‘ 1024 [ group 2 ) j

 IPSec proposal

Ercryption algarithim: |3DES j
Interity function: IHMAC-MD5 j
IPSec mode: Itunnel j
FFS group: |MODP 1024 [ group 2] =l

[ Abtach only the selected values to the proposal

Ok, I Cancel |

20. Choose the IKE and 1PSec modes you would like to use and click “OK”
21. Choose “Advanced” bookmark and press “ Settings’:




Rule Properties ]

General Advancedl

2|

Security aszociation lifetimes

Set the lifetimes of IPSec and [KE
secLnty aszaciations.

Audit options

I dudit this ruls

Advanced optionz

[~ Apply IP compression
¥ Discover path maximum transfer unit [PMTL]

[ Enable Network Address Translation Traversal [MAT-T)

[~ Open on start-up
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22. Choose lifetime, so it would correspond to the lifetime specified in DFL -500

configuration. The defaults for DF
300 seconds for Phase 2 (1PSec):

Security Association Lifetimes 2=l

Cﬁ} The zettings affect this connection rule only.

L-500 are 28800 seconds for Phase 1 (IKE) and

i IKE security association
Lifetime in minutes:
: 1 El 480 min

Lifetime in megabutes:
L

)I 0 MB

IPSec securty azsociation

Lifetime in minutes:

e HE
Lifetime in megabytes:
} [ 400 M

Defaults | Ok I Cancel

23. Go back to the main “ Security Policy” window and press “Apply” and “OK”
again. Don't forget to “Apply” every time you change your VPN connection

properties or security policy

24. The basic configuration of SSH Sentinel VPN client is now over

25. Y ou can check you Pre-1PSec and Post-1PSec Filters to be sure that al the ports
needed for your work are opened and the rest of the ports are closed. SSH
Sentinel VPN client is actually working as a firewall on the client side

26. Now you are ready to connect your client to the office network



1. Make sure your client has a connection to internet
2. In SSH Sentinel Policy Editor choose the VPN connection you have created and
press “ Diagnostics”

Security Policy I Key Management I
Policy : I@ Default j | @l @l

- 8] Pre-IPSec Fiter

@ Secured Connections
Eli Secured Metworks
@ Default Response

+-| 8] PostIPSec Filker
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Add... Remove Properties... | Diagnostics...

 Description
<no description:

ak. I Cancel | Lpply

3. You will seethe client trying to connect to D-Link DFL-500 Firewall
4. If the diagnostics is successful, you will see the following message:
x|

Diagnostics complete. 'Y'ou can establizh an IPS ec-protected
== connection to the remate end. To view the cornection
parameters, click Details.

Close |

5. Click on “Details’ to check which authentication and encryption modes are
chosen for IKE and |1PSec:




x
. Diagnostice complete. You can establish an IPSec-protected

} connection to the remote end. To view the connection

parameters, click D etails.

Cloge |

Connection Properties
Remote: 202.129.97.108
Yendor ID: -
Wirtual IP Mot azzigned
IKE S5A
Auth - pre-shared kep Mode: main
Encryption: 3des-cbc (168 bitg] Group: MODP 1024
Haszh: md3 Lifetime: OME /144005
NAT-T: dizabled
IPSec 5A
Protocol:  ESP Mode: turnel
Encryption: 3des [168 bits] PFS group: MODP 1024
HMAL: hrnac-md5-96 Lifetime: 400MB 36003
IPComp: nahe

6. Now you can connect your client to your

office network

7. Click right mouse button on SSH Sentindl taskbar sign and choose “ Select VPN”

8. Select the connection you have created, for example 202.129.97.105 (D-Link) and
click on it, you will see the following window:

¥PN Connection Status

Opening the VPN connection to 20212997105 [D-Link]

[T

Caticel I

X

9. When the connection is done, you will see the follow message:

¥PN Connection Status (Mot Responding)

The WPH connection establizhed succesfully,

Cloze

X

10. The message disappears in a few seconds,

that means that you VPN connection is

now established (Not Responding is normal here, since Sentinel closes the

window itself).



11. Now you can open Command Prompt from Start/Programs/Accessories menu in
Windows

12. Check if you have a connection to your office network by “pinging” of the office
computers:

=

En b

et the replies from your office computer that means that the VPN
connection to your office network works and you can start using the office
network as you are connected directly to it

14. Congratulations! Y ou have successfully created the VPN Connection from SSH
Sentinel VPN Client to your Office network through D-Link DFL-500 Firewall!
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