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DFL-500 With Windows XP/2000 IPSec
VPN Client Configuration Guide

Connect your computer to the internal port of the DFL-500 Firewall
Change the computer IP address to 192.168.1.100 255.255.255.0
In Internet Explorer address type: https://192.168.1.99

You will see the message with a Security Alert

Click “yes”, you are in the Web Base Interface (WBI)

Type “admin” in the Name field and click “Login”
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7. Click on “Network” under “System” menu
8. You will see “internal” and “external” interfaces
9. Click on Modify picture for “internal” interface
10. Put the ip address for the internal interface, for example 192.168.0.1 following the subnet mask
255.255.255.0 and press “OK”. You will loose the connection to the firewall after you press “OK”
11. Now you can connect your firewall to switch or hub and connect your computer to that switch or hub
12. Make sure all the stations in the network (including your own computer) have the default address of
your internal firewall interface, for example 192.168.0.1
13. Change the ip address of your computer to 192.168.0.100 255.255.255.0
14. Change the ip address in your Internet Explorer to https://192.168.0.1
15. Go to Systems/Network again and choose External interface
16. Put the static IP address supplied by your internet provider, for example 202.129.97.105
255.255.255.0
17. Go to the Routing bookmark under System/Network and press “New”
18. Add the default route with the ip address supplied by your Internet prover. You create a default
router by typing 0.0.0.0 for the destination network and destination network mask.
19. Go back to System/Network menu



20. You will get the following configuration:
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21. Go to Firewall menu and choose Addresses

22. If your XP/2000 IPSec client has a dynamically assigned IP address, you need to skip steps 23 — 26!

23. In the Internal submenu press “New”

24. Type the name of your internal network, for example “D-Link” and put the ip address of the internal
network, for example 192.168.0.0 255.255.255.0. You will see the following screen:
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25. Go to External submenu and press “New”
26. Type the name of the VPN client, for example “Client” and put the ip address of the client, for
example 202.129.97.101 255.255.255.255. You will see the following screen:
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27. Go to VPN menu and choose IPSec submenu
28. Choose Autokey IKE bookmark and click “New”

29. You will see the following screen:
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29. Put in the Tunnel Name, for example “VPN_Client”
In “Remote Gateway” field type the ip address of the client, for example 202.129.97.101.
Type 0.0.0.0, if your XP/2000 IPSec client has a dynamically assigned IP address!
30. Choose the encryption and authentication algorithms you would like to you or leave it as default
31. Put the “Authentication Key”, it can be any key, but it is better to use meaningless combination of
digits and characters. Don’t forget the key, you will use it later.
32. Check “Incoming NAT” and press OK



33. If your XP/2000 IPSec client has a dynamically assigned IP address, you need to skip steps 34 — 37!

34. You will get the following screen:
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35. Choose “Policy” submenu in VPN/IPSec menu
36. Press “New” and choose “D-Link” for source, “Client” for destination and “VPN_Client” for VPN

Tunnel name and press “OK™:
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37. The DFL-500 Firewall configuration is finally ready.



Il. Configuring Windows XP IPSec Client

Technical Requirement: Customer is required to understand their network and the Windows XP well for this
configuration. Please consult Microsoft certified professional if unsure. The information provided here is for
your reference only. D-Link will not be held responsible for any consequences arise from it.

The configuration is very similar to the one with DI-804V, that's why you will see DI-804V in screenshot
examples. You will have DFL-500 in your setup though.

1. Click “Start”, then “Run” and type “mmc”. Click “OK”

Run 21|

- Type the name of a program, Folder, document, ar
Internet resource, and Windows will open it For wou,

Open: j

K I Cancel | Browse, .. |

2. Select “Add/Remove Snap-in”

"Tii Consale1 - [Console Root] == x|

||l console window  belp ===
M. Hew Chrben

L& Open... Crho 2 ‘
Tree  Savs Ctri+s I

o

ChrH

Options. .

1 DAWINNTySystem32iInstsrviis
2 DHyWINNTYsystem32}devmant

Exit

3. Click “Add”

Add/Remove Snap-in rd B4

Standalone I Extensionsl

U ze thiz page ta add or remave a standalone Snap-in from the conszole.
Snap-inz sdded to: |@ Congole Root LI
— Dezcription

Bemove About...

Ok Cancel




4. Select and Add “IP Security Policy Management”
add standalone Snap-in el

Avvailable Standalone Snap-ins:

Snap-in | “endor |:|
Ea FrontPage Server Extensions
ﬁi Group Policy Microzoft Corparation
Q Indesing Service Microsoft Corporation, 1.
§3 Internet Authentication Service (1451 Microsaoft Corporation
% Internet Information Services icrozoft Corporation

. IP Security Policy Managerment
[#] Link ta wWeh Address

ﬁ Local Users and Groups Microzoft Corporation

& Performance Logs and Alerts Microzoft Corporation

@ QoS Admission Control Microsoft Corporation LI
— Dezcrption

Intermet Pratocal Security [IPSec] Administration. Manage IPSec
policies for zecure communication with other computers.

Add Cloze

5. Select “Local computer”, then click “Finish”
Select Computer el 4|

Select which computer this Snap-in will manage .
‘wihen this conzole is saved the location will alzo be saved
—

The computer this conzale iz running on

¢ Manage domain policy for this computer's domain

" Manage domain policy for another domair:

£ Anather computer:

I Erowsze... |

< Back I Finizh I Cancel

6. Click “OK”

Add/Remove Snap-in 2xl

Standalore | Extensions I

Use thiz page to add or remove a standalone Snap-in from the console.

Shap-inz added te: |@ Canzole Root j

— Description

Internet Protocol Security [IPSec] Administration. Manage IPSec policies
far secure communication with other computers.

Add... Bemove About,. |

ak I Cancel




7. Right-click on “IP Security Policies on Local Machine” and select “Create IP Security Policy”
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8. Click “Next
1P Security Policy Wizard ﬂll

whelcome to the IP Security Policy wizard,

This wizard belps you create an 1P Security Policy. “ou will
specify the level of security to use when communicating with

specific computers of groups of computers [subnets), and for
particular [P traffic types.

To continue, click Next.

< Back Cancel
9. Enter the details below and click “Next”
IP Security Policy Hame *
Mame thiz P Security policy and provide a brief description
-
Mame:
D804 with P
Description:
DIA04Y communicates with 3F ;I

< Back I Mest > I Cancel




10. Uncheck “Activate the default response rule” and click “Next”
IP Security Policy Wizard 211

FRequests for Secure Communication *
Specify how this policy responds to requests for secure communication.
-

The default responze rule rezponds to remote computers that request security, when no
ather rule applies. Ta communicate securely, the computer must respand ba requests far
FECUE communication.

[~ Activate the default response e, ©

< Back I Mest > I Cancel

11. Check below and click “Finish”
2l x|

Completing the 1P Security Policy Wizard

“ou have successfully completed specifying the properties
for your new P security policy.

Tao edit your IP security palicy now, zelect the Edit properties
check box, and then click Finizh.

To cloge this wizard, click Finish.

< Back I Finizh I Cancel

12. Select “Add”
h W2K Properties 2=

Rules | Gereral I

Security rules for communicating with ather computers

1P Security Rules:

IP Filter List | Filter Action | Authentication... | Tu
O <Dynarmics Default Responze Kerberoz Mc

< | ~l

add. | Ede. | | Bewe | luseaddwiead

ak, I Cancel |




13. Click “Next”

“welcome to the Create |P Security Rule 'Wizard,

A zecunity rule governs how and when zecurity iz invoked
bazed upon criteria, such as the source, destination, and type
of IP traffic. in the security rule's 1P filker list.

2 secunity rule containg a collection of security actions that
are activated when a communication matches the criteria in
the |P filter list.
Security actions:

IF tunneling attributes

Authentication methods

Filter actions

To continue, click Next.

< Back Cancel |

14. Input the IP Address into “The tunnel endpoint specified by this IP address:” (Eg. DFL-500 WAN IP
Address), “Next”

Security Rule Wizard ﬂll

Tunnel Endpoint I
The tunnel endpoint iz the tunneling computer clogest to the |P traffic destination, %
a3 specified by the security rule's 1P filker list. =

An IPSec tunnel allows packets to traverse a public or private interebwork with the
zecuty level of a direct, private connection between bwao computers.

Specify the tunnel endpoint for the [P Security rule:

™ This rule does nat specify a tunnel

% The tunnel endpoint is specified by this 1P address:

202 . 129 . 97 . 105

< Back I Mest > I Cancel

15. Select “All network connections”, then click “Next”
Security Rule Wizard x|

Network Type b
The zecurty rule must be applied to a network type. %
=

Select the network type:

" Local area netwark [LAN)

' Remote access

< Back I Mest > I Cancel




16. Select “Use this string to protect the key exchange (preshared key)”
(Eg. DFL-500 preshared key) then click “Next”

Authentication Method
=

To add rmultiple authentication methods, edit the security ule after completing the
IP Security rule wizard.

Set the initial authentication method for this zecurity rule:

" Aclive Directary default [Kerberos Y5 protocol]
" Use a certificate from this certification authority [CA):

% Usge this ghring to protect the key exchange [preshared key):

1234567

|

< Back I Mest > I Cancel |

17. Select “Add”

Security Rule Wizard I B
IP Filter List I
Select the [P filter lizt for the type of |P traffic to which this security rule applies. %
—

If i | P filker in the following lisk matches your needs, click Add to create a new one.

1P filter lists:

Description

M arme
£l ICHP Traffic
O &0l IP Traffic

< Back I Mest > I Cancel |

18. Enter a filter name (XP to DFL-500) then click “Add”

— An P filter list iz composed of multiple filters. In this way, multiple subnets, [P

j:: addreszzez and protocals can be combined inta one [P filter.

Hame:

P to DI204
Diescriptian: Add.. |
Make a filter from #P ta D804 ;I Ed... |

LI Remave |

Filters: V' Use AddwWizard
Mirrored| Dezcription | Pratocal | Source Part | Destination
| | 2




19. Click “Next”

1P Filter Wizard 211
“WwWielcome to the |P Filter Wizard,

This wizard helps you provide the source, destination, and
traffic-type information needed to filter [P traffic.

This wizard creates "mirored” filers that match on both
incoming and outgoing P traffic.

You can add multiple filers to build an |P Filker List that
matches on IP packets for multiple source or destination
machines, or for many differert traffic wpes.

To continue, click Mext.

Cancel |

20. Select “A specific IP Address” and input the Source address, then “Next” to continue (Eg. Windows XP

IP) *
Filter Wizard d B
IP Traffic Source o
Specify the source address of the |P traffic.
-
Source address:
A specific IP Address j

IPAddess: | 202 . 129 . 97 . 101]

Subnet mash: I 25h . 25h . 25h . 2b5

< Back I Mest > I Cancel |

* If your client gets IP address dynamically choose “My IP address”.

21. Select “A specific IP Subnet” and input the Destination subnet address, then “Next” to continue (Eg.
DFL-500 Private network)

IP Traffic Destination g
Specify the destination address of the [P traffic.
-
Destination address:
A specific [P Subnet j
IPaddess: | 192 . 168 . 0 . 0

Subnet mask; | 255 . 255 . 255 . 0

< Back I Mext > I Cancel




22. Select the following and click “Next”
21x|

IP Protocol Type g
Select the [P Protocol type. [F thiz type zupportz |P portz, you will alzo specify the
IP part. =

Select a protocol type:

E— - |

L =
< Back I Mest > I Cancel
23. Uncheck the following and click “Finish”
21x

1P Filter Wizard
Completing the IP Filter \izard

“ou have successfully completed the [P Filker “wizard.

To edit your IP filker now, select the Edit properties check
bow, and then click finish.

To close this wizard, click Finish.

< Back I Finish I Cancel

24. Click “Ok”

An P filter list iz composed of multiple filters. In this way, multiple subnets, [P

—_
i—' addrezzes and protocols can be combined into one | P filker.

i

Mame:
P to Q1804

Description:
Make a filker from =P to DI04 ;l Edit... |
LI Bemove |

¥ Use Addwizard

Filters:
Mirrored| Cescription | Protocal | Source Port | D estination
Yes ANY AN ANY

aK Cancel I




25. Now, select “XP to DFL-500" then click “Next”

IP Filter List "
Select the [P filter lizt for the twpe of IP traffic to which this securnity rule applies. %
=

If ho | filker in the following list matches your needs. click Add to create a new one.

1P filker ligts:
Mame | Description | Add... |
O AIICMP Traffic Matches all ICMP packets bet... -
O AP Traffic Matches allIP packets fram ¢ it |
HRemaove |

< Back I Mest > I Cancel

26. Click “Add”

Security Rule Wizard I B
Filter Action I
Select the filker action for this security ule. %
—

If i filter actions in the following list matches your needs, click Add to create a new
one. Select Use Add Wizard to create a filker action.

Filter &ctions: ¥ Use Add wizard
Diescription Add..

Edi...

[Optional]  Accepts unsecured communi...

O Require Security Accepts ungecured commui.. Remove

g

< Back I Mest > I Cancel

27. Click “Next”

Filter Action Wizard x|

welcome to the P Security Filker Action \Wizard

Use thiz wizard to specify properties for a new filter action.

A filter action sets the security requirements for a data
transfer. These requirements are specified in a list of security
methods contained in the filker action.

D ata trangfer iz only pozsible when the computers involved
uze the zame security methods. Multiple securitp methods
increaze the chance that bwo computers will uze the same
method.

To continue, click Mext.

< Back Cancel




28. Enter a filter action name then click “Next”
Filter Action Wizard 211

Filter Action Name -
Mame thiz filker action and optionally give a brief description

Mame:
|3DES_MD5

Description:

3DES_MDA =l

< Back I Mest > I Cancel

29. Select “Negotiate security” then click “Next’
Filter Action I B

Filter Action General Options '.‘
Set the fiter action behavior. (ve”

—

 Pemit
" Black

< Back I Mest > I Cancel |

30. Select “Do not communicate with computer that do not support IPSec” then click “Next”

Filter Action Wizard x|
Communicating with computers that do not support IPSec '.‘
Comrmunicating with computers that do not support IPSec may expose pour 'ﬂ
netwark to security risks. _—

Do you want to allow communication with computers the do not suppart IPSec??

' Do not communicate with computers that do not support PSec

' Fall back to unsecured communication,

Use thiz option if there are computers that do not support IPSec on your nebwork.
Communication with computers that do not support IPSec may expose your network
to security risks.

< Back I Mest > I Cancel




31. Select “Custom” then click on “Settings”

Security Method Wizard 211
IP Traffic Security -
Specify a zecurity method for IP traffic. To add multiple securnity methods edit the (¥
filter action after completing the wizard, o

This filter action requires at least one security method for 1P traffic.

" High [Encapsulated Secure Pavlaad)
D ata will be encrypted, authenticated, and unmodified.

 Medium [Suthenticated Header]
D ata will be authentic and unmodified, but will not be encrypted.

Settings... |

< Back I Mest > I Cancel |

32. Check “Data integrity and encryption (ESP)”, select the “Integrity algorithm (MD5)” and “Encryption
algorithm (3DES)” then click “OK”
Custom Security Method Settings ed |

Specify the zettingz for this custonm securnty method.

[T Data and address integrity without encryption [&H] ;
[rtegrity slgornithn;

[MD5 =l
¥ [rata integrity and encreption [ESP];
Integrity algorithmn:

[MD5 =

Encryption algorithm:

Sezzion Kep Settings:

[~ Generate a new key eveny: [T Generate a new key every

I-| S Kbytes |3EEID seconds

Ok I Cancel

33. Click “Next”

Security Method Wizard x|

IP Traffic Security |
Specify a security method far IP traffic. To add muliple security methods edit the 'ﬂ
filker action after completing the wizard, P

This filter action requires at least one zecurity method for IP traffic.

' High [Encapsulated Secure Pavload]
D ata will be encrypted, authenticated. and unmodified.

" Medium [&uthenticated Header)
D ata will be authentic and unmedified, but will not be encrypted.

* Custom

< Back Mest > Cancel




34. Click “Finish”
2l x|

Completing the IP Security filter action wizard

You have successiully completed the [P Security Policy
wizard.

To edit your filker action now, select the Edit properties
checkbaox, then click Finizh.

To close this wizard, click Finish.

< Back I Finish I Cancel

35. Select “3DES_MD5” then click “Edit”

|2

=

Security Rule Wizard

Filter Action
Select the filker action for this security ule.

i

If i filter actions in the following list matches your needs, click Add to create a new
one. Select Use Add Wizard to create a filker action.

Filter &ctions: ¥ Use Add wizard
Add .

Description
[0l

Permit unsecured IP packets L.

O Request Security [Optional]  Accepts unsecured commuri.

O Require Security Accepts unsecured communi...

Edi...

g

FRemove

< Back I Mest > I Cancel |

36. Select the following and check “Session key Perfect Forward Secrecy” then click “OK”
3DES_MD5 Properties ed

Security Methods | Generall

= Permit

" Block

&

Security Method preference order:

Tope | AH lntegrity | ESP Confidential. | ES Add...

Cuztamn <Mares 3DES ML
Edit... |
Bermowve |
M awve up |

| | _>| fl e diotr |

W Accept unsecured communication, but always respond wsing IPSec
I~ Allow unzecured communication with non IPS ec-aware computer

[V Session key Perfect Forward Secrecy

Ok I Cancel Apply




37. Click “Next”

Security Rule Wizard 211

Filter Action "
Select the filker action for thiz zecurity ule. %
.

If o filker actions in the following list matches your needs. click Add to create a new

ohe. Select Use Add Wizard to create a filker action.

Filter &ctions: V' Use Add wizard
&dd...

D5

Permit unsecured IP packetst... Edit.. |

O Request Security [Optional]  Accepts unsecured commuri... Emme |

O Require Security Accepts ungecured communi..

Description

< Back I Mest > I Cancel

38. Click “Finish’

Security Rule Wizard I B

Completing the Mew Rule \wizard

“ou have successfully completed specifying the properties
far your new e,

To edit your security rule now, select the Edit properties
check box, and then click Finish.

To close this wizard, click Finish.

< Back I Finish I Cancel

39. Click “Add”

Rules | General I

Security rules for camnunicating with ather computers

1P Security mules:

I Filker List | Filtes Aatian | Authertication.._ | Tu
#F to DI04 3DES_MD5 Freshared Fep 20
O <Dynamics Default Rezsponze F.erberns M

1| | i

fuEbl. Bt Bemove | 9 Use sddwizard

Cloze | Carizel I




40. Click “Next”

Security Rule Wizard e |
welcome ta the Create |P Security Rule Wizard,

A gecunity ale governs how and when security iz invoked
bazed upon criteria, such az the source, destination, and type
of IP traffic, in the security le's IP filker list.

2 secunity rule containg a collection of security actions that
are activated when a communication matches the criteria in
the [P filter list.
Security actions:

IF tunneling attributes

Authentication methods

Filker actiors

To continue, click Mext.

Cancel |

41. Enter the IP Address detail into “The tunnel endpoint specified by this IP address:” (Eg. Windows XP
IP Address)*

Security Rule Wizard 2 x|

Tunnel Endpoint d
The tunnel endpoint iz the tunneling computer closest to the |P traffic destination, %
az specified by the security wle's 1P filker list. "

An IPSec tunnel allows packets to traverse a public or private intermetwork with the
secuity level of a direct, private connection between bwo computers.

Specify the tunnel endpoint far the [P Security rule:

' This rule does nat specify a tunhel

' The tunnel endpoint is specified by this 1P address:

202 . 129 . 97 . 1M

< Back I Mext > I Cancel |

* |f your client gets IP address dynamically, put the dynamic IP address here! You will have to change
this setting every time you connect to the Internet. Unfortunately, this is the limitation of XP/2000 IPSec
client. If your XP/2000 IPSec client is connected to the Internet through the router, use the private IP of
your computer, NOT the public IP address of the router!

42. Select “All network connections” then click “Next”
Security Rule Wizard d B

Metwork Type i
The securty rule must be applied to a network type, %
-

Select the network type:

" Local area network [LAN)

¢ Bemote acocess

< Back I Mext > I Cancel




43. Select “Use this string to protect the key exchange (preshared key)”
(Eg. DFL-500 preshared key) then click “Next”

Authentication Method
=

To add rmultiple authentication methods, edit the security ule after completing the
IP Security rule wizard.

Set the initial authentication method for this zecurity rule:

" Aclive Directary default [Kerberos Y5 protocol]
" Use a certificate from this certification authority [CA):

I Browse... |

% Usge this ghring to protect the key exchange [preshared key):

1234567

|

< Back I Mest > I Cancel |

44, Click “Add”

IP Filter List I
Select the [P filter lizt for the type of |P traffic to which this security rule applies. %
—

If i | P filker in the following lisk matches your needs, click Add to create a new one.

1P filter lists:
M arme Diescription Add..
Al |CHP Traffic i ; Ch .
Matches all IP packets from t... Edi... |

O &0l IP Traffic

Q <P to DIS04Y M akes a filker from <P to DIS0... e |

< Back I Mest > I Cancel |

45, Enter a filter name (DFL-500 to XP) then click on “Add”

— An P filter list iz composed of multiple filters. In this way, multiple subnets, [P

j:: addreszzez and protocals can be combined inta one [P filter.

Hame:

D1804Y ta P

Diescriptian: Add.. |
Make a filter from DIS04Y o =P ;I Ed... |
=l Remoye |

¥ Use Addwizard

| Destination

Filters:
HMirrared | Dezcription

| Pratocal | Source Part




46. Click “Next”

1P Filter Wizard 211
“WwWielcome to the |P Filter Wizard,

This wizard helps you provide the source, destination, and
traffic-type information needed to filter [P traffic.

This wizard creates "mirored” filers that match on both
incoming and outgoing P traffic.

You can add multiple filers to build an |P Filker List that
matches on IP packets for multiple source or destination
machines, or for many differert traffic wpes.

To continue, click Mext.

Cancel |

47. Select “A specific IP Subnet” and input the Source subnet address then click “Next” (Eg. DFL-500
Private network)

2l x|
IP Traffic Source o
Specify the source address of the |P traffic.
-
Source address:
A zpecific 1P Subnet j
IPAddess: | 192 . 168 . 0 . O

Subnetmask: | 255 . 255 . 255 . 0

< Back I Mest > I Cancel |

48. Select “A specific IP Address” and input the Destination address then click “Next” (Eg. Windows XP IP
address)*

IP Traffic Destination *
Specify the destination addresz of the [P traffic.
o
Destination addregs:
A zpecific P Address j

IPaddess: | 202 . 129 . 97 . 101]

Subret mask: I 256 . 255 | 255 . 2B5

< Back I Mest > I Cancel |

* If your client gets IP address dynamically choose “My IP Address”.




49. Click “Next”
2l x|

IP Protocol Type g
Select the [P Protocol type. [F thiz type zupportz |P portz, you will alzo specify the
IP part. =

Select a protocol type:
[ENI—

! =

< Back I Mest > I Cancel

50. Click “Finish”
1P Filter Wizard I B
Completing the IP Filter \izard

“ou have successfully completed the [P Filker “wizard.

To edit your IP filker now, select the Edit properties check
bow, and then click finish.

To close this wizard, click Finish.

< Back I Finish I Cancel

51. Click on “Close”
22X

I IP Filter List

A P filter list is composed of multiple fiters. [n this way, multiple subnets, [P

—
%’ addresses and protocols can be combined into one [P filker.

l

Mame:
D1804Y ta xF

Description:
Make a filter fram DIB04Y to =P ﬂ Edit... |

j Remave |

Filters: ¥ Use Add wizard

Minored| Description | Protocol | Source Port | D estination
Yes ANY AN ANY

a | ]

ok Cancel |

4




52. Select “DFL-500 to XP” then click “Next”

IP Filter List "
Select the [P filter lizt for the twpe of IP traffic to which this securnity rule applies. %
=

If ho | filker in the following list matches your needs. click Add to create a new one.

1P filker ligts:
Mame | Description | Add... |
O AIICMP Traffic Matches all ICMP packets bet...
O AP Traffic Matches allIP packets fram ¢ it |
o] ' ko ; i filter from ‘

fteltion Bemave
Q <P to DIS04Y M akes a filker from <P to DIS0... ;l

< Back I Mest > I Cancel

53. Select “3DES_MD5” then click “Next”

Security Rule Wizard I B

Filter Action I
Select the filker action for this security ule. %
—

If i filter actions in the following list matches your needs, click Add to create a new
one. Select Use Add Wizard to create a filker action.

Filter &ctions: ¥ Use Add wizard
Diescription Add..

O Permit Permit unsecured IP packets L. Edit.. |
O Request Secuity [Optional]l  Accepts unsecured commuri... Eermave |
O Require Security Accepts unsecured communi... —

< Back I Mest > I Cancel

54. Click “Finish”

Security Rule Wizard ﬂll

Completing the Mew Rule Wizard

“ou have successfully completed specifying the properties
far your new rule.

To edit your security rule now, select the Edit properties
check box, and then click Finish.

To cloge this wizard, click Finish.

< Back I Finizh I Cancel




55. Select “XP to DFL-500" then click on “Edit”
2]

Rules | Generall

Securnity rules for communicating with other computers
1P Security rules:

IF Filter List | Filter Action | Authentication.. | Tu

#P to DI304w 3DES_MDA Preshared Key 20

D804 to =P 3DES_MD5 Preshared K.ey 20

O <Diynamic Default Responze Kerberos M

| | i
Add... Edit... Bemove | ¥ Use Add wizard

Close | Canzel I

56. Select “XP to DFL-500" then click on “Edit”

Edit Rule Properties 21

Authentication Methods | Tunnel Setting I Connection Type
IF Filter List | Filter Action
= The selected |P filter list specifies which netwark traffic will be
=, affected by thiz rule.
IP Filter Ligts:
Mame | D escription |
O AICMP Traffic Matches all ICMP packets betw.
O AP Traffic Matches all IP packets from thiz ..

Make afilter from DIE04Y to =P
bd &k r fran

O DIB04Y ta =P
LOF:F to

add.. | Edi.. | RBemove |

Ok I Cancel I Apply




57. Click “Edit”

A P filter list is compozed of multiple fiters. In this way, multiple subnets, [P

—+
i—’ addresses and protocols can be combined into one [P filker.

|

Mame:

P to DI04

Description: Add... |
Makesz a filter from *P to D1804Y d Edit . |

j Remave |

¥ Use Addwizard

Filters:
Mirrored| Description | Protocol | Source Port | Destination
Yes ANY BNY ANY

2

ak. I Cancel |
4

58. Uncheck “Mirrored. Also match packets with exact opposite source and destination address” then

click “OK” *

Addreszing | Protocal | Description |

— Source address:

I.-’-‘« specific [P Address
IPAddiess: | 202 . 129 . 97 . 101
Subnet mask: I 26h . 255 | 255 | 25§

— Destination address:

A zpecific IP Subnet

IPaddiess: | 192 . 168 . 0 . 0
Subret mask: I 255 . 255 . 255 . O

[ Mingred. Also match packets with the exact opposite source and:
idestination addresses.

] I Canhicel

* |f your client gets IP address dynamically you will see “My IP Address” in Source address field.




59. Click “Close”

A P filter list is compozed of multiple fiters. In this way, multiple subnets, [P

—+
i—’ addresses and protocols can be combined into one [P filker.

|

Mame:

P to DI04
Description: Add... |
Makesz a filter from *P to D1804Y d Edit . |

j Remove |

Filters: v Use Addwizard

Mirrored| Description | Protocol | Source Port | Destination
Mo ANY BNY ANY

1| |

60. Select “DFL-500 to XP” then click on “Edit”

Edit Rule Properties d

Authentication kMethods | Tunnel Setting I Connection Type
I Filter List Filter Action

z The zelected P filter list specifies which network, traffic will be
=, affected by this rule.

IF Filter Lizts:
arme | Description |
O Al ICMP Traffic Matches all ICMP packets betw. .
O allIP Traffic Matches all IP packets from this ...
LS D ] M ker Frarm ) P

Makes a filker from XP to DIS04

O %P to DIS04Y

Add. Edi. |  Bemove |

Cloze I Canzel | Apply

61. Click “Edit”
M IP Filter List
An P filter list iz composed of multiple filters. In this way, multiple subnets, [P

—
= addreszzez and protocals can be combined inta one [P filter.

21X

Hame:

DIB04Y ta »P
Diescriptian: Add.. |
Make a filter from DIS04Y o =P ;I Edit.. |

LI Remave |

Filters: V' Use AddwWizard

Mirrored| Dezcription | Pratocal | Source Part | Destination
Yes ANY BMY ANY

| | 2

ak I Cancel I
A




62. Uncheck “Mirrored. Also match packets with exact opposite source...” then click “OK” *

Filter Properties ied 4

Addressing | Protocol | Description |

—Source address;

1F'Address:| 192 . 168 . 0 . 0O
Subnetmaskzl 255 . 255 , 255 . O

— Destination address:
IA specific 1P Address LI

IPaddess: | 202 . 129 . 97 . 101
Subriet mask: I 255 . 255 ., 255 . 255

[~ Mimored. &lso match packets with the exact opposite source and
destination addresses.

QK I Cancel |

* If your client gets IP address dynamically you will see “My IP Address” in Destination address field.

63. Click “Ok”

A P filker list iz compozed of multiple filkers. [n thiz way, multiple subnets, |F

—
i:: addresses and protocols can be combined into ane P filker.
Hame:
D804 to <P
Description: el
Make a filker from DIS04Y to =P
LI Remaove |
Filters: W Use Add wizard
Mirrored | Drescription | Protocol | Source Port | D estination
Mo ANY AT ANY
4] | 2l
ak Cancel I
7
64. Click “Close”
20
Authentication tMethods | Tunnel Setting I Connection Type
IP Filker List | Filter Action
= The zelected IP filker lizt zpecifies which network, traffic will be
=, affected by this rule.
IP Filter Lists:
M ame | Crezcription |
O 2l ICMP Traffic tatches all ICMP packets betva. .
O 2l P Traffic Matches all IP packets from this ...
=iDIB04Y to P Make a filter fram DIS04Y ta =P &
O %P to DIS04Y Makes a filter from =P to DI04
Add.. Edt.. | [ Bemeve |
Close I Cancel | Apply




65. Click “Close”
21x]

Fiules | General |

Security rules for communicating with other computers

1P Security rules:

IP Filter List | Filter Action | Authentization.. | Tu
#P o DISD4Y 3DES_MDE Preshared K.ey 20
DIB0A to <P 3DES_MDE Preshared Key 20
O <Dynamics Default Responge kerberos Mc

4 | *
Add... | Edit... I Bemove | V¥ Use Add Wizard

Cloze | Eancel |

66. Right-click on the below and select “Assign”

[ Coewaile | - [Corsole Rool | 1P Seeurity Policies on Local Compaber] =1#1x]
Ho Pl Adion View Favortes  Window  Heb JAT-TET
o+ | ODE XFR| @ D
] Corricie R [eame Descrgtion [ Pobcy Assgred |
8, Sty Polkies e Lol s (B ot (espcnd Orky)  Commuricats rormaly (us..._ o
@ socure Server (Reaur... For o P raffic, sbwavsrea... o TEC
(B s (Bimcpmst Secu..., For o [P raflic, shvays 1ed., o 8 Tosks
Delete
Rerame
Proganrism.
Help
| S 1

lassi0n hes nokey, atteme tn make & active

67. On XP/2000 IPSec client machine do a PING to a valid machine (which HAS the default gateway
pointing to DFL-500 internal IP address and NO anti-virus or ANY other blocking software installed)
on the Remote private network in the Dos Command Prompt: “ping 192.168.0.101 —t”

ommand Prompt - ping 192.168.0.101 -t
Documents and Settings“fSerge’ping 192.168.0.181 -t

Pinging 192.168.8.181 with 32 hytes of data:

Megotiating IP Security.
Megotiating IP Security.
Megotiating IP Security.
Megotiating IP Security.
Megotiating IP Security.
Megotiating IP Security.
Hegotiating IP Security.

Reply from 192.168.08.18 hytes=32
Reply from 192.168.8. hytes=32
Reply from 192.168.8. hytes
Reply from 192_168_8. hytes=
Reply from 192_168_08.

Reply from 192.168.8.

Reply from 192.168.8.

Reply from 192.168.8.

Reply from 192.168.8.

Reply from 192.168.8.

Reply from 192.168.8.

Reply from 192_168_8.

Reply from 192.168.8. H i TTL=127




