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YWelcome to the D-Link DFL-1100 Setup ‘Aizard.

ou are currently connecting wia unencrepted HTTP.
[f you want a zecure management channel, vou should switch to zecure HTTE [HT TPS].

Connect to the unit via HTTPS instead

[f you proceed usging the Mext button below, vou will manage your unit wia HTTR.
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YWielcome to the D-Link DFL-1700 Setup tfizard.

Y'ou are currently connecting via zecure HTTF [HTTPS].
Haow do pou want to be able ta manage the unit in the futune?

() Secure HTTP [HTTPS] anly
(JHTTP as well az HTTPS

Fiestricting adminiztration to HTTPS iz good for avoiding mistakes.

£
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D-Link DFL-1100 Setup Wizard. S5tep 1 - Set admin password

Please enter a pazsword far protecting the administrative interface of the unit;

Ilzername: admin

Paszward: | |

Retype password: | |

Mate that the paszword is caze senzitive, and that vou zhould pick a pazsward that containg upper-

and lowercaze letters az well as numbers anddor special characters.

Back Next Exit
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D-Link DFL-1100 Setup Wizard, Step 2 - Set imezone

Select the appropriate time zone and click Mest bo continue.

| [GMT+10:00] Canberra, Guam, Port Maorezby, Wadivoztok, w

Dravlight 2aving time settings:

) Mo daylight zaving time

O Apply dayhight zawving time from:

g
:Q
? G
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D-Link DFL-1100 Setup Wizard, S5tep 3 - Configure WAN interface

Select the appropriate configuration type of the intermet-facing BafaM ] interface.
our |SP nommally tellz you which type to uze.

() Static IP - manual configuration

b ozt commonly uzed in dedicated-line internet connections.
Your ISP provides the IP configuration parameters to you,

() DHCP - automatic configuration

Reqular ethernet connection with DHCP-aszigned |P address.
Uzed in many DSL and cable modem networks. Evervthing is automatic.

{*) PPPoE - accourt details needed

FPP ower Ethernet connection. Used in many DSL and cable modem networkz.
After providing account detailz, everthing iz automatic.

) PPTP - account details needed

FPTF awer Ethernet connection. Uzed in zome DSL and cable modem netwarkz.
“'ou need account details, but also [P parameters for the phyzical interface that the
FPPTF tunnel runs over.

£ Big Pond - account details needed

Reqular ethernet connectian with DHCP-aszigned IP addrezs. pluz authentication via

a zpecial protocal, Used by the [SF "Big Pond",
Gd

Back Next Exit
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D-Link DFL-1100 Setup Wizard, Step 3 - Configure WAN interface

PPP over Ethernet connections are uzed in many D51 and cable modem nebworlkz.
After authenticating, everthing iz automatic.

Izernarme: |dlinkcnmp@azemail.cnm.au

Paszward: | |

R etype Pazsword; |

\DzEmai |

[Some |SPs require the Service Mame to be filled out.]

Service Mame:

EAL

Back Next Exit
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D-Link DFL-1100 Setup Wizard, Step 4 - Set up built-in DHCP server

Y'ou may enable the built-in DHCP zerver go that the gatesway can hand out IP addrezses to clients on
the LAM wvia the DHCF protocal.

(*) Dizable DHCP Server

(") Enable DHCP Server

Enter a range aof P addrezzes to hand out to DHCP clients:

IF Range: |132.168.1.0 - 132.1658.1.255

;
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D-Link DFL-1100 Setup Wizard. Step 5 - Configure helper servers

Time servers - for automatically keeping the unit's time accurate

Primary MTP Server: |nt|:u.i|:urn:ulink.|:|:|.n2 |

Secondary MTF Server: |ntp.teral:|_l,lte.n::n:-m.ua | [opticnal]

o Syzlog zervers - for receiving log data from the unit

If bath zervers are configured, lags will be sent ta bath at the zame time.

Syelog zemver 1; |:|
Syslog server 2 |:| [optional]

1
Back Next Exit
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D-Link DFL-1100 Setup Wizard Complete

Click Restart ta finalize the configuration.

After the restart, the unit zhould be fully operational and uge a bazic firewall policy that allows nearly

everything from the inzide and out, and nothing in the opposite direction.

Back Restart Exit
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T he unit will nowe be restarted. Thiz operation will take approximately 10 zeconds, at which time you
ghould be automatically tranzsferred back to the main page of the web interface.

IF pou are not automatically transferred, vou can reconnect o the unit marually,
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S B Firewall Servers Tools  Status Help

Adminiztration 5Settings

Management web GUI ports

HTTP Part:
Interfaces HTTPS Port:

Far gecurity reazonz, it may be better ta rn the management web GUI on non-standard
portz. Alzo note that if web-bazed uzer authentication iz enabled, portz 80 and 443 will be

taken; the management web GUI has to use other ports.
9 OO
-

Apply Cancel Help

s

Select the interface ¢ uzer vau wizsh to edit fram the below lizt,

Maote that bath the uger zettings and the interface settings limit what a uzer can do, o if a uzer with bath admin
and read-only rights logsz on from a somewhere where anly read-only access iz allowed, the uzer will be alloveed
to log on, but will receive read-only access only.

Admiristrative access via LAMN interface [Edit]

Ping: Ay address
Admin: Arw addresz [HTTPS only)

Add adminiztrative access via:

Interface: wWaM, DS ETH4
YPH Tunnel:
YLAN Interface:
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Network Security Firewall

‘ Administration

Interfaces
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WHETH MR Firewall Servers Tools  Status Help

Admimstration Settings

Edit administrative access wia the LAN interface:

Ping - ztandard ICMP echo to the |P addrezs of the interface

M etworl s | | Blark = Ary

Admin - Full access to web-bazed management

M etwaorls: | | Elank = Ay

Pratocal: | HTTFS anly b

F Read-only - Read-only access to web-bazed management

M etworks: | | Blark = Ay

Pratocal;

[ ] SHMP - Simple Mebwork, b anagement Protocol [read-only access)

M etworl s | | Blark = Ary

Cormrmnity: | |

Mote that you can specify mulliple networks, e.g. "*192.168.0.0/24,10.0.05-10.0.0.9".

9 VO

Apply Cancel Help

Select the interface ¢ user vou wish to edit fram the below list,

Mate that both the user zettings and the interface settings limit what a uzer can do, o a wser with both admin
and read-only rights logz on from a somewhere where only read-only access iz allowed, the user wil be allowed
b log an, but will receive read-only access only.

Adminiztrative access via LAN interfface [Edit]

Ping: Ay address
Admin: A addrezz [HTTPS anly]

Add adminiztrative access via:

Interface: waM, DMZ ETHA
¥PH Tunnel:
YLAN Interface:
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Network Security Firewall

WO Firewall Servers Tools  Status Help

i

‘ Administration

Interfaces

Adminiztrabion Settings

Edit administrative access via the WAMN interface:

F Ping - ztandard [CMP echo to the IP addreszs of the interface

Metworks: | | Blark = Ay

[ Admin - Full access ta web-based managenent

Metwarks: | | Elark = Any

Pratacal:

F Read-only - Read-only access to web-bazed management

Metworks: | Elark. =ty

Pratocal;

[] SHMP - Simple Metwark kanagement Pratocol [read-only access)

Metwiarks: | | Blark = Ay

CormmLinity: | |

Mate that you can specify multiple nebwarks, 2.9, "192.168.0.0/24, 10,005 - 10.0.0.9",

9 VO

Apply Cancel Help

Select the interface # uzer you wizh to edit from the below list,

MHate that both the usger settings and the interface zettings limit what a uzer can do, 20 if a user with both admin
and read-only rights logz on fram a somewhere where anly read-only access iz allowed, the uzer will be alloved
b log an, but will receive read-only access only.

Administrative access via LAN interface [Edit]

Ping: Ay address
Admin: Ay address [HTTPS only)

Add adminiztrative access via:

Interface: WAk, DMZ ETH4
YPH Tunnel:
YLAN Interface:
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Network Security Firewall

WO Firewall Servers Tools  Status Help

i

‘ Administration

Interfaces

Administration Settings

Edit administrative access via the DMZ interface:

F Ping - ztandard [CMP echo to the |P addrezs of the interface

Metworks: | | Elark. =ty

[] Admin - Full access to web-based management

Metwarks: | | Elark = Ay

Frotocal;

F Read-only - Read-only access to web-bazed management

Metwarks: | Elark = Any

Pratacal;

[] SHMP - Simple Metwark, Management Pratacol [read-only access)

Metwaorks: | | Elark = Any

Comrmunity: | |

Maote that wou can specify multiple netwaorks, e.g. "1932.168.0.0/24, 10,005 - 10.0.0.9",

9 90

Apply Cancel Help

Select the interface # uzer you wizh to edit from the below list.

Maote that both the uger setlings and the interface zettingz lmit what a uzer can do, 2o if a user with both admin
and read-only rights logz on from a somewhere where anly read-only access iz allowed, the uzer will be alloveed
to log on, but will receive read-only access only,

Admiristrative access via LAMN interface [Edit]

Ping: Ay address
Admin: Arw addresz [HTTPS only)

Add adminiztrative access via:

Interface: wWaM, DS ETH4
YPH Tunnel:
YLAN Interface:
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Interfaces
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Routing

{1

Logging
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DFL-1100
Network Security Firewall

SLETO M Firewall Servers Tools  Status Help

Administration Settings

Edit administrative access wia the ETH4 nterface:

F Ping - standard ICMF echo to the IP address of the interlface

Metworks: | | Blark = Ay
] Admin - Full access ta web-based management
M etworks: | | Elark. =ty
Protocal:
F Read-only - Read-only access to web-bazed management
M etworl s | Blark = Ay

Pratocal;

[] SHMP - Simple Metwork, b anagement Protocol [read-only access)

Metworks: | | Blark = Ay

Cormrmnity: | |

Mate that you can specify multiple networks, e.g. "192.168.0.0/24, 10,005 - 10.0.0.9",

9 VO

Apply Cancel Help

Select the interface 4 uzer vou wizh to edit from the below list,

Mote that both the uger settings and the interface zettingz limit what a uzer can do, o if a user with both admin
and read-only rights logz on from a somewhere where anly read-only access iz allowed, the uzer will be alloveed
b log an, but will receive read-only access only.

Admiristrative access via LAM interface [E dit]

Ping: Ay address
Admin: Arw addresz [HTTPS only)

Add adminiztrative access via:

Interface: &M, DMZ ETH4
¥YPH Tunnel:
YLAN Interface:
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Administration

i

Interfaces

|

VLAN

DFL-1100
Network Security Firewall

VST B Firewall Servers  Tools  Status

Help

Interface Settings

Fick an interface to edit from the below list;

Avalable interfaces

LAN [Edi]
Wit [PPPoE] [Edit]
DMZ [E dit]

ETH4 [E dit]

o

Help
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Network Security Firewall

SYLE B Firewall Servers  Tools Status Help

Interface Settings

Administration E dit zettings of the LAM interface:

[P Address: [192168.1.1

Subnet Mask: | 255 255 265.0 - 256 hosts (/24] |

v VI

Apply Cancel Help

i

Interfaces

|

Routing

Ayailable interfaces

|Ii

LAN (Edit]
WwiaM [FPPoE] [Edit]
DM [Edit]
ETH4 [Edit]

Logging

|Ii
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Network Security Firewall

WOCTWMe Firewall Servers Tools  Status Help

Interface Settings

Administration Edit zettingsz of the WAM interface:

Change WaM Type: | PPPoE | [ Apply Change

Interfaces

FPPP ower Ethemnet connections are uzed in many DSL and cable modem networks.
After authenticating, evernvthing is automatic.

VLAN

| zermarne: |dlinkcnmp@azemail.cam.au

Pazzword: | [[]]} |

Retype Passwaord: |IIIII

Service Mame: |EIzEmaiI |
[Some 15Ps require the Service Mame to be filled out.]

Mozt PPPoE services provide DNS zerver information. & few do not.
[f thiz iz the caze, you can fll out their [P addreszes vourzelf,

Logglng Frimary DMS Server: |:| [optional]
Secondary DMS Server; |:| [optional]

[ ] Traffic thaping - interface speed limitz

Ir order to da traffic shaping beyond simple limitz, such as guarantees and prionities, the braffic shaper
needs o know what the masimum bandwidth iz, Throughput through thiz interface will be limited to
theze speeds.  If the limitz are zet too high, traffic shaping will not wark.

Theze zettingz zhould match the zpeed of vour Intemet connection,

Jpztrearm bandwidth: I:I khit =
Drowngtreamn bandwidth: I:I kbt =

[ I Manual Interface MTU Configuration - maximum zize of packets zent wia thiz interface

Harmally, you do not need to change the MTU zettings. By default, the interface uzes the masimun size
that the physical media supports.

MTU: [1452 | bytes. Upper limit: 1432
9 VO

Apply Cancel Help

Avalable interfaces

LAN (Edit]
Wish [PPPoE) [Edit]
DMZ [Edit]

ETH4 [Edit]
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Building Networks for People

Network Security Firewall

Administration

i

Interfaces

[ —

VLAN

SYLE B Firewall Servers  Tools Status Help

Interface Settings

Edit zettings of the DM interface:

IP Address: | 127.0.0.1

- 256 hosts [/24] K58

9 90O

Apply Cancel Help

Ayailable interfaces

LAN (Edit]
WwiaM [FPPoE] [Edit]
DM [Edit]

ETH4 [Edit]
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Administration
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Interfaces

R —

VLAN

Routing

|1

Logging

|l

DFL-1100
Network Security Firewall

WYCEEE Firewall Servers Tools  Stalus Help

Interface Settings
Edit zettings of the ETH4 interface:

P Address: | 127.0.0.1

Subnet Mask: | 255255 265.0 - 256 hosts [/24] |

9 90O

Apply Cancel Help

Ayaillable interfaces

LAN (Edit]
‘WM [FPPoE] [Edit]
DMZ [Edit]
ETH4 [Edit]
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Network Security Firewall

YL Firewall Servers  Tools  Stalus  Help

YLAHM Interfaces

Pick a'YLaM interface to edit from the below list;

o

Help
Axailable WLAM interfaces

Mame Physical Y0LANID
[Add new]
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Network Security Firewall

SV B Firewall  Servers Tools  Status Help

YLAN Interfaces

I ' )
Administration Edit zettings of the mew WLAN:
-

Phuszical:
VLAMID: [0 | (4095)
IP Address: |:|

Subnet Mask: | 255265 2550 - 256 hosts [/24] |

9 90O

Apply Cancel Help

Aeailable VLA interfaces

Mame Physical YLAM ID
[Add new]
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Interfaces

>

d

Logging

il

LT e Firewall Servers Tools  Status Help

Routing Table
Fick a route to edit from the below list:

Mote that routing table ordering does not matter; smaller routes are always picked above larger ones.

o

Help
Fouting table

Interface Metwork Iz ateway Additional IP Proxy ARP
LAM 192.168.1.0/24 [Edit]
Wl 00004 [Edit]
Wit 0.0.0.0M [Edit]
DMz 127.00.0/24 [E dit]
ETH4 127.00.0/24 [E dit]
[Add new]
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DFL-1100
Network Security Firewall

Administration

Interfaces

>

:

MG MR Firewall Servers  Tools  Stalus  Help

Routing Table
Edit 192.168.1.0/255_255 255 0 route:;

Mote that thiz iz the local network route for the interface; pou can only change the Prosy ARF zetting.

Interface: | LAN %

Metwork: | 192.163.1.0

Subnet Mask: | 255.255.255.0 - 256 hosts [/24] v |

Gateway: [] Metwork is behind remate gateway

[boso ]

Proxp &8RP [] Publizh network on all ather interfaces via Frosy ARF

Additional IP: 7] A dditianal firewal IP address that hosts can use as gateway:

oo ]

9 90O

Apply Cancel Help

R outing table
Interface Metwork Gateway Additional IP Proxy ARP
Lat 192.168.1.0/24 [Edit]
Wik 0.0.000 [Edit]
Wi 0.0.000 [Edit]
DidZ 127.0.0.0/24 [Edit]
ETH4 127.0.0.0/24 [Edit]

[Add new]
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Network Security Firewall

WS Firewall Servers Tools  Stalus Help
Routing Table
Administration Edit 0.0.0.0/0.0.0.0 route:

Mote that this iz the local netwark, route for the interface; you can only change the Prosy ARP zetting.

Interface:
Metwaork: | 0.0.0.0

Subnet Mask: | 0.0.0.0 4G hosts (/0] v

Interfaces

>

(Y

Gateway: [ Metwork is behind remate gateway

[boso ]

Frosy &8RP [] Publish network on all ather interfaces via Prosy &RFP

:

Additional [P

[] Additional frewall IP address that hosts can use as gateway:

[boso ]

Logging

il

9 90O

Apply Cancel Help

R outing table
Interface Hetwork Gateway Additional IP Proxy ARP
LaM 192.168.1.0/24 [E dit]
Wit 0.0.0.0M [E dit]
Wit 0000 [E dit]
] 127.0.0.0/24 [E dit]
ETH4 127.00.0/24 [E dit]

[Add new]
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DFL-1100
Network Security Firewall

SV B Firewall  Servers Tools  Status Help

Routing Table
Edit 127.0.0.0/255.255. 2550 route:

Maote that thiz iz the local netwark route far the interface; pau can only change the Prosg ARF zetting.

|nterface:
Metworl: |127.0.0.0

Subnet Mask: | 2852552650 - 256 hosts [/24) v |

Gatewsy: 7] Matwark is behind remate gateway

Frosy &8RP [] Publish network on all cther interfaces via Prosy ARF

Additional IP: 7] 4 dditinnal firewall IP address that hosts can use as gateway:

[boos ]

9 VO

Apply Cancel Help

Fiouting table
Interface Hetwork Gateway Additional IP Proxy ARP
L& 192.168.1.0/24 [Edit]
WAk 0.0.00/0 [Edit]
WAk 0.0.00/0 [Edit]
DhZ 127.0.0.0/24 [Edit]
ETH4 127.0.0.0/24 [Edit]

[Add new]
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Network Security Firewall

Administration

Interfaces

IS

:

SYSET B Firewall  Servers Tools Status Help

Routing Table
Edit 127.0.0.0/255.255. 2550 route:

Maote that thiz iz the local netwark, rouke for the interface; pou can only change the Prosy ARP setting.

|nterface:
Metwork: | 127.0.0.0

Subnet Mask: | 255.255.265.0 - 256 hosts [/24) v |

Gateway: 7] Matwork is behind remote gateway

Frowy &8RP [C] Publish netwaork on all cther interfaces via Frowy ARF

Additional IP: 7] 4 ddfiinnal firewall IP address that hosts can use as gateway:

[boog ]

9 9O

Apply Cancel Help

Fiouting table
Interface Hetwork Gateway Additional IP Proxy ARP
Lt 192.168.1.0/24 [Edit]
WAk 0.0.0.0/0 [Edit]
WAk 0.0.0.0/0 [Edit]
] 127.0.0.0:24 [Edit]
ETH4 127.0.0.0/24 [Edit]

[Add new]
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Network Security Firewall

WA C e Firewall Servers Tools  Stalus Help

High Availability

Administration
Error:

High Awailability zetups map anly be configured an units with static WAk
conhechions.

Interfaces

i
o
B
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Network Security Firewall

WG MR Firewall Servers Tools  Stalus Help

Logging Settings

Administration

S
i
i
"Tvian
|
—

F Syslog - zend log data via the syzlog protocol bo one or bwo servers

If both servers are configured, logs will be sent bo both at the zame time.

Interfaces Syszlog zerver 1; |:|
Syslog zerver 2 I:I [optional]

Syzlog Faciliby:

RCILIHI"IQ [] Enable audit logging

The firgwall normally logz denied packets. With audit lagaing enabled, it will alza log when allowed
cohnections open and cloze.

e [] Enable E-mail alerting for IDS/IDP events
Senzitivity:
l loggﬂrlg SMTP Server | |
[WR— Sender: | |
Time

E-Mail Address 1: | |

E-Mail Address 2 | |

E-Mail Address 3 | |

9 VO

Apply Cancel Help
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DFL-1100
Network Security Firewall

SYOE B Firewall Servers Tools  Status Help

Time Settings

Administration
Current time and date

[] Set the gystem time

Interfaces D ate

Time: [071.02.20 | (24 hour time]

Time zone and daylight aving time settings

Time zone; | [GMT+10:00] Canberra, Guarmn, Paort Morezby, Yladivostok w

® Ma daylight gaving time

O Apply daylight =aving time from:

R (=
[ Autamatic tme zpnchronization
Logging Y
Enable NTP
Prirnary HTP Server: | ntpipralink. co.nz
Time d eip |
3 Secondary MTP Server: |ntp.tera|:|_l,lte.|:|:-m.ua | [opticonal)

Mote: The Current ime and date and Time zone zettingz above
will be applied ingtanty, and do not require Activate Changes.

v VO

Apply Cancel Help
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Network Security Firewall

BTSN Firewall

Firewall Policy

Servers Tools Status Help

FO“CY Select which policy to edit:

i

# [Global policy parameters

Port Mapping o LAN-WEN policy - 4 les, NAT enabled
o Onfab-xLAN policy - O ules

o LAMN-:DMZ policy - 3 niles
o Db LAN policy - 0 rules

o AN DME policy - O rules

Users

Schedules o DMZ->WwAN policy - 4 rules, NAT enabled
o LAM->ETH4 palicy - O rules
[E— o ETH4-:LAM policy - Orulez
i

o WAN->ETHA policy - 0 rules
o ETH4-»widM policy - O rules

VPN s DMZ-ETH4 policy - 0 les
o ETH4-:DMZ policy - O rules

Cerlificates

unhni Filtering
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DFL-1100
Network Security Firewall

" system WGl

Firewall Policy

Servers Tools Status Help

Fﬂ"ﬂf ] E dit global policy parameters:

R —

Fragmentz: [] Drap all fragrmented packets

Minimum TTL:

Users a .;3 O

Apply Cancel Help

Port Mapping

1EIE

Schedules

Services

VPN

Certificates

untunt Filtering
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Policy

|

Port Mapping

Users

=
i
—

Schedules

i

VPN

Cerlificates

nnta-nt Filtering

BTN Firewall

Servers

DFL-1100
Network Security Firewall

Tools

Status

Help

Firewall Pohcy

Show policy:  LAM-»WAN LAN--DMZ Wwish-»De LAM->ETHA WAM-2ETHY4 DMAETH4

AN - L AR

DMLa  DMAwiAN ETHA-: LA ETH4-»WAN ETH4-:DMS

Settings for LAN->WaAM policy:

b3S () Hide source addresses [mary-to-one NAT)

) Mo MAT - reguires public P addreszes on LAM nebwork,

Select "Add Mew' belaw, or zelect a rule from the izt to edit it

LaM 2N Policy

Hame

#1 diop_zmb-all

#2 allow_ping-outbound
#3 allow_ftp-passthrough
#4 allov_standard

[Add new]

Action
Dirop
Al
Allaw
Al

Source
Ay
Ay
Ay
Ay

Desztination
Ay
A
A
Ay

[f norule matches, the connection will be denied and logged.

9 90O

Apply Cancel Help

Service
emb-all
ping-outbound
ftp-pazsthrough
All Protocals

E dit]
E dit]
E dit]
E dit]

LOITEN[2AS |0 48R0




Add New rule:

Edit new rule;

M ame

Position:

Achian:

Source Metsz
... Ueerz/Groups
Destination Mets

... Uzers/Groups

Service:

Scheduls:

] Intrusion Dete

) | Innamed_1

Drop

W

(= p==]

Moves before given pozition. Blank = last.

| Uyt = Any authenticated

| “dny'' = Any authenticated

Leave source and/or destination blank, to match eversthing.

Al w

=T bl

Custom source ports; |

| Blank = arw port

... destination porks: |

- Always - (W

T A

ction / Prevention:

bl ode:;

Alerting:

1 Traffic ghaping - limitz and guarantees for WM traffic:

Lirnit Guarantes

|lpztrean; I:I khbitdz I:I khit/s
Downztrean: I:I khitdz I:I kbitds

Pricrity:

Enable IDSADP alerting via email far thiz nile

Muate that priarities and guarantess will only worls iF the traffic limits for the Wk
interface are configured corectly. Simple mitz will howewer always work,

] Policy routing - reroute traffic wia normal routing or address tranzlation

(3 ateway:

bl ethiod:

Fedirect via routing [make gateway nest hop]

Yia address tranglation [rewrite destination IP in packet]

9 90O

Apply Cancel Help



D-Link

Building Networks for People

Policy

R ——

Port Mapping
Users

Schedules

Services

VPN

Cerlificates

unia-ni Filtering

DFL-1100
Network Security Firewall

Help

TSN Firewall

Firewall Policy

Servers Tools Status

Show policy:  Lak-»wiik  LAN-2DME WAN->DME LAN->ETH4 wWAN->ETH4 DMZ->ETH4
WAN->LAN DMZ--LAM DMZ-wiaN ETH4-LAW ETH4-»wWAN ETH4-:DMZ

Mote: Hostz on the LAM nebwork, are NAT ed. 'Wiiting rules that allow braffic fram the Intemet bo hosts with
private addrezses will not worl,

Select "Add Hew" below, or select a rule from the lizt to edit it;

WA - LAN Palicy

Mame Action Source Destination Service

[Add new]

LOIYSn[2AS J0 SR

[f norule matches, the connection will be denied and logged.
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Building Networks for People

DFL-1100
Network Security Firewall

| System WG : B Servers Tools Status  Help
Firewall Pohcy
l FDIIC]F Show policy:  LAN-»wiAK LAN->DME wWal-:DkE LAN->ETH4 WAM->ETH4 DMZ->ETH4
Wbk LAN  DbZ-:LAN  DME-sWwWaN ETH4->LAM ETH4-#WwaMN ETHA-:DMS

Port Mapping Settings for LAMN-:DME policy:

al 0 Hide source addresses [many-to-one NAT)
Users @ NoNaT

9 90O

Schedules Apply Cancel Help

]—I Select "Add Mew' belaw, or zelect a rule fram the izt bo edit it

LaM->DMZ Palicy

]T Hame Action Source Destination Service
#1 allow_ping-outbound Al An Any ping-oLthaund [Edit]
#2 allow_fip-pazsthrough Bllane By By ftp-passthrough  [Edit]
Cerfificates #3 allow_ztandard Al A A All Protocols [Edit]
[Add new]

—

UDITEn|2AS J0 8P

Content Fillering

[f norule matches, the connection will be denied and logged.
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DFL-1100

Building Networks for People
Network Security Firewall

BTSN Firewall

Firewall Policy

Servers Tools Status Help

Policy Show policy:  LAM-wAN  LAN->DMS WwWiak->DMe LAM->ETHe WAN->ETH4 DMA-ETH4
Witk AN DMZ->LAN DMo-swal ETH4-LAN ETH4-»wWAN ETHA-»DMA

-

Port Mapping Settings far DkZ-xLAN palicy:

NAT: () Hide source addresses [many-ta-one NAT)
Users & NoNaT

9 90O

Schedules Apply Cancel Help

'—I Select "Add Mew'" below, or zelect a rule from the ligt bo edit it;

D> LAN Palicy

]T Hame Action Source D estination Service
[Add new]

Cerlificates

—

Content Filtering

UoIjEn[eAs 10 80

If o rule matches, the connection will be denied and logged.
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DFL-1100
Network Security Firewall

TR Firewall

Firewall Policy

Servers Tools Status Help

Policy Show policy:  LAM-MWAN - LAN->DMS WAN->DMZS  LAN->ETH4 WAN->ETH4 DiZ-ETHA
WM LAN DMASLAN DWZwial ETH4-LAN ETH4-+wWAN ETHA-:DMA

|

Mote: Hosts on the DME netwark, are MAT ed. ‘Wwriting riles that allow traffic from the [Rternet to hosts with

Port M in
wpnd private addreszes will nok wark.

Select “Add Mew'" below, or zelect a rule from the list to edit it;

1EIH

Users
WitM-» DMZ Palicy
Mame Action Source Destination Service
Schedules
[Add new]

i

UoITEneAs J0 IR0

VPN

Cerlificates

If o rule matches, the connection will be denied and logged.

untunt Filtering
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Building Networks for People DF L'1 1 00
Network Security Firewall

BTSN Firewall

Firewall Polcy

Servers Tools Status Help

\

Policy Show policy:  LAM-»wWAN - LAN->DME wWiaN-»DMS LAN->ETH4 WaM:ETH4 DMZETH4
WA LAN DMZlAN DMZ-»WAN ETH4-:LAN ETH4-»wiAM ETH4-:DMZ

—

Port Mapping Settings for DMZ-» Wk policy:

ik &) Hide source addresses [marny-to-one NAT)
Users ) Mo MAT - requires public P addreszes on DME nebwork.

9 VO

Schedules Apply Cancel Help

[P S Select "Add Hew'' below, or select a mle from the list to edit it;
Services

DM wiaM Palicy

]T Mame Action Source Destination Service

#1 drop_zmb-all Dirop Ay Ay smb-all Edit]
#2 allow_ping-outbound Al Arw Ay ping-outhound E dit] Q
o
— itp- : ' i
Cerlificates #3 allow_ftp-passthrough Al Anu Ary frp-pazsthraugh Ed!t] n
#4 allow_standard Al By By Al Protocols E dit] o
[Add new] E
=
onhnt Filteririgy %ﬁ
=

[f no rile matches, the connection will be denied and logged.
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DFL-1100
Network Security Firewall

Help

" system WGl

Firewall Policy

Servers Tools Status

Policy Show policy:  LAM-WAM  LAN->DMS WAN-DMS LAN->ETH4 wWAN--ETH4 DMZ-ETHS
WaM- AN DMA-sLAN  DWS-swiae ETH4-»LAN  ETH4-»WAN ETH4-»DMS

—

Port Mapping Settings for LAN->ETH4 palicy:

NAT: () Hide source addresses [many-ta-one NAT)
Users & NoNaT

v 9O

Schedules Apply Cancel Help

'—I Select Add Mew' below, or zelect a rule from the ligt bo edit it;

LAMN->ETH4 Policy

]T Hame Action Source Destination Service
[Add new]

Cerlificates

UDITER2AS J0 I8P

[P
Content Fillering

If no rule matches, the connection will be denied and logged.




Building Networks for People

F —

Policy

Port Mapping
Users

Schedules

i

VPN

Cerlificates

—

Content Fillering

DFL-1100
Network Security Firewall

Help

BTN Firewall

Firewall Pohcy

Servers Tools Status

Show policy:  LAM-WAM - LAN->DMS WAN- DS LAN->ETH4  WAM-2ETHY4 DMAETHY
WA LAN DSl AN DMAswiiN ETH4->LAM ETH4-»WAN ETH4-:DMS

Settings for ETHA-=LAN palicy:

b3S (O Hide source addresses [mary-to-one NAT)
& Mo NaT

9 90O

Apply Cancel Help
Select "Add Mew' belaw, or zelect a rule from the izt to edit it

ETH4->LAMN Palicy
Mame Action Source Destination Service

[Add new]

LOIJSn[2AS J0 ISR

[f norule matches, the connection will be denied and logged.
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DFL-1100

Building Networks for People .
Network Security Firewall

Servers Tools Status Help

EEEN Firewall

Firewall Policy

Policy Show policy:  LaH-=waH  LAN-DME Wik -:DME LAWN--ETH4 WAN->ETH4 DMZ-:ETH4
Witk LA DMZ-:LAN DMZ-swish ETH4-LAN ETH4-»wAM - ETH4-:DME

R ——

Port Mapping Select “Add New'" belaw, or zelect a wile from the lizt to edit it;

Wwitsh->ETH4 Policy

Users Hame Action Source Destination Service

[Add new]

1EIE

Schedules

Services

LoljEn[eAs 10 48R0

VPN

If no rule matches, the connection will be denied and lagged.

Cerlificates

[

onta-nt Filterinig
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DFL-1100
Network Security Firewall

Help

TSN Firewall

Firewall Policy

Servers Tools Status

Policy Showe policy:  LAM-wAM  LAN-DMS WAN- DS LAN->ETH4 WaN->ETH4  DMZETHS
WA LAN DS LAN DSt ETHA-»1AN ETH4->WAN ETH4-DMS

—

Port Mapping Settings for ETHA-=\wfaM policy:

NAT: (D) Hide source addresses [mangy-to-one HAT)
Users (%) MaMAT - requires public IP addresses on ETH4 netwark.

9 VO

Schedules Apply Cancel Help

'—] Select add Mew' below, or zelect a rule from the lizt to edit it;

ETH4-\w/AMN Palicy

'T Hame Action Source Destination Service
[Add new]

Cerlificates

—

Content Fillering

UoIjEn[2AS JO I8RO

If no rule matches, the connection will be denied and logged.
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Policy

—

Port Mapping

Users

Il

Schedules

i

VPN

Cerlificates

—

Content Fillering

" system BGCCl

DFL-1100
Network Security Firewall

Servers Tools

Status Help

Firewall Policy

Show policy:  LAM-WAN - LAN->DMS WAN-DMS  LAN-ETH4 WaN->ETH4 DMZ->ETH4

WwWitM- AN DMAsLAN  DS-sWwWiae ETHA->LAN ETHA-WAM ETH4->DMS

Settings far DMZ->ETH4 palicy:

NAT: () Hide source addresses [many-ta-one NAT)
& NoNAT

Select Add Mew'" below, or zelect a rule from the ligt bo edit it;

DMZ->ETH4A Palicy

Hame Action Source D estination

[Add new]

[f o rule matches, the connection will be denied and logged.

9 90O

Apply Cancel Help

Service

UOITER|2AS J0 48P0
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F —

Policy

Port Mapping
Users

Schedules

i

VPN

Cerlificates

—

Content Fillering

DFL-1100
Network Security Firewall

Help

BTN Firewall

Firewall Pohcy

Servers Tools Status

Show policy:  LAM-WwWAM - LAN->DMS WAN- DS LAN-ETH4 WAN->ETH4 DMS->ETH4
AN LAN DS LAN  DMAswiaN ETH4-» 1AM ETH4-»WAN ETH4->DMS

Settings for ETHA-: D2 policy:

b3S (O Hide source addresses [mary-to-one NAT)
& Mo NaT

9 90O

Apply Cancel Help
Select "Add Mew' belaw, or zelect a rule from the izt to edit it

ETH4->DZ Palicy
Mame Action Source Destination Service

[Add new]

UOITEn[2AS JO ISP

[f norule matches, the connection will be denied and logged.




D-Link

Building Networks for People DF L'1 1 00
Network Security Firewall

" system BTl

Port Mapping / Yirtual Servers

Servers Tools Status Help

|

Select "4dd Hew'' to create a new port mapping, or select a mapping to edit from the below list:

o

Port Mapping Help

Eeee————
"

Caonfigured mappings:

Users Mame Source Destination Service Pass to

[Add new]

Schedules

Services

VPN

Certificates

onhnt Filtering
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Building Networks for People

DFL-1100
Network Security Firewall

BTN Firewall

Port Mapping / Yutual Servers

Servers Tools Status Help

Edit new mapping :

l M ame: |L|nnameu:|_'|
Port Mapping
Source Mets: | | Elank = evervone
... Ugers/Groups: | | Uy = Any authenhicated
Destination P | | Blank =AM interface IP address
Schedules Service: | Custom TCF b |
Cuztom zource ports: | | Blank = any port
]—] ... destination portz: | |
... pasz to pork; | | and up. Blank=no change.
VPN Pass To: | |

Schedule:

Cerlificates

] Intrusion Detection / Prevention:

]— Mode:

Alerting: Enable IDSADF alerting via emnail for this rule

Content Fillering

] Traffic shaping - limitz and guarantees for WAM traffic;

Lirnit Guarantes
Upsztream: | | kbitiz | | khit/s
Drowngtrean; | | kbit/z | | kit

Pricrity:

Maote that prionties and guarantees will only work, I the traffic itz for the WAk
interface are configured cormectly. Sirmple limitz will bowewer abwaps wark,

9 VO

Apply Cancel Help

Configured mappings:

Hame Source Destination Service Pass to

[Add new]
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DFL-1100
Network Security Firewall

BTSN Firewall

Uzer Management

Servers Tools Status Help

Polic
y [] Enable User Authentication via HTTP Z HTTPS

HTTF Secuiity: = HTTP as well as HTTPS
Port Mapping HTTPS anly

LE

[dle Timeot;

l Users
[] Enable RADIUS Support
Primary Server: | | |:n:|rt| |
Schedules Secondary Server: | | |:||:|rt| |
Mode:
Servi Shared Secret: | |
Retype Secret: | |
™ VeN RADIUS ety [0 | seconds
9 VO
Certificates Apply Cancel Help

Select a uger to edit from the below list, or select "Add new'";
Content Fillering

L

Administrative users

Admin: admin [Add]
Fead-only: [Add]

Ilzerz in local databaze

User name Groups

[Add new]




D-Link

Building Networks for People

DFL-1100
Network Security Firewall

Policy

Port Mapping

LEY

Users

1

Schedules

i

VPN

Cerlificates

—

Content Fillering

SN Firewall

Servers Tools Status Help

Uszer Management

Edit uzer admin:

Ilzer name: | admin

Group membership: |administratu:urs

] Change password

Paszword: | |

Retype pazsword: | |

] Delete uzer

kemberzhip in the “admimstrators" group means that the uger can adminizter thiz unit,
kemberzhip in the "auditors” group means that the user has read-only access to thiz unit.

9 90O

Apply Cancel Help
Select a uger bo edit fram the below list, ar zelect "Add new'

Administrative ugers

Admin:  admin [Add]
Read-only: [Add]

Ilzers in local databaze

User name Groups

[Add new]
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DFL-1100
Network Security Firewall

Servers Tools Status Help

BTN Firewall

Uzer Management

LE

FO“CY Add new uzer
Uzer name: | |
Port Mapping
Group memberzhip: |
Paszword:
l Users | |
R etype paszword: | |
e
Schedules .
VIR +
[ ——— ly Cancel Hel
Services Apply P
Select a uzer to edit from the below list, or select Add new'
[
VPN Adminiztrative users
Admin:  admin [Add]
Read-only: [Add]

Cerlificates
Izerz in local databaze

Uszer name Groups
Content Filtering [Add new]

L




D-Link

Building Networks for People

DFL-1100
Network Security Firewall

Servers Tools Status Help

" System BGICOL

Manage Schedules

Policy PFick a zchedule to edit from the below list
JR—
Port Mapping Help
Available schedules
[ Rem——— Hame Start  Stop HRecurring
Users [Add new]

5
2
3

Cerlificates

nnta-nt Filtering
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Building Networks for People

Policy

e |
i
—

Port Mapping

Users

Schedules

—

Services

VPN

Cerlificates

—
il

Content Fillering

DFL-1100
Network Security Firewall

EEEN Firewall

Manage Schedules

Servers Tools Status Help

Edit new schedule:

Marne: | |

Active from: | 03 || fug v || 2004 + | HDU“

Active bo: |EI-4 v || Aug v || 2004 V| Hour: [inclusive)

L Recurning zcheduling:

0G: 00 12:00 18:00
Mo

Tu:
e
Th:
Fr:
Sa
Su;

9 VO

Apply Cancel Help

Defined schedules

Mame Start Stop Recurring

[Add new]
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Port Mapping

Users

Schedules

Sewvices

VPN

Cerlificates

nnta-nt Filtering

DFL-1100
Network Security Firewall

m Firewall BRG] SR (o1 (V] Help
Services Settings
Fick a service to edit from the below st
Help

Defined services
Hame Parameters
iannp P Praotocal: 2 [E dit]
rEvp IF Protocal: 46 [Edit]
gre-encap IF Protocal: 47 [Edit]
ipEEC-Esh IF Protocal: 50 [Edit]
ipzec-ah IF Protocal: 51 [Edit]
ipgec-natt IDF; Al -> 4500 [Edit]
Ipip-encap IP Protocol: 94 [Edit]
ipComp IP Protocol: 103 [Edit]
[2tp-encap IF Pratocal: 115 [E dit]
echo TCRAJDR: Al -» 7 [Edit]
chargen TCRAUDP: All-> 19 [Edit]
zzh TCF: all -» 22 [Edit]
zzh-in TCP: &ll-» 22 57N Relay [Edit]
telnet TCP: &l -» 23 [Edit]
zmtp TCP: All-» 25 [Edit]
gmkp-in TCF: All-» 25 SYMN Relayp [Edit]
tire TCPAJDP: Al -» 37 [Edit]
dng-top TCP: &l -» &3 [Edit]
dnz-udp JDP: Al -» 53 [Edit]
driz-all TCRAJDP: Al -» B3 [Edit]
bootps DP: &l-> 67 [Edit]
bootpe IDF: Al -> 68 [Edit]
ttp OP: All-» B9 [Edit]
gopher TCP: all-» 70 [E dit]
finger TCP: all-> 79 [Edit]
hitp TCP: &l -> 80 [Edit]
httpz TCF: &ll-» 443 [Edit]
http-if TCP: &ll-> 80 5N Relay [Edit]
httpz-in TCF: &l -> 443 S%'M Relay [Edit]
hitp-outbound  TCP: All-» 80 ALG: "http-cf*', max 100 [Edit]
pop3 TCP: &ll-= 110 [Edit]
FUR-Tp TCP: All-» 111 [E dit]
ident TCF: all-> 113 [Edit]
nntp TCF: all-> 113 [Edit]
ntp TCRAJDP: All-» 123 [Edit]
Epmap TCRAJDF: All-» 135 [Edit]
netbioz-name DF: Al - 137 [Edit]
nietbioz-dgm IDF: All-> 138 [Edit]
netbioz-zzn TCF: All-> 139 [Edit]
ricrazaft-ds TCP: All -» 445 [E dit]
imap TCF: &l - 143 [Edit]
zhmp OP: Al - 161 [Edit]
zhmp-trap OP: all-» 162 [Edit]
Idap TCRAJDF: Al - 389 [Edit]
|dapsz TCF: &l -» 636 [Edit]




ke

rexec

flagin

rcrnd

guzlog

Ipr

mz-zql-z
me-gql-m
WinE

[2tp-ctl
pptp-cH

rdp

radiuz
radiuz-acct
nfz-udp
nfs-top

rifz-all
ping-outhaund
ping-inbound
traceroute-udp
ftp-inbound
ftp-outbound
ftp-paszsthrough
hitp-all
hitp-in-all
zmb-all
ipzec-sUite
[Ztp-raw
[Z2tp-ipzec
pptp-sUite
[Add new]

JDP: All-» 500 [Edit]
TCP: All-» 512 [Edit]
TCP: All-» 513 [Edit]
TCP: All-> 514 [Edit]
DP: all-» 514 [Edit]
TCF: all-» 515 [Edit]
TCP: Al -> 1433 [Edit]
TCPAIDP: Al - 14234 [Edit]
TCPAJDP: All - 1512 [Edit]
LOP: All-» 1701 [Edit]
TCP: All-» 1723 [Edit]
TCP: all -> 3389 [Edit]
LDP: All-» 1812 [Edit]
DP: All-» 1813 [Edit]
DP: All-» 2049 [Edit]
TCP: All -» 2049 [Edit]
TCPAJDP: All -+ 2049 [Edit]
|[CHMF: Echio [Ping) Return ICMP Errars [E dit]
ICkF: Echio [Fing) [Edit]
LOP: &l -» 333434-33493 Return ICMP Erors - [Edit]
TCP: &ll-x 21 ALG: "ftp-inbound”, max 100 [E dit]
TCP: All-> 21 ALG: "fp-outbound”’, mas 100 [Edit]

TCP: All-» 21 ALG: "fip-paszsthrough, max 100 [Edit]

TCP: All-» 80, 443 [Edit]
TCP: All-» 80, 443 SN Relay [Edit]
TCPAJDP: All -» 135139, 445 [Edit]
Group; ipsec-esp, ipsec-ah, ke, ipgec-natt [E dit]
Group: 12tp-ctl, 12tp-encap [E dit]
Group: 12tp-ctl, ipzec-suite [E dit]
Group: gre-encap, pptp-ct [E dit]
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Policy

S
il
=
i
—

Port Mapping

Users

Schedules

Services

e

VPN

Cerlificates

[

[P
Content Fillering

DFL-1100
Network Security Firewall

BTSN Firewall

Services Settings

Servers Tools Status Help

Marne: |

{(¥) TCP f UDP Service:

Pratacal; ] Tcp
] upp

Source Paorts: | |

Destination Ports: | |

SN Relay: Pratect the destination from 5% flood attacks
) ICMP Echo [Ping)

) IP Protocol:
Protocals: |
Ewample: "1-5, 9,15, B0-51"

06 roup:

Services:

Comma-zeparated st of services or service aroups.

Pratacal-independent settings:
ICMP Errars: [ Allow ICMP arrars fram the destination to the saurce
alG:

Application Laver Gateways [BLG=] implement extra application logic that iz needed
far zame protocalz toowark praperly, like far instance FTP, which needs to open up
dvrnamic: data channels in addition to the command channel.

Max ALG Seszions: I:I

9 90O

Apply Cancel Help




D-Link

Building Networks for People DF L'1 1 00
Network Security Firewall

" system WGICOT

Servers Tools Status Help

¥PH Tunnels
F'D"CY Pick a PN tunnel to edit from the below list:
[E—
Port Mapping Help
YPM Tunnelz
[EP——— Mame Local Het Remote Het Hemote Gateway
Users [Add new]
[R—

Schedules

Services

i

VPN

e
S

Cerlificates

[

nnhnt Filtering
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DFL-1100
Network Security Firewall

EEEN Firewall

YPH Tunnels

Servers Tools Status Help

i

Policy Add WP tunnel :

—
e |
===
e
—

I arme; |

Port Mapping

Local Met: | 192168.1.0/24

Users

Authentication:

{(¥) PSK - Pre-Shared Key

Schedules
PSK: | |
[ — Retype PSE: | |
Services
() Certificate-based
l VEN Local [dentity:
Certificates:
R
Certificates
[raearam— dze chilfzhift click to zelect multiple certificates.
Content Filtering Touse 1D lists below, vou rmust select a Ca, certificate,
Identity List:

Turnel type:

O Roaming Users - single-host VPN clients

[KE ¥wth: Require uzer authentication via [KE #auth to open tunnel,

(%) LAM-to-LAN tunnel

Femate Met; | |

Femote Gateway: | |

The gateway can be a numernical IP addrezz, DMS name, or
range of P addreszes for roaming / MATed gateways.

Prowy &8RP [ Publish remate network on all interfaces wia Promsy ARP.

IKE S&uth client [ Pass usemame and pazzward bo peer via IKE #auth, if the remate gateway
requires it,

Hhuth Usermame: | |

Hauth Pazsword: | |




9 90O

Apply Cancel Help

Name Local Het Remote Het Hemolte Gateway

[Add new]
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Building Networks for People

Network Security Firewall

Policy

m——
il
=
i
—

Port Mapping

Users

Schedules

Services

VPN

Cerlificates

nnta-nt Filtering

BTN Firewall

Manage Certificates

Servers Tools Status Help

I order to do certificate-based authentication, first of all, you need to be able to identify yourself uzing a
certificate to which you have the private key.

Yaou alzo need:

» Copies of self-signed certificates of known peers, anddor
# (e or more Certificate Authority certificates, and listz of identities that they have signed.

These azpects can all be configured thraugh the below lists:

Q

Help

Local identities [certificates to which vou have the private key]

Mame Subject Expires Izzuer
Admin CH=000F 30534840 2031-0414 CW=000F 30534340 E dit]
[Add new]

Certificates of remote peers

Mame Subject E xpires lzsuer

[Add new]

Certificate Authaonties

Mame Subject E xpires lzsuer

[Add new]

|dentitiez [listz of names signed by Chs)

Lizt name Members

[Add new]
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DFL-1100
Network Security Firewall

BTSN Firewall

HTTP Content Filtering

Servers Tools Status Help

Policy Changes to these setiings affect services that use the "HTTR/HTML Content Filtkering' AL,
By default, thiz includes the “http-autbound” service.

Global Destination URL Whitelist:

Port Mapping
IR L= matching the global whitelist are excluded fram all the below checks.

Contentz: 10 entries
[Edit global UBL wahitelizt]

Users

Destination URL Blacklist:
Attempts to access IRLs matching the blacklist iz blocked.

IEHEY

Schedules

Contentz: 115 entnies

[Edit URL blacklist]
—_—
Services

Active content handling:

F Strip Activers objects [including Flash)

VPN [] StipJava applets
[ Strip JavascriptAB Seript
[ [ Block Cookies

Certificates

9 90O

Apply Cancel Help

i
|
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DFL-1100
Network Security Firewall

EEEEN Firewall

HTTF Content Filtering

Servers Tools Status Help

Policy Edit Destination LURL Global whitelist:

Iy

To allow access to a whole domain, uze e.g. '™ safesite.comd*". Mate the ending slash, which protects against
gomeone zetting up e.g. "wwy, zafesite. com. dundnzprovider. net' az an alias for an othenwize dizallowed zite.

Port Mapping

Blank linez are ignored. Lines beginning with "#'" are alzo ignored.

Users B Access to sites that are impartant for zofbware updates and
# reguire cookies £ scnpts:

d-link. caom™
Schedules ® d-link. com

dlink. com.®
* dlink. cam®

IEEE S

Servi

d-link. com. by
* d-link. conm. b

[EPER— diirk. com, b
VPN

* dlink.. coarm, b

ricrozoft comd®

[EPE— * microzaft comy™

Cerlificates

i
|

9 90O

Apply Cancel Help
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DFL-1100

Network Security Firewall

Policy

Port Mapping

Users

IEHET

Schedules

Services

VPN

Je———
Certificates

i
|

SN Firewall

HTTFP Content Filtenng

Servers Tools Status Help

Edit Destination URL Global Blacklist:

The URL blacklizt can be used to deny access to complete sites, to file ppes by extenzion, or to URLs with
certain words in them,

lze .0 "emample.arg/™" to dizallow access bo an entire zite.

Blark linez and lines beginning with "#"" are ignored.

#

# Example for blocking all access to a whole site;
#

# ewxample.comd

# *emample.com® —
#

# Or, a zhorter wariant that runs the risk of blocking sites whoze

# namesz end with the zame text:

#

# *emample.com™

#

[>

#
# Deny access to patentially dangerous file bipes:
#

# Malicious executables can be downloaded by exploitz
" ENE

=0T

*cpl

* pif

# *.com - probably not a good idea given the .com TLD

2 9O

Apply Cancel Help
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DHCP Server / Relaying Settings

l DHCP Server Auailable interfaces
LA
"DNS Relay %
ETH4
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Building Networks for People

Network Security Firewall

G

DHCP Server ]

DNS Relay

System Firewall BB{EVE Tools Status Help

DHCP Server / Relaying Settings
DHCF zerver / relaping sethings for LAN interface:

*) No DHCP processing

The unit will ignore DHCP requests heard an thiz interface.

) Use built-in DHCP Server:

IP Spar: |
DMS Servers: | |
| | [optional]
Ilze unit's ovn DMS relaver addreszes
WINS Servers | | [aptional)
| | [optianal]
WIMS servers are used for name resolution in windows networks,
Dramain name; | | [optional]
Leaze time:

The gateway will be et to the |P address of the receiving interface.

O Relay DHCP requestz to other DHCFP server:

Server P

9 90

Apply Cancel Help

Auailable interfaces
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Network Security Firewall

’ System Firewall BRI Tools  Status Help
DMS Relay
DHCP Server The DNS Relayer can provide DNS service on up to bwo fiked local IP addresses.
Thesze can be uzed az DMS servers by computers on the LAMN.
l DNS Relay Enable DNS Relayer

IP &ddress 1: | |

Ilze address of LAM interface

IP ddress 2: | | [optinal]

The requests will be relayed to the DMS servers that this unit itzelf uses.

9 90O

Apply Cancel Help
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servers JREETIN status _ Help

System  Firewall

Ping

Humber of packets:

Packet zize; | 32 W

9 90O

Apply Cancel Help
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— 7

System Firewall Servers [[Is15 m

Dynamic DNS Registration via HTTP

The unit can automatically register itz external IP addreszs with a DynDMS service go that it can be located wa itz
DMS name. Thiz iz useful far 2.9, WPN tunnel: between gateways with denamic |P addrezses.

(%) Dizabled

O cib.net

|l zermanmne: | | [hostname becomes uzemame. ojb.net)

Paszward: | |

O dyns_cx

Hosthame: |

Izermame: | |

Paszward: | |

O dyndns.org

Hosthiame: |

Izemarme: | |

Fazsword: | |

) Custom - up to 3 HTTP requests, posted in sequence
Touse HTTP POST rather than GET . use "hitppost: /' rather than “hitp A

URL 1: | |

URLZ: | |

URL 3 | |

Repeat; I:I minutes

Ewxample:  http./fuzerpazzitizve. example. comdpathYargl =vallharg2=val

9 90O

Apply Cancel Help
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Backup / Restore

Ping

Backup unit's canfiguration

By clicking "Download configuration®, vau will receive a package file containing the unit's entire
DYI"IDNS configuration. Thiz can later be uploaded to the unit to restore the configuration.

18

Davanload configuration ]

g
g
o

Rezstare unit's configuration

Reset

To restare an ald configuratian, you can upload a previouzsly dawnloaded backup file.

i
—

| /[ Browse... |

[ |pload configuration

Help
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Ping

[N

Dy

Backup

Reset

|

Upgrade

DFL-1100
Network Security Firewall

System Firewall Servers J[l5 M

Restart / Reset

Restart

(*) Quick restart - rezet interfaces and re-read configuration

) Full restart - restart fram power-on state

Restart Lnit

Feszet to factomn defaultz

Y'ou can restore the unit to factony defaulkz. Thiz means that all configuration parameters will be wiped, and
all firrware upgrades removed.

On the nest start-up, its LAM 1P addrezs will be 192.168.1.1, and the web GUI will begin with the setup
wizard. [bwill not accept connections an any interface other than the LAMN interface.

[ Feset to Factory Defaults ]

o

Help
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servers JRCTTN Status __Help

~

System  Firewall

Upgrade

|Ipgrade urit'z firmware

To upgrade the unit's firrmaare, download the firrmaare upgrade from the D-Link support web site and place
it on your hard drive,

YWw'hen the firmware iz available, uge this form to upload the new firmware to the unit, The unit wil
automatically be restarted o activate the new firrmmare.

| /[ Browse... |

[ IJpload firrmeware image:

Upgrade

|Ipgrade unit'z signature-database

To upgrade the unit's IDS signature-databasze, download the new signature database file from the D-Link,
support web zite and place it on pour hard drive.

YW'hen the signature file iz availlable, use thiz form to upload it to the unit. After the new signature-database
has been verified, the unit will automatically be restarted to activate the changes.

| /[ Browse... |

[ Ipload zignature database

Help
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Interfaces

Connections

DHCP Server

System  Firewall

DFL-1100
Network Security Firewall

Servers Tools BB (TH m

a

20

10

100%

Syztem Status

ptime: 0 dayps, 00:493:58

Configuration: Yergzion 1, last changed at 2004-08-04 00:36:05
by “admin'' from 192.168.1.231

CPU Load: 0%
Connections: 2 out of 200000 [0.0%)]
Firrmware werzion: 1.20.00
Lazt regtart; 2004-03-04 00:36:06: Configuration generated by admin [192.168.1.231]
ID'S Signatures: Lazt changed at 2004-068-04 2241206

CPU load over the past 24 hours

RO |- - - -

I

24 hrz ago Fic

State table uzage over the past 24 hours

24 hrg ago o

Help
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-~

System  Firewadll

Interface Status

Interface: LAM WAN-PHYS ‘wial DMs ETH4

Interface: LAM
IP Address: 19216811
Link. gtatuz: 100 Mbpz Full Duples
MaC Address: 000F 3d53:a842
Send rate; 8 kbpz
Receive rate: 1 kbps

Send rate over the past 24 hours

20 kbps

10 kbps
O kbps l
24 hrz ago i

Receive rate over the past 24 hours

20 kbps

10 kbps
0kbps -
24 hrz ago (ylal']

Help
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i

System  Firewadll

S

System

YLAN Interface Status

Y

WLAMN Interface:  There are no YLAN interfaces confiqured

Interfaces Help

| v

RS

——

e ——
DHCP Server
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=l

YPH Status

] .
Sysiem Mo VPN tunnels have been configured.

Interfaces

VLAN

| v

——
e ——
DHCP Server
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System  Firewadll

State Table Contents

] . .
5}!"’ em Filter state table dizplay:
Source Destination
[ERER——
Interfaces IP Address: | | | |

[nterface:
VLAN IF Pratocal
Part: I:I
[
[ Hel
l Connections Apply P
State table contents [max 100 entries]
' DHCP Server State Proto Source D estination Timeout
FIM_RCWD TCP LAM:192.168.1. 2311828 core:192.168.1.1:443 2

TCP_OPEW  TCP LaM:192.168.1.231:1828 core:192.168.1.1:443 262144
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l DHCP Server

System Firewall Servers Tools EEIGUI m

-~

DHCP Server Status

Interface: LAN WAN DMZ ETH4

|nterface: LAM
IP Sparn: MAA

Help
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System Firewall Servers Tools Status Help

Help

System

Adminiztration
Interfaces
WLAMN

B outing

Ha,

Loogin
Time

Firewall

Policy

Poart Mapping
|zers
Schedules
Services

VPN
Certificates
Content Filkering

Servers

DHCP Server
DMS Relay

Tools

Ping
DunDHS
Backup
R eszet

| porade

Status

Syztem
Interfaces

WLAM

HaA

WM
Connections
DHCP Servers




