Setting upLZTPOver IPSe&erver for remote
access to LAN

Remote clients Android 5.0, iOS v10.3, Mac OS v10.12.2 and Windows 7

Step 1.Log into the firewall. The default access to LAN isites://192.168.10.1 Default

username it  RYIMAWR LI 3a62NR Aad al RYAYyE®

Step2{ SG @2dzNJ FANBglftfQa 2!b aStdAy3a & LISNI L
In our example WAN is st PPPoE

Step3! RR I ySg¢ 2062500 AFRQueriRrSEPooERIRNBad . 221 Y 0
Specify the range of IP addresses whighbe assignedb the clients connecting via TP.

These addresses shoule from the IP subnet used on your LAN. Make sure this range does

not conflict with the range used by the DHS&ver on your LAN.

Status System Objects Network Policies

¥ General

Address Book

SEIEE Use an IP4 Address item to define a name for a specific IP4 host, network or range.
ALG
Key Ring General User Authentication

¥ Address Pool
Mame: | L2TP_Over_IPSec_Pool

IP Pools
Address: | 192.168.10.150-192.168.10.160
NAT Pools
¥ VPN Objects Comments:
LDAP

IKE Config Mode Fool

. OK
IKE ID Lists

Step 4 Add a new object into the Address BookZ2TP Over_IPSec_Senréeffthis address
shouldbe unique andfrom the IP subnet used on your LAN

Status System Objects Network Policies

¥ General

Address Book

SR Use an IP4 Address item to define a name for a specific IP4 host. network or range.
ALG
Key Ring General User Authentication

¥ Address Pool
Mame: | L2TP_COver_IPSec_Server

IP Pools
Address: | 182.168.10.200
MNAT Pools
¥ VPN Objects Comments:
LDAP

IKE Config Mode FPool

) 0K
IKE ID Lists



Step 5 Go to Object>Key Ring
Add a PreShared Key.
YIEYS So3dd a[HEt gt { YEO
Shared Secret Typeset as Passphrase then enter the shared secret.

9y G SNJ I

¥ General
Address Book
Services
ALG
Key Ring

¥ Address Pool
IP Pools
NAT Pools

¥ VPN Objects
LDAP
IKE Config Mode Pool
IKE ID Lists
IKE Algerithms
[Psec Algorithms
CRL Distribution Point Lists

Status

System w Network Policies

PSK (Pre-Shared Key) authentication is based on a shared secret that is known only by the parties involved

Name:

Shared Secret

Type:

Shared Secret:

Confirm Secret:

Comments:

L2TP_PSK

Passphrase -

|

@ A PSK containing non-ASCII characters might be encoded difierently on other systems
and cause a mismaich, e.g. Windows uses UTF-16 while this OS uses UTF-8

A\ Since regular words and phrases are vulnerable to dictionary attacks, do not use them as
shared secrets

OK Cancel

¥ General
Address Book
Senvices
ALG
Key Ring

L

Address Pool
IP Pools
NAT Pools

¥ VPN Objects
LDAP
IKE Config Mode Pool
IKE ID Lists
IKE Algorithms
IPsec Algorithms
CRL Distribution Point Lists

Status System Network Policies

+ Add -

#a Name
auth_agent_psk
2 HTTPSAdminCert

3 L2TP_PSK

Type Type
Pre-Shared Key Hexadecimal key
Certificate Local
Pre-Shared Key Passphrase



Step6. Go to Network>Interfaces and VRNVPN and TunneklPSec then add an IPSec

Tunnel.

Name¢c9 Y GSNJ I yIYS Sdad d[HCECt gLt { SOPLYGIGSNFI OS¢ «
IKE Versioq set as IKEv1.

Encapsulation Mode set as Transport.

Status System Objects Network Policies
Interfaces and VPN Routing Network Services

¥ Link Layer
Ethemet
Link Aggregation
VLAN

An IPsec tunnel item is used to define IPsec endpoint and will appear as a logical interface in the system

PPPoE General Authentication IKE (Phase-1) IPsec (Phase-2) Virtual Routing Advanced

ARP/Neighbor Discovery

Name: | L2TP_IPSec_Interface
¥ VPN and Tunnels

IPsec IKE Version: | IKEv1 x

SsL Encapsulation Mode: | Transport i
PPTP/L2TP Servers

L2TPv3 Servers

PPTP/L2TP Clients IKE Peer
L2TPv3 Clients

GRE

Remote Endpoint: | (None) v

Gind
Comments:
¥ Miscellaneous
Loopback e

Switch Management 0K Cancel

Step 6.1 Unde Authentication Tab, select P@hared Key in the Authentication Method
andL2TP_PSK that you addStep 5

Status System Objects Network Policies
Interfaces and VPN Routing Network Services

¥ Link Layer
Ethemet
Link Aggregation
VLAN

An IPsec tunnel item is used to define IPsec endpoint and will appear as a logical interface in the system.

PPPoE General Authentication IKE (Phase-1) IPsec (Phase-2) virtual Routing Advanced
ARP/Neighbor Discovery

¥ VPN and Tunnels Authentication Method: | Pre-shared Key -

IPsec
ssL
PPTPILZTP Servers Pre-Shared Key

L2TPv3 Servers

Pre-shared key: L2TP_PSK v
PPTR/L2ZTP Clients
L2TPv3 Clients
GRE Authenticated Identities
Gind
Local ID:
¥ Miscellaneous Remote ID: | {None) v
Loopback

Switch Management Enforce local ID:



Step6.2 Under IKE (Phask and IPSec (Phag¢tabs, select DeprecateMedium as

Algorithm.

¥ Link Layer
Ethemet
Link Aggregation
VLAN
PPPoE
ARP/Neighber Discovery

¥ VPN and Tunnels
IPsec
SSL
PPTP/L2TP Servers
L2TPv3 Servers
PPTP/L2TP Clients
L2TPv3 Clients
GRE
Gind

¥ Miscellaneous
Lecpback
Switch Management

Interface Groups
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F Link Layer
Ethemet

Link Aggregation

VLAN

PPPoE

ARP/Neighbor Discovery

-

VPN and Tunnels
IPsec

SSL

PPTP/L2TP Servers
L2TPv3 Servers
PPTP/L2TP Clients
L2TPv3 Clients
GRE

Gind

-

Miscellaneous
Loopback
Switch Management

Interface Groups

Network » Interfaces and VPN » VPN and Tunnels » IPsec » L2TP_IPSec_Interface

L2TP_IPSec_Interface

An IPsec tunnel item is used to define IPsec endpoint and will appear as a logical interface in the system.

General Authentication | IKE (Phase-1) IPsec (Phase-2) Virtual Routing Advanced

Proposal

Diffie-Hellman group:

Available Selected
@1 (768-bit) | |82 (1024-bit) -
85 (1536-bit)

14 (2048-bit)
15 (3072-bit)
16 (4996-bit)
17 (6144-bit)
18 (8192-bit)

=]

Algorithms: | - Deprecated-Med| ~

Lifetime: | 22800 | seconds

Mode: | Main mode >

IKE Peers Settings

Outgoing Routing Table: | = main -

Local Endpoint: | (none)

EIE]

Incoming Interface Filter: | @ any

Network » Interfaces and VPN » VPN and Tunnels » IPsec » L2TP_IPSec_Interface

L2TP_IPSec_Interface

An IPsec tunnel item is used to define IPsec endpoint and will appear as a logical interface in the system.

General Authentication IKE (Phase-1) IPsec (Phase-2) Virtual Routing Advanced

Proposal

Perfect Forward Secrecy: Available Selected

14 (2048-bit) «| [None (No PFs)
15 (3872-bit) o1 (768-bit)
16 (4896-bit) 22 (1024-bit)
17 (6144-bit) 25 (1536-bit)
18 (8192-bit)

Algorithms: ‘i‘Deprecated-Med -

Lifetime: 3600 | seconds

Lifetime:

0| kilobytes

Protected Networks Settings

Setup SA per: | Network

&

Config Mode Pool:

{MNone)



Step 6.3 Under Advanced tab, tick Addute dynamically. Then Press the OK button.

L Network » Interfaces a ‘PN » VPN and Tunnels » IPsec » L2TP_IPSec_Interface
Ethemet
L2TP_IPSec_Interface
5 Amarezii An IPsec tunnel item Is used to define IPsec endpoint and will appear as a logical interface In the system.
VLAN
PPPoE General Authentication IKE (Phase-1) IPsec (Phase-2) Virtual Routing Advanced
ARP/Neighbor Discovery

¥ VPN and Tunnels
IPsec Routing

SSL

o4
PPTPILITP Servers Add route dynamically s

Add route statically:

L2TPv3 Servers —
Plaintext MTU: | 1420

PPTPIL2TP Clients
L2TPv3 Clients
GRE Tunnel Monitor

Gind

Tunnel Monitoring:
¥ Miscellaneous

Loopback
Switch Management IP Addresses

Interface Groups
= | Automatically pick the address of a local interface that corresponds to the local net.

B Specify address manually:

oK Cancel
Status System Objects Network Policies
| Interfaces and VPN Routing Network Services |
e Network » Interfaces and VPN » VPN and Tunnels » IPsec
Ethernet | PS ec
e ogRazton Manage the IPsec tunnel interfaces used for establishing IPsec VPN connections to and from this system.
VLAN
PPPoE | +Add = | | #Advanced Setings Fil
ARP/Neighbor Discovery
‘ #a Name Local Net Remote Net Remote Endpoint Local Endpoint Auth
¥ VPN and Tunnels
1 ., L2TP_IPSec_Interface Pre-shared Key
IPsec !
SSL
PPTP/L2TP Servers F'Y
L2TPv3 Servers




Step 7 Go to Network>Interfaces and VRNVPN and TunnelsPPTP/L2TP Servers.

Add a new PPTP/L2TP Server.

Inner IP Address set asil.ZTP Over_IPSec_Senégrou added irStep 4

TunnelProtocol¢ L2TP.

Outer Interface Filteca SG & da[ He¢t YLt {HiOGep i SNF I OS¢ @& 2dz
Server IR, set as iinet_ipthe PPPOE interface ip in this example).

Status System Obijects Network Policies
Interfaces and VPN Routing Network Services

¥ Link Layer
Ethernet
Link Aggregation
WLAN

A PPTPR/L2TP server interface terminates PPP (Point to Point Protocol) tunnels set up over existing IP networks.

PPPoE General PPP Parameters Add Route Virtual Routing

ARP/Neighbor Discovery

MName: | L2TP_Interface
¥ VPN and Tunnels
Inner IP Address: 4 LITP_Over_IPSg ¥

IPsec
Tunnel Protocol: | L2TP -
SSL
Quter Interface Filter: , LITP_IPSec_Inte
PPTPIL2TP Servers
Server IP: | (4 iinet_ip -
L2TPv3 Servers
PPTP/L2TP Clients Commenits:

L2TPv3 Clients

GRE
Gind OK Cancel



Step 7.1 Under PPP Parameters.
IPPookd SG Fa a[ H¢t gh S NI LStep Fortdpedt the2Prirary@artidz | RRSR

Secondary DNS.
Status System Objects Policies

Interfaces and VPN Routing Network Services

¥ Link Layer
Ethemet

(s A T A PPTP/L2TP server interface terminates PPP (Point to Point Protocol) tunnels set up over existing IP networks

WVLAN
PPPoE General PPP Parameters Add Route Virtual Routing
ARP/Meighbor Discovery

Specify if User Authentication Rules are to be used, and the encryption strengths allowed. Also specify the IP address assignment and
¥ VPN and Tunnels the DNS/WINS server information to hand out to connected clients.

IPsec

ssl ¥'| Use User Authentication Rules

PPTPILZTP Servers

LAMS e Microsoft Point-To-Point Encryption (MPPE)
PPTP/L2TP Clients
L2TPv3 Clients ¥| None
GRE ¥| RC4 40 bit
Gind | RC4 56 bit
v'| RC4 128 bit
¥ Miscellaneous
Stateful MPPE (less secure, use only for compatibility)
Loopback
Switch Management
Interface Groups IP Pool
IP Pool 4 L2TP_Over_IPSg =
Primary Secondary
DNS: | (g iinet_dns1 - 88838 v
NBNS/WINS: | (None) h (MNong} b

Copynght © D-Link
OK Cancel




Step7.2 Under Add Route tab.
Filterca SO W G@let ¢
Proxy ARRA y Of dzRS «
Then press OK button.

£ yé

Status

Objects Policies

System

| Interfaces and VPN Routing Network Services |
¥ Link Layer Network » Interfaces and VPN » VPN and Tunnels » PPTP/L2TP Servers » L2TP_Interface
Ethemnet
L2TP_Interface
M/~ el A PPTPR/LZTP server interface terminates PPP (Point to Point Protocol) tunnels set up over existing IP networks.
VLAN
PPPoE General PPP Parameters Add Route Virtual Routing
ARP/Meighbor Discovery
¥ VPN and Tunnels
IPsec Filter
SsL
Allowed Networks: IE
PPTP/LZTP Servers g brets ‘
L2TPv3 Servers
PETPR/LZTP Clients Proxy ARP
L2TPv3 Clients
GRE Proxy ARP interfaces: A et
Bind dmz «| |lan
. L2TP_TIPSec_LAN_Group
¥ Miscellaneous wanl
Loopback wan2
Switch Management
Interface Groups -
| + Include I | ¥ Remaove I
Status System Objects Policies
‘ Routing Network Services ‘
L L Network » Interfaces and VPN » VPN and Tunnels » PPTP/LZTP Servers
Ethemet

PPTP/L2TP Servers

L AT BRI Add, remove and configure PPTP/L2TP (Point-to-Point Tunneling Protocol / Layer 2 Tunneling Protocol) servers used for terminating PPTP/L2TP-based VPN tunnels.

VLAN
PPPoE |+ Add v | | #Advanced Settings | Filter |
ARP/Neighber Discovery
‘ #a Name Tunnel protocol Inner IP address Outer interface IP pool Quter server IP
¥ VPN and Tunnels
1 . pptp_server PPTP lan_if am tp_pool iinet_i
s . ppip_ 4 lan_ip o any 4 PDip_ps 4 iinet_ip
SSL 2 ) L2TP_Interface L27P | g L2TP_Over_IPSec_Server . L2TP_IPSec_Interface | 4 L2TP_Over_IPSec_Pool [ linetip

PPTPIL2TP Servers
@ Right=clict
L2TPv3 Servers

PPTP/L2TP Clients



Step8. Go toNetwork->Interfaces and VRNMiscellaneous-Interface Groups.
l RR AYOGSNFIFOS INRPdAzLIA TepNd a| Rt gL ¥V ENFI

O«
(0p))
M-
O-

Status System Objects Policies

Interfaces a PN Routing Network Services

¥ Link Layer

Ethernet

Link Aggregation Use an interface group to combine several interfaces for a simplified security policy.

VLAN
MName: | L2TP_IPSec_LAN_Gro
PPPoE
Security/Transport Equivalent
ARP/Neighbor Discovery

¥ VPN and Tunnels
Interfaces
IPsec
SsL
PPTP/L2TP Servers Available Selected
L2TPv3 Servers core L2TP_Interface
dmz lan
PPTP/LZTP Clients iinet
. . L2TP_IPSec_Interface
L2TPv3 Clients pptp_server
GRE wanl
wan2
Bind
¥ Miscellaneous + Include X Remove
Loopback
Switch Management Comments:

Interface Groups

0K Cancel

Status System Objects Policies
Interfaces and VPN Routing Network Services

¥ Link Layer
Ethemet

s T Use interface groups to combine several interfaces for simplified policy management.

VLAN

PPPoE + Add -

ARP/Neighbor Discovery
#a Name Members.

4

VPN and Tunnels

|Psec 1  L2TP_IPSec_LAN_Group L2TP_Interface, lan
SSL

PPTP/L2TP Servers
L2TPv3 Servers
PPTP/L2TP Clients
L2TPv3 Clients
GRE

Bind

¥ Miscellaneous
Loopback
Switch Management

Interface Groups



Step9. Go to PoliciessFirewalling>Rules>Main IP RuleLreate a new IP Rule to allow
L2TP Tunnel communicatiomith LAN:

{SG '0lA2y a a!lfft2p6é¢0d

Seé Source Interface/Network a&.2TP IPSec_LAN_Groéfall-nets.

Set Destination Interface/Network @&[TRL t { SO W[ ! /aln&tNE dzLJIE
Service: all_services.

Then press OK button.

Status System Objects Network
Firewalling User Authentication Intrusion Prevention Traffic Management

¥ Rules
Main IP Rules
Additienal IP Rule Sets An IP rule specifies what action to perform on network traffic that matches the specified filter criteria
Application Rule Sets

¥ Profiles General
Anti-Virus
MName: | L2TP_IPSec_Allow
Email Contral
File Control Action: | Atow -
Geolocation Filter
Schedules
Address Filter
ValP
\
MER Interface Network
Source: | ! L2TP_IPSec LA = 4 slnats -
Destination: | ! L2TP_IPSec_LA4 = 4 slnets -
Service: all_services -
Schedule: [Mone) -
Application Control
Application Contral: | | oFF |
Status System Objects Network m
User Authentication Intrusion Prevention Traffic Management
¥ Rules N N N

Main IP Rules

REsE [P Rria Sl IP rules are used to filter IP-based network traffic. In addition. they provide means for address translation as well as Server Load B

Application Rule Sets

¥ Profiles + Add -
Anti-Virus
. #a Name Log | Srclf Src Net Dest If Dest Net | Service
Email Control
. 1 » L2ZTP_IPSec_Allc J LZTP_IPSec_LAN_Group (4allnets i L2TP_IPSec_LAN_Group (4 all-nets all_tepudpicmp
File Control
Geolocation Filter 2 » ping_fw o lan glannet I core alan_ip 4 ping-nbound
Schedules 3 @ lan_to_wan1
VolP

Web






Step 10 Go to SysterrDevice>Users>Local User Database.
Add Local User Database.
Enter a name e.g. L2TP_users.

Status Objects Network Policies
Advanced Settings

¥ Device
Date and Time
DNS . —
A local user database contains user accounts used for authentication purposes.
Femote Management

Log and Event Receivers General Users

¥ Monitoring

MName: | L2TP_Users
Hardware Monitoring Settings

Link Monitors Comments:

Real-Time Monitor Alerts

¥ Users

oK
Local User Databases

Step D.1. Go to Users tab then enter I2tp username and passwbineén press OK button.

‘ Status ‘ Objects Network Policies
Advanced Settings

¥ Device

Date and Time

DNS User credentials may be used in User Authentication Rules, which in turn are used in e.g. PPP,
etc

Remote Management

Log and Event Receivers General SSH Public Key

¥ Monitoring

o ) Name: | 12tpuser |
Hardware Menitcring Settings e

) ) Password:
Link Monitors

Real-Time Monitor Alerts
Confirm Password:

¥ Users

Groups:
Local User Databases

@ Comma separated list of groups

Users that are members of the 'administrators' group are allowed to change the firewall configur
Users that are members of the 'auditors' group are only allowed to view the firewall configuratior
Add administrators Add auditors

Per-User IP Configuration (For PPTP, L2TP And SSL VPN)

Static Client IP Address: | (None) - |

Networks behind user: | (None) - |

Metric for networks: | |
Copyright © D-Link

Camments: |



Status Objects Network Policies
B2 ~cvencea settings

¥ Device
Date and Time
DNS . -
Manage the local user databases and user accounts used for authentication purposes.
Remote Management

Log and Event Receivers + Add -

¥ Moenitoring
#a Name
Hardware Monitoring Settings

. . < Adminlsers
Link Menitors -

Real-Time Monitor Alerts 2 g bptp_user

¥ Users 3 ‘-'_L2TP_User

Local User Databases

Step 11 Go to PoliciessUser AuthenticatiorrRules>Authentication Rules.
Add UserAuthentication Rule.

Name: L2TP_Auth.

Authentication agent, set as L2TP/PPTP/SSL VPN.

Authentication Source set as Local.

Interfaceca SG & a[ HCt PLSYEPBNFI OS¢ | RRSR
Originator IRA S G iy &S G @& 1€ fdf

Terminator IRA S G | & & A A yi&faceip injthis éxample)2 9 A Y

%



