Setting up L2TP Over IPSec Server for remote
access to LAN

Remote clients: Android 5.0, iOS v10.3, Mac OS v10.12.2 and Windows 7.

Step 1. Log into the firewall. The default access to LAN is via https://192.168.10.1. Default
username is “admin” and password is “admin”.

Step 2. Set your firewall’s WAN settings as per Internet provider requirements.

In our example WAN is set to PPPoE.

Step 3. Add a new object into the Address Book: “L2TP_Over_IPSec_Pool”.

Specify the range of IP addresses which will be assigned to the clients connecting via L2TP.
These addresses should be from the IP subnet used on your LAN. Make sure this range does
not conflict with the range used by the DHCP Server on your LAN.

Status System Objects Network Policies

¥ General

Address Book

SEIEE Use an IP4 Address item to define a name for a specific IP4 host, network or range.
ALG
Key Ring General User Authentication

¥ Address Pool
Mame: | L2TP_Over_IPSec_Pool

IP Pools
Address: | 192.168.10.150-192.168.10.160
NAT Pools
¥ VPN Objects Comments:
LDAP
4
IKE Config Mode Fool
0K

IKE ID Lists

Step 4. Add a new object into the Address Book: “L2TP_Over_IPSec_Server”. This address
should be unique and from the IP subnet used on your LAN.

Status System Objects Network Policies

¥ General

Address Book

SR Use an IP4 Address item to define a name for a specific IP4 host. network or range.
ALG
Key Ring General User Authentication

¥ Address Pool
Mame: | L2TP_COver_IPSec_Server

IP Pools
Address: | 182.168.10.200
MNAT Pools
¥ VPN Objects Comments:
LDAP

IKE Config Mode FPool

) 0K
IKE ID Lists



Step 5. Go to Object->Key Ring.

Add a Pre-Shared Key.

Enter a name e.g. “L2TP_PSK”.

Shared Secret Type — set as Passphrase then enter the shared secret.

Status System w Network Policies

¥ General
Address Book

Services PSK (Pre-Shared Key) authentication is based on a shared secret that is known only by the parties involved

ALG
Name: | L2TP_PSK

Key Ring
¥ Address Pool
IP Pools Shared Secret
NAT Pool
oo Type: | Passphrase v
¥ VPN Objects

LDAP Shared Secret:

IKE Config Mode Pool Confirm Secret: |

IKE ID Lists @ A PSK containing non-ASCII characters might be encoded difierently on other systems
and cause a mismaich, e.g. Windows uses UTF-16 while this OS uses UTF-8

IKE Algerithms A\ Since regular words and phrases are vulnerable to dictionary attacks, do not use them as

IPsec Algorithms shared secrets

CRL Distribution Point Lists Comments:

OK Cancel

Status System Network Policies

¥ General
Address Book
Senvices
ALG
+ Add -
Key Ring
¥ Address Pool #a Name Type Type
IP Pools 1 auth_agent_psk Pre-Shared Key Hexadecimal key

NAT Pools 2 HTTPSAdmInCert Certificate Local

¥ VPN Objects 3 L2TP_PSK Pre-Shared Key Passphrase
LDAP

IKE Config Mode Pool

IKE ID Lists

IKE Algorithms

IPsec Algorithms

CRL Distribution Point Lists



Step 6. Go to Network->Interfaces and VPN->VPN and Tunnels->IPSec then add an IPSec
Tunnel.

Name — Enter a name e.g. “L2TP_IPSec_Interface”.

IKE Version —set as IKEv1.

Encapsulation Mode — set as Transport.

Status System Objects Network Policies
Interfaces and VPN Routing Network Services

¥ Link Layer
Ethemet
Link Aggregation
VLAN

An IPsec tunnel item is used to define IPsec endpoint and will appear as a logical interface in the system

PPPoE General Authentication IKE (Phase-1) IPsec (Phase-2) Virtual Routing Advanced

ARP/Neighbor Discovery

Name: | L2TP_IPSec_Interface
¥ VPN and Tunnels

IPsec IKE Version: | IKEv1 x

SsL Encapsulation Mode: | Transport i
PPTP/L2TP Servers

L2TPv3 Servers

PPTP/L2TP Clients IKE Peer
L2TPv3 Clients

GRE

Remote Endpoint: | (None) v

Gind
Comments:
¥ Miscellaneous

Loopback e

Switch Management 0K Cancel

Step 6.1. Under Authentication Tab, select Pre-Shared Key in the Authentication Method
and L2TP_PSK that you add in Step 5.

Status System Objects Network Policies
Interfaces and VPN Routing Network Services

¥ Link Layer
Ethemet
Link Aggregation
VLAN

An IPsec tunnel item is used to define IPsec endpoint and will appear as a logical interface in the system.

PPPoE General Authentication IKE (Phase-1) IPsec (Phase-2) virtual Routing Advanced
ARP/Neighbor Discovery

¥ VPN and Tunnels Authentication Method: | Pre-shared Key -

IPsec
ssL
PPTPILZTP Servers Pre-Shared Key

L2TPv3 Servers

Pre-shared key: L2TP_PSK -
PPTP/L2TP Clients
L2TPv3 Clients
GRE Authenticated Identities
6ind
Local ID-
¥ Miscellaneous Remote ID: | (None) e
Loopback

Switch Management Enforce local ID:



Step 6.2. Under IKE (Phase-1) and IPSec (Phase-2) tabs, select Deprecated Medium as

Algorithm.

¥ Link Layer
Ethemet

Link Aggregation
VLAN
PPPoE
ARP/Neighber Discovery
¥ VPN and Tunnels
IPsec
SSL
PPTP/L2TP Servers
L2TPv3 Servers
PPTP/L2TP Clients
L2TPv3 Clients
GRE
Gind
¥ Miscellaneous
Lecpback
Switch Management

Interface Groups
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F Link Layer
Ethemet

Link Aggregation

VLAN

PPPoE

ARP/Neighbor Discovery

r VPN and Tunnels
IPsec
SSL
PPTP/L2TP Servers
L2TPv3 Servers
PPTP/L2TP Clients
L2TPv3 Clients
GRE
Gind

r Miscellaneous
Loopback
Switch Management

Interface Groups

Network » Interfaces and VPN » VPN and Tunnels » IPsec » L2TP_IPSec_Interface

L2TP_IPSec_Interface

An IPsec tunnel item is used to define IPsec endpoint and will appear as a logical interface in the system.

General Authentication | IKE (Phase-1) IPsec (Phase-2) Virtual Routing Advanced

Proposal

Diffie-Hellman group:

Available Selected
@1 (768-bit) | |82 (1024-bit) -
85 (1536-bit)

14 (2048-bit)
15 (3072-bit)
16 (4996-bit)
17 (6144-bit)
18 (8192-bit)

=]

Algorithms: | - Deprecated-Med| ~

Lifetime: | 28500 | seconds

Mode: | Main mode >

IKE Peers Settings

Outgoing Routing Table: | = main -

Local Endpoint: | (none)

EIE]

Incoming Interface Filter: | @ any

Network » Interfaces and VPN » VPN and Tunnels » IPsec » L2TP_IPSec_Interface

L2TP_IPSec_Interface

An IPsec tunnel item is used to define IPsec endpoint and will appear as a logical interface in the system.

General Authentication IKE (Phase-1) IPsec (Phase-2) Virtual Routing Advanced

Proposal

Perfect Forward Secrecy: Available Selected

14 (2048-bit) «| [None (No PFs)
15 (3872-bit) o1 (768-bit)
16 (4896-bit) 22 (1024-bit)
17 (6144-bit) 25 (1536-bit)
18 (8192-bit)

Algorithms: ‘
Lifetime: ‘ seconds
Lifetime: | kilobytes

Protected Networks Settings

4

Setup SA per: | Network

Config Mode Pool:

{MNone) »



Step 6.3. Under Advanced tab, tick Add route dynamically. Then Press the OK button.

L MNetwork » Interfaces and VPN » VPN and Tunnels » IPsec » L2TP_IPSec_Interface
Ethemet
L2TP_IPSec_Interface
5 s e An IPsec tunnel item Is used to define IPsec endpoint and will appear as a logical interface In the system.
VLAN
PPPoE General Authentication IKE (Phase-1) IPsec (Phase-2) Virtual Routing Advanced
ARP/Neighbor Discovery

¥ VPN and Tunnels
IPsec Routing

SSL

PPTPILITP Servers Add route dynamically:

Add route statically:

L2TPv3 Servers —
Plaintext MTU: | 1420

PPTPIL2TP Clients
L2TPv3 Clients
GRE Tunnel Monitor

Gind

Tunnel Monitoring: ||
¥ Miscellaneous

Loopback
Switch Management IP Addresses

Interface Groups
= | Automatically pick the address of a local interface that corresponds to the local net.

B Specify address manually:

OK Cancel
Status System Objects Network Policies
| interraces ana veN Routing Network Services |
e Network » Interfaces and VPN » VPN and Tunnels » IPsec
Ehemet IPsec
3 T Manage the IPsec tunnel interfaces used for establishing IPsec VPN connections to and from this system.
VLAN
PPPoE | +Add = | | #Advanced Setings Fil
ARP/Neighbor Discovery
‘ #a Name Local Net Remote Net Remote Endpoint Local Endpoint Auth
¥ VPN and Tunnels
1 ., L2TP_IPSec_Interface Pre-shared Key
IPsec o’
SSL
PPTP/L2TP Servers F'Y
L2TPv3 Servers




Step 7. Go to Network->Interfaces and VPN->VPN and Tunnels->PPTP/L2TP Servers.
Add a new PPTP/L2TP Server.

Inner IP Address — set as “L2TP_Over_IPSec_Server” you added in Step 4.

Tunnel Protocol — L2TP.

Outer Interface Filter — set as “L2TP_IPSec_Interface” you added in Step 6.

Server IP —set as iinet_ip (the PPPoE interface ip in this example).

Status System Obijects Network Policies
Interfaces and VPN Routing Network Services

¥ Link Layer
Ethernet
Link Aggregation
WLAN

A PPTPR/L2TP server interface terminates PPP (Point to Point Protocol) tunnels set up over existing IP networks.

PPPoE General PPP Parameters Add Route Virtual Routing

ARP/Neighbor Discovery

MName: | L2TP_Interface
¥ VPN and Tunnels
Inner IP Address: 4 LITP_Over_IPSg ¥

IPsec
Tunnel Protocol: | L2TP -
SSL
Quter Interface Filter: , LITP_IPSec_Inte
PPTPIL2TP Servers
Server IP: | (4 iinet_ip -
L2TPv3 Servers
PPTPIL2TP Clients Comments:
L2TPv3 Clients
GRE <

6ind 2L

Cancel



Step 7.1. Under PPP Parameters.
IP Pool —set as “L2TP_Over_IPSec_Pool” you added in Step 3 and set the Primary and

Secondary DNS.

Status System Objects Network Palicies
| interfaces and VPN Routing Network Services |

¥ Link Layer Network » In d VPN » VPN and Tunnels » PPTP/LZTP Se » L2TP In
Ethemet .
eme L2TP_Interface
(s A T A PPTP/L2TP server interface terminates PP (Point to Point Pratocol) tunnels set up over existing IP networks.
VLAN
PPPoE General PPP Parameters Add Route Virtual Routing

ARP/Meighbor Discovery

Specify if User Authentication Rules are to be used, and the encryption strengths allowed. Also specify the IP address assignment and
¥ VPN and Tunnels the DNS/WINS server information to hand out to connected clients.
IPsec
a5t ¥| Use User Authentication Rules

PPTPILZTP Servers

L2TPv3 Servers Microsoft Point-To-Point Encryption (MPPE)

PPTPILZTP Clients

L2TPv3 Clients ¥ None

e | RC4 40 bit

—, ¥| RC4 56 bit
| RC4 128 bit

¥ Miscellaneous
Stateful MPPE (less secure, use only for compatibility)
Loopback
Switch Management

Interface Groups IP Pool

IP Pool | g L.."TF‘_OVer_IF'S% - |

Primary Secondary
DNS: | g inet_gns1 *| |sa8s - |
NBNS/MWINS: | (None) = | | one) - |

Copynght © D-Link
OK Cancel




Step 7.2. Under Add Route tab.
Filter — set as “all-nets”

Proxy ARP —include “lan”

Then press OK button.

Status System Objects Network Policies
| interraces and v Routing Network Services |

Network » Interfaces and VPN » VPN and Tunnels » PPTP/L2TP Servers » L2TP_Interface
Ethemnet

L2TP_Interface
Link Aggregation
VLAN

¥ Link Layer

A PPTPR/LZTP server interface terminates PPP (Point to Point Protocol) tunnels set up over existing IP networks.

PPPoE General PPP Parameters Add Route Virtual Routing
ARP/Meighbor Discovery

4

VPN and Tunnels
IPsec Filter
SsL

PPTRILZTP Servers Allowed Networks: | (4 alnets - |

L2TPv3 Servers

PPTP/L2TP Clients Proxy ARP
L2TPv3 Clients
GRE Proxy ARP interfaces: A Sl
Bind dmz | [lan
v Miscellaneous ti:z_IPSEC_LAN_ﬁmup
Loopback wan2
Switch Management
Interface Groups -
[ reuee] [ namne]

Status System Objects Network Policies
‘. Interfaces and VPN Routing Network Services ‘

L L Network » Interfaces and VPN » VPN and Tunnels » PPTP/L2TP Servers
Ethemnet
PPTP/L2TP Servers
L g B I Add. remove and configure PPTPR/L2TP (Point-to-Point Tunneling Protocol / Layer 2 Tunneling Protocol) servers used for terminating PPTR/L2TP-based VPN tunnels.
VLAN
PPPoE |+ Add v | | #Advanced Settings | Filter
ARP/Neighber Discovery
‘ #a Name Tunnel protocol Inner IP address Outer interface IP pool Quter server IP
¥ VPN and Tunnels
|Psec 1 i pptp_server PPTP (4 lan_ip i any (.4 pptp_pool (g linetip
ssL 2 ) L2TP Interface L27P (34 L2TP_Over_IPSec_Server . L2TP_IPSec_Interface (34 L2TP_Over_IPSec_Pool [ inetip
PPTPIL2TP Servers
@ Right=clict

L2TPv3 Servers

PPTP/L2TP Clients



Step 8. Go to Network->Interfaces and VPN->Miscellaneous->Interface Groups.
Add interface groups for “L2TP_Interface” (added in Step 7) and “lan”

Status System Objects Policies
Interfaces and VPN Routing Network Services

¥ Link Layer

Ethernet

Link Aggregation Use an interface group to combine several interfaces for a simplified security policy.

VLAN
MName: | L2TP_IPSec_LAN_Gro
PPPoE
Security/Transport Equivalent
ARP/Neighbor Discovery

¥ VPN and Tunnels
Interfaces
IPsec
SsL
PPTP/LITP Servers Available Selected
L2TPv3 Servers core L2TP_Interface
dmz lan
PPTP/LZTP Clients iinet
: L2TP_IPSec_Interface
L2TPv3 Clients pptp_server
GRE wanl
wan2
Bind
¥ Miscellaneous + Include X Remove
Loopback
Switch Management Comments:

Interface Groups

0K Cancel

Status System Objects Netw: Policies

Interfaces and VPN Routing Network Services

¥ Link Layer
Ethernet
e e Use interface groups to combine several interfaces for simplified policy management.
VLAN
PPPoE + Add v

ARP/Neighbor Discovery
#a Name Members.

4

VPN and Tunnels

|Psec 1  L2TP_IPSec_LAN_Group L2TP_Interface, lan
SSL

PPTP/L2TP Servers
L2TPv3 Servers
PPTP/L2TP Clients
L2TPv3 Clients
GRE

Bind

¥ Miscellaneous
Loopback
Switch Management

Interface Groups



Step 9. Go to Policies->Firewalling->Rules->Main IP Rules. Create a new IP Rule to allow
L2TP Tunnel communication with LAN:

Set Action as “Allow”.

Set Source Interface/Network as “L2TP_IPSec_LAN_Group”/all-nets.

Set Destination Interface/Network as “L2TP_IPSec_LAN_Group”/all-nets.

Service: all_services.

Then press OK button.

Status System Objects Network
Firewalling User Authentication Intrusion Prevention Traffic Management

¥ Rules
Main IP Rules
Additienal IP Rule Sets An IP rule specifies what action to perform on network traffic that matches the specified filter criteria
Application Rule Sets

¥ Profiles General
Anti-Virus
MName: | L2TP_IPSec_Allow
Email Contral
File Control Action: | atow =
Geolocation Filter
Schedules
Address Filter
ValP
ER Interface Network
Source: | ! L2TP_IPSec LA = 4 slnats -
Destination: | .} L2TP_IPSec L4 = 4 slnzts -
Service: all_services -
Schedule: (Mone) -
Application Control
Application Contral: | | oFF |
Status System Objects Network m
User Authentication Intrusion Prevention Traffic Management
¥ Rules N N N

Main IP Rules

REsE [P Rria Sl IP rules are used to filter IP-based network traffic. In addition. they provide means for address translation as well as Server Load B

Application Rule Sets

¥ Profiles + Add -
Anti-Virus
. #a Name Log | Srclf Src Net Dest If Dest Net | Service
Email Control
. 1  » L2TP_IPSec_Allc (I L2TP_IPSec_LAN_Group (gallnets i L2TP_IPSec_LAN_Group (4all-nets all_tepudpicmp
File Control
Geolocation Filter 2 » ping_fw o lan glannet I core alan_ip 4 ping-nbound
Schedules 3 @ lan_to_wan1
VolP

Web






Step 10. Go to System->Device->Users->Local User Database.
Add Local User Database.
Enter a name e.g. L2TP_users.

Status Objects Network Policies
| Advanced Settings |

Date and Time e
L2TP_ Users
DNS

A local user database contains user accounts used for authentication purposes.
Femote Management

Log and Event Receivers General Users

¥ Monitoring

MName: | L2TP_Users
Hardware Monitoring Settings

Link Monitors Comments:

Real-Time Monitor Alerts

¥ Users

oK
Local User Databases

Step 10.1. Go to Users tab then enter [2tp username and password. Then press OK button.

‘ Status ‘ Objects Network Policies
2 ~oencedsetings |

¥ Device
Date and Time User
DNS User credentials may be used in User Authentication Rules, which in turn are used in e.g. PPP,
Remote Management =
Log and Event Receivers General SSH Public Key

¥ Monitoring

o ) Name: | 12tpuser |
Hardware Menitcring Settings e

) ) Password:
Link Monitors

Real-Time Monitor Alerts
Confirm Password:

¥ Users

Groups:
Local User Databases

@ Comma separated list of groups

Users that are members of the 'administrators' group are allowed to change the firewall configur
Users that are members of the 'auditors' group are only allowed to view the firewall configuratior
Add administrators Add auditors

Per-User IP Configuration (For PPTP, L2TP And SSL VPN)

Static Client IP Address: | {Mone}

4

Networks behind user: | (Nene)

4

Metric for networks: | |
Copyright © D-Link

Camments: |



Status Objects Network Policies
B2 ~cvencea settings

¥ Device
Date and Time
DNS -
Manage the local user databases and user accounts used for authentication purposes.
Remote Management

Log and Event Receivers + Add -

¥ Moenitoring
#a Name C
Hardware Monitoring Settings

= AdminUsers
Link Menitors -
Real-Time Monitor Alerts 2 g bptp_user

¥ Users 3 ;._L2TP_User

Local User Databases

Step 11. Go to Policies->User Authentication->Rules->Authentication Rules.
Add User Authentication Rule.

Name: L2TP_Auth.

Authentication agent — set as L2TP/PPTP/SSL VPN.

Authentication Source — set as Local.

Interface — set as “L2TP_Interface” added in Step 7.

Originator IP — set as “all-nets”.

Terminator IP — set as “iinet_ip” (PPPoE interface ip in this example).

Status System Objects Network Policies
Firewalling User Authentication Intrusion Prevention Traffic Management

¥ Rules
Authentication Rules

RO e T R A The User Authentication Ruleset specifies from where users are allowed to authenticate to the system, and how.

¥ User Directories
LDAP General Log Settings Authentication Options Accounting Agent Options Restrictions

RADIUS
Name: | L2TP_Auth

¥ Accountin
J Authentication agent: L2TR/PPTRISSL VPN *

RADIUS

Authentication Source: | Local =
¥ Settings Interface: | i} L2TP_interface | *
Authentication Settings Originator 1P 4 alknets -
Terminator 1P 4 iinet_ip -

Comments

OK Cancel




Step 11.1. Go to Authentication Options tab, select L2ZTP_user as Local User DB then press
OK button.

¥ Rules ‘ Policies » User Authentication » Rules » Authentication Rules » L2TP_Auth
Authentication Rules L2 T P AU t h
R e AT The User Authentication Ruleset specifies from where users are allowed to authenticate to the system, and how.
¥ User Directories
LDAP General Log Settings Authentication Options Accounting Agent Options Restrictions
RADIUS
Select one or more authentication servers. Also select the authentication method, which is used for encrypting the user password.
¥ Accounting
RADIUS RADIUS servers: P o
¥ Settings " "
Authentication Settings
I + Include I X Remove
Primary Retry Interval: | 0|
LDAP SEIVEIS. | p ailable Selected
I + Include I X Remove
RADIUS Method: | pae
Copyright © D-Link Local User DB: | & L2TP_User -




Step 12. After the configuration is done, click “Configuration” in main bar and select “Save
and Activate”.

Then click OK to confirm. Wait for 15 sec. You will be automatically redirected to the
firewall’s LAN IP address.

NOTE: If you do not re-login into the firewall within 30 sec, the configuration is reverted to
its previous state. The validation timeout can be adjusted under System > Remote
Management > Advanced Settings.

aSelup Wizard ) QConﬁguratlon T = Notifications 0 2 admin
Status System The configuration has beeg changed
Save and Activate
Run-time Information M b
View Changes
Save Configurat  Discard changes

Save and activate changes n

Save and Activate

Are you sure you want to save the configuration?

An administrator needs to log in within 30 seconds to verify the new configuration. Otherwise the unit will assume that you accidentally locked yourself out, and
revert to its previous configuration

Note: Due to configuration changes the currently active user admin (192.168.10.151) will no longer be automatically logged on after the activation of the new
configuration. You will need to manually login with an administrator user account to verify the new configuration

OK Cancel



Android 5.0 Settings.

1.0 Go to Settings->Connections->More Networks->VPN.

[- S

Settings

CONNECTIOM DEVICE CONTROLS  GENERAL

9 Bluetooth (-
Tethering and Mobile hotspot
@ Share your device's mobile data connection < More networks
via USB, Wi-Fi or Bluetooth.
Flight mode ;
9 Disable call and message (Y Default messaging app
functions and mobile data. Messages
e Download booster (- Printing
@ Data usage
Mobile networks
0 Location (-
VPN
@ More networks Set up and manage Virtual Private Networks (VPNs).

1.1 Add a new L2TP/IPSec PSK Profile and enter the L2TP server public IP address and Pre-
Shared Key (entered in Step 5) then Save.

Add VPN

Name
DSR-1000AC

Type
L2TP/IPSec PSK v

Server address
123.123.123.123

L2TP secret
Not used

IPSec identifier
Not used

IPSec pre-shared key

[] show advanced options

CANCEL  SAVE




1.2 Press the L2TP/IPSec Profile you added to connect. Enter the L2TP username and
password you added in Step 10.

Connect to DSR-1000AC

Username

I2tpuser
< VPN +

Password

DFL
L2TP/IPSec VPN with pre-shared keys

Save account information
CANCEL CONNECT

DSR-1000AC

L2TP/IPSec VPN with pre-shared keys

You should see a Key icon on the top-left hand corner that indicates it is connected.

Connected to VPN

Session: DSR-1000AC

Duration: 00:00:35
Sent: 0.02 MB

Received: 0.02 MB

CANCEL  DISCONNECT




10S v10.3 (iPhone 7 Plus running ) Settings:

2.0 Go to Settings->VPN->Add VPN Configuration:

Description — set as DFL.

Account — enter the L2TP username added Step 10.

Password — enter the L2TP password added Step 10.

Secret — enter the shared secret in Step 5 then click Done.

L vodafone AU = 1:06 PM
Cance Add Configuration
Type

Description DFL

Server 123123123123
Account 12tpuser
RSA SecurlD

Password eeesssee

Secret TLIIIIL

Send All Traffic

PROXY

EEES

Done



2.1 Select DFL and enable the Status to connect.

. vodafone AU ¥ 1:08 PM 1 88% W

< Settings VPN

VPN CONFIGURATIONS

Status Connected ()

~ DFL ®
soooo yodafone AU & 1:08 PM 4 88% WM
Home @ < VPN DFL Edit
Hotspot Shield VPN (D
Type L2TP
PERSONAL VPN Server i N N B
Status Not Connected Account [2tpuser
Assigned IP Address 192.168.10.154
~ Hotspot Shield VPN (D Connect Time 0:24
Delete VPN

Add VPN Configuration...



MAC OS Sierra v10.12.2 Settings.

macOS Sierra

Version 10.12.2

iMac (21.5-inch, Late 2012)

Processor 2.7 GHz Intel Core i5

Memory 8 GB 1600 MHz DDR3

Startup Disk Macintosh HD

Graphics NVIDIA GeForce GT 640M 512 MB
Serial Number C2QL7019FCEM

System Report... Software Update...

3.0 Go to System Preferences->Network then click on the (+) sign to add a new connection.

Interface — set as VPN.
VPN type —set as L2TP Over IPSec.
Service name — enter a name you prefer e.g. DFL_L2TP then click Create.

Select the interface and enter a name for the new service.

Interface: VPN <
® Wi-Fi
Connected VPN Type: L2TP over IPSec b
. tonnected.
Bluetooth PARN Service Name: DFL_L2TP
Mot Connected
° Ethernet Cancel Create ~
Mot Connected L hd
® 802.11n NIC AN IP Address:
Mot Connected NS
Subnet Mask:

° Thunde...t Bridge -
Not Connected N7 Router:

DNS Server:

Search Domains:

Advanced... ?
G)=

Assist Me... Revert Apply



3.1 Enter a Configuration name, Server Address and the L2TP username added in Step 10.

[ 4 B Network Q

Location:  Automatic

® I!\.’i- Fi

nonnected Status: Not Connected

® Bluetooth PAN

Mot Connected

@ )

® EETT.”,‘?Q__C_G Coosy Configuration: = DFL E
802.11n NIC S Server Address: 123.123.123.123

@ 802.11n NIt Goosy
Mot Connected NS

Account Name: | |2tpuser

@ Thunde...t Bridge
Mot Connected ~
DFL_L2TP ™Y Authentication Settings...
Mot Connected Y
Connect
Show VPN status in menu bar Advanced... 2
+  — :
Assist Me... Revert Apply

3.2 Click on “Authentication Settings...” then enter the L2TP user password added in Step 10
and “Shared Secret” added in Step 5 then Press OK.

Network

User Authentication:

O Password: | esssssss

e i RSA SecurlD

Lonnected

Certificate

P DFL_L2TP

Connected Kerberos
@ Bluetooth PAN CryptoCard ~

Mot Connected L >
° Ethernet Machine Authentication:

Not Connected © Shared Secret: | ssssssnsl
® 802.11n NIC Certificate

Not Connected
° Thunde...t Bridge Group Name: -

Not Connected [Optional)

Show VPN status in menu bar Advanced... 7

+ [ — [~

Assist Me... Revert Apply



3.3 Click Connect button to established a connection.

Wi-Fi
Connected

® Bluetooth PAN
ot Connected

Ethernet
® Lot Connected

@ 802.1In NIC

Not Connected

@ Thunde...t Brid

Not Connected

DFL_L2TP

Not Connected

Location:

)

—_

Network

Automatic

Status:

Configuration:

Server Address:

Account Name:

Show VPN status

Q Search

: Not Connected

DFL

123.123.123.123

: 12tpuser ‘

Authentication Settings...

Connect
in menu bar Advanced... | ?
Assist Me.. Revert Apply

® S <
Location:
R
Connected v
° DFL_L2TP ()
Connected

@ Bluetooth PAN

Not Connected

@ Ethernat e
Mot Connected

® 802.17n NIC P

Not Connected

® Thunde...t Bridge -, *
Not Connected N7

Q, Search

Network

Automatic

Status: Connected
Connect Time: 0:04:35
1P Address: 192.168.10.151

Sent:
Received: BESEEEEEEE

Configuration: DFL L2TP Over IPSec

Server Address: M. WS Wb W
Account Name:  |2tpuser

Authentication Settings...

Disconnect

Show VPN status in menu bar Advanced... 7

Assist Me.. Revert Apply



Windows L2TP Client Settings:

4.0 Go to Properties of the VPN connection, enter the WAN ip address of the DFL.

@Qv| E-' » Control Panel » Metwork and Internet » Metwork Connections » - ‘ 3 | F
Organize + Start this connection Renal § VPN Connection 2 Properties is coni
.: Bluetooth Metwerk Connection General |Opticn5 | Security I Networking I Sharingl nection

M= Disabled o ) unpluge
9 Bluetooth Device (Personal Area ... %;?5""1331? :; ;:eg;fﬁ?ﬁ?'”m'“” {such as microsoft.com or PGigabit
— pptptest n
l-'.'.:'-m Disconnected -
2> WAN Miniport (PPTP, PPTP:
el A L First connect g
l . VPN Connection 2 .l Windows can first connect to a public network, such as the |k Conr
=g Disconnected Intemet, before trying to establish this vitual connection. |
@2 WAN Miniport (L2TP) |8l WiFi P

[ Dial ancther connection first:

See our online privacy statemert for data collection and use
information

Cancel

4.1 Go to Security tab:

Type of VPN — set as L2TP/IPSec.
Data Encryption — set as Optional encryption
Click on Advanced Settings then enter the L2TP Shared key added in Step 5.

= VPN Connection 2 Properties ‘ 22 -|Ehis connection - O @ ‘FE Subtitle

i | General I Options | Securty | Networking I Sharingl rA,d\.vam:ed Properties u

Type of VPN _] F‘

[LayerZ Tunneling Protocol with [Psec (L2TP/IPSec)
(@) Use preshared key for authentication
Data encryption: Key:  sessswsssssssees

[Optional encryption (connect even if no encryption) ']

I | () Use certificate for authentication
Authertication |

©) Use Extensible Authentication Protocol (EAR) Verify the Name and Usage attributes of the server's certificate

Properties

@ Allow these protocols

[] Unencrypted password (PAP) i"
Challenge Handshake Authentication Protocol (CHAP)
Microsoft CHAP Version 2 (MS-CHAP v2)

[] Automatically use my Windows logon name and
password {and domain, if any)

G




4.2 Enter the L2TP username and password added in Step 10 then click Connect.

&« Connect VPN Connection 2 J

User name: 2puser
Password: ssssssee
Domain:

Save this user name and password for the following users:

@ Me only
‘Fj‘ Anyone who uses this computer

[ Comect | [ Concel || Propeties || tHep |




