
Setting up L2TP Over IPSec Server for remote 

access to LAN 

Remote clients: Android 5.0, iOS v10.3, Mac OS v10.12.2 and Windows 7. 

Step 1. Log into the firewall. The default access to LAN is via https://192.168.10.1. Default 

username is άŀŘƳƛƴέ ŀƴŘ ǇŀǎǎǿƻǊŘ ƛǎ άŀŘƳƛƴέΦ 

Step 2. {Ŝǘ ȅƻǳǊ ŦƛǊŜǿŀƭƭΩǎ ²!b ǎŜǘǘƛƴƎǎ ŀǎ ǇŜǊ LƴǘŜǊƴŜǘ ǇǊƻǾƛŘŜǊ ǊŜǉǳƛǊŜƳŜƴǘǎΦ 

In our example WAN is set to PPPoE. 

Step 3. !ŘŘ ŀ ƴŜǿ ƻōƧŜŎǘ ƛƴǘƻ ǘƘŜ !ŘŘǊŜǎǎ .ƻƻƪΥ άL2TP_Over_IPSec_PoolέΦ 

Specify the range of IP addresses which will be assigned to the clients connecting via L2TP. 

These addresses should be from the IP subnet used on your LAN. Make sure this range does 

not conflict with the range used by the DHCP Server on your LAN. 

 

Step 4. Add a new object into the Address Book: άL2TP_Over_IPSec_ServerέΦ This address 

should be unique and from the IP subnet used on your LAN.

 



Step 5. Go to Object->Key Ring. 
Add a Pre-Shared Key. 
9ƴǘŜǊ ŀ ƴŀƳŜ ŜΦƎΦ ά[н¢tψt{YέΦ 
Shared Secret Type ς set as Passphrase then enter the shared secret. 
 

 

 

  



Step 6. Go to Network->Interfaces and VPN->VPN and Tunnels->IPSec then add an IPSec 

Tunnel. 

Name ς 9ƴǘŜǊ ŀ ƴŀƳŜ ŜΦƎΦ ά[н¢tψLt{ŜŎψLƴǘŜǊŦŀŎŜέΦ 

IKE Version ς set as IKEv1. 

Encapsulation Mode ς set as Transport. 

 

Step 6.1. Under Authentication Tab, select Pre-Shared Key in the Authentication Method 

and L2TP_PSK that you add in Step 5. 

 

  



Step 6.2. Under IKE (Phase-1) and IPSec (Phase-2) tabs, select Deprecated Medium as 

Algorithm. 

 

 

  



Step 6.3. Under Advanced tab, tick Add route dynamically. Then Press the OK button. 

 

 

  



Step 7. Go to Network->Interfaces and VPN->VPN and Tunnels->PPTP/L2TP Servers.  

Add a new PPTP/L2TP Server. 

Inner IP Address ς set as άL2TP_Over_IPSec_Serverέ you added in Step 4. 

Tunnel Protocol ς L2TP. 

Outer Interface Filter ς ǎŜǘ ŀǎ ά[н¢tψLt{ŜŎψLƴǘŜǊŦŀŎŜέ ȅƻǳ ŀŘŘed in Step 6. 

Server IP ς set as iinet_ip (the PPPoE interface ip in this example). 

 

 

  



Step 7.1. Under PPP Parameters. 

IP Pool ς ǎŜǘ ŀǎ ά[н¢tψhǾŜǊψLt{ŜŎψtƻƻƭέ ȅƻǳ ŀŘŘŜŘ ƛƴ Step 3 and set the Primary and 

Secondary DNS. 

 

  



Step 7.2. Under Add Route tab. 

Filter ς ǎŜǘ ŀǎ άŀƭƭ-ƴŜǘǎέ 

Proxy ARP ς ƛƴŎƭǳŘŜ άƭŀƴέ 

Then press OK button. 

 

 

 

  



Step 8. Go to Network->Interfaces and VPN->Miscellaneous->Interface Groups. 

!ŘŘ ƛƴǘŜǊŦŀŎŜ ƎǊƻǳǇǎ ŦƻǊ ά[н¢tψLƴǘŜǊŦŀŎŜέ όŀŘŘŜŘ ƛƴ Step 7ύ ŀƴŘ άƭŀƴέ 

 

 

 

  



Step 9. Go to Policies->Firewalling->Rules->Main IP Rules. Create a new IP Rule to allow 

L2TP Tunnel communication with LAN: 

{Ŝǘ !Ŏǘƛƻƴ ŀǎ ά!ƭƭƻǿέΦ 

Set Source Interface/Network as άL2TP_IPSec_LAN_Groupέ/all-nets. 

Set Destination Interface/Network as ά[нTP_Lt{ŜŎψ[!bψDǊƻǳǇέ/all-nets. 

Service: all_services. 

Then press OK button. 

 

 

 



  



Step 10. Go to System->Device->Users->Local User Database. 

Add Local User Database.  

Enter a name e.g. L2TP_users. 

 

 

Step 10.1. Go to Users tab then enter l2tp username and password. Then press OK button. 

 



 

Step 11. Go to Policies->User Authentication->Rules->Authentication Rules. 

Add User Authentication Rule. 

Name: L2TP_Auth. 

Authentication agent ς set as L2TP/PPTP/SSL VPN. 

Authentication Source ς set as Local. 

Interface ς ǎŜǘ ŀǎ ά[н¢tψLƴǘŜǊŦŀŎŜέ ŀŘŘŜŘ ƛƴ Step 7. 

Originator IP ς ǎŜǘ ŀǎ άŀƭƭ-ƴŜǘǎέΦ 

Terminator IP ς ǎŜǘ ŀǎ άƛƛƴŜǘψƛǇέ όtttƻ9 ƛƴterface ip in this example). 

 

 

  


