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How to Enable Antivirus Protection and WCF

DFL-260/260E/860/860E/1660/2560

Step 1. Log into the Firewall; by opening Internet Explorer and typing the LAN address of the
Firewall. The default address is https://192.168.1.1 (260E/860E use https://192.168.10.1)
Enter Username and Password which you specified during the initial setup of the Firewall.

Step 2. Add IP rule; In the menu on the left side of the screen select IP rules > lan_to_wan.

By default the unit already has a rule to NAT traffic from the LAN to the WAN, leave this rule as it
i
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n 1P Rule Folder can be used to group I Rules into logioal groups for better overview and simplified management.
o System ; =E

; z:ijs DAy ] Editthis object
- § IPRules #v Name Action - i - rk ination interface ination network - Service
£§ lan_to_wan 1 § allov standard 3 naT 124 lan 2 lannet 59 van 12 all-nets @ all_tepudp
(3 Access 2 $ drop_smb-all @ oror 4 lan 2 lannet {54 van 2 all-nets @ smb-all
(i Interfaces 3 § allov ping-outbound [ NAT 2 lan 3 lannet [ van 2 all-nets i@ ping-outbound
f;‘:;g 4 $ allow_ftp-passthrough_av [ NAT 4 lan 3 lannet 53 van 3 all-nets @ ftp-passthrough-av

|6 User Authentication

Traffic M t (8 Right-cick on a row for additional options.
| Traffic Management

Click on “Add” then “IP Rule”.
¢ lan_to_wan

An IP Rule Fokder can be used to group IP Rules into logical groups for better overview and simpiified management.

) Edit this object

- Name Action Source interface = Source - ion i - il ~ Service
1 $ allow standard ¥ nat 53 lan 2 lannet 153 van 2 all-nets \@ =ll_tcpudp
2 $ drop_smb-all @ Drop 14 lan 2 lannet 154 van 2 all-nets @ smb-all
2 $§ =llow ping-outbound £ nat 154 lan 2 lannet 53 van 12 all-nets \@ ping-outbound
4 $ =llov ftp-passthrough_av [ NAT {4 lan 2 lannet 154 van 2 all-nets \@ ftp-passthrough-av

(2} Right-click on a row for additional options.



https://192.168.1.1/
https://192.168.10.1/

Under IP rule, Enter in a name for the rule, in our example, we called it “AV_and WCF”
Set Action as “NAT”, Service as “http-outbound-av-wcf”.

Address filter

Source Interface: LAN, Network: lannet
Destination Interface: wan, Network: all-nets
Once done click “OK”

§ IP Rule

An IF rule specifies what action to perform on network traffic that matches the specified filter critena.

‘Log Settings | NAT | SAT

General Multiplex SAT
#] General
Name: AV_and_WCF
Action: NAT v 0 NAT, SAT, SLB SAT and Multiplex SAT is not usable with an IPvE rule
Service: http-outbound-av-w
Schedule:  (None) v

#] Address Filter

Specify source interface and source network, together with interface and network. All
Interface Network
Source: lan v lannet
Destination: | wan v all-nets

#/ Comments

have to match for the rule to match.

Comments:

Right click on the rule and click “move to top”

¥ lan_to_wan

An IP Rule Folder can be used to group IP Rules into logical groups for better overview and simpiified management.

[yaddy (4} Edit this object

#v Name - Action - Source interface - Source

1 § sllov standard NAT 3 lan 2 lannet
2 $ drop_smb-all @ Drop 4 lan 2 lannet
3 $ sllow_ping-outbound ¥ naT A lan 2 lannet
4 § sllov: ftp-passthrough_av Jfj NAT 12 lan = lannet
5 LAV A "3

3 pe=te

||l Disatie

New Group

@ Chrne

[5] van
15 van
159 van
15 van

2 all-nets
3

all-nets

ll-nets
2 all-nets

all-nets

k - Service

id all_tcpudp

\Q smb-all

@ ping-outbound

'\o ftp-passthrough-av
¥. http-outbound-av-wcf

(Z) Right-click on a row for additional options.

1 Move to Top
£ Move Up

=) Move to Index

It should look something like the below image.
8 lan_to_wan

An IP Rule Foider can be used to group IP Rules into logical groups for better overview and simpified management.

[y Addy 4] Edit this object

#v Name Action Source fz ~ Source

1 $§ Av_and_wcF {1y NAT A lan 2 lannet
2 $ sllov standard ﬁ‘ NAT 1 lan 2 lannet
2 § drop_smb-all o Drop 23 lan 2 lannet
4 $ sllov ping-outbound NAT 54 lan 2 lannet
5 g allow_ftp-passthrough_av m NAT £4 lan 2 lannet

{4 van
53 van
5 van
{59 van
15 van

ll-nets

] all-nets
2 all-nets

2 all-nets

rk  Service

@ http-outbound-av-vef
i@ =ll_tcpudp

@ smb-all

i@ ping-outbound

i ftp-passthrough-av

(8 Right-cick on a row for additional options.



Step 3. Setup AV/WCEF: On the left click on Objects > ALG with AV/WCF, next “select http-

outound-av-wcf”.

=]

=]
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DFL-260E
© System
) Objects
2 Address Book
{0 ALG with AviwcF
0 services
S IP Pools
59 NAT Pools
% Schedules
\Z Authentication Objects
L. VPN Objects
HTTP Banner Fiies
§ Rules
= § IPRules
_§ lan_to_wan
D Access
i Interfaces
2 Routing
@D0P/PS
{66 User Authentication
) Traffic Management

[‘9 ALG with AV/WCF
Applicstion L

such as HTTP and H.323.
J Add 5
#v Name Type - Parameters - Comments -
1 [ fto-passthrough-av FTP ALG ggfv“e‘r'n 1‘;‘;’:&:‘:: dae":ﬁ‘g:'e 4 Anti-virus protection enabled.
2 [© ftp-outbound-av FTP ALG Server in passive mode allowed Anti-virus protection enabled.
3 [o http-outbound HTTP ALG
4 [ http-outbound-av HTTP ALG Anti-virus protection enabled.
5 [o http-outbound-wcf HTTP ALG Web Content Filtering enabled.
6 [ htto-outbound-av-vef HTTP ALG ‘é’;ﬂ;‘é‘;‘t‘iiﬁ;ﬂfﬁgfﬁf"d ek
7 & pop3 POP3 ALG
g [Q pop3-av POP3 ALG Anti-virus protection enabled.
£y [ smtp-inbound SMTP ALG
10 [ smtp-inbound-av SMTP ALG Anti-virus protection enabled.
11 [ fto-inbound FTP ALG Client in active mode allowed
12 [ ftp-outbound FTP ALG Server in passive mode allowed
- 10 fo-passtroush o s el o
14 [ fto-internal FTP ALG
15 [y H323 H.323 ALG
16 o sie SIP ALG
17 [ anti_virus HTTP ALG

(8) Right-slick on a row for additional options.

Anti-Virus is automatically enable and WCF will already have Categories selected, however if you
would like to add more Categories to the blocked list, select this (as seen below) and then click the
right arrow to move them to blocked. Then click “OK”.

[9 http-outbound-av-wcf

Use an HTTP Appiication Layer Gateway to fiiter HTTP traffic.

General | File Integrity ' Web Content Fitering ~ Anti-Virus | URL Fiter
#/ General
Mode: Enabled v
#] Ccategories

Web content categories to block

Dating sites

Blocked

Adult content
Crime/Terrorism
Drugs/Alcohol

Gambling

Government blocking list
Malicious

1

E-Banking Music download
Educational Spam
Entertainment Swimsuit/Lingerie models :
Games site: iolence/Undesirable
#/ Options

Non-Managed Action: | Allow
[F] Allow Override

’—‘ Allow Reclassification

v

Action to take for content that hasn't been classified.




Step 4. Save the settings: Click Configuration > Save and Activate.

 Home Q! Configuration v

—
il

Toolsy | @ Statusy = " Maintenance v

8 Save and Activate| -
: o N -
© orLgane | DS e [ ALG with AV/WCF
® .3 System i iew Changes e Application Layer Gateways (ALGs) are protocol !
&)1 Objects _—
i [, Address Book A%y
- {2 ALG with AVAWCF ; o =
veree! s 1 | ~
..... 3 |pe;:::l:s 1 [ ftp-passthrough-av ETP ALG
:j' NAT Pools 2 b ftp-outbound-av ETP ALG
?} Schedules 3 b http-outbound HTTP ALG
{2 Authentication Objects 4 [ htte-outbound-av HTTP ALG
(-1 VPN Objects 5 [ htto-outbound-vecf HTTP ALG
HTTP Banner Files 6 b http-ocutbound-av-vcf HTTP ALG
Rules .
:g au . 7 b pop3 POP3 ALG
[= : ules g b pop3-av POP3 ALG
i _§ lan_to_wan > x
| 9 b smtp-inbound SMTP ALG
< s Access 10 [o smtp-inbound-av SMTP ALG
.y Interfaces 2 z
2 Routing 11 [ ftp-inbound FTP ALG
o “m . fra-nothannd —n o,
Then “OK”

‘ ? Save Configuration

# Save and Activate
Are you sure you want to save the configuration?

An administrator needs to log in within 30 seconds to verify the new configuration. Otherwise the unit will assume that you accidentally locked yourself out, and revert to its previous configuration.

Once saved you should see the below screen.

Commit changes
i G202 cOmmitied i the configuration e

to the con tion file:

# Commit changes
Configuration successfully activated and committed,

Attempting to use new configuration data...
License file successfully loaded.

Configuration done

localcfgver=26




Step 5. Confirm WCF / AV is working; If you now access a site that would have been in the
blocked Categories (E.G. Adult Content) it should come up with a message saying “Forbidden” as
seen below.

€& [ pom.com -
Forbidden:

Access to the location: http://porn.com

I"" Google pl 1

has been denied for the following reason:
The URL is forbidden.

Classification:
- Adult content

Allowed categories:

- Non-Managed

- News

- Job search

- Travel/Tourism

- Shopping

- Entertainment

- Dating sites

- Games sites

- Investment sites
- E-Banking

- Personal beliefs/Cults
- Politics

- Sports

- WWW Email sites

For a Virus test there is a test file called “Eicar” if you search for this on the Internet it should come
up as below. Click on the link called titled “EICAR Test Virus”

GOUSIQ ‘ eicar virus| ‘ “

Search About 418,000 results (0.17 seconds

Web Intended use A° EICAR - European Expert Group for IT-Security
eicar.org/anti_virus_test_file_.htm

Images The 22nd Virus Bulletin International Conference - will take place 26-28 ... If you are

active in the anti-virus research field, then you will regularly receive requests ...

Mape “» Download - Press - About us - Task Forces
Videos
Home A° EICAR - European Expert Group for IT-Security
News www.eicar org/
Shopping eicar comb.ines universities, industry and media plus technical, security and legal ...
The 22nd Virus Bulletin International Conference - will take place 26-28 ...
Applications

EICAR test file - Wikipedia. the free encyclopedia

More en.wikipedia.org/wiki/EICAR _test_file
The EICAR test file (official name: EICAR Standard Anti-Virus Test File) is a computer
file that was developed by the European Institute for Computer Antivirus ...

Sydney, NSW

Change location EICAR Test Virus
www.rexswain.com/eicar_html
29 May 1999 — EICAR Test Virus: A tiny file (not really a virus!) to test virus detection

The web
software.

MNanan feamm



Once at the site, download the eicar.zip file (save this to your computer, not open file).

c ] ["" Google

é Rex www.rexswain.com/eicar.html

EICAR Test Virus

A tiny file (not really a virus!) to test virus detection software

Last updated 29 May 1999

This test virus was developed by the European Institute for Computer Anti-Virus Research (EICAR) to provide an easy
(and safel) way to test whether your anti-virus software is working, and see how it reacts when a virus is detected. It is
supported by most leading vendors, such as IBM, McAfee, Sophos, and Symantec/Norton.

* Download eicar.com to test your anti-virus software

This is a 70-byte file which, if executed, simply displays the message:

EICAR-STANDARD-ANTIVIRUS-TEST-FILE!

¢ Download eicar.zip to test your anti-virus software

This is a 186-byte WinZip file containing one file (eicar.com above), which will test whether your anti-virus software
detects the test virus in a zipped file.

Some software is distributed in a single zip file that contains other zip files. | recently noticed that Norton AntiVirus 5.0
does not detect a virus in this situation. Try it with your anti-virus software. ..

¢ Download eicar2.zip to test your anti-virus software

This is a 252-byte WinZip file containing one file (eicar.zip above), which will test whether your anti-virus software
Adotorte tha tact virnie in a danhle_zinnad file

Next on the DFL config page click on Status > Logging

@ Lovoed in as administrator

admin - 192.168.10.152
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w Home X Configuration T Toolsy = @3 Statusy = " Maintenance v @ Logout

1 DFL-260E
 System
[ Objects
Rules ol 2 IPsec
| Interfaces 88 User Authentication

@ Resources

|3 Routing o Routes CEL) Lot 2
@ DP/IPS SY51 =3 bHCP server RAM: ss/250e |
56 User Authentication ) & RIS Connections: 2925000
-3 Traffic Management Conl {3 siackist iPaac: 0710
Firn} (@) Web Content Fitering PPP: 0/100
Last A Antivirus 42:28: Activating configuration changes VLAN: 0/8
IDP Signatures: l.:?“"f:d"z’z - Bl &5 |
4000 Signatures

AV Signatures: . updated 2012-07-10 05:00:07

‘@ CPUload overthe past 24 hours ‘@ State table usage over the past 24 hours

100%

100
0% Ed
0% o |I lI I
Z4hrs ago now

Z4trs ago now




Under the log search for “Virus” you should be able to see something like the below.

On the right (Event/Action) it should say virus_found_block_data

_ = "~ 4
Severty: | (Any) [~] Category: | (Any) [=

Free Text:

Internal Logging (18:8) Clear log

Date Severity Category/ID Rule Proto Src/DstIf Src/DstIP Src/DstPort Event/Action
2012-07-12 CONN core 192.168.0.152 40135 conn_close_natsat
09:47:39 R 600005 AVCand_wee P, wan 69.26.190.48 80 close

conn=close connnevsrcip=192.168.0.152 port=40135 i 36.190.48 d i =590 ter ime=10

2012-07-12 ALG .

o s Info e alg_session_closed
algmod=http algsesid=1614

2012-07-12 CONN lan 192.168.10.152 60992 conn_close_natsat
09:47:31 Sk 600005 AN sl WCE xee: core 69.36.100.48 80 —— close

conn=close connnevsrcip=192.168.0.152 port=40135 ip=69.36.190.48 d i term 2 ime=2 |74

2012-07-12 e ANTIVIRUS tCp lan 192.168.10.152 60992 s

09:47:30 AEes 5800001 core 69.36.190.48 80

fil, "eicar.zip" vir "EICAR-Test-File" virussig="EICAR-Test-File" advisoryid="AV1" algmod=http algsesid=1614 ori 74 term

2012-07-12 CONN lan 192.168.10.152 60973 conn_close_natsat
09:47:30 i 600005 B and_WEE Us core 184.73.247.227 80 close

conn=close connnevsrcip=192.168.0.152 port=39673 di 184.73.247.227 d orig: 389 conntime=82

2012-07-12 o ALG o lan 192.168.10.152 60992 request_url
09:47:29 e 200125 core 69.26.190.48 80 allow
categories="Computing/IT" audit=off override=no origsent=474 url=" in.com/eicar.zip" alaname=http-outbound-av-vcf algmod=http algsesid=1614
2012-07-12 e ALG i lan 192.168.10.152 60992 o e o
09:47:29 200001 core 69.26.190.48 80 = ik
algmod=http algsesid=1614 origsent=88 termsent=44

2012-07-12 CONN lan 102.168.10.152 60992

09:47:29 wiE 600004 AV_sad WCE Ioe wan 69.36.190.48 80 onn_opeu uatsat
conn=open connnevsrcip=192.168.0.152 connnevarcport=40135 connr i 36.190.48 connnewd

The Eicar.zip file would have downloaded to the computer, however inside the eicar.zip file there is
normally another file called “eicar.com”. This would have been removed (By the DFL).

If you disable AV on the DFL and download the same file and then extract the zip file you should see
eicar.com

END OF DOCUMENT.



