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Introduction

The DFL-200 provides three 10/100M Ethernet network interface ports, which are (1)
Internal/LAN, (1) External/WAN, and (1) DMZ port. It also provides easily operated software
WebUI that allows users to set system parameters or monitor network activities using a web
browser.

Features and Benefits

® Firewall Security
® VPN Server/Client Supported

® Content Filtering

® Web Management
Configurable through any networked computer’s web browser using
Netscape or Internet Explorer.

® Access Control supported
Allows you to assign different access rights for different users. Like
Admin or Read-Only User.

Introduction to Firewalls

A firewall is a device that sits between your computer and the Internet that prevents
unauthorized access to or from your network. A firewall can be a computer using firewall
software or a special piece of hardware built specifically to act as a firewall. In most
circumstances, a firewall is used to prevent unauthorized Internet users from accessing
private networks or corporate LAN’s and Intranets.

A firewall watches all of the information moving to and from your network and analyzes
each piece of data. Each piece of data is checked against a set of criteria that the
administrator configures. If any data does not meet the criteria, that data is blocked and
discarded. If the data meets the criteria, the data is passed through. This method is called
packet filtering.

A firewall can also run specific security functions based on the type of application or type
of port that is being used. For example, a firewall can be configured to work with an FTP or
Telnet server. Or a firewall can be configured to work with specific UDP or TCP ports to allow
certain applications or games to work properly over the Internet.



Introduction to Local Area Networking

Local Area Networking (LAN) is the term used when connecting several computers
together over a small area such as a building or group of buildings. LAN’s can be connected
over large areas. A collection of LAN’s connected over a large area is called a Wide Area
Network (WAN).

A LAN consists of multiple computers connected to each other. There are many types of
media that can connect computers together. The most common media is CAT5 cable (UTP or
STP twisted pair wire.) On the other hand, wireless networks do not use wires; instead they
communicate over radio waves. Each computer must have a Network Interface Card (NIC),
which communicates the data between computers. A NIC is usually a 10Mbps network card, a
10/100Mbps network card or a wireless network card.

Most networks use hardware devices such as hubs or switches that each cable can be
connected to in order to continue the connection between computers. A hub simply takes any
data arriving through each port and forwards the data to all other ports. A switch is more
sophisticated, in that a switch can determine the destination port for a specific piece of data.
A switch minimizes network traffic overhead and speeds up the communication over a
network.

Networks take some time in order to plan and implement correctly. There are many ways
to configure your network. You may want to take some time to determine the best network
set-up for your needs.



LEDs

DFL-200
Network Status

D.Link Security Power

Firewall TR AeE
L ocal Network

Power: A solid light indicates a proper connection to the power supply.

Status: System status indicators, flashes to indicate an active system. If the LED has a
solid light the unit is defective.

WAN, DMZ & LAN ports: Ethernet port indicators, Green. The LED flickers when the
ports are sending or receiving data.

Physical Connections

Console: Serial access to the firewall software, 9600, 8bit, None Parity, 1Stop bit.
Internal Ports (LAN): Use these ports to connect the internal computers f the office.

DMZ Port: Use this port to connect to the company’s server(s), which needs direct
connection to the Internet (FTP, SNMP, HTTP and DNS).

External Port (WAN): Use this port to connect to the external router, DSL modem, or
Cable modem.

Reset: Reset the DFL-200 to the original default settings.

DC Power: connect one end of the power supply to this port, the other end to the
electrical wall outlet.



Package Contents

Network er
0 e
Firewal!

Contents of Package:
e D-Link DFL-200 Firewall
¢ Manual and CD
e Quick Installation Guide
e AC Power adapter

Note: Using a power supply with a different voltage rating than the one included
with the DFL-200 will cause damage and void the warranty for this product.

If any of the above items are missing, please contact your reseller.

System Requirements

e  Computer with a Windows, Macintosh, or Unix based operating system with an
installed Ethernet adapter

e Internet Explorer or Netscape Navigator, version 6.0 or above, with JavaScript
enabled.
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Managing D-Link DFL-200

When a change is
done to the
configuration a new
icon named Activate
Changes will appear.
When all changes and
administrator would like
to do is done the
changes need to be
saved and activated to
take effect, this is done
by clicking on the
Activate Changes
button on the Activate
Configuration Changes
page. What will happen
is that the firewall will
save the configuration
and reload it, letting the
new changes take effect.
But for the changes to

D-Link DFL-200

Building Networks for People

—
‘Administration

Interfaces

Routing

Logging

JAEEN

Time

Changes:

Activate

Discard

i

Network Security Firewall

YO CT IR Firewall Servers Tools Status Help

Activate Changes
Press “etivate Changes" below to save your changes and have them take effect.

If an adwinistrator does mot log in within a st tine, the unit will assume that pou
accidentaly locked yoursel out. and revert to its previous configuration.

‘w/ait for admin login for; | 1 minute = | before reverting,
Activate Changes

Debug: Dump generated configs on-screen

become permanent the admin need to login again. This have to be done before a configurable
timeout has been reached, this can be set on the Activate Configuration Changes page, by

choosing the time from the dropdown menu.

Resetting the DFL-200

To reset the DFL-200 to factory default settings you must hold the reset button down for at
least 15 seconds after powering on the unit. You will first hear one beep, which will indicate
that the firmware have started and the restoring have started, keep the button pressed in until
you hear two consecutive beeps shortly after each other. After this you can release the reset
button and the DFL-200 will continue to load and startup in default mode, i.e. with 192.168.1.1

on the LAN interface.



Administration Settings

Administrative Access

Adminiztration 5ettings
Select the interface # user you wizh ta edit from the below list.

Mote that both the uzer zettingz and the interface zettings limit what a uzer can do, zo if e.g. a full admin uzer
logs on via an interface that only allows read-only' access, the uger will be allowed to log on, but will receive
read-only access only.

Administrative users
Admin:  admin [Add]
Read-only: auditor [Add]

Adminiztrative access via LAM interface [Edit]
Ping: 1.0.0.0- 223 255 255 255

Admin:  1.0.0.0- 223255 255 285 [HTTPS only]
Read-only: 1.0.0.0- 2232552585255 [HTTP + HTTFS]

SMMP: 1.00.0-223 255 255 255
Read Community: '"MeS ecretCommunity'

Adminiztrative acceszs via DMZ interface [E dit]
Ping: 1.0.0.0- 223 255.255.255

SMMP: 1.00.0- 223255 255 255
Read Community: 'public'

Add adminiztrative access via:
Interface: 'wAM

YPN Tunnel: lantoland. lantolans, roamingusers

Ping — If enabled, specifies who can ping the interface IP of the DFL-200. Default if
enabled is to allow anyone to ping the interface IP.

Admin — If enabled allows all users with admin access to connect to the DFL-200 and
change configuration, can be HTTPS or HTTP and HTTPS.

Read-Only — If enabled allows all users with read-only access to connect to the DFL-200
and look at the configuration, can be HTTPS or HTTP and HTTPS. If there is no Admin
access specified on an interface and only read-only, admin users can still connect but will be
in read-only mode.

SNMP - Specifies if SNMP should be allowed or not on the interface, the DFL-200 only
supports read-only access.
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Add ping access to an interface
To add ping access click on the interface you would like to add it to.

Follow these steps to add ping access to an interface.
Step 1. Click on the interface you would like to add it to.
Step 2. Enable the Ping checkbox.

Step 3. Specify what networks are allowed to ping the interface, for example
192.168.1.0/24 for a whole network or 172.16.0.1 — 172.16.0.10 for a range.

Click the Apply button below to apply the setting or click Cancel to discard changes.

Example:

I Ping - standard ICMP echo to the IP address of the interface

Metworks: |192.168.1.0/24

Add Admin access to an interface

To add admin access click on the interface you would like to add it to. Only users with the
administrator rights can login on an interfaces where there is only admin access enabled.

Follow these steps to add admin access to an interface.
Step 1. Click on the interface you would like to add it to.
Step 2. Enable the Admin checkbox.

Step 3. Specify what networks are allowed to ping the interface, for example
192.168.1.0/24 for a whole network or 172.16.0.1 — 172.16.0.10 for a range.

Step 4. Specify protocol used to access the DFL-200 from the dropdown menu, either
HTTP and HTTPS (Secure HTTP) or only HTTPS.

Click the Apply button below to apply the setting or click Cancel to discard changes.

Example:

¥ Admin - Full access to web-based ranagement

Mehworks: |'I JL0.0 - 223.255.255.255

Protocal: IHTTF'S oy =]



Add Read-only access to an interface

To add read-only access click on the interface you would like to add it to, note that if you
only have read-only access enable on an interface all users only get read-only access, even if
they are administrators.

Follow these steps to add read-only access to an interface.
Step 1. Click on the interface you would like to add it to.
Step 2. Enable the Read-only checkbox.

Step 3. Specify what networks are allowed to ping the interface, for example
192.168.1.0/24 for a whole network or 172.16.0.1 — 172.16.0.10 for a range.

Step 4. Specify protocol used to access the DFL-200 from the dropdown menu, either
HTTP and HTTPS (Secure HTTP) or only HTTPS.

Click the Apply button below to apply the setting or click Cancel to discard changes.

Example:

¥ Read-only - Read-only access to web-bazed management

Metworks: |1?2.1E.D.1 -17216.010

Protocot |HTTP and HTTPS = |

Enable SNMP access to an interface
Follow these steps to add read-only SNMP access to an interface.

Step 1. Click on the interface you would like to add it to.
Step 2. Enable the Read-only checkbox.

Step 3. Specify what networks are allowed to ping the interface, for example
192.168.1.0/24 for a whole network or 172.16.0.1 — 172.16.0.10 for a range.

Step 4. Specify the community string used to authenticate against the DFL-200.

Click the Apply button below to apply the setting or click Cancel to discard changes.

Example:

¥ SHMP - Simple Metwork Management Pratocol [read-only access]

Networks: [192.168.1.10

Community: IMyS ecretCommunity

14



System

Interfaces
Click on System in the menu bar, and then click interfaces below it.

Change IP of the LAN or DMZ interface
Follow these steps to change the IP of the LAN or DMZ interface.

Interface Settings
Edit zettingz of the LAN interface:

IP Address: |192.1 E8.01

Subret Mask: [255.255.255.0 - 256 hosts (#24) = |

Step 1. Choose which interface to view or change under the Available interfaces list.

Step 2. Fill in the IP address of the LAN or DMZ interface. These are the address that will
be used to ping the firewall, remotely control it and use as gateway for the internal hosts or
DMZ hosts.

Step 3. Choose the correct Subnet mask of this interface from the drop down menu.

Click the Apply button below to apply the setting or click Cancel to discard changes.



WAN Interface Settings - Using Static IP

If you are using Static IP you have
to fill in the IP address information
provided to you by your ISP. All fields
are required except the Secondary
DNS Server. You should probably not
use the numbers displayed in these
fields, they are only used as an
example.

e |P Address — The IP
address of the WAN
interface. This is the

Interface Settings

Edit settings of the WAN interface:

Change ‘Wi Type: | Static IP vl

Static WAN interface configuration is mast commonly used in dedicated-line intemest connections.
“Your ISP usually provides this information ta pou,

IP Address: IW
Subnet Mask: [ 256.255.255.0 - 296 hosts /24) =
Giateway 1P [192 166101
Primary DNS Server: W
Secondary DNS Sewver [10002 | (optional)

address that may be used to ping the firewall, remotely control it and be used as
source address for dynamically translated connections.

e Subnet Mask — Size of the external network.

e Gateway IP — Specifies the IP address of the default gateway used to reach for

the Internet.

e Primary and Secondary DNS Server — The IP addresses of your DNS servers,
only the Primary DNS is required.

WAN Interface Settings — Using DHCP

If you are using DHCP there is no
need to enter any values in any of
fields.

Interface Settings

Edit settings of the WAM interface:

Change ‘WM Type: | DHCP vl

Regular ethemet connection with DHCP-assigned P addresses is used in many DSL and cable modem
networks. Everything is automatic,

16



WAN Interface Settings - Using PPPoE

Use the following procedure to
configure the DFL-200 external
interface to use PPPoE (Point-to-Point
Protocol over Ethernet). This
configuration is required if your ISP
uses PPPoE to assign the IP address
of the external interface. You will have
to fill the username and password
provided to you by your ISP.

e Username — The login or
username supplied to you
by your ISP.

e Password - The

Interface Settings

Edit settings of the WAMN interface:

Change ‘Wi Type: |FPPoE =

FPP over Ethemet connections are used in many DSL and cable modem networks.
After authenticating, sverything is automatic.

Usemame: I
Passward: I
Retype Password. I

Service Name:
[Same 15Ps require the Service Mame ta be filed out.]

Most PPPoE services provide DNS server information. & few do not.
IF this is the case, pou can fill out their IP addresses pourself.

Primary DNS Server I [optional)
Secondary DNS Server I [optional]

password supplied to you by your ISP.

e Service Name — When using PPPoE some ISPs require you to fill in a Service

Name.

e Primary and Secondary DNS Server — The IP addresses of your DNS servers,

these are optional and are often provided by the PPPoOE service.




WAN Interface Settings — Using PPTP

PPTP over Ethernet connections
are used in some DSL and cable
modem networks.

You need your account details, and
possibly also IP configuration
parameters of the actual physical
interface that the PPTP tunnel runs
over. Your ISP should supply this
information.

. Username — The login or
username supplied to you
by your ISP.

e Password - The
password supplied to you
by your ISP.

e PPTP ServerIP —The IP
of the PPTP server that
the DFL-200 should
connect to.

Interface Settings

Edit settings of the WAN interface:

Change WaN Type: |PPTP =

PPTP over Ethemet connections are used in some DSL and cable modem netwarks
“Tou need account detaily, and possibly also 1P configuration parameters of the actual physical interface that the
FPTP tunnel runs over. Your ISP should supply this information

PPTP tunnel parameters:

Usemame: I—
Password [ |
Retpe Passwerd [
PPTP Gewer P [

Physical interface parameters:

@ DHCP - automatic: configuration

Ewerything is automatic.

 Static IP - marual configuration
Your ISP should provide this information to you
Paddess [
Subret Mask: [ 255,256, 256.0 - 256 hosts (724) 2]

Gateway [P I

This may or may not be necessary, depending on the 15P.

Before PPTP can be used to connect to you ISP the physical (WAN) interface parameters
need to be supplied, it's possible to use either DHCP or Static IP, this depends on the type of
ISP used and this information should be supplied by them.

If using static IP, this information need to be filled in.

e |P Address — The IP address of the WAN interface. This IP is used to connect to

the PPTP server.

e Subnet Mask — Size of the external network.

e Gateway IP — Specifies the IP address of the default gateway used to reach for

the Internet.

18



WAN Interface Settings - Using BigPond

The ISP Telstra BigPond uses
BigPond for authentication; the IP is
assigned with DHCP.

e Username — The login or
username supplied to you
by your ISP.

e Password - The
password supplied to you
by your ISP.

MTU Configuration

Interface Settings

Edit settings of the WAMN interface:

Change &N Type: | Big Pond

Fiegular ethemnet connection with DHCP-assigned P address. plus authentication via a special pratocal. Used
by the 15P Telstra BigPond.

Username:
Password
Retype Password.

¥ Manual Interface MTU Configuration - masimum size of packets sent via this interface

Mormally, you do not need to change the MTU settings. By default, the interface uses the masimum size

that the phyzical media supportz.

MTL: |'|5|:|U bytes. Upper Iimit:I'IEUU

To improve the performance of your Internet connection, you can adjust the maximum
transmission unit (MTU) of the packets that the DFL-200 transmits from its external interface.
Ideally, you want this MTU to be the same as the smallest MTU of all the networks between
the DFL-200 and the Internet. If the packets the DFL-200 sends are larger, they get broken up

or fragmented, which could slow down transmission speeds.

Trial and error is the only sure way of finding the optimal MTU, but there are some
guidelines that can help. For example, the MTU of many PPP connections is 576, so if you
connect to the Internet via PPPoE, you might want to set the MTU size to 576. DSL modems

may also have small MTU sizes. Most ethernet networks have an MTU of 1500.

Note: If you connect to your ISP using DHCP to obtain an IP address for the external
interface, you cannot set the MTU below 576 bytes due to DHCP communication

standards.

Click the Apply button below to apply the setting or click Cancel to discard changes.




Routing

Click on System in the menu bar, and then click Routing below it, this will give a list of all
configured routes, it will look something like this:

Fouting table

Interface Metwork G ateway Additional IP Proxy ARP

it 134.1.2.0/24 [Edit]
LaM 152168.1.0/24 [Edit]
WM 0.0.0.040 194.1.2.254 [Edit]
LAM 152 168.5.0/24 19216851 [Edit]
YPMTunnell 1592168.20/24 Yex [Edit]
[Add new]

The Routes configuration section describes the firewall's routing table. DFL-200 uses a
slightly different way of describing routes compared to most other systems. However, we
believe that this way of describing routes is easier to understand, making it less likely for
users to cause errors or breaches in security.

Interface — Specifies which interface packets destined for this route shall be sent through.
Network — Specifies the network address for this route.

Gateway — Specifies the IP address of the next router hop used to reach the destination
network. If the network is directly connected to the firewall interface, no gateway address is
specified.

Local IP Address — The IP address specified here will be automatically published on the
corresponding interface. This address will also be used as the sender address in ARP queries.
If no address is specified, the firewalls own interface IP address will be used.

Proxy ARP - Specifies that the firewall shall publish this route via Proxy ARP.

One advantage with this form of notation is that you can specify a gateway for a particular
route, without having a route that covers the gateway’s IP address or despite the fact that the
route that covers the gateway’s IP address is normally routed via another interface.

The difference between this form of notation and that most commonly used is that there,
you do not specify the interface name in a separate column. Instead, you specify the IP
address of each interface as a gateway.

Note: The firewall does not Proxy ARP routes on VPN interfaces.
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Add a new Static Route

Follow these steps to add a new route.
Step 1. Go to System and Routing.
Step 2. Click on Add new in the bottom of the routing table.

Step 3. Choose the interface that the route should be sent trough from the dropdown
menu.

Step 4. Specify the Network and Subnet mask.

Step 5. If this network is behind a remote gateway enable the checkbox Network is
behind remote gateway and specify the IP of that gateway

Click the Apply button below to apply the setting or click Cancel to discard changes.

Remove a Static Route
Follow these steps to add a remove a route.

Step 1. Go to System and Routing.
Step 2. Take Edit after the route you would like to remove.

Step 3. Check the checkbox named Delete this route.

Click the Apply button below to apply the setting or click Cancel to discard changes.



Logging

Click on System in the menu bar, and then click Logging below it.

Logging, the ability to audit decisions made by the firewall, is a vital part in all network
security products. The D-Link DFL-200 provides several options for logging its activity. The D-
Link DFL-200 logs its activities by sending the log data to one or two log receivers in the
network.

D-Link DFL-200

Building Networks for People =
Network Security Firewall

SWAGTH B Firewall Servers Tools  Stalus Help

Logging Settings
Administration W Syslog - send log data via the syslog protocol to one or bwo servers

If both servers are configured, logs will be sent to both at the same time.

Interfaces Syslog server 1: |192.188.1.1D
Suslog server 2 I [optional)
Rouﬂng Syslog facility: ILocaID 'I

I_ogglng The firewall normally logs denied packets. ‘With audit logging enabled. it will also log when allowed
connections open and close.

(8 e

r Enable E-mail alerting for IDS/IDP events

Time
Sengitivity: IHigh vl
SMTP Server |
Sender: |

E-Mail ddress 1: |

E-Mail ddress 2 |

E-Mail ddress 3 |

9 90

Apply Cancel Help

All logging is done to Syslog recipients. The log format used for syslog logging is suitable
for automated processing and searching.

The D-Link DFL-200 specifies a number of events that can be logged. Some of those
events, for instance, startup and shutdown events, are mandatory, and will always generate
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log entries. Others, for instance to log if when allowed connections are opened and closed, is
configurable. It's also possible to have E-mail alerting for IDS/IDP events to up to three email
addresses.

Enable Logging
Follow these steps to enable logging.
Step 1. Enable syslog by checking the Syslog box.

Step 2. Fill in your first syslog server as Syslog server 1, if you have two syslog servers
you have to fill in the second one as Syslog server 2. You must fill in at least one syslog
server for logging to work.

Step 3. Specify what facility to use by selecting the appropriate syslog facility. LocalO is
the default facility.

Click the Apply button below to apply the setting or click Cancel to discard changes.

Enable Audit Logging

To start auditing all traffic trough the firewall, follow the sets below and the firewall will start
logging all traffic trough the firewall, this is needed for running third party log analyzers on the
logs and to see how much traffic different connections use.

Follow these steps to enable auditing.

Step 1. Enable syslog by checking the Enable audit logging box.

Click the Apply button below to apply the setting or click Cancel to discard changes.

Enable E-mail alerting for ISD/IDP events

Follow these steps to enable E-mail alerting.

Step 1. Enable E-mail alerting by checking the Enable E-mail alerting for IDS/IDP
events checkbox.

Step 2. Choose the sensitivity level.

Step 3. In the SMPT Server field, fill in the SMTP server to which the DFL-200 should
send email.

Step 4. Specify up to three valid email addresses to receive the email alerts.

Click the Apply button below to apply the setting or click Cancel to discard changes.



When an attack has occurred, more information about the attack can be found. Copy the
attack string and paste it into the By message box at the following address:
http://www.snort.org/cgi-bin/sigs-search.cgi (you can of course also write the attack string
manually in the box).

Intrusion attacks will always be logged in the usual logs if IDS is enabled for any of the
rules. For more information about how to enable intrusion detection and prevention on a
policy or port mapping, read more under Policies and Port Mappings in the Firewall section
below.
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Time

Click on System in the menu bar, and then click Time below it. This will give you the
option to either set the system time by syncing to an Internet Network Time Server (NTP) or
by entering the system time by hand.

D-Link DFL-200

Building Networks for People

Administration

——
P |
—

! Interfaces

Routing

Logging

Time

Network Security Firewall

YT B Firewall  Servers Tools  Status

Help

Time Settings
Current time and date

7 Set the system time
Date: |07 =] [Map =) [ 2004 =
Tirne: IDB:S?:12 [24 hour time)

Time zone and daylight saving time settings

Time zone: | [GMT] Dublin, Edinburgh, Lisbon, London, Casablanca, Monrovia ;l

* Ng daylight saving time

s Apply daylight saving time framm: IJan j‘ I m j‘
tar I.Jan v”D‘I vl

Automatic time synchronization

M Enable NTP

Primary MTP Server: Ifartein ifi.uin no

Secondary MTP Server: IrustimeD‘I _ruz.uni-stuttgart. de [optional)

Mote: The Current time and date and Time zone settings above
will be applied instantly, and do not require Activate Changes.

9 90

Apply Cancel Help




Changing time zone
Follow these steps to change the time zone.

Step 1. Choose the correct time zone in the drop down menu.

Step 2. Specify your daylight time or choose no daylight saving time by checking the
correct box.

Click the Apply button below to apply the setting or click Cancel to discard changes.

Using NTP to sync time

Follow these steps to sync to an Internet Time Server.
Step 1. Enable synchronization by checking the Enable NTP box.

Step 2. Enter the Server IP Address or Server name with which you want to synchronize.

Click the Apply button below to apply the setting or click Cancel to discard changes.

Setting time and date manually
Follow these steps to set the system time by hand.

Step 1. Checking the Set the system time box.
Step 2. Choose the correct date.

Step 3. Set the correct time in 24-hour format.

Click the Apply button below to apply the setting or click Cancel to discard changes.
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Firewall

Policy

The Firewall Policy configuration section is the "heart" of the firewall. The policies are the
primary filter that is configured to allow or disallow certain types of network traffic through the
firewall.

When a new connection is being established through the firewall, the policies are
evaluated, top to bottom, until a policy that matches the new connection is found. The Action
of the rule is then carried out. If the action is Allow, the connection will be established and a
state representing the connection is added to the firewall's internal state table. If the action is
Drop, the new connection will be refused. The section below will explain the meanings of the
various action types available.

Policy modes

The first step in configuring security policies is to configure the mode for the firewall. The
firewall can run in NAT or No NAT (Route) mode. Select NAT mode to use DFL-1000 network
address translation to protect private networks from public networks. In NAT mode, you can
connect a private network to the internal interface, a DMZ network to the dmz interface, and a
public network, such as the Internet, to the external interface. Then you can create NAT mode
policies to accept or deny connections between these networks. NAT mode policies hide the
addresses of the internal and DMZ networks from users on the Internet. In No NAT (Route)
mode you can also create routed policies between interfaces. Route mode policies accept or
deny connections between networks without performing address translation. To use NAT
mode select Hide source addresses (many-to-one NAT) and to use No NAT (Route) mode
choose No NAT.

Action Types

Drop — Packets matching Drop rules will immediately be dropped. Such packets will be
logged if logging has been enabled in the Logging Settings page.

Reject — Reject works in basically the same way as Drop. In addition to this, the firewall
sends an ICMP UNREACHABLE message back to the sender or, if the rejected packet was a
TCP packet, a TCP RST message. Such packets will be logged if logging has been enabled
in the Logging Settings page.

Allow — Packets matching Allow rules are passed to the stateful inspection engine, which
will remember that a connection has been opened. Therefore, rules for return traffic will not be
required as traffic belonging to open connections is automatically dealt with before it reaches
the policies. Logging is carried out if audit logging has been enabled in the Logging Settings

page.



Source and Destination Filter

Source Nets — Specifies the sender span of IP addresses to be compared to the received
packet. Leave this blank to match everything.

Source Users/Groups — Specifies if an authenticated username is needed for this policy
to match. Either make a list of usernames, separated by , or write Any for any authenticated
user. If it's left blank there is no need for authentication for the policy.

Destination Nets — Specifies the span of IP addresses to be compared to the destination
IP of the received packet. Leave this blank to match everything.

Destination Users/Groups — Specifies if an authenticated username is needed for this
policy to match. Either make a list of usernames, separated by , or write Any for any
authenticated user. If it’s left blank there is no need for authentication for the policy.

Service Filter
Either choose a predefined service from the dropdown menu or make a custom.
The following custom services exist:
All - This service matches all protocols.

TCP+UDP+ICMP - This service matches all ports on either the TCP or the UDP protocol,
including ICMP.

Custom TCP - This service is based on the TCP protocol.

Custom UDP - This service is based on the UDP protocol.

Custom TCP+UDP - This service is based on either the TCP or the UDP protocol.
The following is used when making a custom service:

Custom source/destination ports — For many services, a single destination port is
sufficient. The source port most often be all ports, 0-65535. The http service, for instance, is
using destination port 80. A port range can also be used, meaning that a range 137-139
covers ports 137, 138 and 139. Multiple ranges or individual ports may also be entered,
separated by commas. For instance, a service can be defined as having source ports 1024-
65535 and destination ports 80-82, 90-92, 95. In this case, a TCP or UDP packet with the
destination port being one of 80, 81, 82, 90, 91, 92 or 95, and the source port being in the
range 1024-65535, will match this service.

Schedule

If a schedule should be used for the policy, choose one from the dropdown menu, these
are specified on the Schedules page. If the policy should always be active, choose Always
from the dropdown menu.
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Intrusion Detection / Prevention

The DFL-200 Intrusion Detection/Prevention System (IDS/IDP) is a real-time intrusion
detection and prevention sensor that identifies and takes action against a wide variety of
suspicious network activity. The IDS uses intrusion signatures, stored in the attack database,
to identify the most common attacks. In response to an attack, the IDS protect the networks
behind the DFL-200 by dropping the traffic. To notify of the attack the IDS sends an email to
the system administrators if email alerting is converted. There are two modes that can be
configured, either Inspection Only or Prevention. Inspection Only will only inspect the traffic
and if the DFL-200 sees anything it will log, email an alert (if configured) and pass on the
traffic, if Prevention is used the traffic will be dropped and logged and if configured a email
alert will be sent.

D-Link updates the attack database periodically. Since firmware version 1.30.00 automatic
updates are possible. If IDS or IDP is enabled for at least one of the policies or port mappings,
auto updating of the IDS database will be enabled. The firewall will then automatically
download the latest database from the D-Link website.

Add a new policy

Follow these steps to add a new outgoing policy.
Step 1. Choose the LAN->WAN policy list from the available policy lists.
Step 2. Click on the Add new link.
Step 3. Fill in the following values:

Name: Specifies a symbolic name for the rule. This name is used mainly as a rule
reference in log data and for easy reference in the policy list.

Action: Select Allow to allow this type of traffic.

Source Nets: — Specifies the sender span of IP addresses to be compared to the
received packet. Leave this blank to match everything.

Source Users/Groups: Specifies if an authenticated username is needed for this policy to
match. Either make a list of usernames, separated by , or write Any for any authenticated
user. If it's left blank there is no need for authentication for the policy.

Destination Nets: Specifies the span of IP addresses to be compared to the destination
IP of the received packet. Leave this blank to match everything.

Destination Users/Groups: Specifies if an authenticated username is needed for this
policy to match. Either make a list of usernames, separated by , or write Any for any
authenticated user. If it’s left blank there is no need for authentication for the policy.

Service: Either choose a predefined service from the dropdown menu or make a custom.

Schedule: Choose what schedule should be used for this policy to match, choose Always
for no scheduling.

Click the Apply button below to apply the change or click Cancel to discard changes



Change order of policy
Follow these steps to change order of a policy.

Step 1. Choose the policy list you would like do change order in from the available policy
lists.

Step 2. Click on the Edit link on the rule you want to delete.

Step 3. Change the number in the Position to the new line, this will after the apply button
is clicked move this policy to this row and move the old policy and all after to one step
down.

Click the Apply button below to apply the change or click Cancel to discard changes

Delete policy

Follow these steps to delete a policy.

Step 1. Choose the policy list you would like do delete the policy in from the available
policy lists.

Step 2. Click on the Edit link on the rule you want to delete.
Step 3. Enable the Delete policy checkbox.

Click the Apply button below to apply the change or click Cancel to discard changes

Configure Intrusion Detection
Follow these steps to configure IDS on a policy.

Step 1. Choose the policy you would like have IDS on.

Step 2. Click on the Edit link on the rule you want to delete.

Step 3. Enable the Intrusion Detection / Prevention checkbox.
Step 4. Choose Intrusion Detection from the mode drop down list.

Step 5. Enable the alerting checkbox for email alerting.

Click the Apply button below to apply the change or click Cancel to discard changes
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Configure Intrusion Prevention
Follow these steps to configure IDP on a policy.

Step 1. Choose the policy you would like have IDP on.

Step 2. Click on the Edit link on the rule you want to delete.
Step 3. Enable the Intrusion Detection / Prevention checkbox.
Step 4. Choose Prevention from the mode drop down list.

Step 5. Enable the alerting checkbox for email alerting.

Click the Apply button below to apply the change or click Cancel to discard changes



Port mapping / Virtual Servers

The Port mapping / Virtual Servers configuration section is where you can configure virtual
servers like Web servers on the DMZ or similar. It is also possible to use Intrusion Detection /
Prevention on Port mapped services, these are done in the same way as on policies, so see
that chapter for more information.

Mappings are read from top to bottom, and the first matching mapping is carried out.

Add a new mapping

Follow these steps to add a new mapping on the WAN interface.
Step 1. Choose the WAN policy list from the available policy lists.
Step 2. Click on the Add new link.
Step 3. Fill in the following values:

Name: Specifies a symbolic name for the rule. This name is used mainly as a rule
reference in log data and for easy reference in the policy list.

Source Nets: Specify the source networks, leave blank for everyone (0.0.0.0/0).

Source Users/Groups: Specifies if an authenticated username is needed for this
mapping to match. Either make a list of usernames, separated by , or write Any for any
authenticated user. If it's left blank there is no need for authentication for the policy.

Destination Nets: Leave empty for the interfaces own IP or enter a new IP if using Virtual
IP.

Service: Either choose a predefined service from the dropdown menu or make a custom.
Pass To: The IP of the server that the traffic should be passed to.

Schedule: Choose what schedule should be used for this mapping to match, choose
Always for no scheduling.

Click the Apply button below to apply the change or click Cancel to discard changes
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Delete mapping

Follow these steps to delete a mapping.

Step 1. Choose the mapping list (WAN, LAN or DMZ) you would like do delete the
mapping from.

Step 2. Click on the Edit link on the rule you want to delete.
Step 3. Enable the Delete mapping checkbox.

Click the Apply button below to apply the change or click Cancel to discard changes.



Users

User Authentication allows an administrator to grant or reject access to specific users from
specific IP addresses, based on their user credentials.

Before any ftraffic is allowed to pass through any policies configured with username or
groups, the user must first authenticate him/her-self. The DFL-200 can either verify the user
against a local database or passes along the user information to an external authentication
server, which verifies the user and the given password, and transmits the result back to the
firewall. If the authentication is successful, the DFL.700 will remember the source IP address
of this user, and any matching policies with usernames or groups configured will be allowed.
Specific policies that deal with user authentication can be defined, thus leaving policies that
not require user authentication unaffected.

The DFL-200 supports the RADIUS (Remote Authentication Dial In User Service)
authentication protocol. This protocol is heavily used in many scenarios where user
authentication is required, either by itself or as a front-end to other authentication services.

The DFL-200 RADIUS Support

The DFL-200 can use RADIUS to verify users against for example Active Directory or Unix
password-file. It is possible to configure up to two servers, if the first one is down it will try the
second IP instead.

The DFL-200 can use CHAP or PAP when communicating with the RADIUS server.
CHAP (Challenge Handshake Authentication Protocol) does not allow a remote attacker to
extract the user password from an intercepted RADIUS packet. However, the password must
be stored in plaintext on the RADIUS server. PAP (Password Authentication Protocol) might
be defined as the less secure of the two. If a RADIUS packet is intercepted while being
transmitted between the firewall and the RADIUS server, the user password can be extracted,
given time. The upside to this is that the password does not have to be stored in plaintext in
the RADIUS server.

The DFL700 uses a shared secret when connecting to the RADIUS server. The shared
secret enables basic encryption of the user password when the RADIUS-packet is transmitted
from the firewall to the RADIUS server. The shared secret is case sensitive, can contain up to
100 characters, and must be typed exactly the same on both the firewall and the RADIUS
server.
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Enable User Authentication via HTTP / HTTPS
Follow these steps to enable User
Authentication. [” Enable User Authentication via HTTP / HTTPS

HTTP Secuily: € WTTP a5 el s HITPS
B HTTPS arly

Ide Tmeout | 1how =

Step 1. Enable the checkbox for User
Authentication.

Step 2. Specify if HTTP and HTTPS or
only HTTPS should be used for the login.

Step 3. Specify the idle-timeout, the time a user can be idle before being logged out by the
firewall.

Step 4. Choose new ports for the management WebUI to listen on as the user
authentication will use the same ports as the management WebUI is using..

Click the Apply button below to apply the setting or click Cancel to discard changes.

Enable RADIUS Support

Follow these steps to enable RADIUS @ RADIUS sorver
Primary Sever: [1921681.10 | pon[1812
SUppOft. Secondapewer || pn[1B12
Mode: |CHAP |+
Step 1. Enable the checkbox for chsdsens F——]
RADIUS Support. O

RADIUS retry: |2 seconds

Step 2. Fill in up to two RADIUS servers.
Step 3. Specified which mode to use, PAP or CHAP.

Step 3. Specify the shared secret for this connection.

Click the Apply button below to apply the setting or click Cancel to discard changes.



Add User
Follow these steps to add a new user.

Step 1. Click on add after the type of
user you would like to add, Admin or
Read-only.

Step 2. Fill in User name; make sure
you are not trying to add one that
already exists.

Step 3. Specified what groups the user
should be a member of.

m Firewall

Servers  Tools  Stalus Help

User Management

Add new user:

Stoup menierehps [gmplgapE
Password [== |
Relype password. [+ |

9 90O

Apply Cancel Help

Step 3. Specify the password for the new user.

Click the Apply button below to apply the setting or click Cancel to discard changes.

Note: The user name and password should be at least six characters long. The user
name and password can contain numbers (0-9) and upper and lower case letters (A-Z, a-
z). Special characters and spaces are not allowed.

Change User Password

To change the password of a user click on the user name and you will see the following

screen.

Follow these steps to change a users
password.

Step 1. Click on the user you would like
to change level of.

Step 2. Enable the Change password
checkbox.

Step 3. Enter the new password twice.

Click the Apply button below to apply
the setting or click Cancel to discard
changes.

BTN Firewall

Servers  Tools  Status

User Management

Edit user admin:

Username: [dave
Gropmenbeship [gol goez
[¥ Change password

Possward [7
Retype password: l—

™ Delete user

Membership in the “administiators” group means thal the user can administer this urit
Membership in the “auditors" group means that the user has read-only access to this urit

2 90O

Apply Cancel Help

Note: The password should be at least six characters long. The password can contain
numbers (0-9) and upper and lower case letters (A-Z, a-z). Special characters and spaces

are not allowed.
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Delete User

To delete a user click on the user name and you will see the following screen.

Follow these steps to delete a user.

Step 1. Click on the user you would like
to change level of.

Step 2. Enable the Delete user
checkbox.

Click the Apply button below to apply
the setting or click Cancel to discard
changes.

Note: Deleting a user is irreversible;
once the user is deleted, it cannot be
undeleted.

m LICYLB Servers  Tools  Status

User Management

Edit user admin:

Username: [dave
Gioupmemberstip. [goul oz |
I™ Change password

Passward [=7
Retpe password: [=0 |

¥ Delete user

Membership in the "admiristtators” group means that the user can admicister this unit,
Metnbership in the “sudivars” gioup means that the user has read-orly aceess to this un

@

Help

90O

Apply Cancel Help




Schedules

It is possible to
configure a schedule for
policies to take affect.
By creating a schedule,
the DFL-200 is allowing
the firewall policies to
be used at those
designated times only.
Any activities outside of
the scheduled time slot
will not follow the

Policy

Port Mapping

i)

™ users
policies and will
therefore likely not be ST
permitted to pass
through the firewall. The Mservices
DFL-200 can be
configured to have a T ven

start time and stop time,
as well as creating 2
different time periods in
a day. For example, an
organization may only

—

Cerfificates

L—

D-Link

Building Networks for People

[ system IV

DFL-200
Network Security Firewall

Servers  Tools  Status Help

Mo
Tu
We:

Fr
Sa
Su

Name

Manage Schedules

Edit new schedule:

Marie:
Active tram; [11]] [Jan | ] [2008]~]
Active to: [12=] [Jan | =] [2005(+]

Hour: [14/¥]
Hour: [ 1407 finchusive)

06:00 1200 19:00 Al
¥ ¥ ¥ 9 ¥ MV ¥ 9 9 0 0
el el e el sl
¥ 1 ¥ ¥ | ] 9 ] ] 97 1
MVNMFNFFYFFYEEF P Y EEEEEE
el el el el el el el e el el el
M V¥ M ¥ MV ¥ 9
el el el el e e sl o
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Defined schedules

Start

Stop
DayTime 20050101 00 20070112 14
[Add new]

[Edit]

want the firewall to allow
the internal network
users to access the
Internet during work
hours. Therefore, one may create a schedule to allow the firewall to allow traffic Monday-
Friday, 8AM-5PM only. During the non-work hours, the firewall will not allow Internet access.

Add new recurring schedule
Follow these steps to add new recurring schedule.

Step 1. Go to Firewall and Schedules and choose Add new.
Step 2. Choose the starting and ending date and hour when the schedule should be active.

Step 3. Use the checkboxes to set the times this schedule should be active. If all boxes
are checked the schedule will be active all the time from the starting to the ending date. If
all boxes are unchecked the schedule never will trigger.

Click the Apply button below to apply the change or click Cancel to discard changes.
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Services

A service is basically a definition of a specific IP protocol with corresponding parameters.
The service http, for instance, is defined as to use the TCP protocol with destination port 80.

Services are simplistic, in that they cannot carry out any action in the firewall on their own.
Thus, a service definition does not include any information whether the service should be
allowed through the firewall or not. That decision is made entirely by the firewall policies, in
which the service is used as a filter parameter.

Adding TCP, UDP or TCP/UDP Service

For many services, a single destination port is sufficient. The http service, for instance, is
using destination port 80. To use a single destination port, enter the port number in the
destination ports text box. In most cases, all ports (0-65535) have to be used as source ports.
The second option is to define a port range, a port range is inclusive, meaning that a range
137-139 covers ports 137, 138 and 139.

Multiple ranges or individual ports may also be entered, separated by commas. For
instance, a service can be defined as having source ports 1024-65535 and destination ports
80-82, 90-92, 95. In this case, a TCP or UDP packet with the destination port being one of 80,
81, 82, 90, 91, 92 or 95, and the source port being in the range 1024-65535, will match this
service.

Follow these steps to add a TCP, UDP or TCP/UDP service.
Step 1. Go to Firewall and Service and choose Add new.

Step 2. Enter a Name for the service in the name field. This name will appear in the
service list when you add a new policy. The name can contain numbers (0-9) and upper
and lower case letters (A-Z, a-z), and the special characters - and _. No other special
characters and spaces are allowed.

Step 3. Select TCP/UDP Service.
Step 4. Select the protocol (either TCP, UDP or both TCP/UDP) used by the service.

Step 5. Specify a source port or range for this service by typing in the low and high port
numbers. Enter 0-65535 for all ports, or a single port like 80 for only one source port.

Step 6. Specify a destination port or range for this service by typing in the low and high
port numbers. Enter 0-65535 for all ports, or a single port like 80 for only one destination
port.

Step 7. Enable the Syn Relay checkbox if you want to protect the destination from SYN
flood attacks.

Click the Apply button below to apply the change or click Cancel to discard changes.



Adding IP Protocol

When the type of the service is IP Protocol, an IP protocol number may be specified in the
text field. To have the service match the GRE protocol, for example, the IP protocol should be
specified as 47. A list of some defined IP protocols can be found in the appendix named “IP
Protocol Numbers”.

IP protocol ranges can be used to specify multiple IP protocols for one service. An IP
protocol range is similar to the TCP and UDP port range described previously; the range 1-4,
7 will match the protocols ICMP, IGMP, GGP, IP-in-IP and CBT.

Follow these steps to add a TCP, UDP or TCP/UDP service.
Step 1. Go to Firewall and Service and choose new.

Step 2. Enter a Name for the service in the name field. This name will appear in the
service list when you add a new policy. The name can contain numbers (0-9) and upper
and lower case letters (A-Z, a-z), and the special characters - and _. No other special
characters and spaces are allowed.

Step 3. Select IP Protocol.

Step 4. Specify a comma-separated list of IP protocols.

Click the Apply button below to apply the change or click Cancel to discard changes.

Grouping Services

Services can be grouped in order to simplify configuration. Consider a web server using
standard http as well as SSL encrypted http (https). Instead of having to create two separate
rules allowing both types of services through the firewall, a service group named, for instance,
Web, can be created, with the http and the https services as group members.

Follow these steps to add a group.
Step 1. Go to Firewall and Service and choose new.

Step 2. Enter a Name for the service in the name field. This name will appear in the
service list when you add a new policy. The name can contain numbers (0-9) and upper
and lower case letters (A-Z, a-z), and the special characters - and _. No other special
characters and spaces are allowed.

Step 3. Select Group.

Step 4. Specify a comma-separated list of existing services.

Click the Apply button below to apply the change or click Cancel to discard changes.
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Protocol-independent settings

Allow ICMP errors from the destination to the source — ICMP error messages are sent
in several situations: for example, when an IP packet cannot reach its destination. The
purpose of these error control messages is to provide feedback about problems in the
communication environment.

However, ICMP error messages and firewalls are usually not a very good combination; the
ICMP error messages are initiated at the destination host (or a device within the path to the
destination) and sent to the originating host. The result is that the ICMP error message will be
interpreted by the firewall as a new connection and dropped, if not explicitly allowed by the
firewall rule-set. Now, allowing any inbound ICMP message to be able have those error
messages forwarded is generally not a good idea.

To solve this problem, DFL-200 can be instructed to pass an ICMP error message only if it
is related to an existing connection. Check this option to enable this feature for connections
using this service.

ALG - Like other stateful inspection based firewalls, DFL-200 filters on information found
in packet headers, for instance in IP, TCP, UDP and ICMP headers.

In some situations though, filtering on header data only is not sufficient. The FTP protocol,
for instance, includes IP address and port information in the protocol payload. In these cases,
the firewall needs to be able to examine the payload data and carry out appropriate actions.
DFL-200 provides this functionality using Application Layer Gateways, also known as ALGs.

To use an Application Layer Gateway, the appropriate Application Layer Gateway
definition is selected in the dropdown menu. The selected Application Layer Gateway will thus
manage network traffic that matches the policy using this service.

Currently, DFL-200 supports two Application Layer Gateways, one is used to manage the
FTP protocol and the other one is a HTTP Content Filtering ALG. For detailed information
about how to configure the HTTP Application Layer Gateway, please see the Content Filtering
chapter.



VPN

Introduction to IPSec

This chapter introduces IPSec, the method, or rather set of methods used to provide VPN
functionality. IPSec, Internet Protocol Security, is a set of protocols defined by the IETF,
Internet Engineering Task Force, to provide IP security at the network layer.

An IPSec based VPN, such as DFL-200 VPN, is made up by two parts:
¢ Internet Key Exchange protocol (IKE)
e [IPSec protocols (ESP)

The first part, IKE, is the initial negotiation phase, where the two VPN endpoints agree on
which methods will be used to provide security for the underlying IP traffic. Furthermore, IKE
is used to manage connections, by defining a set of Security Associations, SAs, for each
connection. SAs are unidirectional, so there will be at least two SAs per IPSec connection.
The other part is the actual IP data being transferred, using the encryption and authentication
methods agreed upon in the IKE negotiation. This can be accomplished in a number of ways;
by using the IPSec protocol ESP.

To set up a Virtual Private Network (VPN), you do not need to configure an Access Policy
to enable encryption. Just fill in the following settings: VPN Name, Source Subnet (Local Net),
Destination Gateway (If LAN-to-LAN), Destination Subnet (If LAN-to-LAN) and Authentication
Method (Pre-shared key or Certificate). The firewalls on both ends must use the same Pre-
shared key or set of Certificates and IPSec lifetime to make a VPN connection.
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Introduction to PPTP

PPTP, Point-to-Point Tunneling Protocol, is used to provide IP security at the network
layer.

A PPTP based VPN is made up by these parts:
e  Point-to-Point Protocol (PPP)
e Authentication Protocols (PAP, CHAP, MS-CHAP v1, MS-CHAP v2)
e  Microsoft Point-To-Point Encryption (MPPE)
e  Generic Routing Encapsulation (GRE)

PPTP uses TCP port 1723 for it's control connection and uses GRE (IP protocol 47) for
the PPP data. PPTP supports data encryption by using MPPE.

Introduction to L2TP

L2TP, Layer 2 Tunneling Protocol, is used to provide IP security at the network layer.
An L2TP based VPN is made up by these parts:

e Point-to-Point Protocol (PPP)

e Authentication Protocols (PAP, CHAP, MS-CHAP v1, MS-CHAP v2)

e  Microsoft Point-To-Point Encryption (MPPE)

L2TP uses UDP to transport the PPP data, this is often encapsulated in IPSec for
encryption instead of using MPPE.

Point-to-Point Protocol
PPP (Point-to-Point Protocol) is a standard for transporting datagram’s over point-to-point
links. It is used to encapsulate IP packets for transport between two peers.
PPP consists of these three components:
e Link Control Protocols (LCP), to negotiate parameters, test and establish the link.

e Network Control Protocol (NCP), to establish and negotiate different network
layer protocols (DFL-200 only supports IP)

e Data encapsulation, to encapsulate datagram’s over the link.

To establish a PPP tunnel, both sides send LCP frames to negotiate parameters and test
the data link. If authentication is used, at least one of the peers has to authenticate itself
before the network layer protocol parameters can be negotiated using NCP. During the LCP
and NCP negotiation optional parameters such as encryption, can be negotiated. When LCP
and NCP negotiation is done, IP datagram’s can be sent over the link.



Authentication Protocols

PPP supports different authentication protocols, PAP, CHAP, MS-CHAP v1 and MS-
CHAP v2 is supported. Which authentication protocol to use is negotiated during LCP
negotiation.

PAP

PAP (Password Authentication Protocol) is a simple, plaintext authentication scheme,
which means that user name and password are sent in plaintext. PAP is therefore not a
secure authentication protocol.

CHAP

CHAP (Challenge Handshake Authentication Protocol) is a challenge-response
authentication protocol specified in RFC 1994. CHAP uses a MD5 one-way encryption
scheme to hash the response to a challenge issued by the DFL-200. CHAP is better then
PAP in that the password is never sent over the link. Instead the password is used to create
the one-way MD5 hash. That means that CHAP requires passwords to be stored in a
reversibly encrypted form.

MS-CHAP v1

MS-CHAP v1 (Microsoft Challenge Handshake Authentication Protocol version 1) is
similar to CHAP, the main difference is that with MS-CHAP v1 the password only needs to be
stored as a MD4 hash instead of a reversibly encrypted form. Another difference is that MS-
CHAP v1 uses MD4 instead of MD5.

MS-CHAP v2

MS-CHAP v2 (Microsoft Challenge Handshake Authentication Protocol version 1) is more
secure then MS-CHAP v1 as it provides two —way authentication.

MPPE, Microsoft Point-To-Point Encryption

MPPE is used is used to encrypt Point-to-Point Protocol (PPP) packets. MPPE uses the
RSA RC4 algorithm to provide data confidentiality. The length of the session key to be used
for the encryption can be negotiated. MPPE currently supports 40-bit, 56-bit and 128-bit RC4
session keys.
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L2TP/PPTP Clients

General parameters

Name - Specifies a name for
the PPTP/L2TP Client.

Username - Specify the
username to use for this
PPTP/L2TP Client.

Password/Confirm
Password - The password to use
for this PPTP/L2TP Client.

Interface IP.- Specifies if the
L2TP/PPTP Client should try to
use a specified IP or get one from
the server.

Remote Gateway - The IP
address of the PPTP/L2TP
Server. To connect to

Dial on demand is used

L2TP/PPTP Clients

Add PPTP Cliert :

MName: I—
Basic settings:
Usernarne: I—
Pazsword: I—
Retype I—
Pazsward:
Interface IP: I— Blank = get IP from serveer
Remate I—
Gateway:
=2 Use primary DMS server from tunnel ag primary DNS

Use secondary DNS server from tunnel as secondary DMS
Hint: Use Servers -» DNS Relayer to easily make DMS servers available ta internal
clierts.

™ Dial on demand

Idle timeaut: IBU rhinutes

& Count sending as activity
© Count receiving ag activity
 Countboth as activitly

when the tunnel should only be used when needed, if diabled the tunnel will always try to be

up.
Authentication protocol

Specify if, and what
authentication protocol to use,
read more about the different
authentication protocols in the
Authentication Protocol
Introduction chapter.

MPPE encryption

If MPPE encryption is going to
be used, this is where the
encryption level is configured.

If L2TP or PPTP over IPSec
is going to be used it has to be
enabled and configured to either
use a Pre-Shared Key or a
Certificate.

Authentication:

Protocol [~ Mo auth
W pap
W cap
I3 MSCHAP (MPPE encryption pozsible]
I3 MSCHAPZ [MMPE encryption possible)

MPPE enciyption:

r Mone - unencrypted
M 40bit
' 56 bit

¥ 128 bit [best security)
Encryption is only possible when using MSCHAP or MSCHAPY2 as authentication
protocol

r Require IPsec encryplion

@ PSK - Pre-Shared Key
Few:
Fietype key: l—
7 Cerlificate based

Local Identity: | Admin - CH=000F3010FC27

Certificates:

|4 H L

Use chil?shift click ta select multiple certificates.
Touse 1D lists below, you must select 5 T4 certificate,

|dentity List: | [ho list]
10BN LIST | (s

kL




L2TP/PPTP Servers

Name - Specifies a name for
this PPTP/L2TP Server.

Outer IP - Specifies the IP
that the PPTP/L2TP server
should listen on, leave it Blank for
the WAN IP.

Inner IP - Specifies the IP
inside the tunnel, leave it Blank
for the LAN IP.

IP Pool and settings

Client IP Pool - A range,
group or network that the
PPTP/L2TP Server will use as IP

L2TP/PPTP Servers

Add L2TP turnel -

Marme: I
Outer IF: I Elark. ="wah [P

Must be WA I if IPzec encivption is required
Inner 1P I Blank = LAN [P

IP Pool and settings:

Client IP Pool. Ix.x PR R RTATAT
Primay DNG: [T (Optionall
Secondary DMS I— [Dptionall
I3 Use unit's own DNS relayer addresses
Prmay s [ (Optional)
Secondarg WINS I— [Dptional]

address pool to give out IP addresses to the clients from.

Primary/Secondary DNS - IP of the primary and secondary DNS servers.

Primary/Secondary WINS - IP of the Windows Internet Name Service (WINS) servers
that are used in Microsoft environments which uses the NetBIOS Name Servers (NBNS) to

assign IP addresses to NetBIOS names.

Authentication protocol

Specify if, and what
authentication protocol to use,
read more about the different
authentication protocols in the
Authentication Protocol
Introduction chapter.

Authentication protocol:

™ Mo authentication

W pap

¥ chap

I MSCH&P [MPPE enciyption possible]
cd MSCH&Pw2 [MPPE encryption possible]
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MPPE encryption

If MPPE encryption is going to
be used, this is where the
encryption level is configured.

If L2TP or PPTP over IPSec
is going to be used it has to be
enabled and configured to either
use a Pre-Shared Key or a
Certificate.

MPPE encryption:

[ MNone - unencrypted
' aotit
W' gg it
¥ 123 bit [best security)

Encryption iz only pogsible when uging MSCHAP o MSCHAPWZ a3 authentication
pratocal

[ Require IPsec encryption

& PSK - Pre-Shared Key
Key:
Retype key:

© Certificate based

Local |dentity: | Admin - CN=000F 3071 0FC27

Certificates:

Ll

Use chil#shift click to select multiple certificates.
To use D lists below, wou must select a T, certificate.

Idtentity List: [ e st =l




VPN between two networks

In the following example users on the main Branch Office
office internal network can connect to the branch Internal Network
office internal network vice versa. Communication
between the two networks takes place in an
encrypted VPN tunnel that connects the two DFLs Network Security Firewall 1
Network Security Firewall across the Internet. Users
on the internal networks are not aware that when
they connect to a computer on the other network
that the connection runs across the Internet.

As shown in the example, you can use the DFL
to protect a branch office and a small main office.
Both of these DFLs can be configured as IPSec
VPN gateways to create the VPN that connects the
branch office network to the main office network. Network Security Firewall 2

The example shows a VPN between two
internal networks, but you can also create VPNs
between an internal network behind one VPN
gateway and a DMZ network behind another or
between two DMZ networks. The networks at the
ends of the VPN tunnel are selected when you configure the VPN policy.

Main Office
Internal Network

Creating a LAN-to-LAN IPSec VPN Tunnel
Follow these steps to add LAN-to-LAN Tunnel.

Step 1. Go to Firewall and VPN and choose Add new in the IPSec tunnels section.

Step 2. Enter a Name for the new tunnel in the name field. The name can contain
numbers (0-9) and upper and lower case letters (A-Z, a-z), and the special characters -
and _. No other special characters and spaces are allowed.

Step 3. Specify your local network, or your side of the tunnel, for example
192.168.1.0/255.255.255.0, in the Local Net field.

Step 4. Choose authentication type, either PSK (Pre-shared Key) or Certificate-based. If
you choose PSK make sure both firewalls use exactly the same PSK.

Step 5. As Tunnel Type choose LAN-to-LAN tunnel and specify the network behind the
other DFL-200 as Remote Net also specify the external IP of the other DFL-200, this can
be an IP or a DNS name.

Click the Apply button below to apply the change or click Cancel to discard changes.

Repeat this on the firewall on the other site.
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VPN between client and an internal network

In the following example users can connect to Internal Network
the main office internal network from anywhere on
the Internet. Communication between the client and
the internal network takes place in an encrypted

VPN tunnel that connects the DFL and the roaming Network Security Firewall M’_,—
users across the Internet.

The example shows a VPN between a roaming ‘
VPN client and the internal network, but you can
also create a VPN tunnel that uses the DMZ network.
The networks at the ends of the VPN tunnel are
selected when you configure the VPN policy.

Romaing VPN Client

Creating a Roaming Users IPSec VPN Tunnel
Follow these steps to add a roaming users tunnel.

Step 1. Go to Firewall and VPN and choose Add new in the IPSec tunnels section.

Step 2. Enter a Name for the new tunnel in the name field. The name can contain
numbers (0-9) and upper and lower case letters (A-Z, a-z), and the special characters -
and _. No other special characters and spaces are allowed.

Step 3. Specify your local network, or your side of the tunnel, for example
192.168.1.0/255.255.255.0, in the Local Net field. This is the network your roaming VPN
clients should be allowed to connect to.

Step 4. Choose authentication type, either PSK (Pre-shared Key) or Certificate-based. If
you choose PSK make sure the clients use exactly the same PSK.

Step 5. As Tunnel Type choose Roaming User.

Click the Apply button below to apply the change or click Cancel to discard changes.



Adding a L2TP/PPTP VPN Client
Follow these steps to add a L2TP or PPTP VPN Client configuration.

Step 1. Go to Firewall and VPN and choose Add new PPTP client or Add new L2TP
client in the L2TP/PPTP Clients section.

Step 2. Enter a Name for the new tunnel in the name field. The name can contain
numbers (0-9) and upper and lower case letters (A-Z, a-z), and the special characters -
and _. No other special characters and spaces are allowed.

Step 3. Enter the username and password for the PPTP or L2TP Client.

Step 4. Specifies if the IP should be received from the server or if one should be specified.
Should be left blank in most scenarios.

Step 5. Specify the Remote Gateway; this should be the IP of the L2TP or PPTP Server
you are connecting to.

Step 6. If you are using IPSec encryption for the L2TP or PPTP Client choose
authentication type, either PSK (Pre-shared Key) or Certificate-based.

Click the Apply button below to apply the change or click Cancel to discard changes.

Adding a L2TP/PPTP VPN Server
Follow these steps to add a L2TP or PPTP VPN Server configuration that listens on the WAN

IP.

Step 1. Go to Firewall and VPN and choose Add new PPTP server or Add new L2TP
server in the L2TP/PPTP Server section.

Step 2. Enter a Name for the new tunnel in the name field. The name can contain
numbers (0-9) and upper and lower case letters (A-Z, a-z), and the special characters -
and _. No other special characters and spaces are allowed.

Step 3. Specify the Client IP Pool; this should be a range of unused IP’s on the LAN
interface that should be handed out to the L2TP or PPTP Clients.

Step 4. If you are using IPSec encryption for the L2TP or PPTP Client choose
authentication type, either PSK (Pre-shared Key) or Certificate-based.

Click the Apply button below to apply the change or click Cancel to discard changes.
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VPN - Advanced Settings

Advanced settings for a VPN tunnel is used when one need change some characteristics
of the tunnel when using for example trying to connect to a third party VPN Gateway. The
different settings to set per tunnel is the following:

Limit MTU
Whit this setting it's possible to limit the MTU (Max Transferable Unit) of the VPN tunnel.

IKE Mode

Specify if Main mode IKE or Aggressive Mode IKE should be used when establishing
outbound VPN Tunnels. Inbound main mode connections will always be allowed. Inbound
aggressive mode connections will only be allowed if this setting is set to aggressive mode.

IKE DH Group

Here it's possible to configure the Diffie-Hellman group to 1 (modp 768-bit), 2 (modp 1024-
bit) or 5 (modp 1536-bit).

PFS - Perfect Forward Secrecy

If PFS, Perfect Forwarding Secrecy, is enabled, a new Diffie-Hellman exchange is
performed for each phase-2 negotiation. While this is slower, it makes sure that no keys are
dependent on any other previously used keys; no keys are extracted from the same initial
keying material. This is to make sure that, in the unlikely event that some key was
compromised; no subsequent keys can be derived.

NAT Traversal
Here it's possible to configure how the NAT Traversal code should behave.

Disabled - The firewall does not send the Vendor ID's that include NAT-T support when
setting up the tunnel.

On if supported and need NAT - Will only use NAT-T if one of the VPN gateways is
NATed.

On if supported - Always tries to use NAT-T when setting up the tunnel.

Keepalives
No keepalives — Keep-alive is disabled.

Automatic keepalives - The firewall will send ICMP pings to IP Addresses automatically
discovered from the VPN Tunnel settings.

Manually configured IP addresses - Configure the source and destination IP addresses
used when sending the ICMP pings



Proposal Lists

To agree on the VPN connection parameters, a negotiation process is performed. As the
result of the negotiations, the IKE and IPSec security associations (SAs) are established. As
the name implies, a proposal is the starting point for the negotiation. A proposal defines
encryption parameters, for instance encryption algorithm, life times etc, that the VPN gateway
supports.

There are two types of proposals, IKE proposals and IPSec proposals. IKE proposals are
used during IKE Phase-1 (IKE Security Negotiation), while IPSec proposals are using during
IKE Phase-2 (IPSec Security Negotiation).

A Proposal List is used to group several proposals. During the negotiation process, the
proposals in the proposal list are offered to the remote VPN gateway one after another until a
matching proposal is found.

IKE Proposal List

Cipher — Specifies the encryption algorithm used in this IKE proposal. Supported
algorithms are AES, 3DES, DES, Blowfish, Twofish and CAST128.

Hash — Specifies the hash function used to calculate a check sum that reveals if the data
packet is altered while being transmitted. MD5 and SHA1 are supported algorithms.

Life Times — Specifies in KB or seconds when the security associations for the VPN
tunnel need to be re-negotiated.

IPSec Proposal List

Cipher — Specifies the encryption algorithm used in this IPSec proposal. Supported
algorithms are AES, 3DES, DES, Blowfish, Twofish and CAST128.

HMAC - Specifies the hash function used to calculate a check sum that reveals if the data
packet is altered while being transmitted. MD5 and SHA1 are supported algorithms.

Life Times — Specifies in KB or seconds when the security associations for the VPN
tunnel need to be re-negotiated.
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Certificates

A certificate is a digital proof of identity. It links an identity to a public key in a trustworthy
manner. Certificates can be used to authenticate individual users or other entities. These
types of certificates are commonly called end-entity certificates.

Before a VPN tunnel with certificate based authentication can be set up, the firewall needs
a certificate of its own and that of the remote firewall. These certificates can either be self-
signed certificates, or issued by a CA.

Trusting Certificates

When setting up a VPN tunnel, the firewall has to be told whom it should trust. When using
pre-shared keys, this is simple. The firewall trusts anyone who has the same pre-shared key.

When using certificates, on the other hand, you tell the firewall that it can trust anyone
whose certificate is signed by a given CA. Before a certificate is accepted, the following steps
are taken to verify the validity of the certificate:

e Construct a certification path up to the trusted root CA.
e Verify the signatures of all certificates in the certification path.

e Fetch the CRL for each certificate to verify that none of the certificates have been
revoked.

Local identities

This is a list of all the local identity certificates that can be used in VPN tunnels. A local
identity certificate is used by the firewall to prove its identity to the remote VPN peer.

To add a new local identity certificate, click Add new. The following pages will allow you to
specify a name for the local identity, and upload the certificate and private key files. This
certificate can be selected in the Local Identity field on the VPN page.

This list also includes a special certificate called Admin. This is the certificate used by the
web interface to provide HTTPS access.

Note: The certificate named Admin can only be replaced, not deleted or renamed. This is
used for HTTPS access to the DFL-200.

Certificates of remote peers
This is a list of all certificates of individual remote peers.

To add a new remote peer certificate, click Add new. The following pages will allow you to
specify a name for the remote peer certificate and upload the certificate file. This certificate
can be selected in the Certificates field on the VPN page.

Certificate Authorities

This is a list of all CA certificates. To add a new Certificate Authority certificate, click Add
new. The following pages will allow you to specify a name for the CA certificate and upload
the certificate file. This certificate can be selected in the Certificates field on the VPN page.



Note: If the uploaded certificate is a CA certificate, it will automatically be placed in the
Certificate Authorities list, even if Add New was clicked in the Remote Peers list. Similiarly, a
non-CA certificate will be placed in the Remote Peers list even if Add New was clicked from
the Certificate Authorities list.

Identities

This is a list of all the configured Identity lists. An Identity list can be used on the VPN
page to limit inbound VPN access from this list of known identities.

Normally, a VPN tunnel is established if the certificate of the remote peer is present in the
Certificates field in the VPN section, or if the remote peer's certificate is signed by a CA
whose certificate is present in the Certificates field in the VPN section. However, in some
cases it might be necessary to limit who can establish a VPN tunnel even among peers
signed by the same CA.

The Identity list can be selected in the Identity List field on the VPN page.

If an Identity List is configured, the firewall will match the identity of the connecting remote
peer against the Identity List, and only allow it to open the VPN tunnel if it matches the
contents of the list.

If no Identity List is used, no identity matching is done.
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Content Filtering

DFL-200 HTTP content filtering can be configured to scan all HTTP content protocol
streams for URLs or for web page content.

You can configure URL blacklist to block all or just some of the pages on a website. Using
this feature you can deny access to parts of a web site without denying access to it
completely.

The HTTP content filter can also be configured to strip contents like ActiveX, Flash and
cookies.

There is also a URL whitelist for URLs that should be excluded from all Content Filtering.

To have the URL white/black list match entire sites, you will most likely want to use
wildcards before and after the host names, e.g. "example.com/*". However, this will also
trigger on e.g. "myexample.com/", so you may want to split it up in two patterns, e.g.
"example.com/*" and "*.example.com/*", to catch the domain name by itself as well as
variants with prefixed host names ("www.") without having the filter trigger on domains ending
with the same text.

Note: For HTTP URL filtering to work, all HTTP traffic needs to go trough a policy using a
service with the HTTP ALG, which is the case for the "http-outbound" service by default.

Also note that the HTTP content filter cannot examine HTTPS (encrypted) connections
due to their encrypted nature. If you wish to block access to HTTPS sites, you will need to
configure rules in the firewall policy to block access to port 443 (https) on the IP addresses in
question.

Active content handling

Active content handling can be enabled or disabled by checking the checkbox before each
type you would like to strip. For example to strip ActiveX and Flash enable the checkbox
named Strip ActiveX objects. It is possible to strip ActiveX, Flash, Java, JavaScript and
VBScript. It is also possible to block cookies.



Edit the URL Global Whitelist

D-Link

Follow these steps to
add or remove a url.

Step 1. Go to
Firewall and Content
Filtering and choose
Edit global URL
whitelist

Step 2. Add/edit or
remove the URL that
should never be
checked with the
Content Filtering.

Click the Apply
button below to apply
the change or click
Cancel to discard
changes.

Building Networks for People

\.

Policy

Port Mapping

Users

Schedules

w

1EEIE

ervices

VPN

Cerfificates

i/

DFL-200

Network Security Firewall

[ system [T

Servers Tools

Status Help

HTTP Content Filtering
Edit Destination URL Global \w/hitelist

Blank lines are ignered. Lines beginning with "#" are alsa ignored.

To allow access to & whale domain, use =.3. ™ safesite.com/™. Nate the ending slash, which protects against
someane setting Up &g, "W safesite, com dyndnsprovider. net" as an alis for an otherwise disalloned site

 osess to stes that are mportant for software updates and
# renuie cookies / sciipts

dHlink, com/™
* dhlink._com/

dlink_com
. diink.com/™

dHlink, com. b
* dhlink.com be®

dlink_com b
*.dlink. com.bw/*

microsoft, coms™
* microsoft. com/™

9 9O

Apply Cancel Help
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Edit the URL Global Blacklist
Follow these steps to A
D-Link

add or remove a url.
Building Networks for People

Step 1. Go to
Firewall and Content
Filtering and choose
Edit global URL HTTP Content Filtering

Edit Destination URL Global Blackist

b|aCk| ISt Policy The URL blacklist can be used to deny access to complete sites, to file twpes by extension, of to URLs with

certain words in them,
Step 2. Add/edit or

DFL-200
Network Security Firewall

m LGB Servers  Tools  Stalus Help

Use e.0. "™example.org/™ to disallow access to an entire site.

L Blank i d i b ith """ d.
remove the URL that i s and e g with " 13 s
should be checked Users e Excmple for booking all sopess (03 nhol st -
. #
with the Content ¢ cuamplecon
Filtering. Schedules 01 ashon vttt s r ke f ki st o

4 names end with the same text

Click the Apply e § s con
button below to apply

G
=
[~ |
—

the change or click VPN
Cancel to discard Doy azssss o ety dongers s pes
changes_ 1 Malcious executables can be cowrloaded by explits
=
Content Fittering

NOte: For HTTP ;ip""com - probably not a good idea given the .com TLD
URL fllterlng to work, all # Maiicious soripts Gan be downloaded by explaits =
HTTP traffic needs to go
trough a policy using a OI ca’.’e‘ 9
service with the HTTP Aeply Cancel Help
ALG.




Active content handling

Active content handling can be enabled or disabled by checking the checkbox before each
type you would like to strip. For example to strip ActiveX and Flash enable the checkbox
named Strip ActiveX objects. It's possible to strip ActiveX, Flash, Java, JavaScript and
VBScript, it's also possible to block cookies.

Note: For HTTP URL filtering to work, all HTTP traffic needs to go trough a policy using a
service with the HTTP ALG.
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Servers

DHCP Server Settings

The DFL-200 contains a DHCP server; DHCP (Dynamic Host Configuration Protocol) is a
protocol that lets network administrators to automatically assign IP numbers to computers on

a network. The DFL-200 .
D.I‘lnk DFL-200

DHCP Server helps to
Network Security Firewall

minimize the work Building Networks for People
necessary to administer
a network, as there is

no need for another System  Firewall BREVEGER Tools  Status Help

DHCP Server / Relaying Settings

server running DHCP _
Server software. DHCP server / relaying settings for LAN interface:

—_— " No DHCP pracessin
The DFL-ZOO DHCP Theumlw\lrignureDHEF’requeslshealdunthismterlace
Server only implements

® Use built-in DHCP Server:

a SUbset Of the DHCP IP Span: |152.168.1.100 - 192.168.1.200
protocol necessary to NS Severs: [
serve a small network, T feptional
these are: ¥ Use units mun DNS relayer addresses
WING Servers: [~ foplionall
° |P address loptianall

WwINS servers are used for name resolution in windows networks.

Domsin name: foptional)

e Netmask
Lease ime: | 1how  _x

° Subnet The gateway will be sst o the |P address of the recsiving interface.
' Relay DHCP requests to other DHCP server:

e Gateway semertP: [

address

9 90O

o DNS Apply Cancel Help

Servers Avalable nterfaces
e WINS a

Servers o
e Domain

name

The DFL-200 DHCP
Server assigns and manages IP addresses from specified address pools within the firewall to
the DHCP clients.

Note: Leases are remembered over a re-configure or reboot of the firewall.

The DFL-200 also includes a DHCP Relayer. A DHCP relayer is a form of gateway
between a DHCP Server and its users. The relayer intercepts DHCP queries from the users
and forwards them to a DHCP server while setting up dynamic routes based on leases. This
enables the firewall to keep an accurate routing table based on active users and protects the
DHCP server to some degree among other things.

Note: There can only be one DHCP Server or DHCP Relay configured per interface.



Enable DHCP Server

To enable the DHCP Server on an interface, click on Servers in the menu bar, and then
click DHCP Server below it.

Follow these steps to enable the DHCP Server on the LAN interface.
Step 1. Choose the LAN interface from the Available interfaces list.
Step 2. Enable by checking the Use built-in DHCP Server box.

Step 3. Fill in the IP Span, the start and end IP for the range of IP addresses that the DFL-
200 can assign.

Step 4. Fill in the DNS servers DHCP server will assigns to the clients, at least one should
be provided. If the DNS relayer is configured the DHCP server can assign those.

Step 5. Optionally type in the WINS servers the DHCP server assigns to the clients.
Step 6. Optionally type in the domain that the DHCP server assigns to the clients.

Step 7. Choose for how long the DHCP server will give out leases before the client have
to renew them.

Click the Apply button below to apply the setting or click Cancel to discard changes

Enable DHCP Relay

To enable the DHCP Relay on an interface, click on Servers in the menu bar, and then
click DHCP Server below it.

Follow these steps to enable the DHCP Relayer on the LAN interface.
Step 1. Choose the LAN interface from the Available interfaces list.
Step 2. Enable by checking the Relay DHCP Requests to other DHCP server box.

Step 3. Fill in the IP of the DHCP Server; note that it should be on another interface then
where the DHCP request is coming from, i.e. a server on the DMZ.

Click the Apply button below to apply the setting or click Cancel to discard changes

Disable DHCP Server/Relayer

To disable the DHCP Server on an interface, click on Servers in the menu bar, and then
click DHCP Server below it. Here click on the interface that you want to disable the DHCP
server or relayer on.

Follow these steps to disable the DHCP Server or Relayer on the LAN interface.
Step 1. Choose the LAN interface from the Available interfaces list.
Step 2. Disable by checking the No DHCP processing box.

Click the Apply button below to apply the setting or click Cancel to discard changes
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DNS Relayer Settings

Click on Servers in the menu bar, and then click DNS Relay below it. The DFL-200
contains a DNS relayer that you can be configured to relay DNS queries from the internal LAN
to the DNS servers used by the firewall itself.

D-Link DFL-200

Building Networks for People X
Network Security Firewall

System Firewall BEEVER Tools  Status Help

DNS Relay

The DNS Relaper can provide DMS service on up to two fised local IP addresses.
| DHCP Server These can be used a3 DNS servers by computers on the LAN,
W' Enable DNS Relayer

DNS Rel IP Address 1:
| elay
W' Use address of LAN interface

IPAddress 20 192 168.1.2 [optional]

The requests will be relayed ta the DNS servers that thiz unit itself uses.

9 90

Apply Cancel Help

Enable DNS Relayer
Follow these steps to enable the DNS Relayer.

Step 1. Enable by checking the Enable DNS Relayer box.
Step 2. Enter the IP numbers that the DFL-200 should listen for DNS queries on.

Note: If “Use address of LAN interface” is checked, you don’t have to enter an IP in IP
Address 1 as the firewall will know what address to use.

Click the Apply button below to apply the setting or click Cancel to discard changes.



Disable DNS Relayer
Follow these steps to disable the DNS Relayer.
Step 1. Disable by un-checking the Enable DNS Relayer box.
Click the Apply button below to apply the setting or click Cancel to discard changes.
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Tools

Ping
Click on Tools in the menu bar, and then click Ping below it. This tool is used to send a

specified number of ICMP Echo Request packets to a given destination. All packets are sent
in immediate succession rather than one per second. This behavior is the best one suited for

diagnosing connectivity problems.

D-Link DFL-200

Building Networks for People =
Network Security Firewall

System Firewall Servers [ (11} M

Ping

IP Address: I
Mumber of packets: |4 'I

Packet size: |32 =

9 9O

Reset Apply Cancel Help

Upgrade

e [P Address — Target IP to send the ICMP Echo Requests to.
e Number of packets — Number of ICMP Echo Request packets to send, up to 10.

e Packet size — Size of the packet to send, between 32 and 1500 bytes.



Ping Example

In this example, the IP Address is 192.168.10.1 the Number of packets is five, after
clicking on Apply the firewall will start to send the ICMP Echo Requests to the specified IP.
After a few seconds the result will be shown, in this example only four out of five packets was
received back, a 20% packet loss, and the average time for the packets to travel to and from
the specified IP was 57 ms.

Resultz of pinging 192.168.10.1
Seq Roundinp TTL

1 50 mz 236
2 70 mz 236
3 60 mz 236
5 50 mz 236

b packets tranzmitted, 4 packets received, 20% packet loss.
Fiound trip time average: 57 ms.

Dynamic DNS

The Dynamic DNS (require Dynamic DNS Service) allows you to alias a dynamic IP
address to a static hostname, allowing your device to be more easily accessed by specific
name. When this function is enabled, the IP address in Dynamic DNS Server will be
automatically updated with the new IP address provided by ISP.

Click DynDNS in the Tools menu to enter Dynamic DNS configuration.

The firewall provides a list of a few predefined DynDNS service providers; users have to
register with one of these providers before trying to use this function.

Add Dynamic DNS Settings
Follow these steps to enable Dynamic DNS.

Step 1. Go to Tools and DynDNS.

Step 2. Choose what Dynamic DNS service you would like to use, and fill in the needed
information, username and password in all cases and domains in all but cjb.net.

Click the Apply button below to apply the setting or click Cancel to discard changes.
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Backup

Click on Tools in the
menu bar, and then
click Backup below it. Building Networks for People
Here a administrator
can backup and restore
the configuration. The
configuration file stores

D-Link DFL-200

Network Security Firewall

System  Firewall Servers BR[TH M

Backup / Restore

System SettlngS, IP Backup unit's configuration
addresses of Firewall's By cicking "Download configuralion”, you wil receive o package fil containing the units entire
. configuration. This can later be upladed o the unit to restare the configuration,
network interfaces, | Backup Donlosd configaation
address table, service
table, IPSec settings, -
port mapplng and Restare unit's configuration
olicies. When the "Upgrade Tarestore an old configuration, you can upload 5 previously downloaded backup fle
p =2 Browse. i

configuration process is

Upload configuration
completed, system Dketeotion|
administrator can O
download the Help

configuration file into

local disc as a backup.
System Administrators
can restore the firewall’s configuration file with the one stored on disc.

Exporting the DFL-200’s Configuration
Follow these steps to export the configuration.

Step 1. Under the Tools menu and the Backup section, click on the Download
configuration button.

Step 2. When the File Download pop-up window appears, choose the destination place in
which to save the exported file. The Administrator may choose to rename the file if
preferred.

Restoring the DFL-200’s Configuration
Follow these steps to restore the configuration.

Step 1. Under the Tools menu and the Backup section, click on the Browse button next
to the empty field. When the Choose File pop-up window appears, select the file to which
contains the saved firewall settings, then click OK.

Step 2. Click Upload Configuration to import the file into the Firewall.



Restart/Reset

D-Link

DFL-200

Building Networks for People -
Network Security Firewall

w System Firewall Servers BR[T1 M

Restart / Reset

HESta[t
= Quick restart - reset interfaces and re-read configuration
 Full restart - restart from power-on state

Restart unit |

Reset

M Rezet ta factary defaults
Upgrade

*Y'ou can restore the unit to factory defaults. This means that all configuration parameters will be wiped, and
all firmweare upgrades removed.

On the nest start-up, itz LAM 1P address will be 192.168.1.1, and the web GUI will begin with the setup
wizard. It will not accept connections on any interface other than the LAN interface.

Fieset to Factory Defaults

o

Help

Restarting the DFL-200
Follow these steps restart the DFL-200.

Step 1. Choose if you want to do a quick or full restart.

Step 2. Click Restart Unit and the unit will restart.
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Restoring system settings to factory defaults

Use the following procedure to restore system settings to the values set at the factory.
This procedure will possibly change the DFL-200 firmware version to lower version if it has
been upgraded.

This procedure deletes all of the changes that you have made to the DFL-200
configuration and reverts the system to its original configuration including resetting interface
addresses.



ollow these steps reset the DFL-200 to factory default.

Step 1. Under the Tools menu and the Reset section, click on the Reset to Factory
Defaults button.

Step 2. Click OK in the dialog to reset the unit to factory default, or press Cancel to cancel.

You can restore your system settings by uploading a previously downloaded system
configurations file to the DFL-200 if a backup of the device has been done.
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Upgrade
The DFL-200’s

software, IDS D-Link

signatures and system Building Networks for People DFL-200
parameters are all Network Security Firewall
stored on a flash
memory card. The flash
memory card is re-
writable and re-readable.

System  Firewall Servers B[ m

Upgrade
Upgrade unis fimwars

Toupgrade the unit's fimware, download the fimware upgrade: from the D-Link support web site and place

it on pour hard drive.
Upgrade ==
pg When the fimware is availsble, use this form to upload the new fimware to the urit. The unit wil

automatically be restarted to activate the new firmware.

Firmware _—

To upgrade the Upload fimwsre imege
firmware first download I Upgrude
the correct firmware
image from D-Link. After

Uparade unit's signature-databaze

having the newest e o o 26 M SN b3t e ok
version of software, When the signature il is available, use this form ta upload it ta the unit. &fter the new signalure-database
please Store It on the has been verfied. the unit wil automatically be restarted to activate the changes.

hard disk, then connect [ Bt

to the firewall’s WebUI, _Upoad signaur delabase |

enter Upgrade on the 0

Tools menu, click
Browse and choose the
file name of the newest
version of the firmware,
then click Upload
firmware image.

Help

The updating process won’t overwrite the system configuration, so it is not necessary but still
a good idea to backup it before upgrading the software.

Upgrade IDS Signature-database

To upgrade the signature-database first download the newest IDS signatures from D-Link.
After having the newest version of software connect to the firewall's WebUI, enter Upgrade
on the Tools menu, click Browse in the Upgrade Unit’s signature-database section and
choose the file name of the newest version of the IDS signatures, then click Upload
signature database.



Status

In this section, the DFL-200 displays the status information about the Firewall.

Administrator may use Status to check the System Status, Interface statistics, VPN,
connections and DHCP Servers.

System

Click on Status in the menu bar, and then click System below it. A window will appear
providing some information about the DFL-200.

D-Link

Building Networks for People

Uptime — The time
the firewall have been
running, since the last
reboot or start.

CPU Load -

DFL-200
Network Security Firewall

System  Firewall Servers Tools [0 (T m

Percentage of cpu used. - s
ystem Status
connections - Uptime: 01 days, 00:11:24
Configuration: \;yal“s:jr:n“lr;lla”sé;h{aung%d;t 2004-05-04 13:18:01

Number_ of current - g
connections trough the Connections: @ oul of 3000 [0.3%)

. Firmwvare wersion: 1.20.00-PRE0OD2
firewall. VPN Last restart Unknown reason [shutdown bt is empty)

105 Signatures: Last changed at 20031219 03:01:15
Firmware version —
The firmware version

Cennections CPU load over the past 24 hours

100z

illl

running on the firewall. " bHce server o
Last restart — The Tlogging .
reason for the last 24 o e
tart State table usage over the past 24 hours
restart. .
IDS Signatures — n
The IDS signature |
. ]
versions. 24 hus a0 o
There are also two o

Help

graphs on this page,
one showing the CPU
usage during the last 24
hours. The other one is
showing the state table usage during the last 24 hours.
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Interfaces

Click on Status in the menu bar, and then click Interfaces below it. A window will appear
providing information about the interfaces in the DFL-200. By default information about the
LAN interface will be show, to see another one click on that interface (WAN or DMZ).

Interface — Name of

the interface shown, D'Link DFL-200

Building Networks for Peapl
LAN, WAN or DMZ. sk aticy Network Security Firewall

Link status —
Displays what link the “;:? System Firewall Servers Tools MESCATER Help |
current interface has, torone Stoue
the speed can be 10 or - ot LA el D
100 Mbps and the N
duplex can be Half or P Address: 10.4.15.200

Link status:
Fu” MAC Address: 1000:0057:58a2
]T Send rate: 3kbps

M AC Address _ Receive rate: 305 kbps
MAC address of the Send rate over the past 24 hours
interface. m|

P

Send rate — Current 10kbee

amount of traffic sent ne— Okbps 1
. Logging i g0 o
trough the interface.
Receive rate over the past 24 hours

Receive rate — sookeps |
Current amount of traffic .
received troughthe | |
interface. Do L

There are also two o

. . Help

graphs displaying the
send and receive rate
trough the interfaces

during the last 24 hours.



VPN

Click on Status in the menu bar, and then click Interfaces below it. A window will appear
providing information about the VPN connections done in the DFL-200. By default information
about the first VPN tunnel will be show, to see another one click on that VPN tunnels name.

The two graphs
display the send and »
receive rate trough the D'Llnk DFL-200
selected VPN tunnel Building Networks for People Network Security Firewall
during the last 24 hours.

System Firewall Servers Tools RES{I(TH m

VPN Status

On this example a
tunnel named
Roamingusers is WPN Turneks: wpntunvel] wontunrel? RoamingUsers
selected, this is a tunnel Sysiem
that allows roaming
users. So under the
IPSec SA listing each =

. VPN . I I I
roaming user_connected LT
to this tunnel is shown. 24 ago il

Send rate over the past 24 hours

E—
Interfaces 500 kbps

[ f

Connections
Receive rate over the past 24 hours

il

DHCP Server 20 kbps
100 kbps
Logging
0kbps
24 hrs ago now
Q
Help
IPsec S4s for VPN tunnel RoamingUsers: (st IKE S4s)
Gateway Local Net Remote Net
1721607 192168.1.0/24 1721607 [Close]
17216011 192.168.1.0/24 17216011 [Close]
17216015 192.168.1.0/24 17216015 [Close]
17217023 1921681.0/24 17217.023 [Close]
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Connections

Click on Status in
the menu bar, and then
click Connections

D-Link

Building Networks for People

DFL-200

h ’ . Network Security Firewall
below it. A window will
o oy
information about the o System  Firewall Servers Tools RS~ m
content of the state s Tty e
P Adess:
Shows the last 100 == e [ E
connections opened IPPuoocel [y =]
through the firewall. VPN P [ r
Connections are created 9 O
when traffic is permitted | e Apply  Help
to pass Via the 0|iCieS. State table contents [max 100 ertries)
P P State Proto Source Destination Timeout
Each connection has  puss— R s
two timeout values, one logging FNROD  TOP LAN-1D40345756  corel0.41520080 0
in each direction. These FNROVD  TCP LAN:1040.845767  corerl0.415.20080 0
FIN_RCVD TCR LA&N:10.4.0.9 45758 core10.415.200:80 ]
gre updated'when the FNROVD  TCP LANID4DGA5753 corerl0.415.20080 0
firewall receives packets FIN_RCYD TP LAN:10.4.0.9:45760 core10.4.15.20080 0
from each end of the FIN_RCVD  TCP LAN:10.4.0.3.45761 core:10.4.15.200:80 3
X FIN_RCVD  TCP LAN-ID40.345762  corerl0.41520080 2
connection. The value FIN_RCVD  TCP LAN-1D40345763  corel0.41520080 2
shown in the Timeout FIN_RCVD TCP LAN:10.4.0. 846764 core10.415.200:80 42
H FIN_RCYD TCR L&N:10 4.0.9 45765 core10.415.200:80 ES
column is the lower of FN_ADVD  TCP LAN:OA0.945765  corerl0.415.20080 65
the two values. TCP_OPEN  TCP LAN:10.4.0.345767 corer10.4.15.200:80 262144
Possible values in
the State column

include: TPC_CLOSE,
TCP_OPEN, SYN_RECV, FIN_RECV and so on.

The Proto column can have:

TCP - The connection is a TCP connection

PING - The connection is an ICMP ECHO connection

UDP - The connection is a UDP connection

RAWIP - The connection uses an IP protocol other than TCP, UDP or ICMP

The Source and Destination columns show from what ip and port on the source interface
is the connection, and to what interface with what port number is the connection to.



DHCP Server

Click on Status in the menu bar, and then click DHCP Server below it. A window will
appear providing information about the configured DHCP Servers. By default information
about the LAN interface
will be show, to see

another one click on that D_Link
DFL-200

Interface' Building Networks for People
Network Security Firewall

Interface — Name of
the interface the DHCP .
Server is running on. System  Firewall Servers  Tools L (T m

o DHCP Server Status
IP Span - Displays Interface: LAN WPNTunnell
the configured ranges of Mietace LN
’ i Interfaces e
IP’s that are given out as 1P Span: 1921881100 - 192168.1.200
DHCP leases. — Usege: 157 [ —
VPN
Usage — Display how Ho
X — lelp
much of the IP range is Connections E—
give out to DHCP clients. fn s omoeen s
B el 1, 23 mirutes nd leaze]
= 192.168.1.101 0020:e0 24567 2 hrs, 12 minutes End leaze]
ACtIve Ieases are the 192.168.1.103 0020:e012:5678 B hrs, 55 minutes End lease]
current Computers using Logging 1921681104 0020:e012:6783 9 brs, 47 minutes T
this DHCP server. It is
also possible tO end a Inactive leases [will be replaced if the ponl is full]
IP Address MAC Addiess
com pute rs lease from 192.168.1.102 0020:e012:789 Foraet mapping]
here by clicking on End
lease after that IP.

Inactive leases are
leases that are not currently in use but have been used by a computer before, that computer
will get that lease the next time it is on the network. If there is no free IP in the pool these IP’s
will be used for new computers.
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Logging
Click on Status in the menu bar, and then click Logging below it. A window will appear
showing the internal log if the DFL-200. It will show the last 500 records logged.

Users

Click on Status in the menu bar, and then click Users below it. A window will appear
providing user information.

Currently authenticated users — users logged in using HTTP/HTTPS authentication,
users logged in on PPTP and L2TP servers will be listed here. Users can be forced to log out
by clicking logout.

Currently recognized privileges — all users and groups that are used in policies are
listed here. These users and groups will be able to use HTTP and HTTPS authentication.

Interfaces where authentication are available — here all interfaces where HTTP and
HTTPS authentication is possible is listed.



How to read the logs

Although the exact format of each log entry depends on how your syslog recipient works,
most are very much alike. The way in which logs are read is also dependent on how your
syslog recipient works. Syslog daemons on UNIX servers usually log to text files, line by line.

Most syslog recipients preface each log entry with a timestamp and the IP address of the
machine that sent the log data:

Oct 20 2003 09:45:23 gateway

This is followed by the text the sender has chosen to send. All log entries from DFL-200
are prefaced with "EFW:" and a category, e.g. "DROP:"

Oct 20 2003 09:45:23 gateway EFW: DROP:

Subsequent text is dependent on the event that has occurred.

USAGE events

These events are sent periodically and provide statistical information regarding
connections and amount of traffic.

Example:

Oct 20 2003 09:45:23 gateway EFW: USAGE: conns=1174 if0=core ip0=127.0.0.1
tp0=0.00 if1=wan ip1=192.168.10.2 tp1=11.93 if2=lan ip2=192.168.0.1 tp2=13.27 if3=dmz
ip3=192.168.1.1 tp3=0.99

The value after conns is the number of open connections trough the firewall when the
usage log was sent. The value after tp is the throughput through the firewall at the time the
usage log was logged.

DROP events

These events may be generated by a number of different functions in the firewall. The
most common source is probably the policies.

Example:

Oct 20 2003 09:42:25 gateway EFW: DROP: prio=1 rule=Rule_1 action=drop recvif=wan
srcip=192.168.10.2 destip=192.168.0.1 ipproto=TCP ipdatalen=28 srcport=3572 destport=135
tcphdrlen=28 syn=1

In this line, traffic from 192.168.10.2 coming from the WAN side of the firewall, connecting
t0 192.168.10.1 on port 135 is dropped. The protocol used is TCP.

CONN events

These events are generated if auditing has been enabled.
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One event will be generated when a connection is established. This event will include
information about protocol, receiving interface, source IP address, source port, destination
interface, destination IP address and destination port.

Open Example:

Oct 20 2003 09:47:56 gateway EFW: CONN: prio=1 rule=Rule_8 conn=open
connipproto=TCP connrecvif=lan connsrcip=192.168.0.10 connsrcport=3179 conndestif=wan
conndestip=64.7.210.132 conndestport=80

In this line, traffic from 192.168.0.10 on the LAN interface is connecting to 64.7.210.132 on
port 80 on the WAN side of the firewall (internet).

Another event is generated when the connection is closed. The information included in the
event is the same as in the event sent when the connection was opened, with the exception
that statistics regarding sent and received traffic is also included.

Close Example:

Oct 20 2003 09:48:05 gateway EFW: CONN: prio=1 rule=Rule_8 conn=close
connipproto=TCP connrecvif=lan connsrcip=192.168.0.10 connsrcport=3179 conndestif=wan
conndestip=64.7.210.132 conndestport=80 origsent=62 termsent=60

In this line, the connection in the other example is closed.



Step by step guides

In the following guides example IPs, users, sites and passwords are used. You will have to
exchange the |IP addresses and sites to your own. Passwords used in these examples are not
recommended for real life use. Passwords and keys should be chosen so that they are
impossible to guess or find out by eg a dictionary attack.

In these guides for example Firewall->Users will mean that Firewall first should be
selected from the menu at the top of the screen,

stem BT Serv

and than the Users button to the left of the screen.

| usen
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LAN-to-LAN VPN using IPsec

Main office

Branch office
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Settings for Branch office
1. Setup interfaces, System->Interfaces:

WAN IP: 193.0.2.10
LAN IP: 192.168.4.1, Subnet mask: 255.255.255.0

2. Setup IPsec tunnel, Firewall->VPN:

Under IPsec tunnels click Add new

YPH Tunnels

Add IPzec tunnel ;

Mame: |taM ainOffice

Local Met: [132.168.4.0/24

Authentication:

@ PSEK - Pre-Shared key
PSE:
Retype PSE:

HERRHHHHRK

HERRHHHHRK

Name the tunnel ToMainOffice
Local net: 192.168.4.0/24



PSK: 1234567890 (Note! You should use a key that is hard to guess)
Retype PSK: 1234567890

@ LAM-to-LAN tunnel

Remote Met: [192.168.1.0/24

Remote G ateway [194.0.2.20

The gateway can be a numerncal [P addresz, DS name, or
range of IF addrezses for roaming / NAT ed gateways.

Froute; lm Automatically add a route for the remote network.
Froxp ARP: [ Publish remate network on all interfaces via Prosy ARP.

IKE Sauth client I—I F‘asi uzermame and pazswaord to peer via IKE #buth, if the remote gateway
requires it.

Fhuth Usermame:

Fhuth Pazsward:

Select Tunnel type: LAN-to-LAN tunnel
Remote Net: 192.168.1.0/24
Remote Gateway: 194.0.2.20

Enable Automatically add a route for the remote network
Click Apply

3. Setup policies for the new tunnel, Firewall->Policy:

Click Global policy parameters

Firewall Policy

Edit global policy parameters:

Fragrents: p Drop all fragmented packets
Kinirum TTL: |3

WPN: W] Allow all VPN traffic: intemal-»VPN, WPN-sintemal and WPN->WPN.

Enable Allow all VPN traffic: internal->VPN, VPN->internal and VPN->VPN
Click Apply
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4. Click Activate and wait for the firewall to restart

Changes:

I Activate ]

Settings for Main office

1. Setup interfaces, System->Interfaces:
WAN IP: 193.0.2.20
LAN IP: 192.168.1.1, Subnet mask: 255.255.255.0

2. Setup IPsec tunnel, Firewall->VPN:

Under IPsec tunnels click add new

Add IPzec tunnel ;

Mame: |toBranchiifice

Local Met [192.168.1.0/24

Authentication:

@ P5K - Pre-Shared Key

EEEER PRI

PSE:
Fetype PSE.

EEEER PRI

Name the tunnel ToBranchOffice

Local net: 192.168.1.0/24

PSK: 1234567890 (Note! You should use a key that is hard to guess)
Retype PSK: 1234567890



@ LAN-to-LAN tunnel

Remote Met: [192.168.4.0/24

Femote Gateway: |‘|E|4_I:I,2.‘I 1]

The gateway can be a numencal [P address, DMS name, or
range of IP addrezses for roaming A NAT ed gateways.

Route: Im Autarmatically add a route for the remate netwark.
Prowp ARP: [ Publizh remote network o all interfaces via Prosy ARP.

IKE Auth client h F‘asi uzermame and pazsword to peer via IKE #auth, if the remate gateway
reguires it.

Fauth Username:
Fhuth Pazsward:

Select Tunnel type: LAN-to-LAN tunnel

Remote Net: 192.168.4.0/24

Remote Gateway: 194.0.2.10

Enable “Automatically add a route for the remote network”

Click Apply
3. Setup policies for the new tunnel, Firewall->Policy:
Click Global policy parameters
Enable Allow all VPN traffic: internal->VPN, VPN->internal and VPN->VPN
Click Apply

4. Click Activate and wait for the firewall to restart

This example will allow all traffic between the two offices. To get a more secure solution read
the A more secure LAN-to-LAN VPN solution in this chapter.
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LAN-to-LAN VPN using PPTP

Main office

Branch office
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Settings for Branch office
1. Setup interfaces, System->Interfaces:

WAN IP: 193.0.2.10
LAN IP: 192.168.4.1, Subnet mask: 255.255.255.0

2. Setup PPTP client, Firewall->VPN:
Under PPTP/L2TP clients click Add new PPTP client

L2TP/PPTP Clients

Add PPTP Client :

Mame: |toh ainOffice

Name the tunnel toMainOffice



B azic settings:

Ilzemame:
Pazzwaord:

Retype
Pazzwaord:

Interface |IF:

Remate
(@ ateway:

Remate Met:

Prowy ARFP

[ ] Dial on demand

|Eranu:hl:l ffice

|xxxxxxxxxx

EERER R

| Blark = get [F from zermer

[194.0.2.20

[192.168.1.0/24

r1 Publizh remote nebwork, on all interfaces via Progy ARF.

r1 Ize primary DMS zerver from tunnel az primary DHS
r1 |Jze secondary DMS zerver from tunnel as secondary DMS

Hint: Uze Servers -» DMS Relayer to eazily make DMS zervers available to internal
clients.

Username: BranchOffice

Password: 1234567890 (Note! You should use a password that is hard to guess)
Retype password: 1234567890

Interface IP: leave blank
Remote gateway: 192.0.2.20

Remote net:

192.168.1.0/24

Dial on demand: leave unchecked

Authentication:

Protacal; r1 Ma auth

[ PP

[1 CHap
r1 MSCHAP [MPPE encruption poszible]
m MSCHAPYZ [MMPE encryplion poszible]

Under authentication MSCHAPV2 should be the only checked option.

84




MPPE encryption:

[1 Mone

[ 40 bit

[ 5 bit

[w] 122 bit

Enn::r_l,lpt:n:nn iz anly pozsible when using MSCHARP ar MSCHAPYZ as authentication
protocol

n Usze IPzec encryphion

Under MPPE encryption 128 bit should be the only checked option.
Leave Use IPsec encryption unchecked

Click Apply

3. Setup policies for the new tunnel, Firewall->Policy:

Firewall Policy

Edit global policy parameters:

Fragrents: I_'l Drop all fragmented packets

Mimirnum TTL: |2

WPN: [ llow allVPN traffic: internal-»WPN, WPM->internal and WPN-»WPN.

Click Global policy parameters

Enable Allow all VPN traffic: internal->VPN, VPN->internal and VPN->VPN
Click Apply

4. Click Activate and wait for the firewall to restart.




Settings for Main office

1. Setup interfaces, System->Interfaces:
WAN IP: 193.0.2.20
LAN IP: 192.168.1.1, Subnet mask: 255.255.255.0

2. Setup PPTP server, Firewall->VPN:
Under L2TP / PPTP Server click Add new PPTP server

L2TP/PPTP Servers

Add PPTP tunnel :

Mame: |pptpServer

Outer IP: | Blank = waN [P
kuizt b Wik I if IPzec encroption iz required
Iriner [P | Blank = LaM [P

IP Pool and settings:

Client IP Pool: [192.168.1.100 - 192.168.1.199
[+] Prosy ARP dynamically added routes
Primary DM S: [Optional]
Secondary DME: [Qpticnal]
m Ilze unit's own DMS relayer addresses

Frimary 'wIMS: | [Optianal]
S d
e [Dptional]

Name the server pptpServer

Leave Outer IP and Inner IP blank

Set client IP pool to 192.168.1.100 — 192.168.1.199
Check Proxy ARP dynamically added routes
Check Use unit’s own DNS relayer addresses

Leave WINS settings blank
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Authentication:

Protocok r] Mo auth

MPPE encryption:

[ Pap
[ CHAP

[ MSCHAP [MPPE encryplion possible)
[m MSCHAPY2 [MMPE encipption possible)

[] None
[] 40 bit

[1 56 bit
[¥] 128 bit
E ncryption iz only pozzible when using MSCHAP or MSCHAPY2 az authentication

protocol

[1 Use IPsec enciyption

Under authentication MSCHAPvV2 should be the only checked option.

Under MPPE encryption 128 bit should be the only checked option.

Leave Use IPsec encryption unchecked

Click Apply

3. Setup policies for the new tunnel, Firewall->Policy:

Click Global policy parameters

Firewall Policy

Edit global policy parameters:

Fragments: [ | Drop all fragmented packets

Mirirnum TTL: |2
WPM: F‘l Al all WP traffic: internal-»YPH, YPM-sintemal and WPH-> VPR,

Enable Allow all VPN traffic: internal->VPN, VPN->internal and VPN->VPN

Click Apply




4. Set up authentication source, Firewall->Users:

Authenticahion source:

@ Local databasze

{7 RADIUS server

Select Local database
Click Apply
5. Add a new user, Firewall->Users:

Under Users in local database click Add new

Uszer Management

Add new uzer:

User name:  |Branchiffice

Group membership; |

PaSSWDrdZ | EEERET R

EERETETTR

Retype paszword:

L2TP/PPTP settings:

Static client IF; |
If empty, the IP addressz will be taken from the server's [P pool

MHetwarkz behind
LIZEr;

[192 168 4.0/24)

Name the new user BranchOffice
Enter password: 1234567890
Retype password: 1234567890

Leave static client IP empty (could also be set to eg 192.168.1.200. If no IP is set
here the IP pool from the PPTP server settings are used).

Set Networks behind user to 192.168.4.0/24

Click Apply
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6. Click Activate and wait for the firewall to restart.

This example will allow all traffic between the two offices. To get a more secure solution read
the A more secure LAN-to-LAN VPN solution section in this chapter.



LAN-to-LAN VPN using L2TP

Main office
Branch office
(4(4/‘//,0. OQ“"/'OO — >
: 79é. ;zg 765.7~ ’/ Y
: ’-0/9917// < A
<57 Z g %V\’;\z\\ (
“ \ %0, e;;\\\ > Internet
= P
&5 E]Tu T p
& N T

Settings for Branch office
1. Setup interfaces, System->Interfaces:

WAN IP: 193.0.2.10
LAN IP: 192.168.4.1, Subnet mask: 255.255.255.0

2. Setup L2TP client, Firewall->VPN:
Under L2TP / PPTP client click Add new L2TP client

L2TP/PPTP Clients

Add L2TP Client :

Mame: [bah ainOffice

Name the server toMainOffice

90



B asic settings:

Usermame: |BranchOffice

HEHRXEHRKHN

Paszword:

Retype
Paszword:

Interface IP: | Blank = get IP from server

Remote
(3 ateway:

Remote Met: |192.168.1.0/24
Froxy &RF I_1 Publish remote network, on all interfaces via Proxy ARP.

HEHRXEHRKHN

[194.0.2.20

I_1 Ilze primarny DMS zerver from tunnel az primarge DHS
|_1 Ize secondary DMS zerver from tunnel az secondary DS

Hint: Uze Servers -» DMS Relayer to eazily make DMS zervers available o i
clients.

[ Dial on demand

Username: BranchOffice

Password: 1234567890 (Note! You should use a password that is hard to guess)
Retype password: 1234567890

Interface IP: leave blank

Remote gateway: 192.0.2.20

Remote net: 192.168.1.0/24

Dial on demand: leave unchecked

Authentication:

FPratacal: [71 Mo auth
[1Pap
[1 CHaF
I_'I MSCHAR [MPPE encruption posszible]
F'I MSCHAPZ [MMPE encryption pozzible]

Under authentication only MSCHAPvV2 should be checked



MPPE encryption:

[ Mone
[ 40 kit
[ 56 bit
[ 128 bit

Encroption iz only pozzible when using MSCHAP or MSCHAPYE as authent
protocal

ITI Use IPsec encryption

@ PSE - Pre-Shared Key

xxxxxxxxm1

ey

HEREMRNRRK

Retype ke

{1 Certificate based

Under MPPE encryption only None should be checked

Check Use IPsec encryption

Enter key 1234567890 (Note! You should use a key that is hard to guess)
Retype key 1234567890

Click Apply

3. Setup policies for the new tunnel, Firewall->Policy:

Click Global policy parameters

Firewall Policy

Edit alabal palicy parameters:

Fragments: n Drop all fragmented packetsz

Minimum TTL: |3
WPN: [ Allow all VPN traffic: internal-»WPN, VPN-rinternal and WPN->WPN.

Enable Allow all VPN traffic: internal->VPN, VPN->internal and VPN->VPN
Click Apply
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4. Click Activate and wait for the firewall to restart

Settings for Main office
1. Setup interfaces, System->Interfaces:

WAN 1P:193.0.2.20
LAN IP: 192.168.1.1, Subnet mask: 255.255.255.0

2, Setup L2TP server, Firewall->VPN:
Under L2TP / PPTP Server click Add new L2TP server

L2ZTP/PPTP Servers

Add L2TP tunnel ;

Mame: |[2tpServer

Outer 1P Blark ="M [P
kuzt be Wik P if IPzec encreption iz required
ket 1P | Blank = LA&M [P

IP Pool and settings:

Client IP Pocl: |192.168.1.100 - 192.168.1.199
lm Frosy ARP dynamically added routes
Frimary DHS: [Dptionall
Secondary DMS: [Dptianal]
lm Idze unit's own DMS relaver addreszes

Frirmary Wik 5: | [Optianal]
5 d
wiNe, | [Optional]

Name the server 12tpServer

Leave Outer IP and Inner IP blank

Set client IP pool to 192.168.1.100 — 192.168.1.199
Check Proxy ARP dynamically added routes

Check Use unit’s own DNS relayer addresses



Leave WINS settings blank

Authentication:

Pratacal;

[ Mo auth

[ PaP

[1 CHaP

I_'I MSCHAR [MPPE encruption pozsible)
ITI MSCHAPZ [MMPE encryption possible]

Under authentication MSCHAPV2 should be the only checked option.

MPPE encryption:

Im Use IPzec encryption

@ PSK - Pre-Shared Key

K.ew
Retype ke

(" Certificate bazed

[ Maone
[ 40k
[ 56 bi
[ 128 bit

Encryption iz only pozsible when uzsing MSCHAP or MSCHAPYZ 2z authenti
pratacal

xxxxxxxxxﬁ

HEHRREHRRHHH

Under MPPE encryption None should be the only checked option.

Check Use IPsec encryption
Enter key 1234567890 (Note! You should use a key that is hard to guess)
Retype key 1234567890

Click Apply
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3. Setup policies for the new tunnel, Firewall->Policy:

Click Global policy parameters

Firewall Policy

Edit alabal palicy parameters:

Fragments: !_| Drop all fragmented packetsz

Minimum TTL: |3
WPN: [ Allow all VPN traffic: internal-»WPN, VPN-rinternal and WPN->WPN.

Enable Allow all VPN traffic: internal->VPN, VPN->internal and VPN->VPN
Click Apply

4. Set up authentication source, Firewall->Users:

Authentication source:

@ Local databaze

(' BADIUS server

Select Local database

Click Apply



5. Add a new user, Firewall->Users:

Under Users in local database click Add new

Uzer Management

Add new user:

Ilzer name: |Branu:hEIffiu:e

Group membership: |

HEREERNHRK

Paszward:

HERREHRR KKK

Retype paszword:

LZ2TPfPPTP settings:

Stahic chent [P: | .
[f empty, the P addressz will be taken from the server's [P pool

Metwarks behind
er |192168.4.0/24

Name the new user BranchOffice
Enter password: 1234567890
Retype password: 1234567890

Leave static client IP empty (could also be set to eg 192.168.1.200. If no IP is set
here the IP pool from the L2TP server settings are used).

Set Networks behind user to 192.168.4.0/24
Click Apply

6. Click Activate and wait for the firewall to restart.

This example will allow all traffic between the two offices. To get a more secure solution read
the A more secure LAN-to-LAN VPN solution section in this chapter.
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A more secure LAN-to-LAN VPN solution

Go get a more secure solution, policies should be created instead of allowing all traffic
between the two offices. The following steps will show how to enable some common services.
In this example we have a mail server, ftp server and a web server (intranet) in the main office
that we want to access from the branch office.

Settings for Branch office

1. Setup policies for the new tunnel, Firewall->Policy:

Click Global policy parameters

Firewall Policy

Edit global policy parameters:

Fragments: p Drop all fragmented packets

Minimum TTL: |3
WVPN: [ Allow all VPN braffic: internal-+PN, WPN->internal and WPN--PN.

Disable Allow all VPN traffic: internal->VPN, VPN->internal and VPN->VPN
Click Apply

o LAMN-:DMZ policy - 3 iles
o [DWZLAN policy - O miles

o AN DME palicy - O ules
o D7 WAM palicy - 4 rules, MAT enabled

Cuztom policy:

LM ¥ - |toMainOffice v Show

2. Now is it possible to create policies for the VPN interfaces. Select from LAN to
toMainOffice and click Show.

3. Click Add new to create the first rule



4. Setup the new rule:

Firewall Policy

Show policy:  LAN-»WAN - LAN->DMZ wish - D
WAN-LAN  DMZLAN  DMZwiAh

Show custom policy: |L.-5.N o |t|:|I'-.-1.ainEIffiI:E L= Show

Edit new rule:

Mame: |allow_pop3

Fositior: t oves before given pozition. Blank = last.

Actior: | &llow -

Source Mets: |

... Hsers/Groups: “Any' = Any authenticated

Destination Mets: |

... Uzers/Giroupz: “Any' = Any authenticated

Leave source anddor destination blank to match everpthing.

Service: |pop3 5|

Custorn source porks: Blank = any port

... destination parts:

Schedule: |- Alwaps - | *

Name the new rule: allow_pop3

Select action: Allow

Select service: pop3

Select schedule: Always

We don’t want any Intrusion detection for now, so leave this option unchecked.

Click Apply
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5. The first policy rule is now created. Repeat step 4 to create services named
allow_imap, allow_ftp and allow_http. The services for these policies should be imap,
ftp_passthrough and http.

The policy list for LAN->toMainOffice should now look like this.

L&M= kobd ainQffice Palicy

Mame Action Source Destination Service Move

#1 allow_pop3 Al Ay A pop3 § [Edi
#2 allov_imap Allova By By imap +8 [Edi
#3 allow_ftp Al By Ay ftp-pazsthrough +% [Edi
#4 allow_http Al Ay A http * [Edit]
[Add new]

[f ho rile matches, the connection will be denied and logged.

oljEn[eAs 10 J8pU0)

6. Click Activate and wait for the firewall to restart.




Settings for Main office

1. Setup policies for the new tunnel, Firewall->Policy:
Click Global policy parameters
Disable Allow all VPN traffic: internal->VPN, VPN->internal and VPN->VPN

Click Apply

o LAM->DWE policy - 3 rules
o D72 LA policy - O rules

o WOAN-DME policy - O ules
o DME-2WiaN policy - 4 rules, HAT enabled

Custom policy:

[toBranchiifice |« > [L&N v | Show

2. Now is it possible to create policies for the VPN interfaces. Select from toBranchOffice
to LAN and click Show.

3. Create same 4 policy rules as was created on the branch office firewall (allow_pop3,
allow_imap, allow_ftp and allow_http).

4. Click Activate and wait for the firewall to restart.

100



Windows XP client and PPTP server

Main office

Internet
VPN Client

Settings for the Windows XP client
1. Open the control panel (Start button -> Control panel).

2. If you are using the Category view, click on the
Network and Network and Internet Connections _
Internet icon. Then click Create a connection to

Connections the network on your workplace and

continue to step 6.

Metwark
If you are using the Classic view, click on the Network Connections icon.  Connections

3. Under Network task, click Create a new
connection

B Create a new
connection

4. The New connection wizard window opens up. Click next.



New Connection Wizard

MNetwork Connection Type
What do you want to do?

) Connect to the Intemet
Connect to the Intemet so you can browse the Web and read email.

(%) Connect to the network at my workplace!

Connect to a business netwark (using dialup or VPM) so you can wark from home,
a field office, or another location.

) Set up a home or small cffice network
Connect to an existing home or small office netwark or set up a new one.

) Set up an advanced connecticn

Connect directhy to another computer using your serial, parallel, or infrared port, or
set up this computer so that other computers can connect to it

< Back ” Mend = ][ Cancel

5. Select Connect to the network at my workplace and click Next
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New Connection Wizard

Network Connection
How do you want to connect to the netwark at your warkplace?

Create the following connection:

) Dial-up connection

Connect using @ modem and a regular phone line or an Integrated Services Digital
Metwork (IS0N) phaone line.

=) Mirtual Private Network connection:

Connect to the netwark using a virtual private networs (WVPM) connection over the
Irtemet.

< Back ” Mead ][ Cancel

6. Select Virtual Private Network connection and click Next



New Connection Wizard

Connection Name
Specify a name for this connection to your workplace.

Type a name for this connection in the following box.

Company Mame

| MainOffice|

For example, you could type the name of your workplace or the name of a server you
will connect to.

< Back ” Mext = l[ Cancel

7. Name the connection MainOffice and click Next
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New Connection Wizard

Public Network
Windows can make sure the public netwark is connected first.

Windaows can automatically dial the inttial connection to the Intemet or other public
network, before establishing the virtual connection.

{#»:Do not dial the initial connection
(" Automaticalty dial this initial connection:

< Back ” Meod l[ Cancel

8. Select Do not dial the initial connection and click Next



New Connection Wizard

VPN Server Selection
What is the name or address of the VPN server?
Type the host name or Intemet Protocal (IP) address of the computer to which you are
connecting.

Host name or IF address for example, microsoft.com or 157.54.0.1 ):

194.0.2.20

< Back ” Mext = l[ Cancel

9. Type the IP address to the server, 194.0.2.20, and click Next

10. Click Finish
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Connect MainOffice

User name: | Home User |

Password: ||-|||-|||| |

[ ] Save this user name and password for the following users:

Me onhy

Aryone who uses this computer

Eﬁnned J[ Cancel ][ Properties ][ Help ]

11. Type user name HomeUser and password 1234567890 (Note! You should use a
password that is hard to guess)

12. Click Properties



# MainOffice Properties

| General || Options | Se-:uﬁtﬂ Metworking |A|:.h.ran|:ed|

Type of YPN:

rreven B

This connection uses the following items:

= Intemet Protocaol (TCPAP)

B 705 Packet Scheduler

g File and Printer Sharing for Microsoft Metwarks
g Client for Microsoft Networks

| Install..

Properties

Description

Transmission Control Protocol/Intemet Protocol. The default
wide area network protocal that provides communication
across diverse interconnected networks.

oK || cancel

13. Select the Networking tab and change Type of VPN to PPTP VPN. Click OK.

All settings needed for the XP client is now done. When we have set up the server on the
firewall you can click Connect to establish the connection to the Main office
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Settings for Main office

1. Setup interfaces, System->Interfaces:
WAN 1P:193.0.2.20
LAN IP: 192.168.1.1, Subnet mask: 255.255.255.0

2. Setup PPTP server, Firewall->VPN:
Under L2TP / PPTP Server click Add new PPTP server
Name the server pptpServer
Leave Outer IP and Inner IP blank
Set client IP pool to 192.168.1.100 — 192.168.1.199
Check Proxy ARP dynamically added routes
Check Use unit’s own DNS relayer addresses
Leave WINS settings blank
Under authentication MSCHAPV2 should be the only checked option.
Under MPPE encryption 128 bit should be the only checked option.
Leave Use IPsec encryption unchecked

Click Apply

3. Setup policies for the new tunnel, Firewall->Policy:
Click Global policy parameters
Enable Allow all VPN traffic: internal->VPN, VPN->internal and VPN->VPN
Click Apply

4. Set up authentication source, Firewall->Users:
Select Local database

Click Apply

5. Add a new user, Firewall->Users:
Under Users in local database click Add new
Name the new user HomeUser
Enter password: 1234567890
Retype password: 1234567890



Leave static client IP empty (could also be set to eg 192.168.1.200. If no IP is set
here the IP pool from the PPTP server settings are used).

Click Apply

6. Click Activate and wait for the firewall to restart.

This example will allow all traffic from the client to the main office network. To get a more
secure solution read the Settings for the Main office part of A more secure LAN-to-LAN
VPN solution section in this chapter.
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Windows XP client and L2TP server

Main office

Internet

L/x J A/)-

The Windows XP client to L2TP server setup is quite similar to the PPTP setup above.

VPN Client

Settings for the Windows XP client

To setup a L2TP connection from Windows XP to the Main office firewall, you can follow
the steps in the PPTP guide above for the client side. The only changes from that guide is:

& MainOffice Properties

| General || Options | Securit'_.r| Networking |ﬂ.d1.rann:ed|

Type of VPN:

Crpsevrn |9

1. In step 13, change the Type of VPN to L2TP IPsec VPN.



& MainOffice Properties

| General || Options | Security | Networking | Advanced |

Security options

(%) iTypical frecommended settings§
Validate my identity as follows:

| Require secured password L |

[ ] Automatically use my Windows logon name and
password (and domain if any)

Require data encryption (disconnect if nane)

) Advanced (custom settings)

|PSec Settings...

ok || Cancel |

2. Select the Security tab and click IPsec Settings

IPSec Settings

Lse pre-shared key for authentication

Key:  |1234567890 |

ok | | cancel |

3. Check Use pre-shared key for authentication, type the key and click OK
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Settings for Main office

1. Setup interfaces, System->Interfaces:
WAN 1P:193.0.2.20
LAN IP: 192.168.1.1, Subnet mask: 255.255.255.0

2. Setup L2TP server, Firewall->VPN:
Under L2TP / PPTP Server click Add new L2TP server
Name the server I12tpServer
Leave Outer IP and Inner IP blank
Set client IP pool to 192.168.1.100 — 192.168.1.199
Check Proxy ARP dynamically added routes
Check Use unit’s own DNS relayer addresses
Leave WINS settings blank
Under authentication MSCHAPV2 should be the only checked option
Under MPPE encryption None should be the only checked option
Check the Use IPsec encryption box
Enter the pre-shared key, 1234567890, and retype same pre-shared key
Click Apply

3. Setup policies for the new tunnel, Firewall->Policy:
Click Global policy parameters
Enable Allow all VPN traffic: internal->VPN, VPN->internal and VPN->VPN
Click Apply

4. Set up authentication source, Firewall->Users:
Select Local database

Click Apply

5. Add a new user, Firewall->Users:
Under Users in local database click Add new
Name the new user HomeUser
Enter password: 1234567890
Retype password: 1234567890



Leave static client IP empty (could also be set to eg 192.168.1.200. If no IP is set
here the IP pool from the PPTP server settings are used).

Click Apply

6. Click Activate and wait for the firewall to restart.

This example will allow all traffic from the client to the main office network. To get a more
secure solution read the Settings for the Main office part of A more secure LAN-to-LAN
VPN solution section in this chapter.
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Content filtering

To enable content filtering, follow these steps:

1. Update the content filtering settings, Firewall->Content Filtering:

HTTFP Content Filtening

Changes to these settings affect services that uze the "HT TPAHTML Cantent Filkering'' ALG.
By default, thiz includes the “http-outbound” zervice.

Global Destination URL Whitelist:
IR L= matzhing the global whitelist are excluded from all the below checks.
Contents: 10 entries
[Edit global URL whitelist]

Destination URL Blacklist:
Alternpts bo access URLz matching the Blacklist iz blocked.
Contents: 115 entries

Edit URL blacklist]
Active content handling:
!Tl Stip Activer objects [including Flazh]
[+] Stip.Java applets
[#] Stip JavascrptA¥BS cript
[#] Elock Cookies

Select what content that should be filtered out. ActiveX, Java applets, JavaScript/VBScript
and cookies can be blocked or filtered out. Note that some web pages don’t work very well if
these options are enabled.

Pages that are safe or trusted can be added to the whitelist by clicking Edit global URL
whitelist. To enable all subdomains of eg google.com (eg gmail.google.com) and all possible
pages on that site, enter *.google.com/* in this list. This will allow for example
www.google.com/about.html and gmail.google.com.

In the same way servers can be blocked by adding them to the blacklist. Click Edit global
URL blacklist and add the sites that should be blocked. File extensions can also be blocked.
If you for example don’t want users to be able to download executable files add *.exe in this
list.



2. Make sure the http-outbound service exists and is using the HTTP ALG,

Firewall->Services:

Find the http-outbound service in the list and click Edit. If there is no service with
that name you will have to create one by clicking Add new at the bottom of the list.

TCP / UDP Service should be selected and protocol should be set to TCP.
Set destination port to 80.

Frotocol-independent settings:
ICMP Errarg: [ Allow ICMP emrars from the destination to the source

ALG: |HTTF'£HTI'-1L Content Filtering |+

Application Layer Gateways [BLG:] implement extra application logic that iz
fiar zame protocals boowark, properly, like for instance FTR, which needs b op
dynamic data channels in addition to the command channel.

Max ALG Sessions: 100

Select HTTP/HTML Content Filtering in the ALG dropdown.
Click Apply

3. Now add a policy rule that uses this service, Firewall->Policy:

Firewall Policy

Select which policy to edit;

L

Global policy parameters

L

LaM-x Wik palicy - 4 mules, MAT enabled
Wbt -x LAMN policy - O rules

L]

L]

LAM-> DM policy - 3 rules

Click LAN->WAN
Click Add new
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4. Edit the new policy we just created

Edit mew rule:

Mame: |allow_http

Pasition: |2 toves before aiven pozition. Blank, = last,

Actior | Allow -

Source Mets: |

.. UsersfGiroups: "By = Ay authenticated

Destination Mets: |

.. Users/Giroups: “Any'" = Any authenticated

Leave source and/or destination blank to match everypthing.

Service: | http-outbound hd

Cuztorn gource ports: Elank = ary port

... destination ports:

Schedule: |- Alwaps - |

Name the rule allow_http
Enter position 2

Select action Allow

Select service http-outbound
Select schedule Always

Click Apply




Select "Add Mew' below, or zelect a rule fram the list to edit it

LaM - wit M Palicy

Mame Action Source Destination Service Move

#1 diop_zmb-all Drop Ay Ay smb-all ¥ [Edi
#2 allow_http Al Arw Ay hitp-outbound % [Edit]
#3 allow_frp-passthraugh Allony Anu Ary fip-passthrough &8 [Edit]
#4 allow_ping-outbound Bl By Ay ping-outbound &% [Edit]
#5 allow_ztandard Al A Ay All Protocaolz * [Edit]
[Add new]

The new policy should now be added to position two in the list (if not, it can be
moved to the right position by clicking on the up and down arrows).

5. Click Activate and wait for the firewall to restart.
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Intrusion detection and prevention

Og,

Internet

Intrusion detection and prevention can be enabled for both policies and port mappings. In
this example we are using a port mapping. The policy setup is quite similar.

In this example a mail server with IP 192.168.2.4 and a web server with IP 192.168.2.5 is
connected to the DMZ interface on the firewall.

To set up intrusion detection and prevention to a web server on the DMZ net, follow these
steps:

1. Create a Port mapping for the web server, Firewall->Port Mapping:

Under Configured mappings, click Add new



2. Set up the newly created port mapping:

Port Mapping / Yirtual Servers

E dit new mapping :

I arme: |map_www

Source Nets: | Blank = evemone
.. Uzers/Groups: “Any' = Any authenticated
Destination IP: | Blank ="M interface IP address
Service: | http-in-al hdl
Cuztom source ports: Elank = arw port

... destination porks:

.. pags to part: ... and up. Blank=no change

Pass To: [192168.25
Schedule: |- Always - | =

[Tl Intrusion Detection £ Prevention:

Mode: | Presention v

Alerting: [W] Enable IDS/ADP alerting via email for this nle

Name the rule map_www

Select service http-in-all

Enter pass to IP: 192.168.2.5 (the IP of the web server)
Check the Intrusion detection / prevention option
Select mode Prevention

Enable email alerting by checking the Alerting box
Click Apply
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The new mapping is now in the list.

Configured mappings:

Hame Source Destination Service Pass to
Tap_taia Ay WA [P hittp-ir-all 192168.2.5
[Add new]

3. Setup email server and enable alerting, System->Logging:

l?l Enable E-mail alerting for ID5/IDFP events

Senzitivity: | Marmal x|

SMTP Server. [192.162.2.4

Sender; |idsalert@examplecumpany.n:u:um

E-Mal Address 1 |webmaster@e:-campleu:u:umpan_l,l.l:l:n

E-tail Address 2 |steve@examplecumpany.l:l:um

E-Mail Address 3 |

Check Enable E-mail alerting for IDS/IDP events

Select sensitivity Normal

Enter SMTP server IP (email server): 192.168.2.4

Enter sender: idsalert@examplecompany.com

Enter E-mail address 1: webmaster@examplecompany.com
Enter E-mail address 2: steve@examplecompany.com

Click Apply

4. Click Activate and wait for the firewall to restart.

When attacks are stopped by the firewall it will listed in the logs. Since we enabled email
alerting in this example, emails will also be sent to the users webmaster and steve.

To get more information about the attack, copy the attack string and paste it into the By
message box at the following address: http://www.snort.org/cgi-bin/sigs-search.cgi (you can
of course also write the attack string manually in the box).

In this example we used the prevention mode. This means that the firewall will block all
attacks. In Inspection only mode nothing will be blocked, the firewall will only log the attacks
and send email alerts (if that is enabled).



Appendixes

Appendix A: ICMP Types and Codes

The Internet Control Message Protocol (ICMP) has many messages that are identified by
a “type” field; many of these ICMP types have a "code" field. Here we list the types with their
assigned code fields.

Type Name Code  Description Reference
0 Echo Reply 0 No Code RFC792
3 Destination Unreachable 0 Net Unreachable RFC792

1 Host Unreachable RFC792

2 Protocol Unreachable RFC792

3 Port Unreachable RFC792

4 Fragmentation Needed and RFC792
Don't Fragment was Set

5 Source Route Failed RFC792

6 Destination Network Unknown RFC792

7 Destination Host Unknown RFC792

8 Source Host Isolated RFC792

9 Communication with  RFC792
Destination Network is
Administratively Prohibited

10 Communication with  RFC792
Destination Host is
Administratively Prohibited

1" Destination Network RFC792
Unreachable for Type of
Service

12 Destination Host Unreachable RFC792
for Type of Service

13 Communication RFC1812
Administratively Prohibited
14 Host Precedence Violation RFC1812
15 Precedence cutoff in effect RFC1812
4 Source Quench 0 No Code RFC792
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10
11

12

13
14
15
16
17
18
30
31

40

Redirect

Echo

Router Advertisement

Router Selection

Time Exceeded

Parameter Problem

Timestamp

Timestamp Reply
Information Request
Information Reply
Address Mask Request
Address Mask Reply
Traceroute

Datagram
Error

Photuris

Conversion

16
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Redirect Datagram for the
Network (or subnet)

Redirect Datagram for the
Host

Redirect Datagram for the
Type of Service and Network

Redirect Datagram for the
Type of Service and Host

No Code

Normal router advertisement
Does not route common traffic
No Code

Time to Live exceeded in
Transit

Fragment Reassembly Time
Exceeded

Pointer indicates the error
Missing a Required Option
Bad Length

No Code

No Code

No Code

No Code

No Code

No Code

Bad SPI
Authentication Failed
Decompression Failed
Decryption Failed
Need Authentication

Need Authorization

Source: http://www.iana.org/assignments/icmp-parameters

RFC792

RFC792

RFC792

RFC792

RFC792
RFC1256
RFC2002
RFC1256
RFC792

RFC792

RFC792
RFC1108
RFC792
RFC792
RFC792
RFC792
RFC792
RFC950
RFC950
RFC1393
RFC1475

RFC2521
RFC2521
RFC2521
RFC2521
RFC2521
RFC2521
RFC2521



Appendix B: Common IP Protocol Numbers
These are some of the more common IP Protocols, for all follow the link after the table.

Decimal Keyword Description Reference
1 ICMP Internet Control Message RFC792
2 IGMP Internet Group Management RFC1112
3 GGP Gateway-to-Gateway RFC823
4 IP IP in IP (encapsulation) RFC2003
5 ST Stream RFC1190, RFC1819
6 TCP Transmission Control RFC793
8 EGP Exterior Gateway Protocol RFC888
17 UDP User Datagram RFC768
47 GRE General Routing
Encapsulation
50 ESP Encapsulation Security RFC2406
Payload
51 AH Authentication Header RFC2402
108 IPComp | IP Payload Compression RFC2393
Protocol
112 VRRP Virtual Router Redundancy
Protocol
115 L2TP Layer Two Tunneling Protocol

Source: http://www.iana.org/assignments/protocol-numbers

124



