D-Link

Building Networks for People

Y NETDEFEND

Configuration examples for the D-Link
NetDefend Firewall series
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Setting up two Internet connections with failover
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This configuration example is based on the following setup:

Internet connection failover
from WAN1 to WAN?2

DFL-series
UTM Firewall

192.168.8.0/24

Step 1. Log into the firewall. The default access to LAN is via https://192.168.10.1. Default username is
“admin” and password is “admin”.

Step 2. Set your WAN 1 and WAN2 settings as per Internet provider requirements.
In our example WAN 1 is set as DHCP client and WAN 2 with static IP address.

¥ General
Address Book InterfaceAddresses
Services An address folder can be used to group related address objects for better overview.
ALG
|+ Add ~ | | Editthis object Filter
Key Ring
¥ Address Pool #.+  Name Address User Auth Groups Comments
IF Pools
1 Lgqwani_ip 0.0.0.0 1PAddress of interface ...
NAT Pools
2 izwaninet 00000 = | WANL: DHCP  |«oninterrac
¥ VPN Objects
3 gqwani_gw 0.000 Default gateway for int...
LDAP ) - —
—
IKE Config Mode Pool 4 qwan2_ip 192.168.120.254 of interface
IKE ID Lists 5 (zwan2net 192.168.120.0/24 __ | WANZ2: Static IP | on intertac
IKE Algorithms 6 lgwan2_gw 192.168.120.1
_- e =
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https://192.168.10.1/

Step 3. Go to Network > Ethernet > and set WAN1 and WAN2 with required IP settings.
Click on Advanced tab. Disable the “Add route...” and “Add default route...” options for WAN1 and WAN2 (otherwise
you won’t be able to modify the routing settings).

Status System Objects Network Policies
‘ Interfaces and VPN Routing Network Services ‘
¥ Link Layer
oot Ethernet
VLAN Configure the settings for the Ethernet adapters in the system.
PPPoE
° Filter
ARP/Neighbor Discovery
¥ VPN and Tunnels #. Name IPv4 Addre  IPv6 Addre = Network Default Gat.. Enable DH...
IPsec ( )
Lqwani_ip 14 waninet qwanl_gw Yes
SSL o
L gwan2_ip |4 wan2net No
PPTPIL2TP Servers

wan1

An Ethernet interface represents a logical endpoint for Ethernet traffic.

General Hardware Settings Virtual Routing [ Advanced ]‘

Automatic Route Creation

Automatlcally add CDmm’t“'i: ool soutos caloto sl do dhis jodorfac o

wan2

| Automatically add a |

An Ethernet interface represents a logical endpoint for Ethernet traffic.
Automatically add a1

Route metric:| 100 ‘ General Hardware Settings Virtual Routing [ Advanced ]J

Automatic Route Creation

Automatically add commonly used routes related to this interface

Automatically add a route for this interface using the given network.

Automatically add a default route for this interface using the given default gateway |
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Step 4. Go to Network > Interface Groups. Combine WAN1 and WAN?2 into a group.
(This is just to make it easy to apply rules to both interfaces in one go).

Status System Objects Policies

‘ Interfaces and VPN Routing Network Services ‘

¥ Link Layer Interface Group
Ethernet . ) ) . . . )
Use an interface group to combine several interfaces for a simplified security policy.
VLAN
PPPoE Name: ‘ WAN1_and_WAN2 |
ARP/Neighbor Discovery

Security/Transport Equivalent
¥ VPN and Tunnels

IPsec Interfaces
SSL .
PPTP/L2TP Servers Available Selected
L2TPv3 Servers core -1 |wanl -
PPTP/L2TP Clients dmz wan2
lan

L2TPv3 Clients
GRE

¥ Miscellaneous

Switch Management

Interface Groups ‘ + Include I ‘ X Remove |

Step 5. Go to Policies > Main IP Rules. Add a new (or modify the existing “Allow_standard”) rule which does NAT for
all traffic going from LAN to WAN1 and WAN2.
Set LAN as Source and the “WAN1-and-WAN2"” interface group as Destination..

‘ General Log Settings NAT SAT

Name: | allow_standard E||
Action: | NAT @ NAT, SAT, SLB S
Service: | - all_tepudp

Schedule: | (None)

Address Filter

Specify source interface and source network, together with

Interface Network

Source: o lan | | g4 lannet - |

Destinatio :| ! WAN1T_and_WAN + | | L4 all-nets v |
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Step 6. Now we need to manually create a default route that routes via WAN1.

Go to Network > Routing > Main routing table. Create a Route for WAN1:

- Network: all-nets (that means Destination IP — Any).

- Gateway: wanl_gw.

- Since we want WANL1 to be our primary route, set lower Metric e.g. 80 (default is 100).

Click on the Monitor tab and enable the “Monitor” option.

“Monitor Interface Link Status” — physical connection status;
“Monitor Gateway using ARP” — next hop connectivity status.

Route IPv4

A route defines what interface and gateway to u:

General Proxy ARP Monitor

Interface: (| ok wan1 v\
Network: | | 4 all-nets v
Gateway: lq wan1_gw v
Y d 4 _9 T
Local IP address: | (None) v
1P s -
Metric: ‘ 80 2]

Route IPv4

A route defines what interface and gateway to use in order to reach a

General Proxy ARP Monitor Monitored Hosts

Monitor for Route Failover

The health of a route may be monitored for route failover purposes.

(v" Maonitor \

Method
v Monitor Interface Link Status

\_ v'| Monitor Gateway using ARP )
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Step 7. Create similar Route for WAN2 (or modify existing).
Make sure the destination Network is set to “all-nets”.
Make sure to set Metric higher than WAN1 (e.g. 90).

Click on the Monitor tab and enable the “Monitor” option.

Route IPv4

A route defines what interface and gateway t

=]

‘ General Proxy ARP Monitor

Interface: | & wan2 vP
Network: | 4 all-nets v |
Gateway: | i4 wan2_gw v |
Local IP addres
Metric: ‘ 90 E|‘

Route IPv4

A route defines what interface and gateway to use in order to reach a

General Proxy ARP Monitor Monitored Hosts

Monitor for Route Failover

The health of a route may be monitored for route failover purposes.

(v_" Monitor N

Method
| Monitor Interface Link Status

\_ | Monitor Gateway using ARP }
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Step 8. After the configuration is done, click “Configuration” in main bar and select “Save and Activate”.
Then click OK to confirm. Wait for 15 sec. You will be automatically redirected to the firewall’s LAN IP
address.

NOTE: If you do not re-login into the firewall within 30 sec, the configuration is reverted to its previous
state. The validation timeout can be adjusted under System > Remote Management > Advanced Settings.

'ﬂ'Selup Wizard [0 ﬁCunﬁguralion T = Notifications 0 A admin

Status System The configuration has beeg changed.
Save and Activate
Run-time Information M .

View Changes

Save Configurat  Discard changes
Save and activate changes n

Save and Activate

Are you sure you want to save the configuration?

An administrator needs to log in within 30 seconds to verify the new configuration. Otherwise the unit will assume that you accidentally locked yourself out, and
revert fo its previous configuration.

Note: Due to configuration changes the currently active user admin (192.168.10.151) will no longer be automatically logged on after the activation of the new
configuration. You will need to manually login with an administrator user account to verify the new configuration.

OK Cancel
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