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Introduction

D-Link NetDefend UTM firewalls DFL-260/860 integrate Intrusion
Prevention System, gateway Anti-Virus and Web Content Filtering,
for improving Layer 7 content inspection performance, D-Link adopt
a hardware accelerator to increase IPS and AV throughput, and web
surfing control database contains millions of URLs for Web Content
Filtering. IPS, Anti-Virus and URL database real-time update service
to protect your enterprise network from application exploits, network
worms, malicious code attacks and management employees Internet
access behavior. Three database of UTM firewall should be kept up
to date against a variety of threats from the Internet. Today D-Link
delivers NetDefend UTM Subscription, including NetDefend IPS,
Anti-Virus and WCF update services individually; to ensure your
UTM firewall’s service database is accurate and up-to-date



Apply for a D-Link Membership

You need to visit D-Link NetDefend Security Portal, which provides
a registration platform and abundant professional security
resources to customers,

1. Please launch your browser and input the following URL.:
http://security.dlink.com.tw.

g D-Link NetDefend Center - Microsoft Internet Explorer
Fle Edt Mew Favorites Tooks Hep
Gk - = - @ B @ Boeorch [FFovories Ghredo | B 2

Agdvess [@] heepefsecurity.dink.com. buf

‘ NetDefend Center
Building Networks for People

Search | Site Map

B

2. Go to “My D-Link” in the menu bar, and click “Registration”
from the pull down menu.

2} D-Link NetDefend Center - Microsoft Internet Explorer 2 D-Link J{#
LR EEE WRT ESSEw TAD HE®

QO HEAG Sm e @ 25w JUHYS

| 4] €] hip ecuritylab dlink com ettt oxp

| NetDefend Center
Building Networks for People

[ Jsearen | steman

Registration
Product Status
1PS Firewall Service DFL-800 DFL-1600 DFL-2500

UTM Firewall Service

* e Protect your network against various attacks
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3. For security concern, your information provided in “My D-

Link” is protected by HTTPS communication, and please click

“Yes” to trust the D-Link certificate.
D‘Lilll(! ‘ NetDefend Center

Bullding Networks far People

Search | Site Map

changed by others. Howsver, there is 2 problem with the site's

:@ Information yau exchange with this site cannot be viewed or
secuiity certiicate,

The securty certificate was issued by & company you have
not chosen to tust, Yiew the cerificate to determine whether
you veant to tust the certifying authority.

@ The ssouiy cerlificate date is valid

User Login /D The name on the secuity certiicate is invalid or does not

maich the name of the ste

Do you want to proceed?

4. If you are already a D-Link member, and you want to register
another firewall product, please input your username and
password, then logon “My D-Link” directly.

D'Lillk' ‘ NetDefend Center

Building Networks for Peopla

About D-Link | Product | Support | NetDefendlive | MyD-Link | News | ContactUs |

My D-Link
Profile Home > My D-Link
Registration Registration

Product Status

Registration Assistance
D-Link Membership

Login for your device registration

Login

IPS Service

\_/ News Headline

tch Here!
Today's Headline

New User
A D-Link user account enables customers to register and activate their NetDefend products and Subscription
Senvice: it will also allow you to access all resources in the NetDefend Center, download files and check the

subscription of your product Please complete the step-by-step registration below for new D-Link users to create
new account:
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5.If you are new to “My D-Link”, please comprehend the
registration information for My D-Link membership by
following the steps below:

Step 1: Provide Login Information, User Profile and Company
Profile. Please make sure you fill in the correct information for your
membership.

New User

A D-Link user account enables customers to register and activate their NetDefend products and Subscription
Service, itwill also allow youto access all resources in the NetDefend Center, download files and check the
subscription of your product. Please complete the step-by-step registration below for news O-Link users to create a
new accaunt:

Step 1 cep Step 2 e Step 3
Account Creation Product Regisiration Confirmation

Step 1

Login Information:

*Usemame: [erf

“Password: [ (must be between B and 24 characters)

=Confirm Pagsword: f=]

User Profile:

*First Mame: [o

*Last Name: [Jeff

*E-mail: [Jeft_kog@elink.com tw

Phone Number: [888-2-65000123

Fax Number: [s86-2.55500988

Joh Title: [Enginesr

Company Profile:

*CompanyiOrganization: |D—Lmk

Eranlavaac: 2an.
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Step 2: Please fill in the MAC address and Serial Number of your
appliance. To find the information, you can check the label at the
bottom of the appliance.

| AboutD-Link | Product | Support | NetDefendLive | MyD-Link | News | ContactUs |

My D-Link

Login

Login Assistance
» Registration

Product Status

1./ News Headline

ch Here!
Today's Headline

Home = My D-Link

Registration

Registration Assistance

New User

If have not registered your product, you can still create an account for yourself. The serial number and MAC address
of your device are printed on the sticker placed on your device.

Step 2 .
"~ Product Registration "

Step 2

Product Information:

Device Allas: [NeDetend Frewal
“Purchase Date: [2008 =114 =1 =]
“Serial Number, Bszaervinan
MAC Address: [rosseaoaecs

Distributon VAR [oLink

Back Hext

Step 3: Please make sure you provide the correct information
before submitting your registration.

» Registration
Product Status

1./ News Headline

Watch Here!
Today's Headline:

Registration

Registration Assistance

Step 1 . Step 2 e Step 3
Account Creation Product Registration Confirmation
Step 3

User Profile:
*First Marne: Jeff
*Last Mame: Ko
E-mail: jefl_ko@dlink com tw
Phone Mumber: 886-2-66000123
FaxNumber: 888-2-55509988
Job Title: Engineer

Company Profile:

*Company/Organization: D-Link
Employess: 300+
*Arddress: M.289 Sinhu 3rd Ed,, Neihu District, Taipei Gity 114, Taiwan, R.0.C
*Country Taiwan
*City: Taipei
State/Provine: Taipel
Postal Code: 114
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7. After you complete the registration, you will receive
an email from D-Link NetDefend Center for membership
confirmation.

My D-Link

Login Homa > My D Link
Login Assistance | Reglstration
» Registration |
Proguct Status | v 19 8 B-Lin we ihe following sdaress to conflrm
your 8mall account

News Headline |

| Jem_kogatink com

ey s Flaase Clck on the URIL Ik in the emsilor capy e 1k and paste o e addrass b of yous browser
1 Ingoitant Rerminder
Fur vl prog vz

), i Ugrads your Sirer

8. Check your mailbox to see if you received the confirmation
email. When you receive the email, please confirm your
membership within 48 hours simply by clicking the URL link
provided in the mail.

| ‘Dear jeff ko:

| Thank you for creating a D-Link user account. This mail is to confirm your
I e-mail address. Please click on the following URL or copy and paste it into
address bar of your browser, please check or modify your personal profile.
bitos//security dlink.com, tw/account/tyy.asp70=NTIN

In order to avoid your profile from being expired and removed from our
system, please click on the URL link and validate your registration within
48 hours.

| Impaortant Reminder

For firewall products, please uparace your firmware version to v2.04 or
above when you want to enable 1PS autoupdate service, In terms of
Information Service Gateway (ISG), please upgrade your firmware version
to v1.23 or above for enabling ISG patter update service.

If you have any problems, please detail them in an e-mail to D-Link's
NetDefend Center at gecurity support@dlink.com.ty.

9. After the confirmation, you can check and review your
registered Product Status anytime via NetDefend Security
Portal.

My
— Hoine Wy D-link > PrOducE Status

Registration Product Status
» Product Status

The foll owing information detailss your registered product status , please take note of the expiration date of your IDS
Senice and Product Warranty, f the senice or warranty is overdue now, you can contact D-Link o purchase a
Subscription Senvice to extend yeur product warranty period
‘ tch Here!

Today's Headine

LEEED My DFL260 My DFL-800

Model Name DFL-260

Serial Number Y
MAC 001794DEBF8B

Registration Date
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Subscription

The standard NetDefend UTM (Unified Threat Management)
Subscription provides your security device with UTM services for 12-
months starting from the day you activate or extend your service.
Your NetDefend UTM Subscription should be renewed regularly to
provide your security device with important updates and your network
with the most up-to-date security service available from D-Link.

NetDefend UTM Subscription includes 3 optional services, IPS, Anti-
Virus and Web Content Filtering. Customer can purchase either one
of the 3 or any service combination.

D-Link NetDefend IPS Subscription

D-Link adopts the unique technology - Component-based signatures,
which are built to recognize and protect against all varieties of known
and unknown attacks, and address several aspects of an attack
including payload, NOP sled, infection, exploit and more. In terms
of signature coverage, the database includes attacks and data from
a global attack sensor-grid and exploits collected from public sites
such as the National Vulnerability Database and Bugtrax.

D-Link commits to deliver high quality IPS signatures by constantly
creating and optimizing the signatures via D-Link Auto-Signature
sensor system. Without overloading the existing security appliances,
D-Link IPS signatures ensure a high ratio of detection accuracy and
a lowest ratio of false positive.

D-Link NetDefend Anti-Virus Subscription

NetDefend UTM Firewall implements Stream Based Virus Scanning
technology without caching the incoming files first, thus increase the
inspection performance of UTM Firewall, and ease the nightmare
of network bottleneck while enabling antivirus feature on UTM
Firewall.

-8
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NetDefend UTM Firewall adopts the Signatures from the Well-
Known Kaspersky Lab to enable customers the prompt signature
update time and high quality antivirus signatures.

Built-in extreme performance AV acceleration engine together with
stream-based virus scanning technology, NetDefend UTM Firewall
blocks virus and malware before they ever reach the desktops or
mobile devices, thus creates a safer network environment for SMB
and enterprises.

D-Link NetDefend Web Content Filtering Subscription

Web surfing is becoming a critical concern of enterprise business,
D-Link Web Content Filtering service enforces protection and
management policy in terms of Internet resources access for your
organization.

NetDefend Web Content Filtering Subscription helps organizations
Monitor, Manage, and Control employee usage of and access to
Internet resources. It puts management back in control, enabling a
more business orientated and cost effective usage of the Internet.

Allow organizations to gain significant cost savings through:

1)A reduction in wasted staff time (by reducing inappropriate web
surfing).

2)Reduced Internet access costs and achieving bandwidth
savings — by limiting and / or controlling non-business related use,
and improve network response

3)Reducing legal exposure to work place relations (e.g. sexual
harassment cases / child pornography and the adverse publicity that
an incident would generate)

4)Reduced costs for recovering from an attack as less in-
appropriate content will be allowed to enter into the network.

09



Activate your update

service of UTM firewall

D-Link provides 90 days free trial for IPS, Anti-Virus and WCF service.
After 90 days trial period expired, you need to subscribe NetDefend
UTM Subscription Package and enter authentication code onto the
device GUI to renew your either one of NetDefend UTM Service or
all service combination you purchased.

How to activate 90 days free trial Update Service of UTM
firewall?
1.Please login your account on NetDefend Center, and click
“UTM Firewall Service” of My D-Link, and click “Activate 90 days
trial” button.

‘ NetDefend Center

| Support | NefDefendLive | MyD-Link | News | ContactUs
My D-Link

Login Home > My D-Link

Assistance UTM Firewall Service

Registration

D-Link offers optional NetDefend UTH Firewall services subscription which include distinct NetDefend senvice
Product Status. Updates for each aspect of defenses: Intrusion Prevention System (IPS), Anti-Virus (A1) and Web Content Filtering
(WCF). NetDefend UTH Firewsll update services ensure that sach of the firewall's senice databases is always
accurate and current.

Activate 90 days triel

1PS Firewall Service
, UTH Firewall
Service

Update Center

= May 22, 2007

2.You will get the all of trial activation codes for UTM Update
Service.

‘ NetDefend Center

| MyD-Link | News | ContactUs

My D-Link

Profile Home = My D-Link

Registration UTM Firewall Service

Product Status.
The following activation code will give you a 90 days free trial for each UTH Update service, please enter the code

IPS Firewall Service into the UTH firewall UL

3 ST FESIL | T g oo il st ot o s e atre nihs UTh vl Yo cntain e
remaing e e T ol o eostnd o

Update Center
Trial IPS activation cods: DKELS-NDZME-QATGH-CJESLKTLCE

Trial Anti-Virus activation code: ASDJF-RKQJ4-NHT7E-QSERHM-ANLCS
“Trial Web Content Filtering activation code: JEEJN-5RENH-NSBFC-SJFBD-QSLEL
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3.Login your firewall, point your mouse to “Maintenance” in the
tool bar of firewall Ul, and click “License” from the pull down

menu. You can enter the trial activation code for UTM Update
Service from here.

For Example: You want to activate IPS Update Service

a. Enter the IPS trial activation code and click the “Activate”
button

@ License

#) General

‘;\rf Lissnse

Model name:

Antivirus WA wa
Intrusion Detection & Prvention wa WA
S wa wa

sativation cods for @ 90 Gays fres sl pariod of ine IDF Sen

2 Cantar bafore you suEmit an
saivation sads

Enter scivation cods here:

okes |-[nozve | -[gaTen |- [comsL | [irice

47 licansa Pranartias

b. Firewall is contacting the License Server

@ Loosed in os aoministrator

admn - 17217580
bols v 7§ Status~ % Maintenance v
'\'u\,; License

#) General

E\a‘,—’ Lisriz

@loson | 7 hiel

il is contacting the license seners.
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c. Activate trial License successfully

@ Looged n 63 administrator
admin - 172.17.5.80

pols~ 73 Status~ ™ Maintenance v @logout 7 Hel

‘:j License

$) General

y\b Licznss

The license
senice. Press 0K

susoessfully upgrases for the new
sciivate the new license.

d. Trial IPS update service is enabled

@ Logoed in as administrator

admin - 172.17.5.80

ois~ 3 Status~ | % Maintenance + @loowt T Fei)

@ License

4) General

b Licerse.

20080227 00:00:00 000

Last mesifiss 20020507 08:16:15.000
MAC sddress: 00158520028
Active Service License Expires.
Antivirus A WA
Intruzion Datection & Pravention 50 days Trisl 2006-09-14
Content Filtring WA WA

An sctivation caos fer

12 menth sussaeiptiens for the senioss 2an &2 Bougnt st 4o

activation code.

Enter sctivation ceds hare

47 licansa Pronertias =

250 day: has visl parics of the |DP Senies i availatle sher resisation st D-Link

sl gssler You must nave rgisteres st e




Extend your NetDefend UTM

Update Service

1. If your one or above of three update service is expired

@ Looged i os administrator
admin - 172.17.5.80

4 Maintenance v @&logout 7 Hell

() Leense

&) General 5

B Licsnse

Viodel name: oFL280
Issued date: 2008.02.27 00:00.00.000
Lost mosifies 2008.08.97 03:4266.000
MAC sogress: 00-15E8 8004
| Antivitus Trial expired 2006-03-14
Intrusion Detection & Prevention Trial sxgired 2006-05-14
| Contant Filtaring Trial expirad 2006-05-14

1 sctivation cooe for 3 30 Gays fres sl period of the IDF Servios i susilstle sfier registrstion t D-Link's NetDefand Canter

12 montn servioss osn be boug local gesler. You must 5t tha NetDefend Cantar bafors you submit an
sstivation coas

B P e e

&7 license Pronerfies [ 3

2. You can purchase NetDefend UTM Subscription to extend one
of UTM Update service you needed from all authorized D-Link
NetDefend resellers.
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3. After receiving the service package, please find the
authentication code on the license card.

Lisanse

4. Login your firewall, point your mouse to “Maintenance” in the
tool bar of firewall Ul, and click “License” from the pull down

menu. Enter the authentication code and click the “Activate”
button

@ Losedin ss administrator
sdmin- 172.17.5.80

olsv 7 Status~ % Maintenance v

\}) License

@loson T hei]

) General "
@
y
s e
s
Comrcttas
Active Expires.
20060514
2005:08-14
it actito o 50 oy P i o e 0 S i yalale el s et
Eria scivallon sode bae: (e |-[ra7ric | [wraq |-[weqr |-[warsw ‘
&1 license Pronerties =
\
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5. Firewall is contacting the License Server

% Loged in as administrator
5 admin - 102.168.1.12

T T Blogon | @l

% License

&) General B

% Lioerse

Flass
This mi

6. Activate Subscription License successfully

Logged in as administrator
v admin - 192.168.1.12

T Blovow | Ored
% License
#) General 5

% Lioensz

uegrased fortra naw
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7. IPS update service of NetDefend UTM Subscription you
purchased is enabled.




Notes
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