Quick Installation Guide

This product can be set up using _

any current web browser, i.e., DFL 700
Internet Explorer 6 or Netscape Network Security
Navigator 6 or above N Firewall

Before You Begin

If you purchased this Network Security Firewall to connect to your high-speed
Internet connection in a secure manner, you must have either an Ethernet-based
Cable or DSL modem with an established Internet account from an Internet Service
Provider (ISP).

Check Your Package Contents

DFL-700 Network Security Firewall

CD-ROM (containing Manual and Warranty)

Ethernet (CAT5 UTP/Straight Through) Cable

Console Cable (RS 232)

Using a power
supply with a
different voltage
rating will damage
this product and void
its warranty.

5V DC Power Adapter

If any of the above items are missing, please contact your reseller.

©2004 D-Link Systems, Inc. All rights reserved. Trademarks or registered trademarks are the property of their
respective holders. Software and specifications subject to change without notice. DFL-700. 01052004



Connecting The DFL-700 Network
Security Firewall To Your Network

A. First, connect the power adapter to the receptor at the back panel of the DFL-
700 and then plug the other end of the power adapter to a wall outlet or power
strip. The Power LED will turn ON to indicate proper operation.

B. 1. Power off your Cable or DSL modem; some devices may not have a on/off
switch and will require you to unplug the power adapter. Now, the DFL-700
should be powered on and the Cable / DSL modem should be turned off.

2. Cable / DSL modem (Power Off) — DFL-700 (Power On)

Connect an Ethernet cable to the Ethernet jack located on the Cable / DSL
modem. After the Ethernet cable is securely connected, power on the Cable /
DSL modem by turning on the unit or plugging in the power adapter.

3. Cable / DSL modem (Power On) — DFL-700 (Power On)

Insert the other end of the Ethernet cable to the WAN port on the back panel of
the DFL-700. The WAN LED light will illuminate to indicate proper connection. If
the WAN LED is not illuminated, please go back to step B and repeat its
instructions.

C. Insert an Ethernet cable to the LAN port on the back panel of the DFL-700 and
connect it to a port on your network hub or switch. The LED light for the LAN
port on the DFL-700 will illuminate to indicate proper connection

D. Connect the computer that you will use to configure the DFL-700 to the network
hub or switch.

DMZ port This is for LAN port This is for WAN port This is for the
the connection of an the connection of an connection of an
Ethernet cable to the Ethernet cable to the Ethernet cable to the
DMZ network. internal network. Cable or DSL modem.

COM Port Used to Receptor for
connect to the CLI. Power Adapter.




Restart your computer

To obtain a new IP address from the DFL-700 you will need to
restart your computer. Make sure that the network adapter in your
computer is configured properly first. Instructions on how to
configure the network adapter to obtain an IP address
automatically from the DFL-700 can be found in the appendix.

STATUS LED — will flash
consistently to indicate that the
DFL-700 is working properly.

1* DFL-700
Network

D.Link Security Power

Firawall

POWER LED - a solid light NETWORK LEDs — a solid light on the

indicates a proper connection port indicates a connection to an

to the power supply. Ethernet enabled computer. These
LEDs blinks during data transmission.




When you have completed the steps in this Quick Installation
Guide, your connected network should look similar to this:

Cable/DSL Modem

DMZ
Network

(optional)

-

WWW / E-mail server

Intenal
Network

DFL-700

Network Security Firewall

Using The Setup Wizard

The DFL-700 provides Web based configuration. You can configure
your DFL-700 through your Netscape Communicator or Internet
Explorer browser in MS Windows, Macintosh or UNIX based
platforms.

Activate your browser. Then type the IP address of the DFL-700
into the Location (for Netscape) or Address (for IE) field and press
“Enter.” For example: http://192.168.1.1.

File Edit ‘iew Favorites Tools

Open your Web browser and .

type “http://192.168.1.1” into the @ Back ~ [ @ @ - |
URL address box. Then press the

Enter or Return key. Address http:ff192.168.1.1f

(The IP Address shown in the example above is the default setting.
If you have changed the IP Address of the DFL-700 to conformto a
network, then input that IP Address in the web browser, instead of
the default IP Address shown.)



The Setup Wizard (continued)

Welcome to the DFL-700 connec-
tion wizard!
Here you can choose to either

configure your firewall over HTTP
orover Secure HTTP (HTTPS).

D-Link

Busildireg Netwarks for Peaple - ‘_‘1"! | Stup \:Lt""l‘\.’.

“wielcome to the D-Link DFL-700 S etup Wizard,

“r'ou are currently connecting via unencrypted HTTP,
If you want a secure management channel, you should switch ta secure HTTP [HTTPS].

HTTPS instead to use Secure HTTP

Connect to the unit via HTTPS instead ]
C||Ck on Con neCt tO the un it Via IF you proceed using the Next button below, pou will manage your unit via HTTF.

Click Next to keep

using HTTP.

Step 1 - Set admin password

Enter the password
that you want to use
for the admin account.

D-Link

Burilding Wetworks for People a ‘_‘111 U S Etup L‘Lt-,_.lu

D-Link DFL-700 Setup Wizard, Step 1 - Set admin password

Flease enter a password for protecting the administrative interface of the unit

Usemame: admin

Password,
Retype password

Mote that the passwaord iz case sensitive, and that vou should pick a password that containg upper-

' Click Next

and lowercase letters as well as numbers and/or special characters.
BEICH Exit

Step 2 - Set timezone

Select the appropriate
timezone

Enter the appropriate
dayligt saving time settings. L

Burldirsy Netoirks for Feople

DE L=700FSEtUpA W25t

D-Link DFL-700 Setup Wizard, Step 2 - Set timezone

Select the appropriate time zone and click Mest to continue.

[GRT+01:00) Arnsterdam, Berlin, Bem, Rome, Stockhalm, Yienna ;ﬂ

aplight saving time settings:

T No daplight saving time

(:Applydayllghtsawnghmehnm IMal ':I 25]‘
- IDct -] |28 -I

' Click Next




The Setup Wizard (continued)

Step 3 - Configure WAN

interface DE =700 SEtUpAWZ=ed
Select the apprOprIate Conflg u- D-Link DFL-700 Setup Wizard. Step 3 - Configure WAN interface
ra'“on for the WAN |nte rface’ |f Select the apprapriate configuration type of the intemet-facing [wiN] interface
. Your ISP normally tells pou which type ta use,

you are unsure of which
Sett| ng to Se|eCt please " Static IP - manual configuration

’ . Mast commonly used in dedicatedine internet connections.
ContaCt yOUI’ |ntel'net SeI'VICG Your ISP provides the IP configuration parameters ko pou.
PrOVIder " DHCP - automatic configuration

Regular ethernet connection with DHCP-azzigned IP addrese.
Used in many DSL and cable modem networks. Eversthing iz automatic.

Click Next and continue to
step 4 further down.

" PPPOE - account details needed
PPP over Ethernet connection, Used in many D5SL and cable modem networks,
After providing account details, everything is automatic.

© PPTP - acoount detals nesdad

PPTP over Ethernet connection. Used in some DSL and cable modem networks.
‘r'ou need account details, but also P parameters for the physical interface that the
PPTP tunnel runs over

" Big Pond - account detsils needsd

Regular ethernet connection with DHCP-assigned IP address, plus authentication via
a gpecial pratocol. Uzed by the ISP "'Big Pond",

If you are unsure of which setting to select, please

contact your Internet Service Provider

Click Next




The Setup Wizard (continued)

Step 3 - Static IP

If you selected Static IP you
have to fill out the IP address
information provided to you by
your ISP. You will need to
complete all the required fields
except for Secondary DNS
Server. You should probably not
use the numbers displayed in
these fields, they are only used
as an example.

Click Next and continue to step
4 further down.

Click Next

Busildirsy Netiurks for People

DE k=70 SEtUBIW:ZSHY

D-Link DFL-700 Setup Wizard, Step 3 - Configure WAN interface

Static wial interface configuration is most commonly used in dedicated-line internet connections.

Your 15P usually provides this information to you.

IP Address: I

Subret Mask: | 255.256.255.0
Gateway P: I—
Primary DMS Server: I—
Secondary DMNS Server: I— [optionall

- 256 hosts [/24) =]

I

Step 3 - PPPoE

If you selected PPPoE (Point-to-
Point Protocol over Ethernet)
you will have to fill out the user
name and password provided to
you by your ISP. The PPPoE
Service Name field should be left
blank unless your ISP informs
you otherwise.

Click Next and continue to step
4 further down.

Click Next

DEL700ISEtUpIW Ztd

D-Link DFL-700 Setup Wizard, Step 3 - Configure WAN interface

PPP aver Ethemet connections are uzed in many DSL and cable modem networks.
After authenticating, everything is automatic.

Ll zemame:
Password
Retype Password

Service Mame:
[Some I15Ps require the Service Mame to be filled out.)

0|9

Next | Exit




The Setup Wizard (continued)

Step 3 - PPTP

If you selected PPTP you will
need to specify both PPTP
tunnel parameters and Physi-
cal interface parameters.

PPTP tunnel parameters:

Enter the Username, Password
and the PPTP Server IP
address provided by your ISP.

Physical interface param-
eters:

DHCP

If your Internet Service Provider
is using DHCP you should
select the DHCP radio button.

Building Hétwarks for People

DEl=ZURSE U eZed

D-Link DFL-700 Setup Wizard, Step 3 - Configure WAN interface

FPPTP over Ethernet connections are used in some DSL and cable modem netwarks.
T'ou need account detals, and possibly also IP configuration parameters of the actual physical
interface that the PPTP tunnel iuns over. “r'our [SP should supply this information.

PPTP tunnel parameters:

Usemanne: l—
p Password I—
Retype Password, l—
PRTP Serverte: [

= Physical interface parameters:

" DHCP - automatic configuration
Everything is automatic,

 Static IP - manual canfiguration

Your ISP should pravide this information ta you,
IP Address:
Subhet Mask: [ 255 256.256.0 - 256 hosts [/24) =]

Gateway IF:

This may or may not be necessary, depending on the ISP,

Static IP

If your Internet Service Provider
is using Static IP you should
select the Static IP radio button
and enter IP Address, choose a
Subnet Mask and enter the
Gateway IP address.

Click Next




The Setup Wizard (continued)

Step 3 - Big Pond D-Li

Buildivg Mebwrarks for Feople DE kesZ0U Setup Wizatd

If you Selected Blg Pond you Wl” D-Link DFL-700 Setup Wizard. Step 3 - Configure WAN interface

have to f|” Out the user name and Fiegular ethemet connection with DHCP-assigned IP addiess, plus authenlication via a special
R protocol. Used by the [SP "Big Pond!

password provided to you by

yOur |SP Usernarme: I—
Pasaward: I—
Click Next and continue to step RepePasswort [
4 further down. _
Sloa
Next [Exit
Click Next




The Setup Wizard (continued)

Step 4 - Set up built-in DHCP
server

If you want to use the built-in
DHCP Server in the DFL-700,
choose Enable DHCP Server in
this screen. You then need to
specify a range of IP addresses
to hand out to the DHCP clients.
This range is entered in the
format “Start IP — Stop IP” i.e.
192.168.0.100 — 192.168.0.200.
If you don’t want to use the built-
in DHCP Server or configure it
later, choose Disable DHCP
Server and click Next when
done.

Click Next

DEL=700FSEtUR WS

D-Link DFL-700 Setup Wizard, Step 4 - Set up built-in DHCP server

*fou may enable the builtin DHCP server so that the gateway can hand out [P addresses to clients on
the LaM wia the DHCP protocal

C Disable DHCP Server

¥ Enable DHCP Server

Enter a range of IP addresses to hand out to DHCP clients:

IP Range: |1921ESDWDD-1921BSDZDD

Step 5 - Configure helper
servers

NTP Servers - If enabled,

Busiling Hetworks For Peaple DE =ZOURS 2tip W rzZacd

D-Link DFL-700 Setup Wizard. Step 5 - Configure helper servers

'IV Time servers - for automatically keeping the unit's time accurate

Primary NTP Server.

specify which NTP Servers
that should be used to
syncronize the firewall time

Syslog Servers — If enabled,
specify where the firewall
should log, you can specify
up to two Syslog receivers.

Secondary NTP Server. [optianal]
-
‘l? Syslog servers - for receiving log data fram the unit

If both servers are configuied. logs will be sent to both at the same time|
Syslog server 1
Syslog server 2 [optional]

Click Next
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The Setup Wizard (continued)

Setup Wizard Complete

Click Restart to complete your
configuration.

Click Restart

Busildiveg Hetwrks fur Pesple

D-Link DFL-700 Setup Wizard Complete

Click Restart ta finglize the configuration.

After the restart, the unit should be fully operational and use a basic firewall policy that allows nearly

@ ’

eventhing fram the inside and out, and nothing in the opposite direction,

DEL=700ISEUpW 4t

D
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APPENDIX

To connect to the network, make sure the network adapter in your computer is
configured properly. Here’s how to configure the network adapter to obtain an IP
address automatically from the DFL-700 Network Security Firewall.

"= Metwork Connections

e Bl e et fok  Adveeed b
J 3 (T D s [ roses [
B X e —

AN ar High-Speed tateret

For Microsoft Windows XP:

Go to Start > right click on

My Network Places >

select Properties > Double-click on
the Network Connection associated
with the Ethernet adapter

(i.e.,D-Link DFE-530TX+).

Eesr &0 E

General | Authentication ” Advanced ‘

Connect using:

Click Internet Protocol (TCP/IP)

This connection uses the fallowing items:

‘ Configure. '
—
gl:hent for Microsoft Networks

gF\Ie and Printer Sharing for Microsoft Networks
B 05 Packet Scheduler
== Intermet Protocal (TCPAP)

Click Properties

[ Install... I [ Uninstal ] [ Properties

Descriptian

Allows your computer to access resources on a Microsoft
netiark.

[ Show icon in notification area when connected

Internet Protocol (TCP/IP) Properties

General | Altemate Configuration |

‘fou can get IP settings assigned automatically if your network supports
this capability. Otherwise, you need ta ask your netwark administratar for
the appropriate |P settings.

Select Obtain an IP address
automatically

{@Q‘;ﬁaiﬂ an P address automatically )
(O Use the fallawing IP address:

(3) Obtain DNS server address automatically

() Use the fallawing DNS server addresses:

. FPrefenned DNS server: l:l
' CIICk OK Alternate DNS server: l:l
Restart your

computer {: o )
12




For Apple Macintosh OS X:

(- X+ System Preferences

n A= Ba 6590
Go to the Apple Menu Click G = U @ % Ao
on Network and Select e e
System Preferences Click on a @
Network o — S
2 5 0 ' 82
'8 0 £ Network o
— W NG =
Select BUIIt-In Ethernet Show All Displays Sound Metwork Startup Disk

in the show pull down Location: [ Automatic )

menu ﬂ Built-in Ethernet rﬂ)
%z Manu;ly foxies |

Select Using DHCP in
the Configure pull down
IP Address:

menu | " (Provided by DHCP Server)
{ Subnet Mask: 255.255.255.0

vame Servers (Optional)

Router: 192.168.0.1 Search Domains (Optianal)

DHCP Client ID:
(Optional)
Example: apple.com, earthlink.net
Ethernet Address:
@ Click the lock to prevent further changes. Apply Now
8eo Network (=}

W =A@ 3

Show All Displays Sound Network Startup Disk

Location: | Automatic v!

Show: | Built-in Ethernet l":’1

\ [repfie ) peroe | AppleTalk | proxies |
[CIICK on Apply Now] Configure: = Using DHCP f‘:‘“

Domain Name Servers (Opticnal)

IP Address: 192.168.0.160
(Provided by DHCP Server)

Subnet Mask: 255.255.255.0

The IP address information, = e
the Subnet Mask, the DFL-700

IP address and the Ethernet s

adapter address will appear e

@ TR TR s { Apply Now
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Technical Support

You can find software updates and user documentation on the D-Link website.

D-Link provides free technical support for customers within the United States and
within Canada for the duration of the warranty period on this product.

U.S. and Canadian customers can contact D-Link technical support through our
website, or by phone.

Tech Support for customers within the United States:
D-Link Technical Support over the Telephone:
(877)453-5465
6am-6pm PST, Mon-Fri.

D-Link Technical Support over the Internet:
http://support.dlink.com
email:support@dlink.com

Tech Support for customers within Canada:
D-Link Technical Support over the Telephone:
(800) 361-5265
Monday to Friday 8:30am to 9:00pm EST

D-Link Technical Support over the Internet:
http://support.dlink.ca
email:support@dlink.ca

Tech Support for customers within

the United Kingdom & Ireland:
D-Link UK & Ireland Technical Support over the Telephone:
+44 (0)20 7365 8440 (United kingdom)
+353 (0)12 421 061 (Ireland)
Monday to Friday 8:00 am to 10:00 pm

D-Link Technical Support over the Internet:
http://www.dlink.co.uk

D-Link

Building Networks for People
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