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Routing

Logging
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D-Link

Building Networks for People

Help

DFL-700
Network Security Firewall

Firewall Servers Tools Status Help

System

Adminiztration Settings

Management web GUI ports

HTTF Port
HTTPS Port:

Far security reazons, it may be better ta run the management web GUI on non-standard
portz, Aleo note that if web-baged user authentication iz enabled. portz 80 and 443 will be

taken; the management web GUI has to use other ports.
2 90O
=

Apply Cancel Help

Select the interface / uzer you wizh to edit from the below list.

Mote that both the uzer settingz and the interface zettings limit what a user can do, 2o /if  uzer with both admin
and read-only rights logs on from a zomewhere where only read-only access iz allowed, the uzer will be allowed
ta log on, but will receive read-only access only.

Administrative access via LAM intelface  [Edit]

Ping: Any address
Admin: Ay addrezz [HTTP + HTTPS)
SHMP: Any address
Fead Community: "public”

Add adminiztrative access via:

Interface: 'wak, DS
VPN Tunnel:
YLAN Interface:
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Adminiztration Settings

Edit administrative access via the LAN interface;

Ping - standard ICMP echo ta the P address of the interface

Interfaces Networks: | | Blank = &y

Admin - Full access to web-bazed management

i

Metworks: | | Blank. = Ay
Protocol:

] Read-only - Read-only access o web-based management
Metworks: | | Blark = A
Fratocal:

SHMP - Simple Metwork Management Protocaol [read-only access)

Mebworks: | | Blank = Ay

Cammunity: |pub|ic |

MHate that you can specify multiple networks, e.q. "1592.168.0.0/24, 10.0.0.5-10.0.0.5"

9 WO

Apply Cancel Help

Select the interface / uzer you wizh to edit from the below list.

Mote that both the uzer settingz and the interface zettings limit what a user can do, 2o /if  uzer with both admin
and read-only rights logs on from a zomewhere where only read-only access iz allowed, the uzer will be allowed
ta log on, but will receive read-only access only.

Administrative access via LA inteface  [Edit]
Ping:  Anp address
Admin:  Any address [HTTF + HTTPS)

SHMP: Any address =
Read Carmrunity: “'public”

Add administrative access via:

Interface: ‘wWal, DMZ
YPN Tunnel:
YLAN Interface:
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File Wigw  Favorites Tools  Help

DFL-700
Network Security Firewall

Firewall Servers Tools Status Help

System

Interface Settings

Fick. an interface to edit fram the below list:

Administration o

Help
Available interfaces
LAN [Edit]
Wit [Static] [Edit]
Routing DMz [Edit]

Logging

p—
Interfaces '
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=
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Help

D-Link
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Administration

System

Firewall

DFL-700

Network Security Firewall

Servers

Status Help

Interface Settings

Edit zettings of the LAN interface:

IP Address: |192.168.1.1

Subret Mazk: | 2652552650 - 286 hosts [/24] |
286,255,256.248 - Bhostz [/29]
256,255 266.240 - 16 hosts [/28]
285,255, 250,224 - 32 hosts [/27)
255,255 266,192 - B4 hasts [/26]
286,255, 255,128 - 128 hosts [/25]
2506255 265.0 - 256 hosts [/24)

Available interfaces | 266.2 ]

256.255.240.0 - 4k hosts [/20]

LAN [El265 255.224.0 - 8k hosts [/19)

WM [Static) [E] 2552551920 - 16k hosts [/18)

DMZ [E]255.255.128.0 - 32k hosts [117)
256.255.0.0 - Bk hasts [/16]
255.254.0.0 - 128k hosts [/15]
256.252.0.0 - 256k hosts [/14]
255.248.0.0 - 512k hosts [/13]
256.240.0.0 - 1M hostz [112)
256.224.0.0 - 2M hostz [A11)
256.192.0.0 - 4k hostz [A10]
256.128.0.0 - B hosts [/9)
255,000 - 16M hosts [/8)
2h4.00.0 - 32M hosts [/7)
252,000 - BdM hosts [/E)
248000 - 128M hasts (/5]
240.00.0 - 286 hosts (/4]
224000 - 5128 hasts [/3)
192.00.0 -1G hosts [/2)
128.000 - 2G hostz [/1) —
0.0.0.0 - 405 hosts [/0] b

9 WO

Apply Cancel Help
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I@ Done
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Wigw  Favorites Tools  Help

Edit

D-Link
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File

DFL-700
Network Security Firewall

Servers Tools Status Help

Firewall

System

[———
Administration

Interface Settings

Edit zettings of the LAN interface:

IP Address: |192.168.1.1

Subret Mazk: | 2652552650 - 286 hosts [/24] |
755.255.255.248 - B hosts (/23]
255.255.265.240 - 16 hosts [/28]
255.255.256.224 - 32 hosts [/27] a i r’ O
265.255.265.192 - B4 hosts [/26]

55 2595.255 28 _ a hosts2 Apply Cancel Help
255.255.254.0 - 512 hosts [/23)
2862552620 -1k hosts [/22)
Avalable interfaces |255.255.248.0 - 2k hosts [/21)
2852552400 - 4k hosts [/20)

LaN [E) 255, 255.224.0 - Sk hosts [19]

WAN [Static] [E|255.255.1920 - 16k hasts [/18]

DMz [E|255.255.128.0 - 32k hosts [117)
265.2550.0 - Bk hosts [/16]
265.254.0.0 - 128k hosts [/15]
28525200 - 256k hosts [/14]
255.2480.0 - 512k hosts (/13
26524000 - 1M haosts [412)
265.22400 - 2M hosts [411)
28519200 - 4M hosts [410]
28512800 - 8M hosts[/9)
255.0.0.0 - 160 hasts (/8]
254000 - 32M hasts (/7]
2520.00 - B4M hasts (/5]
248.0.00 - 128M hasts (/5]
240.0.0.0 - 256M hasts (4]
224000 - 512M hasts [43]
192.0.0.0 -16G hosts [#2)
128.0.00 226 hosts (1] —
0.0.0.0 - 4G hostz [/0) hd

# Internet
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Logging
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YoM Firewall Servers Tools  Status Help

Interface Settings

Edit zettings of the WAN interface:

Change WAN Type: | Static 1P v|[ &pply Change ]

Static Wik interface configuration iz mozt commonly uzed in dedicated-line internet connections,
Your ISP uzually provides this information to you.

IP Address: |192.168.10.148

Subret Mask: | 265.265.256.0 - 256 hosts [/24] |
Gateway P
Primary DNS Server:
Secandany DNS Server I:I [optional]

[ IManual MAC Address - change the hardware addiess of the interface

Some Intermet service providers [15Ps] bind their zervice to a zpecific MAC address. In these cazes pou wil
hawe to change the MAC addrezs of the fireveal WA interface. Input the address of the computer ar
network, equipment that the zervice cunrently iz bound to,

wharning! Do not change the hardware address unleszs the 15P requires it

Macaddess | | |-[ [ [ ][]

[ Traffic shaping - interface speed limits

I order to do traffic shaping beyond simple imitz, such az guarantees and prionties, the traffic shaper
needs to know what the masimum bandwidth iz, Throughput through this interface will be limited to these
speeds. | the limits are zet too high, traffic shaping will not work.,

These zettingz should match the speed of your Intermet connection,

Upstrean bandwidth: I:l kbit,'s
Dovnstream bandwidth: I:l kbitdz

[ IManual Interface MTU Configuration - maximum size of packets sent via this interface

Hormally, pou do not need to change the MTU settingz. By default, the interface uzes the masimum size
that the physical media suppoarts.

MTU: (1500 | bytes. Upper imit: 1500
9 90O

Apply Cancel Help
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I@ Done
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File Edit Wiew Favorites Tools Help ;,
PN
“ S Be Firewall Servers Tools  Stalus  Help
"/ Interface Settings
Edit zettingz of the WAN interface:
[
Administration
Change WaN Tupe: | DHCP w | [ Apply Change ]
Interfaces Reqular ethernet connection with DHCP-aszigned 1P addresses iz uzed in many DSL and cable moderm
networks, Ewverpthing is automatic.
[N
Routing
]# [ Manual MAC Address - change the hardware address of the interface
ogging Some Internet service praviders (ISP bind their service to a specific MALC address. In these cases you wil
have to change the MAC address of the firewall WAN interface. Input the address of the computer or
netwark, equipment that the service currently is bound to.
——
WWarning! Do not change the hardware address unless the |SP requires it
wcaagess [ -] -1
[ Traffic shaping - interface speed limits
In order to do traffic shaping beyond simple limitz, such az guarantees and priorities, the traffic shaper
needs to know what the maximum bandwidth iz, Throughput through thiz interface will be limited to these
speeds.  |f the limits are et too high, traffic shaping will not work,
Thesze settings should match the speed of your Internet connection.
Upstrean bandwidth: I:l kbit,'s
Dovnstream bandwidth: I:l khit's
[ Manual Interface MTU Configuration - maximumn size of packets zent via this interface
Marmally, you do naot need ta change the MTU settings. By default, the interface uses the maximum size
that the phyzical media supports.
MTL I:I bytes.  Upper it 1500
2 90O
Apply Cancel Help
Available interfaces
LAN [Edit]
WwAN [Static] [Edit] 3
D [Edit]
b
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Routing

Logging

Gl e Firewall Servers Tools  Status Help

Interface Settings

Edit zettingz of the WAN interface:

Change AN Tupe: | PPPoE v|[ Apply Change ]

PFP ower Ethermet connections are used in many DSL and cable modem networks.
After authenticating, everpthing is automatic.,

[REREN | |

Pazzword: | |

Fetype Password; | |

Service Mame:; |

[Some 15Pz require the Service Mame ta bBe filled out.]

tost PPPoE services provide DMS zerver infarmation. & few do nat.
f thig is the casze, pou can fill out their IP addresses yourzelf,

Primary DNS Server [192.168.10.249 | [optional)
Secondan DNS Server I:I [aptinnal]

[ Manual MAC Address - chanhge the hardware address of the interface

Same Intermet service providers [1SPz] bind their service to a specific MAC address. |1 these cases you
will have to change the MAC address of the firewall WAN interface. Input the addrezs of the computer or
netwiark, equipment that the service currently is bound to.

wharning! Do not change the hardware address unless the ISP requires it.

macaddess: | |-[|-[ - |-[ ][]

[ Traffic shaping - interface speed limits

Ih order ta do traffic shaping beyond simple limits, such as guarantees and priorities, the traffic shaper
needs o know what the masimum bandwidth iz, Throughpot through thiz interface will be limited to
theze speeds.  |f the limitz are set too high, traffic shaping will not wark.

These zettings zhould match the speed of vour Internet connection,

Upstream bandwidth; I:I khit,'z
Downgtream bandwidth; I:I khit /s

[ Manual Interface MTU Configuration - maximumn size of packets zent via this interface

MHarmally, you da not need to change the MTU settings. By default, the interfface uses the masinun size
that the phpgical media supports.

MTL I:I bytes.  Upper limit: 1432,

il S Y
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Interface Settings

Edit zettingz of the WAN interface:

Change WaN Type: | Big Pond Cable |[ Apply Change ]

Reqgular ethernet connection with DHCP-aszigned 1P address, plus authentication via a special pratocal. Uzed
by the [5P T elztra BigPond [BigPond Broadband Cable) .

Ll zernarne: |

FPazzward: |

Authenticaion server

[optional):

Authenticaion domain |
[optional):

|
|
Retype Passwoard: | |
|

Authenticaion server port |5050 |
[optionall:

Leave authentication server settings blank to uze default server, dormain
and port,

[ Traffic shaping - interface speed limits

Ih order ta do traffic shaping beyond simple limits, such as guarantees and priorities, the traffic shaper
needs o know what the masimum bandwidth iz, Throughpot through thiz interface will be limited to
theze speeds.  |f the limitz are set too high, traffic shaping will not wark.

These zettings zhould match the speed of vour Internet connection,

| pstream bandwidth; |:| khit/z
Downstream bandwidth: |:| khitss

[ IManual Interface MTU Configuration - maximum size of packets sent via this interface

Hormally, pou do not need to change the MTU settingz. By default, the interface uzes the masimum size
that the physical media suppoarts.

MTL: l:l btes,  Upper limit; 1500,
9 9O

Apply Cancel Help

Available interfaces

LaN (Edit]
WM [Static) [Edit]
DMZ [Edit]
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File Wigw
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Administration

System

Firewall

Servers

DFL-700
Network Security Firewall

Status Help

Interface Settings

Edit zettings of the DMZ interface:

IP Address: |127.0.0.1

Subret Mazk: | 2652552650 - 286 hosts [/24] |
295,255, 2595.255 -1 howt [732) A
255,255 255,254 - 2 hosts [/31]

: 29
- 16 hostsz (/28]
255,255 255,224 - 32 hosts [427)
255,255.255.192 - 64 hosts [/25)
255,255 256128 - 128 hosts [£25]
wailable interfaces | 255,255, 255.0 - 256 hosts [/24)
JRE.255 2540 - 512 hosts [/23]

LaN [Eloem 2552520 - Tk hosts [/22]

WM [Static) [E] 255255, 2480 - 2k hosts [£21)

DMz [E[295.255.2400 - 4k hosts (420)
255,255 2240 - Bk hosts [419]
295.255.192.0 - 16k hosts [/13)
J55.255128.0 - 32 hosts [117)
JRE.255.00 - Gk hosts [F1E)
JRE.25400 - 128k hosts [415]
JRE.2520.0 - 256k hosts [114]
25524800 - 512k hosts [113]
255.240.00 - 1M hosts [12]
25522400 - 2M hosts (/1]
5519200 - 4M hosts (410
JRE12800 - 3M hosts (/9]
255.0.0.0 - 1EM hosts [/8]
284.0.0.0 - 32M hasts [/7]
252,000 -BAM hosts (/8]
242.0.0.0 -128M hosts [/5)
240.0.0.0 - 256M hosts (/4]
224.0.0.0 -512M hosts [/3] ™

9 WO

Apply Cancel Help
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File

Edit  Wiew

D-Link

Building Networks for People

Administration

Fawvorites

il f

Tools

Help

DFL-700
Network Security Firewall

Firewall Servers Tools Status Help

System

Routing Table
Pick. a route to edit from the below list:

MHate that rauting table ordering does not matter; smaller routes are always picked above larger ones.

5

X
'!!r

Interfaces o
_ Help
I:ﬂﬂﬁ'lg Routing table
Interface Metwork G ateway Additional IP Proxy ARP
LaM 192.168.1.0/24 [Edit]
AN 192.168.10.0/24 [Edit]
AN 0.0.0.0/0 192.168.10.254 [Edit]
DMz 127.00.0/24 [Edit]
[Add new]
I@ B nternet
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File

Edit

Wigw  Favorites  Tools

Help

D-Link

Building Networks for People

System

DFL-700
Network Security Firewall

Servers Tools Status

Firewall

Help

[———
Administration
ermr——

Routing Table

Edit new route:

BN=]

X
'!!r

|nterface:
Interfaces Netwark: |:|
Subnet Mazk: | 280.205.280.0 - 256 hosts [/24] W |
Gatewal [T weatwark is behind remote gateway
Routing
o e = Prozy 8RP: [ Publish network on all other interfaces via Prosy ARP
ging
Additional IP: [ additional firewsall IP addiess that hosts can use as gateway:
—_— [ooo
9 9O
Apply Cancel Help
Routing table
Interface Hetwork Gateway Additional IP Proxy ARP
LAM 192.168.1.0/24 [Edit]
i 192.168.10.0/24 [E dit]
it 0.0.00/40 192.168.10.254 [Edit]
DMz 127.0.0.0/24 [E dit]
[Add new]
I@ Dane B nternet
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File Edit Wiew Favorites Tools

D-Link

Building Networks for People

Help

DFL-700
Network Security Firewall

Status

ST M Firewall Servers  Tools Help

| togging |

Logging Settings

Syslog - send log data via the syzlog protocol to one or two servers

If both servers are configured, logs will be sent to both at the same time,

Syslog server 1: |192.168.1.2

Syzlog server 2 I:l [optional]
Suzlog Facility:

Enable audit logging

The firewall normally logs denied packets, With audit logging enabled., it will alzo log when allowed
conhection: open and cloze.

[[1 Enable E-mail alerting for IDS/IDP events

Senzitivity:

SMTP Server | |

Sender | |

E-Mail Addiess 1: | |

E-Mail sddress 2 | |

E-Mail sddress 3 | |

9 90O

Apply Cancel Help

B
@

I@ Done

# Internet
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File Edit Wiew Favorites Tools Help

D-Link

Building Networks for People

DFL-700
Network Security Firewall

System

Firewall Servers Tools Status

Help

Interfaces

"/4 Time Settings
[ mre— Current tine and date
Administration
[] 5et the system time

Date:

Tinne: l:l (24 hour time)

- Time zohe and daylight saving time settings

Time zone: | [GMT] Dublin, Edinburgh, Lisbon, London, Casablanca, Monrovia | s

() No daylight saving time
) Apply daylight gaving time from;

oo b

Automatic time synchronization

[JEnable NTP

Frimam MTP Server: | |

Secondarny MTP Server | | [optional]

Mote: The Current time and date and Time zone zettings above
will be applied instantly, and do not require Activate Changes.

9 90O

Apply Cancel Help
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File Edit Wiew Favorites Tools

D-Link

Building Networks for People

Help

[ system BTV

DFL-700
Network Security Firewall

Servers Tools Status

Help

Policy

|

Port Mapping

Users

il
—

Schedules

Servi

Firewall Policy

Select which palicy to edit:

& Global policy pararmeters

o LAM-WAN policy - 4 rulez, MAT enabled
o WwWiAM->LAM palicy - O rules

o LAN->DMZ palicy - 3 rules

o D> LAN policy - Orules

o M- OME policy - O rules

® DMZ-WiaMN palicy - 4 rules, MAT enabled

VPN

Cerfificates

‘Content Filtering

L
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X
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File  Edit

D-Link

Building Networks for People

Wigw  Favorites Tools  Help

DFL-700
Network Security Firewall

| EEEEIN Firewall
"/J Firewall Policy

Tools Status Help

Servers

Edit global policy parameters:
Policy
Fraoments: ] Drop all fragmented packets
Port Mapping Finimum TTL:

WPN: Allowe all WPH braffic: intemal »WPH, WPH-sintermal and YPH->WPN.

Users a ‘3 O

Apply Cancel Help

il
—

Schedules

Servi

VPN

Cerfificates

‘Content Filtering

L

I@ Dane B nternet
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File Edit Wiew Favorites Tools

D-Link

Building Networks for People

[ system BTV

Help

DFL-700
Network Security Firewall

Servers Tools Status

Help

Policy

|

Port Mapping

Users

Schedules

Firewall Policy

LAN->WAN LAN-DMS  WwWAN-»0MZS
WAN-p AN DMZ-LAN  DMZ-wia

Show palicy:

Settings for LAM->WaAN palicy:

NAT: @ Hide source addresses [many-to-ane NAT)
) Mo NAT - requires public IP addrezzes on LAN network.

9 WO

Apply Cancel Help

Select “Add Mew'' below, or select a rule from the lizk to edit it

B
ar

| )
Servi LAM->wisN Policy
Hame Action Source Destination Service Move
e S #1 diop_smb-all Al Ay Ay zmb-all $ [Edi
VPN #2 sllow_ping-outbound — Allows Any Any ping-outbound &% [Edi] 2
o
#3 allow_ftp-passthrough Allows Ay Ay fip-passthiough # % [Edit] T
#4 allow_ztandard Allaowa Ay Ay All Protocals * [Edit] gﬂ
Certificates [Add new] i
g
=
'— =
‘Content Filtering
It nio rule: matches, the connection will be denied and logged.
I@ Dane B nternet
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File Edit Wiew Favorites Tools

D-Link

Building Networks for People

Help

[ system BTV

Servers

DFL-700
Network Security Firewall

Tools

Status Help

Firewall Policy

Show palicy:  LAM->wWAN LAN->DMZ  WaAN->DMZ
FO“CY WAN->LAN DMZ->LAN  DMZ-wid
| m—
Settings for LAM->DMZ palicy:
[N
Port Mapping

NAT: O Hide source addresses [many-to-ane NAT)
@ NoNaT
Users

Schedules

Select “Add Mew'' below, or select a rule from the lizk to edit it

Lém-» DM Palicy

9 WO

Apply Cancel Help

B
ar

Hame Action Source Destination Service Move
#1 allow_ping-outbound — Allows Ay Ay ping-outbound $ [Edi
#2 allow_ftp-passthrough  Allow Ay Ay ftp-pazsthrough  # % [Edi] Q
o
#3 allow_standard Al Ay Ay All Pratocolz %+ [Edit] T
[ER— [Add new] =
Cerlificates <
&
8
=
'— =
‘Content Filtering
It nio rule: matches, the connection will be denied and logged.
I@ B nternet
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Edit

File Wigw

D-Link

Building Networks for People

Favorites Tools Help

DFL-700
Network Security Firewall

Servers Tools Status Help

[ system BTV

Firewall Policy

Show palicy:  LAM-WwWAN  LAN->DMZ WAN->DMZ
PO“CY AN AN DMZ->LAN  DMZ- WA
| m—
Mote: Hosts an the DMZ netwark. are MAT ed. “wiiting rules that allow traffic fram the Intermet to hosts with
[ eemamem— private addreszes will not work.
Port Mapping

Select "Add New' below, or select a rule from the list to edit it

B[i=]

X
'!!r

| ]
Users WwiaH->DMZ Policy
Hame Action Source Destination Service Move
Add new]
—_ [Add new
Schedules o
=
i
o
]— —
Servi :
a
=4
2
5
[
VPN
e It nio rule: matches, the connection will be denied and logged.
Certificates
A———
‘Content Filtering
I@ B nternet
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Edit

File Wigw

D-Link

Building Networks for People

Favorites Tools Help

DFL-700
Network Security Firewall

Servers Tools Status Help

[ system BTV

Firewall Policy

Show paolicy:  LAM-WwWAN - LAMN>DME  WwWaN-»DME
PO“CY WAN->LAN Dhe-LAN DMZ-wibh
| m—
Mote: Hosts an the LAM network are MAT ed. "Writing rules that allove traffic from the Internet to hosts with
[ eemamem— private addreszes will not work.
Port Mapping

Select "Add New' below, or select a rule from the list to edit it

B[i=]

X
'!!r

| )
Users WiaH->LAN Palicy
Hame Action Source Destination Service Move
Add new]
—_ [Add new
Schedules o
=
i
o
]— —
Servi 2
3
=4
)
5
[
VPN
e It nio rule: matches, the connection will be denied and logged.
Certificates
A———
‘Content Filtering
I@ B nternet
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File  Edit

D-Link

Building Networks for People

Wigw  Favorites Tools  Help

Servers

[ system BTV

DFL-700

Network Security Firewall

Tools Status Help

Firewall Policy

Show palicy:  LAM-WAN  LAN->DMZ  WwWaAN-»DMZ
FO“CY AN LAN DMZ->LAN  DMZ-»'wibh
| m—
Settings for DMZ-»LAN policy:
[N
Port Mapping

NAT: O Hide source addresses [many-to-ane NAT)
@ NoNaT
Users

il
—

Sch

edules

Select “Add Mew'' below, or select a rule from the lizk to edit it

9 WO

Apply Cancel Help

| )
Servi DMZ->LEN Policy
Hame Action Source Destination Service Move
e S [Add new]
VPN o
o
i
o
'— —
Cerlificates 2
&
2
=
'— =
It nio rule: matches, the connection will be denied and logged.
I@ Dane B nternet
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File Edit Wiew Favorites Tools

D-Link

Building Networks for People

[ system BTV

Help

DFL-700
Network Security Firewall

Servers Tools

Status

Help

Policy

|

Port Mapping

Users

Schedules

Firewall Policy

Show policy: LAM-WAN  LAN-OMZ WwWaN-»0kS
WoAN-p AW DMZ--LAN DMZ->WAN

Settings for DMZ->wWAM policy:

NAT: @ Hide source addresses [many-to-ane NAT)
) Mo NAT - requires public IP addresses on DMZ netwark.

9 WO

Apply Cancel Help

Select “Add Mew'' below, or select a rule from the lizk to edit it

B
ar

| .
Servi DMZ-3WAN Policy
Hame Action Source Destination Service Move
e S #1 diop_smb-all Dirop Ay Ay zmb-all $ [Edi
VPN #2 sllow_ping-outbound — Allows Any Any ping-outbound &% [Edi] 2
o
#3 allow_ftp-passthrough Allows Ay Ay fip-passthiough # % [Edit] T
#4 allow_ztandard Allaowa Ay Ay All Protocals * [Edit] gﬂ
Certificates [Add new] i
g
=
'— =
‘Content Filtering
It nio rule: matches, the connection will be denied and logged.
I@ Dane B nternet
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File

Edit  Wiew Favorites

D-Link

Building Networks for People

Tools

Help

DFL-700

Network Security Firewall

[ system BTV

Servers Tools Status

Help

"/J Port Mapping / Virtual Servers
Select "Add New'' to create a new port mapping, o select a mapping to edit frarm the below list:
S——
Policy o
. Help
Port Mapping Configured mappings:
Mame Source Destination Service Pass to
e ene— [Add new]
Users
[
Schedules
[
Servi
[
VPN
[
Certificates
A———
I@ B nternet
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Edit

D-Link

Building Networks for People

File Wigw  Favorites Tools  Help

DFL-700
Network Security Firewall

[ system BTV

Port Mapping / Virtual Servers

Servers Tools Status Help

Edit new mapping :

Policy
Name:
Source Mets: | | Elank = everyone
. Users/Groups: | | o' = By authenticated

Users Destination IP: [ | Blank = WAN interface IP address

Service: | Custom TCP “

Schedules Cugtom source ports: |:I Blank = any part
... destination parts: l:l
f Servi ... pass to park; |:I ... and up. Blank=nno change.

JEEf

VPN
Schedule;
Cerfificates ] Intrusion Detection / Prevention:
tode:
[ Alerting: Enable IDS/ADP aletting via email for this rule

‘Content Filtering

O Traffic shaping - limitz and quarantees for WAk traffic:

Lirnit Guarantee
Upstrear: | | khits | | khit/s 1
D ownstream: | | khits | | khit/s

Pricrity:

Mate that priorities and guarantees will anly wark, i the traffic limits for the wisk
interface are configured comectly, Simple limits will hovever always work.,

9 90O

Apply Cancel Help

| £

I@ Dane B nternet
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File

Edit

D-Link

Building Networks for People

Wigw  Favorites Tools  Help

[ system BTV

DFL-700
Network Security Firewall

Servers Tools Status

Help

Policy

Port Mapping

Users

Il /g

Schedules

Servi

VPN

Cerfificates

o
—

‘Content Filtering

Uszer Management

Primary Server: |

Secondary Server: |

Administrative users

[] Enable User Authentication via HTTP / HTTPS
HTTF Security:

HTTP as wellazs HTTPS
HTTPS anly

Idle Timeout:

Authentication source:
() Local database

) RADIUS server

| por1512 |

| por1512 |

tode;

RADIS retry: |:| seconds

Mote: Admimztration of thiz unit can only be made by adminigtiative
uzers in the local databaze.

9 WO

Apply Cancel Help

Select a uzer to edit fram the below list, or zelect "Add new'™

=]

X

i

Admin: admin [Add]
Read-only: [Add] L4
Uzers in lozal databasze
Uszer name Groups Client IP
[Add new]
b
I@ B nternet
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File Edit Wiew Favorites

D-Link

Building Networks for People

Policy

Port Mapping

Users

Il /g

Schedules

Servi

VPN

Cerfificates

‘Content Filtering

L

Help

[ system BTV

Servers

DFL-700

Tools

Network Security Firewall

Status Help

Uszer Management

Add new user

Group memberghip; |

L2ZTP/PPTP zeltings:

Static client IP;

It ernphy, the 1P address will be taken from the zerver's [P pool

Metwarks behind |
uger

Select a uzer to edit fram the below list, or zelect "Add new'™

Administrative users

9 90O

Apply Cancel Help

Admin: zdmin [Add]
Read-only: [Add]
Uzers in lozal databasze
Uszer name Groups Client IP
[Add new]
b
I@ Dane B nternet
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Edit i

D-Link

Building Networks for People

X
'!!r

File Wigw  Favorites Tools  Help

DFL-700
Network Security Firewall

[ system BTV

Manage Schedules

Servers Tools Status Help

Fick. a schedule to edit from the below lizt:

Policy o

Help
Port Mapping Available schedules

Mame Start Stop
[Add new]
Users

Schedules

=

VPN

w

ervices

Cerfificates

‘Content Filtering

L

I@ Dane B nternet
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Edit

D-Link

Building Networks for People

File Wigw  Favorites Tools  Help

DFL-700

Network Security Firewall

Servers Tools Status Help

[ system BTV

Manage Schedules

Edit new zchedule:

Active from: |22 V” Dec V” 2006 Vl Hour:| 0o v|
Active to: |23 V” Dec V” 2006 Vl Hour:| oo V|[inclusive]

Policy

Port Mapping

{1 B *

Users
& 00 12.00 1800 All
o MM MEEMEENEEEVEEEEEEEEEEEEE
schedules W MHMHMEMVMHMyE VMMMV MMM MMM EEEEE
VEQEUEMEMEMEEVMEEYEEEEEYEEEEEEE
cicicicloloiziziziziEiEEl sl ol oloiaEiEi el EiEls] o
ff MMMEMMHEEEEYEYEEEEEEEMEEEE P
sa MMM EEEEEF P MEEEEEEEEE P
su MMHMHMEMEEEEE MEEEEEMEEEE P

Cerfificates

Apply Cancel Help

L

Content Fillering Defined schedules

Mame Start Stop
[Add new]

I@ Dane B nternet
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File

Edit

D-Link

Building Networks for People

Wigw  Favorites  Tools

Help

BTN Firewall

Servers

DFL-700
Network Security Firewall

Tools

Status

Help

Services Settings

Fick. a service to edit fram the belaw list:

5

o

X

Policy o
Help
Defined services
Mame Parameters
igmp IP Protocol: 2 [Edit]
| 1svp IP Pratocal: 46 [E dit]
Qre-encap IP Protocol: 47 [Edit]
ipsec-esp IP Pratocal: 50 [E dit]
ipzec-ah IP Protocol: 51 [Edit]
Schedules ipsec-natt LDP: Al - 4500 [Edit]
ipip-encap IP Protocol: 94 [Edit]
ipcomp IP Pratocal: 108 [E dit]
|2tp-encap IP Protocol: 115 [Edit]
echo TCPAUDE: Al - 7 [Edit] L3
chargen TCRAJDE: &ll-+ 15 [Edit]
zzh TCF: &l > 22 [Edit]
]T zzh-in TCP: &ll-x 22 SN Felay [Edit]
telnet TCP: &l > 23 [Edit]
smitp TCF: &l > 25 [Edit]
smipein TCP: &l > 25 SYN Relay [E dit]
- time TCRAUDF: &l > 37 [Edit]
dnz-tcp TCF: all-x 53 [Edit]
dniz-udp UDF: &l > 53 [Edit]
dng-all TCRAUDF: &l -» 53 [Edit]
onta-nt Fillering bootps UDF: &l -» 67 [E dit]
bootpe UDP: &l - 63 [Edit]
titp UDF: &l > E3 [Edit]
gopher TCF: all-x 70 [Edit]
finger TCF: &ll-> 79 [Edit]
http TCF: all > 80 [Edit]
https TCP: Al > 443 [Edit]
http-in TCP: &ll-x 80 SN Felay [Edit]
hittpz-in TCP: All-> 443 5%N Felay [Edit]
http-outbound TCP: All-> 30 ALG: "hitp-cf*', max 100 [Edit]
pop3 TCP: All-> 110 [Edit]
FUN-IpC TCF: all-x 111 [Edit]
ident TCP: All-> 113 [Edit]
nntp TCP: &ll-x 119 [Edit]
ntp TCPAUDF: Al > 123 [Edit]
epmap TCRAIDF: &l -» 135 [Edit]
netbinz-name UDF: &l > 137 [E dit] I
I@ B nternet
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File

Edit  Wiew Favorites

D-Link

Building Networks for People

Tools

Help

DFL-700

Servers Tools

[ system BTV

Status

Network Security Firewall

Help

¥PH Tunnelz

Fick aYPM tunnel to edit from the below list:

5

X
'!!r

S——
Policy o
Help
Port Mapping IPzec Tunnels
Name Local Met Remote Net Remote Gateway
[Add new]
[
Users
L2TF / PPTP Client
e Name Type Remote Gateway Uzer IPsec
Schedules [Add new PPTP client]
[Add new LZTP client]
[
Services L2TP / PPTP Server
Hame Type Outer IP Inner IP IPzec
[Add new PPTP zerver]
VPN [Add new L2TP server]
[
Certificates
onta-nt Filtering
I@ B nternet
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File

Edit  Wiew Favoarites

Tools

Policy

Port Mapping

Users

IEIHE *

Schedules

Cerlificates

[ ——
Content Fillering

Help

VPN Tunnels

Add IPzec tunnel :

Tunnel type:

Local Met: | 132.168.1.0/24

Authentication;

& PSK - Pre-Shared Key

) Certificate-based
Local Identity: | Admin - CH=000F3055C218

Certificates:

|Jze chrl/zhift click to select multiple certificates.
Tousze [D lizts below, vou must select a G certificate.

Identity List: (1o lizt]

L& Roaming Users - single-host IPsec clignts

IKE Hhuth: Require user authertication via IKE Auth to open tunnel.

() LAN-to-LAN tunnel

Remate Met: | |

The gateway can be a numenical IP addrezs, DMS name, or
range of IP addrezzes for roaming # MATed gateways.

Femote Gateway:

Route: Autornatically add a route for the remate netwark.
Frosy ARP: ] Publish remote network on all interfaces via Prosy ARF.

IKE “&uth clisrt: [] Pass usemame and passward to pesr via IKE %4uth, if the remate gateway
requires it.

Ma LA MM

| <

la
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Port Mapping

Users

Schedules

[N
‘Content Filtering

[e—
Certificates

Took Help 2
~
Limit MTU:
IKE Mode: @) Main made IKE
O Aagressive mode IKE
IKE DH Giroup:
PFS: [ Enable Perfect Forward Secrecy
PFS DH Group: | 2 - modp 1024-bi
NAT Traversal () pisabled.
@ Onif supported and needed [NAT detected betwesn gateways)
O Onif supported
Keepalives: @ No kespalives.
© Automatic kespalives [works with ather DFL-200/700/1100 units)
O Marwally corfigured keepalives:
SowcelP: [ ]
DestinationtP:| |
IKE Proposal List
Cipher Hash Life KB  Life Sec
#1: |AES1284lowed 128256 | [SHA1 | [0 | |2sa00]
#2 |AES1284lowed128256 | [MDS | [0 | |28800]
#3 | 3DES v [sHa1v| o | [zac00)
#4; [ 3DES v| [MDs | [0 | [zzs00]
#5 |DES v| [sHa1 | [0 | [2ac00)
#6 |DES v| [mMDS +| [0 | [zac00)
1 |- v| [Mps v o | o | T
4 [ v| [Mos | fo | fo |
IPsec Proposal List
Cipher HMAC Life KB  Life Sec
#1: |AES1284lowed128256 v | [SHA1 | [0 | (3800 |
#2 |AES1284lowed128256 | [MDS | [0 | [3800 |
#3 | 3DES v| [sHe1w| [0 | [3800 |
#4. | 3DES v| [mMDs w| [0 | [3800 |
#5 |DES v| [sHa1 | [0 | [3600 |
#6 |DES v| [MDS | [0 | [3600 |
47 [ v| [Mos | fo | fo |
#8 [ v| [Mps sl o | fo | v

I@ Dang
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File Edit Wiew Favorites

Help

Policy

Port Mapping

Users

) =
|
=
ancsed
—

Schedules

[e—
Cerlificates

E————
Content Fillering

LZTP/PPTP Servers

Add PPTP tunnel

Duter IP: l:l Blank ="witM IP

Must be witM 1P if IPzec encryption iz required

Inner |F; |:I Blank = L&M [P

IP Pool and settings:

Client IP Paal: |>:.>:.:4.:4 RS TRTRTNT

Froxy ARF dpnamically added routes
Frirnary DS l:l [Optional)
Secondary DNS: l:l [Optional)

Jze unit's own DMS relaver addreszes

Frirnany WM S: l:l [Optional)
5 d .
oy [ opena

Authentication protocol:

[ o authentication

P&P

CHaP

MSCHAP [MPPE encryption pozsible]
M5 CHAPY2 [MPFE encrpption possible)

MPPE encryption:

[ Mone - unencrypted
40 bit

56 bit

128 bit [best security]

Encryption iz anly pozzsible when using MSCHAP or MSCHAPY2 az authentication

protocal
[] Require IPsec enciyption

PSK - Fre-Shared Key

Certificate based

| <

I@ Dang
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File Edit Wiew Favorites

Tools

Help

A

Policy

Port Mapping

Users

-
-
—

Schedules

Certificates

[

[N
‘Content Fillering

LZTP/PPTP Servers

Add L2TP tunnel ;

Duter IP: l:l Blank ="witM IP

Must be witM 1P if IPzec encryption iz required

Inner |F; l:l Blank = L&M [P

IP Pool and settings:

Client IP Paal: |>:.>:.:4.:4 RS TRTRTNT

Fromp ARP dynamically added routes
Frirnary DS l:l [Optional)
SecondawDNS: | | [Optional)

Jze unit's own DMS relaver addreszes

Primary WINS: l:l [Optional)
5 d .
v

Authentication protocol:

[ o authentication

&P

CHaP

MSCHAP [MPPE encryption pozsible]
MSCHAPY2 [MPPE encryption possible]

MFPPE encryption:

[] Mone - unenciypted
40 it

56 bit

128 bit [best security]

Encryption iz anly pozzsible when using MSCHAP or MSCHAPY2 az authentication

protocal
Require IPsec encryption

& PSK - Pre-Shared Key

) Certificate based

| <

I@ Dang
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File Edit Wiew Favorites

Tools

Help

Policy

Port Mapping

Users

-
i
=
amsed

—

Schedules

Cerlificates

[ ——
‘Content Fillering

L2TP/PPTP Clients

4dd PPTP Client :

Basic settings:

Pazzword:
Interface |P; |:I Blank = get IP fran server
Gateway:

Remaote Met: |

Proy ARP Publizh remate netwark on all interfaces via Prosy 4RP.

Uze primary DMS zerver from tunnel as primary DMS

[ Use secondary DNS server from tunnel as secondary DNS
Hint: Uze Servers -» DWNS Relayer to eazily make DMS servers available to internal
clients,

[] Dial on demand

Idle tirneout: mirutes

Count sending az activity
Count receiving as activity

Count both ag activity

Authentication:

Pratocal: [ Mo auth
PAP
CH&P
MSCHAF [MPFE encryplion possible]
M5 CHAPY2 [MPFE encrpption possible)

MPPE encryption:

Mane
40 bi
56 bit

123 bit

Encryption iz anly pozzsible when using MSCHAP or MSCHAPY2 az authentication
pratocal

[ ] Use IPsec encryption

| <

I@ Dang
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File

Edit

View  Favorites

C

ontent Filtering

Changes:

Activate

2 hitp:/f192.168.1.1 - D-Link DFL-700 - L2TP/PPTP Clients - Microsoft Internet Explorer. provided by D-Link Australia

Tools

Help

[] Dial on demand

Idle timeout: I:I Thinutes

Count sending az activity
Count receiving as activity

Count both ag activity

Authentication:

Pratocal: 1 Mo auth
P&P
CHAP
MSCHAF [MPFE encryplion possible]
M5 CHAPY2 [MPFE encrpption possible)

MPPE encryption:

Mane
40 bi
56 bit

128 bit
Encryption iz anly pozzsible when using MSCHAP or MSCHAPY2 az authentication
pratocal

[] Use IPsec enciyption

PSK - Pre-Shared Key

Certificate bazed

Local Identity:

Certificates:

Uze ctildzhift click to select multiple certificates.
Touze D lizts below, you riuzt select a Cb certificate.

|dentity List:

9 9O

Apply Cancel Help

| <
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File  Edit

Yiew

D-Link

Favorites Tools  Help

Building Networks for People DF L'T.Do
Network Security Firewall

=]

)
'!'r

. [ system BLGICTCUR Servers Tools  Stat Help
‘// Manage Certificates
I order to do certificate-bazed authentication, first of all, you need to be able to identify yoursell using a
I PO“CY certificate to which you have the private key.
You alzo need:
ES——
Port Mapping * Copies of self-signed certificates of known peers, and/or
» (e or more Certificate Authority certificates, and lists of identities that they have signed.
| . ]
Users These aspectz can all be confiqured through the below lists:
Schedules Help
JE— Local identities [certificates to which you have the private key]
Services Hame Subject Expires lzsuer
Admin CW=000F3D55C218  2032-01-20 CW=000F3D55C218 Edit]
eara t— [Add new]
N
. Certificates of remote peers
Certificat Hame Subject Expires Issuer
[Add new]
- Certificate duthorities
Name Subject Expires Issuer
[Add new]
|dentities [iztz of names signed by Chsg)
List name Members
[Add new]
I@ B Internst
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File Edit Wiew

Centeni Fillering

Favarites

D-Link

Building Networks for People

Help

DFL-700

Network Security Firewall

M IV Servers Tools  Stat

ar

HTTP Content Filtering

Changes to these settings affect services that uze the "HTTRAHTML Content Filkering' ALG.

By default, thiz includes the "http-outhound" service.

Global Destination URL Whitelist:
URLz matching the global whitelist are excluded from all the below checks.
Contents: 10 entries

Edit global LIRL whitelist]

Destination URL Blacklist:
Attempts bo accezz URLs matching the blacklist iz blocked.
Contents; 115 entries

Edit URL blacklist]
Active content handling:
[ Stiip Asctiver objects (including Flash
F Strip Java applets
¥ Strip Javascript VB S cript
[ Block Cookies
[ Block Invalid Formatted LITF-8 Characters

Wamning:

Mone of the policy rules uge a service with the "HTTR/HTML Content Filkering ALG!

9 9O

Apply Cancel Help

la
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File  Edit

D-Link

Building Networks for People

Wiew  Favorites Tools  Help

DFL-700
Network Security Firewall

m Firewall BV ESCRTH

Status Help

HTTP Content Filtering

Edit Destination URL Global Whitelist:
Policy

Port Mapping Blank lines are ignored. Lines beginning with "#"" are also ignored.

To allow access to a whole domain, uze e.q. ' safesite.com™'. Note the ending slash, which pratects against
zomeone zetting up e.g. “wis, zafesite. com dyndnsprovider. net' agz an aliaz for an othenwize dizallowed site.

# Access o sites that are important far software updates and

|Gl ©

Users # require cookies / scripts:
d-link. cormy*
* dHink. com/~
Schedules diink. cam/
* dlink. com/*
[EP—— d-link. corm b
Services = hlimk. com.bw/*

dlirk. com. bw/~
* dlirik.. coorn, e

VPN

microsoft. com/~
* microsoft comd®

Certificates

1l

9 9O

Apply Cancel Help

I@ Dang
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File Edit Wiew Tools  Help

D-Link

Building Networks for People

Favarites

DFL-700
Network Security Firewall

M Firewall BV ESCRTH

Status Help

HTTP Content Filtering

Edit Destination URL Global Blacklist:
Policy

certain words in them.
Port Mapping Uze e.g. "“example.org/"' to dizallow access to an entire site.

Blank lines and linez beginning with """ are ignored.

The URL blacklizt can be used to deny access to complete sites, to file wpes by extenzion, or to URLs with

Users

# Example for blocking all access to a whole site:

|Gl ©

Schedules # example.coms
# * example.coms*

# Or, a shorter wariant that runs the risk of blocking sites whoze

[ Servi E names end with the zame text:

# *example.com®

0
o
w

VPN

#
# Deny access to potentially dangerous file types:

Certificates

# Malicious executables can be downloaded by explaits
eRe

"5er

=cpl

* pif

#*com - probably not a good idea given the .com TLD

1l

|

2 90O

Apply Cancel Help

=]
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2 hitp:/f192.168.1.1 - D-Link DFL-700 - DHCP Server. f Relaying Settings - Microsoft Internet Explorer provided by D-Lin...

File Edit Wiew Favorites Tools

D-Link

Help

Building Networks for People DFL-700

System Firewall EBEVES

Network Security Firewall

‘// DHCP Server £ Relaying Settings
1 Awailable interfaces
DHCP $ LaW  Serve IP span(s; 192.168.1.1 - 192.168.1.254

DMz
DNS Relay

la




A http://192.168.1.1 - D-Link DFL-700 - DHCP Server / Relaying Settings - Microsoft Internet Explorer provided by D-Lin... [= |[B][X]

File

Edit

View  Favorites

| DHCP Server

Help

D-Link

Building Networks for People DFL-700

System Firewall EBEVES

Network Security Firewall

Tools Status Help

DNS Relay

DHCP Server £ Relaying Settings
DHEP server / relaying zettings for LAMN interface:

) Mo DHCP processing

The unit will ignore DHCP reguests heard on thiz interface.

(%) Use built-in DHCP Server:

IP Spar: |192.1EB.1.1 -192.168.1.254

R

Jze unit's oven DS relayer addreszes

—

WINS gervers are uged for name resolution in windows networks,

Dramain name: I:I [optional]

Leaze time: | 1 howr | »

The gateway will be et to the IP address of the receiving interface.

O Relay DHCP requeszts to other DHCP zerver:

) Relay DHCP requests to other interface with DHCP server:

Interface:

9 9O

Apply Cancel Help

Avwailable interfaces

LaM  Serve IP spanfz) 192.168.1.1 - 152.168.1.254
DMz

| £

I@ Dang
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File

Edit

D-Link

Building Networks for People

View  Favorites

| DHCP Server

Help

System Firewall EBEVES

DFL-700
Network Security Firewall

Tools Status Help

DNS Relay

DHCP Server £ Relaying Settings
DHER server / relaying zettings for DME interface:

(%) Mo DHCP processing

The unit will ignore DHCP reguests heard on thiz interface.

) Use built-in DHCP Server:

IF Spar: |

R

Jze unit's oven DS relayer addreszes

—

WINS gervers are uged for name resolution in windows networks,

Dramain name: I:I [optional]

Leaze time:

The gateway will be et to the IP address of the receiving interface.

O Relay DHCP requeszts to other DHCP zerver:

) Relay DHCP requests to other interface with DHCP server:

Interface:

9 9O

Apply Cancel Help

Avwailable interfaces

LaM  Serve IP spanfz) 192.168.1.1 - 152.168.1.254
DM
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File Edit Wiew Favorites Tools

D-Link

Help

Building Networks for People DFL-700
Network Security Firewall

System Firewall EBEVES

Tools

Status Help

‘// DNS Relay

1 Enable DNS Relayer
S Pagdesst [ ]
Uz address of LAN interface

Plddess2 [ ioptonal

The requests will be relayed ta the DMS servers that this unit itself uses.

The DMS Relayer can provide DMS service on up to bwo fived local P addresszes.,
| These can be used as DMS servers by computers on the LAN.
DHCP Server

9 90O

Apply Cancel Help

la

# Internst




23 hitp://192.168.1.1 - D-Link DFL-700 - Ping - Microsoft Internet Explorer provided by D-Link Australia
File

Edit  View Tools  Help

D-Link

Building Networks for People

Favorites

DFL-700
Network Security Firewall

System Firewall Servers BR[L1H m
B Ping

Ping T

MHumber of packets:

’W— Facket size: |32 | »
nDNS

9 90O

Backup Apply Cancel Help

Reset

\EE

Upgrade
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e

File  Edit

D-Link

Building Networks for People

Wiew Favorites Tools Help

DFL-700
Network Security Firewall

System Firewall Servers BR[TH M

Dynamic DH5 Registration via HTTP

The unit can automatically reqister its external IP address with a DynDMNS zervice zo that it can be lozated via itz
DMS mame. This is useful far .0, WPM tunnels bebween gateways with dynanic 1P addresses.

Ping
(*) Disabled
DYI\DNS ] cib_net

|lzermarne: I:I [hostname becomes uzemame. oib.net]
Backup Password: I:I

@] dynz.cx
Reset Hostname: |

Upgrade Pazsward: I:l

) dyndns.oig

LA

Hostname: |

) Custom - up to 3HTTP requests, posted in sequence
Touze HTTP POST rather than GET, uze "httppost. /" rather than “http: 4
URLT: | |

URL 2 | |
URL 3: | |

Repeat: I:I minLtes

Ewample:  http:/fuzer pazsi@sve. example comspath?arg] =vall karg2=val2

9 9O

Apply Cancel Help
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File Edit Wew Favarites Tools Help

D-Link

Building Networks for People DFL-700
Network Security Firewall

Tools m

System Firewall Servers
‘/4 Backup / Restore

[ Diovarload canfiquratian

Restore unit's configuration

—
—

i
=
e

configuration. This can later be uploaded to the unit to restare the configuration.

Reset Torestore an old configuration, pou can upload a previouzly dovnloaded backup file.

|[ Browse... |

|
rrp——
Upgrade [ Upload configuration

— Backup unit's configuration
Ping
By clicking "Download configuration””, you will receive a packaage file containing the unit's entire
Dyn
BﬂCkﬂp

Help

B
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File Edit

D-Link

Building Networks for People

B
J '!!r

Wiew Favorites Tools Help

DFL-700
Network Security Firewall

System Firewall Servers BR[TH M

Restart / Reset

Restart

(%) Quick restart - reset interfaces and re-read configuration

) Full restart - restart from power-on state

Reztart unit

Reset to factary defaults

Reset Yol can restore the unit to factory defaultz, Thiz means that all configuration parameters will be wiped and
the configuration will be restared to the factary default.

On the nest startt-up, itz LAN IP address will be 19216871, and the web GUI will begin with the setup
wizard. It will not accept connections an any interface other than the LAN interface.

Upgrade

[ Reszet to Factory Defaults ]

o

Help
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Edit

D-Link

Building Networks for People

B
J '!!r

File Wiew Favorites Tools Help

DFL-700
Network Security Firewall

stem Firewall Servers R M

Upgrade

Upgrade unit's firmware

To upgrade the unit's firrmware, download the firrmware uparade fram the D-Link support web site and place
it ar your hard drive.

when the firrmware iz available, use this form to upload the nes firmsare bo the unit. The it wil
automatically be restarted to activate the new firmware.

Faotel This will take a few maoments.
wharning! Mewver remaove power or reset the unit during the firmware upgrade process.

| |[ Browse... |

[ Uplaad firmmare inage

Upgrade

Lo ]

Upgrade unit's signature-database

To upgrade the unit's IDS zignature-databaze, download the new signature databaze file from the D-Link.
suppart weh site and place it an your hard drive.

when the signature file is available, use thig form to upload it to the unit, After the new signature-databasze
haz been verified, the unit will automatically be restarted to activate the changes.

[ |(Browse_ |

[ |Upload zignature databaze

Help
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File Edit Wiew Favarites

Interfaces

atls| ¢

-

VPN
Connections

DHCP Server

Logging

o

Users

Toals

Help ..‘."
— - a
System Firewall Servers Tools REIG T m
System Status
Uptime: 0 dape, 001228

Tirne:  2006-12-22 00:04:07

Configuration: “ersion 5, last changed at 2006-11-30 00:30:19
b "admin®' from 192.168.1.2

Firmware version: 1.34.00
Lazt restart: 2006-12-22 00:50:50: Firmware upgrade request by admin [192.168.1.115] completed
|DS zignatures: Last changed at 2006-02-15 12:68:35
105 auto update: Autoupdate dizabled,

Resources
CPU Load: 0% | |
reM:  18/62me [ |
Connections: 22410000 [ |
WPN: 0/200 [ ]
Fules: 1121000 [ |

CPU load over the past 24 hours

100%

24 hrz ago o

Gtate table uzage over the past 24 hours

20

24 hrz ago [t

Help
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File Edit Wwiew Favarites Tools  Help

D-Link

Building Networks for People

System Firewall Servers

DFL-700

Tools

Network Security Firewall

ST Help |

Interface Status

Interface: LAN ‘wak D2

Interface: LAMN
IP Address: 192.168.1.1
Link ztatuz: 100 Mbps full Duples [autonegotiated)
MALC Address: 000F3d455:c213
Send rate: 16 kbps
Receive rate: 1 kbps

Send rate over the past 24 hours

20 kbps

10 kbps

0 kbps

24 hrz ago
Receive rate over the past 24 hours

20 kbps

10 kbps

0 kbps

o

24 hrz ago

i

Help
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Edit

File Wigw Tools  Help

D-Link

Building Networks for People DFL-700
Network Security Firewall

Favarites

System Firewall Servers Tools R (T5 m

Interface Status

Interface: LAMN WAN DMZ

Interface: WAN
IP Address: 192.168.10.148
Link ztatuz: Unknown [rno link detected)
MALC Address: 000F3d55:c21a
Send rate: 0 kbps
Receive rate: 0 kbps

Send rate over the past 24 hours

0 kbps
24 hrz ago [yt

Receive rate over the past 24 hours

0 kbps
24 hrz ago [t

Help
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File Edit Wwiew Favarites Tools  Help

D-Link

Building Networks for People

System Firewall Servers

DFL-700

Tools

Network Security Firewall

ST Help |

Interface Status

Interface: LAMN ‘wiAM DMZ

Interface: DML
IP Address: 127.0.01
Link ztatuz: Unknown [rno link detected)
MALC Address: 000F3d455:c218
Send rate: 0 kbps
Receive rate: 0 kbps

Send rate over the past 24 hours

20 kbps

10 kbps

0 kbps

24 hrz ago
Receive rate over the past 24 hours

20 kbps

10 kbps

0 kbps

o

24 hrz ago

i

Help

I@ Dang & Internet




) http:11192.168.1.1 - D-Link DFL-700 - VPN Status - Microsoft Internet Fxplorer provided| by D-Link Australia
Edit

File Tools  Help

D-Link

Building Networks for People DFL-700
Network Security Firewall

View  Favorites

System Firewall Servers Tools R (T5 m

¥FPHN Status

Mo ¥PN tunnels have been configured.

Interfaces

VPN

Connections

DHCP Server

Logging

I@ Dang & Internet
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File Edit  Wiew

D-Link

Building Networks for People

Favarites  Tools  Help

System

Firewall

DFL-700

Network Security Firewall

Servers

Tools

ST Help |

=

State Table Contents

Filter state table display:

Source

Destination

IF Address: |

Interfaces

Interface: | Any W |

[Any v

Port; |:|

DHCP Server

=
Connectfions
——

State Proto
PING ICHP
FIM_RCYD TCP
FIM_RCWD TCP
FIM_RCVD TCP
FIM_RCYD TCP
FIM_RCWD TCP
FIM_RCWD TCP
FIM_RCYD TCP
FIM_RCYD TCP
FIM_RCWD TCP
FIM_RCYD TCP
FIM_RCYD TCP
FIM_RCWD TCP
FIM_RCWD TCP
FIM_RCYD TCP
FIM_RCYD TCP
FIM_RCWD TCP
FIM_RCYD TCP
TCF_OPEMN  TCFP

IF Pratacal

[ ]

State table contents [max 100 entries]

Source
LAM:192.168.1.115: 768
LAM:192.168.1.115:4179
LAM:192.168.1.115:4180
LAM:192.168.1.115:4183
LAM:192.168.1.115: 4181
LAM:192.168.1.115:4188
LAM:192.168.1.115:4191
LAM:192.168.1.115:4185
LAM:192.168.1.115:4189
LAM:192.168.1. 1154178
LAM:192.168.1.115:4192
LAM192168.1.115:4174
LAM192168.1. 1154173
LAM:192.168.1.115:4190
LAM192.168.1.115:4175
LAM:192.168.1. 1154182
LAM:192.168.1.115:4184
LAM:192.168.1.115:4193
LAM:192.168.1.115:4194

Destination
core:192.168.1.1: 768
core:192.168.1.1:80
core:192.168.1.1:80
core:192.168.1.1:80
core:192.168.1.1:80
core:192.168.1.1:80
core:192.168.1.1:80
core:192.168.1.1:80
core:192.168.1.1:80
core:192.168.1.1:80
core:192.168.1.1:80
core:192.168.1.1:80
core:192.168.1.1:80
core:192.168.1.1:80
core:192.168.1.1:80
core:192.168.1.1:80
core:192.168.1.1:80
core:192.168.1.1:80
core:192.168.1.1:80

9 O

Apply Help

Timeout
8

36
42
76
262144
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File Edit  Wiew Tools  Help l'.-"

D-Link

Building Networks for People DFL-700
Network Security Firewall

Favarites

System Firewall Servers Tools R (T5 m

DHCP Server Status

Interface: LAN WAN DMA

Interface: LAN
|IP Span; 192168.1.7 - 192.168.1.254
Interfaces Usage: 0% (NN

Help

Inactive leazes [will be replaced if the pool iz full]

Connections IP Address MAC Address
192.168.1.2 000c: 7ERZ. Fedd Forget mapping]

DHCP Server

i

Logging
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File  Edit Tools  Help

D-Link

Building Networks for People DFL-700
Network Security Firewall

View  Favorites

System Firewall Servers Tools R (T5 m

DHCP Server Status

Interface: LAN WAN DMA

Interface: WwWAN
IP Span: M

Interfaces

Help

Connections

DHCP Server

Logging
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File

Edit Wiew Favarites Tools  Help

D-Link

Building Networks for People

DFL-700
Network Security Firewall

System Firewall Servers Tools (- (15 m 1

Log Status
Help
Interfaces Internal Logging [entries 1--100]
Mext 100 5>

[2006-12-22 00:04:56] <5:EPwW: COMM: prio=2 rule=Rule_5 conn=open connipproto=TCP
conmrecyif=LAN connzrcip=1592.168.1.115 conngrcport=4203 conndestif=core conndestip=192.163.1.1
conndestport=30

Connections [2006-12-22 00:04:55] <5:=EFwW: CONM: prio=2 rule=Rule_5& conn=cloze connipproto=T CF
conmrecyif=LAN connzrcip=192.168.1.115 conngrcport=4173 conndestif=core conndestip=192.163.1.1
conhdestport=80 origzent=841 termzent=10786

DHCP Server [2006-12-22 00:04:55] <5:EFW: CONM: prio=2 rule=Fule_5 conn=open connipprato=TCP
connrecyif=LAN connzrcip=132.168.1.115 connsncport=4204 conndestif=core conndestip=1932.163.1.1

conhdestpaort=80

Logging [2006-12-22 00:04:49] <5:EFw: COMM: prio=2 rule=Rule_5 conn=open connipprato=TCP
conhrecyif=LAN connsrcip=192.168.1.115 connsrcport=4201 conndestif=care conndestip=132.168.1.1
conndestport=30

¢

Users [2006-12-22 00:04: 48] <5=EPw: CONM: prio=2 rule=Rule_5 conn=open connipprata=TCP
conmrecyif=LAN connzrcip=152 168.1.115 connercport=4200 conndestif=core conndestip=132.168.1.1
conndestport=30

[2006-12-22 00:04:47] «5:EPw: COMNM: prio=2 rule=Rule_5 conn=open connipproto=TCP
conmrecyif=LAN connzrcip=1592.168.1.115 connarcport=4199 conndestif=core conndestip=192.163.1.1
conndestpaort=20

[200B-12-22 00:04: 48] <5B=EFw: CONM: prio=2 rule=Rule_5 conn=open connipproto=TCP
conmrecyif=LAN connzrcip=192.168.1.115 connarcport=4193 conndestif=core conndestip=192.163.1.1
conhdestpaort=80

[200B-12-22 00:04:45] <5B:EPWw: CONM: prio=2 rule=Rule_5 conn=open connipproto=TCP
conhrecyif=LAN connsrcip=192.168.1.115 connsrcport=4157 conndestif=core conndestip=132.168.1.1
conndestport=A0

[200B-12-22 00:04:39] <B=EPw: COMM: prio=2 rule=Fule_5 conh=open connipprato=TCP
conhrecyif=LAN connsrcip=192.168.1.115 connsrcport=4156 conndestif=core conndestip=132.168.1.1
conndestport=30

[2006-12-22 00:04:38] <5:EPwW: COMNM: prio=2 rule=Rule_5 conn=cloze connipprato=TCP
conmrecyif=LAN connzrcip=192.168.1.115 conngrcport=4173 conndestif=core conndestip=192.163.1.1
conndestport=30 origeent=619 termzent=3671
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Edit w

D-Link

Building Networks for People

File

Wigw  Faworites  Toaols  Help

DFL-700
Network Security Firewall

System Firewall Servers Tools R (T5 m

User Status

Currently authenticated uzers

Login User lface Session Idle

Interfaces name IP timeout limeout U S L LT Logout

Currenitly recognized privieges [usemames and groups]

Oy uzerzdgroups used in policy rules are shown here, Both ugers/groups for source and destination nets are
lizted.

Connections

Interfaces where authentication are available

DHCP Server Orly interfaces with a policy where source and/or destination uzers/groups are set, are available for uzer

authentication.

logging o

Help

HEL

Users

4
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Edit

BX

File Wigw Tools  Help

D-Link

Building Networks for People DFL-700
Network Security Firewall

Favarites

System Firewall Servers Tools Stalus Help

Help

System
Adriniztration
Interfaces
Routing
Loggin
Time

Firewall
Falicy

Part M apping
Uzers

Schedules
Services

WP
Certificates
Content Filkering

Servers
DHCF Server
DMS Relay

Tools
Ping
DynDMS
Backup
Reszet
Uparade

Status
Systen
Interfaces
VPN
Connections
DHCF Servers
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