DFL-700 with DFL-700 IPsec VPN
Configuration Guide

This configuration shows how to connect a DFL-700 to another DFL-700 with an IPsec tunnel.
Please check the D-Link AUS FTP Site at ftp://202.129.109.68 for updates on the firmware.

WAN IP:
195.74.119.180

WAN IP:
195.74.119.181

192.168.2.1/24 192.168.1.1/24
switch ;
switch
LAN network LAN network
192.168.2.0/24 102.168.1.0/24
— I I
= o
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DFL-700-A configuration

1) Log into the DFL-700 using its IP address (https://192.168.1.1 in this example) and
password.

DFL-700

Building Networks for People .
Network Security Firewall

O 0 Firewall Servers  Tools  Status Help

f

Administration Settings

M anagement web GUI ports
ST 2 HTTP Port: [0

HTTPS Part: |443 |

Interfaces Fuor security reasons, it may be better ta run the management web GUI on non-standard
ports. Alza note that if web-based user authentication is enabled, partz 80 and 443 will be

taken; the management web GUI has to use other ports.
9 OO

Apply Cancel Help

il

Logging

Select the interface / user you wigh to edit from the below list.

T e Mote that both the uger settings and the interface settings limit what a uger can do, 2o if a uger with both admin
Time and read-only rights logs on from a somewhere where only read-only access iz allowed, the uzer will be allowed
ta log on, but will receive read-only access only.

Administrative access via LAN interface  [Edit]

2) Click on Firewall> VPN. Click on Add New.

D-Link

Building Networks for People

DFL-700
Network Security Firewall

m LGV Servers  Tools  Status Help

¥PN Tunnels

Pick aVPM tunnel to edit from the below list:

9

Help

Port Mapping WEM Tunnels
Mame Local Het Remote Het Hemole Gateway

[Add new]
Users

1EHE ¢

Schedules

Services

VPN

3) Enter the details for the Tunnel.

Name: DFL-700-B

Local Net: 192.168.1.0/24
Authentication: PSK
Pre-shared key: dlinktest
LAN-to-LAN tunnel
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Remote net: 192.168.2.0/24
Remote gateway: 195.74.119.181

Policy

Port Mapping

Users

Schedules

JEICIE f

Services

VPN

Cerlificates

[ —
Content Filtedng

Firewall BELWVES Tools Status

Help

YPN Tunnels

Add VPN tunnel :

M ame: |DFL-?DD-B |

Local Net. [132.168.1.0/24

Authentication:

& PSK - Pre-Shared Key

Pok: |x=¢xm¢xs¢x:¢ .
Retype PSE: IW

' Certificate-based
Local Identity: I _:I

Certificates: |

Use chil/shift chick o select ijlIEiEIé certificates.
To uze |D lists below, you must select a C4 cerificate.

Idertity List: | (o list] =

Tunnel type:

' Roaming Users - single-hast VPN clisnts

IKE Rauth: T Require user authentication via IKE ¥4uth to apen turnel

&' LAN-to-LAN tunnel

Remmote Met: [19215820!24

Remate G ateway: |_1 9574119181

The gatevsay can be a numerical IP address, DNS name, ar
range of IP addresses for roaming / MAT ed gateways.

Proxy &R T Puhlish remnte netwnrk nn all interfanas via Prosu ARP

Click on Apply when done

4) Click on Edit on the newly created DFL-700-B profile

Policy

Port Mapping

Users

L

Schedules

Services

Servers Tools Status

" system Bl

Help

YPM Tunnels
VPN tunnel DFL-700-B added

Pick a*%PM tunnel to edit from the below list:

WPM Tunnels
Hame Local Het Remote Het  Remote Gateway
DFL-700-B  192168.1.0/24 19216B8.2.0/24 195.74.119.181 [Edit]
[Add new]

o

Help
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5) Click on Advanced. Set IKE mode to ‘Main Mode’ (default), IKE DH Group ‘2 — modp
1024-bit’ (default). Check the PFS option. Set the PFS DH Group to ‘2-modp 1024-bit’.
Set NAT traversal to ‘On if supported and needed’. Click on ‘Apply’ when done.

" system Bl

Servers

Tools

Status Help

VPN Tunnels

Policy
Limit MTU: [1424

Edit advanced settings of YPM tunnel DFL-700-B:

Port Mapping IKE Mode: & i mode [KE

Users

©—
|
o
e
—

o Agaressive mode [KE

IKE DH Group: |2 - modp 1D24-bit:'r;' }

FFS: ¥ Enable Perfect Forward Secrecy

Schedules PFS DH Group: | 2 - modp 1D24-blt-'~.~rl

MAT Traversal € Disabled.

S arideme @ Oni
Services On ?f supported and needed [MAT detected between gateways)
0 Onif supported
VPN Keepalives: :‘: Mo keep-alives. : . -
! Automahic keepalives (works with other DFL-700/17100 units)
e Manually configured keepalives:
Destination |P: | |
[r——
Content Filtering
IKE Proposal List
Cipher Hash Life KB Life S5ec
#1: |AES-128 Alowed: 128256 =] [SHa1 =] |0 | 300 |
#2 |AES-128 Allowed 128256 =]  [MD5 =] O |3600 |
#3 [3DES =l mos & o 3600
#4. [DES =l |MD5 =] o |3600
#5 |- =] [MD5 =] o |o
6. [- =l [mos B [0 fo
LR =l IMDs ] o o
#8: | =| [MD5 =] o |E

6) Click on ‘Activate’ on the bottom left hand corner of the screen.

Cerlificates

‘Conlent Filtering

[

Changes:

Activate

Discard

7) Click on the ‘Activate Changes’ button.
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' Ol Firewall Servers Tools  Status Help

Activate Changes

Press “Activate Changes" below to save pour changes and have them take effect.
Administration - o . -
If an administrator does not lag in within a set time, the unit will azsume that you

accidentally locked pourself out, and revert to its previous configuration.

—
—————
Intedfaces “Wwait for adrin login for: | 1 minute

Routing

=l before reverting,

DFL-700-B configuration

1) Log into the DFL-700 using its IP address (https://192.168.2.1 in this example) and
password.

Building Networks for People DFL-700
Network Security Firewall

MOl Firewall Servers Tools  Status Help
‘—/’ Administration Settings

Management web GUI ports
SR RN HONOY HTTPPat 50|

HTTPS Port: |443 |

For security reasons, it may be better ta run the management web GUI on non-standard
ports. Alzo note that if web-bazed user authentication iz enabled, ports 80 and 443 will be
taken; the management web G| has to uze other ports.

Routing a Q o

Apply Cancel Help

Interfaces

Logging

Select the interface / user you wish to edit from the below list.

i1

Mote that both the uzer zettings and the interface settings limit what a user can do. so if a user with bath admin
Time and read-only rights logs on from & somewhere where only read-only access is allowed, the uzer will be allowed
ta log on, but will receive read-only access only.

Administrative access via LAN interface [Edit]

2) Click on Firewall-> VPN. Click on Add New.
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D-Link

Building Networks for People

DFL-700

Network Security Firewall

Firewall == CNN (e Te] R (o) (11 Help

¥PN Tunnels

Pick a VP tunnel to edit from the below list:

Policy o
Help

Port Mapping YPM Tunnels
Name Local HNet R te Net R te G

[Add new]

Users

Schedules

JHE0E ¢

Services

VPN

3) Enter the details for the Tunnel.

Name: DFL-700-A

Local Net: 192.168.2.0/24
Authentication: PSK

Pre-shared key: dlinktest
LAN-to-LAN tunnel

Remote net: 192.168.1.0/24
Remote gateway: 195.74.119.180
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WS Firewall BEVES Tools Status Help

YPH Tunnels

Add WVPM tunnel :
Policy

M arne; IQF_L-EDU-_A_ |

bort Meeptid Local Met. [152.168 20/24

Authentication:
Users

% PSK - Pre-Shared Key

1EEE

=

Retype PSEK: |_""""""""" |

' Certificate-based

Schedules

Services

Local dentity: |

Certificates:

VPN

Certificates

Use ctil/shift click to select muliple cerificates.
Touze |0 lists below, you must zelect a T4 certificate.

‘Conlent Filtering Idertity List. | (o list)

[

Tunnel type:

& LAN-to-LAN tunnel

' Roaming Users - single-hast WPN clients

IKE duthe [T Require user authentication via IKE #&uth to apen tunnel

H

Remate Met: I‘I 92.168.1.0/24

Femate Gateway: 1195?41 19180

Channac.

Click on Apply when done.

The gateway can be a numerical IP address, DMS name, ar
range of IP addresses for roaming / MAT ed gateways.

Prozw ARF: T Publish remnte netun on all inkerfares via Prose ARP

4) Click on Edit on the newly created DFL-700-A profile

m TG Servers  Tools  Status Help
P YPM Tunnels
¥PHN tunnel DFL-700-A added
[—
Policy ) : .
Pick 2 WPM tunnel to edit from the below list
em— )
YPM Tunnels
f Users Mame Local Met Remote Met  Hemote Gateway
DFL-7O0&  192168.2.0/24  1921681.0/24 195.74.113.180 [Edit]
[Add new]
[E—
Schedules

5) Click on Advanced. Set IKE mode to ‘Main Mode’ (default), IKE DH Group ‘2 — modp
1024-bit’ (default). Check the PFS option. Set the PFS DH Group to ‘2-modp 1024-bit’.
Set NAT traversal to ‘On if supported and needed’. Click on ‘Apply’ when done.
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TG Servers Tools  Status Help

YPHN Tunnels

Edit advahced zettings of WP tunnel DFL-700-A:

Lirrit MTLI: I'I424

Port Mapping IKE Mode: &% b ain mode IKE
O Aggressive mode [KE

IKE DH Group: I 2 - rnodp 1024-bit :{ﬁ-i

FFS: ¥ Enable Perfect Fonward Secrecy
PFS DH Group: | 2 - modp 1024-bit =
Schedules roup: | ¢ madpcldeshib

WAT Traverzal:

Users

1EHE

' Disabled
Senvices & Onif supported and needed [MAT detected between gateways]
0 Onif supported
VPN Keepalives: & g Leepalives.
. . 0 Automatic keepalives [works with ather DFL-700/1700 units)
O Manually configured keepalives:
y———
Cerfificates Source IP: I
Destination IP: I |
S ——
Content Fltering
IKE Proposal List
Cipher Hash Life KB Life Sec
#1: [AES128 Alowed 128256 =] [SHA1 ] o fz800
#2: [AES128 Alowed 128256 =] IMDS 7] Jo | 3600 |
#3. |3DES =l [MD5 = [0 | [zs00 |
#4. |DES =l [MD5 = [0 | |zs00 |

6) Click on ‘Activate’ on the bottom left hand corner of the screen.

Cerlificates

Content Fillering

[

Changes:

Activate

Discard

7) Click on the ‘Activate Changes’ button.

BB Firewall Servers  Tools  Status Help

Activate Changes

Press "Activate Changes" below to save your changes and have them take effect.

Administration . o ) .
If an adminiztrator does not log in within a set time, the unit will assume that you
accidentally locked pourself out, and revert to its previous configuration.

Interfaces

Wit for adrin login for; | 1 minute | before reverting,

M *

Routing
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Testing the connection

From the DFL-700-A side, you can initiate a ping to a machine on the LAN side of the DFL-700-
B (i.e. 192.168.2.10). The tunnel should then be generated and then you should get a
response as shown below.

mmand Prompt - ping 192.168.2.10 -t

192.168.2.18: bhytez=32 time=3tmsz TTL=128
192.168.2.18: bytes=32 time=36ms TTL=128
192.168.2.18: bytes=32 time=3tms TTL=128
192.168.2.18: bytes=32 time=37ms TTL=128
192.168.2.18: bytes=32 time=33ms TTL=128

122.168.2.18: bytes=32 time=3Vms TTL=128
192.168.2.18: bytes=32 time=36ms TTL=128
192.168.2.18: bytes=32 time=36ms ITTL=128
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