DFL-700 with DI-804HV IPsec VPN
Configuration Guide

This configuration shows how to connect a DFL-700 to a DI-804HV with an IPsec tunnel.
Please check the D-Link AUS FTP Site at ftp://202.129.109.68 for updates on the firmware.

WAN IP:
195.74.119.180

192.168.1.1/24

WAN IP:
195.74.119.181

192.168.0.1/24

switch

LAN network LAN network
192.168.0.0/24 192.168.1.0/24
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DFL-700 configuration

1) Log into the DFL-700 using its IP address (https://192.168.1.1 in this example) and
password.

Building Networks for People

System RG]

Servers

DFL-700
Network Security Firewall

Tools Status Help

Administration 5ettings

Management web GUI ports

SIS 5 HTTPPort [0
HTTPS Port: [443 |

P —

Interfaces

Far zecurity reazons, it may be better

Routing

L

ogging

Ti

ta log on, but will receive read-only access

Administrative access via LAN interface

2) Click on Firewall> VPN. Click on Add

D-Link

Building Networks for People

partz. Alzo note that if web-baszed uzer authentication iz enabled, portz 80 and 443 will be
taken; the management web GUI has to use ather ports.

Select the interface / user you wish to edit from the below list.

Mote that bath the uzer settings and the interface settings limit what a uzer can do. 20if & uzer with bath admin
me and read-only rights logs on from a somewhere where only read-only access is allowed, the user will be allowed

ta run the ranagement web GUI on non-standard

9 90

Apply Cancel Help

only.

[E dit]

New.

DFL-700
Network Security Firewall

“ m IV M Servers Tools Status Help
‘—/’ ¥PM Tunnels
Pick aWPN tunnel to edit from the below list:
Policy 0
Help
VPN TunnE|S
Mame Local HNet Remote Het Remote Gateway
[Add new]
Schedules
Services
VPN

3) Enter the details for the Tunnel.

Name: DI-804HV

Local Net: 192.168.1.0/24
Authentication: PSK
Pre-shared key: dlinktest



DFL-700 with DI-804HV IPsec VPN Configuration Guide

Page 3

LAN-to-LAN tunnel
Remote net: 192.168.0.0/24
Remote gateway: 195.74.119.181

Policy

Port Mapping

Users

L

Schedules

Services

i

VPN

Cerlificates

‘Content Fillerng

LI

Firewall BEVES Tools

Status

Help

VPN Tunnels

Add WP tunnel ;

Mame: IDI-SD-’iH\u" |

Local Met: [192.168.1.0/24

Authentication:

! PSK - Pre-Shared Key

R Bt}lpe FSE: IF

' Certificate-based

Local |dentity: I_Admin - CH=00300B 025053 __-:_I

Cartificates: |

Use chrl/shift -:Ti-:k to select rnultipie certi.f'i'-.:ates.
Touze D listz below, you muzt zelect a Cb certificate,

Identity List: | ino list) =

Turinel bype:

' Roaming Users - single-host WPH clierts

IKE Hauth: [T Require user authentication via IKE %Auth to open tunnel

! LAN-to-LAN tunnel
Remate Met: |1921BBDDH24

Femote Gateway: |1 9574115151

The gateway can be a numenical IP address, DMS name, ar
range of IP addreszes for roaming # NAT ed gateways.

Prosp &RP: [T Publish remate netwark on all interfaces via Proxy ARP

Click on Apply when done.

4) Click on Edit on the newly created DI1-804V profile

D-Link

Building Networks for People

-
[ ——
Port Mapping

Users

DFL-700
Network Security Firewall

Firewall

Status

Servers Tools

Help

¥PN Tunnels

¥PN tunnel DI-804HY added

Pick a%PN tunnel to edit from the below list:

YPM Tunnels
Name Local Met R te Met R te G
DI-804HY  1927168.1.0/24  192168.0.0/24 13574113181 [E dit]
[Add new]

)

Help
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5) Click on Advanced. Set IKE mode to ‘Main Mode’ (default), IKE DH Group ‘2 — modp
1024-bit’(default). Leave PFS unchecked. Set NAT traversal to ‘Disabled’. Click on
‘Appl " when done.

Building Networks for People DFL-700 .

Network Security Firewall

m HICVCB Servers Tools  Status Help

YPN Tunnels

Edit advanced seftings of WPM tunnel DI-804HY:

Lirnit MTL: |1424

Port Mapping IKE Mode: &) b sin mode IKE

Policy

©—
sl
i
p—
|
-

o Aggressive mode [KE

IKE DH Group: | 2 - modp 1D2_-'-1_-bit§"?€1

PFS: [T Enable Perfect Fonward Secrecy

Users

PFS DH Group: [ 2 - modp 1024-5it (=
Schedules Toup: |- moeh. 1 Bes-bit g

MAT Traversal & Disabled.

Services ' On'if supported and needed [MAT detected between gateways)

' On if supported

Kespalives: & g keepalives.

0 Automatic keepalives [works with other DFL-700/17100 units)

0 Manually corfigured keepalives:

Cerlificates Source |P: I
D estination [P: I

VPN

Contenl Fillering

L

IKE Proposal List

Cinhar Hach Lifa KRB Lifo San

6) Click on ‘Activate’ on the bottom left hand corner of the screen.

Certificates

‘Content Filtering

UL

Changes:

Activate

Discard

7) Click on the ‘Activate Changes’ button.

SWaSn e Firewall Servers Tools  Status Help

Activate Changes

Press “Activate Changes" below to save pour changes and have them take effect.

Administration . o . =
If an administrator does not lag in within a set bime, the unit will assume that you
accidentally locked pourself out, and revert to its previous configuration.

Interfaces “wéait for admi login for; |1 minte "'”} befare reverting.

16

Routing
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DI1-804HV configuration

1) Log on to the DI-804V using its IP address (http://192.168.0.1 in this example) and
enter the username and password.

3 D-Link DI-B04HY Web Configuration - Microsoft Internet Explorer

File Edit View Favorites Tooks Help

BBack ~ S - F] A | Qseach [ilFeveries Geda 3| N B -

Address | hitp:f192.168.0.1 El

D-Link

Bulsdmyg Metworks 1or Peopie

DI-804HV
Broadband VPN Router

Advanced Tools Status Help

:

The DI804HV is an Ethernet Broadband Router ideal for home networking and
small business networking. The setup wizard will guide you to configure the DI-
804HV to connect to your ISP (Internet Service Provider). The DI-804HV's easy

Wizard setup will allow you to have Internet access within minutes. Please follow the
setup wizard step by step to configure the DI-804HV.
I WAN
I LAN
=l o
5 Help
e

VPN

2) Click on ‘VPN’ on the left hand side. Under VPN Settings, check the enable box for
VPN. Set the Max. number of tunnels to 5 for example. In ID 1, enter the Tunnel
Name, ‘dfl-700’. Click on ‘Apply’ then ‘Continue’. In ID 1, set the method to ‘1KFE’

and then click on ‘More’.

L4 *""

Buldmg Networks for Peopie

DI-804HV
Broadband VPN Router
Tools  Status Help

WAN

tem Setting
YPN ¥l Enable
. MetBIos broadeast [T Enable
i Max. number oftunnels IS—

D Tunnel Name
. 1 Idfl—?DD
I LAN 3 I—
= 3 I
I DHCP . |—
VPN : I i

Previous page | Mextpage |

Dynamic VBN Seftigs. | L2TP Server Seffing. PRTP Server Seffing.. |

@ OO

Apply Cancel Help

3) Enter the details for the tunnel.

Local Subnet : 192.168.0.0


http://192.168.0.1/
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Local netmask: 255.255.255.0
Remote Subnet: 192.168.1.0
Remote netmask: 255.255.255.0
Remote Gateway: 195.74.119.180
Preshare key: dlinktest

Click on ‘Apply’ then ‘Continue’. Click on ‘Select IKE Proposal’.
Bulkimg Networks 107 People DI_804HV Il
Broadband VPN Router
Home [CUELG N T I Status Help
Q ftemn Setting
Tunnel Mame |df|-?DD |
m Aggressive Mode I Enahle
Local Subnet |192.188.D.D
Local Metmask |gss.2ss.25$.0
Remaote Subnet |192.188.1.D
i Remote Metmask |255.255.255.D |
Rernote Gatevwsay Jres74.418.180
- Freshare kKey l—‘.’"”“es*
IKE Proposal index Select IKE Praposal... |
VPN IPSec Proposal index  Select IPSec Proposal... |
Back Apply Cancel Help

4) In the Set IKE Proposal screen, set ID 1 to the following settings

Proposal Name: 3des-md5
DH-Group: Group2
Encrypt algorithm: 3DES
Auth algorithm: MD5
Lifetime: 28800

Life Time Unit: Sec.

In ‘Proposal ID’, select 1 then click on ‘Add to’. Click on ‘Apply’ then ‘Continue’.
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Bulhimg NenworKs Tor Pesie DI-804HV i
Broadband VPN Router

I Advanced | Tools Status Help

sal
sal

Item Setting

IKE Proposal index 3des-mas
Wizard : | | Remave

.

WAN D Proposal Mame DH Group Encrypt algorithm Auth algorithm Life Time Life Time Linit
1 [adesmas [rous 2 =] [aces 2] [mos =] [essoo ElE|
2 |oroup1 =] [apes =] X ] [ E |
3 [rous 1 =] [aces =] EE [gee.
T 4 GomEl [E=H [FoE 0 =
5 [rous 1 =] [aces 2] [shar 2] o [gee.

[
I
I
I
MRH 6 | |roup 1 =] |aes =] |sHar =] o I
I
|
I
[

(E1 RERNER R EARER AEARER TS

2 [roup 1 =] [aces =] EE [gee.
8 [orowp1 [l  [s0es ] (EIE [see.
] [rous 1 =] [aces =] EE [gee.
10 |oroup1 =] |apes =] |sHar =] o S

L‘WI Proposal index
O ¥ VO

Back Apply Cancel Help

Proposal ID | -- select one -- [~

5) Click on ‘Back’. Click on ‘Select IPsec Proposal’.

Proposal Name: 3des-md5
DH-Group: None

Encap protocol: ESP
Encrypt algorithm: 3DES
Auth algorithm: MD5
Lifetime: 3600

Life Time Unit: Sec.

In ‘Proposal ID’, select 1 then click on ‘Add to’. Click on ‘Apply’ then ‘Continue’.



DFL-700 with DI-804HV IPsec VPN Configuration Guide

Page 8

D-Link

Buldmyg Networks 1or Peopie

VPN

DI-804HV
Broadband VPN Router
L Advanced  Tools = Status Help
Item Setting
IPSec Proposal index Sdes-mds
Remove |

Fropaosal Encap Encrypt Auth Life Life Time
= Mame DY protocol algarithm algarithm  Time Lnit
1 |pdes-mds Jmore =] [Esp=]  Jaoese]  [mps =] jeeno |sec. =]
74| |wone =] |espls]  fapEs =] [none #] |0 |2ec. =]
| |mwone =] [esplx]  [spEs[=]  [mone 2] |0 |ec. =]
4 | |mone =] |espl=]  [spEs[=]  [mone 5] |0 |ec. [=]
5 | | [ I 0 I =0 I [ e |ec. =]
6 | |wone =] |espls]  fapEs =] [none #] |0 |=ec. =]
7 |wone =] |esplz]  [spEs[=]  [mone 2] |0 |ec. =]
8 |mone =] |espl=]  [spEs[e]  [mone 5] |0 |zec. =]
g | |mone =] Jespl=]  [spEs[=]  [mone 5] |0 |ec. =]
10 |wone =] |espls]  fapEs =] [none #] |0 |2ec. =]

Testing the connection

Proposal ID | select one - 'l Add to |Proposal index

Q9 OO

Back Apply Cancel Help

From the DFL-700 side, you can initiate a ping to a machine on the LAN side of the DI-804HV
(i.e. 192.168.0.10). The tunnel should then be generated and then you should get a response

as shown below.

ommand Prompt - ping 192.168.0.10 -t

192.168.08.18:
122.168.8.18:
192.168.08.18:
1922 .168.8.1
192.168.8.1

192.168.8.1

a
a
122.168.68.18
a
1722.168.68.18

hytes=32
hutez=32
hytes=32
bytes=32
hytez=32
hytez=32
bhytes=32
hytez=32

time=35ms
time=36ms
time=35ms
time=37ms
time=33mzs
time=3Yms
time=36msz
time=36ms

TTL=128
TTL=128
TTL=128
TTL=128
TTL=128
ITL=128
TTL=128
TTL=128
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