DFL-700 with DI1-804V IPsec VPN
Configuration Guide

This configuration shows how to connect a DFL-700 to a DI-804V with an IPsec tunnel.
Please check the D-Link AUS FTP Site at ftp://202.129.109.68 for updates on the firmware.

WAN IP:
195.74.119.180

192.168.1.1/24

WAN IP:
195.74.119.182

192.168.3.1/24

switch

LAN network LAN network
192.168.1.0/24
192.168.3.0/24 92.168.1.0/
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DFL-700 configuration

1) Log into the DFL-700 using its IP address (https://192.168.1.1 in this example) and
password.

Building Networks for People

Administration

Interfaces

DFL-700
Network Security Firewall

YOS Firewall Servers Tools  Status Help

Administration Settings

Management web GUI ports

HTTP Part: |80 |
HTTPS Port: |443 |

For security reasons, it may be better ta run the management web GUI on non-standard
parts. Alza note that if web-based user authentication iz enabled, ports 80 and 443 will be

taken; the management web GUI has to use other ports.
9 OO

Apply Cancel Help

Select the interface / user you wigh to edit from the below list.

Mote that both the uzer settingz and the interface settings limit what a user can do, so if a uzer with both admin
and read-only rights logs on from a somewhere where only read-only access iz allowed, the uger will be allowed
ta log on, but will receive read-only access only.

Administrative access via LAN interface  [Edit]

2) Click on Firewall> VPN. Click on Add New.

Building Networks for People DFL-700

Network Security Firewall

Policy

Port Mapping

Users

i
R
—

Schedules

Services

VPN

m GG Servers Tools  Status Help

YPN Tunnels

Pick a%PN tunnel to edit from the below list:

o

Help
WPM Tunnels

Hame Local Net R te Net R te G

[Add new]

3) Enter the details for the Tunnel.

Name: DI-804V

Local Net: 192.168.1.0/24
Authentication: PSK — Pre-Shared Key
Pre-shared key: dlinktest

LAN-to-LAN tunnel
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Remote Net: 192.168.3.0/24
Remote Gateway: 195.74.119.182

m GV Servers  Tools  Status Help

¥PN Tunnels

Add VPN tunnel :
Policy
Name: [DT-8047 ]

Local Met: [1 32.168.1.0/24

Port Mapping

Authenhication:

HEDNE

Users
& PSK - Pre-Shared Key
Schedules Pk [
Retype P3K: IT
Services ' Centificate-based
Local Identiy: | Admin - CN=00300B025059 =l
VPN Certificates: |

Certificates
Use ctil/shift click to select multiple certificates.
Touse D lists below, you must select a G4 certificate.

L

Content Filtering Identity List: | (o list) =

Turnel type:

O Roaming Users - single-host VPN clients

& LAN-to-LAN tunnel

Remote Met: |1 92168.3.0/24

Femote G ateway: |195?41‘I 3182

The gateway can be a numencal [P address, DMS name. or
range of IP addreszes for roaming / MATed gateways.

Prasy &8RP T Publish remote network on all interfaces via Proxy ARP

Click on Apply when done.

4) Click on Edit on the newly created DI1-804YV profile

IKE #4uth: [T Require user authentication via IKE 4Auth ta open tunnel

“ m Firewall B=0E N el S o1 Help
"l/ VPN Tunnels
Changes to ¥PM tunnel DI-804Y zaved
[——
Policy
Pick a WM tunnel to edit from the below list;
— J
Port Mapping Help
YWPN Tunnels
f Users Mame Local Met Remote Het  Remote Gateway
Dl-a0dy 192168.1.0424  192168.30/24 19574119182 [E dit]
[Add new]
[E—

Schedules

5) Click on Advanced. Set IKE mode to ‘Main Mode’ (default), IKE DH Group ‘1 — modp

768-bit’. Enable PFS by checking it. Set the PFS DH Group to ‘1 — modp 768-bit’. Set

NAT traversal to ‘Disabled’. Click on ‘Apply’ when done.



DFL-700 with DI-804V IPsec VPN Configuration Guide

Page 4

D-Link

Building Networks for People

DFL-700

Network Security Firewall

GV Servers Tools  Status Help

‘—,-’ ¥PN Tunnels

E dit advanced settings of VPN tunnel DI-B04V:

Limit MTU: [1424°]

Port Mapping IKE Mode: (8 sin mode IKE
O Agagressive mode IKE
T modp 7685t

IKE DH Group:
Users

PFS: ¥ Enable Perfect Farward Secrecy

PFS DH Group: [T - modp FEa-0t 1]
Schedules R A L,

HAT Traversal @& Disabled.

' Onif supported and needed (MAT detected between gateways]

Services
0 Onif supparted

p—
-
p—
e
—

Keepalives: @ g keepalives
VPN pavEs

© Automatic keepalives [works with other DFL-F00/1100 units]
[ 9] I anually configured keepalives:
SDU[CE lP -
Destinatiorn |P: | |
]
Content Filtering
IKE Proposal List i
i 1 E=1]

6) Click on ‘Activate’ on the bottom left hand corner of the screen.

Certificates

‘Content Fillering

[

Changes:

Activate

Discard

7) Click on the ‘Activate Changes’ button.

SWaCn e Firewall Servers Tools  Status Help

Activate Changes

Fress “Activate Changes™ below to zave vour changes and have them take effect.

Administration . o . .
If an adriinistrator does not log in within a et time, the unit will azsume that you
accidentally locked pourself out, and revert to its previous configuration.

Interfaces “dait far admin lagin for; |1 rriiriLite: ‘*} befare reverting.

16

Routing
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D1-804V configuration

1) Log on to the DI-804V using its IP address (http://192.168.3.1) and enter the
username and password. Click on VPN Settings.
<3 YPN Rou

Eile Edit

veN Router @B 1L1]

VICE DEVICE BASIC ADVANCED SYSTEM HELP
INFORMATION STATUS SETUP SETTINGS TOOLS

D:Link DI-304V
VN Router

Device Information Device Status

Crizplays Device Mame, IP Address, MAC Wiew current Internet status, View LAN and WAN
Address of ports, zettings, Release and Renaw WAN port

and Firmware Version, connection,

Basic Setup Advanced Settings

Drirect access to LAN and Intemnet settings for Accessthe advanced feature of your WPH Router
maunal setup or changes. including DHCP Senver settings,Virtual Sener

settings, and P asamord settings.

YPN Settings System Tools

WPM Function Settings. Perform System diagnostics, view logs, load
default settings, perform firmware upgrade, and
reset your WPN Router.

Help
et help with commuonly asked questions about
wour WFN Router.

A step by step wizard to help configure the Cable/DSL Router.
Start the Setup Wizard [®

2) Under Connection Name, enter the name for the VPN tunnel (i.e. DFL-700). Click on
Add.

WPN Router UIRILL)
DEVIGE DEVICE ADVANGED  SYSTEM  .pip
INFORMATION  STATUS [T1U SETTINGS = TOOLS

VPN SETTINGS

Main menu

TIME SETTINGS

Connection Name N

DEVICE IP
SETTINGS

ISP SETTINGS

ISP ADDITIONAL
SETTINGS

MODEM
SETTINGS

SAVE & RESTART

| Copyright @ 2000

3) Enter the following details. Click on Save when done.

Remote IP Network: 192.168.1.0


http://192.168.3.1/
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4) Click Next. Click ‘Save and Restart.

Remote IP Netmask: 255.255.255.0
Remote Gateway IP: 195.74.119.180
Network Interface: WAN ETHERNET

Secure Association: Main Mode
Perfect Forward Secure: Enabled
Encryption Protocol: 3DES
Preshared Key: dlinktest

Key Life: 3600

IKE Life Time: 28800

D-Link VPN Router

v EVIC ADVANCED  SYSTEM  ypip
INFORMATION  STATUS (30 SETTINGS  TOOLS
VPN SETTINGS

Connection Name Idfl—?DD |

T ias ) Enable UID (Unique Identifier String) @ Disable UID
Local IPSEC Identifier

ISP SETTINGS Remote IPSEC ldentifier I B |

Main menu

TIME SETTINGS

Remote IP Network [ [Jiea i [Jo
ISP ADDITIONAL - T -
SETTINGS Remote IP Netmask [e55 | |e55 | fess | [ems
AT Remote Gateway IP 195 [[7a (119 [|iso

SETTINGS

SAVE & RESTART

Network Interface WAN ETH ERNET‘”

[7 Enabled NetBIOS Broadcast

Secure Association & Main Mode O Aggressive 0 Manual
Perfect Forward Secure & Enabled © Disabled
3DES =

Encryption Protocol

PreShared Key dlinktest |
Key Life 3600 |Seconds
IKE Life Time 28800 Seconds

MOTE: Local IPSEC Identifier and Remote IPSEC Identifier are disabled for
entering when Disable UID is checked.

l copyright @ 2000

D"Lil‘lk ¥PN Router ULRILY)

DEVICE DEVICE ADVANCED  SYSTEM
INFORMATION  STATUS SETUP SETTINGS TOOLS

YPM SETTINGS

Main menu

TIME SETTINGS

Connection Name App

DEVICE IP
SETTINGS

ISP SETTINGS

ISP ADDITIONAL
SETTINGS

MODEM
SETTINGS

SAVE & RESTART

| copyright & 2000



DFL-700 with DI-804V IPsec VPN Configuration Guide Page 7

. weN Router QIRILY
D -Llnk pevice | pevice [T ADVANCED  SYSTEM

| INFORMATION  STATUS SETUP SETTINGS TOOLS i

Main menu
i SAVYE & RESTART

TIME SETTINGS : ) i
You have successfully configured the settings for the device.

:Eﬂ-‘i:é: NOTE: After you have finished making all the changes on the

! various pages, please click Save & Restart to save the

[ settings and restart the device. After the restart, the device
IEBEETTINGS will function according to the saved settings.

[BE S o HAL Click Save & Restart to save the settings and restart the device!

MODEM
SETTINGS SAVE & RESTART l
| VPN
SETTINGS

SAVE E RESTART

Testing the connection

From the DFL-700 side, you can initiate a ping to a machine on the LAN side of the DI-804V
(i.e. 192.168.3.10, etc). The tunnel should then be generated and then you should get a
response as shown below.

ommand Prompt - ping 192.168.3.10 -t A |'EI|5|

192.168.3.18: bytes=32 time=35ms TTL=128
192.168.3.18: bytes=32 time=36ms TTL=128
1922.168.3.18: bytes=32 time=3tms TTL=128
192.168.3.18: hytes=32 time=3Vms TTL=128
122.168.3.18: hytes=32 time=33ms TTL=128
122.168.3.18: hytes=32 time=3Vms TTL=128

192.168.3.18: hytes=32 time=36ms TTL=128
192 .168_.3.18: hytes=32 time=36ms TTL=128
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