DFL-700 with Windows 2000/XP IPsec VPN
Configuration Guide

This guide will show how to configure a Windows 2000/XP machine to make an IPsec VPN
Tunnel connection to a DFL-700. Below is the example network that this document is
based on.

Technical Requirement: Customer is required to understand their network and Windows
2000/XP well for this configuration. Please consult a Microsoft certified professional if
unsure. The information provided here is for your reference only. D-Link will not be held
responsible for any consequences that may arise from it.

WAN IP:
10.0.0.1
WAN IP:
10.0.0.2
LAN port
192.168.1.1
switch
LAN network PC
192.168.1.0/24

TT
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1. Logon to the DFL-700.

| Qeeah [mavories Gveds 9| Eyr
166, 1.1/admin/stabus-system
Building Networks for People DFL-700
Network Security Firewall
- System Firewall Servers Tools B3 (1] m
P System Status
Uptirme: 0 days, 00:31:52
System Configuration: Last changed at 2004-01-28 14:24:10
By "admin” from 192.168.1.3
CPU Load: 0%
Connections: 4 out of 8190 (0%)
Firmuware version: 1.00.00
Last restart: Unknown reazon ['shutdown bt is empty]
—
VPN IDS Signatures: Last changed st 2003-12-02 09.07:54
CPU load over the past 24 hours
—
Connections
100%
—_—
DHCP Server BO% |+ o e e b s s sl e
0%
24 brs ago now
State table usage over the past 24 hours
sl
ml
........ _,:I
|&] pane i [E‘ﬁ‘a‘mw”ah 4

2 D-Link DFL-700 - VPN Tunnels - M

2. Click on Firewall>
VPN-> Add New

rosoft Internet Explorer

Dieds 3B S E -

Building Networks for People

[ system [T

DFL-700
Neiwork Security Firewall

Servers Tools Status Help

¥PN Tunnels

WPN Tunnels

Port Mapping

|
p—

Hame
[Add new]

———
Users

Schedules

Services

Pick a%PH tunnel to edit from the belaw list

O

Help

Local Net Remote Net Remote Gateway

-

‘Content Fltering

[ [ [5 [ interrst
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3. Enter the following
details:

Name: roaming_user
Local Net: 192.168.1.0/24
Authentication:
PSK-Preshared Key: ‘type
in your preshared key’
Tunnel Type: Roaming
Users

Click on Apply

4. The new VPN profile
will now be added

Grsvontes ess 8| - 2y [ - =

1.1 adminjvpn?show=

] @

Policy

S
pu—
pu—
pam—

Port Mapping

Users

Schedules

———
ervices

VPN

Cerfificates

Conlent Fillering

m Firewall

Servers Tools  Status

Help

¥PH Tunnels
AddWPN turmnel

Mame: |roaming_user

Local Net: [132.168.1.0/24

Authentication:

@ PSK - Pre-Shared Key
Psk: [

Retype P35

€ Certificate-based
Local Identity: [ Admin - CH=00300B025059 =l

Certific.ates

Use clrl/shilt click to select multiple certificates
To use D lists below, you must select a CA certificate

Identiy List: [ 151 =

Tunnel type:

@ Roaming Users - single-host VPN clients

IKE 4wt [T Requine user authentication via IKE 3Auth ta open tunnel

) LAN-ta-LAN tunnel

Remate Net: |

Remole Gateway: |

The gateway can be a numerical IF address. DNS name, or
range of IF addiesses for aming / NATed gateways.

Prowy ARF. T Publish remate network on all interfaces via Prosy ARP

9 O 0

Apply Cancel Help

Building Networks for People

DFL-700

Policy

©—
il
pa—
o

Port Mapping

—
Users

Schedules

Services

Certificates

Content Filtering

e
amminnd

Changes:

Activate

Discard

Firewall

Network Security Firewall

Servers Tools Status

Help

VPN Tunnels

VPN tunnel roaming_user added

Fick aWPN tunnel ta edit from the below list;

WP Tunnels
MName Local Net Remote Net Hemote Gateway
roaming_user  192168.1.0/24  Ary (Mo gateway] [Edit]
[Add new]

P

Help
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5. Click on ‘Activate’ on
=
the bottom left hand
corner of the screen to [—
Apply all changes.
Changes:
Activate
Discard
6. Click on ‘Activate
, YOl Firewall  Servers Tools  Status Help
Changes’ to reboot ‘_/
the DFL-700 with the TR
1 Press "Activate Changes" below to save pour changes and have them take effect.
new settings.
It an administratar does not log in within a set time, the unit will assume that pou
accidentally locked yourself out, and revert ta its previous configuration.
Wait for admin login for: |1 minute "'] before reverting
o ofivats Changes I
outing
7. Go into Start> Run-> Run (2] x]
and the type in MMC Twpe the name of a program, Folder, document, or
to brlng up the : Internet resource, and wWindows will open it for you,
Console. s |
Ok I Cancel | Browse... |
8. Click on Console> and | EEIEEHEEIETIE =D

then Click on
Add/Remove Snap In.

9. Click on the ‘Add’

Button.

Jnﬁ] Consale  Window  Help

[N = WeeR ST

|J Action  Yiew  Faworites “ o mp | @‘ @

Tree IFavﬂrites |

Elcor-o- oo R

Add/Remove Snap-in

Standalane | Extensions I

Use this page to add or remove a standalone Snap-in from the console,

Snap-ing added to:

i Description

Add.. Hemoye

Abt |

Cancel
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10. Select ‘IP Security
Policy Management’
and then Click on
‘Add’.

11. Select ‘Local
computer’ and then
click on Finish.

12.Click on ‘Close’ on the
Add Standalone Snap-
in window.

Add Standalone Snap-in 7| x|
Lwailable Standalone Snapeing:
Snap-in I Yendor | ‘J

g}ix Service Management Microzoft Comporation

[CIFolder

[FrontPage Server E stensions

g Group Puolicy Miciozoft Corporation

g Indexing Service Microsoft Corparation, |

@ Lirk to \Web Address

& Local Users and Groups Miciozoft Corparation

ﬁ Performance Logs and Alertz Miciozoft Corparation

@ Removable Storage Management HighlGround Systems, Inc. ;l
=4
i~ Descriptian

Internet Protocol Security (IPSec] Administration. Manage IPSec
policies for secure communication with other computers.

Select Computer

Select which computer this Snap-in will manage
‘when this console is saved the location wil also be saved
[ o

«

The computer this consals is running on
" Manage domain policy for this computer's domain
" Manage domain policy for another domain:

[———

" Anather computer;

e

< Back I Finish I Cancel |

Add Standalone Snap-in EE
Available Standalone Snap-ing
Sn I endaor l -
@ Certificates Micrazoft Corporation
Component Services Microzoft Corporation
@, Computer Management Micrazoft Corporation =
.% Device Manager Micrazoft Corporation
E Disk Defragmenter Executive Software Inte...
[CIDisk M anagement WERITAS Software Cor
@ Event Yiewer Microsoft Corporation
@ Fax Service Management Micrazoft Corporation
[CFolder L‘
— Description

Add Close
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13. Click on OK in the
‘Add/Remove Snap-
in'.

14. Right-Click on IP
Security Policies on
Local Machine. Select
‘Create IP Security
Policy’.

15. The wizard should
then come up. Click
‘Next’ to continue.

Standalone | Extensions |

Use this page to add or remove a standalone Snap-in from the console.

B

Snapeing added to: !-ﬁ Console Root

‘Remove Snap-in 2 x|

@ IP Security Policies on Local Machine

— Description

Internet Protocol Security [IPSec] Adminiztration. Manage IPSec policies
for secure communication with other computers.

Add... Hemove Aebaut,

Cancel |

':m Consolel - [Console Root',IP Security Policies on Local Machine]

“ﬁ Console  Window  Help

“ Action  Wiew Favorites || e = | q NN “Eﬁ‘: [
Tree | Favorites | Hame | Description, [ Palicy Assigned |
L1 Consals Raat lient (Respond Only)  Communicate normally (uns... Mo
- g‘ TP Securiby. e Machine ecure Server (Requir,., For all IP traffic, shwaysreq..,  No

Create IP Security Palicy uest Secu... For all 1P traffic, always req...  No

Manage IP filter lists and filter actions Mo

All Tasks 13

Wiew 3

Mew Window From Here

Mew Taskpad View. .,

Refrech

Export List...

Help

‘whelcome to the IP Security Policy wizard.

particular 1P traffic types.

To continue, click Next.

Thiz wizard helps you create an IF Security Policy. You wil
specify the level of security to use when communicating with
specific computers or groups of computers [subnets), and for

Cancel
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16. Enter the name for the
Policy as well as the
description. Click
‘Next'.

17.Uncheck ‘Activate the
default response rule’.
Click ‘Next’.

18. Click on ‘Finish’.

IP Security Policy Wizard E
IP Security Policy Name o
Mame this security policy and optionally give it a brief description
-
Mame:

DFL-700 Metwork to Single User

Description:
IPSec Tunnel from the DFL-700 netwark ta the remate Single User _d
E
< Back I Nest » I Cancel |
IP Security Policy Wizard K
Requests for Secure Communication 7
Specify how this policy responds to requests for secure communication.
L

The default responze rule responds to remote computers that request securnity, when no
other rule applies. To communicate securely, the computer must respond to requests for
SECUNE COmMmUnIcation.

™ ctivate the default response e |

< Back I Mest > I Cancel |

IP Security Policy ﬂ
= Completing the P Security Policy *izaid

“Y'ou have successfully completed specifying the properties

for your new [P security policy.

To edit your [P security policy nov, select the Edit properties
check box, and then click Finish.

To cloge this wizard, click Finish.

< Back I Finizh I Cancel
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19. The Properties window
for the newly created
policy should then
come up. Click on
‘Add’.

20. Click on ‘Add’ under IP
Filter List.

21. Enter the name and
the description for the
New IP Filter List.
Uncheck the ‘Use Add
Wizard’. Click on
‘Add’.

Securnty rules for communicating with other computers

1P Security Rules:

1P Filter List | Filker Action | Authentication... | Tu
a <Dynamic> Default Response Kerberos Me
| 1]

Edt. | | Reroe | Ussddwid

DI-804¥ Network to Single User Properties ElE2

FRules | General I

ak | Cancel |

Authentication Methods | Tunnel.Sett\ng | Connection Type

IF Filter List Filter &ction
=
SE | The selected IF filter list specifies which netwark, traffic will be
zecured with this rule.
IP Filter Lists:

Marne ‘ Drescription |
O AllICMP Traffic Matches all ICMP packets betw...
QO AP Traffic Matches all IP packets from this ...

Hemove |

Ed |

Cloze | [Earizel | Lol

{1P Filker List HE
= A P filter list is compozed of multiple fikers. |n this way multiple subnets, IP
i: addiesses and protocols can be combined inta one [P filter.
Hame:

|LEft[DFL-TDU] ta Right{Single User]

Description:

Filters:

Traffic going from the Left subnet[DFL-700] ta the RightSingls User) ;I Ed:

d Berove

™ Use Add Wizard

_Mirrored\ D escription | Protocol | Source Port

‘ Destination

< |

0K | Cancel

A
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22. Select ‘A specific IP
subnet’ for the ‘Source
address’ and enter the
Internal LAN range on
the DFL-700 side.
Select ‘My IP Address’
for the ‘Destination
address’. Uncheck the
‘Mirrored....” Option at
the bottom of the
screen. Click ‘OK’.

23. Click ‘Close’.

24, Select the newly
created IP Filter.

Filter Properties
Addressing I Protocal I Descriptionl
~ Source address:
l.ﬂ specific [P Subret j
IP Address: | 192 . 168 . 1 . O
Subnet mask: I 255 . 255 . 255 . O
— Destination address:
My IP fldress |
[ iMimored. Also match packets with the exact opposite source and §
idestination addresses.
0k I Cancel I Apply |

fim An P filker list iz compozed of multiple filkers. In this way multiple subnets, [P

i: addreszes and protocols can be combined into one |P filker,

Mame:

|Left[DFL-?DD] ta Right[Single User]

Description: A

Traffic: going from the Left subnet [DFL-700] to the Right[Single User] ;I Edit... |

ﬂ Hemove

Filters: IV Use Add wizard
Source Mask | Destination DHS ... | Destination Address | Destination kazk
25h. 285 JR5 1] <by [P Address> <by [P Address> 25h, 2hb Jhh SRE

] [+

Lloze I LCancel |

A

MNew Rule Properties 2]

Authentication Methods I TunneI.Setting i Connection Type I

IF Filter List Filter Action
=]
a - The selected IP filter list specifies which netwark traffic will be
secured with this mile.
IP Filker Lists:

N ame | Description |
O 21 ICMP Traffic Matches all ICMP packets betw..,
O AP Traffic Matches all IP packets from thiz ...

LG} =fDFL-700] to Right[Single .. Traffic gaing from the Left subne. .

agd. | Edt. | Bemove |

Cloze I

Eance] | Apply
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25. Click on the ‘Filter
Action’ Tab. Select
‘Require Security’.
Click on ‘Edit’.

26. Move the 3DES/MD5
security method to the
top. Check the
‘Session key Perfect
Forward Secrecy’.
Click ‘OK’.

27.Click on ‘Connection
Type’ Tab. Select ‘All
network connections’.

New Rule Properties 7| x|

Authentication Methods I TunneIISetting i Connection Type l
1P Filker List Filter &ction
The zelected filter action specifies whether this rule negatiates
for secure network traffic, and how it will secure the traffic
Filter Actions:
[ Name | Deserption [
O Pemit Permit unsecured IP packets to ...
O Request Security [Dptional] Accepts unzecured communicat..
& Require Security Accepts unsecured communicat...
Add Remove | IV Use Add Wizard
Claze | Eance] I Apply I
Require Security Properties ﬂﬁ

Security Methods | Generall

" Permit
" Black
& Megotiate security:

Security Method preference order:

| Tupe | &H Integrty | ESP Corfid... | ESP Integri Add..

Custom  <MNones 3DES SHA1 Edt... |

Custom  <Mone> DES SHa1

Custom  <Mone> DES MD5 Remave I
et}

: ! i e

W Accept unsecured communication, but always respond using |PSec

™ Allow ungecured communication with nan |PS ec-aware computer

¥ Session key Perfect Forward Seciecy

ak I Cancel | Apply |

New Rule Properties E1E1
P Filker List | Filter Action |
Authentication Methods | Turnel Setting Cannection Type

g%@ Thiz rule only applies to netwark traffic over connections of
the zelected type.

£+ Al netwark connections
€ Local area netwark [LAM]

£ Hemole access

Eanzel Apply




DFL-700 with Windows 2000/XP_Ipsec VPN Configuration Guide

Page 11

28. Click on ‘Tunnel
Setting’ Tab. Specify
the tunnel endpoint as
the W2K Pro client IP
address (10.0.0.2 in
this example).

29.Click on
‘Authentication
Methods’ Tab. Click
on ‘Kerberos’ and then
Click on ‘Edit’.

30. Select ‘Use this string
to protect the key
exchange (preshared
key)'. Type in the
Preshared key. Click
‘OK’.

Mew Rule Properties 7] x|

IP Filter List | Filter Action
Authentication Methods Tunnel Setting I Connection Type

il

The tunnel endpaint is the tunneling computer closest to the
IP traffic destination, as specified by the associated IP Filter
Ligt. It takes bwo rules to describe an IPSec Turnel

€~ This rle does not specify an IPS ec tunngl
& The tunnel endpoint is specified by this [P Address:
0.0 .0 . 2

Close I Earee| I Apply

New Rule Properties 2] x|

IP Fiter List | Filter dction
Authentication Methods | Tunnel Setting I Connection Type

between the computers. Qffer and accept these
authentication methods when negotiating security with
another computer.

The authentication method specifiez how trust iz established
-ﬁ-g

Authentication Method preference order.

Method | Detais [ Add
Edit

Kerberos
Hemove

I aye um
Mave down

Cloze | [Earze] I Lpply

Edit Authentication Method Properties El

Authentication kethod I

The authentication method specifies how tiust is established
gg between the computers.

 Windows 2000 default [Kerberas ¥ protocal]

€~ Use a certificate from this certificate authority [CA):

Eife]

* Uga this string to protect the key exchange [preshared key):

my preshared key should at least be 24 characters long ;I

/|

ok I Cancel | Apply
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31. Click ‘Close’.

32. Select the newly
created rule. Click on
‘Add’.

33. Click on ‘Add’ under IP
Filter List.

Mew Rule Properties

I Filter List | Filter Action |
Authentication Methods I Tunnel Setting | Connection Type

between the computers. Offer and accept these
aLthentication methods when negotiating security with
another computer.

The authentication method specifies how trust iz established
-ifi-g

Authentication Method preference arder:
[ Method | Detai

Edit..

Hemave

fave U

Move down

L

Cloze I Earee I Apply |

DFL-700 Network to Single User Properties 2=
Rules |'General I
Security rules for communicating with ather computers
1P Security Rules:

IP Filker List Filter Action Authentication... | Tu

| | i

fgd. | Edt. | Bemeve | Uscacdwiead

Closs [Eance] I

Mew Rule Properties

Authentication Methods | Tunnel.Setting i Connection Type I

IP Fiker List | Fiter Action
=
aE o The selected IP filter lizt zpecifies which netwark traffic will be
secured with this rule.
IP Filter Lists:

Mame | Diesoription |
O AIICMP Traffic Matches all ICMP packets betw...
Q allIP Traffic Matches all IP packets from this ...

& Lef{DFL-700) to Right(Single...  Traffic going from the Left subne...

Edit... | Remave |

ok | Cancel I Lppl
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34. Enter the name and
the description for the
New IP Filter List.
Uncheck the ‘Use Add
Wizard’. Click on
‘Add’.

35. Select ‘My IP Address’
for the ‘Source
address’. Uncheck the
‘Mirrored....” Option at
the bottom of the
screen. Select ‘A
specific IP subnet’ for
the ‘Destination
address’ and enter the
Internal LAN range on
the DFL-700 side.
Click ‘OK".

36. Click on ‘Close’.

K B3

1P Filter List

A P filter list is compozed of multiple fikers. |n this way multiple subnets, [P

-
%’ addiesses and protocols can be combined inta one [P filter.

L

Mame:
| Right[Single Lger] to Left{DFL-700]

Diescription

Traffic going fram the Right[Single Uzer] tot he Left Subnet [DFL-700 & Edit:

niebwork] _I —I

d Beroye
Filterg: ™ Uss Add Wizard
_Mirrored\ D escription | Protocol | Source Port ‘ Destination
4 | i
Ok | Cancel
2
1

Filter Properties 2

Addressing IF'rotocoII Descriptionl

~ Source address:
|My P ddress |
— Destination address:
A specific IP Subnet “‘_I
IPAddess | 192 . 168 . 1 . 0
Subnet mask: | 255 . 255 _ 255
™ Mirored. &lzo match packets with the exact opposite source and
destination addresses.
Cancel | Apply |

+IP Filter List

e A0 P filker list iz composed of multiple filtzrs. In this way multiple subnets, IP
i’ addiesses and protacols can be combined inta ane |P filker.

Mame:

|H\ght[5\ng\e Uger) to LefDFL-700)

Dezcription:
Traffic going fram the Right(Single Lzer) tot he Left Subnet [DFL-700 _A_I Edit |
network]
ﬂ Hemoye I
Filters: ™ Uss add Wizard
| Mirrored | Description | Pratacal | Source Part ‘ Destination
4 | |
ok Cancel |

|
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37. Select the newly
created IP Filter ‘Right
(Single User) to
Left(DFL-700...)".

38. Click on the ‘Filter
Action’ Tab. Select
‘Require Security’.

You don’t need to click
on Edit.

39. Click on ‘Connection
Type’ Tab. Select ‘All
network connections’.

New Rule Properties E

Authentication Methods | Tunnel Setting I Connection Type I
IP Filter List I Filter Action
=,
g The selected I filter list specifies which network traffic will be

secured with this rule.

IP Filter Lists:
MName | Description |
O AllICMP Traffic M atches all ICMP packets: betw...
O &llIP Traffic Matches all IP packets from this ...

O Left{DFL-700) to Right{Single ... Traffic gaing from the Left subne...
[0} Fiight(Single Lser) to Left{DFL...

sgd. | Edt. | Remove |

Cloze I [Eance] I Apply |

New Rule Properties EH
Authentication Methods I Tunnel Setting | Connection Type |
IP Filter List Filter Action

The zelected filker action specifies whether this rule negoliates
for secure netwark traffic, and how it will secure the traffic.

Filter Actions:
| Mame | Description |
O Pemit Pemit unsecured P packets to .
Q) Request Secuiity [Dptional] Accepts unsecured communicat...
® & T
agd. | B | Bemowe | ieaddwiead

Close I Eance I Apply I

New Rule Properties 2]
P Filter List | Filter Action |
Authentication Methods I Tunhel Setting Cannection Type

% This rule only applies to network traffic over connections of
the zelected type.

4| petwork connections
" Local area network [LAN]

" Remote access

Close I Earee] Apply
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40. Click on ‘Tunnel New RulelRp iy 2[X]
Setting’ Tab. Specify IP Fiter List [ Filter &ction |
the tunnel end pOI nt as Authentication Methods Tunnel Setting l Cannection Type
the WAN I P addl’ess Of i: IT;S t#nngl endpoirt is the tur;ni:irgg chomputer closdelsétgltha

T i tination, ifi i ak 1§
the DFL-700. List. It ks o s o deserbe an IFSes Turel,

= This e does not specify an IPS ec tunnel
' The tunnel endpoint i specified by this |P Address:
0.0 .0 .1

Carpe] I Lpply I

41 CI |Ck on New Rule Properties 7]
‘Authentication IP Fiter List | e |
Authentication Methods | Tunnel Setting | Connection Type

Methods’ Tab. Click
on ¢ Ke rberos' and then between the computers. Dffer and accept these

R . authentication methods when negatiating security with
CI |Ck on Ed it’. another computer.

The authentication method specifies how tust s established
-ﬁg

Authentication Method preference arder:

[ Method | Details | Add .
H

4
Edit
Hemaye
e L
eve down

Close I Eance I Apply I

42 . Select ¢ Use th |s Strl ng Edit Authentication Method Properties El
to p rotect the key Authentication Method I
eXCh an g e (p res h ared The authentication method specifies how tiust is established
gg between the computers.

key)'. Type in the
Preshared key. Click

LOK! .  Windows 2000 default [Kerberas ¥ protocal]

€~ Use a certificate from this certificate authority [CA):

&

* Uga this string to protect the key exchange [preshared key):

my preshared key should at least be 24 characters long ;I

/|

Cancel | Apply |
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43. Click ‘Close’.

I Filter List | Filter Action |
Authentication Methods I Tunnel Setting | Connection Type

The authentication method specifies how trust iz established
@l between the computers. Offer and accept these
=) = aLthentication methods when negotiating security with
another computer.

Authentication Method preference arder:
[ Method | Detaiks [

Edit..

Hemave

fave U

L

Move down

Cloze I Earee | Apply |

44 . Select the newly DFL-700 Network to Single User Properties 21X
created rule ‘Right Rudes. | General|
(Single User)....". Click
Security rules for communicating with ather computers
‘Close’
1P Security Rules:
IP Filter List | Filter Action | Authentication... | Tu
Right[Single Uzer] ... Require Security Preshared Fey 10
Left[DFL-700) ta R...  Require Security Freshared ey 10
O <Dynamics Default Response Kerberos Me
4| | i
agd. | Edt. || Bemeve | Useaddwioan

Clase I Cancel | Apply |

45. Click on General. DFL-700 Network Lo Single User Properties (x|

Click on the Rues General |

‘Advanced’ Button.
IP zecurity policy general properties

Mame:
IDFL-?DD Metwark ta Single User

Description:

IPSec Tunnel fram the DFL-700 netwark, ta the remate Single User _d

El

LCheck for policy changes every:

I1 a0 minute(s]

Key Exchange using these seftings:

Ok Cancel Ll
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46. Check the ‘Master key
Perfect Forward
Secrecy’. Click on the
‘Methods’ button.

47.Move the
IKE/3DES/MD5 to the
top. Click ‘OK’.

48. Click 'OK’.

49. Click ‘Close’.

Key Exchange Settings 7]

V iMaster key Perfect Forward Secrecy

Authenticate and generate a new key after eveny:

1480 minutes

Authenticate and generate & newilke) aften exer:

I1 sessionlE

Frotect identities with theze security methods:

Methodz... |

Internet Key Exchange [IKE] for Windows 2000
Jointly developed by Microsoft and Cisco Systems, Inc.

Ok I Cancel I

Key Exchange Security Methods E1E3
el Fiotect identities during authentication with these security
methods.

Security Method preference order:

| Irtegrity | Diffie-Helime Add...
[ hedium (]
SHal Medium 2] Edi...
SHAT Law [1)
MDE Lowe [1] Bemove

=i}

il i

| _>| Move down

oK | Cancel |

Key Exchange Settings 7|

¥ Master key Perfect Forward Secrecy
Authenticate and generate a new key after eveny:

44 mirtes

Luthenticate and gererate s men e aftern e

1 SESIOHE]

Protect identities with these securnty methods:
Methods...

Intemet Key Exchange [IKE] for Windows 2000
Jaintly developed by Microzoft and Cizco Systeme, Inc.

Cancel I

DFL-700 Network to Single User Propetti 2x|

Fules General I

% IP security policy general properties

Name:

iDFL-?EIEI Metwork to Single User

Description:
IPS ec Tunnel from the DFL-700 network to the remote Single User d

LCheck far palicy changes eveny:

I1 20 minite(z]

ey Exchange using these settings:

Advanced...

[EaricE]
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50. Right-click on the new
policy and select
‘Assign’ to activate the

policy.

51. You can then ping an
Internal LAN IP
address on the DFL-
700 side (i.e.
192.168.1.3 in this
example) in the DOS
prompt. It will then
start Negotiating IP
security and
eventually you will get
a reply.

52.In Windows 2000
Professional, you can
monitor the Ipsec
tunnels that you have
by running
‘IPSECMON.EXE’ in
Start-> Run. In
Windows XP, you can
add a snap-in in the
MMC called ‘IP
Security Monitor’.

53. Please note that if you
make any changes to
the Ipsec policy, you
will need to Restart
the ‘Ipsec Policy
Agent’ in order for the
changes to take effect.

“fy Console  Window  Help

| action  Wew Eavortes || &= =

Tree | Favorites |

D= H[m|-lsix

XEBR]
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