DFL-700 with DS-601 VPN Client
Configuration Guide

This guide will show how to configure the DS-601 VPN Client Software to make an IPsec
VPN Tunnel connection to a DFL-700. Below is the example network that this document is

based on.
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1) Log into the DFL-700 using its IP address (https://192.168.1.1 in this example) and
password.

Building Networks for People

DFL-700
Network Security Firewall

a0 Firewall Servers Tools  Status Help

Administration

Interfaces

Logging

Ti

Administration Settings

Management web GUI ports

HTTF Port: ISD |
HTTPS Part: |443 |

For security reasons, it may be better to run the management web GUI on non-standard
porte. Alzo note that if web-bazed uzer authentication iz enabled, ports 80 and 443 will be

taken; the management web GUI has to use other ports,
9 90O
'

Apply Cancel Help

Select the interface / user you wizh to edit from the below list.

Maote that both the uzer zettings and the interface settings limit what a uger can do, 2o if a uzer with both admin
and read-only rightz logs on from a somewhere where only read-only access is allowed, the uzer will be allowed
ta log on, but will receive read-only access only.

Administrative access via LAN interface  [Edit]

2) Click on Firewall> VPN. Click on Add New.

Policy

sl
il
p—
|
—

Port Mapping

Users

Schedules

Services

VPN

D-Link

Building Networks for People

DFL-700
Network Security Firewall

m HICCIM Servers Tools  Status Help

¥PN Tunnels

Pick a%PN tunnel to edit from the below list:

7

Help
WEM Tunnels

Mame Local Het Remote Het Hemole Gateway

[Add new]
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3) Enter the following details. Enter the name as ‘Roaming_User’. Type in the Pre-shared

key under PSK and confirm it. Set the Tunnel Type to ‘Roaming Users’. Click on

Apply and then Activate Changes.

Policy

Port Mapping

Users

1EHE

Schedules

f Services

VPN

Certificates

0

onient Filtering

A Firewall BEVES Tools Status Help

¥PN Tunnels

Add WPN tunnel :

Mame: IH oaming_Uzer

Loeal Met: |192.188.1.Dx’24

Authentication:

& PSK - Pre-Shared Key

PSK: #
Retype PSE: #

' Certificate-based
Local ldentity: | Admin - CN=0000 82EDDCER =l

Certificates:

Usze ctrl/zhift click to zelect multiple cerificates.
Touze 1D lists below, you must select 3 Ch certificate.

Identity List: [ [no lst] =l

Tunnel type:

@ Roaming Users - single-hast VPN clients

IKE Hauth: [ Fequire uger authentication via [KE *&uth to open tunnel.

' LAN-to-LAN tunnel

Remate Met: I

Femote Gateway: |

The gateway can be a numernical P address, DMS name, or
range of [P addreszes for roaming / NaTed gateways.

Prosy 8RF: T Publish remote netwark on all interfaces wia Proxy ARF.

IKE tuth client: [T Pass uzemame and password to peer via [KE auth, if the remate gateway
requires it.

Hhuth Username: I
Hhuth Password: I

4) Run the DS-601 Program. The DS-601 already has a default profile for the DFL-700.
Click on Configuration-> Profile Settings.

D D-Link ¥PN Client - =l
Connection  Configuration  Log  Window Help

Prafile :

Dutzide Ling

|DFL-?‘EIIZI

Client

El

E -
Connect Disconnect | D-Llnk
Statistics:
Time anline: 00:00:00 Timeaut (sec): ]

Diata (T« in Byte:
Diatan () in Byte:
Speed (KBvtelz):

0 Direction: out
0 Link Type: LAK P AN
0,000 Encryption:
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5) Highlight the DFL-700 profile and then click on Config
Profile Settings

DFL-1500 [Maodemn] <PhoreMurmber:
DFL-300 LaM

DFL-A00 [PPPaE] «D5L [PPPoE]
DFL-A00 LaM

DFL-700 [Modern] <PhoreMurmber:
DFL-700

DFL-a0 Lam

DFL-300 Lam

[1I-804hy [PPPoE] «D5L [PPPoE]
D-804hw Lam
DI-824wup+ LM

6) Enter the profile name you would like.
Profile Settings DFL-700
General
IPSec General Settings
|dentities
IF Address Aesignment

Remote Metworks
Fireweall Settingz

ner?

7) Click on IPSec General Settings. Type in the WAN IP address of the DFL-700 in the
Gateway field. In this case, itis 195.74.119.177.

Profile Settings DFL-700

il SR g3 195.74.119.177

IF Address Assignment -

Remate Mebworks [P .

Firewall Settings @ automaticmode 7]
ot automalic mode 7]

M air b ode |_

DH-Growp 2 (1024 Bit) -]
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8) Click on Identities. The Local Identity entries can be left as default. Type in the Pre-
shared key in the Shared secret box and confirm it.
Profile Settings DFL-700

General
IFSec General Settingsz

|dentities
IF Address Assignment - IP Address l_

Remote Metworks
Firewall Settings

9) The IP Address Assignment entries can be left as default. You can enter the
DNS/WINS servers options if heeded.

Profile Settings DFL-700

General

IPSec General Settings
|dentities

1P &ddr

Remote Metwaorks
Firewall Settings

10)Click on Remote Networks. Enter the LAN network address and the Subnet mask.
Profile Settings DFL-700

General

IPSec General Settings
|dentities

IP Address Aszzignment
Femote M z
Firewall Sel

D
E;' 132168.1.0 205,266.256.0
0000 00.00

n.oon no.oo
n.0.0.0 0.0.0.0
0.0.0.0 0.0.0.0

El tRrREling W fior loea]
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11) The Firewall Settings options can be left as default. Click OK when finished.

Profile Settings DFL-700 X
General —Firewall S etting
:ngiﬁieaseneral eltngs “fith fire_wall sn_ettings achivated packetz from other
IP Address Assignment hosts will be discarded.
Femate Metworks
Firewall Settings Enable Stateh Inspection - d

[T Only communication within the tunnel permitted

Help |

12)Click OK again in the Profile Settings window.

Profile Settings x|
—&vvailable Profile :
Prafile Mames Phaone Mumber/Link Type Configure |
DFL-1500 [kodem] <PhorneMumber:
DFL-300 L& Mew Entry |
DFL-500 [PPPaE] »D5L [PPPaE] :
DFL-500 L& Duplicate |
DFL-700 [Modem] <PhorneMumber:
DFL-700 Delete |
DFL-80 LaM
DFL-500 LaM Help |
DI-804ky [FPFPoE] «D5L [PPPoE]
DI-804hy L&k LCancel |
Dl-G2dwvup+ LM
0K I

13)Back in the DS-601 VPN Client Main Screen, select the DFL-700 profile and click on

Connect. It should then establish the connection and allow you to communicate with
the LAN network behind the DFL-700.

D D-Link ¥PN Client
Connection  Configuration

- =0l

Log ﬂinduﬁ Help

Profile :

Cutgide Line :

|DFL-?IZIIZI

S

Client Server
Connect | Disconnect | D'Llnk
Statistics:
Titme online: 00; 00; 03 Titneout (sec]: 0 sec

Data (Tx)in Byte: 0O
Data (Rx)in Byte: 0
Speed (KByitess): 0,000

Direction: out
Link Type: [ R Y
Encryption: AES 128




