DGS-1216T
WEEB SMART SwITCH

With D-Link Safeguard Engine, the robustness of D-Link Smart Switch will
increase overall network serviceability, reliability and availability.

- Install SmartGonsole Litility
- Quick Installation Guide
- Manual
- Install Acrabat Reader
:. EXIT - Visit supporl. dlink.com

s’ SmartConsole Utility setup

Welcome to the Installation Wizard

Thiz wizard will guide you through the entire SmartConzole Uty installation.

YWelcome to the SmartConzale Utility Setup program. This program will install SmartConsole
[Itility @y wour compraker.

[t iz gtrongly recommended that you exit all Windows programs before running this Setup
program. Click Cancel to quit Setup and close any programs you have running. Chck Hest to
cantinueg with the Setup progran.

WARMIMG: This pragram is protected by copyright law and international treaties.
IJnauthonzed reproduction or distribution of thiz program, or anyg portion of it, may result in

gevere civil and criminal penalties, and will be prozecuted to the maximum extent pozsible
under law.

— Ghaozt [nstaller YWizard

[ MNewt> | [ Cancel




5’ SmartConsole Utility setup

Destination Folder

Click Mest to ingtall the application to thiz folder, or click Browse to install to a
different location,

Select the destination folder where pou want to inztall SmartConzale Ul To install to a
different location, click Browse, and select another folder.

Inztallation folder

C:\Program FileshSmartConzole Wtilit |[ Browse. ..

< Back ]l Newt> | [ Cancel ]

s SmartConsole Utility setup

Program Group

Select the program group where the [nstallation izard will inztall application
ghortcuts.

Select program group:

SmartConzole Utility

Accessanes

Administrative Toolz

D-Link,

D-Link. AirPlus G

D-Link AirPlus Ztreme G AP Manager
D-Link Securiwfall VYPM Client
Ethereal

Famesz

GetRight

Lavazaft Ad-Aware SE Personal
Lencom Saoftware [nc

Lewsmark.

ticrozoft Office

|

1154

< Back ]| Mewts | [ Cancel




5’ SmartConsole Utility setup

Ready to Install the Program

The Installation ‘Wizard is ready to install the SmartConzole Utility,

Y'ou are now ready to install SmartConzale Loy,

Prezs the Mext button to begin the installation or the Back. button to re-enter the ingtallation
informatiorn,

< Back ]l Newt> | [ Cancel ]

s SmartConsole Utility setup

Setup Status

Fleaze wait. SmartCongole Ltility installation iz in progress.

If oLy want ta interrupt installation process, press the Cancel button, But in this caze comect
working of the program is not guaranteed.

Copying C:%Program Filez\SmartConzale Utilibphcfghmonitor. cfg

[ )

&l files

[IIIIIIIIIIIIIIIIIIIIIIIIIIIIIIllllllllllllllllllq

Cancel




5’ SmartConsole Utility setup

Installation Complete

The Installation ‘Wizard hasz succeszhully installed SmartConzole Wtility,

SmartConzole Utility has been succeszfully installed.

Preszg the OF. button to exit Setup program.

[«]:iRun SmartConzale Lklite




D' SmartConsole Utility = O]
File “iew Option Help

Discovery List

MAC Address IP Address Protocal Yersion Product Mame System Mame

Add to moritar list WIS

P Address MAC Address Protocal Yersion Product Mame System Mame

Monitor List

Device Setting

Configuration setting Pazsword change Firmyware upgrade DHCPE Refresh




D-Link

Building Networks for People

* DGS-1216T
-
El{@ System
= Systerm Setting

-+ = Password Access Control
Eli Configuration

- 0210 Spanning Tree
-+ =1 Port Mirroring

Bl 005

~ 802 1p Detautt Priority
Security

- = Sateguard Enging

-+ =1 Broadeast Storm Cordrol
- B0z .1 %

(- [EMAC Address Table
Bl Marnitoring

D-Link

Building Networks for People

Device Type

Firmware Yersion
Protocol Yersion

MAC Address

DHCF Client

IF Address

Subnet Mask

Default Gateway
Safeguard Engine
Trap IP

Systern Narne

System Location
Login Timeout {minutes)
Systern Up Time
802.1D Spanning Tree
Fort Mirroring
Broadecast Starm Contral
Jumbo Frarme

IGMP Snooping

ShMP Status

8021 Status

DGS-1316T
40012
2.001.003
00-13-46-37-36-fc
Disabled sefling

10.1.2.254
255.255.255.0
ikl

Enahled setting
101.2.3

G

0 days 1 hours 3 mins 9 secands
Disabled sefting
Disabled setting
Disabled seffing
Disabled sefting
Disabled sefting
Disabled seffing
Disabled sefting

IP Information

@ static O DHCP
IF Address
Subinet Mazk

Gateway

Apply

System Information

(Disable: 0 second)

= e — Systern Location
Login Timeout (3-30 minutes)

Group Interval (120-1225 seconds)

Apply




Building Networks for People

————
N Tool v

# DGS-1216T

El-@ System

1 System Setting
U ]
= Port Setting
= SNMP Setting

= Password Access Control
ﬁcanflguraﬂon

[ @os

D-Link

Building Networks for People

@Enabled O Disabled
Destination IP

Systermn Event

Fiber Part Event

Twisted Pair Port Event

Device Bootup
Link Upf Link Down
Link Upf Link Down

Illegal Login

Apply

# DGE1216T
El-{@ System
= System Setting
= Trap Setting
i Hing
i 5 SNMP Sefting
L H Password Access Cortrol
ﬁcannguraﬂon

From Port ToPort Speed Flow Control
v [ s v [Auo v| |Disabled v [ apely ] [ Refresh ]
Port Link Status Speed Flow Control Priotity
01 Down 1000 Full Disahled Middle
0z Down 100M Full Disahled Middle
03 Down 100M Full Digabled Middle
04 Down Auto Disahled Middle
05 Down Auto Disahled Middle
06 Down Auto Disahled Middie
a7 Down Auto Disahled Middle
og Down Auto Dizgabled Middle
JiE] Down Auto Disahled Middle
10 Down Auto Disahled Middle
11 Down Auto Disahled Middle
12 Down Auto Disahled Middle
13 100M Full Auto Dizgabled Middle
14 Down Auto Disahled Middle
15 Down Auto Disahled Middle
16 1000 C Full Auto Disahled Middle
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% Tool -

..- DGE-1216T

5 4 System

i = System Sefting
= Trap Setting
=1 Port Setting

- = Password Access Cortrol
[ Configuration
[ Ges
ﬁSEcur'rly
ﬁMnnitnring

D-Link

Building Networks for People

p Logout J

StMP O Enabled

& Disabled

Community Setting

Enabled

Disahled

Trap Setting

Systern Device Bootup
Fiber Link Up ! Link Down
Fiber Abnormal Receive Errar

Fiker Abnormal Transmit Error
Twisted Pair Link Up f Link Down
Twisted Pair Abnormal Receive Error
Twisted Pair Abnarmal Transmit Errar

Apply

Apply

* DES-1216T

-

- f@ System
H =1 System Setting

ﬁMonnorlng

0ld Password

Mew Pagsword

Confirm Password

[ lipassward should he less than 20 characters)

=

Apply
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T
b

* DGES-1216T

Jumba Frame: @ Enabled O Disabled (Madimum Length is 10240 bytes)

i 5 80210 Spanning Tree
L = Port Mirvoring

D-Link

Building Networks for People

* DEE1216T

System
Configuration

= Jumbio Frame

\M Ports

= Trunking

= IGMP Snoaping
80210 Spanning Tree
= Port Mirroring

YLAN Name {Mame should be less than 20 characters)
ct All 01 02 I 04  0f 06 07 5 14

Untay (4] OO0 000000000000 O00

Not Member (OO O ORI OO SO OO OO O BN O SO RO O]

[ Cancel ] [ Apply ]
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Jumbo Frame
BO21G WLAN

=1 IGMP Snooping
-1 80210 Spanning Tree
- = Part Mirroring

D-Link

Building Networks for People

vl —
M Tool -

04

il

Note : Trunking name should be less than 20 characters.

: DGS-1216T
[ System

Configuration

% Jumbio Frame
802,16 YLAN
%] Trunking

= 80210 Spanning Tree
% Port Mirroring

[ @os

[ -ﬁSe:urity

ﬁMonltorlng

cdmin - 10,1

T Cogout

IGMP Snooping

IGMP Glohal Setting
Cluery Interval (B0-600 sec)

Max Response Time {10-25 sec)
Robustness Variable (1-255 sec)

Last Member Query Interval {1-25 sec)

The VLAN Setting of IGMP snooping

@Enabled (O Disahled

Host Timenout (130-1225 sec)
Router Tirneaut (60-600 sec)

Leave Time {0-25 sec)

Apply
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X Tool - - e - . p\_l:lgl:lu“

* DGE-1216T

802.10 Spanning Tree O Enabled @ Disabled
STP Global Setting
Bridge Max Age (- 40) Rool Port
Bridge Forward Dalay (4 - 30) [_apely |
From Part To Port Path Cost(1- 65535 Prinrity(D - 255
01 16 19 128 apply Refresh
|

Fort Path Cost Priarity State s

D-Link

Building Networks for People

'p Logout

Port Mirraring O Enabled (& Disabled

= IGMP Snooping Target Port o1
= 80210 Spanning Tree

ane All

Apply
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* DGS-1216T
ﬁsystem

L

i
[@Monitoring  [502.1p Default Priority

- 3
D-Link
Building Networks for People

o
b

From Port To Port Priarity
¥ [ 15 & [Middle v
Port Priarity
01 Middle
0z Middle
JiK] Middle
04 tiddle
05 Middle Foringress untagged packets, the per port "Default Priority" setting
08 Middle will be applied ta packets of each portta provide port-based traffic
o7 Middle priotitization.
03 Middle Foringress tagged packets, D-Link Smart Switches will refer to their
a9 Widdle 802.1p information and priofitize them with 4 different priotity quedes
10 hticdd|e
11 Middle
12 Iiddle
13 Iiddle
14 tiddle
14 hticdd|e
16 Middle

Engine
Broadeast Storm Cortrol

o021y

MAC Address Takle

Safeguard Engine: (&) Enabled (O Disabled

D-Link Safecuard Engine is a robust and innovative technology developed by D-Link, which will autormatically throttle the
impact of packet looding into the switch's CRU.
Itwill keep D-Link Switches better protected from being too frequently interrupted by malicious viruses or worm attacks.
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o v

= DGS-1218T
-- ESys‘iem
-- ECanigunﬂiDn

B ans Broadeast Starm Control Disahled v
-+ = 802 1p Default Priority

i Security Threshald (hytes per second) i [ apply |

Safeguard Engine

B0z
[ MAC Addreas Takle
[ montaring

D-Link

%7

* DGI-1216T
-

ﬁsys‘tem
[ Configuration

QoS 802.1% (O Enabled @ Disahbled
<= 802 1p Defautt Priority
L S%:;I;‘::aguard oy 802.1X Global Setting

B B S e Radius Server P [ [ o QuietPeriod (0 - G5535) E

- fiE 8021 Authentication Port (1 - B5535) SuppTimenut (1 - 65535) [ 19

Prine e Key 1] SemverTimanut (1 - 65535)
[ Maritaring Canfirm Key I:l MaxReq (1-10)
TePeriod (1 - 65538) 2 ResuthPeriod (1 - 4204967295)
ReAuthEnabled Enabled
802.1X Port Access Control
From Port To Port Control
01 16 Disabled Apply Refresh

Fort Contral Fort Status Session Time UserlD
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ﬁSys‘tEm
* ECUmigurahUn

Disable Auto Learning excluding Uplink Port  (on & off

= 802 1p Detautt Priority

Security
Sateguard Engine Uplink Port
3 Broadcast Storm Control o
- B0z 1% 3 . __
2 8021 % Setting Static Mac Address Setting

15 MAC Address Table

i = Dynaimic: Forwarding Table
[ Monitring

D-Lin

Building Networks for Peaple

DGE-1216T
ﬁSystem
ﬁCnnf\guraﬁnn
BRI
i 5 802.1p Default Priority
] Security

¢ L= Safeguard Engine

i =1 Broadeast Storm Cortral
@ a02.1x

-2 B02.1% Setting
MAC Address Tahle

Apply
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Security
=1 Maritoring
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