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1. Introduction

This manual’'s command descriptions are based on the software release 1.70. The commands listed
here are the subset of commands that are supported by the DGS-1510 Series SmartPro Switch.

Audience

This CLI Reference Guide is intended for network administrators and other IT networking
professionals responsible for managing the switch by using the Command Line Interface (CLI). The
CLI is the primary management interface to the DGS-1510 Series SmartPro Switch, which will be
generally be referred to simply as “the Switch” within this manual. This manual is written in a way that
assumes that you already have the experience and knowledge of Ethernet and modern networking
principles for Local Area Networks.

Other Documentation

The documents below are a further source of information in regards to configuring and
troubleshooting the Switch. All the documents are available from the CD bundled with this switch, or
from the D-Link website. Other documents related to the Switch are:

* DGS-1510 Series Gigabit Ethernet SmartPro Switch Hardware Installation Guide
* DGS-1510 Series Gigabit Ethernet SmartPro Switch Web Ul Reference Guide

Conventions
Convention Description
Boldface Font Commands, command options and keywords are printed in

boldface. Keywords, in the command line, are to be entered
exactly as they are displayed.

UPPERCASE ITALICS Font Parameters or values that must be specified are printed in
UPPERCASE ITALICS. Parameters in the command line are to
be replaced with the actual values that are desired to be used with
the command.

Square Brackets [ ] Square brackets enclose an optional value or set of optional
arguments.

Braces { } Braces enclose alternative keywords separated by vertical bars.
Generally, one of the keywords in the separated list can be
chosen.

Vertical Bar | Optional values or arguments are enclosed in square brackets

and separated by vertical bars. Generally, one or more of the
vales or arguments in the separated list can be chosen.

Blue Courier Font This convention is used to represent an example of a screen
console display including example entries of CLI command input
with the corresponding output.

Notes, Notices, and Cautions

Below are examples of the three types of indicators used in this manual. When administering your
switch using the information in this document, you should pay special attention to these indicators.
Each example below provides an explanatory remark regarding each type of indicator.

& NOTE: A note indicates important information that helps you make better use of your
device.
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I]%: NOTICE: A notice indicates either potential damage to hardware or loss of data and
tells you how to avoid the problem.

i’li CAUTION: A caution indicates a potential for property damage, personal injury, or
- death.

Connecting to the Console Port

The Console port is used to connect to the CLI of the Switch. Connect the DB9 connector of the
console cable (included in the packaging) to the Serial (COM) port of the computer. Connect the RJ45
connector of the console cable to the Console port on the Switch.

To access the CLI through the Console port, Terminal Emulation Software must be used like PuTTY
or Tera Term. The Switch uses a connection of 115200 bits per second with no flow control enabled.

After the boot sequence completed, the CLI login screen is displayed.

Command Descriptions

The information pertaining to each command in this reference guide is presented using a number of
template fields. The fields are:

* Description - This is a short and concise statement describing the commands functionality.

* Syntax - The precise form to use when entering and issuing the command.

* Parameters - A table where each row describes the optional or required parameters, and their
use, that can be issued with the command.

* Default - If the command sets a configuration value or administrative state of the Switch then
any default settings (i.e. without issuing the command) of the configuration is shown here.

e Command Mode - The mode in which the command can be issued. These modes are
described in the section titled “Command Modes” below.

* Command Default Level — The user privilege level in which the command can be issued.

* Usage Guideline - If necessary, a detailed description of the command and its various
utilization scenarios is given here.

¢ Example(s) - Each command is accompanied by a practical example of the command being
issued in a suitable scenario.

Command Modes

There are several command modes available in the command-line interface (CLI). The set of
commands available to the user depends on both the mode the user is currently in and their privilege
level. For each case, the user can see all the commands that are available in a particular command
mode by entering a question mark (?) at the system prompt.

The command-line interface has three pre-defined privilege levels:

* Basic User - Privilege Level 1. This user account level has the lowest priority of the user
accounts. The purpose of this type of user account level is for basic system checking.

* Operator - Privilege Level 12. This user account level is used to grant system configuration
rights for users who need to change or monitor system configuration, except for security related
information such as user accounts and SNMP account settings, etc.

* Administrator - Privilege Level 15. This administrator user account level can monitor all
system information and change any of the system configuration settings expressed in this
configuration guide.
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The command-line interface has a number of command modes. There are three basic command

modes:
e User EXEC Mode

* Privileged EXEC Mode

* Global Configuration Mode

All other sub-configuration modes can be accessed via the Global Configuration Mode.

When a user logs in to the Switch, the privilege level of the user determines the command mode the
user will enter after initially logging in. The user will either log into User EXEC Mode or the Privileged

EXEC Mode.

¢ Users with a basic user level will log into the Switch in the User EXEC Mode.
* Users with operator or administrator level accounts will log into the Switch in the Privileged

EXEC Mode.

Therefore, the User EXEC Mode can operate at a basic user level and the Privileged EXEC Mode can
operate at the operator, or administrator levels. The user can only enter the Global Configuration
Mode from the Privileged EXEC Mode. The Global Configuration Mode can be accessed by users
who have operator or administrator level user accounts.

As for sub-configuration modes, a subset of those can only be accessed by users who have the
highest secure administrator level privileges.

The following table briefly lists the available command modes. Only the basic command modes and
some of the sub-configuration modes are enumerated. The basic command modes and basic sub-
configuration modes are further described in the following chapters. Descriptions for the rest of the
sub-configuration modes are not provided in this section. For more information on the additional sub-
configuration modes, the user should refer to the chapters relating to these functions.

The available command modes and privilege levels are described below:

Command Mode /
Privilege Level

Purpose

User EXEC Mode /
Basic User level

This level has the lowest priority of the user accounts. It is provided
only to check basic system settings.

Privileged EXEC Mode /
Operator level

For changing both local and global terminal settings, monitoring,
and performing certain system administration tasks. The system
administration tasks that can be performed at this level except for
any security related information.

Privileged EXEC Mode /
Administrator level

This level is identical to privilieged EXEC mode at the operator level,
except that a user at the administrator level can monitor and clear
security related settings.

Global Configuration Mode /
Operator level

For applying global settings, except for security related settings, on
the entire switch. In addition to applying global settings on the entire
switch, the user can access other sub-configuration modes from
global configuration mode.

Global Configuration Mode /
Administrator level

For applying global settings on the entire switch. In addition to
applying global settings on the entire switch, the user can access
other sub-configuration modes from global configuration mode.

Interface Configuration
Mode / Administrator level

For applying interface related settings.

VLAN Interface
Configuration Mode

For applying VLAN interface related settings.
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User EXEC Mode at Basic User Level

This command mode is mainly designed for checking basic system settings. This command mode can
be entered by logging in as a basic user.

Privileged EXEC Mode at Operator Level

Users logged into the Switch in privileged EXEC mode at this level can change both local and global
terminal settings, monitor, and perform system administration tasks (except for security related
information). The method to enter privileged EXEC mode at operator level is to login to the Switch
with a user account that has a privilege level of 12.

Privileged EXEC Mode at Administrator Level

This command mode has a privilege level of 15. Users logged in with this command mode can
monitor all system information and change any system configuration settings mentioned in this
Configuration Guide. The method to enter privileged EXEC mode at administrator level is to login to
the Switch with a user account that has a privilege level of 15.

Global Configuration Mode

The primary purpose of the global configuration mode is to apply global settings on the entire switch.
Global configuration mode can be accessed at operator or administrator level user accounts.
However, security related settings are not accessible at operator user account. In addition to applying
global settings on the entire switch, the user can also access other sub-configuration modes. In order
to access the global configuration mode, the user must be logged in with the corresponding account
level and use the configure terminal command in the privileged EXEC mode.

In the following example, the user is logged in as an Administrator in the Privileged EXEC Mode and
uses the configure terminal command to access the Global Configuration Mode:

Switch# configure terminal

Switch (config) #

The exit command is used to exit the global configuration mode and return to the privileged EXEC
mode.

Switch (config)# exit
Switch#

The procedures to enter the different sub-configuration modes can be found in the related chapters in
this Configuration Guide. The command modes are used to configure the individual functions.

Interface Configuration Mode

Interface configuration mode is used to configure the parameters for an interface or a range of
interfaces. An interface can be a physical port, VLAN, or other virtual interface. Thus, interface
configuration mode is distinguished further according to the type of interface. The command prompt
for each type of interface is slightly different.

Creating a User Account

You can create different user account for various levels. This section will assist a user with creating a
user account by means of the Command Line Interface.
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NOTE: By default, one user account is already configured on the Switch. Both the
username and password for this account is admin, and the privilege level is
< 15.

NOTE: After upgrading the firmware on the Switch and no user accounts were
created, the default admin user account will automatically be created after
N rebooting the Switch with the new boot-up configuration file.

NOTE: After upgrading the firmware on the Switch and user accounts were created,
v the default admin user account will not be created automatically. Only after a
factory reset was performed on the Switch will the default admin user account
be created.

Observe the following example.

Switch>enable

Switch#configure terminal

Switch (config) #username userl password passl234
Switch (config) #username userl privilege 15
Switch
Switch

config)#line console
config-line) #login local

(
(
(
(

Switch (config-line) #

In the above example we had to navigate and access the username command.

» Starting in the User EXEC Mode we enter the command enable to access the Privileged EXEC
Mode.

* After accessing the Privileged EXEC Mode, we entered the command configure terminal to
access the Global Configuration Mode. The username command can be used in the Global
Configuration Mode.

* The command username user1 password pass1234 creates a user account with the
username of user? and a password of pass1234.

* The command username user1 privilege 15 assigns a privilege level value of 15 to the user
account admin.

* The command line console allows us to access the console interface’s Line Configuration
Mode.

* The command login local tell the Switch that users need to enter locally configured login
credentials to access the console interface.

Save the running configuration to the start-up configuration. This means to save the changes made so
that when the Switch is rebooted, the configuration will not be lost. The following example shows how
to save the running configuration to the start-up configuration.

Switch#copy running-config startup-config

Destination filename startup-config? [y/n]: vy
Saving all configurations to NV-RAM.......... Done.
Switch#
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After the Switch was rebooted, or when the users logs out and back in, the newly created username
and password must be entered to access the CLI interface again, as seen below.

DGS-1510-28XMP Gigabit Ethernet SmartPro Switch

Command Line Interface
Firmware: Build 1.70.005
Copyright (C) 2020 D-Link Corporation. All rights reserved.

User Access Verification

Username:userl

PRASSOEEL] 5w % aeis s is

Switch#

Interface Notation

When configuration the physical ports available on this switch, a specific interface notation is used.
The following will explain the layout, terminology and use of this notation.

In the following example, we will enter the Global Configuration Mode and then enter the Interface
Configuration Mode, using the notation 1/0/1. After entering the Interface Configuration Mode for port
1, we will change the speed to 1 Gbps, using the speed 1000 command.

Switch# configure terminal

Switch (config)# interface Ethernet 1/0/1

Switch (config-if)# speed 1000

Switch (config-if) #

In the above example the notation 1/0/1 was used. The terminology for each parameter is as follows:
* Interface Unit's ID / Open Slot’s ID / Port’s ID

The Interface Unit’s ID is the ID of the stacking unit without the physical stack. If stacking is disabled
or this unit is a stand-alone unit, then this parameter is irrelevant. The Open Slot’s ID is the ID of the
module plugged into the open module slot of the Switch. The DGS-1510 Series does not support any
open modules slots, thus this parameters will always by zero for this switch series. Lastly, the Port’s
ID is the physical port number of the port being configured.

In summary the above example will configure the stacked switch with the ID of 1, with the open slot ID
of 0, and the physical port number 1.

Error Messages

When the users issue a command that the Switch does not recognize, error messages will be
generated to assist users with basic information about the mistake that was made.

A list of possible error messages are found in the table below.

Error Message Meaning

Ambiguous command Not enough keywords were entered for the Switch to recognize
the command.

Incomplete command The command was not entered with all the required keyword.
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Invalid input detected at The command was entered incorrectly.
Amarker

The following example shows how an ambiguous command error message is generated.

Switch# show v
Ambiguous command
Switch#

The following example shows how an incomplete command error message is generated.
Switch# show

Incomplete command
Switch#

The following example shows how an invalid input error message is generated.

Switch# show verb

A

Invalid input detected at “marker
Switch#

Editing Features

The command line interface of this switch supports to following keyboard keystroke editing features.

Keystroke Description

Delete Deletes the character under the cursor and shifts the remainder of
the line to the left.

Backspace Deletes the character to the left of the cursor and shifts the
remainder of the line to the left.

Left Arrow Moves the cursor to the left.

Right Arrow Moves the cursor to the right.

CTRL+R Toggles the insert text function on and off. When on, text can be

inserted in the line and the remainder of the text will be shifted to
the right. When off, text can be inserted in the line and old text will
automatically be replaced with the new text.

Return Scrolls down to display the next line or used to issue a command.
Space Scrolls down to display the next page.
ESC Escapes from the displaying page.

Display Result Output Modifiers

Results displayed by show commands can be filtered using the following parameters:

* begin FILTER-STRING - This parameter is used to start the display with the first line that
matches the filter string.

* include FILTER-STRING - This parameter is used to display all the lines that match the filter
string.

¢ exclude FILTER-STRING - This parameter is used to exclude the lines that match the filter
string from the display.
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The example below shows how to use the begin FILTER-STRING parameter in a show command.

Switch#show running-config | begin line console
line console
session-timeout O
!
line telnet
!
line ssh
!
ssh user admin authentication-method password
!
interface ethernet 1/0/1
!
interface ethernet 1/0/2
!
interface ethernet 1/0/3
!
interface ethernet 1/0/4
!
interface ethernet 1/0/5
!
interface ethernet 1/0/6
!
interface ethernet 1/0/7
!
interface ethernet 1/0/8
CTRL+C ESC g Quit SPACE n Next Page ENTER Next Entry a All

The example below shows how to use the include FILTER-STRING parameter in a show command.

Switch#show running-config | include Vlan

interface Vlanl

Switch#




DGS-1510 Series Gigabit Ethernet SmartPro Switch CLI Reference Guide

The example below shows how to use the exclude FILTER-STRING parameter in a show command.

Switch#show running-config | exclude Device

Building configuration...

Current configuration : 1422 bytes

! DGS-1510-28XMP Gigabit Ethernet SmartPro Switch

1 Configuration

! Firmware: Build 1.70.007
! Copyright (C) 2020 D-Link Corporation. All rights reserved.

ip http timeout-policy idle 36000
!
line console
session-timeout O
!
line telnet
!
line ssh
!
ssh user admin authentication-method password
CTRL+C ESC g Quit SPACE n Next Page ENTER Next Entry a All
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2. Basic CLI Commands

2-1 help

This command is used to display a brief description of the help system. Use the help command in any
command mode.

help
Parameters
None.
Default
None.

Command Mode
User/Privileged EXEC Mode.
Any Configuration Mode.
Command Default Level
Level: 1.
Usage Guideline

The help command provides a brief description for the help system, which includes the following
functions:

* To list all commands available for a particular command mode, enter a question mark (?) at the
system prompt.

* To obtain a list of commands that begin with a particular character string, enter the abbreviated
command entry immediately followed by a question mark (?). This form of help is called word
help, because it lists only the keywords or arguments that begin with the abbreviation entered.

* To list the keywords and arguments associated with a command, enter a question mark (?) in
place of a keyword or argument on the command line. This form of help is called the command
syntax help, because it lists the keywords or arguments that apply based on the command,
keywords, and arguments already entered.

Example

This example shows how the help command is used to display a brief description of the help system.

10
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Switch#help

The switch CLI provides advanced help feature.

1. Help is available when you are ready to enter a command
argument (e.g. 'show ?') and want to know each possible
available options.

2. Help is provided when an abbreviated argument is entered
and you want to know what arguments match the input(e.g. 'show ve?'.).
If nothing matches, the help list will be empty and you must backup
until entering a '?' shows the available options.

3. For completing a partial command name could enter the abbreviated

command name immediately followed by a <Tab> key.

Note:
Since the character '?' is used for help purpose, to enter
the character '?' in a string argument, press ctrl+v immediately

followed by the character '?'.

Switch#

The following example shows how to use the word help to display all the Privileged EXEC Mode
commands that begin with the letters “re”. The letters entered before the question mark (?) are
reprinted on the next command line to allow the user to continue entering the command.

Switch#re?

reset renew rename reboot

Switch#re

The following example shows how to use the command syntax help to display the next argument of
a partially complete telnet command. The characters entered before the question mark (?) is
reprinted on the next command line to allow the user to continue entering the command.

Switch#telnet 2

A.B.C.D IP address of a remote system
WORD Telnet destination hostname
X:X:X:X::X IPv6 address of a remote system
Switch#telnet

2-2 enable

This command is used to enter the Privileged EXEC Mode.

enable [PRIVILEGE-LEVEL]

Parameters
PRIVILEGE-LEVEL (Optional) Specifies to set the privilege level for the user. The
privilege level is between 1 and 15. If not specified, level 15 will
be used.
Default
None.

11
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Command Mode

User/Privileged EXEC Mode.
Command Default Level

Level: 1.
Usage Guideline

Execute this command if the current level is lower than the command level. If the privileged level
requires a password, enter it in the field provided. However, only three attempts are allowed. Failure
to access this level returns the user to the current level.

Example
This example shows how to enter the Privileged EXEC Mode.
Switch# enable 15
password: ***
Switch#
2-3 disable
This command is used to downgrade to a level lower user level than the privileged level.
disable [PRIVILEGE-LEVEL]
Parameters
PRIVILEGE LEVEL (Optional) Specifies the privilege level to enter. If not specified,
level 1 is used.
Default

None.
Command Mode

User/Privileged EXEC Mode.
Command Default Level

Level: 1.
Usage Guideline

Use this command to enter the privilege level, which is lower than the current level. When using this
command to enter the privilege level, that has a password configured, no password is needed.

Example
This example shows how to logout.
Switch# disable
Switch> logout

2-4 configure terminal

This command is used to enter the Global Configuration Mode.

configure terminal

12
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Parameters
None.
Default
None

Command Mode
Privileged EXEC Mode.
Command Default Level
Level: 12.

Usage Guideline

This command is used to enter the Global Configuration Mode.

Example
This example shows how to enter into Global Configuration Mode.
Switch# configure terminal
Switch (config) #
2-5 login (EXEC)
This command is used to configure a login username.
login
Parameters
None.
Default
None.

Command Mode

User/Privileged EXEC Mode.
Command Default Level

Level: 1.
Usage Guideline

Use this command to change the login account. Three attempts are allowed to login to the Switch’s
interface. When using Telnet, if all attempts fail, access will return to the command prompt. If no
information is entered within 60 seconds, the session will return to the state when logged out.

Example

This example shows how to login with username “user1”.

Switch# login

Username: userl

Password: XxXxxxX

Switch#

13
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2-6 login (Line)
This command is used to set the line login method. Use the no form of this command to disable the
login.
login [local]
no login
Parameters
login Specifies that the line login method will be login.
local (Optional) Specifies that the line login method will be local.
Default

By default, all line interfaces use the login local method (by username and password).
Command Mode

Line Configuration Mode.
Command Default Level

Level: 15.
Usage Guideline

For Console and Telnet access, when AAA is enabled, the line uses rules configured by the AAA
module. When AAA is disabled, the line uses the following authentication rules:

* When login is disabled, the user can enter the line at Level 1.

* When the by password option is selected, after inputting the same password as the command
password, the user enter the line at level 1. If the password wasn'’t previously configured an
error message will be displayed and the session will be closed.

* When the username and password option is selected, enter the username and password
configured by the username command.

For SSH access, there are three authentication types:

* SSH public key,
e Host-based authentication, and
e Password authentication.

The SSH public key and host-based authentication types are independent from the login command in
the line mode. If the authentication type is password, the following rules apply:

* When AAA is enabled, the AAA module is used.
* When AAA is disabled, the following rules are used:

o When login is disabled, the username and password is ignored. Enter the details at Level
1

o When the username and password option is selected, use the username and password
setup by the username command.

o When the password option is selected, the username is ignored but a password is
required using the password command to enter the line at level 1.

Example

This example shows how to enter the Line Configuration Mode and to create a password for the line
user. This password only takes effect once the corresponding line is set to login.

Switch# configure terminal

Switch (config)# line console

Switch (config-line)# password loginpassword

Switch (config-1line) #

This example shows how to configure the line console login method as “login”.

14
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Switch# configure terminal
Switch (config)# line console
Switch (config-line)# login
Switch (config-line) #

This example shows how to enter the login command. The device will check the validity of the user
from the password create command. If correct, the user will have access at the particular level.

Switch#login
Password: * Kk kk ok kkkkkk kK

Switch#

This example shows how to create a username “useraccount” with the password of “pass123” and
use Privilege 12.

Switch# configure terminal

Switch (config)# username useraccount privilege 12 password 0 passl23

Switch (config) #

This example shows how to configure the login method as login local.

Switch# configure terminal
Switch (config)# line console
Switch (config-line)# login local
Switch (config-line) #

2-7 logout
This command is used to close an active terminal session by logging off the Switch.
logout
Parameters
None.
Default
None.

Command Mode

User/Privileged EXEC Mode.

Command Default Level

Level:1.

Usage Guideline

Example

Use this command to close an active terminal session by logging out of the device.

This example shows how to logout
Switch# logout

15
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2-8 end

This command is used to end the current configuration mode and return to the highest mode in the
CLI mode hierarchy which is either the User EXEC Mode or the Privileged EXEC Mode.

end
Parameters
None.
Default
None.

Command Mode
User/Privileged EXEC Mode.
Any Configuration Mode.
Command Default Level
Level: 1.
Usage Guideline

Executing this command will return access to the highest mode in the CLI hierarchy regardless of
what configuration mode or configuration sub-mode currently located at.

Example

This example shows how to end the Interface Configuration Mode and go back to the Privileged
EXEC Mode.

Switch# configure terminal

Switch (config)# interface ethl/0/1

Switch (config-if) #end

Switch#

2-9 exit

This command is used to end the configuration mode and go back to the last mode. If the current
mode is the User EXEC Mode or the Privileged EXEC Mode, executing the exit command logs you
out of the current session.

exit

Parameters
None.
Default
None.
Command Mode
User/Privileged EXEC Mode.
Any Configuration Mode.
Command Default Level

Level: 1.

16
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Usage Guideline

Example

Use this command to exit the current configuration mode and go back to the last mode. When the
user is in the User EXEC Mode or the Privileged EXEC Mode, this command will logout the session.

This example shows how to exit from the Interface Configuration Mode and return to the Global
Configuration Mode.

Switch# configure terminal

Switch (config) interface ethl/0/1

Switch (config-if) #exit

Switch (config) #

210 show history
This command is used to list the commands entered in the current EXEC Mode session.
show history
Parameters
None.
Default
None.

Command Mode

User/Privileged EXEC Mode.

Command Default Level

Level: 1.

Usage Guideline

Example

2-11

Commands entered are recorded by the system. A recorded command can be recalled by pressing
CTRL+P or the Up Arrow key which will recall previous commands in sequence. The history buffer
size is fixed at 20 commands.

The function key instructions, below, displays how to navigate the command in the history buffer.

* CTRL+P or the Up Arrow key - Recalls commands in the history buffer, beginning with the most
recent command. Repeat the key sequence to recall successively older commands.

* CTRL+N or the Down Arrow key - Returns to more recent commands in the history buffer after
recalling commands with Ctrl-P or the Up Arrow key. Repeat the key sequence to recall
successively more recent commands.

This example shows how to display the command buffer history.
Switch# show history

help
history

Switch#

show environment

This command is used to display fan, temperature, power availability and status information.

17
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show environment [fan | power | temperature]

Parameters
fan (Optional) Specifies to display the Switch fan detailed status.
power (Optional) Specifies to display the Switch power detailed status.
temperature (Optional) Specifies to display the Switch temperature detailed
status.
Default
None.

Command Mode

User/Privileged EXEC Mode.

Command Default Level

Level: 1.

Usage Guideline

Example

If the type is not specified, all types of environment information will be displayed.

This example shows how to display fan, temperature, power availability and status information.

Switch#show environment

Detail Temperature Status:

Unit Temperature Descr/ID Current/Threshold Range

1 Central Temperature/1l 29C/11~79C

Status code: * temperature is out of threshold range
Detail Fan Status:

Right Fan 1 (OK) Right Fan 2 (OK)

Detail Power Status:

Unit Power Module Power Status
1 Power 1 in-operation
Switch#

Display Parameters

212

Power status in-operation: The power rectifier is in normal operation.
failed: The power rectifier not working normally.
empty: The power rectifier is not installed.

show unit

This command is used to display information about system units.

show unit [UNIT-ID]

18
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Parameters
UNIT-ID (Optional) Specify the unit to display.
Default
None.

Command Mode

User/Privileged EXEC Mode.
Command Default Level

Level: 1.
Usage Guideline

This command displays information about the system modules. If no option is specified, then all of
units’ information will be displayed.

Example
This example shows how to display the information about units on a system.
Switch#show unit
Unit Model Descr = Model Name
1 24P 10/100/1000M PoE + 4P 10G SFP+ DGS-1510-28XMP
Unit Serial-Number Status Up Time
1 RZNV1F1000011 ok ODTOH18M33S
Unit Memory Total Used Free
1 DRAM 262144 K 73733 K 188411 K
1 FLASH 29937 K 19962 K 9975 K
Switch#
213 show cpu utilization
This command is used to display the CPU utilization information.
show cpu utilization
Parameters
None.
Default
None.

Command Mode
User/Privileged EXEC Mode.

Command Default Level

Level: 1.
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Usage Guideline

This command displays the system’s CPU utilization information in 5 second, 1 minute, and 5 minute
intervals.

Example

This example shows how to display the information about CPU utilization.

Switch#show cpu utilization

CPU Utilization

oe
oe

Five minutes - 12

o0

Five seconds - 12 One minute - 12

Switch#

2-14 show version

This command is used to display the Switch’s software version information.

show version

Parameters
None.
Default
None.

Command Mode
User/Privileged EXEC Mode.
Command Default Level
Level: 1.
Usage Guideline
This command displays version information about the Switch.
Example

This example shows how to displays version information about the Switch.

Switch#show version
System MAC Address: 3C-1E-04-A1-B9-EO

Unit ID Module Name Versions

1 DGS-1510-28XMP H/W:Al
Bootloader:1.00.016
Runtime:1.70.005

Switch#
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2-15 snmp-server enable traps environment

This command is used to enable the power, temperature and fan trap state.

snmp-server enable traps environment [fan] [power] [temperature]

no snmp-server enable traps environment [fan] [power] [temperature]

Parameters
fan (Optional) Specifies to enable the fan trap state for warning fan
event (fan failed or fan recover).
power (Optional) Specifies to enable the power trap state for warning
power event (power failed or power recover).
temperature (Optional) Specifies to enable the temperature trap state for
warning temperature event (temperature exceeds the thresholds
or temperature recover).
Default
None.

Command Mode

Global Configuration Mode.
Command Default Level

Level: 12.
Usage Guideline

This command is used to enable the environment trap state related to the fan, power and temperature
of the Switch. All environment devices are selected and enabled if no parameter is specified.

Example
This example shows how to enable the trap related to all environment devices.
Switch# configure terminal
Switch (config)# snmp-server enable traps environment
Switch (config) #
2-16 environment temperature threshold
This command is used to configure the environment temperature thresholds. Use the no form of this
command to revert to the default setting.
environment temperature threshold unit UNI/T-/ID thermal THREMAL-ID [high VALUE] [low
VALUE]
no environment temperature threshold unit UNIT-ID thermal THREMAL-ID [high] [low]
Parameters
unit UNIT-ID Specifies the unit ID.
thermal THERMAL-ID Specifies the thermal sensor’s ID.
high (Optional) Specifies the high threshold of the temperature in

Celsius. The range is from -100 to 200.
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low (Optional) Specifies the low threshold of the temperature in
Celsius. The range is from -100 to 200. The low threshold must be
smaller than the high threshold.

Default
None.
Command Mode
Global Configuration Mode.
Command Default Level
Level: 12.
Usage Guideline

This command is used to configure the environment temperature threshold which corresponds to the
normal range of the temperature defined for the sensor. The low threshold must be smaller than the
high threshold. The configured range must fall within the operational range which corresponds to the
minimum and maximum allowed temperatures defined for the sensor. When the configured threshold
is crossed, a notification will be sent.

Example

This example shows how to configure the environment temperature thresholds for thermal sensor ID 1
on unit 1.

Switch# configure terminal

Switch (config)# environment temperature threshold unit 1 thermal 1 high 100 low 20
Switch (config) #

217 privilege

This command is used to configure the execution rights of a command string to a privilege level. Use
the no form of this command to revert the command string to the default setting level.

privilege MODE {level PRIVILEGE-LEVEL | reset } COMMAND-STRING
no privilege MODE COMMAND-STRING

Parameters
MODE Specifies the command mode of the command.
level PRIVILEGE-LEVEL Specifies the level of the execution right. The value is from 1 to
15.
reset Specifies to revert the command to the default setting level.
COMMAND-STRING Specifies the command to be changed.
Default
None.

Command Mode

Global Configuration Mode.
Command Default Level

Level: 15.
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Usage Guideline

This command is used to configure the execution rights of a command string to a privilege level.
When this command is used, the command string used must exist at current command level. When
more than one command begins with the command string specified, all of the commands starting with
that command string will be changed to the specified command level.

Example
This example shows how to configure the configure terminal command string as a level 1 command.
Switch#configure terminal

Switch (config) #privilege exec level 1 configure terminal
Switch (confiqg) #

2-18 show privilege

This command is used to display current privilege level.

show privilege

Parameters
None.
Default
None.

Command Mode
User/Privileged EXEC Mode.
Command Default Level
Level: 1.
Usage Guideline
This command is used to display current privilege level.
Example

This example shows how to display the current privilege level.
Switch# Switch#show privilege

Current privilege level is 15
Switch#
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3. 802.1X Commands

3-1 clear dot1x counters

This command is used to clear 802.1X counters (diagnostics, statistics and session statistics).

clear dot1x counters {all | interface INTERFACE-ID [, | -]}

Parameters

all Specifies to clear 802.1X counters (diagnostics, statistics and
session statistics) on all interfaces.

interface INTERFACE-ID Specifies to clear 802.1X counters (diagnostics, statistics and
session statistics) on the specified interface. Valid interfaces are
physical ports (including type, stack member, and port number).

, (Optional) Specifies a series of interfaces or separates a range of
interfaces from a previous range. No space is allowed before or
after the comma.

- (Optional) Specifies a range of interfaces. No space is allowed
before and after the hyphen.

Default
None.
Command Mode
Privileged EXEC Mode.
Command Default Level
Level: 12.

Usage Guideline

This command is used to clear 802.1X counters (diagnostics, statistics and session statistics).

Example
This example shows how to clear 802.1X counters (diagnostics, statistics and session statistics) on
the Ethernet port 1/0/1.
Switch# clear dotlx counters interface ethl/0/1
Switch#
3-2 dot1x control-direction
This command is used to configure the direction of the traffic on a controlled port as unidirectional (in)
or bidirectional (both). Use the no form of this command to revert to the default setting.
dot1x control-direction {both | in}
no dot1x control-direction
Parameters
both Specifies to enable bidirectional control for the port.
in Specifies to enable in direction control for the port.
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Default

By default, this option is bidirectional mode.
Command Mode

Interface Configuration Mode.

Command Default Level
Level: 12.

Usage Guideline

This command is only available for physical port interface configuration. If the port control is set to
force-authorized, then the port is not controlled in both directions. If the port control is set to auto,
the access to the port for the controlled direction needs to be authenticated. If the port control is set to
force-unauthorized, the access to the port for the controlled direction is blocked.

Suppose that port control is set to auto. If the control direction is set to both, the port can receive and
transmit EAPOL packets only. All user traffic is blocked before authentication. If the control direction is
set to in, in addition to receiving and transmitting EAPOL packets, the port can transmit user traffic but
not receive user traffic before authentication. The in control direction is only valid when the multi-host
mode is configured using the authentication host-mode command.

Example
This example shows how to configure the controlled direction of the traffic through Ethernet eth1/0/1
as unidirectional.

Switch# configure terminal
Switch (config)# interface ethl/0/1
Switch (config-if)# dotlx control-direction in

Switch (config-if) #

3-3 dot1x default

This command is used to reset the IEEE 802.1X parameters on a specific port to their default settings.

dot1x default

Parameters
None.
Default
IEEE 802.1X authentication is disabled.
Control direction is bidirectional (both).
Port control is auto.
Forward PDU on port is disabled.
Maximum request is 2 times.
Server timer is 30 seconds.
Supplicant timer is 30 seconds.
Transmit interval is 30 seconds.
Command Mode
Interface Configuration Mode.
Command Default Level
Level: 12.
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Usage Guideline

This command is used to reset all the IEEE 802.1X parameters on a specific port to their default

settings.
Example
This example shows how to reset the 802.1X parameters on port 1/0/1.
Switch# configure terminal
Switch (config)# interface ethl/0/1
Switch (config-if)# dotlx default
Switch (config-if) #
34 dot1x port-control
This command is used to control the authorization state of a port. Use the no form of this command to
revert to the default setting.
dot1x port-control {auto | force-authorized | force-unauthorized}
no dot1x port-control
Parameters
auto Specifies to enable IEEE 802.1X authentication for the port.
force-authorized Specifies the port to the force authorized state.
force-unauthorized Specifies the port to the force unauthorized state.
Default

By default, this option is set as auto.
Command Mode

Interface Configuration Mode.
Command Default Level

Level: 12.

Usage Guideline

This command takes effect only when IEEE 802.1X PAE authenticator is globally enabled by the
dot1x system-auth-control command and is enabled for a specific port by using the dot1x PAE
authenticator.

This command is only available for physical port interface configuration.

If the port control is set to force-authorized, then the port is not controlled in both directions. If the
port control is set to auto, then the access to the port for the controlled direction needs to be
authenticated. If the port control is set to force-unauthorized, then the access to the port for the
controlled direction is blocked.

Example

This example shows how to deny all access on Ethernet port 1/0/1.

Switch# configure terminal
Switch (config)# interface ethl/0/1
Switch (config-if)# dotlx port-control force-unauthorized

Switch (config-if) #
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3-5 dot1x forward-pdu
This command is used to enable the forwarding of the dot1x PDU. Use the no form of this command
to disable the forwarding of the dot1x PDU.
dot1x forward-pdu
no dot1x forward-pdu
Parameters
None.
Default

By default, this option is disabled.

Command Mode

Interface Configuration Mode.

Command Default Level

Level: 12.

Usage Guideline

This command is only available for physical port interface configuration. This command only takes
effect when the dot1x authentication function is disabled on the receipt port. The received PDU will be
forwarded in either the tagged or untagged form based on the VLAN setting.

Example

This example shows how to configure the forwarding of the dot1x PDU.

Switch# configure terminal

Switch (config)# interface ethl/0/1

Switch (config-if)# dotlx forward-pdu

Switch (config-if) #
3-6 dot1x initialize

This command is used to initialize the authenticator state machine on a specific port or associated

with a specific MAC address.

dot1x initialize {interface INTERFACE-ID [, | -] | mac-address MAC-ADDRESS}

Parameters

interface INTERFACE-ID Specifies the port on which the authenticator state machine will be
initialized. Valid interfaces are physical ports.

) (Optional) Specifies a series of interfaces or separates a range of
interfaces from a previous range. No space is allowed before or
after the comma.

- (Optional) Specifies a range of interfaces. No space is allowed
before and after the hyphen.

mac-address MAC- Specifies the MAC address to be initialized.

ADDRESS

Default
None.
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Command Mode
Privileged EXEC Mode.
Command Default Level
Level: 12.
Usage Guideline
Under the multi-host mode, specify an interface ID to initialize a specific port.

Under the multi-auth mode, specify a MAC address to initialize a specific MAC address.

Example
This example shows how to initialize the authenticator state machine on Ethernet port 1/0/1.
Switch# dotlx initialize interface ethl/0/1
Switch#
3-7 dot1x max-req
This command is used to configure the maximum number of times that the backend authentication
state machine will retransmit an Extensible Authentication Protocol (EAP) request frame to the
supplicant before restarting the authentication process Use the no form of this command to revert to
the default setting.
dot1x max-req TIMES
no dot1x max-req
Parameters
TIMES Specifies the number of times that the Switch retransmits an EAP
frame to the supplicant before restarting the authentication
process. The range is 1 to 10.
Default

By default, this value is 2.
Command Mode

Interface Configuration Mode.
Command Default Level

Level: 12.
Usage Guideline

The command is only available for physical port interface configuration. If no response to an
authentication request from the supplicant within the timeout period (specified by the dot1x timeout
tx-period SECONDS command) the Switch will retransmit the request. This command is used to
specify the number of retransmissions.

Example

This example shows how to configure the maximum number of retries on Ethernet port 1/0/1 to be 3.
Switch# configure terminal

Switch (config) # interface ethl/0/1

Switch (config-if)# dotlx max-req 3

Switch (config-if) #
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3-8 dot1x pae authenticator

This command is used to configure a specific port as an IEEE 802.1X port access entity (PAE)
authenticator. Use the no form of this command to disable the port as an IEEE 802.1X authenticator.

dot1x pae authenticator

no dot1x pae authenticator

Parameters
None.

Default

By default, this option is disabled.
Command Mode

Interface Configuration Mode.
Command Default Level

Level: 12.

Usage Guideline

This command is only available for physical port interface configuration. Globally enable IEEE 802.1X
authentication on the Switch by using the dot1x system-auth-control command. When IEEE 802.1X
authentication is enabled, the system will authenticate the 802.1X user based on the method list
configured by the aaa authentication dot1x default command.

Example
This example shows how to configure Ethernet port 1/0/1 as an IEEE 802.1X PAE authenticator.

Switch# configure terminal

Switch (config)# interface ethl/0/1

Switch (config-if)# dotlx pae authenticator
Switch (config-if) #

This example shows how to disable IEEE 802.1X authentication on Ethernet port 1/0/1.
Switch# configure terminal

Switch (config)# interface ethl/0/1

Switch (config-if)# no dotlx pae authenticator

Switch (config-if) #

39 dot1x re-authenticate

This command is used to re-authenticate a specific port or a specific MAC address.

dot1x re-authenticate {interface INTERFACE-ID [, | -] | mac-address MAC-ADDRESS}

Parameters

interface INTERFACE-ID Specifies the port to re-authenticate. Valid interfaces are physical
ports.

) (Optional) Specifies a series of interfaces or separates a range of
interfaces from a previous range. No space is allowed before or
after the comma.

29



DGS-1510 Series Gigabit Ethernet SmartPro Switch CLI Reference Guide

- (Optional) Specifies a range of interfaces. No space is allowed
before and after the hyphen.

mac-address MAC- Specifies the MAC address to re-authenticate.
ADDRESS

Default
None.
Command Mode
Privileged EXEC Mode.
Command Default Level
Level: 12.
Usage Guideline
This command is used to re-authenticate a specific port or a specific MAC address.
Example

This example shows how to re-authenticate Ethernet port 1/0/1.

Switch# dotlx re-authenticate interface ethl/0/1
Switch#

3-10 dot1x system-auth-control

This command is used to globally enable IEEE 802.1X authentication on a switch. Use the no form of
this command to disable IEEE 802.1X authentication function.

dot1x system-auth-control

no dot1x system-auth-control

Parameters

None.
Default

By default, this option is disabled.
Command Mode

Global Configuration Mode.
Command Default Level

Level: 12.
Usage Guideline

The 802.1X authentication function restricts unauthorized hosts from accessing the network. Use the
dot1x system-auth-control command to globally enable the 802.1X authentication control. When
802.1X authentication is enabled, the system will authenticate the 802.1X user based on the method
list configured by the aaa authentication dot1x default command.

Example

This example shows how to enable IEEE 802.1X authentication globally on a switch.
Switch# configure terminal

Switch (config)# dotlx system-auth-control

Switch (config) #
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3-11 dot1x timeout

This command is used to configure IEEE 802.1X timers. Use the no form of this command to revert a
specific timer setting to the default setting.

dot1x timeout {server-timeout SECONDS | supp-timeout SECONDS | tx-period SECONDS}

no dot1x timeout {server-timeout | supp-timeout | tx-period}

Parameters

server-timeout SECONDS Specifies the number of seconds that the Switch will wait for the
request from the authentication server before timing out the
server. On timeout, authenticator will send EAP-Request packet to
client. The range is 1 to 65535.

supp-timeout SECONDS Specifies the number of seconds that the Switch will wait for the
response from the supplicant before timing out the supplicant
messages other than EAP request ID. The range is 1 to 65535

tx-period SECONDS Specifies the number of seconds that the Switch will wait for a
response to an EAP-Request/Identity frame from the supplicant
before retransmitting the request. The range is 1 to 65535

Default
The server-timeout is 30 seconds.
The supp-timeout is 30 seconds.
The tx-period is 30 seconds.
Command Mode
Interface Configuration Mode.
Command Default Level
Level: 12.
Usage Guideline
This command is only available for physical port interface configuration.
Example

This example shows how to configure the server timeout value, supplicant timeout value, and the TX
period on Ethernet port 1/0/1 to be 15, 15, and 10 seconds, respectively.

Switch# configure terminal

Switch (config)# interface ethl/0/1

Switch (config-if)# dotlx timeout server-timeout 15

Switch
Switch

(
(config-if) # dotlx timeout supp-timeout 15
(config-if) # dotlx timeout tx-period 10
Switch (config-if) #

3-12 show dot1x

This command is used to display the IEEE 802.1X global configuration or interface configuration.

show dot1x [interface INTERFACE-ID [, | -]]
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Parameters

Default

interface INTERFACE-ID (Optional) Specifies to display the dot1x configuration on the
specified interface or range of interfaces. If not specified, the
global configuration will be displayed.

) (Optional) Specifies a series of interfaces or separates a range of
interfaces from a previous range. No space is allowed before or
after the comma.

- (Optional) Specifies a range of interfaces. No space is allowed
before and after the hyphen.

None.

Command Mode

User/Privileged EXEC Mode.

Command Default Level

Level: 1.

Usage Guideline

Example

3-13

This command can be used to display the global configuration or interface configuration. If the
configuration command is entered without parameters, the global configuration will be displayed.
Otherwise, the configuration on the specified interface will be displayed.

This example shows how to display the dot1X global configuration.
Switch# show dotlx

802.1X : Enabled
Trap State : Enabled
Switch#

This example shows how to display the dot1X configuration on Ethernet port 1/0/1.
Switch# show dotlx interface ethl/0/1

Interface : ethl/0/1

PAE : Authenticator
Control Direction : Both

Port Control : Auto

Tx Period : 30 sec

Supp Timeout : 30 sec

Server Timeout : 30 sec
Max-req : 2 times
Forward PDU : Disabled
Switch#

show dot1x diagnostics

This command is used to display IEEE 802.1X diagnostics. If no interface is specified, information
about all interfaces will be displayed.

show dot1x diagnostics [interface INTERFACE-ID [, | -]]
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Parameters

interface INTERFACE-ID (Optional) Specifies to display the dot1x diagnostics on the
specified interface or range of interfaces. If not specified,
information about all interfaces will be displayed.

) (Optional) Specifies a series of interfaces or separates a range of
interfaces from a previous range. No space is allowed before or
after the comma.

- (Optional) Specifies a range of interfaces. No space is allowed
before and after the hyphen.

Default
None.
Command Mode
User/Privileged EXEC Mode.
Command Default Level
Level: 1.
Usage Guideline

This command can be used to display 802.1X diagnostics. Using this command without parameters
will display information about all interfaces. Otherwise, the diagnostics on the specified interface will
be displayed.

Example

This example shows how to display the dot1X diagnostics on Ethernet port 1/0/1.
Switch# show dotlx diagnostics interface ethl/0/1

ethl/0/1 dotlx diagnostic information are following:

EntersConnecting : 20

(@]

EAP-LogoffsWhileConnecting
EntersAuthenticating
SuccessesWhileAuthenticating
TimeoutsWhileAuthenticating
FailsWhileAuthenticating
ReauthsWhileAuthenticating
EAP-StartsWhileAuthenticating
EAP-LogoffsWhileAuthenticating
ReauthsWhileAuthenticated
EAP-StartsWhileAuthenticated
EAP-LogoffsWhileAuthenticated
BackendResponses
BackendAccessChallenges
BackendOtherRequestsToSupplicant
BackendNonNakResponsesFromSupplicant
BackendAuthSuccesses

BackendAuthFails

O O O O O O O O O O O O o o o o

Switch#

3-14 show dot1x statistics

This command is used to display IEEE 802.1X statistics. If no interface is specified, information about
all interfaces will be displayed.
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show dot1x statistics [interface INTERFACE-ID [, | -1

Parameters

interface INTERFACE-ID (Optional) Specifies to display the dot1x diagnostics on the
specified interface or range of interfaces. If not specified,
information about all interfaces will be displayed.

) (Optional) Specifies a series of interfaces or separates a range of
interfaces from a previous range. No space is allowed before or
after the comma.

- (Optional) Specifies a range of interfaces. No space is allowed
before and after the hyphen.

Default
None.
Command Mode
User/Privileged EXEC Mode.
Command Default Level
Level: 1.
Usage Guideline

This command can be used to display 802.1X statistics. Using this command without parameters will
display information about all interfaces. Otherwise, the statistics on the specified interface will be
displayed.

Example

This example shows how to display dot1X statistics on Ethernet port 1/0/1.

Switch# show dotlx statistics interface ethl/0/1

ethl/0/1 dotlx statistics information:
EAPOL Frames RX : 1
EAPOL Frames TX
EAPOL-Start Frames RX
EAPOL-Req/Id Frames TX
EAPOL-Logoff Frames RX
EAPOL-Reqg Frames TX
EAPOL-Resp/Id Frames RX
EAPOL-Resp Frames RX
Invalid EAPOL Frames RX
EAP-Length Error Frames RX
Last EAPOL Frame Version
Last EAPOL Frame Source : 00-10-28-00-19-78

O O O O O O O o O

Switch#

315 show dot1x session-statistics

This command is used to display IEEE 802.1X session statistics. If no interface specified, information
about all interfaces will be displayed.

show dot1x session-statistics [interface INTERFACE-ID [, | -1]
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Parameters

Default

interface INTERFACE-ID (Optional) Specifies to display the dot1x diagnostics on the
specified interface or range of interfaces. If not specified,
information about all interfaces will be displayed.

) (Optional) Specifies a series of interfaces or separates a range of
interfaces from a previous range. No space is allowed before or
after the comma.

- (Optional) Specifies a range of interfaces. No space is allowed
before and after the hyphen.

None.

Command Mode

User/Privileged EXEC Mode.

Command Default Level

Level: 1.

Usage Guideline

Example

This command can be used to display 802.1X session statistics. Using this command without
parameters will display information about all interfaces. Otherwise, the session statistics on the
specified interface will be displayed.

This example shows how to display dot1X session statistics on port 1.

Switch# show dotlx session-statistics interface ethl/0/1

Ethl1/0/1 session statistic counters are following:

SessionOctetsRX : 0

SessionOctetsTX 0

SessionFramesRX : 0

SessionFramesTX 0

SessionId

SessionAuthenticationMethod : Remote Authentication Server
SessionTime : 0

SessionTerminateCause : SupplicantLogoff
SessionUserName

Switch#

3-16 snmp-server enable traps dot1x
This command is used to enable sending SNMP notifications for 802.1X authentication. Use the no
form of this command to disable sending SNMP notifications.
snmp-server enable traps dot1x
no snmp-server enable traps dot1x
Parameters

None.
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Default

By default, this option is disabled.
Command Mode

Global Configuration Mode.
Command Default Level

Level: 12.
Usage Guideline

This command can be used to enable or disable sending SNMP notifications for 802.1X
authentication.

Example

This example shows how to enable sending trap for 802.1X authentication.

Switch# configure terminal
Switch (config) #snmp-server enable traps dotlx

Switch (config) #
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4. Access Control List (ACL) Commands

4-1 access-list resequence

This command is used to re-sequence the sequence number of the access list entries in an access
list. Use the no form of this command to revert to the default settings.

access-list resequence {NAME | NUMBER} STARTING-SEQUENCE-NUMBER INCREMENT

no access-list resequence

Parameters
NAME Specifies the name of the access list to be configured. It can be a
maximum of 32 characters.
NUMBER Specifies the number of the access list to be configured.
STARTING-SEQUENCE- Specifies that the access list entries will be re-sequenced using
NUMBER this initial value. The default value is 10. The range of possible
sequence numbers is 1 through 65535.
INCREMENT Specifies the number that the sequence numbers step. The
default value is 10. For example, if the increment (step) value is 5
and the beginning sequence number is 20, the subsequent
sequence numbers are 25, 30, 35, 40, and so on. The range of
valid values is from 1 to 32.
Default

The default start sequence number is 10.

The default increment is 10.

Command Mode
Global Configuration Mode.

Command Default Level
Level: 12.

Usage Guideline

This feature allows the user to re-sequence the entries of a specified access list with an initial
sequence number determined by the STARTING-SEQUENCE-NUMBER parameter and continuing in
the increments determined by the INCREMENT parameter. If the highest sequence number exceeds
the maximum possible sequence number, then there will be no re-sequencing.

If a rule entry is created without specifying the sequence number, the sequence number will be
automatically assigned. If it is the first entry, a start sequence number is assigned. Subsequent rule
entries are assigned a sequence number that is increment value greater than the largest sequence
number in that access list and the entry is placed at the end of the list.

After the start sequence number or increment change, the sequence number of all previous rules
(include the rules that assigned sequence by user) will change according to the new sequence
setting.

Example

This example shows how to re-sequence the sequence number of an IP access-list, named R&D.
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Switch# show access-list ip R&D

Extended IP access list R&D(ID: 3552)
10 permit tcp any 10.20.0.0 0.0.255.255
20 permit tcp any host 10.100.1.2

30 permit icmp any any

Switch# configure terminal

Switch (config) #ip access-1list extended R&D

Switch (config-ip-ext-acl)# 5 permit tcp any 10.30.0.0 0.0.255.255
Switch (config-ip-ext-acl)# end

Switch# show access-list ip R&D

Extended IP access list R&D(ID: 3552)
5 permit tcp any 10.30.0.0 0.0.255.255
10 permit tcp any 10.20.0.0 0.0.255.255
20 permit tcp any host 10.100.1.2

30 permit icmp any any

Switch# configure terminal

Switch (config)# access-list resequence R&D 1 2
Switch (config) # exit

Switch# show access-list ip R&D

Extended IP access list R&D(ID: 3552)
1 permit tcp any 10.30.0.0 0.0.255.255
3 permit tcp any 10.20.0.0 0.0.255.255
5 permit tcp any host 10.100.1.2

7 permit icmp any any

Switch#

4-2 acl-hardware-counter
This command is used to enable the ACL hardware counter of the specified access-list name for
access group functions or access map for the VLAN filter function. Use the no form of this command
to disable the ACL hardware counter function.
acl-hardware-counter {access-group {ACCESS-LIST-NAME | ACCESS-LIST-NUMBER} | vlan-
filter ACCESS-MAP-NAME}
no acl-hardware-counter {access-group {ACCESS-LIST-NAME | ACCESS-LIST-NUMBERY} |
vlan-filter ACCESS-MAP-NAME}
Parameters
access-group ACCESS- Specifies the name of the access list to be configured.
LIST-NAME
access-group ACCESS- Specifies the number of the access list to be configured.
LIST-NUMBER
vlan-filter ACCESS-MAP- Specifies the name of the access map to be configured.
NAME
Default

By default, this option is disabled.
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Command Mode
Global Configuration Mode.

Command Default Level
Level: 12.

Usage Guideline

The command with parameter access-group will enable the ACL hardware counter for all ports that
have applied the specified access-list name or number. The number of packets, that match each rule,
are counted.

The command with parameter vlan-filter will enable the ACL hardware counter for all VLAN(s) that
have applied the specified VLAN access-map. The number of packets that permitted by each access
map are counted.

Example
This example shows how to enable the ACL hardware counter.
Switch# configure terminal
Switch (config)# acl-hardware-counter access-group abc
Switch (config) #
4-3 action
This command is used to configure the forward, drop, or redirect action of the sub-map in the VLAN
access-map sub-map configuration mode. Use the no form of this command to revert to the default
setting.
action {forward | drop | redirect INTERFACE-ID}
no action
Parameters
forward Specifies to forward the packet when matched.
drop Specifies to drop the packet when matched.
redirect INTERFACE-ID Specifies the interface ID for the redirection action. Only physical
ports are allowed to be specified.
Default

By default, the action is forward.
Command Mode

VLAN Access-map Sub-map Configuration Mode.
Command Default Level

Level: 12.
Usage Guideline

One sub-map has only one action. The action configured later overwrites the previous action. A VLAN
access map can contain multiple sub-maps. The packet that matches a sub-map (a packet permitted
by the associated access-list) will take the action specified for the sub-map. No further checking
against the next sub-maps is done. If the packet does not match a sub-map, then the next sub-map
will be checked.

Example

This example shows how to configure the action in the sub-map.
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Switch# show vlan access-map
VLAN access-map vlan-map 20
match mac access list: ext mac(ID: 7999)
action: forward
Switch# configure terminal
Switch (config)# vlan access-map vlan-map 20
Switch (config-access-map) # action redirect ethl1/0/5
Switch (config-access-map) # end
Switch# show vlan access-map
VLAN access-map vlan-map 20
match mac access list: ext mac(ID: 7999)
action: redirect ethl/0/5
Switch#

4-4 clear acl-hardware-counter
This command is used to clear the ACL hardware counter.
clear acl-hardware-counter {access-group [ACCESS-LIST-NAME | ACCESS-LIST-NUMBER] |
vlan-filter [ACCESS-MAP-NAME]}
Parameters
access-group ACCESS- Specifies the name of the access list to be cleared.
LIST-NAME
access-group ACCESS- Specifies the number of the access list to be configured.
LIST-NUMBER
vlan-filter ACCESS-MAP- Specifies the name of the access map to be cleared.
NAME
Default
None.

Command Mode

Privileged EXEC Mode.

Command Default Level

Level: 12.

Usage Guideline

Example

4-5

If no access-list name or number is specified with the parameter access-group, all access-group
hardware counters will be cleared. If no access-map name is specified with the parameter vlan-filter,
all VLAN filter hardware counters will be cleared.

This example shows how to clear the ACL hardware counter.

Switch# clear acl-hardware-counter access-group abc
Switch#

expert access-group

This command is used to apply a specific expert ACL to an interface. Use the no form of this
command to cancel the application.
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expert access-group {NAME | NUMBER} [in]
no expert access-group [NAME | NUMBER] [in]

Parameters
NAME Specifies the name of the expert access-list to be configured. The
name can be up to 32 characters.
NUMBER Specifies the number of the expert access list to be configured.
in (Optional) Specifies to filter the incoming packets of the interface.
If the direction is not specified, in is used.
Default
None.

Command Mode

Interface Configuration Mode.

Command Default Level

Level: 12.

Usage Guideline

Example

4-6

If expert access group is already configured on the interface, the command applied later will overwrite
the previous setting. Only one access-list of the same type can be applied to the same interface; but
access-lists of different types can be applied to the same interface.

The VLAN range and Layer 4 port range resources are shared. The number of remaining entries in
the range will be displayed after successfully applying the command.

This example shows how to apply the expert ACL, “exp_acl” to port 2.

Switch#configure terminal
Switch (config) #interface ethl/0/2

Switch (config-if) #expert access-group exp acl in

PROMPT: The remaining applicable EXPERT related access entries are 256, remaining
range entries are 32.

Switch (config-if) #

expert access-list

This command is used to create or modify an extended expert ACL. This command will enter into the
extended expert access-list configuration mode. Use the no form of this command to remove an
extended expert access-list.

expert access-list extended NAME [NUMBER)]
no expert access-list extended {NAME | NUMBER}

Parameters

NAME Specifies the name of the extended expert access-list to be
configured. The name can be up to 32 characters.
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NUMBER Specifies the ID number of expert access list. For extended expert
access lists, the value is from 8000 to 9999.

Default
None.
Command Mode
Global Configuration Mode.
Command Default Level
Level: 12.
Usage Guideline

The name must be unique among all access lists. The characters used in the name are case
sensitive. If the access list number is not specified, the biggest unused number in the range of the
expert access list numbers will be assigned automatically.

Example
This example shows how to create an extended expert ACL.
Switch# configure terminal
Switch (config) # expert access-list extended exp acl
Switch (config-exp-nacl) # end
Switch# show access-list
Access-List-Name Type
exp acl (ID: 8999) expert ext-acl
Total Entries: 1
Switch#
4-7 ip access-group
This command is used to specify the IP access list to be applied to an interface. Use the no form of
this command to remove an IP access list.
ip access-group {NAME | NUMBERY} [in]
no ip access-group [NAME | NUMBER] [in]
Parameters
NAME Specifies the name of the IP access list to be applied. The
maximum length is 32 characters.
NUMBER Specifies the number of the IP access list to be applied.
in (Optional) Specifies that the IP access list will be applied to check
packets in the ingress direction. If the direction is not specified, in
is used.
Default
None.

Command Mode

Interface Configuration Mode.
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Command Default Level
Level: 12.

Usage Guideline

If an IP access group is already configured on the interface, the command applied later will overwrite
the previous setting. Only one access list of the same type can be applied to the same interface; but
access-lists of different types can be applied to the same interface.

The association of an access group with an interface will consume the filtering entry resource in the
switch controller. If the resources are insufficient to commit the command, then an error message will
be displayed. There is a limitation on the number of port operator resources. If applying the command
exhausts the available port selectors, then an error message will be displayed.

Example
This example shows how to specify the IP access list “Strict-Control” as an IP access group for port 2.
Switch#configure terminal
Switch (config) #interface ethl/0/2
Switch (config-if)#ip access-group Strict-Control
PROMPT: The remaining applicable IP related access entries are 639, remaining
range entries are 32.
Switch (config-if) #
4-8 ip access-list
This command is used to create or modify an IP access list. This command will enter into the IP
access list configuration mode. Use the no form of this command to remove an IP access list.
ip access-list [extended] NAME [NUMBER)]
no ip access-list [extended] {NAME | NUMBER}
Parameters
extended (Optional) Specifies that without this option the IP access list is a
standard IP access list. When using the extended option, more
fields can be chosen for the filter.
NAME Specifies the name of the IP access list to be configured. The
maximum length is 32 characters. The first character must be a
letter.
NUMBER Specifies the ID number of the IP access list. For standard IP
access lists, this value is from 1 to 1999. For extended IP access
lists, this value is from 2000 to 3999.
Default

None.
Command Mode

Global Configuration Mode.
Command Default Level

Level: 12.
Usage Guideline

The name must be unique among all access lists. The characters used in the name are case
sensitive. If the access list number is not specified, the biggest unused number in the range of IP
access list numbers will be assigned automatically.
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Example
This example shows how to configure an extended IP access list, named “Strict-Control” and an IP
access-list, named “pim-srcfilter”.
Switch# configure terminal
Switch (config)# ip access-list extended Strict-Control
Swtich (config-ip-ext-acl)# permit tcp any 10.20.0.0 0.0.255.255
Swtich (config-ip-ext-acl) # exit
Swtich (config)# ip access-list pim-srcfilter
Switch (config-ip-acl)# permit host 172.16.65.193 any
Switch (config-ip-acl) #
4-9 ipvb access-group
This command is used to specify the IPv6 access list to be applied to an interface. Use the no form of
this command to remove an IPv6 access list.
ipv6 access-group {NAME | NUMBER} [in]
no ipv6 access-group [NAME | NUMBER] [in]
Parameters
NAME Specifies the name of the IPv6 access list to be applied.
NUMBER Specifies the number of the IPv6 access list to be applied.
in (Optional) Specifies that the IPv6 access list will be applied to
check in the ingress direction. If the direction is not specified, in is
used.
Default
None.

Command Mode

Interface Configuration Mode.

Command Default Level

Level: 12.

Usage Guideline

Example

Only one access list of the same type can be applied to the same interface; but access lists of
different types can be applied to the same interface. The association of an access group with an
interface will consume the filtering entry resource in the switch controller. If the resource is insufficient
to commit the command, then an error message will be displayed.

There is a limitation on the number of port operator resources. If applying the command exhausts the
available port selectors, then an error message will be displayed.

This example shows how to specify the IPv6 access list “ip6-control” as an IP access group for port 3.
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Switch#configure terminal
Switch (config) #interface ethl1/0/3

Switch (config-if) #ipv6 access-group ipé6-control in

PROMPT: The remaining applicable IPv6 related access entries are 191, remaining
range entries are 32.

Switch (config-if) #

4-10 ipv6 access-list
This command is used to create or modify an IPv6 access list. This command will enter into IPv6
access-list configuration mode. Use the no form of this command to remove an IPv6 access list.
ipv6 access-list [extended] NAME [NUMBER]
no ipv6 access-list [extended] {NAME | NUMBER}
Parameters
extended (Optional) Specifies that without this option the IPv6 access list is
a standard IPv6 access list. When using the extended option, the
IPv6 access list is an extended IPv6 access list and more fields
can be chosen for the filter.
NAME Specifies the name of the IPv6 access list to be configured. The
maximum length is 32 characters.
NUMBER Specifies the ID number of the IPv6 access list. For standard IPv6
access lists, this value is from 11000 to 12999. For extended IPv6
access lists, this value is from 13000 to 14999.
Default

None.

Command Mode

Global Configuration Mode.

Command Default Level

Level: 12.

Usage Guideline

Example

The name must be unique among all access lists. The characters used in the name are case
sensitive. If the access list number is not specified, the biggest unused number in the range of the
IPv6 access list numbers will be assigned automatically.

This example shows how to configure an IPv6 extended access list, named ip6-control.
Switch# configure terminal

Switch (config)# ipv6 access-list extended ip6-control

Swtich (config-ipv6-ext-acl)# permit tcp any 2002:f03::1/16

Switch (config-ipv6-ext-acl) #

This example shows how to configure an IPv6 standard access list, named ip6-std-control.
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Switch# configure terminal

Switch (config)# ipv6 access-list ip6-std-control
Swtich (config-ipvé6-acl)# permit any fe80::101:1/54
Switch (config-ipv6-acl) #

4-11 list-remark
This command is used to add remarks for the specified ACL. Use the no form of this command to
delete the remarks.
list-remark TEXT
no list-remark
Parameters
TEXT Specifies the remark information. The information can be up to
256 characters long.
Default

None.

Command Mode

Access-list Configuration Mode.

Command Default Level

Level: 12.

Usage Guideline

Example

4-12

This command is available in the MAC, IP, IPv6, and Expert Access-list Configure mode.

This example shows how to add a remark to the access-list.

Switch# configure terminal
Switch (config)# ip access-list extended R&D

Switch (config-ip-ext-acl)# list-remark This access-list is used to match any IP
packets from the host 10.2.2.1.

Switch (config-ip-ext-acl) # end

Switch# show access-list ip
Extended IP access list R&D(ID: 3999)
10 permit host 10.2.2.1 any

This access-list is used to match any IP packets from the host 10.2.2.1.

Switch#

mac access-group

This command is used to specify a MAC access list to be applied to an interface. Use the no form of
this command to remove the access group control from the interface.

mac access-group {NAME | NUMBER} [in]
no mac access-group [NAME | NUMBER] [in]
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Parameters
NAME Specifies the name of the MAC access list to be applied.
NUMBER Specifies the number of the MAC access list to be applied.
in (Optional) Specifies that the MAC access list will be applied to
check in the ingress direction. If direction is not specified, in is
used.
Default
None.

Command Mode

Interface Configuration Mode.

Command Default Level

Level: 12.

Usage Guideline

Example

4-13

If MAC access group is already configured on the interface, the command applied later will overwrite
the previous setting. MAC access-groups will only check non-IP packets.

Only one access list of the same type can be applied to the same interface; but access lists of
different types can be applied to the same interface.

The association of an access group with an interface will consume the filtering entry resource in the
switch controller. If the resource is insufficient to commit the command, then an error message will be
displayed.

This example shows how to apply the MAC access list daily-profile to port 1/0/5.
Switch#configure terminal
Switch (config) #interface ethl1/0/5

Switch (config-if) #mac access-group daily-profile in

PROMPT: The remaining applicable MAC related access entries are 448, remaining
range entries are 32.

Switch (config-if) #

mac access-list

This command is used to create or modify an MAC access list and this command will enter the MAC
access list configuration mode. Use the no form of this command to delete a MAC access list.

mac access-list extended NAME [NUMBER)]
no mac access-list extended {NAME | NUMBER}

Parameters

NAME Specifies the name of the MAC access-list to be configured. The
maximum length is 32 characters.

NUMBER Specifies the ID number of the MAC access list, For extended
MAC access lists, this value is from 6000 to 7999.
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Default
None.
Command Mode
Global Configuration Mode.
Command Default Level
Level: 12.
Usage Guideline

Use this command to enter the MAC access-list configuration mode and use the permit or deny
command to specify the entries. The name must be unique among all access lists. The characters of
the name are case sensitive. If the access list number is not specified, the biggest unused number in
the range of the MAC access list numbers will be assigned automatically.

Example

This example shows how to enter the MAC access list configuration mode for a MAC access list
named “daily profile”.

Switch# configure terminal

Switch (config)# mac access-list extended daily-profile

Switch (config-mac-ext-acl) #

4-14 match ip address

This command is used to associate an IP access list for the configured sub-map. The no form of this
command removes the match entry.

match ip address {ACL-NAME | ACL-NUMBERY}

no match ip address

Parameters
ACL-NAME Specifies the name of the ACL access list to be configured. The
name can be up to 32 characters.
ACL-NUMBER Specifies the number of the IP ACL access list to be configured.
Default
None.

Command Mode

VLAN Access-map Sub-map Configuration Mode.
Command Default Level

Level: 12.
Usage Guideline

Use this command to associate an IP access list with the configured sub-map. One sub-map can only
be associated with one access list (IP access list, IPv6 access list or MAC access list). IP sub-map
just checks IP packets. The newer command overwrites the previous setting.

Example

This example shows how to configure the match content in the sub-map.
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Switch# configure terminal
Switch (config)# vlan access-map vlan-map 20
Switch (config-access-map)# match ip address spl

Switch (config-access-map) #

4-15 match ipv6 address

This command is used to associate IPv6 access lists for the configured sub-maps. The no form of this
command removes the match entry.

match ipv6 address {ACL-NAME | ACL-NUMBER}

no match ipv6 address

Parameters
ACL-NAME Specifies the name of the IPv6 ACL access list to be configured.
The name can be up to 32 characters.
ACL-NUMBER Specifies the number of the IPv6 ACL access list to be configured.
Default
None.

Command Mode

VLAN Access-map Sub-map Configuration Mode.
Command Default Level

Level: 12.
Usage Guideline

Use this command to associate an IPv6 access list with the configured sub-map. One sub-map can
only be associated with one access list (IP access list, IPv6 access list or MAC access list). IPv6 sub-
map just checks IPv6 packets. The later command overwrites the previous setting.

Example
This example shows how to set the match content in the sub-map.
Switch# configure terminal
Switch (config)# vlan access-map vlan-map 20
Switch (config-access-map) # match ipvé address spl
Switch (config-access-map) #

4-16 match mac address

This command is used to associate MAC access lists for the configured sub-maps. The no form of
this command removes the match entry.

match mac address {ACL-NAME | ACL-NUMBER}

no match mac address
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Parameters
ACL-NAME Specifies the name of the ACL MAC access list to be configured.
The name can be up to 32 characters.
ACL-NUMBER Specifies the number of the ACL MAC access list to be
configured.
Default
None.

Command Mode

VLAN Access-map Sub-map Configuration Mode.

Command Default Level
Level: 12.

Usage Guideline

Use this command to associate a MAC access list with the configured sub-map. One sub-map can
only be associated with one access list (IP access list, IPv6 access list or MAC access list). MAC sub-
map just check non-IP packets. The later command overwrites the previous setting.

Example

This example shows how to set the match content in the sub-map.

Switch# configure terminal

Switch (config)# vlan access-map vlan-map 30

Switch (config-access-map) # match mac address ext mac

Switch (config-access-map) #

417 permit | deny (expert access-list)

This command is used to add a permit or deny entry. Use the no form of this command to remove an
entry.

Extended Expert ACL:

[SEQUENCE-NUMBER] {permit | deny} PROTOCOL {SRC-IP-ADDR SRC-IP-WILDCARD | host
SRC-IP-ADDR | any} {SRC-MAC-ADDR SRC-MAC-WILDCARD | host SRC-MAC-ADDR | any}
{DST-IP-ADDR DST-IP-WILDCARD | host DST-IP-ADDR | any} {DST-MAC-ADDR DST-MAC-
WILDCARD | host DST-MAC-ADDR | any} [cos OUTER-COS] [{vlan OUTER-VLAN | vlan-
range MIN-VID MAX-VID}] [fragments] [[precedence PRECEDENCE] [tos TOS] | dscp DSCP]
[time-range PROFILE-NAME]

[SEQUENCE-NUMBER] {permit | deny} tcp {SRC-IP-ADDR SRC-IP-WILDCARD | host SRC-IP-
ADDR | any} {SRC-MAC-ADDR SRC-MAC-WILDCARD | host SRC-MAC-ADDR | any} [{eq | It |
gt | neq} PORT | range MIN-PORT MAX-PORT] {DST-IP-ADDR DST-IP-WILDCARD | host DST-
IP-ADDR | any} {DST-MAC-ADDR DST-MAC-WILDCARD | host DST-MAC-ADDR | any} [{eq | It
| gt | neq} PORT | range MIN-PORT MAX-PORT] [TCP-FLAG] [cos OUTER-COS] [{vlan
OUTER-VLAN | vlan-range MIN-VID MAX-VID}] [[precedence PRECEDENCE] [tos TOS] | dscp
DSCP] [time-range PROFILE-NAME]

[SEQUENCE-NUMBER] {permit | deny} udp {SRC-IP-ADDR SRC-IP-WILDCARD | host SRC-
IP-ADDR | any} {SRC-MAC-ADDR SRC-MAC-WILDCARD | host SRC-MAC-ADDR | any} [{eq |
It | gt | neq} PORT | range MIN-PORT MAX-PORT] {DST-IP-ADDR DST-IP-WILDCARD | host
DST-IP-ADDR | any} {DST-MAC-ADDR DST-MAC-WILDCARD | host DST-MAC-ADDR | any}
[{eq | It | gt | neq} PORT | range MIN-PORT MAX-PORT] [cos OUTER-COS] [{vlan OUTER-
VLAN | vlan-range MIN-VID MAX-VID}] [[precedence PRECEDENCE] [tos TOS] | dscp DSCP]
[time-range PROFILE-NAME]

[SEQUENCE-NUMBER] {permit | deny} icmp {SRC-IP-ADDR SRC-IP-WILDCARD | host SRC-
IP-ADDR | any} {SRC-MAC-ADDR SRC-MAC-WILDCARD | host SRC-MAC-ADDR | any} {DST-
IP-ADDR DST-IP-WILDCARD | host DST-IP-ADDR | any} {DST-MAC-ADDR DST-MAC-
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WILDCARD | host DST-MAC-ADDR | any} [ICMP-TYPE [ICMP-CODE] | ICMP-MESSAGE] [cos
OUTER-COS] [{vlan OUTER-VLAN | vlan-range MIN-VID MAX-VID}] [[precedence
PRECEDENCE] [tos TOS] | dscp DSCP] [time-range PROFILE-NAME]

no SEQUENCE-NUMBER

Parameters

SEQUENCE-NUMBER

Specifies the sequence number. The range is from 1 to 65535.
The lower the number is, the higher the priority of the permit/deny
rule.

cos OUTER-COS

(Optional) Specifies the outer priority value. This value must be
between 0 and 7.

vlan-range MIN-VID MAX-VID

(Optional) Specifies the VLAN range. Enter the minimum and
maximum VLAN ID in the range here.

vlan OUTER-VLAN

(Optional) Specifies the outer VLAN ID.

any

Specifies to use any source MAC address, any destination MAC
address, any source |IP address, or any destination IP address.

host SRC-MAC-ADDR

Specifies a specific source host MAC address.

SRC-MAC-ADDR SRC-MAC-
WILDCARD

Specifies a group of source MAC addresses by using a wildcard
bitmap. The bit corresponding to the bit value 1 will be ignored.
The bit corresponding to bit value 0 will be checked.

host DST-MAC-ADDR Specifies a specific destination host MAC address.
DST-MAC-ADDR DST-MAC- Specifies a group of destination MAC addresses by using a
WILDCARD wildcard bitmap. The bit corresponding to the bit value 1 will be
ignored. The bit corresponding to the bit value 0 will be checked.
PROTOCOL (Optional) Specifies the IP protocol ID. Enter the following

keywords: eigrp, esp, gre, igmp, ospf, pim, vrrp, pcp, and
ipinip.

host SRC-IP-ADDR

Specifies a specific source host IP address.

SRC-IP-ADDR SRC-IP-

Specifies a group of source IP addresses by using a wildcard

WILDCARD bitmap. The bit corresponding to the bit value 1 will be ignored.
The bit corresponding to the bit value 0 will be checked.

host DST-IP-ADDR Specifies a specific destination host IP address.

DST-IP-ADDR DST-IP- Specifies a group of destination IP addresses by using a wildcard

WILDCARD bitmap. The bit corresponding to the bit value 1 will be ignored.

The bit corresponding to the bit value 0 will be checked.

precedence PRECEDENCE

(Optional) Specifies that packets can be filtered by precedence
level, as specified by a number from 0 to 7.

tos TOS

(Optional) Specifies that packets can be filtered by type of service
level, as specified by a number from 0 to 15.

dscp DSCP

(Optional) Specifies the matching DSCP code in IP header. The
range is from O to 63, or select the following DSCP name: af11 -
001010, af12 -001100, af13 - 001110, af21 - 010010, af22 -
010100, af23 - 010110, af31 - 011010, af32 - 011100, af33 -
011110, af41 - 100010, af42 - 100100, af43 - 100110, cs1 -
001000, cs2 - 010000, cs3 - 011000, cs4 - 100000, cs5 - 101000,
¢s6 - 110000, cs7 - 111000, default - 000000, ef — 101110.

It PORT

(Optional) Specifies to match if less than the specified port
number.

gt PORT

(Optional) Specifies to match if greater than the specified port
number.

eq PORT

(Optional) Specifies to match if equal to the specified port number.
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Default

neq PORT (Optional) Specifies to match if not equal to the specified port
number.

range MIN-PORT MAX-PORT (Optional) Specifies to match if fall within the range of ports.

TCP-FLAG (Optional) Specifies the TCP flag fields and the specified TCP

header bits called ack (acknowledge), fin (finish), psh (push), rst
(reset), syn (synchronize), or urg (urgent).

fragments (Optional) Specifies the packet fragment’s filtering.

time-range PROFILE-NAME (Optional) Specifies the name of time period profile associated
with the access list delineating its activation period.

ICMP-TYPE (Optional) Specifies the ICMP message type. The valid number
for the message type is from 0 to 255.

ICMP-CODE (Optional) Specifies the ICMP message code. The valid number
for the message code is from 0 to 255.

ICMP-MESSAGE (Optional) Specifies the ICMP message. The following pre-defined

parameters are available for selection: beyond-scope, destination-
unreachable, echo-reply, echo-request, header, hop-limit, mld-
query, mld-reduction, mid-report, nd-na, nd-ns, next-header, no-
admin, no-route, packet-too-big, parameter-option, parameter-
problem, port-unreachable, reassembly-timeout, redirect, renum-
command, renum-result, renum-seg-number, router-
advertisement, router-renumbering, router-solicitation, time-
exceeded, unreachable.

None.

Command Mode

Extended Expert Access-list Configuration Mode.

Command Default Level

Level: 12.

Usage Guideline

Example

If a rule entry is created without a sequence number, a sequence number will be automatically
assigned. If it is the first entry, the sequence number 10 is assigned. A subsequent rule entry will be
assigned a sequence number that is 10 greater than the largest sequence number in that access list
and is placed at the end of the list.

The user can use the command access-list sequence to change the start sequence number and
increment number for the specified access list. After the command is applied, the new rule without
specified sequence number will be assigned sequence based new sequence setting of the specified
access list.

When you manually assign the sequence number, it is better to have a reserved interval for future
lower sequence number entries. Otherwise, it will create extra effort to insert an entry with a lower
sequence number.

The sequence number must be unique in the domain of an access-list. If you enter a sequence
number that is already present, an error message will be shown.

This example shows how to use the extended expert ACL. The purpose is to deny all the TCP
packets with the source IP address 192.168.4.12 and the source MAC address 00:13:00:49:82:72.
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Switch# configure terminal

Switch (config) # expert access-list extended exp acl
Switch (config-exp-nacl) # deny tcp host 192.168.4.12 host 0013.0049.8272 any any
Switch (config-exp-nacl) # end

Switch# show access-list expert

Extended EXPERT access list exp acl (ID: 9999)

10 deny tcp host 192.168.4.12 host 00-13-00-49-82-72 any any

Switch#

4-18 permit | deny (ip access-list)

This command is used to add a permit or a deny entry. Use the no form of this command to remove
an entry.

Extended Access List:

[SEQUENCE-NUMBER] {permit | deny} tcp {any | host SRC-IP-ADDR | SRC-IP-ADDR SRC-IP-
WILDCARD} [{eq | It | gt | neq} PORT | range MIN-PORT MAX-PORT] {any | host DST-IP-
ADDR | DST-IP-ADDR DST-IP-WILDCARD} [{eq | It | gt | neq} PORT | range MIN-PORT MAX-
PORT] [TCP-FLAG] [[precedence PRECEDENCE] [tos TOS] | dscp DSCPF] [time-range
PROFILE-NAME]

[SEQUENCE-NUMBER] {permit | deny} udp {any | host SRC-IP-ADDR | SRC-IP-ADDR SRC-
IP-WILDCARD} [{eq | It | gt | neq} PORT | range MIN-PORT MAX-PORT] {any | host DST-/P-
ADDR | DST-IP-ADDR DST-IP-WILDCARD} [{eq | It | gt | neq} PORT | range MIN-PORT MAX-
PORT] [[precedence PRECEDENCE] [tos TOS] | dscp DSCP] [time-range PROFILE-NAME]

[SEQUENCE-NUMBER] {permit | deny} icmp {any | host SRC-IP-ADDR | SRC-IP-ADDR SRC-
IP-WILDCARD} {any | host DST-IP-ADDR | DST-IP-ADDR DST-IP-WILDCARD} [ICMP-TYPE
[/ICMP-CODE] | ICMP-MESSAGE] [[precedence PRECEDENCE] [tos TOS] | dscp DSCP]
[time-range PROFILE-NAME]

[SEQUENCE-NUMBER] {permit | deny} {gre | esp | eigrp | igmp | ipinip | ospf | pcp | pim |
vrrp | protocol-id PROTOCOL-ID} {any | host SRC-IP-ADDR | SRC-IP-ADDR SRC-IP-
WILDCARD} {any | host DST-IP-ADDR | DST-IP-ADDR DST-IP-WILDCARD} [fragments]
[[precedence PRECEDENCE] [tos TOS] | dscp DSCP] [time-range PROFILE-NAME]

[SEQUENCE-NUMBER] {permit | deny} {any | host SRC-IP-ADDR | SRC-IP-ADDR SRC-IP-
WILDCARD} [any | host DST-IP-ADDR | DST-IP-ADDR DST-IP-WILDCARD] [fragments]
[[precedence PRECEDENCE] [tos TOS] | dscp DSCP] [time-range PROFILE-NAME]

Standard IP Access List:

[SEQUENCE-NUMBER] {permit | deny} {any | host SRC-IP-ADDR | SRC-IP-ADDR SRC-IP-
WILDCARD} [any | host DST-IP-ADDR | DST-IP-ADDR DST-IP-WILDCARD] [time-range
PROFILE-NAME]

no SEQUENCE-NUMBER

Parameters
SEQUENCE-NUMBER Specifies the sequence number. The range is from 1 to 65535.
The lower the number is, the higher the priority of the permit/deny
rule.
any Specifies any source IP address or any destination IP address.
host SRC-IP-ADDR Specifies a specific source host IP address.
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SRC-IP-ADDR SRC-IP-

Specifies a group of source IP addresses by using a wildcard

WILDCARD bitmap. The bit corresponding to the bit value 1 will be ignored.
The bit corresponding to the bit value 0 will be checked.

host DST-IP-ADDR Specifies a specific destination host IP address.

DST-IP-ADDR DST-IP- Specifies a group of destination IP addresses by using a wildcard

WILDCARD bitmap. The bit corresponding to the bit value 1 will be ignored.

The bit corresponding to the bit value 0 will be checked.

precedence PRECEDENCE

(Optional) Specifies that packets can be filtered by precedence
level, as specified by a number from 0 to 7.

dscp DSCP

(Optional) Specifies the matching DSCP code in IP header. The
range is from O to 63, or select the following DSCP name: af11 -
001010, af12 -001100, af13 - 001110, af21 - 010010, af22 -
010100, af23 - 010110, af31 - 011010, af32 - 011100, af33 -
011110, af41 - 100010, af42 - 100100, af43 - 100110, cs1 -
001000, cs2 - 010000, cs3 - 011000, cs4 - 100000, cs5 - 101000,
cs6 - 110000, cs7 - 111000, default - 000000, ef — 101110.

tos TOS

(Optional) Specifies that packets can be filtered by type of service
level, as specified by a number from 0 to 15.

It PORT

(Optional) Specifies to match if less than the specified port
number.

gt PORT

(Optional) Specifies to match if greater than the specified port
number.

eq PORT

(Optional) Specifies to match if equal to the specified port number.

neq PORT

(Optional) Specifies to match if not equal to the specified port
number.

range MIN-PORT MAX-PORT

(Optional) Specifies to match if fall within the range of ports.

TCP-FLAG

(Optional) Specifies the TCP flag fields and the specified TCP
header bits called ack (acknowledge), fin (finish), psh (push), rst
(reset), syn (synchronize), or urg (urgent).

fragments

(Optional) Specifies the packet fragment’s filtering.

time-range PROFILE-NAME

(Optional) Specifies the name of the time period profile associated
with the access list delineating its activation period.

tcp, udp, igmp, ipinip, gre,
esp, eigrp, ospf, pcp, pim,
vrrp

Specifies Layer 4 protocols.

PROTOCOL-ID

(Optional) Specifies the protocol ID. The valid value is from 0 to
255.

ICMP-TYPE (Optional) Specifies the ICMP message type. The valid number
for the message type is from 0 to 255.

ICMP-CODE (Optional) Specifies the ICMP message code. The valid number
for the message code is from 0 to 255.

ICMP-MESSAGE (Optional) Specifies the ICMP message. The pre-defined

parameters are available for selection: administratively-
prohibited,alternate-address,conversion-error,host-prohibited,net-
prohibited,echo,echo-reply,pointer-indicates-error,host-
isolated,host-precedence-violation,host-redirect,host-tos-
redirect,host-tos-unreachable,host-unknown,host-unreachable,
information-reply,information-request,mask-reply,mask-
request,mobile-redirect,net-redirect,net-tos-redirect,net-tos-
unreachable, net-unreachable,net-unknown,bad-length,option-
missing,packet-fragment,parameter-problem,port-
unreachable,precedence-cutoff, protocol-
unreachable,reassembly-timeout,redirect-message,router-
advertisement,router-solicitation,source-quench,source-route-
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Default

failed, time-exceeded,timestamp-reply,timestamp-
request,traceroute,ttl-expired,unreachable.

None.

Command Mode

IP Access-list Configuration Mode.

Command Default Level

Level: 12.

Usage Guideline

Example

4-19

If a rule entry is created without a sequence number, a sequence number will be automatically
assigned. If it is the first entry, the sequence number 10 is assigned. A subsequent rule entry will be
assigned a sequence number that is 10 greater than the largest sequence number in that access list
and is placed at the end of the list.

The user can use the command access-list sequence to change the start sequence number and
increment number for the specified access list. After the command is applied, the new rule without
specified sequence number will be assigned sequence based new sequence setting of the specified
access list.

When you manually assign the sequence number, it is better to have a reserved interval for future
lower sequence number entries. Otherwise, it will create extra effort to insert an entry with a lower
sequence number.

The sequence number must be unique in the domain of an access-list. If you enter a sequence
number that is already present, an error message will be shown.

To create a matching rule for an IP standard access list, only the source IP address or destination IP
address fields can be specified.

This example shows how to create four entries for an IP extended access list, named Strict-Control.
These entries are: permit TCP packets destined to network 10.20.0.0, permit TCP packets destined to
host 10.100.1.2, permit all TCP packets go to TCP destination port 80 and permit all ICMP packets.
Switch#configure terminal

Switch (config)#ip access-1list extended Strict-Control

Switch (config-ip-ext-acl) #permit tcp any 10.20.0.0 0.0.255.255

Switch (config-ip-ext-acl) #permit tcp any host 10.100.1.2

( )
( )
Switch (config-ip-ext-acl) #permit tcp any any eq 80
Switch (config-ip-ext-acl) #permit icmp any any

( )

Switch (config-ip-ext-acl) #

This example shows how to create two entries for an IP standard access-list, named “std-acl”. These
entries are: permit IP packets destined to network 10.20.0.0, permit IP packets destined to host
10.100.1.2.

Switch#configure terminal

Switch (config)#ip access-list std-acl

Switch (config-ip-acl) #permit any 10.20.0.0 0.0.255.255

Switch (config-ip-acl) #permit any host 10.100.1.2

Switch (config-ip-acl) #

permit | deny (ipv6 access-list)

This command is used to add a permit entry or deny entry to the IPv6 access list. Use the no form of
this command to remove an entry from the IPv6 access list.

55



DGS-1510 Series Gigabit Ethernet SmartPro Switch CLI Reference Guide

Extended IPv6 Access List:

[SEQUENCE-NUMBER] {permit | deny} tcp {any | host SRC-IPV6-ADDR | SRC-IPV6-
ADDRIPREFIX-LENGTH} [{eq | It | gt | neq} PORT | range MIN-PORT MAX-PORT] {any | host
DST-IPV6-ADDR | DST-IPV6-ADDRIPREFIX-LENGTH} [{eq | It | gt | neq} PORT | range MIN-
PORT MAX-PORT] [TCP-FLAG] [dscp VALUE] [flow-label FLOW-LABEL] [time-range
PROFILE-NAME]

[SEQUENCE-NUMBER] {permit | deny} udp {any | host SRC-IPV6-ADDR | SRC-IPV6-
ADDRIPREFIX-LENGTH} [{eq | It | gt | neq} PORT | range MIN-PORT MAX-PORT] {any | host
DST-IPV6-ADDR | DST-IPV6-ADDRIPREFIX-LENGTH} [{eq | It | gt | neq} PORT | range MIN-
PORT MAX-PORT] [dscp VALUE] [flow-label FLOW-LABEL] [time-range PROFILE-NAME]

[SEQUENCE-NUMBER] {permit | deny} icmp {any | host SRC-IPV6-ADDR | SRC-IPV6-
ADDRIPREFIX-LENGTH} {any | host DST-IPV6-ADDR | DST-IPV6-ADDRIPREFIX-LENGTH}
[ICMP-TYPE [ICMP-CODE] | ICMP-MESSAGE] [dscp VALUE] [flow-label FLOW-LABEL] [time-
range PROFILE-NAME]

[SEQUENCE-NUMBER] {permit | deny} {esp | pcp | sctp | protocol-id PROTOCOL-ID} {any |
host SRC-IPV6-ADDR | SRC-IPV6-ADDRIPREFIX-LENGTH} {any | host DST-IPV6-ADDR |
DST-IPV6-ADDRIPREFIX-LENGTH} [fragments] [dscp VALUE] [flow-label FLOW-LABEL]
[time-range PROFILE-NAME]

[SEQUENCE-NUMBER] {permit | deny} {any | host SRC-IPV6-ADDR | SRC-IPV6-
ADDRIPREFIX-LENGTH} [any | host DST-IPV6-ADDR | DST-IPV6-ADDRIPREFIX-LENGTH]
[fragments] [dscp VALUE] [flow-label FLOW-LABEL] [time-range PROFILE-NAME]

Standard IPv6 Access List:

[SEQUENCE-NUMBER] {permit | deny} {any | host SRC-IPV6-ADDR | SRC-IPV6-
ADDRIPREFIX-LENGTH} [any | host DST-IPV6-ADDR | DST-IPV6-ADDRIPREFIX-LENGTH]
[time-range PROFILE-NAME]

no SEQUENCE-NUMBER

Parameters

SEQUENCE-NUMBER Specifies the sequence number. The range is from 1 to 65535.
The lower the number is, the higher the priority of the permit/deny
rule.

any Specifies any source IPv6 address or any destination IPv6
address.

host SRC-IPV6-ADDR Specifies a specific source host IPv6 address.

SRC-IPV6-ADDR/PREFIX- Specifies a source IPv6 network.

LENGTH

host DST-IPV6-ADDR Specifies a specific destination host IPv6 address.

DST-IPV6-ADDRIPREFIX- Specifies a destination IPv6 network.

LENGTH

tcp, udp, icmp, esp, Specifies the Layer 4 protocol type.

pcp ;sctp

dscp VALUE (Optional) Specifies the matching traffic class value in IPv6
header. The range is from 0 to 63, or select the following DSCP
name: af11 - 001010, af12 -001100, af13 - 001110, af21 -
010010, af22 - 010100, af23 - 010110, af31 - 011010, af32 -
011100, af33 - 011110, af41 - 100010, af42 - 100100, af43 -
100110, cs1 - 001000, cs2 - 010000, cs3 - 011000, cs4 - 100000,
cs5 - 101000, cs6 - 110000, cs7 - 111000, default - 000000, ef —
101110.

It PORT (Optional) Specifies to match if less than the specified port

number.
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Default

gt PORT (Optional) Specifies to match if greater than the specified port
number.

eq PORT (Optional) Specifies to match if equal to the specified port number.

neq PORT (Optional) Specifies to match if not equal to the specified port
number.

range MIN-PORT MAX-PORT (Optional) Specifies to match if fall within the range of ports.

PROTOCOL-ID (Optional) Specifies the protocol ID. The valid value is from 0 to
255.

ICMP-TYPE (Optional) Specifies the ICMP message type. The valid number of
the message type is from 0 to 255.

ICMP-CODE (Optional)Specifies the ICMP message code. The valid number of
the code type is from 0 to 255.

ICMP-MESSAGE (Optional) Specifies the ICMP message. The following pre-defined

parameters are available for selection: beyond-scope, destination-
unreachable, echo-reply, echo-request, erroneous_header, hop-
limit, multicast-listener-query, multicast-listener-done, multicast-
listener-report, nd-na, nd-ns, next-header, no-admin, no-route,
packet-too-big, parameter-option, parameter-problem, port-
unreachable, reassembly-timeout, redirect, renum-command,
renum-result, renum-seg-number, router-advertisement, router-
renumbering, router-solicitation, time-exceeded, unreachable.

TCP-FLAG (Optional) Specifies the TCP flag fields and the specified TCP
header bits called ack (acknowledge), fin (finish), psh (push), rst
(reset), syn (synchronize), or urg (urgent).

flow-label FLOW-LABEL (Optional) Specifies the flow label value, within the range of 0 to
1048575.
fragments (Optional) Specifies the packet fragment’s filtering.

time-range PROFILE-NAME  (Optional) Specifies the name of time period profile associated
with the access list delineating its activation period.

None.

Command Mode

IPv6 Access-list Configuration Mode.

Command Default Level

Level: 12.

Usage Guideline

If a rule entry is created without a sequence number, a sequence number will be automatically
assigned. If it is the first entry, the sequence number 10 is assigned. A subsequent rule entry will be
assigned a sequence number that is 10 greater than the largest sequence number in that access list
and is placed at the end of the list.

The user can use the command access-list sequence to change the start sequence number and
increment number for the specified access list. After the command is applied, the new rule without
specified sequence number will be assigned sequence based new sequence setting of the specified
access list.

When you manually assign the sequence number, it is better to have a reserved interval for future
lower sequence number entries. Otherwise, it will create extra effort to insert an entry with a lower
sequence number.

The sequence number must be unique in the domain of an access-list. If you enter a sequence
number that is already present, an error message will be shown.
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Example

4-20

This example shows how to create four entries for an IPv6 extended access list named “ipv6-control”.
These entries are: permit TCP packets destined to network ff02::0:2/16, permit TCP packets destined
to host ff02::1:2, permit all TCP packets go to port 80 and permit all ICMP packets.

Switch# configure terminal

Switch (config)# ipvé access-list extended ipv6-control

Switch (config-ipvé6-ext-acl)# permit tcp any ££f02::0:2/16

Switch (config-ipv6-ext-acl)# permit tcp any host £f£f02::1:2

# permit tcp any any eqg 80

Switch (config-ipv6-ext-acl

(
(

Switch (config-ipv6-ext-acl
( # permit icmp any any
(

)
)
)
)

Switch (config-ipv6-ext-acl) #

This example shows how to create two entries for an IPv6 standard access-list named “ipv6-std-
control”. These entries are: permit IP packets destined to network ff02::0:2/16, and permit IP packets
destined to host ff02::1:2.

Switch# configure terminal

Switch (config)# ipv6é access-list ipv6-std-control

Switch (config-ipvé6-acl)# permit any f£f02::0:2/16

Switch (config-ipv6-acl)# permit any host f£02::1:2

Switch (config-ipv6-acl) #

permit | deny (mac access-list)

This command is used to define the rule for packets that will be permitted or denied. Use the no form
of this command to remove an entry.

[SEQUENCE-NUMBER] {permit | deny} {any | host SRC-MAC-ADDR | SRC-MAC-ADDR SRC-
MAC-WILDCARD} {any | host DST-MAC-ADDR | DST-MAC-ADDR DST-MAC-WILDCARD}
[ethernet-type TYPE MASK] [cos VALUE] [{vlan VLAN-ID | vlan-range MIN-VID MAX-VID}]
[time-range PROFILE-NAME]

no SEQUENCE-NUMBER

Parameters

SEQUENCE-NUMBER Specifies the sequence number. The range is from 1 to 65535.
The lower the number is, the higher the priority of the permit/deny
rule.

any Specifies any source MAC address or any destination MAC
address.

host SRC-MAC-ADDR Specifies a specific source host MAC address.

SRC-MAC-ADDR SRC-MAC-  Specifies a group of source MAC addresses by using a wildcard
WILDCARD bitmap. The bit corresponding to the bit value 1 will be ignored.
The bit corresponding to the bit value 0 will be checked.

host DST-MAC-ADDR Specifies a specific destination host MAC address.

DST-MAC-ADDR DST-MAC-  Specifies a group of destination MAC addresses by using a
WILDCARD wildcard bitmap. The bit corresponding to the bit value 1 will be
ignored. The bit corresponding to the bit value 0 will be checked.

ethernet-type TYPE MASK (Optional) Specifies that the Ethernet type which is a hexadecimal
number from 0 to FFFF or the name of an Ethernet type which
can be one of the following: aarp, appletalk, decnet-iv, etype-
6000, etype-8042, lat, lavc-sca, mop-console, mop-dump, vines-
echo, vines-ip, xns-idp., arp.
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Default

cos VALUE (Optional) Specifies the priority value of 0 to 7.

vlan VLAN-ID (Optional) Specifies the VLAN-ID.

vlan-range MIN-VID MAX-VID (Optional) Specifies the VLAN range. Enter the minimum and
maximum VLAN ID in the range here.

time-range PROFILE-NAME  (Optional) Specifies the name of time period profile associated
with the access list delineating its activation period

None.

Command Mode

MAC Access-list Configuration Mode.

Command Default Level

Level: 12.

Usage Guideline

If a rule entry is created without a sequence number, a sequence number will be automatically
assigned. If it is the first entry, the sequence number 10 is assigned. A subsequent rule entry will be
assigned a sequence number that is 10 greater than the largest sequence number in that access list
and is placed at the end of the list.

The user can use the command access-list sequence to change the start sequence number and
increment number for the specified access list. After the command is applied, the new rule without
specified sequence number will be assigned sequence based new sequence setting of the specified
access list.

When you manually assign the sequence number, it is better to have a reserved interval for future
lower sequence number entries. Otherwise, it will create extra effort to insert an entry with a lower
sequence number.

The sequence number must be unique in the domain of an access-list. If you enter a sequence
number that is already present, an error message will be displayed.

Multiple entries can be added to the list, and you can use permit for one entry and use deny for the
other entry. Different permit and deny commands can match different fields available for setting.

MAC access-list rules will only check non-IP packets.

Example
This example shows how to configure MAC access entries in the profile daily-profile to allow two sets
of source MAC addresses.
Switch# configure terminal
Switch (config)# mac access-list extended daily-profile
Switch (config-mac-ext-acl)# permit 00:80:33:00:00:00 00:00:00:ff:£ff:ff any
Switch (config-mac-ext-acl)# permit 00:£4:57:00:00:00 00:00:00:ff:ff:ff any
Switch (config-mac-ext—-acl) #
4-21 show access-group
This command is used to display access group information for interface(s).
show access-group [interface INTERFACE-ID]
Parameters

interface INTERFACE-ID (Optional) Specifies the interface to be displayed.
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Default
None.
Command Mode
User/Privileged EXEC Mode.
Command Default Level
Level: 1.
Usage Guideline

If interface is not specified, all of the interfaces that have access list configured will be displayed.

Example
This example shows how to display access lists that are applied to all of the interfaces.
Switch# show access-group
eth1/0/1:
Inbound mac access-list : simple-mac-acl (ID: 7998)
Inbound ip access-list : simple-ip-acl(ID: 1998)
Switch#
4-22 show access-list
This command is used to display the access list configuration information.
show access-list [ip [NAME | NUMBER] | mac [NAME | NUMBER] | ipvé [NAME | NUMBER] |
expert [NAME | NUMBER] | arp [NAME]]
Parameters
ip (Optional) Specifies to display a listing of all IP access lists.
mac (Optional) Specifies to display a listing of all MAC access lists.
ipv6 (Optional) Specifies to display a listing of all IPv6 access lists.
expert (Optional) Specifies to display a listing of all expert access lists.
NAME | NUMBER Specifies to display the contents of the specified access list.
arp Specifies to display the ARP access list.
Default
None.

Command Mode

User/Privileged EXEC Mode.
Command Default Level

Level: 1.
Usage Guideline

This command displays access list information. If no option is specified, a listing of all configured
access lists is displayed. If the type of access list is specified, detailed information of the access list
will be displayed. If the user enables the ACL hardware counter for an access list, the counter will be
displayed based on each access list entry.
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Example
This example shows how to display all access lists.
Switch#show access-list
Access-List-Name Type
Strict-Control (ID: 3999) ip ext-acl
daily-profile (ID: 7999) mac ext-acl
exp _acl (ID: 9999) expert ext-acl
ip6-control (ID: 14999) ipvé ext-acl
Total Entries: 4
Switch#
This example shows how to display the IP access list called Strict-Control.
Switch#show access-list ip Strict-Control
Extended IP access list Strict-Control (ID: 3999)
10 permit any 10.20.0.0 0.0.255.255
20 permit any host 10.100.1.2
Switch#
This example shows how to display the content for the access list if its hardware counter is enabled.
Switch# show access-list ip simple-ip-acl
Extended IP access simple-ip-acl (ID:3994)
10 permit tcp any 10.20.0.0 0.0.255.255 (Ing: 6410 packets)
20 permit tcp any host 10.100.1.2 (Ing: 3232 packets)
30 permit icmp any any (Ing: 8758 packets)
Counter enable on following port(s):
Ingress port(s): ethl/0/5-1/0/8
Switch#
4-23 show vlan access-map
This command is used to display the VLAN access-map configuration information.
show vlan access-map [MAP-NAME]
Parameters
MAP-NAME (Optional) Specifies the name of the VLAN access map being
configured. The name can be up to 32 characters.
Default

None.
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Command Mode

User/Privileged EXEC Mode.

Command Default Level

Level: 1.

Usage Guideline

Example

If no access-map name is specified, all VLAN access-map information will be displayed. If the user
enables the ACL hardware counter for an access-map, the counter will be displayed based on each
sub-map.

This example shows how to display the VLAN access-map.

Switch# show vlan access-map

VLAN access-map vlan-map 10

match ip access list: stp ipl (ID: 1888)
action: forward
VLAN access-map vlan-map 20

match mac access list: ext mac(ID: 6995)

action: redirect ethl/0/5

Switch#

This example shows how to display the contents of the VLAN access-map if its hardware counter is
enabled.

Switch# show vlan access-map

VLAN access-map vlan-map 10
match ip access list: stp ipl (ID: 1888)
action: forward
Counter enable on VLAN(s): 1-2
match count: 8541 packets
VLAN access-map vlan-map 20
match mac access list: ext mac(ID: 6995)
action: redirect ethl/0/5
Counter enable on VLAN(s): 1-2
match count: 5647 packets

Switch#

4-24 show vlan filter
This command is used to display the VLAN filter configuration of VLAN interfaces.
show vlan filter [access-map MAP-NAME | vlan VLAN-ID]
Parameters
MAP-NAME (Optional) Specifies the name of the VLAN access map. The
name can be up to 32 characters.
VLAN-ID (Optional) Specifies the VLAN ID.
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Default
None.
Command Mode
User/Privileged EXEC Mode.
Command Default Level
Level: 1.
Usage Guideline

The show vlan filter access-map command is used to display the VLAN filter information by access
map. The command show vlan filter vlan is used to display the VLAN filter information by VLAN.

Example
This example shows how to display VLAN filter information.
Switch# show vlan filter
VLAN Map aa
Configured on VLANs: 5-127,221-333
VLAN Map bb
Configured on VLANs: 1111-1222
Switch#
Switch# show vlan filter vlan 5
VLAN ID 5
VLAN Access Map: aa
Switch#
4-25 vlan access-map
This command is used to create a sub-map of a VLAN access map and enter the VLAN access-map
sub-map configure mode. The no form of this command used to delete an access-map or its sub-
map.
vlan access-map MAP-NAME [SEQUENCE-NUM]
no vlan access-map MAP-NAME [SEQUENCE-NUM)]
Parameters
MAP-NAME Specifies the name of the VLAN access map to be configured.
The name can be up to 32 characters.
SEQUENCE-NUM (Optional) Specifies the sequence number of the sub-map. The
valid range is from 1 to 65535.
Default

None.

Command Mode
Global Configuration Mode.
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Command Default Level
Level: 12.
Usage Guideline

A VLAN access map can contain multiple sub-maps. For each sub-map, one access list (IP access
list, IPv6 access list or MAC access list) can be specified and one action can be specified. After a
VLAN access map is created, the user can use the vlan filter command to apply the access map to
VLAN(s).

A sequence number will be assigned automatically if the user does not assign it manually, and the
automatically assigned sequence number starts from 10, and increase 10 per new entry.

The packet that matches the sub-map (that is packet permitted by the associated access-list) will take
the action specified for the sub-map. No further check against the next sub-maps is done. If the
packet does not match a sub-map, then the next sub-map will be checked.

Using the no form of this command without specify sequence numbers, will delete all sub-map
information of the specified access-map.

Example

This example shows how to create a VLAN access map.

Switch# configure terminal
Switch (config)# vlan access-map vlan-map 20

Switch (config-access-map) #

4-26 vlan filter

This command is used to apply a VLAN access map in a VLAN. Use the no form of this command to
remove a VLAN access map from the VLAN.

vlan filter MAP-NAME vlan-list VLAN-ID-LIST
no vlan filter MAP-NAME vlan-list VLAN-ID-LIST

Parameters
MAP-NAME Specifies the name of the VLAN access map.
VLAN-ID-LIST Specifies the VLAN ID list.
Default
None.

Command Mode
Global Configuration Mode.
Command Default Level
Level: 12.
Usage Guideline
A VLAN can only be associated with one VLAN access map.
Example

This example shows how to apply the VLAN access-map “vlan-map” in VLAN 5.
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Switch# configure terminal
Switch (config)# vlan filter vlan-map vlan-list 5
Switch (config-access-map) # end

Switch# show vlan filter

VLAN Map vlan-map
Configured on VLANs: 5

Switch#
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5. Access Management Commands

51 access class

This command is used to specify an access list to restrict the access via a line. Use the no form of
this command to remove the specified access list check.

access-class /IP-ACL

no access-class /IP-ACL

Parameters
IP-ACL Specifies a standard IP access list. The source address field of the
permit or deny entry define the valid or invalid host.
Default
None.

Command Mode

Line Configuration Mode.
Command Default Level

Level: 15.
Usage Guideline

This command specifies access lists to restrict the access via a line. At most two access lists can be
applied to a line. If two access lists are already applied, an attempt to apply a new access list will be
rejected until an applied access list is removed by the no form of this command.

Example

This example shows how a standard IP access list is created and is specified as the access list to
restrict access via Telnet. Only the host 226.1.1.1 is allowed to access the server.

Switch# configure terminal

Switch (config)# ip access-list vty-filter

Switch (config-ip-acl)# permit 226.1.1.1 0.0.0.0

Switch (config-ip-acl)# exit

(

(
Switch (config)# line telnet
Switch (config-line)# access-class vty-filter
(

Switch (config-1line) #

5-2 banner login

This command is used to enter banner login mode to configure the banner login message. Use the no
form of this command to revert to the default setting.

banner login cMESSAGEc

no banner login

Parameters

c Specifies the separator of the login banner message, for example
a pound sign (#). The delimiting character is not allowed in the
login banner message.
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MESSAGE Specifies the contents of a login banner which will be displayed
before the username and password login prompts.

Default

None.
Command Mode

Global Configuration Mode.
Command Default Level

Level: 12.

Usage Guideline

Use this command to define a customized banner to be displayed after the user successfully logs into
the system. Follow the banner login command with one or more blank spaces and a delimiting
character of your choice. Then enter one or more lines of text, terminating the message with the
second occurrence of the delimiting character. For example with a pound sign (#) being the delimiting
character, after inputting the delimiting character, press the enter key, then the login banner contents
can be typed. The delimiting character need to be input then press enter to complete the type. To
configure the login banner contents to default, use no banner login command in global configuration

mode.
Q//"» NOTE: The typed additional characters after the end delimiting character are invalid. These
characters will be discarded by the system. The delimiting character cannot be
" used in the login banner text.

Example

This example shows how to configure a login banner. The hash sign (#) is used as the delimiting
character. The start delimiting character, banner contents and end delimiting character will be input
before press first enter key:

Switch# configure terminal

Switch (config) # banner login #Enter Command Line Interface#

Switch (config) #

This example shows how to configure a login banner. The hash sign (#) is used as the delimiting
character. Just the start delimiting character will be input before press first enter key.
Switch#configure terminal

Switch (config) #banner login #

Enter TEXT message. End with the character '#'.

Enter Command Line Interface

#

Switch (config) #

5-3 do

This command is used to execute commands orgininally in the User/Privileged EXEC mode in Any
Configuration Mode.

do COMMAND
Parameters
None.
Default
None.
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Command Mode

Any Configuration Mode.
Command Default Level

Level: 12.
Usage Guideline

Use this command to execute commands orgininally in the User/Privileged EXEC mode, such as
show, clear, or debug, while configuring the Switch. After the command is executed, the system will
return to the configuration mode you were using.

NOTE: The question mark (?) and the Tab key are available for the do command.

Example

This example shows how to use the question mark (?) with this command.

Switch#configure terminal
Switch (config)# do show running-config ?

all All configurations including commands corresponding to default
parameters

effective The configurations which affect the behavior of the device
interface Select an interface

Vlan VLAN configuration

\ Output modifiers

<cr>

Switch (config) #

This example shows how to excute the show running-config command in the global configuration
mode.
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Switch#configure terminal
Switch (config) #do show running-config

Building configuration...

Current configuration : 1467 bytes

! DGS-1510-28XMP Gigabit Ethernet SmartPro Switch

1 Configuration

! Firmware: Build 1.70.005
! Copyright (C) 2020 D-Link Corporation. All rights reserved.

line console

!

line telnet

!

line ssh

!

ssh user admin authentication-method password
!

no ip domain lookup

ip name-server timeout 3

!

interface ethernet 1/0/1

CTRL+C ESC g Quit SPACE n Next Page ENTER Next Entry a All

5-4 prompt
This command is used to customize the CLI prompt. Use the no form of this command to revert to the
default setting.
prompt STRING
no prompt
Parameters
STRING Specifies a string to customize the CLI prompt. The prompt will be composed
based on the specified characters or the following control characters. The
space character in the string is ignored.
o % h - Specifies to encode the SNMP server name.
e %s - Specifies to have space.
e %% - Specifies to encode the % symbol.
Default

By default, the string is the same as the SNMP server name.

Command Mode

Global Configuration Mode.

Command Default Level

Level: 12.
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Usage Guideline
Use this command to customize the CLI prompt.

If the user selects to encode the SNMP server name as the prompt, only the first 15 characters are
encoded.

The privileged level character will appear as the last character of the prompt. The character is defined
as follows.

* > - Represents user level.
* #- Represents privileged user level.

Example
This example shows how to change the prompt to “BRANCH A”.
Switch#configure terminal
Switch (config) #prompt BRANCHSsA
BRANCH A (config) #
This example shows how to set the command prompt back to the default setting.
BRANCH A#configure terminal
BRANCH A (config) #no prompt
Switch (config) #
5-5 enable password
This command is used to setup enable password to enter different privileged levels. Use the no form
of this command to return the password to the empty string.
enable password [level PRIVILEGE-LEVEL] [0] 7 | 15] PASSWORD
no enable password [level PRIVILEGE-LEVEL]
Parameters
level PRIVILEGE-LEVEL Specifies the privilege level for the user. The privilege level is
between 1 and 15. If this argument is not specified in the
command or the no form of the command, the privilege level
defaults to 15 (traditional enable privileges).
0 PASSWORD Specifies the password the user must enter to gain access to the
Switch. The password can contain embedded spaces. The
password is case-sensitive. This is the default option. The plain-
text password maximum length is 32. (The range is 1-32)
7 PASSWORD Specifies the password in the encrypted form based on SHA-1.
For the encrypted form password, the length is fixed to 35 bytes
long. The password is case-sensitive. The syntax is Encrypted
Password.
15 PASSWORD Specifies the password in the encrypted form based on MD5. For
the encrypted form password, the length is fixed to 31 bytes long.
The password is case-sensitive. The syntax is Encrypted
Password.
Default

By default, no password is set. It is an empty string.
Command Mode
Global Configuration Mode.
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Command Default Level

Level: 15.

Usage Guideline

Example

The exact password for a specific level needs to be used to enter the privilege level. Each level has
only one password to enter the level.

This example shows how to create an enable password at the privilege level 15 of
“MyEnablePassword”.

Switch# configure terminal

Switch (config) #enable password MyEnablePassword

Switch# disable

Switch# enable

Password: Ak Ak Ak kA khhkkkkkk%k

Switch# show privilege

Current privilege level is 15

Switch#

5-6 ip http server
This command is used to enable the HTTP server. Use the no form of this command to disable the
HTTP server function.
ip http server
no ip http server
Parameters
None.
Default

By default, this option is enabled.

Command Mode

Global Configuration Mode.

Command Default Level

Level: 12.

Usage Guideline

Example

Use this command to enable or disable the HTTP server function. The HTTPs access interface is
separately controlled by SSL commands.

This example shows how to enable the HTTP server.
Switch# configure terminal

Switch (config)# ip http server

Switch (confiqg) #
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5-7 ip http secure-server
This command is used to enable the HTTPS server. Use the ip http secure-server ssl-service-
policy command to specify which SSL service policy is used for HTTPS. Use the no form of this
command to disable the HTTPS server function.
ip http secure-server [ssl-service-policy POLICY-NAME]
no ip http secure-server
Parameters
POLICY-NAME (Optional) Specifies the SSL service policy name. Use this ssl-
service-policy keyword only if you have already declared an SSL
service policy using the ssl-service-policy command. When no
keyword is specified, a built-in local certificate will be used for
HTTPS.
Default

By default, this option is disabled.

Command Mode

Global Configuration Mode.

Command Default Level

Level: 12.

Usage Guideline

Example

This command enables the HTTPS server function and uses the specified SSL service policy for
HTTPS.

This example shows how to enable the HTTPS server function and use the service policy called “sp1”
for HTTPS.

Switch# configure terminal

Switch (config)# ip http secure-server ssl-service-policy spl

Switch (config) #

ip {http | https} access-class

This command is used to specify an access list to restrict the access to the HTTP or HTTPs server.
Use the no form of this command to remove the access list check.

ip {http | https} access-class /P-ACL
no ip {http | https} access-class /P-ACL

Parameters

Default

IP-ACL Specifies a standard IP access list. The source address field of the
entry defines the valid or invalid host.

None.
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Command Mode

Global Configuration Mode.
Command Default Level

Level: 12.
Usage Guideline

This command specifies an access list to restrict the access to the HTTP or HTTPs server. If the
specified access list does not exist, the command does not take effect, thus no access list is checked
for the user’s access to HTTP or HTTPs.

Example

This example shows how a standard IP access list is created and is specified as the access list to
access the HTTP server. Only the host 226.1.1.1 is allowed to access the server.

Switch# configure terminal

Switch (config)# ip access-list http-filter

Switch (config-ip-acl)# permit 226.1.1.1 255.255.255.255

Switch (config-ip-acl)# exit

Switch (config)# ip http access-class http-filter
Switch (config) #

5-9 ip http service-port

This command is used to specify the HTTP service port. Use the no form of this command to return
the service port to 80.

ip http service-port TCP-PORT

no ip http service-port

Parameters
TCP-PORT Specifies the TCP port number. TCP ports are numbered between
1 and 65535. The “well-known” TCP port for the HTTP protocol is
80.
Default

By default, this port number is 80.
Command Mode
Global Configuration Mode.
Command Default Level
Level: 12.
Usage Guideline
This command configures the TCP port number for the HTTP server.
Example
This example shows how to configure the HTTP TCP port number to 8080.

Switch# configure terminal
Switch (config)# ip http service-port 8080
Switch (config) #
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5-10 ip http timeout-policy idle

This command is used to set idle timeout of a http server connection in seconds. Use the no form of
this command to set the idle timeout to default value.

ip http timeout-policy idle INT
no ip http timeout-policy idle

Parameters

INT Specifies the idle timeout value. This value is between 60 and
36000.

Default
By default, this value is 180 seconds.
Command Mode
Global Configuration Mode.
Command Default Level
Level: 12.
Usage Guideline
This command is use to configure the idle timeout value of a http server connection in seconds.
Example

This example shows how to configure the idle timeout value to 100 seconds.
Switch#configure terminal

Switch (config) #ip http timeout-policy idle 100

Switch (config) #

5-11 ip telnet server

This command is used to enable a Telnet server. Use the no form of this command to disable the
Telnet server function

ip telnet server

no ip telnet server

Parameters

None.
Default

By default, this option is enabled.
Command Mode

Global Configuration Mode.
Command Default Level

Level: 12.
Usage Guideline

This command enables or disables the Telnet server. The SSH access interface is separately
controlled by SSH commands.
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Example

This example shows how to enable the Telnet server.

Switch# configure terminal
Switch (config)# ip telnet server

Switch (config) #

5-12 ip telnet service-port

This command is used to specify the service port for Telnet. Use the no form of this command to
revert to the default setting.

ip telnet service-port TCP-PORT

no ip telnet service-port

Parameters
TCP-PORT Specifies the TCP port number. TCP ports are numbered between
1 and 65535. The “well-known” TCP port for the Telnet protocol is
23.
Default

By default, this value is 23.
Command Mode

Global Configuration Mode.
Command Default Level

Level: 12.
Usage Guideline

This command configures the TCP port number for Telnet access.

Example
This example shows how to change the Telnet service port number to 3000.
Switch# configure terminal
Switch (config)# ip telnet service-port 3000
Switch (config) #
5-13 line
This command is used to identify a line type for configuration and enter line configuration mode.
line {console | telnet | ssh}
Parameters
console Specifies the local console terminal line.
telnet Specifies the Telnet terminal line.
ssh Specifies the SSH terminal line.
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Default
None.
Command Mode
Global Configuration Mode.
Command Default Level
Level: 12.
Usage Guideline

The line command is used to enter the Line Configuration Mode.

Example
This example shows how to enter the Line Configuration Mode for the SSH terminal line and
configures its access class as "vty-filter”.
Switch# configure terminal
Switch (config)# line ssh
Switch (config-line)# access-class vty-filter
Switch (config-line) #
5-14 service password-encryption
This command is used to enable the encryption of the password before stored in the configuration file.
Use the no form of this command to disable the encryption.
service password-encryption [7 | 15]
no service password-encryption
Parameters
7 Specifies the password in the encrypted form based on SHA-1.
15 Specifies the password in the encrypted form based on MD5.
Default

By default, this option is disabled.
Command Mode

Global Configuration Mode.
Command Default Level

Level:15.

Usage Guideline

The user account configuration information is stored in the running configuration file and can be
applied to the system later. If the service password-encryption command is enabled, the password
will be stored in the encrypted form.

When the service password encryption option is disabled and the password is specified in the plain
text form, the password will be in plain text form. However, if the password is specified in the
encrypted form or if the password has been converted to the encrypted form by the last enable
password encryption option, the password will still be in the encrypted form. It cannot be reverted
back to plain text.

The password affected by this command includes the user account password, enable password, and
the authentication password.
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Example
This example shows how to enable the encryption of the password before stored in the configuration
file.

Switch# configure terminal
Switch (config)# service password encryption

Switch (config) #

5-15 show terminal

This command is used to obtain information about the terminal configuration parameter settings for
the current terminal line. Use this command in any User/Privileged EXEC Mode.

show terminal

Parameters
None.
Default
None.

Command Mode

User/Privileged EXEC Mode.
Command Default Level

Level: 1.
Usage Guideline

Use this command to display information about the terminal configuration parameters for the current
terminal line.

Example
This example shows how to display information about the terminal configuration parameter settings
for the current terminal line.

Switch# show terminal

Terminal Settings:
Length: 24 lines

Width: 80 columns

Default Length: 24 lines
Default Width: 80 columns
Baud rate: 9600 bps

Switch#

5-16 show ip telnet server

This command is used to obtain information about the Telnet server status. Use this command in any
User/Privileged EXEC Mode.

show ip telnet server
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Parameters
None.
Default
None.

Command Mode
User/Privileged EXEC Mode.
Command Default Level
Level: 1.
Usage Guideline
Use this command to display information about the Telnet server status.
Example

This example shows how to display information about the Telnet server status.

Switch# show ip telnet server
Server State: Enabled

Switch#

5-17 show ip http server

This command is used to obtain information about the http server status.

show ip http server

Parameters

None.
Default

By default, the state is enabled.
Command Mode

User/Privileged EXEC Mode.
Command Default Level

Level: 1.
Usage Guideline

Use this command to display information about the http server status.
Example

This example shows how to display information about the http server status.
Switch#show ip http server

ip http server state : Enabled
Switch#
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5-18 show ip http secure-server
This command is used to obtain information about the SSL status.
show ip http secure-server
Parameters
None.
Default

By default, the state is disabled.

Command Mode

User/Privileged EXEC Mode.

Command Default Level

Level: 1.

Usage Guideline

Example

5-19

Use this command to display information about the SSL status.
This example shows how to display information about the SSL status.
Switch#show ip http secure-server

ip http secure-server state : Disabled
Switch#

show users

This command is used to display information about the active lines on the Switch.

show users

Parameters

Default

None.

None.

Command Mode

User/Privileged EXEC Mode.

Command Default Level

Level: 1.

Usage Guideline

Example

This command displays information about the active lines on the Switch.

This example shows how to display all session information.
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Switch# show users

ID Type User-Name Privilege Login-Time IP address

0 * console admin 15 43

Total Entries: 1

Switch#
5-20 telnet
This command is used to login another device that supports Telnet.
telnet {/P-ADDRESS | IPV6-ADDRESS | Domain-Name} [TCP-PORT]
Parameters
IP-ADDRESS Specifies the IPv4 address of the host.
IPV6-ADDRESS Specifies the IPv6 address of the host.
Domain-Name Specifies the Telnet destination host name.
TCP-PORT (Optional) Specifies the TCP port number. TCP ports are
numbered between 1 and 65535. The “well-known” TCP port for
the Telnet protocol is 23
Default

None.

Command Mode

EXEC Mode.

Command Default Level

Level: 1.

Usage Guideline

Example

This is the Telnet client function and can be used to communicate with another device using the
Telnet feature. Multiple Telnet sessions can be opened on the Switch system and each open Telnet
session can have its own Telnet client software supported at the same time.

This example shows how to Telnet to the IP address 10.90.90.91 using the default port 23. The IP
address, 10.90.90.91 is the DGS-1510-28XMP management interface which allows a user to login.
Switch# telnet 10.90.90.91
DGS-1510-28XMP Gigabit Ethernet SmartPro Switch
Command Line Interface
Firmware: Build 1.70.005
Copyright (C) 2020 D-Link Corporation. All rights reserved.

User Access Verification

Username:
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This example shows how to Telnet through port 23 to 10.90.90.91 and the connection failed. Try
using port 3500 instead to login into the management interface.
Switch#telnet 10.90.90.91

ERROR: Could not open a connection to host on server port 23.
Switch# telnet 10.90.90.91 3500

DGS-1510-28XMP Gigabit Ethernet SmartPro Switch
Command Line Interface
Firmware: Build 1.70.005
Copyright (C) 2020 D-Link Corporation. All rights reserved.

User Access Verification

Username:

5-21 terminal length

The command is used to configure the number of lines displayed on the screen. The terminal length
command will only affect the current session. The terminal length default command will set the
default value but it does not affect the current session. The newly created, saved session terminal
length will use the default value. Use the no form of this command to revert to the default setting.

terminal length NUMBER
no terminal length
terminal length default NUMBER

no terminal length default

Parameters
NUMBER Specifies the number of lines to display on the screen. This value
must be between 0 and 512.When the terminal length is 0, the
display will not stop until it reaches the end of the display.
Default

By default, this value is 24.
Command Mode

Use the User/Privileged EXEC Mode for the terminal length command.

Use the Global Configuration Mode for the terminal length default command.
Command Default Level

Level: 1 (for the terminal length command).

Level: 12 (for the terminal length default command).
Usage Guideline

When the terminal length is 0, the display will not stop until it reaches the end of the display.

If the terminal length is specified to a value other than 0, for example 50, then the display will stop
after every 50 lines. The terminal length is used to set the number of lines displayed on the current
terminal screen. This command also applies to Telnet and SSH sessions. Valid entries are from 0 to
512. The default is 24 lines. A selection of O's instructs the Switch to scroll continuously (no pausing).
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Example

5-22

Output from a single command that overflows a single display screen is followed by the --More--
prompt. At the --More-- prompt, press CTRL+C, g, Q, or ESC to interrupt the output and return to the
prompt. Press the Spacebar to display an additional screen of output, or press Return to display one
more line of output. Setting the screen length to 0 turns off the scrolling feature and causes the entire
output to display at once. Unless the default keyword is used, a change to the terminal length value
applies only to the current session. When using the no form of this command, the number of lines in
the terminal display screen is reset to 24.

The terminal length default command is available in the global configuration mode. The command
setting does not affect the current existing terminal sessions but affects the new terminal sessions that
are activated later. Only the default terminal length value can be saved.

This example shows how to change the lines to be displayed on a screen to 60.

Switch# terminal length 60
Switch#

terminal speed

This command is used to setup the terminal speed. Use the no form of this command to revert to the
default setting.

terminal speed BPS

no terminal speed

Parameters

Default

BPS Specifies the console rate in bits per second (bps).

By default, this value is 115200.

Command Mode

Global Configuration Mode.

Command Default Level

Level: 12.

Usage Guideline

Example

5-23

Use this command to configure the terminal connection speed. Some baud rates available on the
devices connected to the port might not be supported on the Switch.

This example shows how to configure the serial port baud rate to 9600 bps.
Switch# configure terminal

Switch (config)# terminal speed 9600

Switch (config) #

session timeout

This command is used to configure the line session timeout value. Use the no form of this command
to revert to the default setting.

session-timeout MINUTES
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no session-timeout

Parameters

MINUTES Specifies the timeout length in minutes. 0 represents never
timeout.

Default

By default, this value is 3 minutes.
Command Mode

Line Configuration Mode.
Command Default Level

Level: 12.
Usage Guideline

This timer specifies the timeout for auto-logout sessions established by the line that is being
configured.

Example

This example shows how to configure the console session to never timeout.

Switch# configure terminal
Switch (config)# line console
Switch (config-line)# session-timeout 0

Switch (config-1line) #

5-24 terminal width

The command is used to set the number of character columns on the terminal screen for the current
session line. The terminal width command will only affect the current session. The terminal width
default command will set the default value, but it does not affect any current sessions. Use the no
form of this command to revert to the default setting.

terminal width NUMBER
no terminal width
terminal width default NUMBER

no terminal width default

Parameters

NUMBER Specifies the number of characters to display on the screen. Valid
values are from 40 to 255.

Default

By default, this value is 80 characters.
Command Mode

Use the User/Privileged EXEC Mode for the terminal width command.

Use the Global Configuration Mode for the terminal width default command.
Command Default Level

Level: 1 (for the terminal width command).
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Level: 12 (for the terminal width default command).

Usage Guideline

By default, the Switch’s system terminal provides a screen display width of 80 characters. The
terminal width command changes the terminal width value which applies only to the current session.
When changing the value in a session, the value applies only to that session. When the no form of
this command is used, the number of lines in the terminal display screen is reset to the default, which
is 80 characters.

The terminal width default command is available in the global configuration mode. The command
setting does not affect the current existing terminal sessions but affect the new terminal sessions that
are activated later and just the global terminal width value can be saved.

However, for remote CLI session access such as Telnet, the auto-negotiation terminal width result will
take precedence over the default setting if the negotiation is successful. Otherwise, the default
settings take effect.

Example
This example shows how to adjust the current session terminal width to 120 characters.
Switch# show terminal
Length: 24 lines
Width: 80 columns
Default Length: 24 lines
Default Width: 80 columns
Baud rate: 9600
Switch# terminal width 120
Switch# show terminal
Length: 24 lines
Width: 120 columns
Default Length: 24 lines
Default Width: 80 columns
Baud rate: 9600
Switch #
5-25 username
This command is used to create a user account. Use the no form of this command to delete the user
account.
username NAME [privilege LEVEL] [nopassword | password [0 | 7 | 15] PASSWORD]
no username [NAME]
Parameters
NAME Specifies the user name with a maximum of 32 characters.
privilege LEVEL (Optional) Specifies the privilege level for each user. The privilege

level must be between 1 and 15.

nopassword (Optional) Specifies that there will be no password associated
with this account.

password (Optional) Specifies the password for the user.
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Default

0 (Optional) Specifies the password in clear, plain text. The
password length is between 1 and 32 characters and can contain
embedded spaces. It is case-sensitive. If the password syntax
cannot be specified, the syntax remains plain text.

7 (Optional) Specifies the encrypted password based on SHA-1.
The password length is fixed at 35 bytes. It is case-sensitive. The
password is encrypted. If the password syntax is not specified, the
syntax is plain text.

15 (Optional) Specifies the encrypted password based on MD5. The
password length is fixed at 31 bytes. It is case-sensitive. The
password is encrypted. If the password syntax is not specified, the
syntax is plain text.

PASSWORD (Optional) Specifies the password string based on the type.

By default, the user name is admin, password is admin, and the privilege level is 15.

Command Mode

Global Configuration Mode.

Command Default Level

Level: 15.

Usage Guideline

Example

5-26

This command creates user accounts with different access levels. When the user logs in with Level 1,
the user will be in the User EXEC Mode. The user needs to further use the enable command to enter
the Privileged EXEC Mode.

When the user logs in with a Level higher than or equal to 2, the user will directly enter the Privileged
EXEC Mode. Therefore, the Privileged EXEC Mode can be in Levels 2 to 15.

The user can specify the password in the encrypted form or in the plain-text form. If it is in the plain-
text form, but the service password encryption option is enabled, the password will be converted to
the encrypted form.

If the no username command is used without the user name specified, all users are removed.

By default, the user account is empty. When the user account is empty, the user will be directly in the
User EXEC Mode at Level 1. The user can further enter the Privileged EXEC Mode using the enable
command.

This example shows how to create an administrative username, called admin, and a password, called
“‘mypassword”.

Switch# configure terminal

Switch (config)# username admin privilege 15 password 0 mypassword

Switch (config) #

This example shows how to remove the user account with the username admin.

Switch# configure terminal
Switch (config) # no username admin

Switch (config) #

password

This command is used to create a new password. Use the no form of this command remove the
password.
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password [0 | 7 | 15] PASSWORD

no password

Parameters

0 Specifies the password in clear, plain text. The password length is
between 1 and 32 characters and can contain embedded spaces.
It is case-sensitive. If the password syntax cannot be specified,
the syntax remains plain text.

7 Specifies the encrypted password based on SHA-1. The
password length is fixed at 35 bytes. It is case-sensitive. The
password is encrypted. If the password syntax is not specified, the
syntax is plain text.

15 Specifies the encrypted password based on MD5. The password
length is fixed at 31 bytes. It is case-sensitive. The password is
encrypted. If the password syntax is not specified, the syntax is
plain text.

PASSWORD Specifies the password for the user.

Default
None.

Command Mode

Line Configuration Mode.
Command Default Level

Level: 15.

Usage Guideline

This command is used to create a new user password. Only one password can be used for each type

of line.
Example
This example shows how to create a password for the console line.
Switch# configure terminal
Switch (config)# line console
Switch (config-line) # password 123
Switch (config-1line) #
5-27 clear line
This command is used to disconnect an active session on the switch.
clear line LINE-ID
Parameters
LINE-ID Specifies the line ID to disconnect a connection session. The
value is from 1 to 22.
Default

None.
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Command Mode
Privileged EXEC Mode.
Command Default Level
Level: 15.
Usage Guideline
This command is used to disconnect an active session on the switch.
Example

This example shows how to disconnect the line session 1.

Switch# clear line 1
Switch#

5-28 banner exec

This command is used to configure the banner message to be displayed when an EXEC process is
initiated. Use the no form of this command to delete the existing EXEC banner.

banner exec cMESSAGEc

no banner exec

Parameters

c Specifies the separator of the EXEC banner message, for
example a pound sign (#). The delimiting character is not allowed
in the login banner message.

MESSAGE Specifies the contents of an EXEC banner which will be displayed
after the username and password, but before the EXEC mode
prompt.

Default
None.

Command Mode
Global Configuration Mode.
Command Default Level
Level: 12.
Usage Guideline
Use this command to configure a customized banner to be displayed before the EXEC mode prompt.

The customized banner allows using specific tokens in the form of $ in the message text to display the
current configuration or information in the System.

e $(hostname) - The string that is used to define the prompt message.
e $(line) - Display the line ID (connection session ID).

Example

This example shows how to configure a EXEC banner. The token sign ($) is replaced by the
corresponding configuration.
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Switch (config) #banner exec #
Enter TEXT message. End with the character '#'.
Session established on $ (hostname) #

Switch (config) #

5-29 exec-banner

This command is used to display the EXEC banner on the specified line or lines. Use the no form of
this command to revert to the default setting.

exec-banner

no exec-banner

Parameters

None.
Default

By default, this is enabled on all lines.
Command Mode

Line Configuration Mode.
Command Default Level

Level: 12.
Usage Guideline

This command determines whether the Switch displays the EXEC banner when an EXEC session is
created.

Example

This example shows how to configure that the EXEC banner is not displayed on SSH line.

Switch#configure terminal
Switch (config) #line ssh
Switch (config-line) #no exec-banner

Switch (config-line) #

5-30 outgoing-session-timeout

This command is used to configure the outgoing session timeout value. Use the no form of this
command to revert to the default setting.

outgoing-session-timeout MINUTES
no outgoing-session-timeout

Parameters

MINUTES Specifies the timeout length in minutes. 0 represents never
timeout. The value is from 0 to 1439.

Default
By default, this value is 0.
Command Mode

Line Configuration Mode.

88



DGS-1510 Series Gigabit Ethernet SmartPro Switch CLI Reference Guide

Command Default Level
Level: 12.
Usage Guideline

This command is used to configure the outgoing session timeout value used to timeout outgoing
Telnet connections through the CLI of the Switch to another device.

When the timeout occurs through a virtual line connection (Telnet/SSH connection to the Switch), the
session will be returned to the Privileged EXEC Mode prompt.

When the timeout occurs through the physical line connection (Console connection to the Switch), the
session will be logged out and the line connection will be returned to the idle state.

The outgoing session timeout function has a higher priority than the session timeout function
(connection to the Switch) configured using the session-timeout command. This means that the local
session cannot be closed if the outgoing session is still alive.

Example

This example shows how to configure the outgoing session timeout value for SSH line.

Switch#configure terminal
Switch (config)#line ssh
Switch (config-line) #outgoing-session-timeout 5

Switch (config-1line) #

5-31 terminal monitor

The command is used to enable debugging and system log messages for current Telnet/SSH
sessions. Use the no form of this command to disable this function.

terminal monitor

terminal no monitor

Parameters

None.
Default

By default, this option is disabled.
Command Mode

Privileged EXEC Mode.
Command Default Level

Level: 12.
Usage Guideline

The command is used to enable or disable debugging and system log messages for current
Telnet/SSH sessions.

Example

This example shows how to enable debugging and system log messages for current Telnet/SSH
sessions.

Switch#terminal monitor
Switch#
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6. ARP Spoofing Prevention Commands

6-1 ip arp spoofing-prevention
This command is used to configure an ARP Spoofing Prevention (ASP) entry of the gateway used for
preventing ARP poisoning attacks. Use the no form of this command to delete an ARP spoofing
prevention entry.
ip arp spoofing-prevention GATEWAY-IP GATEWAY-MAC interface INTERFACE-ID [, | -]
no ip arp spoofing-prevention GATEWAY-IP [interface INTERFACE-ID [, | -1
Parameters

GATEWAY-IP Specifies the IP address of the gateway.

GATEWAY-MAC Specifies the MAC address of the gateway. The MAC address
setting will replace the last configuration for the same gateway IP
address.

interface INTERFACE-ID Specifies the interface that will be activated or removed from
active interface list (in the no form of this command). An ARP
entry won't be checked, if the receiving port is not included in the
specified interface list.

) (Optional) Specifies a number of interfaces or separate a range of
interfaces from a previous range. No space before and after the
comma.

- (Optional) Specifies a range of interfaces. No space before and
after the hyphen.

Default

By default, no entries exist.

Command Mode

Global Configuration Mode.

Command Default Level

Level: 12.

Usage Guideline

This command is used to configure the ARP spoofing prevention (ASP) entry to prevent spoofing of
the MAC address of the protected gateway. When an entry is created, ARP packets whose sender IP
address matches the gateway IP address, of an entry, but its sender MAC address field does not
match the gateway MAC address, of the entry, will be dropped by the system. The ASP will bypass
the ARP packets whose sender IP address does not match the configured gateway IP address.

If an ARP address matches a configured gateway’s IP address, MAC address, and port list, then
bypass the Dynamic ARP Inspection (DAI) check no matter if the receiving port is ARP ‘trusted’ or
‘untrusted’.

Only physical ports and port channel interfaces are valid interface to be specified.
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Example

This example shows how to configure an ARP spoofing prevention entry with an IP address of
10.254.254.251 and MAC address of 00-00-00-11-11-11 and activate the entry at port eth1/0/10 and
port channel 3.

Switch#configure terminal

Switch (config)# ip arp spoofing-prevention 10.254.254.251 00-00-00-11-11-11
interface ethl1/0/10

Switch (config)# ip arp spoofing-prevention 10.254.254.251 00-00-00-11-11-11
interface port-channel 3

Switch (config) #

6-2 ip arp spoofing-prevention logging enable

This command is used to enable logging the attack information when the |P address of the attack
matches the gateway. Use the no form of this command to disable this function.

ip arp spoofing-prevention logging enable

no ip arp spoofing-prevention logging enable

Parameters

None.
Default

By default, this option is disabled.
Command Mode

Global Configuration Mode.
Command Default Level

Level: 12.
Usage Guideline

This command is used to enable or disable logging the attack information when the IP address of the
attack matches the gateway.

Example

This example shows how to enable logging the attack information when the IP address of the attack
matches the gateway.

Switch#configure terminal

Switch (config)#ip arp spoofing-prevention logging enable

Switch (config) #

6-3 show ip arp spoofing-prevention

This command is used to display the configuration of ARP spoofing prevention.
show ip arp spoofing-prevention

Parameters

None.
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Default
None.
Command Mode
User/Privileged EXEC Mode.
Command Default Level
Level: 1.
Usage Guideline
Use this command to display all ARP spoofing prevention entries.
Example

This example shows how to display all ARP spoofing prevention entries.

Switch# show ip arp spoofing-prevention
Ip MAC Interfaces
10.254.254.251 00-00-00-11-11-11 eth2/0/10

Total Entries: 1

Switch#

Display Parameters

IP The IP address of the gateway.
MAC The MAC address of the gateway.
Interfaces The interfaces on which the ARP spoofing prevention is active.
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7. Asymmetric VLAN Commands

71 asymmetric-vlan

This command is used to enable the asymmetric VLAN function. Use the no form of this command to
disable the asymmetric VLAN function.

asymmetric-vlan

no asymmetric-vlian

Parameters

None.
Default

By default, this feature is disabled.
Command Mode

Global Configuration Mode.
Command Default Level

Level: 12.
Usage Guideline

Use this command to enable or disable the asymmetric VLAN function.
Example

This example shows how to enable asymmetric VLAN.

Switch# configure terminal

Switch (config)# asymmetric-vlan

This example shows how to disable asymmetric VLAN.

Switch# configure terminal

Switch (config)# no asymmetric-vlan
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8. Authentication, Authorization, and
Accounting (AAA) Commands

8-1 aaa accounting commands

This command is used to configure the method list used for all commands at the specified privilege
level. Use the no form of this command to remove an accounting method list.

aaa accounting commands LEVEL {default | LIST-NAME} {start-stop METHOD1

[METHOD?2...] | none}

no aaa accounting commands LEVEL {default | LIST-NAME}

Parameters
LEVEL Specifies to do accounting for all configure commands at the
specified privilege level. Valid privilege level entries are 1 to 15.
default Specifies to configure the default method list for accounting.
LIST-NAME Specifies the name of the method list. This name can be up to 32
characters long.
start-stop Specifies to send accounting messages when a process starts

and ends. Users are allowed to access the network, whether or
not the start accounting message was received by the accounting
server.

METHOD1 [METHOD2...]

Specifies the list of methods that the accounting algorithm tries in
the given sequence. Enter at least one method or enter up to four
methods. The following are keywords that can be used to specify
a method.

group tacacs+ - Specifies to use the servers defined by the
TACACS+ server host command.

group GROUP-NAME - Specifies to use the server groups
defined by the aaa group server tacacs+ command.

none

Specifies not to perform accounting.

Default

No AAA accounting method is configured.

Command Mode

Global Configuration Mode.

Command Default Level
Level: 15.
Usage Guideline

Use this command to configure the method list for accounting of commands.

Example

This example shows how to create a method list for accounting of the privilege level of 15 using
TACACS+ and sends the accounting messages at the start and end time of access.

Switch#configure terminal

Switch (config) #aaa accounting commands 15 list-1 start-stop group tacacs+

Switch (config) #

94



DGS-1510 Series Gigabit Ethernet SmartPro Switch CLI Reference Guide

8-2 aaa accounting exec

This command is used to configure the method list used for exec accounting for a specific line. Use
the no form of this command to disable the accounting exec.

aaa accounting exec {default | LIST-NAME} {start-stop METHOD1 [METHQOD?2...] | none}
no aaa accounting exec {default | LIST-NAME}

Parameters

default Specifies to configure the default method list for EXEC
accounting.

LIST-NAME Specifies the name of the method list. This name can be up to 32
characters long.

start-stop Specifies to send accounting messages when a process starts
and ends. Users are allowed to access the network, whether or
not the start accounting message was received by the accounting
server.

METHOD1 [METHOD?2...] Specifies the list of methods that the accounting algorithm tries in
the given sequence. Enter at least one method or enter up to four
methods. The following are keywords that can be used to specify
a method.

group tacacs+ - Specifies to use the servers defined by the
TACACS+ server host command.

group GROUP-NAME - Specifies to use the server groups
defined by the aaa group server tacacs+ command.

none Specifies not to perform accounting.

Default
No AAA accounting method is configured.
Command Mode
Global Configuration Mode.
Command Default Level
Level: 15.
Usage Guideline

Use this command to configure the method list for EXEC accounting.

Example
This example shows how to create a method list for accounting of user activities using RADIUS, which
will send accounting messages at the start and end time of access.
Switch#configure terminal
Switch (config) #aaa accounting exec list-1 start-stop group radius
Switch (config) #
8-3 aaa accounting network

This command is used to account user activity in accessing the network. Use the no form of this
command to remove the accounting method list.

aaa accounting network default {start-stop METHOD1 [METHOD?2...] | none}

no aaa accounting network default

95



DGS-1510 Series Gigabit Ethernet SmartPro Switch CLI Reference Guide

Parameters

network Specifies to perform accounting of network related service
requests.

start-stop Specifies to send accounting messages at both the start time and
the end time of access. Users are allowed of access the network
regardless of whether the start accounting message enables the
accounting successfully.

default Specifies to configure the default method list for network
accounting.

METHOD1 [METHOD?2...] Specifies the list of methods that the accounting algorithm tries in
the given sequence. Enter at least one method or enter up to four
methods. The following are keywords that can be used to specify
a method.

group radius — Specifies to use the servers defined by the

RADIUS server host command.

group tacacs+ - Specifies to use the servers defined by the
TACACS+ server host command.

group GROUP-NAME — Specifies to use the server groups
defined by the AAA group server command.

none Specifies not to perform accounting.

Default
No AAA accounting method is configured.
Command Mode
Global Configuration Mode.
Command Default Level
Level: 15.
Usage Guideline

Use this command to configure the accounting method list for network access fees. For the default
method list to take effect, enable AAA first by using the aaa new-model command. The accounting
system is disabled if the default method list is not configured.

Example
This example shows how to enable accounting of the network access fees using RADIUS and sends
the accounting messages at the start and end time of access.

Switch#configure terminal
Switch (config) #aaa accounting network default start-stop group radius

Switch (config) #

8-4 aaa accounting system

This command is used to account system events. Use the no form of this command to remove the
accounting method list.

aaa accounting system default {start-stop METHOD1 [METHOD?2...] | none}

no aaa accounting system default
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Parameters

Default

system Specifies to perform accounting for system-level events.

start-stop Specifies to send accounting messages at both the start time and
the end time of access. Users are allowed to access the network
regardless of whether the start accounting message enables the
accounting successfully.

default Specifies to configure the default method list for system
accounting.

METHOD1 [METHOD?2...] Specifies the list of methods that the accounting algorithm tries in
the given sequence. Enter at least one method or enter up to four
methods. The following are keywords that can be used to specify
a method.

group radius — Specifies to use the servers defined by the
RADIUS server host command.

group tacacs+ - Specifies to use the servers defined by the
TACACS+ server host command.

group GROUP-NAME — Specifies to use the server groups
defined by the AAA group server command.

none Specifies not to perform accounting.

No AAA accounting method is configured.

Command Mode

Global Configuration Mode.

Command Default Level

Level: 15.

Usage Guideline

Use this command to configure the accounting method list for system-events such as reboot, reset
events. For the default method list to take effect, enable AAA first by using the aaa new-model
command. The accounting system is disabled if the default method list is not configured.

Example
This example shows how to enable accounting of the system events using RADIUS and sends the
accounting messages while system event occurs.
Switch#configure terminal
Switch (config) # aaa accounting system default start-stop group radius
Switch (config) #
8-5 aaa authentication enable
This command is used to configure the default method list used for determining access to the
privileged EXEC level. Use the no form of this command to remove the default method list.
aaa authentication enable default METHOD1 [METHOD?2...]
no aaa authentication enable default
Parameters

METHOD1 [METHOD?2...] Specifies the list of methods that the authentication algorithm tries
in the given sequence. Enter at least one method or enter up to
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Default

four methods. The following are keywords that can be used to
specify a method.

enable — Specifies to use the local enable password for
authentication.

group radius — Specifies to use the servers defined by the
RADIUS server host command.

group tacacs+ - Specifies to use the servers defined by the
TACACS+ server host command.

group GROUP-NAME — Specifies to use the server groups
defined by the AAA group server command.

none - Normally, the method is listed as the last method. The
user will pass the authentication if it is not denied by previous
method authentication.

No AAA authentication method is configured.

Command Mode

Global Configuration Mode.

Command Default Level

Level: 15.

Usage Guideline

Use this command to configure the default authentication method list for determining access to the
privileged EXEC level when users issue the enable [privilege LEVEL] command. The authentication
with the RADIUS server will be based on the privilege level and take either “enable12” or “enable15”
as the user name.

Example
This example shows how to set the default method list for authenticating. The method tries the server
group “group?2”.
Switch#configure terminal
Switch (config)# aaa authentication enable default group group?2
Switch (config) #
8-6 aaa authentication dot1x
This command is used to configure the default method list used for 802.1X authentication. Use the no
form of this command to remove the default method list.
aaa authentication dot1x default METHOD1 [METHOD?2...]
no aaa authentication dot1x default
Parameters

METHOD1 [METHOD?2...] Specifies the list of methods that the authentication algorithm tries
in the given sequence. Enter at least one method or enter up to
four methods. The following are keywords that can be used to
specify a method.
local — Specifies to use the local database for authentication.

group radius — Specifies to use the servers defined by the
RADIUS server host command.

group GROUP-NAME — Specifies to use the server groups
defined by the AAA group server.
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none - Normally, the method is listed as the last method. The
user will pass authentication if it is not denied by previous method
authentication.

Default
No AAA authentication method is configured.
Command Mode
Global Configuration Mode.
Command Default Level
Level: 15.
Usage Guideline

Use this command to configure the default authentication method list for 802.1X authentication.
Initially, the default method list is not configured. The authentication of 802.1X requests will be
performed based on the local database.

Example
This example shows how to set the default methods list for authenticating dot1X users.
Switch#configure terminal
Switch (config)# aaa authentication dotlx default group radius
Switch (config) #
8-7 aaa authentication jwac
This command is used to configure the default method list used for JWAC authentication. Use the no
form of this command to remove the default method list.
aaa authentication jwac default METHOD1 [METHOD?2...]
no aaa authentication jwac default
Parameters
METHOD1 [METHOD?2...] Specifies the list of methods that the authentication algorithm tries
in the given sequence. Enter at least one method or enter up to
four methods. The following are keywords that can be used to
specify a method.
local — Specifies to use the local database for authentication.
group radius — Specifies to use the servers defined by the
RADIUS server host command.
group GROUP-NAME — Specifies to use the server groups
defined by the AAA group server.
none - Normally, the method is listed as the last method. The
user will pass authentication if it is not denied by previous method
authentication.
Default

No AAA authentication method is configured.
Command Mode

Global Configuration Mode.
Command Default Level

Level: 15.
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Usage Guideline

Use this command to configure the default authentication method list for JIWAC authentication.
Initially, the default method list is not configured. The authentication of JWAC requests will be
performed based on the local database.

Example
This example shows how to set the default methods list for JWAC authentication.
Switch#configure terminal
Switch (config) #aaa authentication jwac default group radius
Switch (config) #
8-8 aaa authentication login
This command is used to configure the method list used for login authentication. Use the no form of
this command to remove a login method list.
aaa authentication login {default | LIST-NAME} METHOD1 [METHOD?2...]
no aaa authentication login {default | L/IST-NAME}
Parameters
default Specifies to configure the default method list for login
authentication.
LIST-NAME Specifies the name of the method list other than the default
method list. This name can be up to 32 characters long.
METHOD1 [METHOD?2...] Specifies the list of methods that the authentication algorithm tries
in the given sequence. Enter at least one method or enter up to
four methods. The following are keywords that can be used to
specify a method.
local — Specifies to use the local database for authentication.
group radius — Specifies to use the servers defined by the
RADIUS server host command.
group tacacs+ - Specifies to use the servers defined by the
TACACS+ server host command.
group GROUP-NAME — Specifies to use the server groups
defined by the AAA group server command.
none - Normally, the method is listed as the last method. The
user will pass authentication if it is not denied by previous
method'’s authentication.
Default

No AAA authentication method list is configured.
Command Mode

Global Configuration Mode.
Command Default Level

Level: 15.
Usage Guideline

Use this command to configure the authentication method list used for login authentication. Multiple
method lists can be configured. The default keyword is used to define the default method list.

If authentication uses the default method list but the default method list does not exist, then the
authentication will be performed via the local database.
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The login authentication authenticates the login user name and password, and also assigns the
privilege level to the user based on the database.

A method list is a sequential list describing the authentication methods to be queried in order to
authenticate a user. Method lists enable you to designate one or more security protocols to be used
for authentication, thus ensuring a backup system for authentication in case the initial method fails.
The switch system uses the first listed method to authenticate users. If that method fails to respond,
the switch system selects the next authentication method listed in the method list. This process
continues until there is successful communication with a listed authentication method or all methods
defined in the method list are exhausted.

It is important to note that the switch system attempts authentication with the next listed authentication
method only when there is no response from the previous method. If authentication fails at any point
in this cycle, meaning that the security server or local username database responds by denying the
user access, the authentication process stops and no other authentication methods are attempted.

Example
This example shows how to set the default login methods list for authenticating of login attempts.
Switch#configure terminal
Switch (config)# aaa authentication login default group group2 local
Switch (config) #
8-9 aaa authentication mac-auth
This command is used to configure the default method list used for MAC authentication. Use the no
form of this command to remove the default method list.
aaa authentication mac-auth default METHOD1 [METHOD?2...]
no aaa authentication mac-auth default
Parameters
METHOD1 [METHOD?2...] Specifies the list of methods that the authentication algorithm tries
in the given sequence. Enter at least one method or enter up to
four methods. The following are keywords that can be used to
specify a method.
local — Specifies to use the local database for authentication.
group radius — Specifies to use the servers defined by the
RADIUS server host command.
group GROUP-NAME — Specifies to use the server groups
defined by the AAA group server.
none - Normally, the method is listed as the last method. The
user will pass authentication if it is not denied by previous method
authentication.
Default

No AAA authentication method is configured.
Command Mode

Global Configuration Mode.
Command Default Level

Level: 15.
Usage Guideline

Use this command to configure the default authentication method list for MAC authentication. Initially,
the default method list is not configured. The authentication of MAC request will be performed based
on the local database.
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Example
This example shows how to set the default methods list for authenticating mac-auth users.
Switch#configure terminal
Switch (config)# aaa authentication mac-auth default group radius
Switch (config) #
8-10 aaa authentication web-auth
This command is used to configure the default method list used for Web authentication. Use the no
form of this command to remove the default method list.
aaa authentication web-auth default METHOD1 [METHOD?2...]
no aaa authentication web-auth default
Parameters
METHOD1 [METHOD?2...] Specifies the list of methods that the authentication algorithm tries
in the given sequence. Enter at least one method or enter up to
four methods. The following are keywords that can be used to
specify a method.
local — Specifies to use the local database for authentication.
group radius — Specifies to use the servers defined by the
RADIUS server host command.
group GROUP-NAME — Specifies to use the server groups
defined by the AAA group server.
none - Normally, the method is listed as the last method. The
user will pass authentication if it is not denied by previous method
authentication.
Default

No AAA authentication method is configured.

Command Mode

Global Configuration Mode.

Command Default Level

Level: 15.

Usage Guideline

Example

8-11

Use this command to configure the default authentication method list for Web authentication. Initially,
the default method list is not configured. The authentication of the web-auth request will be performed
based on the local database.

This example shows how to set the default method list for authenticating web-auth users.

Switch#configure terminal
Switch (config)# aaa authentication web-auth default group radius

Switch (config) #

aaa group server radius

This command is used to enter the RADIUS group server configuration mode to associate server
hosts with the group. Use the no form of this command to remove a RADIUS server group.
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aaa group server radius GROUP-NAME
no aaa group server radius GROUP-NAME

Parameters
GROUP-NAME Specifies the name of the server group. This name can be up to
32 characters long. The syntax is a general string and does not
allow spaces.
Default

There is no AAA group server.

Command Mode

Global Configuration Mode.

Command Default Level

Level: 15.

Usage Guideline

Example

8-12

Use this command to define a RADIUS server group. The created server group is used in the
definition of method lists used for authentication, or accounting by using AAA authentication and AAA
accounting command. Also use this command to enter the RADIUS group server configuration mode.
Use the server command to associate the RADIUS server hosts with the RADIUS server group.

This example shows how to create a RADIUS server group with two entries. The second host entry
acts as backup to the first entry.

Switch#configure terminal

Switch (config) #aaa group server radius groupl

Switch (config-sg-radius)# server 172.19.10.100

Switch (config-sg-radius) # server 172.19.11.20

Switch (config-sg-radius) # exit
(

Switch (config) #

aaa group server tacacs+

This command is used to enter the TACACS+ group server configuration mode to associate server
hosts with the group. Use the no form of this command to remove a TACACS+ server group.

aaa group server tacacs+ GROUP-NAME
no aaa group server tacacs+ GROUP-NAME

Parameters

Default

GROUP-NAME Specifies the name of the server group. This name can be up to
32 characters long. The syntax is a general string and does not
allow spaces.

There is no AAA group server.

Command Mode

Global Configuration Mode.
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Command Default Level

Level: 15.

Usage Guideline

Example

Use this command to enter the TACACS+ group server configuration mode. Use the server command
to associate the TACACS+ server hosts with the TACACS+ server group. The defined server group
can be specified as the method list for authentication, or accounting by using the AAA authentication
and AAA accounting command.

This example shows how to create a TACACS+ server group with two entries.

Switch#configure terminal

Switch (config) #aaa group server tacacs+ groupl
Switch (config-sg-tacacs+)# server 172.19.10.100
Switch
Switch

config-sg-tacacs+)# server 172.19.11.20

config-sg-tacacs+) # exit

(
(
(
(

Switch (config) #

8-13 aaa new-model
This command is used to enable AAA for the authentication or accounting function. Use the no form
of this command to disable the AAA function.
aaa new-model
no aaa new-model
Parameters
None.
Default

By default, this feature is disabled.

Command Mode

Global Configuration Mode.

Command Default Level

Level: 15.

Usage Guideline

Example

Use this command to enable AAA before the authentication and accounting via the AAA method lists
take effect. If AAA is disabled, the login user will be authenticated via the local user account table
created by the username command. The enable password will be authenticated via the local table
which is defined via the enable password command.

This example shows how to enable the AAA function.
Switch#configure terminal
Switch (config)# aaa new-model

Switch (config) #

104



DGS-1510 Series Gigabit Ethernet SmartPro Switch CLI Reference Guide

8-14 aaa server radius dynamic-author
This command is used to enable the Switch as an AAA server to facilitate interaction with an external
policy server. Use the no form of this command to disable this function.
aaa server radius dynamic-author
no aaa server radius dynamic-author
Parameters
None.
Default

By default, this feature is disabled.

Command Mode

Global Configuration Mode.

Command Default Level

Level: 15.

Usage Guideline

Example

8-15

Dynamic authorization allows an external policy server to dynamically send updates to a device. Use
this command to enter the Dynamic Authorization Local Server Configuration Mode and configure the
RADIUS application commands.

This example shows how to enable the Switch as an AAA server when interacting with the client at IP
address 10.12.12.12.

Switch#configure terminal

Switch (config)# aaa server radius dynamic-author

Switch (config-locsvr-da-radius)# client 10.12.12.12 server-key 12345

accounting commands

This command is used to configure the method list used for command accounting via a specific line.
Use the no form of this command to disable do accounting command.

accounting commands LEVEL {default | METHOD-LIST}

no accounting commands LEVEL

Parameters

Default

LEVEL Specifies to do accounting for all configure commands at the
specified privilege level. Valid privilege level entries are 1 to 15.

default Specifies to do accounting based on the default method list.

METHOD-LIST Specifies the name of the method list to use.

By default, this option is disabled.

Command Mode

Line Configuration Mode.
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Command Default Level

Level: 15.

Usage Guideline

For accounting via the method list to take effect, enable AAA first by using the aaa new-model
command. Create the method list first by using the aaa accounting commands command. If the
method list does not exist, the command does not take effect. The user can specify different method
lists to account commands at different levels. A level can only have one method list specified.

Example
This example shows how to enable the command accounting level 15 configure command issued via
the console using the accounting method list named “cmd-15" on the console.
Switch# configure terminal
Switch (config)# aaa accounting commands 15 cmd-15 start-stop group tacacs+
Switch (config)# line console
Switch (config-line)# accounting commands 15 cmd-15
Switch (config-line) #
8-16 accounting exec
This command is used to configure the method list used for EXEC accounting for a specific line. Use
the no form of this command to disable the accounting EXEC option.
accounting exec {default | METHOD-LIST}
no accounting exec
Parameters
default Specifies to use the default method list.
METHOD-LIST Specifies the name of the method list to use.
Default

By default, this option is disabled.

Command Mode

Line Configuration Mode.

Command Default Level

Level: 15.

Usage Guideline

Example

For accounting via the method list to take effect, enable AAA first by using the aaa new-model
command. Create the method list first by using the aaa accounting exec command. If the method list
does not exist, the command does not take effect.

This example shows how to configure the EXEC accounting method list with the name of “list-1". It
uses the RADIUS server. If the security server does not response, it does not perform accounting.
After the configuration, the EXEC accounting is applied to the console.
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Switch#configure terminal

Switch (config)# aaa accounting exec list-1 start-stop group radius

switch (config)# line console

(
switch (config-line)# accounting exec list-1
(

Switch (config-line) #

8-17 clear aaa counters servers

This command is used to clear the authentication and accounting (AAA) server statistic counters.

clear aaa counters servers {all | radius {/P-ADDRESS | IPV6-ADDRESS | all} | tacacs {/P-

ADDRESS | IPV6-ADDRESS |

Parameters

all} | sg NAME}

all

Specifies to clear server counter information related to all server
hosts.

radius /IP-ADDRESS

Specifies to clear server counter information related to a RADIUS
IPv4 host.

radius /IPV6-ADDRESS

Specifies to clear server counter information related to a RADIUS
IPv6 host.

radius all

Specifies to clear server counter information related to all RADIUS
hosts.

tacacs IP-ADDRESS

Specifies to clear server counter information related to a TACACS
IPv4 host.

tacacs /IPV6-ADDRESS

Specifies to clear server counter information related to a TACACS
IPv6 host.

tacacs all Specifies to clear server counter information related to all
TACACS hosts.
sg NAME Specifies to clear server counter information related to all hosts in
a server group.
Default
None.

Command Mode
Privileged EXEC Mode.

Command Default Level
Level: 15.

Usage Guideline

Use this command to clear the statistics counter related to AAA servers.

Example

This example shows how to clear AAA server counters.

Switch# clear aaa counters s
Switch#

ervers all

This example shows how to clear AAA server counters information for all hosts in the server group

“server-farm”.
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Switch# clear aaa counters servers sg server-farm

Switch#
8-18 client
This command is used to specify a RADIUS client from which a device can accept Change of
Authorization (CoA) and disconnect requests. Use the no form of this command to remove the client.
client {IP-ADDRESS | HOST-NAME} server-key [0 | 7] STRING
no client {HOST-NAME | IP-ADDRESS}
Parameters
IP-ADDRESS Specifies to the IP address of the RADIUS client.
HOST-NAME Specifies to the host name of the RADIUS client.
server-key Specifies the RADIUS key to be shared between the Swtich and
the RADIUS client
0 (Optional) Specifies the password in clear text form. This is the
default option.
7 (Optional) Specifies the password in the encrypted form.
STRING Specifies the shared key.
Default

CoA and disconnect requests are dropped.

Command Mode

Dynamic Authorization Local Server Configuration Mode.

Command Default Level

Level: 15.

Usage Guideline

Example

8-19

Use this command to specify a RADIUS client. The Switch can be configured to allow an external
policy server to dynamically send updates to the switch. This functionality is facilitated by the CoA
RADIUS extension. CoA introduces peer-to-peer capability to RADIUS, enabling a switch and external
policy server each to act as a RADIUS client and server.

This example shows how to configure the Switch to accept requests from the RADIUS client at IP
address 10.0.0.1.

Switch# aaa server radius dynamic-author

Switch (config-locsvr-da-radius)# client 10.0.0.1 server-key 12345

ip http authentication aaa login-authentication

This command is used to specify an AAA authentication method list for the authentication of the HTTP
server users. Use the no form of this command to reset to use the default method list.

ip http authentication aaa login-authentication {default | METHOD-LIST}

no ip http authentication aaa login-authentication
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Parameters
default Specifies to authenticate based on the default method list.
METHOD-LIST Specifies the name of the method list to use.

Default

By default, this default option is used.
Command Mode

Global Configuration Mode.
Command Default Level

Level: 15.
Usage Guideline

For authentication via the method list to take effect, enable AAA first by using the aaa new-model
command. Create the method list first by using the aaa authentication login command. If the method
list does not exist, the command does not take effect, and the authentication will be done via the
default login method list.

Example
This example shows how to configure HTTP sessions to use the method list “WEB-METHOD” for
login authentication.
Switch# configure terminal
Switch (config)# aaa authentication login WEB-METHOD group group2 local
Switch (config)# ip http authentication aaa login-authentication WEB-METHOD
Switch (config) #
8-20 ip http accounting exec
This command is used to specify an AAA accounting method for HTTP server users. Use the no form
of this command to revert to the default setting.
ip http accounting exec {default | METHOD-LIST}
no ip http accounting exec
Parameters
default Specifies to do accounting based on the default method list.
METHOD-LIST Specifies the name of the method list to use.
Default

By default, this option is disabled.
Command Mode

Global Configuration Mode.
Command Default Level

Level: 15.
Usage Guideline

For accounting via the method list to take effect, enable AAA first by using the aaa new-model
command. Create the method list first by using the aaa accounting exec command. If the method list
does not exist, the command does not take effect.
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Example
This example shows how to specify that the method configured for AAA should be used for
accounting for HTTP server users. The AAA accounting method is configured as the RADIUS
accounting method.
Switch# configure terminal
Switch (config)# aaa accounting exec list-1 start-stop group radius
Switch (config)# ip http accounting exec list-1
Switch (config) #
8-21 ip radius source-interface
This command is used to specify the interface whose IP address will be used as the source IP
address for sending RADIUS packets. Use the no form of this command to revert to the default
setting.
ip radius source-interface INTERFACE-ID
no ip radius source-interface
Parameters
INTERFACE-ID Specifies the interface whose IP address will be used as the
source |IP address for sending RADIUS packets.
Default

The IP address of the closest interface will be used.
Command Mode

Global Configuration Mode.

Server Group Configuration Mode.
Command Default Level

Level: 15.
Usage Guideline

This command can be used to specify the interface whose IP address will be used as the source IP
address for sending RADIUS packets. If the source interface is specified in both the global
configuration mode and group server configuration mode, the source interface specified in group
server configuration mode take precedence.

Example

This example shows how to set VLAN100, whose |IP address will be used as the source IP address,
for sending RADIUS packets.

Switch# configure terminal

Switch (config)# ip radius source-interface v1lanl00

Switch (confiqg) #

8-22 ip tacacs source-interface

This command is used to specify the interface whose IP address will be used as the source IP
address for sending TACACS packets. Use the no form of this command to revert to the default
setting.
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ip tacacs source-interface INTERFACE-ID

no ip tacacs source-interface

Parameters

INTERFACE_ID Specifies the interface whose IP address will be used as the
source |IP address for sending TACACS packets.

Default
The IP address of the closest interface will be used.
Command Mode
Global Configuration Mode.
Server Group Configuration Mode.
Command Default Level
Level: 15.
Usage Guideline

This command can be used to specify the interface whose IP address will be used as the source IP
address for sending TACACS packets. If the source interface is specified in both the global
configuration mode and group server configuration mode, the source interface specified in group
server configuration mode take precedence.

Example
This example shows how to set VLAN100, whose IP address will be used as the source IP address,
for sending TACACS packets.
Switch# configure terminal
Switch (config)# ip tacacs source-interface v1lanl00
Switch (config) #
8-23 ipv6 radius source-interface
This command is used to specify the interface whose IPv6 address will be used as the source IPv6
address for sending RADIUS packets. Use the no form of this command to revert to the default
setting.
ipv6 radius source-interface INTERFACE-ID
no ipv6 radius source-interface
Parameters
INTERFACE-ID Specifies the interface whose IPv6 address will be used as the
source |IPv6 address for sending RADIUS packets.
Default

The IPv6 address of the closest interface will be used.
Command Mode

Global Configuration Mode.

Server Group Configuration Mode.
Command Default Level

Level: 15.
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Usage Guideline

This command is used to specify the interface whose IPv6 address will be used as the source IPv6
address for sending RADIUS packets. If the source interface is specified in both the global
configuration mode and group server configuration mode, the source interface specified in group
server configuration mode take precedence.

Example

This example shows how to set VLAN100, whose |IPv6 address will be used as the source IPv6
address, for sending RADIUS packets.

Switch# configure terminal

Switch (config)# ipvé radius source-interface vlanl00

Switch (config) #

8-24 ipv6 tacacs source-interface

This command is used to specify the interface whose IPv6 address will be used as the source IPv6
address for sending TACACS packets. Use the no form of this command to revert to the default
setting.

ipv6 tacacs source-interface INTERFACE-ID

no login authentication

Parameters

INTERFACE_ID Specifies the interface whose IPv6 address will be used as the
source IPv6 address for sending TACACS packets.

Default
The IPv6 address of the closest interface will be used.
Command Mode
Global Configuration Mode.
Server Group Configuration Mode.
Command Default Level
Level: 15.
Usage Guideline

This command can be used to specify the interface whose IPv6 address will be used as the source
IPv6 address for sending TACACS packets. If the source interface is specified in both the global
configuration mode and group server configuration mode, the source interface specified in group
server configuration mode take precedence.

Example

This example shows how to set VLAN100, whose IPv6 address will be used as the source IPv6
address, for sending TACACS packets.

Switch# configure terminal

Switch (config)# ipv6 tacacs source-interface vlanl00

Switch (config) #
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8-25 login authentication

This command is used to configure the method list used for login authentication via a specific line Use
the no form of this command to revert to the default method list.

login authentication {default | METHOD-LIST}

no login authentication

Parameters
default Specifies to authenticate based on the default method list.
METHOD-LIST Specifies the name of the method list to use.

Default

By default, the default method list is used.
Command Mode

Line Configuration Mode.
Command Default Level

Level: 15.
Usage Guideline

For authentication via the method list to take effect, enable AAA first by using the aaa new-model
command. Create the method list first by using the aaa authentication login command. If the method
list does not exist, the command does not take effect and the authentication will be done via the
default login method list.

When aaa new-model is enabled, the default method list is used for authentication.

Example
This example shows how to set the local console line to use the method list “CONSOLE-LINE-
METHOD’ for login authentication.
Switch#configure terminal
Switch (config)# aaa authentication login CONSOLE-LINE-METHOD group group2 local
Switch (config)# line console
Switch (config-line)# login authentication CONSOLE-LINE-METHOD
Switch (config-line) #
8-26 port
This command is used to specify the port number on the Switch listens for RADIUS requests from
configured RADIUS clients. Use the no form of this command to revert to the default setting.
port PORT-NUMBER
no port
Parameters
PORT-NUMBER Specifies the port number.
Default

By default, the port number is 3799.
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Command Mode

Dynamic Authorization Local Server Configuration Mode.
Command Default Level

Level: 15.

Usage Guideline

Use this command to specify the port number on the Switch listens for RADIUS requests from
configured RADIUS clients. The Switch can be configured to allow an external policy server to
dynamically send updates to the switch. This functionality is facilitated by the CoA RADIUS extension.
CoA introduces peer-to-peer capability to RADIUS, enabling a switch and external policy server each
to act as a RADIUS client and server.

Example

This example shows how to specify the port number 1650 to listen for RADIUS requests.

Switch# aaa server radius dynamic-author
Switch (config-locsvr-da-radius)# client 10.0.0.1 server-key 12345
Switch (config-locsvr-da-radius) # port 1650

8-27 radius-server attribute 4

This command is used to specify the IP address for the RADIUS attribute 4 address. Use the no form
of this command to delete the IP address.

radius-server attribute 4 /IP-ADDRESS
no radius-server attribute 4 IP-ADDRESS

Parameters

IP-ADDRESS Specifies the IP address for the RADIUS attribute 4 address.

Default

By default, the IP address is the IP address on the interface that connects the NAS to the RADIUS
server.

Command Mode

Global Configuration Mode.
Command Default Level

Level: 15.
Usage Guideline

Normally, when the ip radius source-interface command is configured, the specified IP address is
used as the IP address in the IP headers of the RADIUS packets, and as the RADIUS attribute 4
address inside the RADIUS packets.

However, when the radius-server attribute 4 command is configured, the specified IP address is
used as the RADIUS attribute 4 address inside the RADIUS packets. There is no impact to the IP
address in the IP headers of the RADIUS packets.

Example
This example shows how to configure the RADIUS attribute 4 address as 10.0.0.21.
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Switch# configure terminal
Switch (config) #radius-server attribute 4 10.0.0.21
Switch (config) #

8-28 radius-server attribute 55 include-in-acct-req

This command is used to enable the sending of the RADIUS attribute 55 (Event-Timestamp) in
accounting packets. Use the no form of this command to disable the function.

radius-server attribute 55 include-in-acct-req

no radius-server attribute 55 include-in-acct-req

Parameters

None.
Default

By default, this function is disabled.
Command Mode

Global Configuration Mode.
Command Default Level

Level: 15.
Usage Guideline

Use this command to enable or disable the sending of the RADIUS attribute 55 in accounting packets.
The Event-Timestamp attribute records the time that the event occurred on the NAS. The timestamp
sends in attribute 55 in seconds since January 1, 1970 00:00 UTC.

Example
This example shows how to enable the sending of the RADIUS attribute 55.
Switch#configure terminal
Switch (config)# radius-server attribute 55 include-in-acct-req
Switch (config) #
8-29 radius-server deadtime
This command is used to specify the default duration of the time to skip the unresponsive server. Use
the no form of this command to revert to the default setting.
radius-server deadtime MINUTES
no radius-server deadtime
Parameters
MINUTES Specifies the dead time. The valid range is 0 to 1440 (24 hours).
When the setting is 0, the unresponsive server will not be marked
as dead.
Default

By default, this value is 0.
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Command Mode

Global Configuration Mode.
Command Default Level

Level: 15.

Usage Guideline

This command can be used to improve the authentication processing time by setting the dead time to
skip the unresponsive server host entries.

When the system performs authentication with the authentication server, it attempts one server at a
time. If the attempted server does not respond, the system will attempt the next server. When the
system finds a server does not respond, it will mark the server as down, start a dead time timer, and
skip them in authentication of the following requests until expiration of the dead time.

Example

This example shows how to set the dead time to ten minutes.
Switch#configure terminal
Switch (config)# radius-server deadtime 10

Switch (config) #

8-30 radius-server host

This command is used to create a RADIUS server host. Use the no form of this command to delete a
server host.

radius-server host {/{P-ADDRESS | IPV6-ADDRESS} [auth-port PORT] [acct-port PORT]
[timeout SECONDS] [retransmit COUNT] key [0 | 7] KEY-STRING

no radius-server host {IP-ADDRESS | IPV6-ADDRESS}

Parameters

IP-ADDRESS Specifies the IP address of the RADIUS server.

IPV6-ADDRESS Specifies the IPv6 address of the RADIUS server.

auth-port PORT-NUMBER (Optional) Specifies the UDP destination port number for sending
authentication packets. The range is 0 to 65535. Set the port
number to zero if the server host is not for authentication
purposes. The default value is 1812.

acct-port PORT-NUMBER (Optional) Specifies the UDP destination port number for sending
accounting packets. The range is 0 to 65535. Set the port number
to zero if the server host is not for accounting purposes. The
default value is 1813.

timeout SECONDS (Optional) Specifies the server time-out value. The range of
timeout is between 1 and 255 seconds. If not specified, the default
value is 5 seconds.

retransmit COUNT (Optional) Specifies the retransmit times of requests to the server
when no response is received. The value is from 0 to 20. Use 0 to
disable the retransmission. If not specified, the default value is 2.

0 (Optional) Specifies the password in clear text form. This is the
default option.

7 (Optional) Specifies the password in the encrypted form.

key KEY-STRING Specifies the key used to communicate with the server. The key

can between 1 and 32 clear text characters.
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Default

By default, no server is configured.
Command Mode

Global Configuration Mode.
Command Default Level

Level: 15.
Usage Guideline

Use this command to create RADIUS server hosts before it can be associated with the RADIUS
server group using the server command.

Example
This example shows how to create two RADIUS server hosts with the different IP address.
Switch#configure terminal
Switch (config)# radius-server host 172.19.10.100 auth-port 1500 acct-port 1501
timeout 8 retransmit 3 key ABCDE
Switch (config)# radius-server host 172.19.10.101 auth-port 1600 acct-port 1601
timeout 3 retransmit 1 key ABCDE
Switch (config) #
8-31 server (RADIUS)
This command is used to associate a RADIUS server host with a RADIUS server group. Use the no
form of this command to remove a server host from the server group.
server {IP-ADDRESS | IPV6-ADDRESS}
no server {IP-ADDRESS]| IPV6-ADDRESS}
Parameters
IP-ADDRESS Specifies the IPv4 address of the authentication server.
IPV6-ADDRESS Specifies the IPv6 address of the authentication server.
Default

By default, no server is configured.
Command Mode

RADIUS Group Server Configuration Mode.
Command Default Level

Level: 15.
Usage Guideline

Use the server command to associate the RADIUS server hosts with the RADIUS server group. The
defined server group can be specified as the method list for authentication, or accounting via the aaa
authentication and aaa accounting commands. Use the radius-server host command to create a
server host entry. A host entry is identified by IP Address.
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Example

This example shows how to create two RADIUS server hosts with the different IP addresses. A server
group is then created with the two server hosts.
Switch#configure terminal

Switch (config)# radius-server host 172.19.10.100 auth-port 1500 timeout 8
retransmit 3 key ABCDE

Switch (config)# radius-server host 172.19.10.101 auth-port 1600 timeout 3
retransmit 1 key ABCDE

Switch (config) #aaa group server radius groupl

Switch (config-sg-radius)# server 172.19.10.100

Switch (config-sg-radius)# server 172.19.10.101
(

Switch (config-sg-radius) #

8-32 server (TACACS+)

This command is used to associate a TACACS+ server with a server group. Use the no form of this
command to remove a server from the server group.

server {IP-ADDRESS | IPV6-ADDRESS}
no server {IP-ADDRESS | IPV6-ADDRESS}

Parameters
IP-ADDRESS Specifies the IPv4 address of the authentication server.
IPV6-ADDRESS Specifies the IPv6 address of the authentication server.
Default

By default, no host is in the server group.
Command Mode

TACACS+ Group Server Configuration Mode.
Command Default Level

Level: 15.
Usage Guideline

Use this command to associate the TACACS+ server hosts with the TACACS+ server group. The
defined server group can be specified as the method list for authentication, or accounting via the aaa
authentication and aaa accounting commands. The configured servers in the group will be
attempted in the configured order. Use the tacacs-server host command to create a server host
entry. A host entry is identified by the IP Address.

Example

This example shows how to create two TACACS+ server hosts. A server group is then created with
the two server hosts.

Switch#configure terminal

Switch (config)# tacacs-server host 172.19.10.100 port 1500 timeout 8 key ABCDE
Switch (config)# tacacs-server host 172.19.122.3 port 1600 timeout 3 key ABCDE
Switch (config) #aaa group server tacacs+ group?2

(

(

Switch (config-sg-tacacs+)# server 172.19.10.100

Switch (config-sg-tacacs+)# server 172.19.122.3
(

Switch (config-sg-tacacs+) #
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8-33 show aaa
This command is used to display the AAA global state.

show aaa
Parameters
None.
Default
None.

Command Mode
Privileged EXEC Mode.
Command Default Level

Level: 1.
Usage Guideline

Use this command to display the AAA global state.
Example

This example shows how to display the AAA global state.

Switch# show aaa
AAA is enabled.

Switch#

8-34 tacacs-server host

This command is used to create a TACACS+ server host. Use the no form of this command to
remove a server host.

tacacs-server host {IP-ADDRESS | IPV6-ADDRESS} [port PORT-NUMBER] [timeout
SECONDS] key [0 | 7] KEY-STRING

no tacacs-server host {IP-ADDRESS | IPV6-ADDRESS}

Parameters

IP-ADDRESS Specifies the IP address of the TACACS+ server.

IPV6-ADDRESS Specifies the IPv6 address of the TACACS+ server.

port PORT-NUMBER (Optional) Specifies the UDP destination port number for sending
request packets. The default port number is 49. The range is 1 to
65535.

timeout SECONDS (Optional) Specifies the time-out value. This value must be
between 1 and 255 seconds. The default value is 5 seconds.

0 (Optional) Specifies the password in the clear text form. This is the
default option.

7 (Optional) Specifies the password in the encrypted form.

key KEY-STRING Specifies the key used to communicate with the server. The key

can be from 1 to 254 clear text characters.
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Default

No TACACS+ server host is configured.
Command Mode

Global Configuration Mode.
Command Default Level

Level: 15.
Usage Guideline

Use this command to create TACACS+ server hosts before it can be associated with the TACACS+
server group using the server command.

Example

This example shows how to create two TACACS+ server hosts with the different IP addresses.
Switch#configure terminal

Switch (config) # tacacs-server host 172.19.10.100 port 1500 timeout 8 key ABCDE
Switch (config)# tacacs-server host 172.19.122.3 port 1600 timeout 3 key ABCDE
Switch (config) #

8-35 show radius statistics

This command is used to display RADIUS statistics for accounting and authentication packets.

show radius statistics

Parameters
None.
Default
None.
Command Mode
Privileged EXEC Mode.
Command Default Level
Level: 1.
Usage Guideline

Use this command to display statistics counters related to servers.
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Example

This example shows how to display the server related statistics counters.

Switch#show radius statistics
RADIUS Server: 172.19.192.80: Auth-Port 1645, Acct-Port 1646

State is UP

Round Trip Time:
Access Requests:
Access Accepts:
Access Rejects:
Access Challenges:
Acct Request:

Acct Response:

Retransmissions:

Malformed Responses:

Bad Authenticators:
Pending Requests:
Timeouts:

Unknown Types:

Packets Dropped:

Display Parameters

Auth. Acct.
10 10
4 NA
0 NA
4 NA
0 NA
NA 3
NA 3
0 0
0 0
0 0
0 0
0 0
0 0
0 0

Auth.

Statistics for authentication packets.

Acct.

Statistics for accounting packets.

Round Trip Time

The time interval (in hundredths of a second) between the most
recent Response and the Request that matched it from this
RADIUS server.

Access Requests

The number of RADIUS Access-Request packets sent to this
server. This does not include retransmissions.

Access Accepts

The number of RADIUS Access-Accept packets (valid or invalid)
received from this server.

Access Rejects

The number of RADIUS Access-Reject packets (valid or invalid)
received from this server.

Access Challenges

The number of RADIUS Access-Challenge packets (valid or
invalid) received from this server.

Acct Request

The number of RADIUS Accounting-Request packets sent. This
does not include retransmissions.

Acct Response

The number of RADIUS packets received on the accounting port
from this server.

Retransmissions

The number of RADIUS Request packets retransmitted to this
RADIUS server. Retransmissions include retries where the
Identifier and Acct-Delay have been updated, as well as those in
which they remain the same.

Malformed Responses

The number of malformed RADIUS Response packets received
from this server. Malformed packets include packets with an
invalid length. Bad authenticators or Signature attributes or
unknown types are not included as malformed responses.

Bad Authenticators

The number of RADIUS Response packets containing invalid
authenticators or Signature attributes received from this server.

Pending Requests

The number of RADIUS Request packets destined for this server
that have not yet timed out or received a response. This variable
is incremented when a Request is sent and decremented due to

receipt of a Response, a timeout, or retransmission.
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Timeouts The number of timeouts to this server. After a timeout the client
may retry to the same server, send to a different server, or give
up. A retry to the same server is counted as a retransmit as well
as a timeout. A send to a different server is counted as a Request
as well as a timeout.

Unknown Types The number of RADIUS packets of unknown type which were
received from this server.

Packets Dropped The number of RADIUS packets of which were received from this
server and dropped for some other reason.

8-36 show tacacs statistics

This command is used to display the interoperation condition with each TACACS+ server.

show tacacs statistics

Parameters
None.
Default
None.

Command Mode
Privileged EXEC Mode.

Command Default Level
Level: 1.

Usage Guideline

Use this command to display statistics counters related to servers.

Example

This example shows how to display the server related statistics counters.

Switch# show tacacs statistics

TACACS+ Server: 172.19.192.80/49, State is UP
Socket Opens: 0

Socket Closes: 0

Total Packets Sent: 0

Total Packets Recv: 0

Reference Count: 0

Display Parameters

TACACS+ Server IP address of the TACACS+ server.

Socket Opens Number of successful TCP socket connections to the TACACS+
server.

Socket Closes Number of successfully closed TCP socket attempts.

Total Packets Sent Number of packets sent to the TACACS+ server.

Total Packets Recv Number of packets received from the TACACS+ server.

Reference Count Number of authentication requests from the TACACS+ server.
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9. Basic IPv4 Commands

9-1 arp

This command is used to add a static entry in the Address Resolution Protocol (ARP) cache. Use the
no form of this command to remove a static entry in the ARP cache.

arp IP-ADDRESS HARDWARE-ADDRESS
no arp IP-ADDRESS HARDWARE-ADDRESS

Parameters
IP-ADDRESS Specifies the network layer IP address.
HARDWARE-ADDRESS Specifies the local data-link Media Access (MAC) address (a 48-
bit address).
Default

No static entries are installed in the ARP cache.
Command Mode

Global Configuration Mode.
Command Default Level

Level: 12.
Usage Guideline

The ARP table keeps the network layer IP address to local data-link MAC address association. The
association is kept so that the addresses will not have to be repeatedly resolved. Use this command
to add static ARP entries.

Example

This example shows how to add a static ARP entry for a typical Ethernet host.

Switch# configure terminal
Switch (config)# arp 10.31.7.19 0800.0900.1834
Switch (config) #

9-2 arp timeout

This command is used to set the ARP aging time for the ARP table. Use the no form of this command
to revert to the default setting.

arp timeout MINUTES

no arp timeout

Parameters
MINUTES Specifies the dynamic entry that will be aged-out if it has no traffic
activity within the timeout period. The valid values are from 0 to
65535.
Default

The default value is 240 minutes.
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Command Mode
Interface Configuration Mode.
Command Default Level
Level: 12.
Usage Guideline
Used to set the ARP aging time for the ARP table.
Example

This example shows how to set the ARP timeout to 60 minutes to allow entries to time out.

Switch# configure terminal

Switch (config)# interface vlanl
Switch (config-if)# arp timeout 60
Switch (config-if) #

9-3 clear arp-cache

This command is used to clear the dynamic ARP entries from the table.

clear arp-cache {all | interface INTERFACE-ID | IP-ADDRESS}

Parameters
all Specifies to clear the dynamic ARP cache entries associated with
all interfaces.
INTERFACE-ID Specifies the interface ID.
IP-ADDRESS Specifies the IP address of the specified dynamic ARP cache
entry that will be cleared.
Default
None.

Command Mode
Privileged EXEC Mode.
Command Default Level
Level: 12.
Usage Guideline

This command is used to delete dynamic entries from the ARP table. The user can select to delete all
dynamic entries, specific dynamic entries, or all of the dynamic entries that are associated with a
specific interface.

Example

This example shows how to remove all dynamic entries from the ARP cache.

Switch# clear arp-cache all
Switch#
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9-4 ip address
This command is used to set a primary or secondary IPv4 address for an interface, or acquire an IP
address on an interface from the DHCP. Use the no form of this command to remove the
configuration of an IP address or disable DHCP on the interface.
ip address {IP-ADDRESS SUBNET-MASK [secondary] | dhcp}
no ip address {/P-ADDRESS SUBNET-MASK | dhcp}
Parameters
IP-ADDRESS Specifies the IP address.
SUBNET-MASK Specifies the subnet mask for the associated |P address.
secondary (Optional) Specifies that the configured address is a secondary IP
address. If this keyword is not specified, the configured address is
the primary IP address.
dhcp Specifies to acquire an IP address configuration on an interface
from the DHCP protocol.
Default

The default IP address for VLAN 1 is 10.90.90.90/8.

Command Mode

Interface Configuration Mode.

Command Default Level

Level: 12.

Usage Guideline

Example

The IPv4 address of an interface can be either manually assigned by the user or dynamically
assigned by the DHCP server. For manual assignment, the user can assign multiple networks to a
VLAN, each with an IP address. Among these multiple IP addresses, one of them must be the primary
IP address and the rest are secondary IP address. The primary address will be used as the source IP
address for SNMP trap messages or SYSLOG messages that are sent out from the interface.

This example shows how to set 10.108.1.27 is the primary address and 192.31.7.17 and 192.31.8.17
are secondary addresses for VLAN 100.

Switch# configure terminal

Switch (config)# interface vl1anl00

Switch (config-if)# ip address 10.108.1.27 255.255.255.0

Switch (config-if)# ip address 192.31.7.17 255.255.255.0 secondary

Switch (config-if)# ip address 192.31.8.17 255.255.255.0 secondary

Switch (config-if) #

ip proxy-arp

This command is used to enable the proxy ARP option for an interface. Use the no form of this
command to revert to the default setting.

ip proxy-arp
no ip proxy-arp
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Parameters

None.
Default

By default, this option is disabled.
Command Mode

Interface Configuration Mode.
Command Default Level

Level: 12.
Usage Guideline

Use this command to configure the proxy ARP state for an interface. When proxy ARP is enabled, the
system will respond to ARP requests for IP addresses within the local connected subnets. Proxy ARP
can be used in the network where hosts have no default gateway configured.

Example

This example shows how to enable proxy the ARP feature on the interface of VLAN 100.

Switch# configure terminal
Switch (config)# interface v1lanl00
Switch (config-if)# ip proxy-arp
Switch (config-if) #

9-6 ip local-proxy-arp

This command is used to enable the local proxy ARP feature on an interface. Use the no form of this
command to revert to the default setting.

ip local-proxy-arp

no ip local-proxy-arp

Parameters

None.
Default

By default, this option is disabled.
Command Mode

Interface Configuration Mode.
Command Default Level

Level: 12.
Usage Guideline

Use this command to enable the local proxy ARP function on an interface. This command is used in
the primary VLAN of a private VLAN domain to enable routing of packets among secondary VLANs or
isolated ports within the domain. The command only take effects when ip proxy arp is enabled.
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Example
This example shows how to enable local proxy ARP on VLAN100.
Switch# configure terminal
Switch (config)# interface v1lanl00
switch (config-if)# ip local-proxy-arp
switch (config-if) #
9-7 show arp
This command is used to display the ARP cache.
show arp [ARP-TYPE] [IP-ADDRESS [MASK]] [INTERFACE-ID] [HARDWARE-ADDRESS]
Parameters
ARP-TYPE (Optional) Specifies the ARP type.
dynamic — Specifies to display only dynamic ARP entries.
static —Specifies to display only static ARP entries.
IP-ADDRESS [MASK] (Optional) Specifies to display a specific entry or entries that
belong to a specific network.
INTERFACE-ID (Optional) Specifies to display ARP entries that are associated
with a specific interface.
HARDWARE-ADDRESS (Optional) Specifies to display ARP entries whose hardware
address equal to this address.
Default
None.

Command Mode

User/Privileged EXEC Mode.

Command Default Level
Level: 1.

Usage Guideline

Used to display a specific ARP entry, all ARP entries, dynamic entries, or static entries, or entries

associated with an IP interface.

Example

This example shows how to display the ARP cache.

Switch#show arp

S - Static Entry

IP Address Hardware Addr IP Interface Age (min)
S 10.31.7.19 08-00-09-00-18-34 +vlanl forever
10.90.90.90 00-01-02-03-04-00 wvlanl forever

Total Entries: 2

Switch#
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9-8 show arp timeout
This command is used to display the aging time of ARP cache.
show arp timeout [interface INTERFACE-ID]
Parameters
interface INTERFACE-ID (Optional) Specifies the interface ID to be displayed.
Default
None.

Command Mode

User/Privileged EXEC Mode.

Command Default Level

Level: 1.

Usage Guideline

Example

This command is used to display the configured ARP aging time.
This example shows how to display the ARP aging time.
Switch#show arp timeout

Interface Timeout (minutes)

Total Entries:1

Switch#

9-9 show ip interface
This command is used to display the IP interface information.
show ip interface [[INTERFACE-ID] [brief]
Parameters
INTERFACE-ID (Optional) Specifies to display information for the specified IP
interface.
brief (Optional) Specifies to display a summary of the IP interface
information.
Default
None.

Command Mode

User/Privileged EXEC Mode.
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Command Default Level

Level: 1.

Usage Guideline

Example

If no parameter is specified, information for all the interfaces will be displayed.

This example shows how to display the brief information of the IP interface.

Switch#show ip interface brief

Interface IP Address Link Status

Total Entries: 1

Switch#

This example shows how to display the IP interface information for VLAN 1.

Switch#show ip interface vlan 1

Interface vlanl is enabled, Link status is up
IP Address is 10.90.90.90/8 (Manual)
ARP timeout is 240 minutes.
Helper Address is not set
Proxy ARP is disabled
IP Local Proxy ARP is disabled

gratuitous-send is disabled, interval is 0 seconds
Total Entries: 1

Switch#
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10. Basic IPv6 Commands

10-1 clear ipv6 neighbors

This command is used to clear IPv6 neighbor cache dynamic entries.

clear ipv6 neighbors {all | interface INTERFACE-ID}

Parameters

all

Specifies to clear the dynamic neighbor cache entries associated
with all interfaces.

interface INTERFACE-ID

Specifies to clear dynamic neighbor cache entries associated with
the specified interface will be cleared.

Default
None.
Command Mode
Privileged EXEC Mode.
Command Default Level
Level: 12.

Usage Guideline

This command will only clear dynamic neighbor cache entries.

Example

This example shows how to clear IPv6 neighbor cache entries associated with interface VLAN 1.

Switch# clear ipv6 neighbors interface vlanl

Switch#

10-2 ipv6 address

This command is used to manually configure an IPv6 addresses on the interface. Use the no form of
this command to delete a manually configured IPv6 address.

ipv6 address {/IPV6-ADDRESSIPREFIX-LENGTH | IPV6-ADDRESS link-local}
no ipv6 address {/IPV6-ADDRESSIPREFIX-LENGTH | IPV6-ADDRESS link-local}

Parameters
IPV6-ADDRESS Specifies the IPv6 address and the length of prefix for the subnet.
PREFIX-LENGTH Specifies the length of the prefix. The prefix of the IPv6 address is
also a local subnet on the interface.
link-local Specifies a link-local address to be configured.
Default
None.

Command Mode

Interface Configuration Mode.
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Command Default Level

Level: 12.

Usage Guideline

The IPv6 address can directly be specified by the user or configured based on a general prefix. The
general prefix can be acquired by the DHCPV6 client. The general prefix does not need to exist before
it can be used in the ipv6 address command. The IPv6 address will not be configured until the
general prefix is acquired. The configured IPv6 address will be removed when the general prefix is
timeout or removed. The general prefix IPv6 address is formed by the general prefix in the leading
part of bits and the sub-bits excluding the general prefix part in the remaining part of bits.

An interface can have multiple IPv6 addresses assigned using a variety of mechanisms, including
manual configuration, stateless address configuration, and stateful address configuration. However,
within the same prefix, only one IPv6 address can be configured.

When the IPv6 address is configured on an interface, IPv6 processing is enabled for the interface.
The prefix of the configured IPv6 address will automatically be advertised as prefix in the RA
messages transmitted on the interface.

Example
This example shows how to configure an IPv6 address.
Switch# configure terminal
Switch (config)# interface vlan2
Switch (config-if)# ipv6 address 3ffe:22:33:44::55/64
This example shows how to remove an IPv6 address.
Switch# configure terminal
Switch (config)# interface vlan2
Switch (config-if)# no ipv6 address 3ffe:22:3:44::55/64
10-3 ipv6 address eui-64
This command is used to configure an IPv6 address on the interface using the EUI-64 interface ID.
Use the no form of this command to delete an IPv6 address formed by the EUI-64 interface ID.
ipv6 address /IPV6-PREFIXIPREFIX-LENGTH eui-64
no ipv6 address /PV6-PREFIXIPREFIX-LENGTH eui-64
Parameters
IPV6-PREFIX Specifies the IPv6 prefix part for the configured IPv6 address.
PREFIX-LENGTH Specifies the length of the prefix. The prefix of the IPv6 address is
also a local subnet on the interface. The prefix length must be
smaller than 64.
Default

None.

Command Mode

Interface Configuration Mode.

Command Default Level

Level: 12.
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Usage Guideline

Example

10-4

If the command is configured on an IPv6 ISTAP tunnel, the last 32 bits of the interface ID are
constructed using the source IPv4 address of the tunnel.

This example shows how to add an IPv6 address incidence.

Switch# configure terminal

Switch (config)# interface vlanl

Switch (config-if)# ipv6 address 3ffe:501:ffff:0::/64 eui-64
Switch (config-if) #

ipv6 address dhcp

This command is used to configure an interface using DHCPV6 to get an IPv6 address. Use the no
form of this command to disable the using of DHCPV6 to get an IPv6 address.

ipv6 address dhcp [rapid-commit]

no ipv6 address dhcp

Parameters

Default

rapid-commit (Optional) Specifies to use a two-message exchange instead of
the standard four-message exchange between the Requesting
Router (RR) and the Delegating Router (DR) to obtain the network
configuration settings from the DHCP Server.

By default, this option is disabled.

Command Mode

Interface Configuration Mode.

Command Default Level

Level: 12.

Usage Guideline

Example

10-5

Use this command to configure the interface to use DHCPvV6 to get an IPv6 address. When the no
ipv6 address dhcp command is used, the previous DHCPvV6 obtained IP address will be removed. If
the rapid commit keyword is specified for the command, the rapid commit option will be included in
the solicit message to request for the two-message exchange for address delegation.

This example shows how to configure VLAN 1 to use DHCPV6 to get an IPv6 address.

Switch# configure terminal

Switch (config)# interface vlanl
Switch (config-if)# ipv6 address dhcp
Switch (config-if) #

ipv6 enable

This command is used to enable IPv6 processing on interfaces that have no IPv6 address explicitly
configured. Use the no form of this command to disable IPv6 processing on interfaces that have no
IPv6 address explicitly configured.
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ipv6 enable

no ipv6 enable

Parameters

Default

None.

By default, this option is disabled.

Command Mode

Interface Configuration Mode.

Command Default Level

Level: 12.

Usage Guideline

When the IPv6 address is explicitly configured on the interface, the IPv6 link-local address is
automatically generated and the IPv6 processing is started. When the interface has no IPv6 address
explicitly configured, the IPv6 link-local address is not generated and the IPv6 processing is not
started. Use the ipv6 enable command to auto-generate the IPv6 link-local address and start the IPv6
processing on the interface.

Example
This example shows how to enable IPv6 on interface VLAN 1, which has no IPv6 address explicitly
configured.
Switch# configure terminal
Switch (config)# interface vlanl
Switch (config-if)# ipv6 enable
Switch (config-if) #
10-6 ipv6 hop-limit
This command is used to configure the IPv6 hop limit on the Switch. Use the no form of this command
to revert to the default setting.
ipv6 hop-limit VALUE
no ipv6 hop-limit
Parameters
VALUE Specifies the IPv6 hop limit value. To use the default value on this
interface, configure this value as 0. The range is from 0 to 255.
Default

By default, this value is 64.

Command Mode

Interface Configuration Mode.

Command Default Level

Level: 12.
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Usage Guideline

Use this command to configure the hop limit to be advertised in RA messages. The IPv6 packet
originated at the system will also use this value as the initial hop limit.

Example

This example shows how to configure the IPv6 hop limit value to 255.

Switch# configure terminal

Switch (config)# interface vlanl
Switch (config-if)# ipv6 hop-limit 255
Switch (config-if) #

10-7 ipv6 nd managed-config-flag

This command is used to enable the management configure flag in the advertised RA message. Use
the no command to disable this flag.

ipv6 nd managed-config-flag

no ipv6é nd managed-config-flag

Parameters

None.
Default

By default, this feature is disabled.
Command Mode

Interface Configuration Mode.
Command Default Level

Level: 12.
Usage Guideline

When the neighboring host receives the RA with an enabled flag, the host should use a stateful
configuration protocol to obtain IPv6 addresses.

Example

This example shows how to enable the IPv6 management configure flag in RA advertised on VLAN 1.

Switch# configure terminal

Switch (config)# interface vlanl

Switch (config-if)# ipv6 nd managed-config-flag
Switch (config-if) #

10-8 ipv6 nd other-config-flag

This command is used to enable the other configure flag in the advertised RA message. Use the no
command to disable this flag.

ipv6 nd other-config-flag
no ipv6 nd other-config-flag
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Parameters

None.
Default

By default, this feature is disabled.
Command Mode

Interface Configuration Mode.
Command Default Level

Level: 12.
Usage Guideline

When this feature is enabled, the router will instruct the connected hosts to use a stateful
configuration protocol to obtain auto-configuration information other than IPv6 address.

Example

This example shows how to enable the IPv6 other configure flag in RA advertised on VLAN 1.

Switch# configure terminal

Switch (config)# interface vlanl

Switch (config-if)# ipv6 nd other-config-flag
Switch (config-if) #

10-9 ipv6 nd prefix

This command is used to configure the IPv6 prefix to be advertised in RA messages. Use the no
command to remove the prefix.

ipv6 nd prefix IPV6-PREFIXIPREFIX-LENGTH [VALID-LIFETIME PREFERRED-LIFETIME] [off-
link] [no-autoconfig]

no ipv6 nd prefix IPV6-PREFIXIPREFIX-LENGTH

Parameters
IPV6-PREFIX Enter the IPv6 prefix to be created or advertised in the RA on the
interface here.
PREFIX-LENGTH Enter the IPv6 prefix length to be created or advertised in the RA
on the interface here.
VALID-LIFETIME (Optional) Enter the valid lifetime value here. The range is from 0
to 4294967295 seconds.
PREFERRED-LIFETIME (Optional) Enter the preferred lifetime value here. The range is
from 0 to 4294967295 seconds.
off-link (Optional) Specifies to disable the on-link flag.
no-autoconfig (Optional) Specifies to disable the auto-config flag.
Default

The default valid lifetime value is 2592000 seconds (30 days).

The default preferred lifetime value is 604800 seconds (7 days).

By default, the off-link flag and auto-config flag is on.
Command Mode

Interface Configuration Mode.
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Command Default Level

Level: 12.

Usage Guideline

For a prefix, the valid lifetime should be greater than the preferred lifetime. They are meaningful when
the prefix has the A bit ON. The received host will do a stateless address configuration based on the
prefix. If the lifetime of the prefix has exceeded the preferred lifetime, then the IPv6 address
configured based on this prefix will change to the deprecated state. If the lifetime of a prefix has
exceeded the valid lifetime, then the IPv6 address configured based on this prefix will be removed.

If the IPv6 address is manually configured on the interface, the corresponding prefix will automatically
be advertised. The advertised prefix can be modified but cannot be removed using this command. If
the IPv6 address is removed later, the advertising of the corresponding prefix will also be stopped.

Example
This example shows how to configure an IPv6 prefix 3ffe:501:ffff:100::/64 with a valid lifetime of 30000
seconds and a preferred lifetime of 20000 seconds.
Switch# configure terminal
Switch (config)# interface vlanl
Switch (config-if)# ipv6 nd prefix 3ffe:501:f£ff:100::/64 30000 20000
Switch (config-if) #
10-10 ipv6 nd ra interval
This command is used to configure the IPv6 RA interval for an interface. Use the no command to
return the RA interval to the default value.
ipv6 nd ra interval MAX-SECS [MIN-SECS]
no ipv6 nd ra interval
Parameters
MAX-SECS Enter the maximum value of the interval between retransmission
of RA messages here. The range is from 4 to 1800 seconds.
MIN-SECS (Optional) Enter the minimum value of the interval between
retransmission of RA messages here. The range is from 3 to 1350
seconds. This value must be smaller than 75% of the maximum
value.
Default

By default, the maximum interval value is 200 seconds.

Command Mode

Interface Configuration Mode.

Command Default Level

Level: 12.

Usage Guideline

The following rules apply to the minimum RA interval value if the minimum value is not configured:

* |f the maximum RA interval value is equal to or greater than 9 seconds, then the minimum
value will be 33% of the maximum value.

e If the maximum RA interval value lesser than 9 seconds, then the minimum value will be the
same as the maximum value.
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Example

This example shows how to configure IPv6 RA interval value.
Switch# configure terminal

Switch (config)# interface vlanl

Switch (config-if)# ipv6 nd ra interval 1500 1000
Switch (config-if) #

10-11 ipv6 nd ra lifetime

This command is used to configure the IPv6 RA lifetime value for an interface. Use the no command
to return the RA lifetime value to the default value.

ipv6 nd ra lifetime SECONDS

no ipv6 nd ra lifetime

Parameters

SECONDS Enter the RA lifetime value here. The range is from 0 to 9000
seconds.

Default

By default, this value is 1800 seconds.
Command Mode

Interface Configuration Mode.
Command Default Level

Level: 12.
Usage Guideline

The lifetime value in RA informs the received host of the lifetime for taking the router as the default
router.

Example
This example shows how to configure the lifetime value advertised in the RA to 9000 seconds.

Switch# configure terminal

Switch (config)# interface vlanl

Switch (config-if)# ipv6 nd ra lifetime 9000
Switch (config-if) #

10-12 ipv6 nd suppress-ra

This command is used to disable the sending of RA messages on the interface. Use the no command
to enable the sending of RA messages.

ipv6 nd suppress-ra

no ipv6 nd suppress-ra

Parameters

None.

138



DGS-1510 Series Gigabit Ethernet SmartPro Switch CLI Reference Guide

Default

By default, this feature is disabled.
Command Mode

Interface Configuration Mode.
Command Default Level

Level: 12.
Usage Guideline

Use this command to disable the sending of RA messages on the interface. Use the no command to
re-enable the sending of RA messages on an ISATAP tunnel interface.

Example

This example shows how to suppress the sending of RA on VLAN 1.

Switch# configure terminal
Switch (config)# interface vlanl
Switch (config-if)# ipv6 nd suppress-ra

Switch (config-if) #

10-13 ipv6 nd reachable-time

This command is used to configure the reachable time used in the ND protocol. Use the no command
to return this to the default value.

ipv6 nd reachable-time MILLI-SECONDS

no ipv6 nd reachable-time

Parameters
MILLI-SECONDS Enter the reachable time used in the ND protocol here. The range
is from 0 to 3600000 milliseconds in multiples of 1000
milliseconds.
Default

The default value advertised in RA is 1200000 milliseconds.

The default value used by the router is 1200000 milliseconds (1200 seconds).
Command Mode

Interface Configuration Mode.
Command Default Level

Level: 12.
Usage Guideline

The configured time is used by the router on the interface and is also advertised in RA message. If
the specified time is 0, the router will use 30 seconds on the interface and advertise 0 (unspecified) in
RA message. The reachable time is used by the IPv6 node in determining the reachability of the
neighboring nodes.

Example

This example shows how to configure the reachable time on VLAN 1 to 3600 seconds.
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Switch# configure terminal

Switch (config)# interface vlanl

Switch (config-if)# ipv6 nd reachable-time 3600000
Switch (config-if) #

10-14 ipv6 nd ns-interval
This command is used to configure the interval between retransmissions of NS messages. Use the no
command to return this to the default value.
ipv6 nd ns-interval MILLI-SECONDS
no ipv6 nd ns-interval
Parameters
MILLI-SECONDS Enter the amount of time between retransmissions of NS
message here. The range is from 0 to 3600000 milliseconds in
multiples of 1000 milliseconds.
Default

The default value advertised in the RA is 0.

The default value used by the router is 1000 milliseconds (1 second).

Command Mode

Interface Configuration Mode.

Command Default Level

Level: 12.

Usage Guideline

Example

10-15

The configured time is used by the router on the interface and is also advertised in RA message. If
the specified time is 0, the router will use 1 second on the interface and advertise 0 (unspecified) in
the RA message.

This example shows how to configure the IPv6 NS message retransmission interval to 6 seconds.

Switch# configure terminal

Switch (config)# interface vlanl

Switch (config-if)# ipv6 nd ns-interval 6000
Switch (config-if) #

ipv6 neighbor

This command is used to create a static ipv6 neighbor entry. Use the no form of this command to
delete a static IPv6 neighbor entry.

ipv6 neighbor IPV6-ADDRESS INTERFACE-ID MAC-ADDRESS
no ipv6 neighbor IPV6-ADDRESS INTERFACE-ID
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Parameters
IPV6-ADDRESS Specifies the IPv6 address of the IPv6 neighbor cache entry.
INTERFACE-ID Specifies the interface for creating the static IPv6 neighbor cache
entry.
MAC-ADDRESS Specifies the MAC address of the IPv6 neighbor cache entry.
Default
None.

Command Mode
Global Configuration Mode.

Command Default Level
Level: 12.

Usage Guideline

Use this command to create a static IPv6 neighbor cache entry on an interface. The static entry will be
either in the REACHABLE state, if the interface is UP, or in the INCOMPLETE state if the interface is
down. The reachable detection process will not be applied to the static entries.

The clear ipv6 neighbors command will clear the dynamic neighbor cache entries. Use the no ipv6
neighbor command to delete a static neighbor entry.
Example

This example shows how to create a static ipv6 neighbor cache entry.

Switch# configure terminal
Switch (config)# ipv6 neighbor fe80::1 vlanl 00-01-80-11-22-99
Switch (config) #

10-16 show ipv6 interface

This command is used to display IPv6 interface information.

show ipv6 interface [INTERFACE-ID] [brief]

Parameters
INTERFACE-ID (Optional) Specifies to display information for the specified IPv6
interface.
brief (Optional) Specifies to display a summary of the IPv6 interface
information.
Default
None.

Command Mode

User/Privileged EXEC Mode.
Command Default Level

Level: 1.
Usage Guideline

Use this command to display IPv6 interface related configurations.
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Example

This example shows how to display IPv6 interface information.

Switch# show ipvé interface vlan2

vlan2 is up, Link status is down

IPv6 is enabled,
link-local address:

FE80::200:ABFF:FECD:1234
Global unicast address:

200::2/64 (Manual)
RA messages are sent between 66 to 200 seconds
RA advertised reachable time is 1200000 milliseconds
RA advertised retransmit interval is 0 milliseconds
RA advertised life time is 1800 seconds
RA advertised O flag is OFF, M flag is OFF
RA advertised prefixes

200::/64
valid lifetime is 2592000, preferred lifetime is 604800

Total Entries: 1

Switch#

This example shows how to display brief IPv6 interface information.

Switch# show ipvé6 interface brief

vlanl is up, Link status is up
FE80::201:1FF:FE02:304

vlan2 is up, Link status is down
FE80::201:1FF:FE02:305

200::2

vlan3 is up, Link status is down
FE80::201:1FF:FE02:306

Total Entries: 3

Switch#

10-17 show ipv6 neighbors

This command is used to display IPv6 neighbor information.

show ipv6 neighbors [INTERFACE-ID] [IPV6-ADDRESS]

Parameters
INTERFACE-ID (Optional) Specifies the interface to display IPv6 neighbor cache
entry.
IPV6-ADDRESS (Optional) Specifies the IPv6 address to display its IPv6 neighbor

cache entry.
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Default
None.
Command Mode
User/Privileged EXEC Mode.
Command Default Level
Level: 1.
Usage Guideline
Use this command to display the IPv6 neighbor cache entry.
Example

This example shows how to display the IPv6 neighbor cache entry.

Switch# show ipv6 neighbors
IPv6 Address Link-Layer Addr Interface Type State
FE80::200:11FF:FE22:3344 00-00-11-22-33-44 vlanl D REACH

Total Entries: 1

Switch#

Display Parameters

Type D — Dynamic learning entry.
S — Static neighbor entry.

State INCMP (Incomplete) - Address resolution is being performed on
the entry, but the corresponding neighbor advertisement message
has not yet been received.

REACH (Reachable) - Corresponding neighbor advertisement
message was received and the reachable time (in milliseconds)
has not elapsed yet. It indicates that the neighbor was functioning
properly.

STALE - More than the reachable time (in milliseconds) have
elapsed since the last confirmation was received.

PROBE - Sending the neighbor solicitation message to confirm
the reachability.

DELAY - The neighbor is no longer known to be reachable and
traffic has recently been sent to the neighbor. Instead of probing
the neighbor immediately, delay the sending of probes for a short
while in order to give upper-layer protocols a chance to provide
reachability confirmation.
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11. BPDU Attack Protection Commands

111 spanning-tree bpdu-protection (global)

This command is used to enable the Bridge Protocol Data Unit (BPDU) Protection function globally.
Use the no form of this command to revert to the default setting.

spanning-tree bpdu-protection

no spanning-tree bpdu-protection

Parameters

None.
Default

By default, this option is disabled.
Command Mode

Global Configuration Mode.
Command Default Level

Level: 12.
Usage Guideline

Use this command to enable BPDU attack protection globally.
Example

This example shows how to enable the BPDU attack protection function globally.
Switch#configure terminal
Switch (config) #spanning-tree bpdu-protection

Switch (config) #

11-2 spanning-tree bpdu-protection (interface)

This command is used to enable the BPDU attack protection function on the port. Use the no form of
this command to revert to the default setting.

spanning-tree bpdu-protection {drop | block | shutdown}

no spanning-tree bpdu-protection

Parameters

drop Specifies to drop all the received BPDU packets when the interface enters the
attacked state.

block Specifies to drop all the packets including BPDU and normal packets when the
interface enters the attacked state.

shutdown Specifies to shut down the interface when the interface enters the attacked
state.

Default
By default, this option is disabled.
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Command Mode

Interface Configuration Mode.

Command Default Level

Level: 12.

Usage Guideline

In a network, customers do not want all ports of a device to be able to receive STP packets, because
the ports may receive the STP BPDU packets which cause the waste of the system resource.

The BPDU attack protection function can prevent ports from receiving the BPDU packets. The ports
with BPDU protection function enabled will enter the protection state, and react with one of the
actions, drop, block or shutdown, when it receives a STP BPDU packet.

e drop - drop the packets of received STP BPDU only, and port is placed at normal state.
* block - drop the packets of received all BPDU and all data, and port is placed at normal state.
¢ shutdown - shut down the port, and port placed at err-disabled state.

Example
This example shows how to enable the BPDU attack protection with block mode on interface eth1/0/1.
Switch#configure terminal
Switch (config) #interface ethl/0/1
Switch (config-if) #spanning-tree bpdu-protection block
Switch (config-if) #
11-3 show spanning-tree bpdu-protection
This command is used to display the BPDU protection information.
show spanning-tree bpdu-protection [interface INTERFACE-ID [, | -1]
Parameters
interface (Optional) Specifies to interface ID to be displayed.
INTERFACE-ID
) (Optional) Specifies a series of interfaces or separates a range of interfaces
from a previous range. No space is allowed before or after the comma.
- (Optional) Specifies a range of interfaces. No space is allowed before and
after the hyphen.
Default

None.

Command Mode

User/Privileged EXEC Mode.

Command Default Level

Level: 1.

Usage Guideline

Use the command to show BPDU Protection information. If no interface is specified, display all
interfaces.
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Example
This example shows how to display the BPDU attack protection information and status of the
interfaces.
Switch#show spanning-tree bpdu-protection
Global State: Enabled
Interface State Mode Status
ethl/0/1 Enabled Block Normal
ethl/0/2 Disabled Shutdown Normal
ethl/0/3 Disabled Shutdown Normal
ethl/0/4 Disabled Shutdown Normal
ethl/0/5 Disabled Shutdown Normal
ethl/0/6 Disabled Shutdown Normal
ethl/0/7 Disabled Shutdown Normal
ethl/0/8 Disabled Shutdown Normal
ethl/0/9 Disabled Shutdown Normal
ethl1/0/10 Disabled Shutdown Normal
ethl/0/11 Disabled Shutdown Normal
ethl/0/12 Disabled Shutdown Normal
ethl/0/13 Disabled Shutdown Normal
ethl/0/14 Disabled Shutdown Normal
ethl/0/15 Disabled Shutdown Normal
ethl/0/16 Disabled Shutdown Normal
ethl/0/17 Disabled Shutdown Normal
ethl1/0/18 Disabled Shutdown Normal
ethl1/0/19 Disabled Shutdown Normal
CTRL+C ESC g Quit SPACE n Next Page ENTER Next Entry a All
This example shows how to display the BPDU attack protection status of interface eth1/0/1.
Switch#show spanning-tree bpdu-protection interface ethl/0/1
Interface State Mode Status
ethl/0/1 Enabled Block Normal
Switch#
11-4 snmp-server enable traps stp-bpdu-protection
This command is used to enable the sending of the SNMP notifications for BPDU protection. Use the
no form of this command to disable the sending of the SNMP notifications for BPDU protection.
snmp-server enable traps stp-bpdu-protection
no snmp-server enable traps stp-bpdu-protection
Parameters
None.
Default

By default, this option is disabled.
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Command Mode
Global Configuration Mode.
Command Default Level
Level: 12.
Usage Guideline
Use this command to enable or disable the sending of the SNMP notifications for BPDU protection.

Example

This example shows how to enable the sending of the SNMP notifications for BPDU protection.

Switch#configure terminal

Switch (config) #snmp-server enable traps stp-bpdu-protection
Switch (confiqg) #
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12. Cable Diagnostics Commands

12-1 test cable-diagnostics

This command is used to start the cable diagnostics to test the status and length of copper cables.

test cable-diagnostics interface INTERFACE-ID [, | -]

Parameters

interface INTERFACE-ID Specifies the interface ID.

) (Optional) Specifies a series of interfaces, or separate a range of
interfaces from a previous range. No space before and after the
comma.

- (Optional) Specifies a range of interfaces. No space before and
after the hyphen.

Default
None.
Command Mode
EXEC Mode.

Command Default Level
Level: 1.
Usage Guideline

The command is available for physical port configuration. Cable Diagnostics can help users to detect
whether the copper Ethernet port has connectivity problems. Use the test cable-diagnostics
command to start the test. The copper port can be in one of the following status:

* Open: The cable in the error pair does not have a connection at the specified position.

* Short: The cable in the error pair has a short problem at the specified position.

¢ Open or Short: The cable has an open or short problem, but the PHY has no capability to
distinguish between them.

Crosstalk: The cable in the error pair has a crosstalk problem at the specified position.
Shutdown: The remote partner is powered off.

Unknown: The test got an unknown status.

OK: The pair or cable has no error.

No cable: The port does not have any cable connection to the remote partner.

Example
This example shows how to start the cable diagnostics to test the status and length of copper cables.
Switch# test cable-diagnostics interface ethl/0/1
Switch#

12-2 show cable-diagnostics

This command is used to display the test results for the cable diagnostics.

show cable-diagnostics [interface INTERFACE-ID [, | -1]
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Parameters

interface INTERFACE-ID (Optional) Specifies the interface’s ID. The acceptable interface

will be a physical port.

) (Optional) Specifies a series of interfaces, or separate a range of
interfaces from a previous range. No space before and after the
comma.

- (Optional) Specifies a range of interfaces. No space before and

Default

after the hyphen.

None.

Command Mode
EXEC Mode.

Command Default Level

Level: 1.

Usage Guideline

Example

This command is used to display the test results for the cable diagnostics.

This example shows how to display the test results for the cable diagnostics.

Switch#test cable-diagnostics interface ethl/0/1

Switch#

Switch#test cable-diagnostics interface

Switch#show cable-diagnostics

ethl/0/1

ethl/0/2
ethl/0/3
ethl/0/4
ethl/0/5
ethl/0/6
ethl/0/7
ethl/0/8
ethl/0/9
ethl/0/10
ethl/0/11
ethl/0/12
ethl/0/13
ethl/0/14
ethl/0/15
ethl/0/16
ethl/0/17
ethl/0/18

1000BASE-T

1000BASE-T
1000BASE-T
1000BASE-T
1000BASE-T
1000BASE-T
1000BASE-T
1000BASE-T
1000BASE-T
1000BASE-T
1000BASE-T
1000BASE-T
1000BASE-T
1000BASE-T
1000BASE-T
1000BASE-T
1000BASE-T
1000BASE-T

Link Status

Link
Link
Link
Link
Link
Link
Link
Link
Link
Link
Link
Link
Link
Link
Link
Link
Link

CTRL+C ESC g Quit SPACE n

Down
Down
Down
Down
Down
Down
Down
Down
Down
Down
Down
Down
Down
Down
Down
Down

Down

ethl/0/1

Cable Length (M)

Open

Next Page ENTER Next Entry a All
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12-3 clear cable-diagnostics

This command is used to clear the test results for the cable diagnostics.

clear cable-diagnostics {all | interface INTERFACE-ID [, | -]}

Parameters

all Specifies to clear cable diagnostics results for all interfaces.

interface INTERFACE-ID Specifies the interface’s ID. The acceptable interface will be a
physical port.

) (Optional) Specifies a series of interfaces, or separate a range of
interfaces from a previous range. No space before and after the
comma.

- (Optional) Specifies a range of interfaces. No space before and
after the hyphen.

Default
None.
Command Mode
EXEC Mode.
Command Default Level
Level: 1.
Usage Guideline

This command is used to clear the test results for the cable diagnostics. If the test is running on the
interface, an error message will be displayed.

Example

This example shows how to clear the test results for the cable diagnostics.

Switch# clear cable-diagnostics interface ethl/0/1
Switch#
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13. Command Logging Commands

13-1 command logging enable
This command is used to enable the command logging function. Use the no form of this command to
disable the command logging function.
command logging enable
no command logging enable
Parameters
None.
Default

By default, this option is disabled.

Command Mode

Global Configuration Mode.

Command Default Level

Level: 12.

Usage Guideline

Example

The command logging function is used to log the commands that have successfully been configured
to the Switch via the command line interface. The requirement is to log the command itself, along with
information about the user account that entered the command into the system log. Commands that do
not cause a change in the Switch configuration or operation (such as show) will not be logged.
Information about saving or viewing the system log is described in the sys-log functional specification.

@ NOTE: When the Switch is under the BAT process (booting procedure, execute
v . . . . . .
downloaded configuration files, etc...), all configuration commands will not be
N logged.

This example shows how to enable the command logging function.

Switch# configure terminal
Switch (config)# command logging enable
Switch (config) #
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14. Debug Commands

14-1 debug reboot on-error

This command is used to set the Switch to reboot when a fatal error occurs. Use the no form of this
command to set the Switch not to reboot when a fatal error occurs.

debug reboot on-error

no debug reboot on-error

Parameters

None.
Default

By default, this option is enabled.
Command Mode

Global Configuration Mode.
Command Default Level

Level: 15.
Usage Guideline

Use this command to enable or disable the Switch to reboot when a fatal error occurs.
Example

This example shows how to enable the Switch to reboot on fatal errors.
Switch# configure terminal
Switch (config) #debug reboot on-error

Switch (config) #

14-2 debug copy

This command is used to copy debug information to the destination filename.

debug copy SOURCE-URL DESTINATION-URL
debug copy SOURCE-URL tftp: ILOCATIONIDESTINATION-URL

Parameters
SOURCE-URL Specifies the source URL for the source file to be copied. It must
be one of the following keywords.
error-log: Specifies to copy the error log information.
tech-support: Specifies to copy the technical support information.
LOCATION Specifies the IPv4 or IPv6 address of the TFTP server.
Default
None.

Command Mode
Privileged EXEC Mode.
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Command Default Level

Level: 15.
Usage Guideline

Use this command to copy debug information to the destination filename.
Example

This example shows how to copy debug buffer information to a TFTP server (10.90.90.99).
Switch#debug copy tech-support tftp: //10.90.90.99/abc.txt

Address of remote host [10.90.90.99]17?
Destination filename [abc.txt]?

Connecting to SErver.......eueeeeeeeeen. Done.
Upload tech-support................ Done.

Success.

Switch#

14-3 debug clear error-log

This command is used to clear the error log information.

debug clear error-log

Parameters
None.
Default
None.

Command Mode
Privileged EXEC Mode.
Command Default Level
Level: 15.
Usage Guideline

Use this command to clear the error log information.

Example
This example shows how to clear the error log information.
Switch# debug clear error-log
Switch#

14-4 debug show error-log

This command is used to display error log information.

debug show error-log
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Parameters
None.
Default
None.

Command Mode
Privileged EXEC Mode.
Command Default Level
Level: 15.
Usage Guideline

Use this command to display the content of the error log.
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Example

14-5

Switch#
debug log:
level:
clock:

time

1

fatal
10000ms
2013/09/11 13:00:00

Invalid

Current

->802ACE98
->8018C814
->8028FF44
->8028352C
->801D703C
->8013B8A4
->802AE754
->802A5EQC
->802A5D6C

TASK

mutex handle

bcmARL. O

This example shows how to display error log information.

debug show error-log

SOFTWARE FATAL ERROR
806D6480

KA KA AR AR A A A A A A A AR A A A A AR AR AR A A A A AR A A A A A A A A A A A I A A I A A A A A A A A AR A A A A A Ak kA kA kA ko k

# debug log:
# level:
# clock:
#

time

2

fatal
10000ms
2013/09/11 15:00:00

SOFTWARE FATAL ERROR

CLI UTL AllocateMemory Fail!

Current TASK

->802ACE98
->802B4498
->802B4B00
->802BD140
->802BCB08

Total Log

<Output truncated>

debug show tech-support

This command is used to display the information required by technical support personnel.

debug show tech-support [unit UNIT-ID]

Parameters

unit UNIT-ID

(Optional) Specifies the unit ID in the stack. If not specified, all
units are displayed.

155



DGS-1510 Series Gigabit Ethernet SmartPro Switch CLI Reference Guide

Default
None.
Command Mode
Privileged EXEC Mode.
Command Default Level
Level: 15.
Usage Guideline

Use this command to display technical support information. The technical support information is used
to collect the Switch’s information needed by the engineers to troubleshoot or analyze a problem.

Example

This example shows how to display technical support information of all the modules.

Switch#debug show tech-support

# _______________________________________________________________________________
# DGS-1510-28XMP Gigabit Ethernet SmartPro Switch

# Technical Support Information

#

# Firmware: Build 1.70.005

# Copyright (C) 2020 D-Link Corporation. All rights reserved.

# _______________________________________________________________________________
khkkkhkkhkkhkhkhkkhkkhhkhrkhkhkkhkkhkhkkk*k Basic System Information khkkkhkkhkhkhkkhkkhkkhkhkhkhrkhkkhkkhkhkhkh*k

[SYS 2000-1-1 00:04:52]

Boot Time : 1 Jan 2000 00:00:00
RTC Time : 2000/01/01 00:04:52
Boot PROM Version : Build 1.00.016
Firmware Version : Build 1.70.005
Hardware Version : Al

Serial number : RZNV1F1000011

MAC Address : 3C-1E-04-A1-BS9-EOQ
MAC Address Number : 32

[STACKING 2000-1-1 00:04:52]
CTRL+C ESC g Quit SPACE n Next Page ENTER Next Entry a All

14-6 debug show cpu utilization

This command is used to display the total CPU utilization and the CPU utilization per process.

debug show cpu utilization

Parameters
None.
Default
None.
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Command Mode
Privileged EXEC Mode.
Command Default Level
Level: 15.
Usage Guideline
Use this command to display the information about CPU and task utilization.
Example

This example shows how to display the CPU utilization per process information.

Switch#debug show cpu utilization

Five seconds - 9 % One minute - 9 % Five minutes - 9 %
Process Name 5Sec 1Min 5Min

0S_UTIL 91 % 91 % 91 %

bcmCNTR. 0 2 % 2 % 2%

bcmLINK. 0 2 % 2 % 2%

bcmL2X.0 2 % 1% 1%

HISRO 1% 1% 1%

Switch#

14-7 debug show packet ports

This command is used to display the packet statistics information of the SIO ports.

debug show packet ports unit [UNI/T-ID] [sio1 | sio2]

Parameters
UNIT-ID (Optional) Specifies the stacking unit ID.
sio1 (Optional) Specifies to represent the lower stacking port.
sio2 (Optional) Specifies to represent the higher stacking port.
Default
None.

Command Mode
Privileged EXEC Mode.
Command Default Level
Level: 15.
Usage Guideline

Use this command to display the packet statistics information of the SIO ports. If no parameter is
specified,???

Example

This example shows how to display the information of the SIO port.

157



DGS-1510 Series Gigabit Ethernet SmartPro Switch CLI Reference Guide

Switch#debug show packet ports unit 1 siol

UNIT ID 1 SIO 1:

Frame Size/Type Frame Counts Frames/sec
rxHCTotalPkts 0 0
rxHCUnicastPkts 0 0
rxHCMulticastPkts 0 0
rxHCBroadcastPkts 0 0
rxHCOctets 0 0
rxHCPkt640ctets 0 0
rxHCPkt65tol270ctets 0 0
rxHCPkt128to02550ctets 0 0
rxHCPkt256to5110ctets 0 0
rxHCPkt512t010230ctets 0 0
rxHCPkt1024tol5180ctets 0 0
rxHCPkt1519t020470ctets 0 0
rxHCPkt2048to040950ctets 0 0
rxHCPkt4096to092160ctets 0 0
txHCTotalPkts 0 0
txHCUnicastPkts 0 0
txHCMulticastPkts 0 0
txHCBroadcastPkts 0 0
txHCOctets 0 0
txHCPkt640ctets 0 0
txHCPkt65t0l1270ctets 0 0
txHCPkt128to2550ctets 0 0
txHCPkt256to5110ctets 0 0
txHCPkt512t010230ctets 0 0
txHCPkt1024t0l15180ctets 0 0
txHCPkt1519t020470ctets 0 0
txHCPkt2048t040950ctets 0 0
rxHCPkt4096t092160ctets 0 0
Switch#
14-8 debug show error ports unit

This command is used to display the error statistics information of the SIO ports.

debug show error ports unit [UNIT-ID] [sio1 | sio2]

Parameters
UNIT-ID (Optional) Specifies the stacking unit ID.
sio1 (Optional) Specifies to represent the lower stacking port.
sio2 (Optional) Specifies to represent the higher stacking port.
Default
None.

Command Mode
Privileged EXEC Mode.
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Command Default Level
Level: 15.
Usage Guideline

Use this command to display the error statistics information of the SIO ports. If no parameter is
specified,???

Example

This example shows how to display the error statistics information of the SIO ports.

Switch#debug show error ports unit 1 siol

UNIT ID 1 SIO 1:

RX Frames TX Frames

CRC Error 0 CRC Error 0
Undersize 0 STP Drop 0
Oversize 0 HOL Drop 0
Fragment 0 COS0 HOL Drop 0
Jabber 0 COS1 HOL Drop 0
Symbol Error 0 COS2 HOL Drop 0
Buffer Full Drop 0 COS3 HOL Drop 0
ACL Drop 0 COS4 HOL Drop 0
Multicast Drop 0 COS5 HOL Drop 0
VLAN Ingress Drop 0 COS6 HOL Drop 0
Invalid IPv6 Drop 0 COS7 HOL Drop 0
STP Drop 0

Storm and FDB Drop 0

MTU Drop 0
Switch#
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15. DHCP Auto-Configuration Commands

15-1 autoconfig enable

This command is used to enable the auto-configuration function. Use the no form of this command to
disable the auto-configuration function.

autoconfig enable

no autoconfig enable

Parameters

None.

Default
By default, this option is disabled.

Command Mode
Global Configuration Mode.

Command Default Level
Level: 15.
Usage Guideline

When auto-configuration is enabled and the Switch is rebooted, the Switch becomes a DHCP client
automatically. The auto-configuration process is as following:

* The Switch will get “configure file path” name and the TFTP server IP address from the DHCP
server if the DHCP server has the TFTP server IP address and configuration file name and be
configured to deliver this information in the data field of the DHCP reply packet.

* The Switch will then download the configuration file from the TFTP server to configure the
system, if the TFTP server is running and have the requested configuration file in its base
directory when the request is received from the Switch.

If the Switch is unable to complete the auto-configuration process, the previously saved local
configuration file present in switch memory will be loaded.

Example

This example shows how to enable auto-configuration.
Switch# configure terminal
Switch (config)# autoconfig enable

Switch (config) #

15-2 show autoconfig

This command is used to display the status of auto-configuration.

show autoconfig

Parameters
None.
Default

None.
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Command Mode
User/Privileged EXEC Mode.
Command Default Level
Level: 1.
Usage Guideline
This command is used to display the status of the auto-configuration.
Example

This example shows how to display the status of the auto-configuration.

Switch# show autoconfig
Autoconfig State: Disabled

Switch#
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16. DHCP Client Commands

16-1 ip dhcp client class-id
This command is used to specify the vendor class identifier used as the value of Option 60 for the
DHCP discover message. Use the no form of this command to revert to the default setting.
ip dhcp client class-id {STRING | hex HEX-STRING}
no ip dhcp client class-id
Parameters
STRING Specifies the vendor class identifier in the string form. The
maximum length of the string is 32.
hex HEX-STRING Specifies a vendor class identifier in the hexadecimal form. The
maximum length of the string is 64.
Default

The device type will be used as the class ID.

Command Mode

Interface Configuration Mode.

Command Default Level

Level: 12.

Usage Guideline

Example

16-2

Use this command to specify a vendor class identifier (Option 60) to be sent with the DHCP discover
message. This specification only applies to the subsequent sending of the DHCP discover messages.
The setting only takes effect when the DHCP client is enabled on the interface to acquire the IP
address from the DHCP server. The vendor class identifier specifies the type of device that is
requesting an IP address.

This example shows how to enable the DHCP client, enable the sending of the Vendor Class
Identifier, and specifies its value as VOIP-Device for VLAN 100.

Switch# configure terminal

Switch (config)# interface vlan 100

Switch (config-if)# ip address dhcp

Switch (config-if)# ip dhcp client class-id VOIP-Device

Switch (config-if) #

ip dhcp client client-id

This command is used to specify the VLAN interface whose hexadecimal MAC address will be used
as the client ID sent with the discover message. Use the no form of this command to revert to the
default setting.

ip dhcp client client-id INTERFACE-ID

no ip dhcp client client-id
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Parameters

INTERFACE-ID Specifies the VLAN interface, whose hexadecimal MAC address
will be used as the client ID to be sent with the discover message.

Default
The MAC address of the VLAN will be used as the client ID.
Command Mode
Interface Configuration Mode.
Command Default Level
Level: 12.
Usage Guideline

Use this command to configure the hexadecimal MAC address of the specified interface as the client
ID sent with the discover message. The specification only applies to the subsequent sending of the
DHCP discover messages. The setting only takes effect when the DHCP client is enabled on the
interface to acquire the IP address from the DHCP server. One interface can be specified as the client

identifier.
Example
This example shows how to configure the MAC address of VLAN 100 as the client ID, sent in the
discover message for VLAN 100.
Switch# configure terminal
Switch (config)# interface vlan 100
Switch (config-if)# ip dhcp client client-id vlan 100
Switch (config-if) #
16-3 ip dhcp client hostname
This command is used to specify the value of the host name option to be sent with the DHCP discover
message. Use the no form of this command to revert to the default setting.
ip dhcp client hosthame HOST-NAME
no ip dhcp client hosthame
Parameters
HOST-NAME Specifies the host name. The maximum length is 64 characters.
The host name must start with a letter, end with a letter or digit,
and only with interior characters letters, digits, and hyphens.
Default

None.
Command Mode

Interface Configuration Mode.
Command Default Level

Level: 12.
Usage Guideline

Use this command to specify the host name string (Option 12) to be sent with the DHCP discover
message. The specification only applies to the subsequent sending of the DHCP discover messages.
The setting only takes effect when the DHCP client is enabled on the interface to acquire the IP
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Example

address from the DHCP server. If this option is not configured, the Switch will be sent messages with
no Option 12 configured.

This example shows how to set the host name option value to Site-A-Switch.

Switch# configure terminal

Switch (config)# interface vlan 100

Switch (config-if)# ip dhcp client hostname Site-A-Switch
Switch (config-if) #

16-4 ip dhcp client lease
This command is used to specify the preferred lease time for the IP address to request from the
DHCP server. Use the no form of this command to disable sending of the lease option.
ip dhcp client lease DAYS [HOURS [MINUTES]]
no ip dhcp client lease
Parameters
DAYS Specifies the day duration of the lease. The range is from 0 to
10000 days.
HOURS (Optional) Specifies the hour duration of the lease. The range is
from 0 to 23 hours.
MINUTES (Optional) Specifies the minute duration of the lease. The range is
from 0 to 59 minutes.
Default

The lease option is not sent.

Command Mode

Interface Configuration Mode.

Command Default Level

Level: 12.

Usage Guideline

Example

The setting only takes effect when the DHCP client is enabled to request the IP address for the
interface.

This example shows how to get a 5 days release of the IP address.

Switch# configure terminal

Switch (config)# interface vlan 100

Switch (config-if)# ip address dhcp

Switch (config-if)# ip dhcp client lease 5
Switch (config-if) #
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17. DHCP Relay Commands

171

class (DHCP Relay)

This command is used to enter the DHCP pool configuration mode and associate a range of IP
addresses with the DHCP class. Use the no form of this command to remove the association.

class NAME
no class NAME

Parameters

Default

NAME Specifies the DHCP class name with a maximum of 32 characters.

None.

Command Mode

DHCP Pool Configuration Mode.

Command Default Level

Level: 12.

Usage Guideline

Example

17-2

This command is used to associate a DHCP relay pool with a DHCP pool class. Use the relay target
command to define the list of relay target addresses for DHCP packet forwarding. If the DHCP client
request matches a relay pool, which is configured with classes, the client must match a class
configured in the pool in order to be relayed. If no DHCP class is configured, the request will only be
matched against the relay pool and will be relayed to the relay destination server specified for the
matched relay pool.

This example shows how to configure a DHCP class, “Service-A”, defined with DHCP Option 60
matching pattern 0x112233 and 0x102030, classified to the relay pool, "pool1", and is associated with
relay target "10.2.1.2".

Switch# configure terminal

Switch (config)# ip dhcp class Service-A

Switch (config-dhcp-class)# option 60 hex 112233

Switch (config-dhcp-class)# option 60 hex 102030

Switch (config-dhcp-class) # exit

Switch
Switch

(
(
(
(config)# ip dhcp pool pooll

(config-dhcp-pool) # relay source 172.19.18.0 255.255.255.0
Switch (config-dhcp-pool) # class Service-A

Switch (config-dhcp-pool-class)# relay target 10.2.1.2

(

Switch (config-dhcp-pool-class) #

ip dhcp class (DHCP Relay)

This command is used to define a DHCP class and enter the DHCP Class Configuration Mode. Use
the no form of this command to remove a DHCP class.

ip dhcp class NAME
no ip dhcp class NAME
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Parameters
NAME Specifies the DHCP class name with a maximum of 32 characters.
Default
None.

Command Mode

Global Configuration Mode.
Command Default Level

Level: 12.
Usage Guideline

Use this command to enter the DHCP Class Configuration Mode. In the mode, the user can use the
option hex command to define the option matching pattern for the DHCP class. When a class has no
option hex associated, the class will be matched by any packet.

Example

This example shows how to configure a DHCP class “Service-A” and defined with DHCP Option 60
matching pattern 0x112233.

Switch# configure terminal

Switch (config)# ip dhcp class Service-A

Switch (config-dhcp-class)# option 60 hex 112233

Switch (config-dhcp-class) #

17-3 ip dhcp pool (DHCP Relay)

This command is used to configure a DHCP relay pool on a DHCP relay agent and enter the DHCP
pool configuration mode. Use the no form of this command to delete a DHCP relay pool.

ip dhcp pool NAME
no ip dhcp pool NAME

Parameters

NAME Specifies the address pool name with a maximum of 32
characters.

Default
None.
Command Mode
Global Configuration Mode.
Command Default Level
Level: 12.
Usage Guideline

In addition to DHCP relay packets, the relay destination of the DHCP server can be specified in the
DHCP relay pool. To do this, use the ip dhep pool command to enter the DHCP pool configuration,
use the relay source command to specify the source subnet of the client requests, and use the relay
destination command to specify the relay destination server address.
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When receiving a DHCP request packet, if the subnet that the packet comes from matches the relay
source of a relay pool, the packet will be relayed based on the matched relay pool. To relay based on
the relay pool, if the request packet is a relayed packet, the Gateway IP Address (GIADDR) of the
packet is the source of the request. If the GIADDR is zero, the subnet of the received interface is the
source of the packet.

In a DHCP relay pool, the user can further use the class command and the relay target command to
define the relay target address for the request packets that match the option pattern.

Example

This example shows how to create a DHCP relay pool, called pool1. In the relay pool, the subnet
172.19.18.0/255.255.255.0 is specified as the source subnet. 10.2.1.1 is specified as the relay
destination address.

Switch# configure terminal

Switch (config)# ip dhcp pool pooll

switch (config-dhcp-pool) # relay source 172.19.18.0 255.255.255.0

switch (config-dhcp-pool) # relay destination 10.2.1.1

switch (config-dhcp-pool) #

17-4 ip dhcp relay information check

This command is used to enable the DHCP relay agent to validate and remove the relay agent
information option in the received DHCP reply packet. Use the no form of this command to globally
disable the check for Option 82.

ip dhcp relay information check

no ip dhcp relay information check

Parameters
None.
Default
By default, this option is disabled.
Command Mode
Global Configuration Mode.
Command Default Level
Level: 12.
Usage Guideline
This command takes effect when the service dhcp command is enabled.

The ip dhcp relay information check command and the ip dhcp relay information check-reply
command together determine whether the check function of Option 82 is effective for an interface. If
the ip dhcp relay information check-reply command is not configured for an interface, the global
setting takes effect. If the ip dhcp relay information check-reply command is configured for an
interface, the interface setting takes effect.

When the check for Option 82 of the reply packet is enabled, the device will check the validity of the
Option 82 field in DHCP reply packets it receives from the DHCP server. If the Option 82 field in the
received packet is not present or the option is not the original option inserted by the agent (by
checking the remote ID sub-option, the relay agent drops the packet. Otherwise, the relay agent
removes the Option 82 field and forwards the packet.

If the check is disabled, the packet will be directly forwarded.
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Example

This example shows how to enable the global DHCP relay agent check.

Switch# configure terminal
Switch (config)# ip dhcp relay information check
switch (config) #

17-5 ip dhcp relay information check-reply

This command is used to configure the DHCP relay agent to validate the relay agent information
option in the received DHCP reply packet. Use the no form of this command to remove the
configuration for the interface.

ip dhcp relay information check-reply [none]

no ip dhcp relay information check-reply [none]

Parameters

none (Optional) Specifies to disable check for Option 82 of the reply
packet.

Default
None.
Command Mode
Interface Configuration Mode.
Command Default Level
Level: 12.
Usage Guideline
This command takes effect when the service dhcp command is enabled.

The ip dhcp relay information check command and the ip dhcp relay information check-reply
command together determine whether the check function of Option 82 is effective for an interface. If
the ip dhcp relay information check-reply command is not configured for an interface, the global
setting takes effect. If the ip dhcp relay information check-reply command is configured for an
interface, the interface setting takes effect.

When the check for Option 82 of the reply packet is enabled, the device will check the validity of the
Option 82 field in DHCP reply packets it receives from the DHCP server. If the Option 82 field in the
received packet is not present or the option is not the original option inserted by the agent (by
checking the remote ID sub-option), the relay agent drops the packet. Otherwise, the relay agent
removes the Option 82 field and forwards the packet.

If the check is disabled, the packet will be directly forwarded.
Example

This example shows how to disable the global DHCP relay agent check but enables the DHCP relay
agent check for the VLAN 100. The effect state of the check function for VLAN 100 is enabled.
Switch# configure terminal

Switch (config)# no ip dhcp relay information check

switch (config)# interface vlan 100

switch (config-if)# ip dhcp relay information check-reply
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17-6 ip dhcp relay information option

This command is used to enable the insertion of relay agent information (Option 82) during the relay
of DHCP request packets. Use the no form of this command to disable this insert function.

ip dhcp relay information option

no ip dhcp relay information option

Parameters
None.
Default
By default, Option 82 is not inserted.
Command Mode
Global Configuration Mode.
Command Default Level
Level: 12.
Usage Guideline
This command takes effect when the service dhcp command is enabled.

When DHCP Option 82 is enabled, the DHCP packet received from the client will be inserted with an
Option 82 field before being relayed to the server. The DHCP Option 82 contains two sub-options
respectively the circuit ID sub-option and remote ID sub-option.

Use the ip dhcp relay information option format remote-id command to specify a user-defined
string for the remote ID sub-option.

Example

This example shows how to enable the insertion of Option 82 during the relay of DHCP request
packets.

Switch# configure terminal

Switch (config)# ip dhcp relay information option

Switch (config) #

17-7 ip dhcp relay information option-insert

This command is used to configure the insertion of Option 82 for an interface during the relay of
DHCP request packets. Use the no form of this command to remove the configuration of the insert
function for the interface.

ip dhcp relay information option-insert [none]

no ip dhcp relay information option-insert [none]

Parameters

none (Optional) Specifies to disable insertion of Option 82 in the relayed
packet.

Default

None.
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Command Mode
Interface Configuration Mode.
Command Default Level
Level: 12.
Usage Guideline
This command takes effect when the service dhcp command is enabled.
Example

This example shows how to enable the insertion of Option 82 during the relay of DHCP request
packets and disables the insertion of Option 82 for interface VLAN 100. The insertion of Option 82 is
disabled for VLAN 100 but enabled for the remaining interfaces.
Switch# configure terminal
Switch (config)# ip dhcp relay information option
Switch (config)# interface vlan 100
Switch (config-if)# ip dhcp relay information option-insert none
(

switch (config-if) #

17-8 ip dhcp relay information policy

This command is used to configure the Option 82 re-forwarding policy for the DHCP relay agent. Use
the no form of this command to revert to the default setting.

ip dhcp relay information policy {drop | keep | replace}

no ip dhcp relay information policy

Parameters
drop Specifies to discard the packet that already has the relay option.
keep Specifies that the DHCP requests packet that already has the
relay option is left unchanged and directly relayed to the DHCP
server.
replace Specifies that the DHCP request packet that already has the relay
option will be replaced by a new option.
Default

By default, this option is replace.
Command Mode
Global Configuration Mode.
Command Default Level
Level: 12.
Usage Guideline
TThis command takes effect when the service dhcp command is enabled.

Use this command to configure the global policy for the insertion of Option 82 on packets that already
have Option 82.

Example

This example shows how to configure the relay agent option re-forwarding policy to keep.
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Switch# configure terminal
Switch (config)# ip dhcp relay information policy keep
Switch (config) #

17-9 ip dhcp relay information policy-action

This command is used to configure the information re-forwarding policy for the DHCP relay agent for
an interface. Use the no form of this command to remove the configuration for the interface.

ip dhcp relay information policy-action {drop | keep | replace}

no ip dhcp relay information policy-action

Parameters
drop Specifies to discard the packet that already has the relay option.
keep Specifies that the DHCP request packet that already has the relay
option is left unchanged and directly relayed to the DHCP server.
replace Specifies that the DHCP request packet that already has the relay
option will be replaced by a new option.
Default
None.

Command Mode
Interface Configuration Mode.
Command Default Level
Level: 12.
Usage Guideline
This command takes effect when the service dhcp command is enabled.

Use this command to configure the global policy for the insertion of Option 82 on packets that already
have Option 82.

Example

This example shows how to configure the relay agent option re-forwarding policy to keep and set the
policy to drop for VLAN 100. The effective relay agent option re-forwarding policy for VLAN 100 is
drop and for the remaining interfaces are set as keep.

Switch# configure terminal

Switch (config)# ip dhcp relay information policy keep

Switch (config)# interface vlan 100

Switch (config-if)# ip dhcp relay information policy-action drop

Switch (config-if) #

17-10 ip dhcp relay information option format remote-id

This command is used to configure the DHCP information remote ID sub-option. Use the no form of
this command to configure the default remote ID sub-option.

ip dhcp relay information option format remote-id {default| string STRING | vendor2 |
vendor3 | expert-udf [standalone_unit_format {0 | 1}]}

no ip dhcp relay information option format remote-id
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Parameters
default Specifies to use the Switch's system MAC address as the remote
ID.
string STRING Specifies to use a user-defined string as the remote ID. Space
characters are allowed in the string.
vendor2 Specifies to use vendor 2.
vendor3 Specifies to use vendor 3.
expert-udf Specifies to use expert-udf.
standalone_unit_format Specifies the unit ID for the standalone unit. The default value is
0.
Default

The Switch's system MAC address is used as the remote ID string.

Command Mode

Global Configuration Mode.

Command Default Level

Level: 12.

Usage Guideline

Example

17-11

Use this command to select different vendor’s remote ID format or configures a user-defined string of
ASCII characters to be the remote ID.

This example shows how to use vendor2 as the remote ID.

Switch# configure terminal
Switch (config)# ip dhcp relay information option
Switch (config)# ip dhcp relay information option format remote-id vendor2

Switch (config) #

This example shows how to configure a user-defined string “switch1” as the remote ID.

Switch# configure terminal
Switch (config)# ip dhcp relay information option
Switch (config)# ip dhcp relay information option format remote-id string switchl

Switch (config) #

ip dhcp relay information option format-type remote-id

This command is used to configure the DHCP information remote ID sub-option of vendor format
string in the Interface Configuration Mode. Use the no form of this command to remove the remote ID
sub-option of vendor format string.

ip dhcp relay information option format-type remote-id {vendor3 string STRING | expert-udf
NAME}

no ip dhcp relay information option format-type remote-id
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Parameters
vendor3 Specifies the vendor 3 user-defined string with the maximum 32
characters.
STRING Specifies the user-defined string.
expert-udf Specifies the remote ID of the specific ports to bind with the
specific Option 82 profile with a maximum of 32 characters.
NAME Specifies the profile name.
Default
None.

Command Mode
Interface Configuration Mode.
Command Default Level
Level: 12.
Usage Guideline
This command is only available for physical port and port channel interface configuration.

This command is used to configure each interface’s vendor defined string for option 82 information
remote-id sub-option.

Example

This example shows how to define vendor3 remote-id format string as “switch1” on port 3.
Switch# configure terminal
Switch (config)# interface ethl/0/3

Switch (config-if)# ip dhcp relay information option format-type remote-id vendor3
string switchl

Switch (config-if) #

1712 ip dhcp relay information option format circuit-id

This command is used to configure the DHCP information circuit ID sub-option. Use the no form of
this command to configure the default circuit ID sub-option.

ip dhcp relay information option format circuit-id {default | string STRING | vendor1 |
vendor2 | vendor3 | vendor4 | vendor5 | vendor6 | expert-udf [standalone_unit_format {0|1}]}

no ip dhcp relay information option format circuit-id

Parameters
default Specifies to use the default circuit ID sub-option.
STRING Specifies to use a user-defined string as the circuit ID. Space
characters are allowed in the string.

vendor1 Specifies to use vender1.

vendor2 Specifies to use vender2.

vendor3 Specifies to use vender3.

vendor4 Specifies to use vender4.

vendor5 Specifies to use venderb.

vendor6 Specifies to use vender®6.
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expert-udf Specifies to use expert-udf. If configures, use the user-defined
string as the circuit ID:

' |

|

la. |b. |c. |

I |

[ 1 |n | User defined |

' |

|

| 1 byte | 1 byte | Max. 251 bytes |
' |

|

a. Sub-option type: The number 1 indicates that this is the circuit
ID.

b. Length: Total length of user-defined string. By default, Length
is 0 and no value field.
c. Value: Flexible user-defined string that configured through this

command and the ip dhcp relay information profile command.
The maximum length is 251.

standalone_unit_format (Optional) Specifies the unit ID for the standalone unit. The
default value is 0.

Default

The circuit ID format is VLAN ID, module number and port number.
Command Mode

Global Configuration Mode.

Command Default Level
Level: 12.
Usage Guideline

This command is used to select different vendor’s circuit ID format or configures a user-defined string
of ASCII characters to be the circuit ID.

Example

This example shows how to use vendor1 as the circuit ID.

Switch# configure terminal
Switch (config)# ip dhcp relay information option
Switch (config)# ip dhcp relay information option format circuit-id vendorl

Switch (config) #

This example shows how to configure a user-defined string “abcd” as the circuit ID.

Switch# configure terminal
Switch (config)# ip dhcp relay information option
Switch (config)# ip dhcp relay information option format circuit-id string abcd

Switch (config) #

1713 ip dhcp relay information option format-type circuit-id

This command is used to configure the DHCP information circuit ID sub-option of the user-defined
string.

ip dhcp relay information option format-type circuit-id {vendor3 string STRING | expert-udf
NAME}
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no ip dhcp relay information option format-type circuit-id

Parameters
vendor3 Specifies to the vender3 user-defined string with the maximum 32
characters.
STRING Specifies the vendor-defined string.
expert-udf Specifies the circuit ID of the specific ports to bind with the specific
Option 82 profile with a maximum of 32 characters.
NAME Specifies the profile name.
Default
None.

Command Mode
Interface Configuration Mode.
Command Default Level
Level: 12.
Usage Guideline
This command is only available for physical port and port channel interface configuration.

Use this command to configure each interface’s vendor defined string for Option 82 information circuit
ID sub-option.

Example

This example shows how to define vendor3 circuit-id of “abc” on port 1.
Switch# configure terminal
Switch (config) # interface ethl/0/1

Switch (config-if)# ip dhcp relay information option format-type circuit-id vendor3
string abc

Switch (config-if) #

1714 ip dhcp relay information trust-all

This command is used to enable the DHCP relay agent to trust the IP DHCP relay information for all
interfaces. Use the no form of this command to disable the trusting on all interfaces.

ip dhcp relay information trust-all

no ip dhcp relay information trust-all

Parameters

None.
Default

By default, this option is disabled.
Command Mode

Global Configuration Mode.
Command Default Level

Level: 12.
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Usage Guideline

Example

17-15

When IP DHCP relay information trust is enabled on an interface, the arriving packets with a GIADDR
of O (this relay agent is the first relay of this DHCP request packet) but with relay agent information
option present will be accepted. If it is not trusted, these packets will be dropped.

When this command is enabled, IP DHCP relay information is trusted for all interfaces. When this
command is disabled, the trust state is determined by the ip dhcp relay information trusted
command in the Interface Configuration Mode.

Use the show ip dhcp relay information trusted-sources command to see the settings.

This example shows how to enable the DHCP relay agent to trust IP DHCP relay information for all
interfaces.

Switch# configure terminal

Switch (config)# ip dhcp relay information trust-all

Switch (config) #

ip dhcp relay information trusted

This command is used to enable the DHCP relay agent to trust the relay information for the interface.
Use the no form of this command to disable the trusting of relay information for the interface.

ip dhcp relay information trusted

no ip dhcp relay information trusted

Parameters

Default

None.

By default, information is not trusted.

Command Mode

Interface Configuration Mode.

Command Default Level

Level: 12.

Usage Guideline

Example

When IP DHCP relay information trust is enabled on an interface, the arriving packets with a GIADDR
of 0 (this relay agent is the first relay of this DHCP request packet) but with relay agent information
option present will be accepted. If it is not trusted, these packets will be dropped.

When the ip dhcp relay information trust-all command is enabled, IP DHCP relay information is
trusted for all interfaces. When the ip dhcp relay information trust-all command is disabled, the
trust state is determined by this command.

Use the show ip dhcp relay information trusted-sources command to see the settings.

This example shows how to disable the DHCP relay agent to trust all interface settings and enable
trust for VLAN 100.
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Switch# configure terminal

Switch (config)# no ip dhcp relay information trust-all
Switch (config)# interface vlan 100

Switch (config-if)# ip dhcp relay information trusted
Switch (config-if) #

17-16 ip dhcp local-relay vian
This command is used to enable local relay on a VLAN or a group of VLANs. Use the no form of this
command to disable the local relay function.
ip dhcp local-relay vlan VLAN-ID [, | -]
no ip dhcp local-relay vilan VLAN-ID [, | -]
Parameters
VLAN-ID Specifies the VLAN used.
, (Optional) Specifies a series of VLANs or separates a range of
VLANSs from a previous range. No space is allowed before or after
the comma.
- (Optional) Specifies a range of VLANs. No space is allowed before
or after the hyphen.
Default

By default, this option is disabled.

Command Mode

Global Configuration Mode.

Command Default Level

Level: 12.

Usage Guideline

Example

1717

The local relay relays the DHCP message to all local VLAN member ports based on the relay option
setting. The local relay does not change the destination IP, destination MAC, and the gateway field of
the packet.

This example shows how to enable the local relay function on VLAN 100.
Switch# configure terminal

Switch (config)# ip dhcp local-relay vlan 100

Switch (config) #

ip dhcp smart-relay

This command is used to enable the smart relay feature of the DHCP relay agent. Use the no form of
this command to disable the smart relay function.

ip dhcp smart-relay

no ip dhcp smart-relay
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Parameters

None.
Default

By default, this option is disabled.
Command Mode

Global Configuration Mode.
Command Default Level

Level: 12.
Usage Guideline

When the received interface of the packet has secondary addresses, by default, the relay agent set
the gateway address field of the packet to the primary address of the interface. When smart relay is
enabled, the relay agent will count the number that a client retries sending of the DISCOVER
message. The relay agent will change the gateway address to the secondary address of the received
interface after three retries.

Example

This example shows how to enable the smart relay function.
Switch# configure terminal

Switch (config)# ip dhcp smart-relay

Switch (config) #

1718 option hex (DHCP Relay)

This command is used to specify a DHCP option matching pattern for a DHCP class. Use the no form
of this command to delete the specified matching pattern for a DHCP class.

option CODE hex PATTERN [*] [bitmask MASK]
no option CODE hex PATTERN [*] [bitmask MASK]

Parameters
CODE Specifies the DHCP option number.
PATTERN Specifies the hex pattern of the specified DHCP option.
* (Optional) Specifies not to match the remaining bits of the option.
If not specified, the bit length of the PATTERN should be the
same as the bit length of the option.
MASK (Optional) Specifies the hex bit mask for masking of the pattern.
The masked pattern bits will be matched. If not specified, all bits
specified by PATTERN will be checked. The bit set to FF will be
checked. The input format should be the same as PATTERN.
Default
None.

Command Mode

DHCP Class Configuration Mode.
Command Default Level

Level: 12.
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Usage Guideline

Example

17-19

Use the ip dhcp class command with this command to define a DHCP class. The classes in a pool
are matched in the sequence of the class configuration in a pool.

With the option hex command, the user can specify the DHCP option code number with its matching
pattern for a DHCP class. Multiple option patterns can be specified for a DHCP class. If the packet
matches any of the specified pattern of a DHCP class, the packet will be classified to the DHCP class
and forwarded based on the specified target.

The following are some common used option codes:

* Option 60: vendor class identifier.
* Option 61: client identifier.

e Option 77: user class.

* Option 124: vendor-identifying vendor class.

¢ Option 125: vendor-identifying vendor-specific information.

This example shows how to configure a DHCP class “Service-A” to define with DHCP Option 60
matching pattern 0x112233 and 0x102030.

Switch# configure terminal

Switch (config)# ip dhcp class Service-A

Switch (config-dhcp-class)# option 60 hex 112233

Switch (config-dhcp-class)# option 60 hex 102030

Switch (config-dhcp-class) #

relay destination

This command is used to specify the DHCP relay destination IP address associated with a relay pool.
Use the no form of this command to delete a DHCP relay destination from the DHCP relay pool.

relay destination IP-ADDRESS
no relay destination /IP-ADDRESS

Parameters

Default

IP-ADDRESS Specifies the relay destination DHCP server IP address.

None.

Command Mode

DHCP Pool Configuration Mode.

Command Default Level

Level: 12.

Usage Guideline

The relay destination of the DHCP server can be specified in the DHCP relay pool. To do this, use the
ip dhcp pool command to enter the DHCP Pool Configuration Mode and then use the relay source
command to specify the source subnet of the client requests. Use the relay destination command to
specify the relay destination server address. Multiple relay sources and multiple relay destinations can
be specified in a pool. If a packet matches any of the relay sources, the packet will be forwarded to all
of the relay destinations.

When receiving a DHCP request packet, if the subnet of the received packet matches the relay
source of a relay pool, the packet will be relayed based on this relay pool. To relay a packet based on
the relay pool, if the request packet is a relayed packet, the GIADDR of the packet is the source of the
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request. If the request packet is not a relayed packet, the subnet of the received interface is the
source of the packet.

In a DHCP relay pool, administrators can further use the class command and the relay target
command to associate a list of relay target addresses with a DHCP class.

Example

This example shows how to create a DHCP relay pool, called pool1. In the relay pool, the subnet
172.19.10.0/255.255.255.0 is specified as the source subnet. 10.2.1.1 is specified as the relay
destination address.

Switch# configure terminal

Switch (config)# ip dhcp pool pooll

Switch (config-dhcp-pool) # relay source 172.19.10.0 255.255.255.0

Switch (config-dhcp-pool) # relay destination 10.2.1.1

Switch (config-dhcp-pool) #

17-20 relay source

This command is used to specify the source subnet of client packets. Use the no form of this
command to to remove the source subnet

relay source IP-ADDRESS SUBNET-MASK
no relay source IP-ADDRESS SUBNET-MASK

Parameters

IP-ADDRESS Specifies the source subnet of client packets.

SUBNET-MASK Specifies the network mask of the source subnet.

Default
None.
Command Mode
DHCP Pool Configuration Mode.
Command Default Level
Level: 12.
Usage Guideline

The relay destination of the DHCP server can be specified in the DHCP relay pool. To do this, use the
ip dhcp pool command to enter the DHCP Pool Configuration Mode and then use the relay source
command to specify the source subnet of the client requests. Use the relay destination command to
specify the relay destination server address. Multiple relay sources and multiple relay destinations can
be specified in a pool. If a packet matches any of the relay sources, the packet will be forwarded to all
of the relay destinations.

When receiving a DHCP request packet, if the subnet of the received packet matches the relay
source of a relay pool, the packet will be relayed based on this relay pool. To relay a packet based on
the relay pool, if the request packet is a relayed packet, the GIADDR of the packet is the source of the
request. If the request packet is not a relayed packet, the subnet of the received interface is the
source of the packet.

In a DHCP relay pool, administrators can further use the class command and the relay target
command to associate a list of relay target addresses with a DHCP class. The DHCP packet will not
be relayed when the interface that receives the packet has no IP address configured.
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Example
This example shows how to create a DHCP relay pool, called pool2. In the relay pool, the subnet
172.19.18.0/255.255.255.0 is specified as the source subnet and 10.2.1.10 is specified as the relay
destination address.
Switch# configure terminal
Switch (config)# ip dhcp pool pool2
Switch (config-dhcp-pool) # relay source 172.19.18.0 255.255.255.0
Switch (config-dhcp-pool) # relay destination 10.2.1.10
Switch (config-dhcp-pool) #
17-21 relay target
This command is used to specify a DHCP relay target for relaying packets that matches the value
pattern of the option defined in the class. Use the no form of this command to delete a relay target.
relay target IP-ADDRESS
no relay target IP-ADDRESS
Parameters
IP-ADDRESS Specifies the relay target server IP address for the class.
Default
None.

Command Mode

DHCP Pool Class Configuration Mode.

Command Default Level

Level: 12.

Usage Guideline

Example

In a DHCP relay pool, administrators can further use the class command and the relay target
command to associate a list of relay target addresses with a DHCP class. When the client request
matches a relay pool and the DHCP relay pool is defined with classes, the client request must match
a class specified in the pool in order to be relayed. If the packet does not match any class in the pool,
the packet will not be replayed. If the matched relay pool has no class defined, then the request will
be relayed to the relay destination of the matched relay pool. Multiple relay target commands can be
specified for a class. If a packet matches the class, the packet will be forwarded to all of the relay
targets.

If the relay target command is not configured for a class, the relay target follows the relay destination
specified for the pool. The DHCP packet will not be relayed when the interface that receives the
packet has no IP address configured.

This example shows how to configure a DHCP relay target for relaying packets that matches the
value pattern of the option defined in the class.
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Switch# configure terminal

Switch (config)# ip dhcp class Service-A

Switch (config-dhcp-class)# option 60 hex 112233
Switch (config-dhcp-class)# option 60 hex 102030
Switch (config-dhcp-class) #exit

Switch
Switch

(
(
(
(config)# ip dhcp pool pooll

(config-dhcp-pool)# relay source 172.19.18.0 255.255.255.0
Switch (config-dhcp-pool) # class Service-A

Switch (config-dhcp-pool-class)# relay target 10.2.1.2

(

Switch (config-dhcp-pool-class) #

17-22 service dhcp (DHCP Relay)

This command is used to enable the DHCP relay service on the Switch. Use the no form of this
command to disable the DHCP relay service.

service dhcp

no service dhcp

Parameters

None.
Default

By default, this option is disabled.
Command Mode

Global Configuration Mode.
Command Default Level

Level: 12.
Usage Guideline

Use this command to enable or disable the DHCP relay service on the switch.
Example

This example shows how to disable the DHCP relay service.
Switch#configure terminal
Switch (config) #no service dhcp

Switch (config) #

17-23 show ip dhcp relay information trusted-sources

This command is used to display all interfaces configured as trusted sources for the DHCP relay
information option.

show ip dhcp relay information trusted-sources

Parameters

None.
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Default

None.

Command Mode

User/Privileged EXEC Mode.

Command Default Level

Level: 1.

Usage Guideline

Use this command to display the effective setting of the trust relay information option function.

Example
This example shows how to display the effective setting of the trust relay information option function
when the ip dhcp relay information trust-all command is disabled.
Switch# show ip dhcp relay information trusted-sources
List of trusted sources of relay agent information option:
v1anl00 v1an200 v1an300 v1an400
v1an500
Total Entries: 5
Switch#
This example shows how to display the effective setting of the trust relay information option function
when the ip dhcp relay information trust-all command is enabled.
Switch# show ip dhcp relay information trusted-sources
All interfaces are trusted source of relay agent information option
Switch#
17-24 show ip dhcp relay information option-insert
This command is used to display the relay option insert configuration.
show ip dhcp relay information option-insert
Parameters
None.
Default
None.

Command Mode

User/Privileged EXEC Mode.

Command Default Level

Level: 1.

Usage Guideline

Use this command to display relay information options with insert configuration information.
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Example

This example shows how to display relay information Option 82 option and insert configuration
information for all VLANSs.

Switch# show ip dhcp relay information option-insert

Interface Option-Insert
vlanl Enabled

vlan2 Disabled

vlan3 Not Configured

Total Entries: 3

Switch#

17-25 show ip dhcp relay information option format-type

This command is used to display the interface option format configuration.
show ip dhcp relay information option format-type [interface INTERFACE-ID [, | -1]

Parameters

interface INTERFACE-ID (Optional) Specifies to display information related to the interface
specified here.

) (Optional) Specifies a series of interfaces or separates a range of
interfaces from a previous range. No space is allowed before or
after the comma.

- (Optional) Specifies a range of interfaces. No space is allowed
before or after the hyphen.

Default
None.
Command Mode
User/Privileged EXEC Mode.
Command Default Level
Level: 1.
Usage Guideline

Use this command to display relay information options with insert configuration information. If no
parameter is specified, information of all interfaces will be displayed.

Example

This example shows how to display the interface option format configuration.
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Switch# show ip dhcp relay information option format-type

ethl/0/1
Remote ID vendor string: stringl
ethl/0/2
Circuit ID vendor string: stringl
ethl/0/3

Remote ID vendor string: string3

Circuit ID vendor string: string4

Total Entries: 3

Switch#

17-26 show ip dhcp relay information policy-action

This command is used to display the relay option policy action configuration.

show ip dhcp relay information policy-action

Parameters
None.
Default
None.

Command Mode
User/Privileged EXEC Mode.
Command Default Level
Level: 1.
Usage Guideline
Use this command to display the relay information option policy action configuration information.
Example

This example shows how to display relay information Option 82 policy action configuration information
for all VLANSs.

Switch# show ip dhcp relay information policy-action

Interface Policy

vlanl Keep

vlan2 Drop

vlan3 Replace

vland Not configured

Total Entries: 4

Switch#
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17-27 ip dhcp relay information profile

This command is used to define an Option 82 profile and enter the Option 82 Profile Configure Mode.
Use the no form of this command to delete the specified Option 82 profile.

ip dhcp relay information profile PROFILE-NAME
no ip dhcp relay information profile PROFILE-NAME

Parameters
PROFILE-NAME Specifies the profile name for defining Option 82 profile with a
maximum of 32 characters.
Default
None.

Command Mode

Global Configuration Mode.
Command Default Level

Level: 12.
Usage Guideline

Use this command to enter the Option 82 Profile Configure Mode to define the Option 82 profile. The
profile can be used to define the flexible user-defined Option 82 entry.

Example
This example shows how to enter the Option 82 Profile Configure Mode to define the profile
“remote_id”.
Switch#configure terminal
Switch (config) #service dhcp

Switch (config) #ip dhcp relay information profile remote id

Switch (config-dhcp-profile) #

17-28 format string

This command is used to add the entry of the flexible user-defined Option 82. Use the no form of this
command to delete the entry of the flexible user-defined Option 82.

format string FORMAT-STRING

no format string

Parameters

FORMAT-STRING The rules that need to follow for this parameters are:

e This parameter can be hexadecimal value, ASCII string, or any
combination of hexadecimal value and ASCII string. An ASCII
string needs to be enclosed with quotation marks (" "), such as
"Ethernet"; Any ASCII characters outside of the quotation
marks will be interpreted as hexadecimal values.

e Aformatted key string is a string that should be translated
before being encapsulated in a packet. A formatted key string
can be contained both ASCII strings and hexadecimal values.
For example, "%" +"$"+"1-32"+"keyword"+":":
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% - Indicates that the string that follows this character is a
formatted key string.

$ or 0 - (Optional) Indicates a fill indicator. This option specifies
how to fill the formatted key string to meet the length option.
This option can be either “$” or “0”, and cannot be specified as
both at the same time. $ indicates to fill leading space (0x20). 0
indicates to fill leading 0. To fill leading 0 (0) is the default
setting.

1-32 - (Optional) Indicates a length option. This specifies how
many characters or bytes the translated key string should
occupy. If the actual length of the translated key string is less
than the length specified by this option, a fill indicator will be
used to fill. Otherwise, this length option and fill indicator will be
ignored and the actual string will be used directly.

keyword - Indicates that the keyword will be translated based
on the actual value of the system. The following keyword
definitions specifies that a command will be refused if an
unknown or unsupported keyword is detected:

devtype: The model name of device. Derived from the
Module Name field in the show version command. Only
an ASCII string is accepted.

sysname: Indicates the System name of the Switch. The
maximum length is 128. Only an ASCII string is accepted.

ifdescr: Derived from ifDescr (IF-MIB). Only an ASCII
string is accepted.

portmac: Indicates the MAC address of a port. This can
be either an ASCII string or a hexadecimal value. When in
the format of ASCII string, the MAC address format can be
customized via special command (e.g., ip dhcp relay
information option mac-format case). When in the
format of a hexadecimal value, the MAC address will be
encapsulated by order in hexadecimal.

sysmac: Indicates the system MAC address. This can be
either an ASCII string or a hexadecimal value. When in the
format of an ASCII string, the MAC address format can be
customized using special CLI commands (e.g., ip dhcp
relay information option mac-format case). When in the
format of a hexadecimal value, the MAC address will be
encapsulated by order in hexadecimal.

unit: Indicates the unit ID. This can be ASCII string or
hexadecimal value. For the standalone device, the unit ID
is specified by the ip dhcp relay information option
format remote-id expert-udf [standalone_unit_format
{0 | 1}] command and the ip dhcp relay information
option format circuit-id expert-udf
[standalone_unit_format {0 | 1}] command.

module: Indicates the module ID number. This can be
either an ASCII string or a hexadecimal value.

port: Indicates the local port number. This can be either an
ASCII string or a hexadecimal value.

svlan: Indicates the outer VLAN ID. This can be either an
ASCII string or a hexadecimal value.

cvlan: Indicates the inner VLAN ID. This can be either an
ASCII string or a hexadecimal value.

: - Indicates the end of the formatted key sting. If a formatted
key string is the last parameter of the command, its ending
character (:) can be ignored. The space (0x20) between %
and : will be ignored. Other spaces will be encapsulated.

e ASCII strings can be any combination of formatted key strings,
0-9’ a-Z’ A-Z! !1 @1 #1 $! %! A! &! *1 ) )1 ) +1 |1 ] :a \1 [1 ]1
(L5 1 ., < >, and space characters. \ is escape
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character. The special character after \ is the character itself.
For example, \% is % itself, not the start indicator of a
formatted key string. Space not in the formatted key string will
also be encapsulated.

e Hexadecimal values can be any combination of formatted key
strings, 0-9, A-F, a-f, and space characters. The formatted key
strings only support keywords which support hexadecimal
value. Space not in the formatted key string will be ignored.

Default
None.
Command Mode
DHCP Profile Mode.
Command Default Level
Level: 12.
Usage Guideline
Use this command to configure the entry of the flexible user-defined Option 82.
Example

This example shows how to configure the entry of the flexible user-defined Option 82.

Switch#configure terminal
switch (config)# ip dhcp relay information profile profilel
switch (config-dhcp-profile) #format string Ethernet “%unit:”/0/

wo

Sport:”\:%$sysname:”%$05svian

switch (config-dhcp-profile) #

17-29 ip dhcp relay information option mac-format case

This command is used to define the MAC address format of the Option 82 flexible user-defined profile.
Use the no form of this command to revert to the default settings.

ip dhcp relay information option mac-format case {lowercase | uppercase} delimiter{hyphen
| colon | dot | none } number {1| 2| 5}

no ip dhcp relay information option mac-format case

Parameters

lowercase Specifies that when using the lowercase format, the Option 82
MAC address for the user-defined profile will be formatted as: aa-
bb-cc-dd-ee-ff.

uppercase Specifies that when using uppercase format, the Option 82 MAC
address for the user-defined profile username will be formatted as:
AA-BB-CC-DD-EE-FF.

hyphen Specifies that when using “-” as delimiter, the format is: AA-BB-
CC-DD-EE-FF.

colon Specifies that when using “” as delimiter, the format is:
AA:BB:CC:DD:EE:FF.

dot Specifies that when using “.” as delimiter, the format is:
AA.BB.CC.DD.EE.FF.

none Specifies that when not using any delimiter, the format is:
AABBCCDDEEFF.
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number Specifies the delimiter number value. Choose one of the following
delimiter options:

1: Single delimiter, the format is: AABBCC.DDEEFF.

2: Double delimiters, the format is: AABB.CCDD.EEFF.

5: Multiple delimiters, the format is: AA.BB.CC.DD.EE.FF.

If none is chosen for delimiter, the number does not take effect.

Default
The default authentication MAC address case is uppercase.
The default authentication MAC address delimiter is none.
Command Mode
Global Configuration Mode.
Command Default Level
Level: 12.
Usage Guideline
Use this command to configure the MAC address format of the Option 82 flexible user-defined profile.
Example

This example shows how to configure the MAC address format of the Option 82 flexible user-defined
profile.
Switch#configure terminal

Switch (config) #ip dhcp relay information option mac-format case uppercase delimiter
hyphen number 5

Switch (config) #

17-30 show ip dhcp relay information profile
This command is used to display the DHCP Option 82 profile configuration.

show ip dhcp relay information profile [PROFILE-NAME]

Parameters
PROFILE-NAME (Optional) Specifies the Option 82 profile name to be displayed.
Default
None.

Command Mode
User/Privileged EXEC Mode.
Command Default Level
Level: 1.
Usage Guideline
Use this command to display the DHCP Option 82 profile configuration.
Example
This example shows how to display the DHCP Option 82 profile configuration.
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Switch#show ip dhcp relay information profile

Profile name: profilel

Format string: “Ethernet %unit:/0/ S%port:\:%$sysname:%05svlian”

Profile name: profile2

Format string: “Ethernet “$unit:”/0/ “%port:”\:%sysname:”%05svlan

Total Entries: 2

Switch#

17-31 show ip dhcp relay information option mac-format
This command is used to display the MAC address format of the Option 82 profile.

show ip dhcp relay information option mac-format

Parameters
None.
Default
None.

Command Mode
User/Privileged EXEC Mode.
Command Default Level
Level: 1.
Usage Guideline
Use this command to display the MAC address format of the Option 82 profile.
Example
This example shows how to display the MAC address format of the Option 82 profile.

Switch#show ip dhcp relay information option mac-format

Case : Uppercase
Delimiter : Hyphen

Delimiter Number : 5

Example : AA-BB-CC-DD-EE-FF
Switch#
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18. DHCP Server Commands

18-1 address range

This command is used to specify an IP address range to be associated with a DHCP class in a DHCP
address pool. Use the no form of this command to remove the address range to be associated with a
DHCP class.

address range START-IP-ADDRESS END-IP-ADDRESS
no address range START-IP-ADDRESS END-IP-ADDRESS

Parameters
START-IP-ADDRESS Specifies the address or the first address in a range of addresses.
END-IP-ADDRESS Specifies the last address in a range of addresses.
Default
None.

Command Mode

DHCP Pool Class Configuration Mode.
Command Default Level

Level: 12.
Usage Guideline

Use this command and the class command in a DHCP address pool to restrict the allocation of IP
address from a subnet in the address pool. The network for allocating addresses is partitioned based
on the DHCP option value of the request. If an address pool has classes defined, the allocation of
address will based on the class from this address pool if the ip dhcp use class command is enabled.

When the server attempts to allocate an address from an address pool and the address pool has
classes defined, the server will check whether the pool contains the subnet appropriate for the
request first. If the subnet of the address pool contains the GIADDR (if not zero) or the subnet of the
received interface, the server will directly match the class definition of the address pool to allocate the
address. The server will only allocate an address from the matched class.

To remove an address range, only the exact range of addresses that are previously configured can be
specified.

Example
This example shows how to create a DHCP class “Customer-A” with the relay information option
matching pattern. They are associated with an address range in the DHCP address pool “pool1”.
Switch# configure terminal
Switch (config)# ip dhcp class Customer-A

Switch (config-dhcp-class)# option 82 hex 1234 *
Switch (config-dhcp-class) # exit

(

(
Switch (config)# ip dhcp pool pooll
Switch (config-dhcp-pool) # network 172.28.5.0/24
Switch (config-dhcp-pool) # class Customer-A

Switch (config-dhcp-pool-class)# address range 172.28.5.1 172.28.5.12
witch (config-dhcp-pool-class) #
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18-2 bootfile

This command is used to specify the configuration file for the DHCP client to boot the device. Use the
no form of this command to remove the specification of the boot file.

bootfile URL
no bootfile
Parameters
URL Specifies the boot file URL. This URL can be up to 64 characters
long.
Default
None.

Command Mode

DHCP Pool Configuration Mode.
Command Default Level

Level: 12.
Usage Guideline

Use this command to specify the configuration file for the DHCP client to boot the device. The next-
server command specifies the location of the server where the boot file resides.

Example

This example shows how to specify “mdubootfile.cfg” as the name of the boot configuration file for
DHCP pool 1.

Switch# configure terminal

Switch (config)# ip dhcp pool pooll

Switch (config-dhcp-pool) # bootfile mdubootfile.cfg

Switch (config-dhcp-pool) #

18-3 clear ip dhcp binding

This command is used to delete the address binding entry from the DHCP server database.

clear ip dhcp {all | pool NAME} binding {* | IP-ADDRESS}

Parameters

all Specifies to clear binding entries for all pools.

pool NAME Specifies the name of the DHCP pool.

* Specifies to clear all binding entries associated with the specified

pool.

IP-ADDRESS Specifies the IP address of the binding entry to be deleted.

Default
None.

Command Mode
Privileged EXEC Mode.
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Command Default Level

Level: 12.

Usage Guideline

Use this command to delete the binding of addresses. If pool is specified but the IP address is
specified as *, all automatic binding entries associated with the pool will be deleted. If pool is specified
as all and the IP address is specified, the automatic binding entry specific to the IP address will be
deleted regardless of the pool that contains the binding entry. If both pool and the IP address are
specified, the automatic entry of the specified IP address in the specific pool will be cleared.

Example
This example shows how to delete the address binding 10.12.1.99 from the DHCP server database.
Switch# clear ip dhcp all binding 10.12.1.99
Switch#
This example shows how to delete all bindings from all pools.
Switch# clear ip dhcp all binding *
Switch#
This example shows how to delete address binding 10.13.2.99 from the address pool named pool2.
Switch# clear ip dhcp pool pool2 binding 10.13.2.99
Switch#
18-4 clear ip dhcp conflict
This command is used to clear the DHCP conflict entry from the DHCP server database.
clear ip dhcp {all | pool NAME} conflict {* | IP~- ADDRESS}
Parameters
all Specifies to clear conflict entries for all pools.
pool NAME Specifies the name of the DHCP pool.
* Specifies to clear all binding entries associated with the specified
pool.
IP-ADDRESS Specifies the IP address of the binding entry to be deleted.
Default
None.

Command Mode

Privileged EXEC Mode.

Command Default Level

Level: 12.

Usage Guideline

Use this command to delete the address from the conflict table. The deleted address will be returned
to the address pool and free to be assigned. The DHCP server detects the conflict of an IP address
by using a ping operation.

If pool is specified but the IP address is specified as *, all conflict entries specific to the pool will be
deleted. If pool is specified as all and the IP address is specified, the specified conflict entry will be
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deleted regardless of the pool that contains the conflict entry. If both pool and the IP address are
specified, the specified conflict entry specific to the specific pool will be cleared.

Example
This example shows how to clear an address conflict of 10.12.1.99 from the DHCP server database.
Switch# clear ip dhcp all conflict 10.12.1.99
Switch#
This example shows how to delete the all conflict addresses from the DHCP server database.
Switch# clear ip dhcp all conflict *
Switch#
This example shows how to delete all address conflicts from the address pool named pool 1.
Switch# clear ip dhcp pool pooll conflict *
Switch#
This example shows how to delete an address conflict 10.13.2.99 from the address pool named pool
2.
Switch# clear ip dhcp pool pool2 conflict 10.13.2.99
Switch#
18-5 clear ip dhcp server statistics
This command is used to reset all DHCP server counters.
clear ip dhcp server statistics
Parameters
None.
Default
None.

Command Mode

Privileged EXEC Mode.

Command Default Level

Level: 12.

Usage Guideline

Example

18-6

Use this command to clear all of DHCP statistic counters.

This example shows how to reset all DHCP counters to zero.

Switch# clear ip dhcp server statistics
Switch#

class (DHCP Server)

This command is used to associate a range of IP addresses with the DHCP class. Use the no form of
this command to remove the association.
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class NAME
no class NAME

Parameters
NAME Specifies the DHCP class name. This name can be up to 32
characters long.
Default
None.

Command Mode

DHCP Pool Configuration Mode.

Command Default Level

Level: 12.

Usage Guideline

Example

Use the address range command and this command in a DHCP address pool to restrict the
allocation of IP address from a subnet in the address pool. The network for allocating addresses is
partitioned based on the DHCP option value of the request. If an address pool has classes defined,
the allocation of address will based on the class from this address pool if the ip dhcp use class
command is enabled.

This example shows how to create two DHCP classes Customer-A and Customer-B with option
matching patterns. They are associated with address ranges in the DHCP server address pool “srv-
pool1”.

Switch# configure terminal

Switch (config)# ip dhcp class Customer-A

Switch (config-dhcp-class)# option 82 hex 1234 *

Switch (config-dhcp-class) # exit

Switch (config)# ip dhcp class Customer-B

Switch (config-dhcp-class)# option 82 hex 5678 *

(
(
(
(
Switch (config-dhcp-class) # exit
Switch (config)# ip dhcp pool srv-pooll
Switch (config-dhcp-pool) # network 172.28.5.0/24
Switch (config-dhcp-pool) # class Customer-A
Switch (config-dhcp-pool-class)# address range 172.28.5.1 172.28.5.12
witch (config-dhcp-pool-class)# exit
Switch (config-dhcp-pool) # class Customer-B
Switch (config-dhcp-pool-class)# address range 172.28.5.18 172.28.5.32
(

Switch (config-dhcp-pool-class) #

This example shows how to configure a DHCP class Service-A and define it with a DHCP Option 60
matching pattern 0x112233 and 0x102030. Another class Service-B is configured and defined with a
DHCP Option 60 matching pattern 0x556677 and 0x506070. A class Default-class is configured with
no option hexadecimal command. These defined classes are used in the relay pool “pool1”. The class
Service-A is associated with relay target 10.2.1.2 and the class Service-B is associated with relay
target 10.2.1.5. The class Default-class is associated with the relay target 10.2.1.32.
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18-7

Switch# configure terminal

Switch (config)# ip dhcp class Service-A

Switch (config-dhcp-class)# option 60 hex 112233
Switch (config-dhcp-class)# option 60 hex 102030
Switch (config-dhcp-class) # exit

Switch (config)# ip dhcp class Service-B

Switch (config-dhcp-class)# option 60 hex 556677
Switch (config-dhcp-class)# option 60 hex 506070
Switch (config-dhcp-class) # exit

Switch (config)# ip dhcp class Default-class
Switch (config-dhcp-class) # exit

(
(
(
(
(
(
(
(
(
Switch (config)# ip dhcp pool pooll
Switch (config-dhcp-pool) # relay source 172.19.18.0 255.255.255.0
Switch (config-dhcp-pool) # class Service-A
Switch (config-dhcp-pool-class)# relay target 10.2.1.2
Switch (config-dhcp-pool-class) # exit
Switch (config-dhcp-pool) # class Service-B
Switch (config-dhcp-pool-class)# relay target 10.2.1.5
Switch (config-dhcp-pool) # exit
Switch (config-dhcp-pool) # class Default-class
Switch (config-dhcp-pool-class)# relay target 10.2.1.32
(

Switch (config-dhcp-pool) #

client-identifier

This command is used to specify the unique DHCP client ID of the manual binding entry in a DHCP
address pool. Use the no form of this command to remove the specification of the client identifier.

client-identifier IDENTIFIER

no client-identifier

Parameters

Default

IDENTIFIER Specifies a DHCP client identifier in hexadecimal notation.

None.

Command Mode

DHCP Pool Configuration Mode.

Command Default Level

Level: 12.

Usage Guideline

Example

This command is valid for manual binding entries in a DHCP address pool. The client identifier is
formatted by media type and the MAC address. Only one manual binding entry can be specified in a
DHCP address pool. With a manual binding entry, the IP address can be either be bound with a
client-identifier or bound with the hardware address of the host.

Use the client-identifier command and the host command to specify the manual binding entry based
on the client-identifier in the DHCP packet.

This example shows how to create a DHCP address pool “pool1” with a manual binding entry which
binds the IP address 10.1.2.3/24 with client ID 01524153203124.
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Switch# configure terminal

Switch (config)# ip dhcp pool pooll

Switch (config-dhcp-pool) # client-identifier 01524153203124
Switch (config-dhcp-pool) # host 10.1.2.3/24

Switch (config-dhcp-pool) #

18-8 default-router

This command is used to specify default routers for the DHCP client. Use the no form of this
command to remove the default router.

default-router IP-ADDRESS [IP-ADDRESS?2...IP-ADDRESS8]
no default-router /P-ADDRESS [IP-ADDRESS?2...IP-ADDRESS8]

Parameters
IP-ADDRESS Specifies the IP address of the default router for the DHCP client.
IP-ADDRESS?2...IP- Specifies multiple IP addresses, separated by spaces. Up to eight
ADDRESSS8 addresses can be specified.
Default
None.

Command Mode

DHCP Pool Configuration Mode.
Command Default Level

Level: 12.
Usage Guideline

Use this command to configure the default routers for the clients. The IP address of the router should
be on the same subnet as the client’s subnet. Routers are listed in the order of preference. If default
routers are already configured, the default routers configured later will be added to the default

interface list.
Example
This example shows how to specify 10.1.1.1 as the IP address of the default router in the DHCP
address pool.
Switch# configure terminal
Switch (config)# ip dhcp pool pooll
Switch (config-dhcp-pool) # default-router 10.1.1.1
18-9 domain-name

This command is used to specify the domain name for a DHCP client. Use the no form of this
command to remove the domain name.

domain-name NAME

no domain-name
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Parameters
NAME Specifies the domain name. This name can be up to 64 characters
long.
Default
None.

Command Mode
DHCP Pool Configuration Mode.
Command Default Level
Level: 12.
Usage Guideline
Use this command to configure the domain name for the DHCP client. Only one domain name can be
specified.
Example
This example shows how to specify the domain name as domain.com in the DHCP address pool.

Switch# configure terminal
Switch (config)# ip dhcp pool pooll

Switch (config-dhcp-pool) # domain-name domain.com

18-10 dns-server

This command is used to specify DNS servers for the DHCP client. Use the no form of this command
to remove the specific DNS server.

dns-server IP- ADDRESS [IP-ADDRESS2...IP-ADDRESS8]
no dns-server IP-ADDRESS [IP-ADDRESS?2...IP-ADDRESS8]

Parameters
IP-ADDRESS Specifies the IP addresses to be used by the DHCP client as the
DNS server.
IP-ADDRESS?2...IP- Specifies multiple IP addresses, separated by spaces. Up to eight
ADDRESSS8 addresses can be specified.
Default
None.

Command Mode

DHCP Pool Configuration Mode.
Command Default Level

Level: 12.
Usage Guideline

Use this command to configure the IP address that will be used by the client as the DNS server. Up to
eight servers can be specified. Servers are listed in the order of preference. If DNS servers are
already configured, the DNS servers configured later will be added to the DNS server list.
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Example

This example shows how to specify 10.1.1.1 as the IP address of the DNS server in the DHCP
address pool.

Switch# configure terminal

Switch (config)# ip dhcp pool pooll

Switch (config-dhcp-pool) # dns-server 10.1.1.1

18-11 hardware-address
This command is used to specify the hardware address of the manual binding entry in the DHCP
address pool. Use the no form of this command to remove the specification of the hardware address
of the manual binding entry.
hardware-address HARDWARE-ADDRESS
no hardware-address
Parameters
HARDWARE-ADDRESS Specifies the MAC address of the client.
Default
None.

Command Mode

DHCP Pool Configuration Mode.

Command Default Level

Level: 12.

Usage Guideline

Example

18-12

A binding entry is a mapping between the IP address and the hardware address or the client identifier.
By creating a manual binding entry, an IP address is manually assigned to a client.

Only one manual binding entry can be specified in a DHCP address pool. With a binding entry, the IP
address can be either bound with a client identifier or bound with the hardware address of the host.

Use the client-identifier command and the host command to specify the manual binding entry based
on client identifier in the DHCP packet. Use the hardware-address command and the host command
to specify the manual binding entry based on hardware address.

This example shows how to create a DHCP address pool “pool1” with a manual binding entry which
binds the IP address 10.1.2.100/24 with the MAC address C2:F3:22:0A:12:F4.

Switch# configure terminal

Switch (config)# ip dhcp pool pooll

Switch (config-dhcp-pool) # hardware-address C2F3.220A.12F4

Switch (config-dhcp-pool) # host 10.1.2.100/24

Switch (config-dhcp-pool) #

host

This command is used to specify the IP address of the manual binding entry in a DHCP address pool.
Use the no form of this command to remove the specification of the IP address from the entry.
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host {IP-ADDRESS MASK | IP-ADDRESSIPREFIX-LENGTH}

no host

Parameters

IP-ADDRESS Specifies the IP address of the manual binding entry.

MASK Specifies the bits that mask the network part of the host address.

PREFIX-LENGTH Specifies the prefix length of the network. It is an alternative way

to specify the network mask.
Default
None.

Command Mode

DHCP Pool Configuration Mode.
Command Default Level

Level: 12.
Usage Guideline

Only one manual binding entry can be specified in a DHCP address pool. With a binding entry, the IP
address can be either bound with a client identifier or bound with the hardware address of the host.

Use the client-identifier command and the host command to specify the manual binding entry based
on client identifier in the DHCP packet. Use the hardware-address command and the host command
to specify the manual binding entry based on hardware address.

Example

This example shows how to create a DHCP address pool “pool1” with a manual binding entry which
binds the IP address 10.1.2.100/24 with the MAC address C2:F3:22:0A:12:F4.

Switch# configure terminal

Switch (config)# ip dhcp pool pooll

Switch (config-dhcp-pool) # hardware-address C2:F3:22:0A:12:F4

Switch (config-dhcp-pool) # host 10.1.2.100/24

Switch (config-dhcp-pool) #

18-13 ip dhcp class (DHCP Server)

This command is used to define a DHCP class and enter the DHCP Class Configuration Mode. Use
the no form of this command to remove a DHCP class.

ip dhcp class NAME
no ip dhcp class NAME

Parameters
NAME Specifies the DHCP class name with a maximum of 32 characters.
Default
None.

Command Mode
Global Configuration Mode.
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Command Default Level
Level: 12.
Usage Guideline

Use this command to enter the DHCP Class Configuration Mode. In the mode, the user can use the
option hex command to define the option matching pattern for the DHCP class. When a class has no
option hex associated, the class will be matched by any packet.

Example

This example shows how to configure a DHCP class “Service-A” and defined with DHCP Option 60
matching pattern 0x112233.

Switch# configure terminal

Switch (config)# ip dhcp class Service-A

Switch (config-dhcp-class)# option 60 hex 112233

Switch (config-dhcp-class) #

18-14 ip dhcp excluded-address

This command is used to exclude a range of IP addresses from being allocated to the client. Use the
no form of this command to remove a range of excluded addresses.

ip dhcp excluded-address START-IP-ADDRESS END-IP-ADDRESS
no ip dhcp excluded-address START-IP-ADDRESS END-IP-ADDRESS

Parameters
START-IP-ADDRESS Specifies an address or the first address of a range of addresses
to be excluded.
END-IP-ADDRESS Specifies the last address of a range of addresses to be excluded.
Default
None.

Command Mode

Global Configuration Mode.
Command Default Level

Level: 12.
Usage Guideline

The DHCP server automatically allocates addresses in DHCP address pools to DHCP clients. All the
addresses except the interface’s IP address on the router and the excluded address specified by the
ip dhcp excluded-address command are available for allocation. Multiple ranges of addresses can

be excluded. To remove a range of excluded addresses, administrators must specify the exact range
of addresses previously configured.

Example

This example shows how to exclude the range of addresses 10.1.1.1 to 10.1.1.255 and 10.2.1.1 to
10.2.1.255.

Switch# configure terminal

Switch (config)# ip dhcp excluded-address 10.1.1.1 10.1.1.255

Switch (config)# ip dhcp excluded-address 10.2.1.1 10.2.1.255
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18-15 ip dhcp ping packets

This command is used to specify the number of packets that the DHCP server will send as a part of
the ping operation. Use the no form of this command to revert to the default setting.

ip dhcp ping packets COUNT
no ip dhcp ping packets

Parameters

COUNT Specifies the number of ping packets that the DHCP server will
send.

Default

By default, this value is 2.
Command Mode

Global Configuration Mode.

Command Default Level
Level: 12.

Usage Guideline

Use this command to specify the number of packets that the DHCP server will send as part of the ping
operation. The DHCP server performs the ping operation to detect whether there is a conflict in use of
the IP address before assigning an IP address to the client. If there is no response after the specified
number of attempts, the IP address will be assigned to the client, and it becomes an entry. If the
server receives a response to the ping operation, the IP address will become a conflict entry.

Setting the number to 0 will disable the ping operation.

Example

This example shows how to configure the number of ping packets as 3.
Switch# configure terminal

Switch (config)# ip dhcp ping packets 3

Switch (config) #

18-16 ip dhcp ping timeout

This command is used to specify the time the DHCP server should wait for the ping reply packet. Use
the no form of this command to revert to the default setting.

ip dhcp ping timeout MILLI-SECONDS
no ip dhcp ping timeout

Parameters
MILLI-SECONDS Specifies the interval of time the DHCP server will wait for the ping
reply. The maximum timeout is 10000 milliseconds (10 seconds).
The specified value should be multiples of 100.
Default

By default, this value is 500 milliseconds (0.5 seconds).
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Command Mode

Global Configuration Mode.

Command Default Level

Level: 12.

Usage Guideline

Example

Use this command to specify the timeout length for the ping operation. The DHCP server performs the
ping operation to an IP address to detect whether there is a conflict in the use of the IP address
before assigning the IP address to a client. If there is no response after the specified number of
attempts, the IP address will be assigned to the client, and it becomes an entry. If the server receives
a response to the ping operation, the IP address will become a conflict entry.

This example shows how to configure the waiting time for a ping reply.
Switch# configure terminal

Switch (config)# ip dhcp ping timeout 800

Switch (config) #

18-17 ip dhcp pool (DHCP Server)
This command is used to configure a DHCP address pool on the DHCP server and enter the DHCP
Pool Configuration Mode. Use the no form of this command to remove a DHCP address pool.
ip dhcp pool NAME
no ip dhcp pool NAME
Parameters
NAME Specifies the name of the address. This name can be up to 32
characters long.
Default

None.

Command Mode

Global Configuration Mode.

Command Default Level

Level: 12.

Usage Guideline

Example

A DHCP server receives requests from DHCP clients and services and then allocates an IP address
from the address pool and replies the address to the client. An address pool can either contain a
network of IP addresses or a single IP address. Use the network command in the DHCP Pool
Configuration Mode to specify a network for the address pool or use the client-identifier or
hardware-address command with the host command to specify a manual binding entry in a DHCP
address pool.

This example shows how to create a DHCP address pool “pool1”.
Switch# configure terminal

Switch (config)# ip dhcp pool pooll

Switch (config-dhcp-pool) #
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18-18 ip dhcp use class

This command is used to specify the DHCP server to use DHCP classes during address allocation.
Use the no form of this command to disable the use of DHCP classes.

ip dhcp use class

no ip dhcp use class

Parameters

None.
Default

By default, this option is disabled.
Command Mode

Global Configuration Mode.
Command Default Level

Level: 12.
Usage Guideline

Use this command to enable or disable the use of DHCP classes during address allocation.

Example
This example shows how to disable the use of DHCP classes.
Switch# configure terminal
Switch (config)# no ip dhcp use class
Switch (config) #
18-19 lease
This command is used to configure the duration of the lease for an IP address that is assigned from
the address pool. Use the no form of this command to revert to the default setting.
lease {DAYS [HOURS [MINUTES]] | infinite}
no lease
Parameters
DAYS Specifies the number of days for the duration of the lease.
HOURS (Optional) Specifies the number of hours for the duration of the
lease.
MINUTES (Optional) Specifies the number of minutes for the duration of the
lease.
infinite Specifies that the lease time is unlimited.
Default

By default, the lease time is 1 day.
Command Mode
DHCP Pool Configuration Mode.
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Command Default Level

Level: 12.

Usage Guideline

Example

Use this command to configure the duration of the lease for an IP address that is assigned from the
address pool. The least setting will not be inherited from the parent address pool.

This example shows how to configure the lease in the address pool “pool1” to 1 day.
Switch# configure terminal

Switch (config)# ip dhcp pool pooll

Switch (config-dhcp-pool) # lease 1

This example shows how to configure the lease in the address pool “pool1” to 1 hour.
Switch# configure terminal

Switch (config)# ip dhcp pool pooll

Switch (config-dhcp-pool) # lease 0 1

18-20 netbios-node-type
This command is used to configure the NetBIOS node type for Microsoft DHCP clients. Use the no
form of this command to remove the configuration of the NetBIOS node type.
netbios-node-type NTYPE
no netbios-node-type
Parameters
NTYPE Specifies the NetBIOS node type of the Microsoft client. The
following are the valid types:
b-node - Broadcast
p-node - Peer-to-peer
m-node - Mixed
h-node - Hybrid
Default

None.

Command Mode

DHCP Pool Configuration Mode.

Command Default Level

Level: 12.

Usage Guideline

Example

Use this command to configure the NetBIOS node type of the Microsoft DHCP client. The node type
of the h-node (Hybrid) is recommended. The node type determines the method NetBIOS use to
register and resolve names. The broadcast system uses broadcasts. A p-node system uses only
point-to-point name queries to a name server (WINS). An m-node system broadcasts first, and then
queries the name server. A hybrid system queries the name server first, and then broadcasts.

This example shows how to configure the NetBIOS node type as h-node.
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Switch# configure terminal

Switch (config)# ip dhcp pool pooll

Switch (config-dhcp-pool) # netbios-node-type h-node
Switch (config-dhcp-pool) #

18-21 netbios-name-server

This command is used to specify WINS name servers for the Microsoft DHCP client. Use the no form
of this command to remove the configuration of specific WINS servers.

netbios-name-server IP-ADDRESS [IP-ADDRESS?2...IP-ADDRESS8]
no netbios-name-server IP-ADDRESS [IP-ADDRESS?2...IP-ADDRESSS8]

Parameters
IP-ADDRESS Specifies the WINS name server IP address for the DHCP client.
IP-ADDRESS?2...IP- Specifies multiple IP addresses, separated by spaces. Up to eight
ADDRESSS8 addresses can be specified.
Default
None.

Command Mode

DHCP Pool Configuration Mode.
Command Default Level

Level: 12.

Usage Guideline

Use this command to configure the WINS name server IP addresses that that are available to the
Microsoft client. Up to eight servers can be specified. Servers are listed in the order of preference. If
name servers are already configured, the name server configured later will be added to the default
interface list.

Example

This example shows how to configure 10.1.1.100 and 10.1.1.200 as WINS servers for the address
pool “pool1”.

Switch# configure terminal

Switch (config)# ip dhcp pool pooll

Switch (config-dhcp-pool) # netbios-name-server 10.1.1.100 10.1.1.200

Switch (config-dhcp-pool) #

18-22 next-server

This command is used to specify the BOOT server for the DHCP client. Use the no form of this
command to remove boot servers.

next-server IP-ADDRESS

no next-server
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Parameters
IP-ADDRESS Specifies the boot server IP address for the client to get the boot
file.
Default
None.

Command Mode

DHCP Pool Configuration Mode.
Command Default Level

Level: 12.
Usage Guideline

Use this command to specify the server IP address for the client to boot the image or configuration
file. The server is typically a TFTP server. Only one boot server can be specified.

Example

This example shows how to configure 10.1.1.1 as the IP address of next server in the DHCP client’s
boot process in the pool named pool1.

Switch# configure terminal

Switch (config)# ip dhcp pool pooll

Switch (config-dhcp-pool) # next-server 10.1.1.1

18-23 network

This command is used to configure the network with its associated mask for a DHCP address pool.
Use the no form of this command to remove the network.

network {NETWORK-ADDRESS MASK | NETWORK-ADDRESSIPREFIX-LENGTH}

no network

Parameters

NETWORK-ADDRESS Specifies the network address for the address pool.

MASK Specifies the bits that mask the network part of the address.

PREFIX-LENGTH Specifies the prefix length of the network. It is an alternative way

to specify the network mask.
Default
None.

Command Mode

DHCP Pool Configuration Mode.
Command Default Level

Level: 12.
Usage Guideline

Use this command to configure a network for the address pool. The user cannot configure the manual
binding entry in the address pool that was configured with the network.
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Example

18-24

When the DHCP server receives a request from a client, the server will select an address pool or
subnet in the address pool based on the following rules for address allocation. When an IP address is
allocated to a host, a binding entry is created.

* |f the client is not directly connected to the DHCP server, the discover message is relayed by
the relay agent. The server will select the address pool configured with a subnet that contains
the GIADDR of the packet. If an address pool is selected, the server will try to allocate the
address from the subnet.

» If the client is directly connected to the server, the server will look for the subnet of the address
pool that contains or match the primary subnet of the received interface. If not found, the server
will look for the subnet of the address pool that contains or match the secondary subnet of the
received interface.

If an address is allocated from a specific subnet, the network mask associated with the subnet will be
replied as the network mask to the user. The network configured for a DHCP address pool can be a
natural network or a sub-network. The configured DHCP address pools are organized as a tree. The
root of the tree is the address pool that contains the natural network. The address pools that contain
the sub-network are branches under the root, and the address pools that contain the manual binding
entry is the leave under the branch or under the root. Based on the tree structure, the child address
pool will inherit the attributes configured for its parent address pool. The only exception to this
inheritance is lease attribute.

This example shows how to configure the subnet 10.1.0.0/16 for the DHCP address pool pool1.

Switch# configure terminal

Switch (config)# ip dhcp pool pooll

Switch (config-dhcp-pool) # network 10.1.0.0/16
Switch (config-dhcp-pool) # default-router 10.1.1.1
Switch (config-dhcp-pool) #

option hex (DHCP Server)

This command is used to specify a DHCP option matching pattern for a DHCP class. Use the no form
of this command to delete the specified matching pattern for a DHCP class.

option CODE hex PATTERN [*] [bitmask MASK]
no option CODE hex PATTERN [*] [bitmask MASK]

Parameters

Default

CODE Specifies the DHCP option number.

PATTERN Specifies the hex pattern of the specified DHCP option.

* (Optional) Specifies not to match the remaining bits of the option.
If not specified, the bit length of the PATTERN should be the
same as the bit length of the option.

MASK (Optional) Specifies the hex bit mask for masking of the pattern.
The masked pattern bits will be matched. If not specified, all bits
specified by PATTERN will be checked. The bit set to FF will be
checked. The input format should be the same as PATTERN.

None.

Command Mode

DHCP Class Configuration Mode.
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Command Default Level
Level: 12.

Usage Guideline

Use the ip dhcp class command with this command to define a DHCP class. The classes in a pool
are matched in the sequence of the class configuration in a pool.

With the option hex command, the user can specify the DHCP option code number with its matching
pattern for a DHCP class. Multiple option patterns can be specified for a DHCP class. If the packet
matches any of the specified pattern of a DHCP class, the packet will be classified to the DHCP class
and forwarded based on the specified target.

The following are some common used option codes:

* Option 60: vendor class identifier.
e Option 61: client identifier.

* Option 77: user class.

* Option 124: vendor-identifying vendor class.

* Option 125: vendor-identifying vendor-specific information.

Example

This example shows how to configure a DHCP class Service-A to define with the DHCP Option 60
matching pattern 0x112233 and 0x102030. Another class Service-B is configured and defined with
the DHCP Option 60 matching pattern 0x5566* and 0x5060*.

Switch# configure terminal

Switch (config)# ip dhcp class Service-A

Switch (config-dhcp-class)# option 60 hex 112233

Switch (config-dhcp-class)# option 60 hex 102030

Switch (config-dhcp-class) # exit

Switch (config)# ip dhcp class Service-B

Switch (config-dhcp-class)# option 60 hex 5566 *

Switch (config-dhcp-class)# option 60 hex 5060 *

Switch (config-dhcp-class) # exit

Switch (config)# ip dhcp class Service-B

Switch (config-dhcp-class) #

18-25 service dhcp (DHCP Server)

This command is used to enable the DHCP server service on the Switch. Use the no form of this
command to disable the DHCP server service.

service dhcp

no service dhcp

Parameters

None.
Default

By default, the state is disabled.
Command Mode

Global Configuration Mode.
Command Default Level

Level: 12.
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Usage Guideline
Use this command to enable the DHCP server service on the Switch.
Example

This example shows how to disable the DHCP server service.
Switch# configure terminal
Switch (config)# no service dhcp

Switch (confiqg) #

18-26 show ip dhcp binding

This command is used to display the address binding entries on the DHCP Server.

show ip dhcp binding [/P-ADDRESS]

Parameters
IP-ADDRESS (Optional) Specifies the binding entry to display. If the IP address
is not specified, all binding entries or the binding entry specific to
the specified pool are displayed.
Default
None.

Command Mode
User/Privileged EXEC Mode.
Command Default Level
Level: 1.
Usage Guideline
The IP address, hardware address, lease start and lease expiration of the entry will be displayed.
Example

This example shows how to display the binding status of al bound IP addresses.
Switch#show ip dhcp binding

IP address Client-ID/ Lease expiration Type

Hardware address

10.0.0.1 01002211223344 Feb 25 2020 08:18 AM Automatic

Switch#

This example shows how to display the binding status of IP address 10.1.1.1 in the DHCP address
pool.
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Switch#show ip dhcp binding 10.1.1.1

IP address Client-ID/ Lease expiration Type

Hardware address

10.1.1.1 01002211223344 Feb 25 2020 08:21 AM Automatic

Switch#

18-27 show ip dhcp conflict

This command is used to display the conflict IP addresses while the DHCP Server attempts to assign
the IP address for a client.

show ip dhcp conflict [[P-ADDRESS]

Parameters
IP-ADDRESS (Optional) Specifies the conflict entry to display. If the IP address
is not specified, all conflict entries or the conflict entry specific to
the specified pool are displayed.
Default
None.

Command Mode

User/Privileged EXEC Mode.
Command Default Level

Level: 1.
Usage Guideline

The DHCP server detects the conflict of IP addresses by using the ping operation. If a conflict address
is found, this IP address will be removed from the address pool and marked as a conflict. The conflict
address will not be assigned until the network administrator clears the conflict address.

Example

This example shows how to display the conflict status of the IP address 10.1.1.1.
Switch# show ip dhcp conflict 10.1.1.1

IP address Detected Method Detection time
10.1.1.1 Ping Oct 23 2019 09:12 AM
Switch#

This example shows how to display the conflict status of all DHCP IP addresses in the pool.
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Switch# show ip dhcp conflict

IP address Detected Method Detection time
10.1.1.1 Ping Oct 23 2019 09:12 AM
Switch#

18-28 show ip dhcp pool

This command is used to display information about the DHCP pools.

show ip dhcp pool [NAME]

Parameters
NAME (Optional) Specifies to display information about a specific DHCP
pool. If not specified, information about all DHCP pools will be
displayed.
Default
None.

Command Mode
User/Privileged EXEC Mode.

Command Default Level
Level: 1.

Usage Guideline

Use this command to examine the configuration settings of the pool or all the pools if the name
parameter is not used.

Example
This example shows how to display the DHCP pool “pool1” configuration information.

show ip dhcp pool pooll

Pool name: pooll
Network: 10.0.0.0/8
Boot file:
Default router:
DNS server:
NetBIOS server:
Domain name:
Lease: 1 days 0 hours 0 minutes
NetBIOS node type:
Next server: 0.0.0.0
Remaining unallocated address number: 1023

Number of leased addresses: 1

Switch#
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18-29 show ip dhcp server

This command is used to display the current status of the DHCP server.

show ip dhcp server

Parameters
None.
Default
None.

Command Mode
User/Privileged EXEC Mode.
Command Default Level
Level: 1.
Usage Guideline
Use this command to display the DHCP server status and user configured address pool.
Example

This example shows how to display the status of the DHCP server.

Switch# show ip dhcp server

DHCP Service: Disable
Ping packets number: 3
Ping timeout: 500 ms
Excluded Addresses
10.1.1.1-10.1.1.255

List of DHCP server configured address pool

pooll pool2 pool3 pool4
poolb poolb pool7 pool8
pool9 pooll0 poolll pooll2
Switch#

18-30 show ip dhcp server statistics

This command is used to display DHCP server statistics.

show ip dhcp server statistics

Parameters
None.
Default
None.

Command Mode
User/Privileged EXEC Mode.
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Command Default Level

Level: 1.

Usage Guideline

Example

Use this command to display DHCP counters. All counters are cumulative.

This example shows how to display DHCP server statistics.

Switch# show ip dhcp server statistics

Address pools
Automatic bindings
Manual binding
Malformed messages

Renew messages

Message
BOOTREQUEST
DHCPDISCOVER
DHCPREQUEST
DHCPDECLINE
DHCPRELEASE
DHCPINFORM

Message
BOOTREPLY
DHCPOFFER
DHCPACK
DHCPNAK

Switch#

Display Parameters

100

Received

12
200
178
0

0

0

Sent
12
190
172

Address pools

The number of configured address pools in the DHCP database.

Malformed messages

The number of truncated or corrupted messages that were
received by the DHCP server.

Renew messages

The number of renewed messages for a DHCP lease. The
counter is incremented when a new renew message has arrived
after the first renew message.

Message The DHCP message type.

Received The number of DHCP messages that were received by the DHCP
server.

Sent The number of DHCP messages that were sent by the DHCP

server
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19. DHCP Snooping Commands

19-1 ip dhcp snooping

This command is used to globally enable DHCP snooping. Use the no form of this command to
disable DHCP snooping.

ip dhcp snooping

no ip dhcp snooping

Parameters

None.
Default

By default, this option is disabled.
Command Mode

Global Configuration Mode.
Command Default Level

Level: 12.
Usage Guideline

The DHCP snooping function snoops the DHCP packets arriving at the untrusted interface on the
VLAN that is enabled for DHCP snooping. With this function, the DHCP packets that come from the
untrusted interface can be validated and a DHCP binding database will be constructed for the DHCP
snooping enabled VLAN. The binding database provides IP and MAC binding information that can be
further used by the IP source guard and dynamic ARP inspection process.

Example

This example shows how to enable DHCP snooping.
Switch# configure terminal

Switch (config)# ip dhcp snooping

Switch (config) #

19-2 ip dhcp snooping information option allow-untrusted

This command is used to globally allow DHCP packets with the relay Option 82 on the untrusted
interface. Use the no form of this command to not allow packets with the relay Option 82.

ip dhcp snooping information option allow-untrusted

no ip dhcp snooping information option allow-untrusted

Parameters

None.
Default

By default, this option is not allowed.
Command Mode

Global Configuration Mode.
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Command Default Level
Level: 12.

Usage Guideline

The DHCP snooping function validates the DHCP packets when it arrives at the port on the VLAN that
is enabled for DHCP snooping. By default, the validation process will drop the packet if the gateway
address is not equal to 0 or Option 82 is present.

Use this command to allow packets with the relay Option 82 arriving at the untrusted interface.
Example

This example shows how to enable DHCP snooping for Option 82 to allow untrusted ports.
Switch# configure terminal
Switch (config)# ip dhcp snooping information option allow-untrusted

Switch (config) #

19-3 ip dhcp snooping database

This command is used to configure the storing of DHCP snooping binding entries to a remote site.
Use the no form of this command to disable the storing or revert the parameters to the default
settings.

ip dhcp snooping database {URL | write-delay SECONDS}

no ip dhcp snooping database [write-delay]

Parameters

URL Specifies the URL in the following form:
o tftp://location/filename

write-delay SECONDS Specifies the time delay to write the entries after a change is seen
in the binding entry. The default is 300 seconds. The range is from
60 to 86400.

Default
By default, the URL for the database agent is not defined.
The write delay value is set to 300 seconds.
Command Mode
Global Configuration Mode.
Command Default Level
Level: 12.
Usage Guideline

Use this command to store the DHCP binding entry to a remote server. Use the follow method to store
DHCP binding entries:

» tftp: Store the entries to remote site via TFTP.

The lease time of the entry will not be modified and the live time will continue to be counted while the
entry is provisioned.
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Example

This example shows how to store the binding entry to a file in the file system.

Switch# configure terminal
Switch (config)# ip dhcp snooping database tftp: //10.0.0.2/store/dhcp-snp-bind
Switch (config) #

19-4 clear ip dhcp snooping database statistics

This command is used to clear the DHCP binding database statistics.

clear ip dhcp snooping database statistics

Parameters
None.
Default
None.

Command Mode
Privileged EXEC Mode.
Command Default Level
Level: 12.
Usage Guideline
When you enter this command, the Switch will clear the database statistics.
Example

This example shows how to clear the snooping database statistics.

Switch# clear ip dhcp snooping database statistics
Switch#

19-5 clear ip dhcp snooping binding

This command is used to clear the DHCP binding entry.

clear ip dhcp snooping binding [MAC-ADDRESS] [IP-ADDRESS] [vlan VLAN-ID] [interface

INTERFACE-ID]
Parameters
MAC-ADDRESS (Optional) Specifies the MAC address to clear.
IP-ADDRESS (Optional) Specifies the IP address to clear.
vlan VLAN-ID (Optional) Specifies the VLAN ID to clear.
interface INTERFACE-ID (Optional) Specifies the interface to clear.
Default
None.
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Command Mode

Privileged EXEC Mode.

Command Default Level

Level: 12.

Usage Guideline

Example

Use this command to clear the DHCP binding entry, including the manually configured binding entry.

This example shows how to clear all snooping binding entries.

Switch# clear ip dhcp snooping binding
Switch#

19-6 renew ip dhcp snooping database
This command is used to renew the DHCP binding database.
renew ip dhcp snooping database URL
Parameters
URL Specifies the URL in the following form:
o ftftp://location/filename
Default

None.

Command Mode

Privileged EXEC Mode.

Command Default Level

Level: 12.

Usage Guideline

Example

19-7

Using this command will cause the system to load the bind entry database from a URL and add the
entries to the DHCP snooping binding entry table.

This example shows how to renew the DHCP snooping binding database.

Switch# renew ip dhcp snooping database tftp: //10.0.0.2/store/dhcp-snp-bind
Switch#

ip dhcp snooping binding

This command is used to manually configure a DHCP snooping entry.

ip dhcp snooping binding MAC-ADDRESS vlan VLAN-ID IP-ADDRESS interface INTERFACE-
ID expiry SECONDS
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Parameters
MAC-ADDRESS Specifies the MAC address of the entry.
vlan VLAN-ID Specifies the VLAN of the entry.
IP-ADDRESS Specifies the IP address of the entry.
INTERFACE-ID Specifies the interfaces to be configured
SECONDS Specifies the interval after which bindings are no longer valid. This
value must be between 60 and 4294967295 seconds.
Default
None.

Command Mode
Privileged EXEC Mode.

Command Default Level
Level: 12.

Usage Guideline

This command is only available for physical port and port channel interface configuration.

Use this command to create a dynamic DHCP snooping entry.

Example

This example shows how to configure a DHCP snooping entry with IP address 10.1.1.1 and MAC
address 00-01-02-03-04-05 at VLAN 2 and port 10 with an expiry time of 100 seconds.

Switch# ip dhcp snooping binding 00-01-02-03-04-05 vlan 2 10.1.1.1 interface

ethl1/0/10 expiry 100
Switch#

19-8 ip dhcp snooping trust

This command is used to configure a port as a trusted interface for DHCP snooping. Use the no form
of this command to revert to the default setting.

ip dhcp snooping trust

no ip dhcp snooping trust

Parameters

None.
Default

By default, this option is disabled.

Command Mode

Interface Configuration Mode.
Command Default Level

Level: 12.
Usage Guideline

This command is available for physical port and port-channel interface configuration.
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Example

19-9

Ports connected to the DHCP server or to other switches should be configured as trusted interfaces.
The ports connected to DHCP clients should be configured as untrusted interfaces. DHCP snooping
acts as a firewall between untrusted interfaces and DHCP servers.

When a port is configured as a untrusted interface, the DHCP message arrives at the port on a VLAN
that is enabled for DHCP snooping. The Switch forwards the DHCP packet unless any of the following
conditions occur (in which case the packet is dropped):

* The Switch port receives a packet (such as a DHCPOFFER, DHCPACK, or DHCPNAK packet)
from a DHCP server outside the firewall.

* If ip dhcp snooping verify mac-address is enabled, the source MAC in the Ethernet header
must be the same as the DHCP client hardware address to pass the validation.

* The untrusted interface receives a DHCP packet that includes a relay agent IP address that is
not 0.0.0.0 or the relay agent forward a packet that includes Option 82 to an untrusted
interface.

* The router receives a DHCPRELEASE or DHCPDECLINE message from an untrusted host
with an entry in the DHCP snooping binding table, and the interface information in the binding
table does not match the interface on which the message was received.

In addition to doing the validation, DHCP snooping also create a binding entry based on the IP
address assigned to client by the server in DHCP snooping binding database. The binding entry
contains information including MAC address, IP address, the VLAN ID and port ID where the client is
located, and the expiry of the lease time.

This example shows how to enable DHCP snooping trust for port 3.
Switch# configure terminal

Switch (config)# interface ethl1/0/3

Switch (config-if)# ip dhcp snooping trust

Switch (config-if) #

ip dhcp snooping limit entries

This command is used to configure the number of the DHCP snooping binding entries that an
interface can learn. Use the no form of this command to reset the DHCP message entry limit.

ip dhcp snooping limit entries NUMBER

no ip dhcp snooping limit entries

Parameters

Default

NUMBER Specifies the number of DHCP snooping binding entries limited on
a port. The range of value is from 0 to 1024.

By default, this option is no-limit.

Command Mode

Interface Configuration Mode.

Command Default Level

Level: 12.

Usage Guideline

This command is available for physical port and port-channel interface configuration. This command
only takes effect on untrusted interfaces. The system will stop learning binding entries associated with
the port if the maximums number is exceeded.
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Example

19-10

This example shows how to configure the limit on binding entries allowed on port 1 to 100.
Switch# configure terminal

Switch (config)# interface ethl/0/1

Switch (config-if)# ip dhcp snooping limit entries 100

Switch (config-if) #

ip dhcp snooping limit rate

This command is used to configure the number of the DHCP messages that an interface can receive
per second. Use the no form of this command to reset the DHCP message rate limiting.

ip dhcp snooping limit rate VALUE

no ip dhcp snooping limit rate

Parameters

Default

VALUE Specifies the number of DHCP messages that can be processed
per second. The valid range is from 1 to 300.

By default, this option is disabled.

Command Mode

Interface Configuration Mode.

Command Default Level

Level: 12.

Usage Guideline

Example

19-11

When the rate of the DHCP packet exceeds the limitation, the port will be changed to the error disable
state.

This example shows how to configure number of DHCP messages that a switch can receive per
second on port 3.

Switch# configure terminal

Switch (config)# interface ethl/0/3

Switch (config-if)# ip dhcp snooping limit rate 100

Switch (config-if) #

ip dhcp snooping station-move deny

This command is used to disable the DHCP snooping station move state. Use the no form of this
command to enable the DHCP snooping roaming state.

ip dhcp snooping station-move deny

no ip dhcp snooping station-move deny
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Parameters

None.
Default

By default, this option is enabled.
Command Mode

Global Configuration Mode.
Command Default Level

Level: 12.
Usage Guideline

When DHCP snooping station move is enabled, the dynamic DHCP snooping binding entry with the
same VLAN ID and MAC address on the specific port can move to another port if it detects that a new
DHCP process belong to the same VLAN ID and MAC address.

Example

This example shows how to disable the roaming state.

Switch# configure terminal

Switch (config)# ip dhcp snooping

Switch (config)# ip dhcp snooping vlan 10

Switch (config)# ip dhcp snooping station-move deny
Switch (config) #

19-12 ip dhcp snooping verify mac-address

This command is used to enable the verification that the source MAC address in a DHCP packet
matches the client hardware address. Use the no form of this command to disable the verification of
the MAC address.

ip dhcp snooping verify mac-address

no ip dhcp snooping verify mac-address

Parameters

None.
Default

By default, this option is enabled.
Command Mode

Global Configuration Mode.
Command Default Level

Level: 12.
Usage Guideline

The DHCP snooping function validates the DHCP packets when they arrive at the port on the VLAN
that is enabled for DHCP snooping. By default, DHCP snooping will verify that the source MAC
address in the Ethernet header is the same as the DHCP client hardware address to pass the
validation.
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Example
This example shows how to enable the verification that the source MAC address in a DHCP packet
matches the client hardware address.

Switch# configure terminal
Switch (config)# ip dhcp snooping verify mac-address

Switch (config) #

19-13 ip dhcp snooping vian

This command is used to enable DHCP snooping on a VLAN or a group of VLANs. Use the no form
of this command to disable DHCP snooping on a VLAN or a group of VLANS.

ip dhcp snooping vlian VLAN-ID [, | -]
no ip dhcp snooping vlian VLAN-ID [, | -]

Parameters

vlian VLAN-ID Specifies the VLAN to enable or disable the DHCP snooping
function.

) (Optional) Specifies a series of interfaces or separates a range of
interfaces from a previous range. No space is allowed before or
after the comma.

- (Optional) Specifies a range of interfaces. No space is allowed
before and after the hyphen.

Default

By default, DHCP snooping is enabled on all VLANSs.
Command Mode
Global Configuration Mode.

Command Default Level
Level: 12.

Usage Guideline

Use this command to globally enable DHCP snooping and use the ip dhcp snooping vlan command
to enable DHCP snooping for a VLAN. The DHCP snooping function snoops the DHCP packets
arriving at the untrusted interface on VLAN that is enabled for DHCP snooping. With this function, the
DHCP packets come from the untrusted interface can be validated and a DHCP binding database will
be constructed for the DHCP snooping enabled VLAN. The binding database provides IP and MAC
binding information that can be further used by the IP source guard and dynamic ARP inspection
process.

Example
This example shows how to enable DHCP snooping on VLAN 10.

Switch# configure terminal
Switch (config)# ip dhcp snooping vlan 10
Switch (config) #
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This example shows how to disable DHCP snooping on a range of VLANSs.
Switch# configure terminal

Switch (config)# no ip dhcp snooping vlan 10,15-18

Switch (config) #

19-14 show ip dhcp snooping

This command is used to display the DHCP snooping configuration.

show ip dhcp snooping

Parameters
None.
Default
None.

Command Mode
User/Privileged EXEC Mode.
Command Default Level
Level: 1.
Usage Guideline
Use this command to display DHCP snooping configuration settings.
Example

This example shows how to display DHCP snooping configuration settings.

Switch#show ip dhcp snooping

DHCP Snooping is disabled

DHCP Snooping is enabled on VLANs:
1-4094

Verification of MAC address is enabled

Station move 1is permitted.

Information option is not allowed on un-trusted interface

Interface Trusted Rate Limit Entry Limit
ethl/0/1 no 10 no limit
ethl/0/2 no no limit no limit
ethl/0/3 no no limit no limit
ethl/0/4 no no limit no limit
ethl/0/5 no no limit no limit
ethl/0/6 no no limit no limit
ethl/0/7 no no limit no limit
ethl/0/8 no 50 20
ethl/0/9 yes no limit no limit
ethl1/0/10 no no limit no limit

CTRL+C ESC g Quit SPACE n Next Page ENTER Next Entry a All
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19-15 show ip dhcp snooping binding

This command is used to display DHCP snooping binding entries.

show ip dhcp snooping binding [/P-ADDRESS] [MAC-ADDRESS] [vlan VLAN-ID] [interface

[INTERFACE-ID, | -1l

Parameters
IP-ADDRESS (Optional) Specifies to display the binding entry based on the IP
address.
MAC-ADDRESS (Optional) Specifies to display the binding entry based on the
MAC address.
vlian VLAN-ID (Optional) Specifies to display the binding entry based on the

VLAN.

interface INTERFACE-ID

(Optional) Specifies to display the binding entry based on the port
ID.

(Optional) Specifies a series of interfaces or separates a range of
interfaces from a previous range. No space is allowed before or
after the comma.

(Optional) Specifies a range of interfaces. No space is allowed
before and after the hyphen.

Default

None.
Command Mode

User/Privileged EXEC Mode.
Command Default Level

Level: 1.

Usage Guideline

Use this command to display DHCP snooping binding entries.

Example

This example shows how to display DHCP snooping binding entries.

Switch#show ip dhcp snooping binding

MAC Address IP Address

00-01-02-03-04-05 10.1.1.10
00-01-02-00-00-05 10.1.1.11

Total Entries: 2

Switch#

Lease (seconds) Type VLAN Interface
1500 dhcp-snooping 100 ethl/0/5
1495 dhcp-snooping 100 ethl/0/5
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This example shows how to display DHCP snooping binding entries by IP 10.1.1.10.
Switch#show ip dhcp snooping binding 10.1.1.10

MAC Address IP Address Lease (seconds) Type VLAN Interface
00-01-02-03-04-05 10.1.1.10 1500 dhcp-snooping 100 ethl/0/5

Total Entries: 1

Switch#

This example shows how to display DHCP snooping binding entries by IP 10.1.1.10 and MAC 00-01-
02-00-00-05.

Switch#show ip dhcp snooping binding 10.1.1.10 00-01-02-03-04-05
MAC Address IP Address Lease (seconds) Type VLAN Interface
00-01-02-03-04-05 10.1.1.10 1495 dhcp-snooping 100 ethl/0/5

Total Entries: 1

Switch#

This example shows how to display DHCP snooping binding entries by IP 10.1.1.10 and MAC 00-01-
02-03-04-05 on VLAN 100.

Switch#show ip dhcp snooping binding 10.1.1.10 00-01-02-03-04-05 vlan 100

MAC Address IP Address Lease (seconds) Type VLAN Interface
00-01-02-03-04-05 10.1.1.10 1495 dhep-snooping 100 eth1/0/s
Total Entries: 1

Switch#

This example shows how to display DHCP snooping binding entries by VLAN 100.
Switch#show ip dhcp snooping binding vlan 100

MAC Address IP Address Lease (seconds) Type VLAN Interface
00-01-02-03-04-05 10.1.1.10 1500 dhcp-snooping 100 ethl/0/5
00-01-02-00-00-05 10.1.1.11 1495 dhcp-snooping 100 ethl/0/5

Total Entries: 2

Switch#
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This example shows how to display DHCP snooping binding entries on port 5.

Switch# show ip dhcp snooping binding interface ethl1/0/5

MAC Address IP Address Lease (seconds) Type VLAN Interface
00-01-02-03-04-05 10.1.1.10 1500 dhcp-snooping 100 ethl/0/5
00-01-02-00-00-05 10.1.1.11 495 dhcp-snooping 100 ethl/0/5

Total Entries: 2

Switch#

Display Parameters

MAC Address The client hardware MAC address.

IP Address The client IP address assigned from the DHCP server.

Lease (seconds) The IP address lease time.

Type The Binding type configured from the CLI or dynamically learned.
VLAN The VLAN ID.

Interface The interface that connects to the DHCP client host.

19-16 show ip dhcp snooping database

This command is used to display the statistics of the DHCP snooping database.

show ip dhcp snooping database

Parameters
None.
Default
None.

Command Mode

User/Privileged EXEC Mode.
Command Default Level

Level: 1.
Usage Guideline

Use this command to display DHCP snooping database statistics.
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Example

This example shows how to display DHCP snooping database statistics.

Switch# show ip dhcp snooping database

URL: tftp://10.0.0.2/store/dhcp-snp-bind

Write Delay Time: 300 seconds

Last ignored bindings counters:

Binding collisions : 0 Expired lease : 0
Invalid interfaces : 0 Unsupported vlans : 0
Parse failures g 0 Checksum errors g 0
Switch#

Display Parameters

Binding Collisions The number of entries that created collisions with exiting entries in
DHCP snooping database.

Expired leases The number of entries that expired in the DHCP snooping
database.

Invalid interfaces The number of interfaces that received the DHCP message but
DHCP snooping is not performed.

Parse failures The number of illegal DHCP packets.

Checksum errors The number of calculated checksum values that is not equal to
the stored checksum.

Unsupported vians The number of the entries of which the VLAN is disabled.

19-17 based-on hardware-address

This command is used to add an entry of the DHCP server screen profile. Use the no form of this
command to delete the specified entry.

based-on hardware-address CLIENT-HARDWARE-ADDRESS
no based-on hardware-address CLIENT-HARDWARE-ADDRESS

Parameters
CLIENT-HARDWARE- (Optional) Specifies the MAC address of the client.
ADDRESS
Default
None.

Command Mode

DHCP Server Screen Configure Mode.
Command Default Level

Level: 12.
Usage Guideline

If a binding entry is defined with the client's MAC address, the server message with the specified
server IP address and client address in the payload will be permitted. These binding entries restrict
that only specific servers are allowed to offer addresses to service specific clients.
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If a binding entry is defined without the client's MAC address, then the server message with the
specified server IP address in the payload will be permitted. These binding entries restrict that only
specific servers are allowed to offer DHCP server services.

Example

This example shows how to configure a DHCP server screen profile named “campus-profile” which
contains a list of MAC addresses of clients.
Switch# configure terminal
Switch (config)# dhcp-server-screen profile campus-profile
switch (config-dhcp-server-screen) # based-on hardware-address 00-08-01-02-03-04
switch (config-dhcp-server-screen) # based-on hardware-address 00-08-01-03-00-01

(

switch (config-dhcp-server-screen) #

19-18 clear ip dhcp snhooping server-screen log

This command is used to clear the server screen log buffer.

clear ip dhcp snooping server-screen log

Parameters
None.
Default
None.

Command Mode
Privileged EXEC Mode.

Command Default Level
Level: 12.

Usage Guideline

Use this command to clear the server screen log buffer. The DHCP server screen log buffer keeps
tracks the information of packet that does not pass the screening. The first packet that violates the
check will be sent to log module and recorded in the server screen log buffer. The subsequent
packets belonging to the same session will not be sent to log module unless its record in the log
buffer is cleared.

Example

This example shows how to clear the server screen log.

Switch# clear ip dhcp snooping server-screen log
Switch#

19-19 dhcp-server-screen profile

This command is used to define a server screen profile and enter the DHCP Server Screen Configure
Mode. Use the no form of this command to delete the specified server screen profile.

dhcp-server-screen profile PROFILE-NAME
no dhcp-server-screen profile PROFILE-NAME

229



DGS-1510 Series Gigabit Ethernet SmartPro Switch CLI Reference Guide

Parameters
PROFILE-NAME Specifies the profile name with a maximum of 32 characters.
Default
None.

Command Mode

Global Configuration Mode.
Command Default Level

Level: 12.

Usage Guideline

Use this command to enter the DHCP Server Screen Configure Mode to define a server screen
profile. The profile can be used to define the DHCP server screen entry.

Example
This example shows how to enter the DHCP Server Screen Configure Mode to define the profile
“campus”.

Switch# configure terminal
Switch (config) # service dhcp
switch (config)# dhcp-server-screen profile campus

switch (config-dhcp-server-screen) #

19-20 ip dhcp snhooping server-screen

This command is used to enable DHCP server screening. Use the no form of this command to disable
it.

ip dhcp snooping server-screen [SERVER-IP-ADDRESS [profile PROFILE-NAME]]
no ip dhcp snooping server-screen [SERVER-IP-ADDRESS]

Parameters

SERVER-IP-ADDRESS (Optional) Specifies the trust DHCP sever IP address.

profile PROFILE-NAME (Optional) Specifies the profile with the client MAC address list for
the DHCP sever.

Default
None.
Command Mode
Interface Configuration Mode.
Command Default Level
Level: 12.
Usage Guideline

The DHCP server screening function is used to filter the DHCP server packets on the specific
interface and receive the trust packets from the specific source. This feature can make a protected
network usable when a malicious host sends DHCP server packets.

If the server IP address is not specified, it will enabled or disabled the DHCP server screen on the
interface. By default, the DHCP server screen is disabled on all interfaces. If enabled, the DHCP
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Example

server screen, on a specific interface, will filter all DHCP server packets from the interface and only
forward trusted server packets.

If a server screen entry is defined with a profile that contains a client MAC address, then the server
message with the server IP address and the client addresses contained in the profile is forwarded.

If an entry is defined without the client's MAC address, then the server message with the specified
server IP address will be forwarded. Each server can only have one corresponding entry in the table.

If the entry is defined with a profile but the entry does not exist, then messages with the server IP
specified by the entry are not forwarded.

This example shows how to configure a DHCP server screen profile named “campus-profile” and
associate it with a DHCP server screen entry on port 3.

Switch# configure terminal

Switch (config) # dhcp-server-screen profile campus-profile

switch (config-dhcp-server-screen) # based-on hardware-address 00-08-01-02-03-04
switch (config-dhcp-server-screen) # based-on hardware-address 00-08-01-03-00-01
switch (config-dhcp-server-screen) # exit

switch (config)# interface ethl1/0/3

switch(config-if)# ip dhcp snooping server-screen 10.1.1.2 profile campus-profile
switch (config-if) #

19-21 ip dhcp snooping server-screen log-buffer
This command is used to configure the DHCP server screen log buffer parameter. Use the no form of
this command to revert to the default setting.
ip dhcp snooping server-screen log-buffer entries NUMBER
no ip dhcp snooping server-screen log-buffer entries
Parameters
NUMBER Specifies the buffer entry number. The maximum number is 1024.
Default

By default, this value is 32.

Command Mode

Global Configuration Mode.

Command Default Level

Level: 12.

Usage Guideline

Use this command to configure the maximum entry number of the log buffer. The DHCP server
screen log buffer keeps tracks of the information of packets that did not pass the screening. The first
packet that violates the check will be sent to the log module and recorded in the server screen log
buffer. The subsequent packets belonging to the same session will not be sent to log module unless
its record in the log buffer is cleared.

If the log buffer is full but more violation events occur, packets will be discarded but the event will not
be sent to the syslog module. If the user specifies a buffer size less than the current entry number,
then the log buffer will automatically be cleared.
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Example

This example shows how to change the maximum buffer number to 64.

Switch# configure terminal
Switch (config)# ip dhcp snooping server-screen log-buffer entries 64

Switch (config) #

19-22 show ip dhcp server-screen log

This command is used to display the server screen log buffer.

show ip dhcp server-screen log

Parameters
None.
Default
None.

Command Mode

User/Privileged EXEC Mode.
Command Default Level

Level: 1.
Usage Guideline

Use this command to display the content of the DHCP server screen log buffer. The buffer keeps the
information of server messages that violates the screening. The number of occurrences of the same
violation and the latest time of the occurrence are tracked.

Example

This example shows how to display the DHCP server screen log buffer.

Switch# show ip dhcp server-screen log

Total log buffer size: 64

VLAN Server IP Client MAC Occurrence
100 10.20.1.1 00-20-30-40-50-60 06:30:37, 2014-03-10
100 10.58.2.30 10-22-33-44-50-60 06:31:42, 2014-03-10

Total Entries: 2

Switch#

19-23 snmp-server enable traps dhcp-server-screen

This command is used to enable sending SNMP notifications for the forge DHCP Server attacking.
Use the no form of this command to disable sending SNMP notifications.

shmp-server enable traps dhcp-server-screen

no snmp-server enable traps dhcp-server-screen
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Parameters

None.
Default

By default, this option is disabled.
Command Mode

Global Configuration Mode.
Command Default Level

Level: 12.
Usage Guideline

When DHCP Server Screen is enabled and the Switch receives the forge DHCP Server packet, the
Switch will log the event if any attacking packet is received. You can use this command to enable or
disable the sending of the SNMP naotifications for such events.

Example

This example shows how to enable the sending of traps for DHCP server screening.

Switch# configure terminal
Switch (config)# snmp-server enable traps dhcp-server-screen

Switch (config) #
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20. DHCPv6 Client Commands

20-1 clear ipv6 dhcp client

This command is used to restart the DHCPvV6 client on an interface.

clear ipv6 dhcp client INTERFACE-ID

Parameters
INTERFACE-ID Specifies the VLAN interface to restart the DHCPV6 client.
Default
None.

Command Mode
Privileged EXEC Mode.
Command Default Level
Level: 12.
Usage Guideline
This command is only available for VLAN interface configuration.
Use this command to restart the IPv6 DHCP client on the specified interface.
Example
This example shows how to restart the DHCPV6 client for VLAN 1.

Switch# clear ipv6 dhcp client vlanl
Switch#

20-2 show ipv6 dhcp

This command is used to display the DHCPV6 related settings on the interface.

show ipv6 dhcp [interface [INTERFACE-ID]]

Parameters
INTERFACE-ID (Optional) Specifies the VLAN interface to display the DHCPv6
related settings.
Default
None.

Command Mode
User/Privileged EXEC Mode.
Command Default Level
Level: 1.
Usage Guideline
Use the show ipv6 dhcp command to display the device’s DHCPv6 DUID.

234



DGS-1510 Series Gigabit Ethernet SmartPro Switch CLI Reference Guide

Use the show ipv6 dhcp interface command to display DHCPV6 related setting for interfaces. If the
interface ID is not specified, all interfaces with the DHCPv6 function will be displayed.

Example

This example shows how to display the DHCPv6 DUID for the device.
Switch# show ipvé dhcp

This device's DUID is 0001000111A8040D001FC6D1D47B.

Switch#

This example shows how to display the DHCPv6 setting for interface VLAN 1, when VLAN 1 is
DHCPv6 disabled.

Switch# show ipvé dhcp interface vlanl
vlanl is not in DHCPv6 mode.

Switch#

This example shows how to display the DHCPv6 setting for all VLANs. Only VLANs that are DHCPv6
enabled are displayed.

Switch# show ipv6 dhcp interface

vlanl is in client mode

State is OPEN
List of known servers:

Reachable via address: FE80::200:11FF:FE22:3344

Configuration parameters:

IA PD: IA ID 1, T1 40, T2 64
Prefix: 2000::/48
preferred lifetime 80, valid lifetime 100

Prefix name: yy
Rapid-Commit: disabled

Switch#
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21. DHCPv6 Guard Commands

211 ipv6 dhcp guard policy
This command is used to create or modify a DHCPv6 guard policy, and enter the DHCPv6 Guard
Configuration Mode. Use the no form of this command to remove the DHCPV6 guard policy.
ipv6 dhcp guard policy POLICY-NAME
no ipv6 dhcp guard policy POLICY-NAME
Parameters
POLICY-NAME Specifies the DHCPv6 guard policy name.
Default
None.

Command Mode

Global Configuration Mode.

Command Default Level

Level: 12.

Usage Guideline

Example

Use this command to create or modify the DHCPv6 guard policy, and enter the DHCPv6 Guard
Configuration Mode. DHCPv6 guard policies can be used to block DHCPV6 reply and advertisement
messages that come from unauthorized servers. Client messages are not blocked.

After the DHCPv6 guard policy was created, use the ipv6 dhcp guard attach-policy command to
apply the policy on a specific interface.

This example shows how to create a DHCPvV6 guard policy.
Switch# configure terminal

Switch (config)# ipv6 dhcp guard policy policyl
Switch (config-dhcp-guard) #

21-2 device-role
This command is used to specify the role of the attached device. Use the no form of this command to
revert to the default setting.
device-role {client | server}
no device-role
Parameters

client Specifies that the attached device is a DHCPvV6 client. All DHCPv6
server messages are dropped on this port.

server Specifies that the attached device is a DHCPv6 server. DHCPv6
server messages are allowed on this port.
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Default

By default, this option is client.
Command Mode

DHCPv6 Guard Policy Configuration Mode.
Command Default Level

Level: 12.
Usage Guideline

The command is used to specify the role of the attached device. By default, the device role is client,
and all DHCPvV6 server messages that came from this port will be dropped. If the device role is set to
server, DHCPv6 server messages are allowed on this port.

Example

This example shows how to create a DHCPV6 guard policy and set the device role as the server.

Switch# configure terminal
Switch (config)# ipvé6 dhcp guard policy dhcpguardl
Switch (config-dhcp-guard) # device-role server

Switch (config-dhcp-guard) #

21-3 match ipv6 access-list

This command is used to verify the sender’s IPv6 address in server messages. Use the no form of
this command to disable the verification.

match ipv6 access-list IPV6-ACCESS-LIST-NAME

no match ipv6 access-list

Parameters

IPV6-ACCESS-LIST-NAME Specifies the IPv6 access list to be matched.

Default

By default, this option is disabled.
Command Mode

DHCPv6 Guard Policy Configuration Mode.
Command Default Level

Level: 12.
Usage Guideline

This command is used to filter DHCPv6 server message based on sender’s IP address. If the match
ipv6 access-list command is not configured, all server messages are bypassed. An access list is
configured by the ipv6 access-list command.
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Example

This example shows how to create a DHCPV6 guard policy and matches the IPv6 addresses in the
access list named list1.

Switch# configure terminal

Switch (config)# ipv6 dhcp guard policy dhcp filterl

Switch (config-dhcp-guard) # match ipv6 access-list listl

Switch (config-dhcp-guard) #

214 ipv6 dhcp guard attach-policy
This command is used to apply a DHCPv6 guard policy on the specified interface. Use the no form of
this command to remove the binding.
ipv6 dhcp guard attach-policy [POLICY-NAME]
no ipv6 dhcp guard attach-policy
Parameters
POLICY-NAME (Optional) Specifies the DHCPv6 guard policy name.
Default

By default, this option is disabled.

Command Mode

Interface Configuration Mode.

Command Default Level

Level: 12.

Usage Guideline

Example

This command is used to apply a DHCPv6 policy to an interface. DHCPv6 guard policies can be used
to block DHCPv6 server messages or filter server messages based on sender IP address. If the policy
name is not specified, the default policy will set the device’s role to client.

This example shows how to apply the DHCPv6 guard policy “pol1” to port 3.
Switch# configure terminal

Switch (config)# interface ethl/0/3

Switch (config-if)# ipv6 dhcp guard attach-policy poll

Switch (config-if) #

21-5 show ipv6 dhcp guard policy
This command is used to display DHCPv6 guard information.
show ipv6 dhcp guard policy [POLICY-NAME]
Parameters

POLICY-NAME (Optional) Specifies the DHCPv6 guard policy name.
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Default
None.
Command Mode
User/Privileged EXEC Mode.
Command Default Level
Level: 1.
Usage Guideline
If no parameter is specified, information of all policies is displayed.
Example

This example shows how to displayed information of all policies.

Switch# show ipv6 dhcp guard policy

DHCP guard policy: default
Device Role: DHCP client
Target: ethl/0/3

DHCP guard policy: testl
Device Role: DHCP server
Source Address Match Access List: acll
Target: ethl/0/1

Switch#

Display Parameters

Device Role The role of the device. The role is either client or server.
Target The name of the target. The target is an interface.
Source Address Match The IPv6 access list of the specified policy.

Access List
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22. DHCPv6 Relay Commands

221 ipv6 dhcp relay destination

This command is used to enable the DHCP for IPv6 relay service on the interface and specify a
destination address to which client messages are forwarded to. Use the no form of this command to
remove a relay destination.

ipv6 dhcp relay destination /PV6-ADDRESS [INTERFACE-ID]
no ipv6 dhcp relay destination /PV6-ADDRESS [INTERFACE-ID]

Parameters
IPV6-ADDRESS Specifies the DHCPv6 relay destination address.
INTERFACE-ID (Optional) Specifies the output interface for the relay destination.
Default

By default, this option is disabled.
Command Mode

Interface Configuration Mode.
Command Default Level

Level: 12.
Usage Guideline

To enable the DHCPV6 relay function on an interface, use the ipv6 dhcp relay destination command
to configure the relay destination address on an interface. Use the no ipv6 dhcp relay destination
command to remove the relay address. If all relay addresses are removed, the relay function is
disabled.

The incoming DHCPv6 messages, being relayed can come from a client, may be already relayed by a
relay agent. The destination address to be relayed can be a DHCPv6 server or another DHCPVG relay
agent,

The destination address can be a unicast or a multicast address, both can be a link scoped address
or a global scoped address. For link scoped addresses, the interface where the destination address is
located must be specified. For global scoped addresses, the user can optional specify the output
interface. If the output interface is not specified, the output interface is resolved via the routing table.

Multiple relay destination addresses can be specified for an interface. When the DHCPv6 message is
relayed to the multicast address, the hop limit field in the IPv6 packet header will be set to 32.

Example

This example shows how to configure the relay destination address on VLAN 1 and VLAN 2.

Switch# configure terminal

Switch (config)# interface vlanl

Switch (config-if)# ipv6 dhcp relay destination FE80::250:A2FF:FEBF:A056 vlanl
Switch (config-if)# ipv6 dhcp relay destination FE80::22:33 vlan2

Switch (config-if) #

22-2 ipv6 dhcp relay remote-id format

This command is used to configure the sub-type of the remote ID. Use the no form of this command
to revert to the default settings.
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ipv6 dhcp relay remote-id format {default | cid-with-user-define | user-define}

no ipv6 dhcp relay remote-id format

Parameters

default

Specifies to use the Switch's system MAC address as the remote
ID. The remote ID is formed in the following format:

| FO1 | FO2 | FO3 | FO4 | FO5

=== === === [===mmm———- === |
| Sub Type | VLAN ID | Module ID | Port ID | MAC |
| | | | | Address |
| === [ === | === [ === | === |
| 1 byte | 2 bytes | 1 byte | 1 byte | 6 bytes |

F01. Sub Type: The number 1 indicates that this is the remote ID.
F02. VLAN ID: The incoming VLAN ID of the DHCP client packet.

F03. Module ID: For a standalone switch, the module ID is always
0. For a stacked switch, the module ID is the unit ID.

F04. Port ID: The incoming port number of the DHCP client
packet. The port number starts from 1.

F05. MAC Address: The system MAC address of the Switch.

cid-with-user-define

Specifies to use a CID with user-defined string as the remote ID.
The remote ID option is formed in the following format:

| FO1 | FO2 | FO3 | FO4 | FO5
=== === === === === |
| Sub Type | VLAN ID | Module ID | Port ID | User |
| | | | | Defined |
=== === === === [===mmm———- I
| 1 byte | 2 bytes | 1 byte | 1 byte | Max. 256

| | | | | bytes |

F01. Sub Type: The number 2 indicates that this is the remote ID.
F02. VLAN ID: The incoming VLAN ID of the DHCP client packet.
F03. Module ID: For a standalone switch, the module ID is always
0. For a stacked switch, the module ID is the unit ID.

FO04. Port ID: The incoming port number of the DHCP client
packet. The port number starts from 1.

F05. User Defined: The user-defined string configured in the ipv6
dhcp relay remote-id udf command. By default, the field is
empty.

user-define

Specifies to use a user-defined string as the remote ID. The
remote ID option is formed in the following format:

| FO1 | FO2 |
| == | == |
| Sub Type | User Defined

=== === I
| 1 byte | Max. 256 bytes |

F01. Sub Type: The number 3 indicates that this is the remote ID.

F02. User Defined: The user-defined string configured in the ipv6
dhcp relay remote-id udf command.
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Default

By default, the format for the DHCPv6 replay remote ID is default.
Command Mode

Global Configuration Mode.
Command Default Level

Level: 12.
Usage Guideline

The command is used to configure the sub-type of the Remote ID option.
Example

This example shows how to configure the sub-type of the remote ID to “cid-with-user-define”.

Switch# configure terminal
Switch (config)# ipvé dhcp relay remote-id format cid-with-user-define

Switch (config) #

22-3 ipv6 dhcp relay remote-id option

This command is used to enable the insertion of the relay agent remote ID Option 37 during the relay
of DHCP for IPv6 request packets. Use the no form of this command to disable the insert function.

ipv6 dhcp relay remote-id option

no ipv6 dhcp relay remote-id option

Parameters

None.
Default

By default, this option is disabled.
Command Mode

Global Configuration Mode.
Command Default Level

Level: 12.
Usage Guideline

The command is used to enable or disable the insertion of the DHCPVG6 relay agent Remote ID option

function.
Example
This example shows how to enable the insertion of the DHCPV6 relay agent remote ID option.
Switch# configure terminal
Switch (config) # ipv6 dhcp relay remote-id option
Switch (config) #
22-4 ipv6 dhcp relay remote-id policy

This command is used to configure the Option 37 forwarding policy for the DHCPvV6 relay agent. Use
the no form of this command to revert to the default setting.
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ipv6 dhcp relay remote-id policy {drop | keep}

no ipv6 dhcp relay remote-id policy

Parameters
drop Specifies to discard the packet that already has the relay agent
Remote-ID Option 37.
keep Specifies that the DHCPv6 request packet that already has the
relay agent Remote-ID option is left unchanged and directly
relayed to the DHCPV6 server.
Default

By default, this option is keep.

Command Mode

Global Configuration Mode.

Command Default Level

Level: 12.

Usage Guideline

Example

Use this command to configure the global policy for packets that already have Option 37. If the drop
parameter is used, relay agent's Remote ID option that has already been presented in the received
packet from client, the packet will be dropped. If the keep parameter is used, the Switch does not
check if there is a relay agent Remote-ID option in the received packet.

This example shows how to configure the policy of the DHCPvV6 relay agent Remote ID option to
dropping the packet if it has a relay agent Remote-ID option.

Switch# configure terminal

Switch (config)# ipv6 dhcp relay remote-id policy drop

Switch (config) #

22-5 ipv6 dhcp relay remote-id udf
This command is used to configure the User Define Field (UDF) for remote ID.
ipv6 dhcp relay remote-id udf {ascii STRING | hex HEX-STRING}
Parameters
ascii STRING Specifies the ASCII string (a maximum of 128 characters) for the
UDF of the Remote ID.
hex HEX-STRING Specifies the hexadecimal string (a2 maximum of 256 digits) for the
UDF of the Remote ID.
Default

None.

Command Mode

Global Configuration Mode.

Command Default Level

Level: 12.
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Usage Guideline
This command is used to configure the UDF for the Remote ID.

Example
This example shows how to configure the UDF to the ASCII string “PARADISEQ001”.

Switch# configure terminal
Switch (config)# ipvé dhcp relay remote-id udf ascii PARADISEO0O01
Switch (confiqg) #

This example shows how to configure the UDF to the hexadecimal string “010c08”.

Switch# configure terminal
Switch (config)# ipv6é dhcp relay remote-id udf hex 010c08
Switch (config) #

22-6 show ipv6 dhcp

This command is used to display the DHCPV6 related settings on the interface.

show ipv6 dhcp [interface [INTERFACE-ID]]

Parameters
INTERFACE-ID (Optional) Specifies the VLAN interface ID to display.
Default
None.

Command Mode
User/Privileged EXEC Mode.
Command Default Level
Level: 1.
Usage Guideline
Use the show ipv6 dhcp command to display the device’s DHCPv6 DUID.

Use the show ipv6 dhcp interface command to display DHCPV6 related settings and information for
the specified VLAN interface. If the interface ID is not specified, all interfaces that are enabled for the
DHCPv6 function will be displayed.

Example

This example shows how to display the DHCPv6 settings for VLAN 1, which is in the DHCPV6 relay
mode.

Switch # show ipv6 dhcp interface vlanl
vlanl is in relay mode
Relay destinations:

FE80::20A:BBFF:FECC:102 via vlan2

Switch #

This example shows how to display DHCPv6 information for the interface VLAN 1 when VLAN 1 is not
in the DHCPv6 mode.
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Switch# show ipv6 dhcp interface vlanl

Vlanl is not in DHCPv6 mode

Switch#

22-7 show ipv6 dhcp relay information option

This command is used to display settings of the DHCPVG6 relay information options.

show ipv6 dhcp relay information option

Parameters
None.
Default
None.

Command Mode
User/Privileged EXEC Mode.
Command Default Level
Level: 1.
Usage Guideline
Use this command to display the settings of the DHCPv6 relay information options.
Example

This example shows how to display the DHCPV6 relay remote ID setting.

Switch# show ipv6é dhcp relay information option

IPv6 DHCP relay remote-id
Policy : drop
Format : user-define

UDF is ascii string “userstring”

Switch#
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23. DHCPv6 Server Commands

231 address prefix
This command is used to specify an address prefix for address assignment. Use the no form of this
command to remove the address prefix.
address prefix IPV6-PREFIXIPREFIX-LENGTH [lifetime VALID-LIFETIME PREFERRED-
LIFETIME]
no address prefix
Parameters

IPV6-PREFIX Specifies the IPv6 address prefix to assign to the client.

PREFIX-LENGTH Specifies the length of the IPv6 address prefix.

lifetime VALID-LIFETIME (Optional) Specifies the valid lifetime of the address prefix in
seconds. The valid lifetime value should be greater than preferred
lifetime. This value must be between 60 and 4294967295, or
infinite. If the lifetime is not specified, the default valid lifetime
value is 2592000 seconds (30 days).

PREFERRED-LIFETIME (Optional) Specifies the preferred lifetime of the address prefix in
seconds. This value must be between 60 and 4294967295, or
infinite. If the lifetime value is not specified, the default lifetime
value is 604800 seconds (7 days).

Default

None.

Command Mode

DHCPv6 Pool Configuration Mode.

Command Default Level

Level: 12.

Usage Guideline

Example

Use this command to configure an address prefix in an IPv6 DHCP pool configuration. Only one
address prefix can be configured for a DHCPv6 pool. The latter issued command will overwrite the
previous.

When the server receives a request from a client, the server will check the IPv6 DHCP pool
associated with the received interface. If static binding address entries are defined to assign the
address for the request client, that static binding address will be assigned. Otherwise, the server will
assign the address from the address prefix specified for the IPv6 DHCP pool.

This example shows how to configure the address prefix 2001:0DB8::0/64 to the IPv6 DHCP pool
“pool1”.

Switch# configure terminal

Switch (config)# ipvé6 dhcp pool pooll

Switch (config-dhcp) # address prefix 2001:0DB8::0/64 lifetime 200 100

Switch (config-dhcp) #
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23-2 address-assignment

This command is used to specify an address to be assigned to a specified client. Use the no form of
this command to remove the static binding address.

address-assignment /PV6-ADDRESS CLIENT-DUID [iaid /AID] [lifetime VALID-LIFETIME
PREFERRED-LIFETIME]

no address-assignment /PV6-ADDRESS CLIENT-DUID [iaid /AID]

Parameters
IPV6-ADDRESS Specifies the IPv6 address to assign to the specific client.
CLIENT-DUID Specifies the DHCP unique identifier (DUID) of the client to get
the address.
iaid /AID (Optional) Specifies an identity association identifier (IAID). The

IAID here uniquely identifies a collection of non-temporary
addresses (IANA) assigned on the client.

lifetime VALID-LIFETIME (Optional) Specifies the valid lifetime of the address in seconds.
The valid lifetime should be greater than the preferred lifetime.
This value must be between 60 and 4294967295, or infinite. If the
lifetime is not specified, the default valid lifetime is 2592000
seconds (30 days).

PREFERRED-LIFETIME (Optional) Specifies the preferred lifetime of the address in
seconds. This value must be between 60 and 4294967295, or
infinite. If the lifetime is not specified, the default preferred lifetime
is 604800 seconds (7 days).

Default

None.
Command Mode

DHCPv6 Pool Configuration Mode.
Command Default Level

Level: 12.

Usage Guideline

Use this command to configure a static binding address entry to specify the address to be assigned to
specific client.

When the server receives a request from a client, the server will check the IPv6 DHCP pool
associated with the received interface. If the request message includes the IANA option and there are
free static entries that are configured with IAID and match both the DUID and IAID of the message,
the match entry will be assigned. If there is no match entry but there are free static entries without
IAID specified and match the DUID of the message, the match entry are replied.

If there are no match entries, the client will be assigned with the address from the address prefix
specified in the IPv6 DHCP pool.

Example

This example shows how to configure a static binding address entry in an IPv6é DHCP pool named
“pool1” and associates the IPv6 DHCP pool with VLAN 100.
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Switch# configure terminal

Switch (config)# ipv6 dhcp pool pooll

Switch (config-dhcp) # address-assignment 2001:0DB8::1:2 000300010506BBCCDDEE
Switch (config-dhcp) # exit

(

(
Switch (config)# interface vlanl0O
Switch (config-if) # ipv6 dhcp server pooll
(

Switch (config-if) #

This example shows how to configure a static binding address entry in an IPv6é DHCP pool named
“pool2” with IAID option and associates the IPv6é DHCP pool with VLAN 200.

Switch# configure terminal

Switch (config)# ipv6 dhcp pool pool2

Switch (config-dhcp) # address-assignment 2001:AAB8::2:2 00030001050611223344 iaid
1234

Switch (config-dhcp) # exit

Switch

(

Switch (config)# interface v1an200
(config-if) # ipv6 dhcp server pool2
(

Switch (config-if) #

23-3 clear ipv6 dhcp binding
This command is used to delete the DHCPV6 server binding entries.
clear ipv6 dhcp binding {all | IPV6-PREFIX}
Parameters
all Specifies to clear all binding entries.
IPV6-PREFIX Specifies the binding entry by prefix to be cleared.
Default
None.

Command Mode

Privileged EXEC Mode.

Command Default Level

Level: 12.

Usage Guideline

Example

23-4

Use this command to clear the DHCPV6 server binding entries. If an IPv6 prefix is specified for the
command, the binding entry corresponding to the specified client is cleared. Otherwise, all binding
entries will be cleared. The IPv6 prefix being freed will be returned to the pool it is originally allocated.

This example shows how to clear all the binding entries in the DHCPV6 server binding table.

Switch# clear ipv6é dhcp binding all
Switch#

domain-name

This command is used to configure a domain name to be assigned to the requesting DHCPV6 client.
Use the no form of this command to remove the domain name specification.
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domain-name DOMAIN-NAME

no domain-name

Parameters
DOMAIN-NAME Specifies the domain name.
Default
None.

Command Mode
DHCPv6 Pool Configuration Mode.

Command Default Level
Level: 12.

Usage Guideline

Use this command to configure the domain name to be assigned to the requesting DHCPV6 client.
Only one domain name can be specified.

Example

This example shows how to configure the domain name in a DHCPv6 server pool named “pool1”.

Switch# configure terminal
Switch (config)# ipvé6 dhcp pool pooll
Switch (config-dhcp)# domain-name v6domain

Switch (config-dhcp) #

23-5 dns-server

This command is used to configure the DNS IPv6 server list to be assigned to the requesting IPv6
client. Use the no form of this command to remove a DNS server from the server list.

dns-server IPV6-ADDRESS
no dns-server |PV6-ADDRESS

Parameters

IPV6-ADDRESS Specifies the IPv6 address of the DNS server.

Default
None.
Command Mode
DHCPv6 Pool Configuration Mode.
Command Default Level
Level: 12.
Usage Guideline

Use this command to configure the DNS IPv6 server address to be assigned to the requesting
DHCPv6 client. Multiple server addresses can be configured by setting this command multiple times.
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Example

23-6

This example shows how to configure a DNS IPv6 server in the DHCPv6 server pool named “pool1”.

Switch# configure terminal

Switch (config)# ipvé dhcp pool pooll

Switch (config-dhcp) # dns-server 2001:0DB8:3000:3000::42
Switch (config-dhcp) #

ipv6 dhcp excluded-address

This command is used to specify IPv6 addresses that a DHCPv6 server should not assign to DHCP
clients. Use the no form of this command to remove the excluded IPv6 address.

ipv6 dhcp excluded-address LOW-ADDRESS [HIGH-ADDRESS]
no ipv6 dhcp excluded-address LOW-ADDRESS [HIGH-ADDRESS]

Parameters

Default

LOW-ADDRESS Specifies the excluded IPv6 address or first IPv6 address in an
excluded address range.

HIGH-ADDRESS (Optional) Specifies the last IPv6 address in the excluded address
range.

None.

Command Mode

Global Configuration Mode.

Command Default Level

Level: 12.

Usage Guideline

Example

23-7

The DHCPvV6 server assumes that all addresses (excluding the Switch’s IPv6 address) can be
assigned to clients. Use this command to exclude a single IPv6 address or a range of IPv6
addresses. The excluded addresses are only applied to the pool(s) for address assignment.

This example shows how to configure the IPv6 address 3004:DB8::1:10 to the excluded address.

Switch# configure terminal
Switch (config)# ipvé dhcp excluded-address 3004:DB8::1:10
Switch (config) #

ipv6 dhcp pool

This command is used to enter the DHCPVv6 Pool Configuration Mode. and configure the IPv6 DHCP
pool. Use the no form of this command to remove the IPv6 DHCP pool.

ipv6 dhcp pool POOL-NAME
no ipv6 dhcp pool POOL-NAME
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Parameters
POOL-NAME Specifies the name for the address pool. The maximum length is
12 characters.
Default
None.

Command Mode

Global Configuration Mode.
Command Default Level

Level: 12.
Usage Guideline

Use this command to enter the DHCPv6 Pool Configuration Mode and configure the IPv6 DHCP pool.
Use the ipv6 dhcp server command to enable the DHCP IPv6 server service on an interface and
specify the IPv6 DHCP pool used to service the DHCP request received on the interface.

Example
This example shows how to configure the address pool named “pool1”.
Switch# configure terminal
Switch (config)# ipvé dhcp pool pooll
Switch (config-dhcp) #
23-8 ipv6 dhcp server
This command is used to enable the DHCP IPv6 server service on an interface. Use the no form of
this command to disable the DHCP Ipv6 server service on an interface.
ipv6 dhcp server POOL-NAME [rapid-commit] [preference VALUE] [allow-hint]
no ipv6 dhcp server
Parameters
POOL-NAME Specifies the name of the IPv6 DHCP pool used to serve the
request received on the interface.
rapid-commit (Optional) Specifies to use a two-message exchange instead of
the standard four-message exchange between the Requesting
Router (RR) and the Delegating Router (DR) to obtain the network
configuration settings from the DHCP Server. By default, two-
message exchange is not allowed.
preference VALUE (Optional) Specifies the preference value to be advertised by the
server The range is from 0 to 255. The default value is 0. the
higher the value, the higher the priority.
allow-hint (Optional) Specifies to delegate the prefix based on the prefix hint
by the client. By default, the prefix hint by client is ignored.
Default

None.
Command Mode

Interface Configuration Mode.
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Command Default Level

Level: 12.

Usage Guideline

Use this command to enable DHCP for IPv6 server service on a specified interface.

An IPv6 DHCP pool can be associated with multiple interfaces. The pool must be configured before it
can be associated. Only one IPv6é DHCP pool can be associated with an interface. The DHCP for the
IPv6 client, server, and relay functions are mutually exclusive on an interface.

The standard four-message exchange between the DR and the RR includes four messages:
SOLICIT, ADVERTISE, REQUEST, and REPLY. When the rapid-commit parameter is specified, the
RR will notify the DR in the SOLICIT message that it can skip receiving the ADVERTISE message
and sending REQUEST message, and proceed directly with receiving the REPLY message from DR
to complete a two-message exchange instead of the standard four-message exchange. The REPLY
message contains the network configuration settings.

The rapid-commit parameter must be enabled on both the DR and the RR to function properly.

If the command is configured with a preference value other than 0, the preference value will be filled
as option in the advertise message. An advertise message without the preference option is equivalent
to having a preference value of 0. A higher preference represents a higher precedence.

If the command is configured with the allow-hint option, the server will delegate the prefix based on
prefix hint by client. Otherwise, the prefix hint by client is ignored.

Example
This example shows how to create the DHCP pool “pool1”, enable the DHCP IPv6 server service on
the interface VLAN 100 using the DHCP pool “pool1” to delegate the prefixes.
Switch# configure terminal
Switch (config)# ipvé dhcp pool pooll
Switch (config-dhcp) # exit
Switch (config)# interface vl1anl00
Switch (config-if)# ipv6 dhcp server pooll
Switch (config-if) #
23-9 ipv6 local pool
This command is used to configure a local IPv6 prefix pool. Use the no form of this command to
remove the pool.
ipv6 local pool POOL-NAME IPV6-PREFIXIPREFIX-LENGTH ASSIGNED-LENGTH
no ipv6 local pool POOL-NAME
Parameters
POOL-NAME Specifies the name of the local IPv6 prefix pool with a maximum
of 12 characters.
IPV6-PREFIX Specifies the IPv6 prefix address of the local pool.
PREFIX-LENGTH Specifies the IPv6 prefix length of the local pool.
ASSIGNED-LENGTH Specifies the prefix length to delegate to the user from the pool.
The value of the assigned length cannot be less than the value of
the prefix length.
Default

None.
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Command Mode

Global Configuration Mode.
Command Default Level

Level: 12.

Usage Guideline

A local IPv6 prefix pool defines a block of prefixes. Define the pool with overlay prefixes with other
pools. To modify the prefix for the local pool, remove the local pool first and re-create the pool. All of
the prefixes that are already allocated will be freed.

Example

This example shows how to create a local IPv6 prefix pool named “prefix-pool” and use the local pool
in the DHCP pool “pool1”.

Switch# configure terminal

Switch (config) # ipvé local pool prefix-pool 3004:DB8::/48 64

Switch (config)# ipvé dhcp pool pooll

Switch (config-dhcp) # prefix-delegation pool prefix-pool lifetime 300 200

Switch (config-dhcp) #

23-10 prefix-delegation

This command is used to specify a prefix to be delegated to the specified client. Use the no form of
this command to remove the static binding prefix.

prefix-delegation /PV6-PREFIXIPREFIX-LENGTH CLIENT-DUID [iaid IAID] [lifetime VALID-
LIFETIME PREFERRED-LIFETIME]

no prefix-delegation /PV6-PREFIXIPREFIX-LENGTH CLIENT-DUID [iaid /AID]

Parameters

IPV6-PREFIX Specifies the IPv6 prefix to delegate to the specific client.

PREFIX-LENGTH Specifies the length of the IPv6 prefix.

CLIENT-DUID Specifies the DHCP unique identifier (DUID) of the client to get
the delegation.

iaid /AID (Optional) Specifies the identity association identifier (IAID). An
IAID uniquely identifies a collection of prefixes assigned to the
requesting router.

lifetime VALID-LIFETIME (Optional) Specifies the valid lifetime of the prefix in seconds. The
valid lifetime should be greater than preferred lifetime. This value
must be between 60 and 4294967295, or infinite. If the lifetime is
not specified, the default valid lifetime is 2592000 seconds (30
days).

PREFERRED-LIFETIME (Optional) Specifies the preferred lifetime of the prefix in seconds.
This value must be between 60 and 4294967295, or infinite. If the
lifetime is not specified, the default preferred lifetime is 604800
seconds (7 days).

Default
None.
Command Mode
DHCPv6 Pool Configuration Mode.
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Command Default Level
Level: 12.
Usage Guideline

Use this command to configure a static binding prefix entry to specify the prefix to be dedicatedly
delegated to specific client. Multiple static binding prefix entry can be defined for a client, or an IAPD
on a client.

When the server receives a request from a client, the server will check the IPv6 DHCP pool
associated with the received interface. If the request message includes the IAPD option and there are
free static entries that are configured with IAID and match both the DUID and IAID of the message, all
the match entries will be delegated. If there are no match entries, but there are free static entries
without IAID specified and match the DUID of the message, the match entries are replied. If the
request message has no IAID option, but there are free static entries without IAID specified and
match the DUID of the message, the match entries are replied.

If there are no match entries, the client will be delegated the prefix from the local IPv6 prefix pool
specified in the IPv6é DHCP pool.

Example

This example shows how to configure a static binding prefix entry in a IPv6 DHCP pool named “pool1”
and associates the IPv6 DHCP pool with VLAN 100.

Switch# configure terminal

Switch (config)# ipvé dhcp pool pooll

Switch (config-dhcp) # prefix-delegation 2001:0DB8::/64 000300010506BBCCDDEE

Switch (config-dhcp) # exit

(

(
Switch (config)# interface v1lanl00
Switch (config-if)# ipv6 dhcp server pooll
(

Switch (config-if) #

23-11 prefix-delegation pool

This command is used to specify a local IPv6 prefix pool from which prefixes can be delegated. Use
the no form of this command to remove a local IPv6 prefix pool.

prefix-delegation pool POOL-NAME [lifetime VALID-LIFETIME PREFERRED-LIFETIME]
no prefix-delegation pool POOL-NAME

Parameters
POOL-NAME Specifies the name of a local IPv6 prefix pool.
lifetime VALID-LIFETIME (Optional) Specifies the valid lifetime of the prefix in seconds. The
valid lifetime should be greater than preferred lifetime. This value
must be between 60 and 4294967295, or infinite. If the lifetime is
not specified, the default valid lifetime is 2592000 seconds (30
days).
lifetime PREFERRED- (Optional) Specifies the preferred lifetime of the prefix in seconds.
LIFETIME This value must be between 60 and 4294967295, or infinite. If the
lifetime is not specified, the default preferred lifetime is 604800
seconds (7 days)
Default
None.

Command Mode
DHCPv6 Pool Configuration Mode.
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Command Default Level

Level: 12.

Usage Guideline

Example

2312

Use this command to specify a local IPv6 prefix pool in a IPv6 DHCP pool to delegate the prefix for
clients serviced by the DHCP pool. Only one local IPv6 prefix pool can be specified in an IPvé DHCP
pool.

When the server receives a request from a client, the server will check the IPv6 DHCP pool
associated with the received interface. If static binding prefix entries are defined to delegate the prefix
for the request client, the static binding prefix will be delegated. Otherwise, the server will delegate the
prefix from the local IPv6 prefix pool specified for the IPv6 DHCP pool.

This example shows how to configure a local IPv6 prefix pool named “prefix-pool”, specify the pool in
an IPv6 DHCP pool named “pool1” and associate the IPv6 DHCP pool with VLAN 100.

Switch# configure terminal

Switch (config)# ipv6é local pool prefix-pool 3004:DB8::/48 64

Switch (config) # ipvé dhcp pool pooll

Switch (config-dhcp) # prefix-delegation pool prefix-pool lifetime 300 200

Switch (config-dhcp) # exit

(

(

(
Switch (config)# interface vl1anl00
Switch (config-if)# ipv6 dhcp server pooll
(

Switch (config-if) #

service ipv6 dhcp

This command is used to enable the IPv6 DHCP server and relay service on the Switch. Use the no
form of this command to disable the IPv6 DHCP server and relay service.

service pv6 dhcp

no service ipv6 dhcp

Parameters

Default

None.

By default, this option is disabled.

Command Mode

Global Configuration Mode.

Command Default Level

Level: 12.

Usage Guideline

Use this command to globally enable the IPv6 DHCP server and relay service on the Switch. The
configuration changes of the DHCPV6 server cannot take effect in real-time, disable and enable the
DHCPv6 server to make the new configuration take effect.
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Example

This example shows how to enable the IPv6 DHCP server and relay service.

Switch# configure terminal
Switch (config)# service ipvé6 dhcp
Switch (config) #

23-13 show ipv6 dhcp

This command is used to display the DHCPV6 related setting for interfaces.

show ipv6 dhcp [interface [[INTERFACE-ID]]

Parameters
INTERFACE-ID (Optional) Specifies the VLAN interface to display the DHCPv6
related setting.
Default
None.

Command Mode

User/Privileged EXEC Mode.
Command Default Level

Level: 1.
Usage Guideline

Use this command to display the device’s DHCPv6 DUID or use the show ipv6 dhcp interface
command to display the DHCPV6 related settings for interfaces. If the interface ID is not specified, all
interfaces that are enabled with the DHCPV6 function will be displayed.

Example

This example shows how to display the DHCPv6 information for interface VLAN 1, when VLAN 1 is
not in the DHCPv6 mode.

Switch# show ipv6 dhcp interface vlanl
vlanl is not in DHCPv6 mode

Switch#

This example shows how to display the DHCPvV6 client for interface VLAN 1, when VLAN 1 is
DHCPvV6 server enabled.

Switch# show ipv6 dhcp interface vlanl

vlanl is in server mode
IPv6