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FCC Compliance Statement

This device complies with Part 15 of the FCC Rules. Operation is subject to the following two conditions: (1) This device may not
cause harmful interference, and (2) this device must accept any interference received, including interference that may cause
undesired operation.

CE Mark Warning

This equipment is compliant with Class A of CISPR 32. In a residential environment, this equipment may cause radio interference.

Avertissement Concernant la Marque CE

Cet équipement est conforme a la classe A de la norme CISPR 32. Dans un environnement résidentiel, cet équipement peut
provoquer des interférences radio.

VCCI Warning

COREL 77 AAKEGETY - CORBEZETERTHERNT 2 LERFLIISEI T I LD N 7 - ZOGHEIIIFEREN
UG RE#HT DL OFRESNDZEAnDHD £¢ - VCCI-A

BSMI Notice
e HEMRERTE > AEGAEZENF AN ETEE -

Safety Compliance

Warning: Class 1 Laser Product: When using a fiber optic media expansion module, never look at the transmit laser while it is
powered on. In addition, never look directly at the fiber TX port and fiber cable ends when they are powered on.

Avertissement: Produit Laser de Classe 1: Ne regardez jamais le laser tant qu'’il est sous tension. Ne regardez jamais
directement le port TX (Transmission) a fibres optiques et les embouts de cables a fibres optiques tant qu’ils sont sous tension.
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1. Introduction

Audience

The Web Ul Reference Guide is intended for network administrators and other IT networking professionals
responsible for managing the Switch by using the Web User Interface (Web Ul). The Web Ul is the secondary
management interface to the switches in the DGS-1530 Series, which will be generally be referred to simply as the
'Switch' within this manual. This manual is written in a way that assumes readers already have the experience and
knowledge of Ethernet and modern networking principles for Local Area Networks (LANS).

Other Documentation

The documents below are a further source of information in regards to configuring and troubleshooting the Switch. All
the documents are available either from the D-Link website. Other documents related to this Switch are:

e DGS-1530 Series Hardware Installation Guide

e DGS-1530 Series CLI Reference Guide

Typographical Conventions

Boldface Font Indicates a button, a toolbar icon, menu, or menu item. For example, Open the File
menu and choose Cancel.

Used for emphasis. May also indicate system messages or prompts appearing on
screen. For example, You have mail.

Used to represent filenames, program names, and commands. For example, use
the copy command.

Initial capital letter Indicates a window name. Names of keys on the keyboard have initial capitals. For
example, Click Enter.

Menu Name > Menu Option | Indicates the menu structure. Device > Port > Port Properties means the Port
Properties menu option under the Port menu option that is located under the
Device menu.

Blue Courier Font Used to represent an example of a screen console display including example
entries of CLI command input with the corresponding output.

Notes and Cautions

<

NOTE: A note indicates important information that helps you make better use of your device.
a
CAUTION: A caution indicates a potential for property damage, personal injury, or death.
i 1 E

ATTENTION : Une précaution indigue un risque de dommage matériel, de blessure corporelle ou de
mort.
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2. Web User Interface (Web Ul)

The Web Ul, which offers a more graphical interface, grants access to the majority of the software features present on
the Switch. These features can be enabled, configured, disabled, or monitored through any standard web browser,
such as Microsoft's Internet Explorer, Mozilla Firefox, Google Chrome, or Safari. The LAN ports provide an in-band
connection to the Web Ul using HTTP or HTTPS (SSL).

The Web Ul examples in this guide was capture using the Microsoft Edge browser.

Connecting to the Web Ul

By default, Secure HTTP (https) access is available to the Switch. To access the Web Ul, open a standard web
browser and enter https:// followed by the IP address of the Switch into the address bar of the browser. Press the
Enter key. For example, https://10.90.90.90.

‘// NOTE: The default IP address of the Switch is 10.90.90.90 (subnet mask 255.0.0.0).
The default username and password is admin.

Logging into the Web Ul

Enter the User Name and Password and click the Login button.

Connect to 10.90.90.90

e
L? N
User Name ‘admin ‘
Password ‘oo eee ‘
Language | English l”

| Login | I Reset |

Figure 2-1 Web Ul Login Window
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Smart Wizard

After successfully logging into the web Ul, the Smart Wizard embedded Web Utility will be launched.

Step 1 - System IP Information

In this step, we can configure System IP Information.

Welcome to Smart Wizard

The wizard will guide you to do basic configurations on 3 steps for the IP Information, User Account
and SNMP_If you are not changing the settings, click on "Exit” to go back io the main page.

Step 1 of 3: The wizard will help to complete settings for System IP address, Netmask, and
Gateway.

8 (255.0.0.0)

0 . 92 . 90 . 90
o - 0 - 0 - 0
| Exit | Next |

Figure 2-2 System IP Information Window

The fields that can be configured are described below:

Parameter Description

Static Select this option to manually assign and configure the IP address settings for the
Switch. After selecting this option, the following parameters can be configured:

e |IP Address - Enter the IP address of the Switch here.
o Netmask - Select the Netmask option here.
o Gateway - Enter the IP address of the default gateway here.

DHCP Select this option to obtain IP address settings automatically from a DHCP server
for the Switch.

Tick the Ignore the wizard next time option to skip the Smart Wizard on the next login.
Click the Exit button to discard the changes made, exit the Smart Wizard, and continue to the Web UI.

Click the Next button to accept the changes made and continue to the next step.
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Step 2 - User Accounts Settings

In this step, we can configure the user account settings. This step can only be modified by a user account with the
privilege level of 15.

Welcome to Smart Wizard

Step 2 of 3: Configure User Account for management.

Figure 2-3 User Accounts Settings Window

The fields that can be configured are described below:

Parameter Description

User Name Select the user name here. This is normally an administrator-level account with the
privilege level of 15.

Password Type Select the password type here. Options to choose from are:
o None - The password for the user account remains the same.
e Plain Text - The password for the user account is in the plain text form.

e Encrypted-SHAL - The password for the user account is in the encrypted
form using the SHA1 encryption method.

e Encrypted-MD5 - The password for the user account is in the encrypted
form using the MD5 encryption method.

Password Enter the password for the user account either in the plain text format or the
encrypted format here based on the previous selection made.

In the encrypted format, the password will not be encrypted from plain text to the
encrypted format. Instead, the encrypted password must be entered.

Tick the Ignore the wizard next time option to skip the Smart Wizard on the next login.
Click the Exit button to discard the changes made, exit the Smart Wizard, and continue to the Web UI.

Click the Next button to accept the changes made and continue to the next step.
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Step 3 - SNMP Settings

In this step, we can enable or disable the SNMP feature.

Welcome to Smart Wizard

Step 3 of 3: Enable SNMP for management.

| exit || Back || applyasave

Figure 2-4 SNMP Window

The fields that can be configured are described below:

Parameter Description

SNMP Select to enable or disable the SNMP feature here.

Tick the Ignore the wizard next time option to skip the Smart Wizard on the next login.
Click the Exit button to discard the changes made, exit the Smart Wizard, and continue to the Web Ul.
Click the Back button to discard the changes made and return to the previous step.

Click the Apply & Save button to accept the changes made and continue to the Web Ul.
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Web Interface Navigation

After accessing the Web Ul, the following will be displayed:

3 Stack ID

D-Link | O e e gy -

Building Networks for People S - =t il e s =
$-1530-201 TOMADOM =1000K = FoE Fail = FoE OK = 1000M=10G=Linke/act & USB 10 secs v

©"Logged in as: Admint

W DGS-1530-28P Device Information
+ @ System
+ [ Management Device Type DGS-1530-28F Gigabit Ethemet Sm.. MAC Address 00-01-02-03-04-00
4 L2 Fealures System Name Switch IP Address 172.31.131.114
+ [ L3 Fealures System Location Mask 255.255 255.0
+ QoS System Contact Gateway 0.0.0.0
F e ACL System Time 21/05/2000 17:51:5T7 Hardware Version Al
[ Security Runtime Version Build 1.00.032 Serial Number
T @ OAM
¥l [ Monitoring Utilization
+ [ Green
cpPu Average: 4% Switch Storage unit
=70 @
100 4 > 100 20-70 @l 100
0-20 @B
- N B
50 4 > 50
25 4 > 25
o
3:30:41 PM 33049 PM 229557 PM Flash Memory
=
Figure 2-5 Web User Interface Areas
Area Number Description
AREA 1 In this area, a graphical near real-time image of the front panel of the Switch is

displayed with ports and expansion modules. Some management functions like
port monitoring are also accessible here.

Click the D-Link logo to go to the D-Link website.

AREA 2 In this area, a toolbar is used to access functions like Save, Tools, Wizard,
customized Language preference, and a Logout option.

The user account and IP address, currently accessing the Web Ul, is displayed on
the right in this toolbar.

AREA 3 In this area, the software features available in the Web Ul are grouped into folders
containing hyperlinks that will open window frames in Area 4.

There is also a search option in this area that can be used to search for specific
feature keywords in the Web Ul to easily find the link to the set of features.

AREA 4 In this area, configuration and monitoring window frames are available based on
the selections made in Area 3.

S

NOTE: The best screen resolution for viewing the Web Ul is 1280 x 1024 pixels.
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3. System

Device Information

In the Device Information section, the user can view a list of basic information regarding the Switch. It appears
automatically when you log on to the Switch.

To return to the Device Information window after viewing other windows, click the DGS-1530-28P link.

Device Information

Device Type DGS-1530-28P Gigabit Ethernet Sm._. MAC Address 00-01-02-03-04-00
System Name Switch IP Address 172.31.131.114
System Location Mask 255.255.255.0
System Contact Gateway 0.0.00
System Time 21/05/2000 17:51:57 Hardware Version Al
Runtime Version Build 1.00.032 Serial Number
Utilization
cPU Average: 4% Switch Storage unit [1 +]
=70 Wl
100 ¢ > 100 20-70 H 100
0-20 IB
TS5e > 75
508 » 50
25 & » 25
0 T T
3:40:52 PM 3:41:01 PM 3:41:10 PM Flash Memory

Figure 3-1 Device Information Window

System Information Settings

This window is used to display and configure the system information settings and management interface configuration
settings.

To view the following window, click System > System Information Settings, as shown below:

System Information Settings

System Name |Switch |
System Location [255 chars |
System Contact |255 chars | Apply

Figure 3-2 System Information Settings Window

The fields that can be configured are described below:

Parameter Description

System Name Enter a system name for the Switch, if so desired. This name will identify it in the
Switch network.

System Location Enter the location of the Switch, if so desired.
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Parameter Description

System Contact Enter a contact name for the Switch, if so desired.

Click the Apply button to accept the changes made.

Peripheral Settings

This window is used to display and configure the environment trap settings and environment temperature threshold
settings.

To view the following window, click System > Peripheral Settings, as shown below:

Environment Trap Settings

Fan Trap (CEnabled  (wDisabled

Power Trap (CEnabled  (eDisabled

Temperature Trap (_Enabled  (®)Disabled Apply
Environment Temperature Threshold Settings

Unit 1 ]

Thermal Sensor 1 ]

High Threshold (-100-200) /] Defauit

Low Threshold (-100-200) P |®pefaur Apply
Environment Fan Control Settings

Fan Control Current Status Normal Mode [V

Figure 3-3 Peripheral Settings Window

The fields that can be configured in Environment Trap Settings are described below:

Parameter Description

Fan Trap Select to enable or disable the fan trap state for warning fan event (fan failed or fan
recover).
Power Trap Select to enable or disable the power trap state for warning power event (power

failed or power recover).

Temperature Trap Select to enable or disable the temperature trap state for warning temperature
event (temperature thresholds exceeded or temperature recover).

Click the Apply button to accept the changes made.

The fields that can be configured in Environment Temperature Threshold Settings are described below:

Parameter Description

Unit Select the Switch unit that will be used for this configuration here.
Thermal Select the thermal sensor ID.
High Threshold Enter the high threshold value of the warning temperature setting. The range is

from -100 to 200 degrees Celsius.
Select the Default option to use the default value.

Low Threshold Enter the low threshold value of the warning temperature setting. The range is
from -100 to 200 degrees Celsius.

Select the Default option to use the default value.

Click the Apply button to accept the changes made.
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The fields that can be configured in Environment Fan Control Settings are described below:

Parameter Description

Fan Control Current State Select the state for the fan. Options to choose from are Normal Mode and Quiet
Mode.

Click the Apply button to accept the changes made.

Port Configuration

Port Settings

This window is used to display and configure the Switch's port settings.

To view the following window, click System > Port Configuration > Port Settings, as shown below:

=Fe Settings

~
Port Settings
Unit From Port To Port Media Type
E > [ethiod [v] [ethiod [v] [Auo ~]
Unit From Port To Port Media Type State MDIX Flow Control
[1 [v] [ethtorn [v] [ethiioin [v] [RJ4E [~] [Enabled  [v] [Aute EREL ~]
Duplex Speed Capability Advertised Description
[Auto [v] [Auto [ 10M ] 100M [] 1000M [64 chars O

Unit 1 Settings

Flow Control
Link Status Speed Description
I
Up - Off Off

eth1/01 Enabled Auto-MDIEX Auto-duplex Auto-speed
eth1/0/2 Down - Enabled Auto-MDEX Off Off Auto-duplex Auto-speed
eth1/0/3 Down - Enabled Auto-MDEX Off Off Auto-duplex Auto-speed
eth1/0/4 Down - Enabled Auto-MDIX Off Off Auto-duplex Auto-speed
eth1/0/5 Down - Enabled Auto-MDIEX Off Off Auto-duplex Auto-speed
eth1/0/& Down - Enabled Auto-MDEX Off Off Auto-duplex Auto-speed
eth1/0/7 Down - Enabled Auto-MDIEX Off Off Auto-duplex Auto-speed
eth1/0/8 Down - Enabled Auto-MDIEX Off Off Auto-duplex Auto-speed

Figure 3-4 Port Settings Window

The fields that can be configured are described below:

Parameter Description

Unit Select the stacking unit ID of the Switch that will be configured here.

From Port - To Port Select the appropriate port range used for the configuration here.

Media Type Select the port media type of combo ports here. Options to choose from are Auto,
RJ45, and SFP.

Unit Select the stacking unit ID of the Switch that will be configured here.

From Port - To Port Select the appropriate port range used for the configuration here.

Media Type Select the port media type here. Options to choose from are RJ45 and SFP.

State Select to enable or disable the physical port state here.

MDIX Select the Medium Dependent Interface Crossover (MDIX) option here. Options to

choose from are:
e Auto - Select this option for auto-sensing of the optimal type of cabling.
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Parameter Description

o Normal - Select this option for normal cabling. If this option is selected, the
port is in the MDIX mode and can be connected to a PC NIC using a
straight-through cable or a port (in the MDI mode) on another Switch
through a crossover cable.

e Cross - Select this option for crossover cabling. If this option is selected, the
port is in the MDI mode and can be connected to a port (in the MDIX mode)
on another Switch through a straight cable.

Flow Control Select to turn flow control On or Off here. This feature will not work through
Switches that are physically stacked.

Duplex Select the duplex mode used here. Options to choose from are Auto, Half, and
Full.

Speed Select the port speed option here. This option will manually force the connection

speed on the selected port to connect at the specified speed only.

The Master setting will allow the port to advertise capabilities related to duplex,
speed, and physical layer type. The master setting will also determine the master
and slave relationship between the two connected physical layers. This
relationship is necessary for establishing the timing control between the two
physical layers. The timing control is set on a master physical layer by a local
source.

The Slave setting uses loop timing, where the timing comes from a data stream
received from the master. If one connection is set for master, the other side of the
connection must be set for slave. Any other configuration will result in a 'link down'
status for both ports.

Options to choose from are:

e Auto - Specifies that for copper ports, auto-negotiation will start to negotiate
the speed and flow control with its link partner. For fiber ports, auto-
negotiation will start to negotiate the clock and flow control with its link
partner.

e 10M - Specifies to force the port speed to 10 Mbps.
e 100M - Specifies to force the port speed to 100 Mbps.
e 1000M - Specifies to force the port speed to 1 Ghps.

e 1000M Master - Specifies to force the port speed to 1 Gbps and operates
as the master, to facilitate the timing of transmit and receive operations.

e 1000M Slave - Specifies to force the port speed to 1 Gbps and operates as
the slave, to facilitate the timing of transmit and receive operations.

e 10G - Specifies to force the port speed to 10 Gbps.

Capability Advertised When the Speed is set to Auto, select capabilities that are advertised during auto-
negotiation.
Description Select the checkbox and enter the description for the corresponding port here. This

can be up to 64 characters long.

Click the Apply button to accept the changes made.

10
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Port Status

This window is used to view the Switch's physical port status and settings.

To view the following window, click System > Port Configuration > Port Status, as shown below:

P [a

Port Status

Unit 1 v

Unit 1 Settings

Flow Conirol Operator
MAC Address Speed Type
RN
Off Off

eth1/0/1 Connected 00-01-02-03-04-20 1 Aute-Full Auto-100M 1000BASE-T
eth1/0/2 Not-Connected 00-01-02-03-04-81 1 Off Off Auto Auto 1000BASE-T
eth1/0/3 Not-Connected 00-01-02-03-04-82 1 Off Off Auto Auto 1000BASE-T
eth1/0/4 Not-Connected 00-01-02-03-04-83 1 Off oft Auto Auto 1000BASE-T
eth1/0/5 Not-Connected 00-01-02-03-04-84 1 Off oft Auto Auto 1000BASE-T
eth1/0/6 Not-Connected 00-01-02-03-04-85 1 Off Off Auto Auto 1000BASE-T
eth1/07 Not-Connected 00-01-02-03-04-86 1 Off Off Auto Auto 1000BASE-T
eth1/0/8 Not-Connected 00-01-02-03-04-87 1 Off oft Auto Auto 1000BASE-T
eth1/0/9 Not-Connected 00-01-02-03-04-28 1 Off oft Auto Auto 1000BASE-T
eth1/0/10 Not-Connected 00-01-02-03-04-29 1 Off Off Auto Auto 1000BASE-T

Figure 3-5 Port Status Window

The fields that can be configured are described below:

Parameter Description

Unit Select the stacking unit ID of the Switch that will be displayed here.

Port GBIC

This window is used to view active GBIC information found on each applicable physical port of this Switch.

To view the following window, click System > Port Configuration > Port GBIC, as shown below:

-
=1
=l
)
=
o

Unit 1 [v]

Unit 1 Settings

eth1/0/1

Interface Type 1000BASE-T
eth1/0/2

Interface Type 1000BASE-T
eth1/0/3

Interface Type 1000BASE-T
eth1/0/4

Interface Type 1000BASE-T
eth1/0/5

Interface Type 1000BASE-T
eth1/0/6

Interface Type 1000BASE-T
eth1/0/7

Interface Type 1000BASE-T
eth1/0/3

Interface Type 1000BASE-T

Figure 3-6 Port GBIC Window
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The fields that can be configured are described below:

Parameter Description

Unit Select the Switch unit that will be used for this display here.

Port Auto Negotiation

This window is used to view detailed port auto-negotiation information.

To view the following window, click System > Port Configuration > Port Auto Negotiation, as shown below:

Port Auto Negotiation

Unit 1 [¥]

Note: AN: Auto Negotiation; RS: Remote Signaling; CS: Config Status; CB: Capability Bits; CAB: Capability Advertised Bits;
CRE: Capability Received Bits; RFA- Remote Fault Advertised, RFR: Remote Fault Received

Unit 1 Settings

eth1/0/M1 Enabled Detected Complete 10M_Half... 10M_Half... 10M_Half... Disabled MNoError
eth1/0i2 Enabled Mot Detected Configuring 10M_Half_.. 10M_Half... - Disabled MNoError
eth1/0/3 Enabled Mot Detected Configuring 10M_Half... 10M_Half... - Disabled MNoError
eth1/0/4 Enabled Mot Detected Configuring 10M_Half... 10M_Half._. - Disabled MNoErmor
eth1/0/5 Enabled Mot Detected Configuring 10M_Half... 10M_Half... - Disabled MNoError
eth1/0/6 Enabled Mot Detecied Configuring 10M_Half... 10M_Half.... - Disabled MNoErmor
eth1/0/7 Enabled Mot Detected Configuring 10M_Half... 10M_Half... - Disabled MNoErmor
eth1/0/8 Enabled Mot Detected Configuring 10M_Half... 10M_Half... - Disabled MNoError
eth1/0/9 Enabled Mot Detected Configuring 10M_Half_.. 10M_Half... - Disabled MNoError
eth1/0/10 Enabled Mot Detected Configuring 10M_Half... 10M_Half... - Disabled MNoError

Figure 3-7 Port Auto Negotiation Window

The fields that can be configured are described below:

Parameter Description

Unit Select the stacking unit ID of the Switch that will be displayed here.

12
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Error Disable Settings

This window is used to display and configure the recovery from the Error Disable causes and to configure the recovery
interval.

To view the following window, click System > Port Configuration > Error Disable Settings, as shown below:

Error Disable Trap Settings
Asserted Disabled ﬂ
Cleared Disabled v
Notification Rate (0-1000) | |
Error Disable Recovery Settings
ErrDisable Cause All ﬂ State Disabled ﬂ Interval (5-85400) |:| sec
croisae covse C swe | e |
Port Security Disabled 300
Storm Control Disabled 300
BPDU Attack Protection Disabled 300
Dynamic ARF Inspection Disabled 300
DHCP Snooping Disabled 300
Loopback Detect Disabled 300
L2PT Guard Disabled 300
D-LINK Unidirectional Link Detectio... Disabled 300
Interfaces that will be recovered at the next timeout:

Figure 3-8 Error Disable Settings Window

The fields that can be configured for Error Disable Trap Settings are described below:

Parameter Description

Asserted Specifies to enable or disable notifications for entering into the error-disabled state.
Cleared Specifies to enable or disable natifications for exiting from the error-disabled state.
Notification Rate Enter the notification rate value here. This sets the number of traps per minute.

The packets that exceed the rate will be dropped. The range is from 0 to 1000. The
default value (0) indicates that an SNMP trap will be generated for every change of
the error disabled state.

Click the Apply button to accept the changes made.

The fields that can be configured for Error Disable Recovery Settings are described below:

Parameter Description

ErrDisable Cause Select the error disabled cause here. Options to choose from are Port Security,
Storm Control, BPDU Attack Protection, Dynamic ARP Inspection, DHCP
Snooping, Loopback Detect, L2PT Guard, and DULD.

State Select to enable or disable the error disabled recovery feature here.

Interval Enter the time, in seconds, to recover the port from the error state caused by the
specified module. The range is from 5 to 86400 seconds. By default, this value is
300 seconds.

Click the Apply button to accept the changes made.

13
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Jumbo Frame

This window is used to display and configure the jumbo frame size and settings. The Switch supports jumbo frames.
Jumbo frames are Ethernet frames with more than 1518 bytes of payload. The Switch supports jumbo frames with a
maximum frame size of up to 9216 bytes.

To view the following window, click System > Port Configuration > Jumbo Frame, as shown below:

A
Jumbo Frame
Unit From Fort To Port Maximum Receive Frame Size (64-10232)
i
Unit 1 Settings
eth1/0M1 1536
eth1/0/2 1536
eth1/0/3 1536
eth1/0/4 1536
eth1/0/5 1536
eth1/0/6 1536
eth1/0/7 1536
eth1/0/8 1536
eth1/0/9 1536
eth1/0M0 1536

Figure 3-9 Jumbo Frame Window

The fields that can be configured for Jumbo Frame are described below:

Parameter Description

Unit Select the stacking unit ID of the Switch that will be configured here.

From Port - To Port Select the appropriate port range used for the configuration here.

Maximum Receive Frame Enter the maximum receive frame size value here. The range is from 64 to 10232
Size bytes. By default, this value is 1536 bytes.

Click the Apply button to accept the changes made.

14
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Interface Description

This window is used to display the status, administrative status, and description of each port on the Switch.

To view the following window, click System > Interface Description, as shown below:

nierface vescription
Interface Description

Total Entries: 28

eth1/0M1 up enabled
eth1/0/2 down enabled
eth1/0/3 down enabled
eth1/0/4 down enabled
eth1/0/5 down enabled
eth1/0/6 down enabled
eth1/0/7 down enabled
eth1//8 down enabled
eth1/0/9 down enabled
eth1/0/10 down enabled

Figure 3-10 Interface Description Window

Enter a page number and click the Go button to navigate to a specific page when multiple pages exist.

Loopback Test

This window is used to display and configure the loopback settings of the physical port interfaces and to perform
loopback tests.

To view the following window, click System > Loopback Test, as shown below:

0opbhac es
Loopback Test

Unit From Port To Port Loopback Mode

[1 V] [ethi01 [~] [eth1/0i1  [~] [None ~]

Unit 1 Settings
T T T 530 o
oon B O N B B B

eth1/0M1 None 1] ] 0 0 o 0 o 1}
eth1/0r2 None 1] o o o o 0 o 1}
eth1/0/3 None 1] o i} 0 o 1} o 1}
eth1/0/4 None 1] o o o o 0 o 1}
eth1/0/5 None 1] o 0 0 o 1] o 1}
eth1/0/6 MNone 1] o o o o 0 o 1}
eth1/0/7 None 0 o 0 0 o 0 o 1}
eth1/0/8 None 0 o o O o 0 o o
eth1/0/9 None 0 o 0 i} o 1]} o 1}
eth1/0/10 None 1] o ] 0 ] 0 o 1}

Figure 3-11 Loopback Settings Window

The fields that can be configured are described below:

Parameter Description

Unit Select the Switch unit that will be used for this configuration here.

15
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Parameter Description

From Port - To Port Select the appropriate port range used for the configuration here.

Loopback Mode Select the loopback mode here. Options to choose from are:
e None - Specifies not to enable the loopback mode.
¢ Internal MAC - Specifies the internal loopback mode at the MAC layer.

e Internal PHY Default - Specifies the internal loopback mode at the PHY
layer to test the default medium.

e Internal PHY Copper - Specifies the internal loopback mode at the PHY
layer to test the copper medium.

e Internal PHY Fiber - Specifies the internal loopback mode at the PHY layer
to test the fiber medium.

o External MAC - Specifies the external loopback mode at the MAC layer.

o External PHY Default - Specifies the external loopback mode at the PHY
layer to test the default medium.

o External PHY Copper - Specifies the external loopback mode at the PHY
layer to test the copper medium.

o External PHY Fiber - Specifies the external loopback mode at the PHY
layer to test the fiber medium.

Click the Apply button to accept the changes made.

PoE

PoE System

This window is used to configure the PoE system and display the detailed power information and PoE chip parameters
for POE modules.

To view the following window, click System > PoE > PoE System, as shown below:

=0 Vsie

PoE Perpetual
PoE Perpetual (CEnabled  (w)Disabled
PoE System
Unit Usage Threshold (1-99) Policy Preempt Trap State
m Power Budget (W) Usage Threshold (%) Policy Preempt Trap State
1 1] 370 99 Disabled Disabled

Figure 3-12 PoE System Window

The fields that can be configured for POE Perpetual are described below:

Parameter Description

PoE Perpetual Select this option to enable or disable the PoE perpetual feature.

Click the Apply button to accept the changes made.
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The fields that can be configured for POE System are described below:

Parameter Description

Unit Select the stacking unit ID of the Switch that will be configured here.

Usage Threshold Enter the usage threshold to generate a log and send the corresponding
standard notification. The range is from 1 to 99 percent.

Policy Preempt Select this option to enable or disable the disconnection of the Powered Device
(PD) which is power-provisioned with a lower priority in order to release the
power to the new connected PD with higher priority under power shortage
conditions.

Trap State Select this option to enable or disable the sending of PoE trap notifications.

Click the Apply button to accept the changes made.
Click the Show Detail button to see the PoE system Parameters table at the bottom of the window.

After clicking the Show Detail button, the following window will appear.

~PoE SySe8

PoE Perpetual

PoE Perpetual (JEnabled  (@)Disabled
PoE System
Unit Usage Threshold {1-99) Paolicy Preempt Trap State
B % [Dssbledl] Disebled v]
m Power Budget (W) Usage Threshold (%) Policy Preempt Trap State
1 o 370 99 Disabled Disabled

PoE System Parameters

o e T p T
1 24

E1FF 14

Figure 3-13 PoE System (Show Detail) Window

PoE Status

This window is used to configure the description and display the PoE status of each port.
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To view the following window, click System > PoE > PoE Status, as shown below:

a* [ATUS

PoE Status
Unit From Port To Port Description
[1[~] [eth1/0i1 [+] [eth1/0i1 [+] [2 chars |

Unit 1 Settings

I O S
NIA 0.0 0.0

eth1/0M1 Searching Delete Description
eth1/0/2 Searching MIA 0.0 0.0 Delete Description
eth1/0/3 Searching MiA 0.0 0.0 Delete Description
eth1/0/4 Searching MIA, 0.0 0.0 Delete Description
eth1/0/5 Searching MIA 0.0 0.0 Delete Description
eth1/0/6 Searching MIA 0.0 0.0 Delete Description
eth1/0i7 Searching MiA 0.0 0.0 Delete Description
eth1/0/8 Searching MIA 0.0 0.0 Delete Description
eth1//g Searching MIA 0.0 0.0 Delete Description
eth1/0/10 Searching MIA 0.0 0.0 Delete Description

Figure 3-14 PoE Status Window

The fields that can be configured for POE Status are described below:

Parameter Description

Unit Select the stacking unit ID of the Switch that will be configured here.

From Port - To Port Select the appropriate port range used for the configuration here.

Description Enter the text that describes the PD connected to a PoE interface. The
maximum length is 32 characters.

Click the Apply button to accept the changes made.

Click the Delete Description button to remove the description from the entry.

PoE Configuration

This window is used to display and configure the PoE configuration settings.

& NOTE: If the Switch failed to supply power to the IEEE 802.3at Powered Device (PD),
4

e Check if the PD connected to the port supports the IEEE 802.3at standard
e Manually configure the PoE power limit value to 30 Watts for the corresponding port

18
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To view the following window, click System > PoE > PoE Configuration, as shown below:

PoE Configuration

Unit From Port To Port Priority Legacy Support Mode Wax Wattage (1000-30000) Time Range

[v] [ethton ¥] [em1on [¥] [Low [v] [Disabled~]  [Auto [~] | [m] L -

Unit 1 Settings

L R T S N
eth1/0M Auto Low Disabled Delete Time Range
eth1/0/2 Auto Low Disabled Delete Time Range
eth1/0/3 Auto Low Disabled Delete Time Range
eth1/0/4 Auto Low Disabled Delete Time Range
eth1/0/5 Auto Low Disabled Delete Time Range
eth1/0/6 Auto Low Disabled Delete Time Range
eth1/07 Auto Low Disabled Delete Time Range
eth1/0/8 Auto Low Disabled Delete Time Range
eth1/0/% Auto Low Disabled Delete Time Range
eth1/0/10 Auto Low Disabled Delete Time Range

Figure 3-15 PoE Configuration Window

The fields that can be configured for POE Configuration are described below:

Parameter Description

Unit Select the stacking unit ID of the Switch that will be configured here.

From Port - To Port Select the appropriate port range used for the configuration here.

Priority Select the priority for provisioning power to the port. Options to choose from are
Critical, High, and Low.

Legacy Support Select this option to enable or disable the support of legacy PD.

Mode Select the power management mode for the PoOE ports. Options to choose from

are Auto and Never.

Max Wattage When selecting Auto in the Mode drop-down list, this option appears. Select
the check box and enter the maximum wattage of power that can be
provisioned to the auto-detected PD. If the value is not entered, the class of the
PD automatically determines the maximum wattage which can be provisioned.
The valid range for maximum wattage is between 1000 mW and 30000 mW.

Time Range When selecting Auto in the Mode drop-down list, this option appears. Select
the check box and enter the name of the time range to determine the activation
period.

Click the Apply button to accept the changes made.

Click the Delete Time Range button remove the time range association for the entry.

PD Alive

This window is used to display and configure the PoE PD alive settings. The PoE alive feature provides the solution
when PD devices stop working or are not responding using the ping mechanism.
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To view the following window, click System > PoE > PD Alive, as shown below:

hmmu—A

PD Alive Configuration

Unit From Port To Port PD Alive State  PD IP Address PD IPv6 Address Source IPv6 Interface VLAN (1-4094)

[1 [v] [ethtor [~] [etht/ort [v] [Disabled[~»] @[ - - - | (O [Es0:cootiDFFFEE] | |

Poll Interval (10-300) Retry Count (0-5) ‘Waiting Time (30-300) Action

@ s [Bon V]

Unit 1 Settings

PD Alive State PD IP Address Source IPV6 Interface VLAN Poll Interval Retry Count Waiting Time m
D 00

eth1/01 Disabled 0.0.0.0 2 Both
eth1/0/2 Disabled 0.0.0.0 30 2 90 Both
eth1/0/3 Disabled 0.00.0 30 2 90 Both
eth1/0/4 Disabled 0.0.0.0 30 2 Q0 Both
eth1/0/5 Disabled 0.0.0.0 30 2 90 Both
eth1/0/6 Disabled 0.0.0.0 a0 2 a0 Both
eth1/0/7 Disabled 0.0.0.0 30 2 90 Both
eth1/0/3 Disabled 0.0.0.0 30 2 90 Both

Figure 3-16 PD Alive Window

The fields that can be configured for PD Alive Configuration are described below:

Parameter Description

Unit Select the stacking unit ID of the Switch that will be configured here.

From Port - To Port Select the appropriate port range used for the configuration here.

PD Alive State Select to enable or disable the state of the PoE alive function on the specified
port(s) here.

PD IP Address Enter the IPv4 address of the target PD here.

PD IPv6 Address Enter the IPv6 address of the target PD here.

Source IPv6 Interface VLAN | Enter the source IPv6 interface VLAN used for the ping packet.

Poll Interval Enter the poll interval value here. The range is from 10 to 300 seconds. This is
the interval at which ping requests will be sent to the target PD to check the
status.

Retry Count Enter the retry count value here. The range is from 0 to 5. This is the amount of

times that the ping request will be resend if the target PD does not respond.

Waiting Time Enter the waiting time value here. The range is from 30 to 300 seconds. This is
the time the Switch will wait for the PD to recover from rebooting.

Action Select the action that will be taken here. Options to choose from are:
¢ Reset - Specifies to reset the PoE port state.
¢ Notify - Specifies to send logs and traps to notify the administrator.

e Both - Specifies to send logs and traps and then to reset the PoE port
state.

Click the Apply button to accept the changes made.

PoE Statistics

This window is used to display and clear the PoE statistics on the Switch ports.
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To view the following window, click System > PoE > PoE Statistics, as shown below:

SoE Siatiof N
PoE Statistics Table
Unit 1 v]
Unit 1 Settings
I T N A R T R
eth1/0/1 i} i i 0 208
eth1/072 i} i i 0 100
eth1/0/3 0 i i 0 1
eth1/0/4 i} o o i} 110
eth1/0/5 0 i i 0 244
eth1/0/6 i} i i 0 110
eth1/077 i} i 0 0 51
eth1/0/3 i} o o i} 110
eth1/0/9 0 i i 0 g5
eth1/0/10 i} i i 0 o5

Figure 3-17 PoE Statistics Window

The fields that can be configured for POE Statistics Table are described below:

Parameter Description

Unit Select the stacking unit ID of the Switch that will be used here.

Click the Clear All button to clear PoE statistics for all ports.

Click the Clear button to clear the PoE statistics for the corresponding port.

PoE Measurement

This window is used to display the POE measurement information on the Switch ports.

To view the following window, click System > PoE > PoE Measurement, as shown below:

PoE Measurement Table

Unit 1 ]

Unit 1 Settings

e T e Gy oo o
N/A NIA NIA N/A

eth1/0M1

eth1/0f2 N/A NIA NIA N/A
eth1/0/3 N/A NIA NIA NIA
eth1/0/4 N/A NIA NIA N/A
eth1/0/5 NIA NIA NIA N/A
eth1/0/6 N/A NIA NIA NIA
eth1/0f7 N/A NIA NIA N/A
eth1/0/2 N/A NIA NIA N/A
eth1/09 N/A NIA NIA NIA
eth1/0/10 N/A NIA NIA N/A

Figure 3-18 PoE Measurement Window

The fields that can be configured for POE Measurement Table are described below:

Parameter Description

Unit Select the stacking unit ID of the Switch that will be used here.
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PoE LLDP Classification

This window is used to display the PoE Link Layer Discovery Protocol (LLDP) classification.

To view the following window, click System > PoE > PoE LLDP Classification, as shown below:

PoE LLDP Classification Table

Unit 1 ]
Port eth1/0/1

PSE TX information
Neone

Information from PD
None

PSE TX information
None

Information from PD
Neone

PSE TX information
None

Information from PD
None

Figure 3-19 PoE LLDP Classification Window

The fields that can be configured for POE LLDP Classification Table are described below:

Parameter Description

Unit Select the stacking unit ID of the Switch that will be used here.
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System Log
System Log Settings

This window is used to display and configure the system log settings.

To view the following window, click System > System Log > System Log Settings, as shown below:

O - 1 1S
= - ~

Log State

Log State Enabled [v]
Source Interface Setfings

Source Interface State Disabled
Buffer Log Settings

Buffer Log State Enabled

Discriminator Name 15 chars
Console Log Settings

Console Log State Disabled ﬂ

Severity 4 (Warnings)
SMTP Log Settings

SMTP Log State Disabled

Severity 4 (Warnings)

Discriminator Name Apply
Monitor Log Settings

Monitor Log State Disabled

Severity

v

Figure 3-20 System Log Settings Window

The fields that can be configured for Log State are described below:

Parameter Description

Log State Select to enable or disable the global system log state here.

Click the Apply button to accept the changes made.

The fields that can be configured for Source Interface Settings are described below:

Parameter Description

Source Interface State Select this option to enable or disable the global source interface state.

Type Select the type of interface that will be used. Options to choose from are
Loopback and VLAN.

Interface ID Enter the VLAN ID here. For loopback, the range is from 1 to 8. For VLAN, the
range is from 1 to 4094.
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Click the Apply button to accept the changes made.

The fields that can be configured for Buffer Log Settings are described below:

Parameter

Buffer Log State

Description

Select to globally enable or disable the buffer log state here. Options to choose
from are Enable, Disabled, and Default. When selecting the Default option, the
global buffer log state will follow the default behavior.

Severity

Select the severity value of the type of information that will be logged. Options to
choose from are 0 (Emergencies), 1 (Alerts), 2 (Critical), 3 (Errors), 4
(Warnings), 5 (Notifications), 6 (Informational), and 7 (Debugging).

Discriminator Name

Enter the discriminator name used here. This hame can be up to 15 characters
long. This specifies the name of the discriminator profile that will be used to filter
buffer log messages based on the filtering criteria specified within that profile.

Write Delay

Enter the log write delay value here. The range is from 0 to 65535 seconds. By
default, this value is 300 seconds. Select the Infinite option, to disable the write
delay feature.

Click the Apply button to accept the changes made.

The fields that can be configured for Console Log Settings are described below:

Parameter

Console Log State

Description

Select to globally enable or disable the console log state here.

Severity

Select the severity value of the type of information that will be logged. Options to
choose from are 0 (Emergencies), 1 (Alerts), 2 (Critical), 3 (Errors), 4
(Warnings), 5 (Notifications), 6 (Informational), and 7 (Debugging).

Discriminator Name

Enter the discriminator name used here. This hame can be up to 15 characters
long. This specifies the name of the discriminator profile that will be used to filter
console log messages based on the filtering criteria specified within that profile.

Click the Apply button to accept the changes made.

The fields that can be configured for SMTP Log Settings are described below:

Parameter

SMTP Log State

Description

Select to globally enable or disable the SMTP log state here.

Severity

Select the severity value of the type of information that will be logged. Options to
choose from are 0 (Emergencies), 1 (Alerts), 2 (Critical), 3 (Errors), 4
(Warnings), 5 (Notifications), 6 (Informational), and 7 (Debugging).

Discriminator Name

Enter the discriminator name used here. This name can be up to 15 characters
long. This specifies the name of the discriminator profile that will be used to filter
SMTP log messages based on the filtering criteria specified within that profile.

Click the Apply button to accept the changes made.

The fields that can be configured for Monitor Log Settings are described below:

Parameter

Monitor Log State

Description

Select to globally enable or disable the monitor log state here.

Severity

Select the severity value of the type of information that will be logged. Options to
choose from are 0 (Emergencies), 1 (Alerts), 2 (Critical), 3 (Errors), 4
(Warnings), 5 (Notifications), 6 (Informational), and 7 (Debugging).
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Parameter Description

Discriminator Name Enter the discriminator name used here. This name can be up to 15 characters
long. This specifies the name of the discriminator profile that will be used to filter
monitor log messages based on the filtering criteria specified within that profile.

Click the Apply button to accept the changes made.

System Log Discriminator Settings

This window is used to display and configure the system log discriminator settings.

To view the following window, click System > System Log > System Log Discriminator Settings, as shown below:

Discriminator Log Settings

Discriminator Name

Action Drops v
[]sYs ] STACKING [JPCRT [sTP [JLAC
[JVOICE_VL... [JLLDP []PORTSEC [JWAC []DHCPVE
[]STORM_CT... []8sH rjeu []WEB []SNMP
[]CFM []ERPS []DDM []AAA []DeS
[]DEVICE []DAl []SURVEILL... []RADIUS []DOT1X
[]POE []LBD []BPDU_PRO... [ ]MAC [ SAFEGUAR...
[]DuULD []CFG [] FIRMWARE [JREBOOT_S... []OAM
[1SRM O IPve [JAUTO_SAV... IPSG ] DNSRESOWV...
[JERRDISAB... []IPVESG []DHCP_SNO... []PDALIVE

Severity Drops v
[]0 (Emergencies) 11 (Alerts) [ 2 (Critical) [13 (Errors)
[]4 (Warnings) []5 (Notifications) [16 (Informational) []7 (Debugging)

Total Entries: 1

Discriminator Drops STACKING Drops 2

Figure 3-21 System Log Discriminator Settings Window

The fields that can be configured are described below:

Parameter Description

Discriminator Name Enter the name of the discriminator profile here. This name can be up to 15
characters long.

Action Select the facility behavior option and the type of facility that will be associated with
the selected behavior here. Behavior options to choose from are Drops and
Includes.

Severity Select the severity behavior option and the value of the type of information that will

be logged. Behavior options to choose from are Drops and Includes. Severity
value options to choose from are 0 (Emergencies), 1 (Alerts), 2 (Critical), 3
(Errors), 4 (Warnings), 5 (Notifications), 6 (Informational), and 7 (Debugging).

Click the Apply button to accept the changes made.
Click the Delete button to delete the specified entry.
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System Log Server Settings

This window is used to display and configure the system log server settings.

To view the following window, click System > System Log > System Log Server Settings, as shown below:

Log Server
(@ Host IPv4 Address [ ] () Host IPVE Address 20131
UDP Port (514,1024-55535) 514 Severity 4 (Warnings) ﬂ
Facility 23 ﬂ Discriminator Name 15 chars
Total Entries: 1
I T O S - N
10.255.255 1 Warnings 23 514

Figure 3-22 System Log Server Settings Window

The fields that can be configured are described below:

Parameter Description

Host IPv4 Address Enter the system log server IPv4 address here.
Host IPv6 Address Enter the system log server IPv6 address here.
UDP Port Enter the system log server UDP port number here. This value must be either 514
or from 1024 to 65535. By default, this value is 514.
Severity Select the severity value of the type of information that will be logged. Options to
choose from are 0 (Emergencies), 1 (Alerts), 2 (Critical), 3 (Errors), 4
(Warnings), 5 (Notifications), 6 (Informational), and 7 (Debugging).
Facility Select the facility number that will be logged here. The range is from 0 to 23. Each
facility number is associated with a specific facility. See the table below:
Number Name ‘ Description
0 kern Kernel messages
1 user User-level messages
2 mail Mail system
3 daemon System daemons
4 authl Security/authorization messages
5 syslog Messages generated internally by the
SYSLOG
6 Ipr Line printer sub-system
7 news Network news sub-system
8 uucp UUCP sub-system
9 clockl Clock daemon
10 auth2 Security/authorization messages
11 ftp FTP daemon
12 ntp NTP subsystem
13 logaudit Log audit
14 logalert Log alert
15 clock2 Clock daemon
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Parameter Description

16 localo Local use 0 (local0)
17 locall Local use 1 (locall)
18 local2 Local use 2 (local2)
19 local3 Local use 3 (local3)
20 local4 Local use 4 (local4)
21 local5 Local use 5 (local5)
22 local6 Local use 6 (local6)
23 local7 Local use 7 (local7)
Discriminator Name Enter the name of the discriminator that will be used to filter messages sent to the
log server here. This name can be up to 15 characters long.

Click the Apply button to accept the changes made.
Click the Delete button to delete the specified entry.

System Log

This window is used to view and clear the system log.

To view the following window, click System > System Log > System Log, as shown below:

System Log

Clear Log

Total Entries: 14

I S S R Lot

2000-02-16 20:48:34 WARN(4) Unit 1, Login failed...
13 2000-02-16 20:30:20 CRIT(2) Stacking topology is...
12 2000-02-16 20:30:20 CRIT(2) Unit 1, System start..
11 2000-02-16 20:30:20 CRIT(2) Unit 1, System warm ..
10 2000-02-16 20:23:59 WARN(4) Login failed through...
9 2000-02-16 20:23:51 WARN(4) Login failed through...
a 2000-02-16 20:21:59 CRIT(2) ‘Stacking topology is...
7 2000-02-16 20:21:59 CRIT(2) Unit 1, System start...
6 2000-02-16 20:21:59 CRIT(2) Unit 1, System cold ...
5 2000-02-11 02:23:38 CRIT(2) Stacking topology is...

K2 )50 [

Figure 3-23 System Log Window

Click the Clear Log button to clear the system log entries displayed in the table.

Enter a page number and click the Go button to navigate to a specific page when multiple pages exist.
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System Attack Log

This window is used to view and clear the system attack log.

To view the following window, click System > System Log > System Attack Log, as shown below:

System Attack Log

Threshold @ Auto () Infinite ol ]u-swn
o ™

Unit 1 Settings
Total Entries: 0

N s

Figure 3-24 System Attack Log Window

The fields that can be configured are described below:

Parameter Description

Threshold Select to configure the logging threshold per minute. Options to choose from are:
e Auto - Select to use the default value for each type.

¢ Infinite - Select to have unlimited logs.

e 1-6000 - Select and enter the number of logs per minute.

Unit Select the stacking unit ID of the Switch that will be displayed here.

Click the Apply button to accept the changes made.
Click the Clear Attack Log button to clear the system attack log entries displayed in the table.

Time and SNTP

Clock Settings

This window is used to display and configure the time settings for the Switch.

To view the following window, click System > Time and SNTP > Clock Settings, as shown below:

Clock Settings
Time (HH:MM:SS) 01:31:53
Date (DD / MM / YYYY) 17/02/2000

Apply

Figure 3-25 Clock Settings Window

The fields that can be configured are described below:

Parameter Description

Time Enter the current time in hours (HH), minutes (MM), and seconds (SS) here. For
example, 18:30:30.

Date Enter the current day (DD), month (MM), and year (YYYY) here. For example,
30/04/2015.
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Click the Apply button to accept the changes made.

Time Zone Settings

This window is used to display and configure time zones and Daylight Savings Time settings for SNTP.

To view the following window, click System > Time and SNTP > Time Zone Settings, as shown below:

pne Settings

Summer Time State | Disabled V]
Time Zone |+ ﬂ| |U ﬂ| |D ﬂ|
Recurring Settings

From: Week of the Month | Last ﬂ|
From: Day of the Week | Sunday ﬂ|
From: Month | January ﬂ|
From: Time (HH:MM)

To: Week of the Month |L:—:E: ﬂ|
To: Day of the Week |S_||“ds-_f ﬂ|
To: Month |Jan-a|";; ﬂ|
To: Time (HH:MM)

Offset (30-120) o |

Date Settings

From: Date of the Month |:1 ﬂ|
From: Month | January ﬂ|
From: Year | |
From: Time (HH:MM)

To: Date of the Month [01 V]
To: Month |Jan-a|";; ﬂ|
To: Year | |
To: Time (HHMM)

Offset (30-120) g0 |

Apply

Figure 3-26 Time Zone Settings Window

The fields that can be configured are described below:

Parameter Description

Summer Time State Select the summer time setting. Options to choose from are:
o Disabled - Select to disable the summer time setting.

e Recurring Settings - Select to configure the summer time that should start
and end on the specified weekday of the specified month.

o Date Settings - Select to configure the summer time that should start and
end on the specified date of the specified month.

Time Zone Select to specify your local time zone offset from Coordinated Universal Time
(UTC).
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The fields that can be configured in Recurring Settings are described below:

Parameter Description

From: Week of the Month Select week of the month that summer time will start.

From: Day of the Week Select the day of the week that summer time will start.

From: Month Select the month that summer time will start.

From: Time Select the time of the day that summer time will start.

To: Week of the Month Select week of the month that summer time will end.

To: Day of the Week Select the day of the week that summer time will end.

To: Month Select the month that summer time will end.

To: Time Select the time of the day that summer time will end.

Offset Enter the number of minutes to add during summer time. The range is from 30 to
120. By default, this value is 60.

The fields that can be configured in Date Settings are described below:

Parameter Description

From: Date of the Month Select date of the month that summer time will start.

From: Month Select the month that summer time will start.

From: Year Enter the year that the summer time will start.

From: Time Select the time of the day that summer time will start.

To: Date of the Month Select date of the month that summer time will end.

To: Month Select the month that summer time will end.

To: Year Enter the year that the summer time will end.

To: Time Select the time of the day that summer time will end.

Offset Enter the number of minutes to add during summer time. The range is from 30 to
120. By default, this value is 60.

Click the Apply button to accept the changes made.
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SNTP Settings

The Simple Network Time Protocol (SNTP) is a protocol for synchronizing computer clocks through the Internet. It
provides comprehensive mechanisms to access national time and frequency dissemination services, coordinate the
SNTP subnet of servers and clients, and adjust the system clock on each participant.

This window is used to display and configure the SNTP settings for the Switch.

To view the following window, click System > Time and SNTP > SNTP Settings, as shown below:

SNTP Global Settings

Current Time Source System Clock

SNTP State Disabled v

Poll nferval (30-89299)
SNTP Server Settings

1Pt Adcress [ ] OtPvs Adaress

Add

Total Entries: 1

T T T S

Figure 3-27 SNTP Settings Window

The fields that can be configured in SNTP Global Settings are described below:

Parameter Description

SNTP State Select this option to enable or disable SNTP.

Poll Interval Enter the synchronizing interval in seconds. The value is from 30 to 99999
seconds. By default, this value is 720 seconds.

Click the Apply button to accept the changes made.

The fields that can be configured in SNTP Server Settings are described below:

Parameter Description

IPv4 Address Enter the IPv4 address of the SNTP server, which provides the SNTP reference.

IPv6 Address Enter the IPv6 address of the SNTP server, which provides the SNTP reference.

Click the Add button to add the SNTP server.

Click the Delete button to remove the specified entry.
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Time Range

This window is used to display and configure the time profile settings.

To view the following window, click System > Time Range, as shown below:

Time Range
From: Week Sunday ﬂ To: Week Sunday ﬂ [] End Weekday
Range Name [ Fna ][ _showan |
Total Entries: 1
cgeame e o T T T N
‘Weekdays Monday Friday 2359 Delete Periodic Delete
11 [ 1| Go

Figure 3-28 Time Range Window

The fields that can be configured are described below:

Parameter Description

Range Name Enter the name of the time range profile here. This can be up to 32 characters
long.
From Week - To Week Select the starting and ending days of the week that will be used for this time

range profile.
Select the Daily option to use this time range profile every day.
Select the End Week Day option to use this time range profile for a week.

From Time - To Time Select the starting and ending time of the day that will be used for this time range
profile.

The first drop-down menu selects the hour and the second drop-down menu
selects the minute.

Click the Apply button to accept the changes made.

Click the Find button to locate a specific entry based on the information entered.
Click the Show All button to display all entries in the table.

Click the Delete Periodic button to delete the periodic entry.

Click the Delete button to delete the specified entry.

PTP (Precise Time Protocol)

The Precision Time Protocol (PTP) system is able to synchronize the distributed clocks with an accuracy of less than
1 microsecond via Ethernet networks.

PTP is a technology that enables precise synchronization of clocks in network systems. PTP is applicable to systems
communicating by Local Area Networks supporting multicast messaging including Ethernet and UDP. PTP enables
heterogeneous systems that include clocks of various inherent precision, resolution and stability to synchronize to a
grandmaster clock.

The synchronization is divided into two processes. The Best Master Clock (BMC) algorithm determines the PTP status
(master/slave) of all local ports. The synchronization algorithm computes the clock offset between the master and
slave clock. There are two mechanisms, Delay Request-response Mechanism and Peer Delay Mechanism, for
measuring the propagation time of an event message.
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The PTP system has three types of PTP devices, boundary clock, end-to-end transparent clock, and peer-to-peer
transparent clock. Only the boundary clock can participate in the selection of the best master clock.

When the stacking mode is enabled and the member ports of a trunk group exists in different stack units, the PTP
function will:

e Execute normally when the sending and receiving of PTP messages are to member ports that are on the same
stack unit.

e Execute abnormally, when the sending and receiving of PTP messages are to member ports that are on
different stack units.

PTP Global Settings
This window is used to display and configure the global Precise Time Protocol (PTP) settings.

To view the following window, click System > PTP (Precise Time Protocol) > PTP Global Settings, as shown
below:

PTP Global Settings

PTP State Disabled ~]
PTP Mode E2E Transparent [V]

Apply

Figure 3-29 PTP Global Settings Window

The fields that can be configured are described below:

Parameter Description

PTP State Select to enable or disable the PTP feature here. When the PTP function is
enabled, the Switch port will add residence time to correct the field. When the
PTP function is disabled, all Switch ports will forward the PTP packets according
to the multicast filtering configuration.

Click the Apply button to accept the changes made.

When the stacking mode is enabled and the member ports of the trunk group exist in different stack units, the PTP
function may not function properly.

For example:

e The PTP feature will function properly when the member ports receive and send PTP messages on the same
stacked unit.

e The PTP feature will not function properly when the member ports receive and send PTP messages on different
stacked units.

Therefore, it is recommended not to enable the PTP feature on a trunk group that exists in different stack units.
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PTP Port Global Settings

This window is used to display and configure the PTP interface settings.

To view the following window, click System > PTP (Precise Time Protocol) > PTP Port Global Settings, as shown
below:

PTP Port Global Settings

Unit From Port To Port State

[1 v et [v] leth1roi1 [v] |Disabled [v]

Unit 1 Settings

T e T s
E2E

eth1/0/M1 Disabled two step
eth1/0/2 E2E Disabled two step
eth1/0/3 EZE Disabled two step
eth1/0/4 E2E Disabled two step
eth1/0/5 E2E Disabled two step
eth1/0/6 E2E Disabled two step
eth1/0i7 E2E Disabled two step
eth1/0/8 E2E Disabled two step
eth1/0/9 EZE Disabled two step
eth1/0/10 E2E Disabled two step

Figure 3-30 PTP Port Global Settings Window

The fields that can be configured are described below:

Parameter Description

Unit Select the Switch unit that will be used for this configuration here.
From Port - To Port Select the range of ports that will be used for this configuration here.
State Select to enable or disable the PTP feature on the port(s) specified here.

Click the Apply button to accept the changes made.

Reset Button Settings

This window is used to configure the actions when pressing the reset button on the Switch.

To view the following window, click System > Reset Button Settings, as shown below:

Reset Button Settings

Reboot (@ Enabled () Disabled
Zero Touch Provision (@ Enabled (T) Disabled
Factory Default @ Enabled () Disabled

Figure 3-31 Reset Button Settings Window

The fields that can be configured are described below:

Parameter Description

Reboot Select to enable or disable the rebooting action. When enabled and the reset
button on the Switch is pressed and held less than 5 seconds, the DUT will
reboot.

34



DGS-1530 Series Smart Managed Switch Web Ul Reference Guide

Parameter Description

Zero Touch Provision Select to enable or disable the ZTP action. When enabled and the reset button on
the Switch is pressed and held between 5 and 10 seconds, the DUT will start the
ZTP function.

Factory Default Select to enable or disable the factory reset action. When enabled and the reset
button on the Switch is pressed and held more than 10 seconds, the Switch will
reboot and reset the system to its factory defaults.

Click the Apply button to accept the changes made.

Archive Settings

This window is used to configure the archive settings.

To view the following window, click System > Archive Settings, as shown below:

Archive Settings

URL TFTP ]| |

A URL beqinning with this prefix Mlocation/filename

Time Period (1-525600) (1440 min
Write Memory Disabled ﬂ Clear | | Apply

Archive Information

The maximum archive configurations allowed is 20.

Total Entries: 0
I

Figure 3-32 Archive Settings Window

The fields that can be configured in the Archive Settings are described below:

Parameter Description

URL Select the server type and enter the IPv4/IPv6 address of the server. Available
server types are TFTP, FTP, and RCP.

Time Period Enter the time in minutes to archive the running configuration. The range is from 1
to 525600. By default, this value is 1440.

Write Memory Select to enable or disable the automatic backup for the archive file.

Click the Clear button to clear the entries based on the information specified.

Click the Apply button to accept the changes made.
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4. Management

Command Logging

This window is used to display and configure the command logging function. The command logging function is used to
log the commands that have successfully been configured on the Switch via the command line interface. The
command, along with information about the user that entered the command, is included in the system log. Commands
that do not cause a change in the Switch configuration or operation (such as 'show' commands) are not logged.

To view the following window, click Management > Command Logging, as shown below:

Command Logging Settings

Command Logging State () Enabled (@ Disabled

Figure 4-1 Command Logging Window

The fields that can be configured are described below:

Parameter Description

Command Logging State Select to enable or disable the command logging function here.

Click the Apply button to accept the changes made.

User Accounts Settings

On this page, user accounts can be created and updated. Active user account sessions can also be viewed on this
page. There are several configuration options available in the Web User Interface (Web Ul). The set of configuration
options available to the user depends on the account's Privilege Level.

To view the following window, click Management > User Accounts Settings, as shown below:

After selecting the User Management Settings tab, the following page will appear.

User Management Settings | Session Table
Password Type  |None [v] Password l:'
Total Entries: 1
I S O S
11 [1] [ [ee

Figure 4-2 User Accounts Settings Window

The fields that can be configured are described below:

Parameter Description

User Name Enter the user account name here. This name can be up to 32 characters long.

Privilege Enter the privilege level for this account here. The range is from 1 to 15.

Password Type Select the password type for this user account here. Options to choose from are
None, Plain Text, Encrypted-SHA1, and Encrypted-MD5.
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Parameter Description

Password After selecting Plain Text, Encrypted-SHA1, or Encrypted-MD5 as the password
type, enter the password for this user account here.

Click the Apply button to accept the changes made.
Click the Delete button to delete the specified user account entry.

Enter a page number and click the Go button to navigate to a specific page when multiple pages exist.

After selecting the Session Table tab, the following page will appear.

User Management Settings ‘ Session Table ‘

Total Entries: 2

I T S T =
1]}

console Anonymous 1 2H46M305

19 * web admin 15 39M238 10.90.90.10
11 [1] [ [eo

Figure 4-3 Session Table Window
On this page, a list of active user account session will be displayed.
Click the Edit button to access and configure the User Privilege settings.

Enter a page number and click the Go button to navigate to a specific page when multiple pages exist.

After selecting the Edit button, the following page will appear.

User Privilege

Action (@) Enabled (7 Disabled
Privilege 15 (v
Password 8-30 chars Apply | | Back

Figure 4-4 User Privilege Window

The fields that can be configured are described below:

Parameter Description

Action Select to enable or disable user level security.
Privilege Select the privilege level here. The range is from 1 to 15.
Password Enter the password here. The minimum strength of the password:

e Must contain 8 to 30 UTF-8 characters (Unicode hex range 0x0021-0x007e)
e Must include at least one uppercase and one lowercase alphabetical letter

e Must have at least one numerical digit

e Must include at least one special symbol

e Must consist of non-consecutive characters

e Must not be the same as the username

e Must not include the default login account and default IP address

Click the Apply button to accept the changes made.

Click the Back button to return to the previous page.
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Password Encryption

This window is used to display and configure whether to save the encryption of the password in the configuration file.

To view the following window, click Management > Password Encryption, as shown below:

Password Encryption Settings

Password Encryption State () Enabled (@) Disabled

Password Type

Apply

Figure 4-5 Password Encryption Window

The fields that can be configured are described below:

Parameter Description

Password Encryption State | Select this option to enable or disable the encryption of the password before being
stored in the configuration file.

Password Type When the state is enabled, select the password encryption type here. Options to
choose from are:

e Encrypted-SHAL - Specifies that the password is encrypted using SHA-1.
e Encrypted-MDS5 - Specifies that the password is encrypted using MD5.

Click the Apply button to accept the changes made.

Password Recovery

This window is used to display and configure the password recovery settings. For example, the administrator may
need to update a user account because the password has been forgotten.

To view the following window, click Management > Password Recovery, as shown below:

Password Recovery Settings

Password Recovery State (@) Enabled (") Disabled
Running Configuration Enabled
NV-RAM Configuration Enabled

Figure 4-6 Password Recovery Window

The fields that can be configured are described below:

Parameter Description

Password Recovery State Select to enable or disable the password recovery feature here. Enabling this
feature allows access to the reset configuration mode in the CLI. From the reset
configuration mode, user accounts can be updated, the enable password feature
can be updated for administrator privilege levels, and the AAA feature can be
disabled to allow local authentication. The running configuration can then be saved
as the startup configuration. A reboot is required.

Click the Apply button to accept the changes made.
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Login Method

This window is used to display and configure the login method for each management interface that is supported by the
Switch.

To view the following window, click Management > Login Method, as shown below:

Enable Password

Level 15 [v] Password Type |Plain Text [v]|  Password |s-3o chars |

Login Method

ot o s I

Console Login Local
Telnet Login Local
SSH Login Local
Login Password
Application Password Type |Plain Text ﬂ Password |8-30 chars |
hocain T ey

Figure 4-7 Login Method Window

The fields that can be configured in Enable Password are described below:

Parameter Description

Level Select the privilege level for the user here. The range is from 1 to 15.

Password Type Select the password type for the user here. Options to choose from are:
e Plain Text - Specifies that the password will be in plain text.

e Encrypted-SHAL - Specifies that the password will be encrypted based on
SHA-1.

e Encrypted-MD5 - Specifies that the password will be encrypted based on
MDS5.

By default, the Plain Text option is used.

Password Enter the password for the user account here.
In the plain-text form, the minimum strength of the password:
e Must contain 8 to 30 UTF-8 characters (Unicode hex range 0x0021-0x007e)
e Must include at least one uppercase and one lowercase alphabetical letter
e Must have at least one numerical digit
e Must include at least one special symbol
e Must consist of non-consecutive characters
e Must not be the same as the username
e Must not include the default login account and default IP address
In the encrypted form, the password must be 35 bytes long and is case-sensitive.

In the encrypted MD5 form, the password must be 31 bytes long and is case-
sensitive.

Click the Apply button to accept the changes made.
Click the Edit button to re-configure the specified entry.

39



DGS-1530 Series Smart Managed Switch Web Ul Reference Guide

The fields that can be configured in Login Method are described below:

Parameter Description

Login Method

After clicking the Edit button, this parameter can be configured. Select the login
method for the specified application here. Options to choose from are:
e No Login requires no login authentication to access the specified
application.
e Login will require the user to at least enter a password when trying to
access the application specified.
e Login Local requires the user to enter a username and a password to
access the specified application.

Click the Apply button to accept the changes made.

The fields that can be configured in Login Password are described below:

Parameter Description

Application

Select the application that will be configured here. Options to choose from are
Console, Telnet and SSH.

Password Type

Select the password encryption type that will be used here. Options to choose from
are Plain Text, Encrypted-SHAL, and Encrypted-MD5.

Password

Enter the password for the selected application here. This password will be used
when the Login Method for the specified application is set as Login.

In the plain-text form, the minimum strength of the password:
e Must contain 8 to 30 UTF-8 characters (Unicode hex range 0x0021-0x007¢e)
e Mustinclude at least one uppercase and one lowercase alphabetical letter
e Must have at least one numerical digit
e Must include at least one special symbol
e Must consist of hon-consecutive characters
e Must not be the same as the username
e Must not include the default login account and default IP address
In the encrypted form, the password must be 35 bytes long and is case-sensitive.

In the encrypted MD5 form, the password must be 31 bytes long and is case-
sensitive.

Click the Apply button to accept the changes made.

Click the Delete button to remove the password from the specified application.

Web Login Lock Settings

This window is used to configure web login lock settings.

To view the following window, click Management > Web Login Lock Settings, as shown below:

Web Login Lock Settings

Web Login Lock Global State (@) Enabled () Disabled

Web Login Error Lock Type All ﬂ [] Default
\Web Login Lock Interval (1-60) min [ Default
Web Login Lock Error Times Permitted in Interval (1-60) [] Default
\Web Login Error Lock Time (1-60) min [] Defautt

Apply

Figure 4-8 Web Login Lock Settings Window
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The fields that can be configured in Enable Password are described below:

Parameter Description

Web Login Lock Global Select to enable or disable the web login lock function here.
State

Web Login Error Lock Type | Select the lock type here. Options to choose from are:

o All - Specifies that the web login is locked by IPv4 and IPv6 addresses.

e |P - Specifies that the web login is locked by IPv4 address.

e |Pv6 - Specifies that the web login is locked by IPv6 address.

e Web Session ID - Specifies that the web login is locked by web session ID.
By default, the lock type is All.

Web Login Lock Interval Enter the interval for checking the web login errors. The range is from 1 to 60
minutes. By default, this value is 5 minutes.

Web Login Lock Error Enter the number of the web login errors within the interval. The range is from 1 to
Times Permitted in Interval | 60. By default, this value is 5.

Web Login Error Lock Time | Enter the lock time after the login errors are detected. The range is from 1 to 60
minutes. By default, this value is 5 minutes.

Click the Apply button to accept the changes made.

SNMP

Simple Network Management Protocol (SNMP) is an OSI Layer 7 (Application Layer) designed specifically for
managing and monitoring network devices. SNMP enables network management stations to read and modify the
settings of gateways, routers, switches, and other network devices. Use SNMP to configure system features, monitor
performance, and detect potential problems with the Switch, switch group, or network.

Managed devices that support SNMP include software (referred to as an agent) which runs locally on the device. A
defined set of variables (managed objects) is maintained by the SNMP agent and used to manage the device. These
objects are defined in a Management Information Base (MIB), which provides a standard presentation of the
information controlled by the on-board SNMP agent. SNMP defines both the format of the MIB specifications and the
protocol used to access this information over the network.

The Switch supports the SNMP versions 1, 2c, and 3. The three versions of SNMP vary in the level of security
provided between the management station and the network device.

In SNMPv1 and SNMPv2c, user authentication is accomplished using ‘community strings', which function like
passwords. The remote user SNMP application and the Switch SNMP must use the same community string. SNMP
packets from any station that has not been authenticated are ignored (dropped). The default community strings for the
Switch used for SNMPv1 and SNMPv2c management access are:

¢ public - Allows authorized management stations to retrieve MIB objects.
e private - Allows authorized management stations to retrieve and modify MIB objects.

The SNMPv3 protocol uses a more sophisticated authentication process that is separated into two parts. The first part
maintains a list of users and their attributes that are allowed to act as SNMP managers. The second part describes
what each user in that list can do as an SNMP manager. The SNMPv3 protocol also provides an additional layer of
security that can be used to encrypt SNMP messages.

The Switch allows groups of users to be listed and configured with a shared set of privileges. The SNMP version may
also be set for a listed group of SNMP managers. Thus, you may create a group of SNMP managers that are allowed
to view read-only information or receive traps using SNMPv1 while assigning a higher level of security to another
group, granting read/write privileges using SNMPv3.
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Using SNMPv3, users or groups can be allowed or be prevented from performing specific SNMP management
functions. These are defined using the Object Identifier (OID) associated with a specific MIB.

MIBs

A Management Information Base (MIB) stores management and counter information. The Switch uses the standard
MIB-II Management Information Base module, and so values for MIB objects can be retrieved using any SNMP-based
network management software. In addition to the standard MIB-II, the Switch also supports its own proprietary
enterprise MIB as an extended Management Information Base. Specifying the MIB Object Identifier may also retrieve
the proprietary MIB. MIB values can be either read-only or read-write.

The Switch incorporates a flexible SNMP management system, which can be customized to suit the needs of the
networks and the preferences of the network administrator. The three versions of SNMP vary in the level of security
provided between the management station and the network device. SNMP settings are configured using the menus
located in the SNMP folder of the Web UI.

Traps

Traps are messages that alert network personnel of events that occur on the Switch. The events can be as serious as
a reboot (someone accidentally turned the Switch off/unplugged the Switch), or less serious like a port status change.
The Switch generates traps and sends them to the trap recipient (or network manager). Typical traps include trap
messages for Authentication Failure, Topology Change, and Broadcast/Multicast Storm.

SNMP Global Settings

This window is used to display and configure the global SNMP and trap settings.

To view the following window, click Management > SNMP > SNMP Global Settings, as shown below:

SNMP Global Settings

SNMP Global State () Enabled (@) Disabled
SNMP Responss Broadeast Request () Enabled (@) Disabled
SNMP UDP Port (1-65535)

Trap Source Interface

Note: If source interface is not specified, the egress IP interface's address will be chosen as the packet's source IP address.
Trap Settings

Trap Global State
[] SNMP Authentication Trap

(O Enabled (@ Disabled

[1Port Link Up

[] Port Link Down

[] Coldstart

[ Warmstart

Figure 4-9 SNMP Global Settings Window

The fields that can be configured in SNMP Global Settings are described below:

Parameter Description

SNMP Global State

Select this option to enable or disable the SNMP feature.

SNMP Response Broadcast
Request

Select this option to enable or disable the server to response to broadcast SNMP
GetRequest packets.

SNMP UDP Port

Enter the SNMP UDP port number.
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Parameter Description

Trap Source Interface Enter the interface whose IP address will be used as the source address for
sending the SNMP trap packet.

The fields that can be configured in Trap Settings are described below:

Parameter Description

Trap Global State Select this option to enable or disable the sending of all or specific SNMP
notifications.

SNMP Authentication Trap | Tick this option to control the sending of SNMP authentication failure notifications.
An authenticationFailuretrap trap is generated when the device receives an SNMP
message that is not properly authenticated. The authentication method depends
on the version of SNMP being used. For SNMPv1 or SNMPv2c, authentication
failure occurs if packets are formed with an incorrect community string.

Port Link Up Tick this option to control the sending of port link up notifications. A linkUp trap is
generated when the device recognizes that one of the communication links has
come up.

Port Link Down Tick this option to control the sending of port link down notifications. A linkDown
trap is generated when the device recognizes that a one of the communication
links is down.

Coldstart Tick this option to control the sending of SNMP coldStart notifications.

Warmstart Tick this option to control the sending of SNMP warmStart notifications.

Click the Apply button to accept the changes made.

SNMP Linkchange Trap Settings

This window is used to display and configure the SNMP link change trap settings.

To view the following window, click Management > SNMP > SNMP Linkchange Trap Settings, as shown below:

SNMP Linkchange Trap Settings
Unit From Port To Port Trap Sending Trap State
[1 v [enton (v leth1ion [v] [Disabled [v]
I T S T
eth1/0M1 Enabled Enabled
eth1/0/2 Enabled Enabled
eth1/0/3 Enabled Enabled
eth1/0/4 Enabled Enabled
eth1/0/5 Enabled Enabled
eth1/0/6 Enabled Enabled
eth1/0/7 Enabled Enabled
eth1/0/8 Enabled Enabled
eth1/0/9 Enabled Enabled
eth1/0/10 Enabled Enabled

Figure 4-10 SNMP Linkchange Trap Settings Window

The fields that can be configured are described below:

Parameter Description

Unit Select the Switch unit that will be used for this configuration here.

From Port - To Port Select the appropriate port range used for the configuration here.
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Parameter Description

Trap Sending Select this option to enable or disable the sending of the SNMP notification traps
that are generated by the system.

Trap State Select this option to enable or disable the SNMP linkChange trap.

Click the Apply button to accept the changes made.

SNMP View Table Settings

This window is used to assign views to community strings that define which MIB objects can be accessed by a remote
SNMP manager. The SNMP sub-tree OID created with this table maps SNMP users to the views created in the SNMP
User Table Settings window.

To view the following window, click Management > SNMP > SNMP View Table Settings, as shown below:

SNMP View Settings

WView Name
Subtree CID N.MNMN._N
View Type Included v

Total Entries: 8

s T

restricted 1.3.6.1.2.1.1 Included
restricted 13612111 Included
restricted 1.36.1.6.3.10.2.1 Included
restricted 1.36.163.11.2.1 Included
restricted 1.36.1.6.3.15.1.1 Included
CommunityWiew 1 Included
CommunityView 136162 Excluded
CommunityView 1.36.1.6.3.1 Included

Figure 4-11 SNMP View Table Settings Window

The fields that can be configured are described below:

Parameter Description

View Name Type an alphanumeric string of up to 32 characters. This is used to identify the
new SNMP view being created.

Subtree OID Type the Object Identifier (OID) sub-tree for the view. The OID identifies an object
tree (MIB tree) that will be included or excluded from access by an SNMP
manager.

View Type Select the view type here. Options to choose from are:

¢ Included - Select to include this object in the list of objects that an SNMP
manager can access.

o Excluded - Select to exclude this object from the list of objects that an
SNMP manager can access.

Click the Add button to add a new entry based on the information entered.

Click the Delete button to remove the specified entry.
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SNMP Community Table Settings

This window is used to create an SNMP community string to define the relationship between the SNMP manager and
an agent. The community string acts like a password to permit access to the agent on the Switch. One or more of the
following characteristics can be associated with the community string:

e An access list containing IP addresses of SNMP managers that are permitted to use the community string to
gain access to the Switch's SNMP agent.

o Any MIB view that defines the subset of MIB objects that will be accessible to the SNMP community.
o Read-write or read-only level permissions for the MIB objects accessible to the SNMP community.

To view the following window, click Management > SNMP > SNMP Community Table Settings, as shown below:

Community Name 32 chars
Access Right
IP Access-List Name 32 chars

Total Entries: 2

T
public CommunityView o
private CommunityView w

Figure 4-12 SNMP Community Table Settings Window

The fields that can be configured are described below:

Parameter Description

Key Type Select the key type for the SNMP community. Options to choose from are Plain
Text, and Encrypted.

Community Name Enter an alphanumeric string of up to 32 characters that is used to identify
members of an SNMP community. This string is used like a password to give
remote SNMP managers access to MIB objects in the Switch's SNMP agent.

View Name Enter an alphanumeric string of up to 32 characters that is used to identify the
group of MIB objects that a remote SNMP manager is allowed to access on the
Switch. The view name must exist in the SNMP View Table.

Access Right Select the access right here. Options to choose from are:

e Read Only - SNMP community members using the community string
created can only read the contents of the MIBs on the Switch.

e Read Write - SNMP community members using the community string
created can read from, and write to the contents of the MIBs on the Switch.

IP Access-List Name Enter the name of the standard access list to restrict the users that can use this
community string to access to the SNMP agent.

Click the Add button to add a new entry based on the information entered.

Click the Delete button to remove the specified entry.
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SNMP Group Table Settings

An SNMP group created with this table maps SNMP users to the views created in the SNMP View Table Settings
window.

To view the following window, click Management > SNMP > SNMP Group Table Settings, as shown below:

SNMP Group Settings

Group Name 3 Read View Name
User-based Security Model SNMPv1 ﬂ Write View Name
Security Level NoAuthMoPriv ﬂ Motify View Name
IP Access-List Name 32 chars

Add

Total Entries: 5

Read View Name | Write View Name | Motify ViewName | Security Model | Security Level | IP Access-List Name _
. il

public Community''. CommunityV’
public CommunityV'_. CommunityV_. va2c
initial restricted restricted va NoAuthNoPriv
private CommunityV... CommunityV... CommunityV_.. il
private CommunityV'... CommunityV'... CommunityV... va2c

Figure 4-13 SNMP Group Table Settings Window

The fields that can be configured are described below:

Parameter Description

Group Name Enter the SNMP group name here. This name can be up to 32 characters long.
Spaces are not allowed.

Read View Name Enter the read view name that users of the group can access.

User-based Security Model | Select the security model here. Options to choose from are:

e SNMPV1 - Select to allow the group to use the SNMPv1 security model.

e SNMPv2c - Select to allow the group to use the SNMPv2c security model.
o SNMPv3 - Select to allow the group to use the SNMPv3 security model.

Write View Name Enter the write view name that the users of the group can access.

Security Level When selecting SNMPv3 in the User-based Security Model drop-down list, this
option is available.

e NoAuthNoPriv - Specify that there will be no authorization and no
encryption of packets sent between the Switch and a remote SNMP
manager.

e AuthNoPriv - Specify that authorization will be required, but there will be no
encryption of packets sent between the Switch and a remote SNMP
manager.

e AuthPriv - Specify that authorization will be required, and that packets sent
between the Switch and a remote SNMP manger will be encrypted.

Notify View Name Enter the notify view name that users of the group can access. The notify view
describes the object that can be reported its status via trap packets to the group
user.

IP Access-List Name Enter the standard IP access control list (ACL) to associate with the group.

Click the Add button to add a new entry based on the information entered.

Click the Delete button to remove the specified entry.
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SNMP Engine ID Local Settings

The Engine ID is a unique identifier used for SNMPv3 implementations on the Switch.

To view the following window, click Management > SNMP > SNMP Engine ID Local Settings, as shown below:

SNMP Engine ID Local Settings

Engine ID 500000ab03000102030) Default || Apply

# Engine 1D length is 24, the accepted character is from 0 to F.

Figure 4-14 SNMP Engine ID Local Settings Window

The fields that can be configured are described below:

Parameter Description

Engine ID Enter the SNMP engine ID string here. This string can be up to 24 characters long.

Click the Default button to revert the engine ID to the default.
Click the Apply button to accept the changes made.

SNMP User Table Settings

This window is used to display and configure the SNMP users that are currently configured on the Switch.

To view the following window, click Management > SNMP > SNMP User Table Settings, as shown below:

SNMP User Settings

User Name 32 chars

Group Name

SNMP Version v M

SNMP V3 Encryption None v

Auth-Protocol by Password MD5 ﬂ Password (8-16 chars) I:I
Priv-Protocol by Password Password (8-16 chars) I:I
Auth-Pratocol by Key Key (32 chars) L
Priv-Protacol by Key None W Key (32 chars) I:I
IP Access-List Name 32 chars

Total Entries: 1

m Security Model |  Authentication Protocol Privacy Protocol Engine ID IP Access-List Name _

initial

V3

Mone

200000ab03...

Figure 4-15 SNMP User Table Settings Window

The fields that can be configured are described below:

Parameter Description

User Name

Enter SNMP user name here. This name can be up to 32 characters long. This is
used to identify the SNMP user.

Group Name

Enter the SNMP group name to which the user belongs. This name can be up to
32 characters long. Spaces are not allowed.
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Parameter Description

SNMP Version Specifies that SNMP version 3 (SNMPv3) is used.

SNMP V3 Encryption Select the SNMPv3 encryption type here. Options to choose from are None,
Password, and Key.

Auth-Protocol by Password | After selecting the Password encryption type, select the authentication protocol
here. Options to choose from are:

e MDS5 - Specifies to use the HMAC-MD5-96 authentication protocol. Enter the
password in the Password textbox. The password can be from 8 to 16
characters long.

e SHA - Specifies to use the HMAC-SHA authentication protocol. Enter the
password in the Password textbox. The password can be from 8 to 20
characters long.

Priv-Protocol by Password | After selecting the Password encryption type, select the private protocol here.
Options to choose from are:

¢ None - Specifies to use no authorization protocol.

o DES56 - Specifies to use DES 56-bit encryption based on the CBC-DES
(DES-56) standard. Enter the password in the Password textbox. The
password can be from 8 to 16 characters long.

o AES - Specifies to use Advanced Encryption Standard (AES) encryption.
Enter the password in the Password textbox. The password can be from 8
to 16 characters long.

Auth-Protocol by Key After selecting the Key encryption type, select the authentication protocol here.
Options to choose from are:

e MDS5 - Specifies to use the HMAC-MD5-96 authentication protocol. Enter the
key in the Key textbox. The key must be 32 characters long.

e SHA - Specifies to use the HMAC-SHA authentication protocol. Enter the
key in the Key textbox. The key must be 40 characters long.

Priv-Protocol by Key After selecting the Key encryption type, select the private protocol here. Options to
choose from are:

e None - Specifies to use no authorization protocol.

o DES56 - Specifies to use DES 56-hit encryption, based on the CBC-DES
(DES-56) standard. Enter the key in the Key textbox. The key must be 32
characters long.

e AES - Specifies to use AES encryption. Enter the key in the Key textbox.
The key must be 32 characters long.

IP Access-List Name Enter the standard IP access control list to associate with the user.

Click the Add button to add a new entry based on the information entered.

Click the Delete button to remove the specified entry.
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SNMP Host Table Settings

This window is used to display and configure the recipient of the SNMP notification.

To view the following window, click Management > SNMP > SNMP Host Table Settings, as shown below:

SNMP Host Settings

(® Host IPv4 Address [ - ]

(O Host IPv6 Address

User-based Security Model SNMPv1 ﬂ

Security Level

UDF Port (1-65535) 162

Community String £ SNMPv3 User Name Add

Total Entries: 1

Host IP Address m UDP Port Community String / SNMPv3 User Name _
10.90.90.1 V1 162 private

Figure 4-16 SNMP Host Table Settings Window

The fields that can be configured are described below:

Parameter Description

Host IPv4 Address Enter the IPv4 address of the SNMP notification host.
Host IPv6 Address Enter the IPv6 address of the SNMP notification host.

User-based Security Model | Select the security model here. Options to choose from are:
e SNMPvV1 - Select to allow the group user to use the SNMPv1 security

model.
o SNMPv2c - Select to allow the group user to use the SNMPv2c security
model.
o SNMPv3 - Select to allow the group user to use the SNMPv3 security
model.
Security Level When selecting SNMPv3 in the User-based Security Model drop-down list, this

option is available.

o NoAuthNoPriv - Specify that there will be no authorization and no
encryption of packets sent between the Switch and a remote SNMP
manager.

e AuthNoPriv - Specify that authorization will be required, but there will be no
encryption of packets sent between the Switch and a remote SNMP
manager.

e AuthPriv - Specify that authorization will be required, and that packets sent
between the Switch and a remote SNMP manger will be encrypted.

UDP Port Enter the UDP port number. The range of UDP port numbers is from 1 to 65535.

Some port numbers may conflict with other protocols. By default, this value is 162.
Community String / Enter the community string or SNMPv3 user name to be sent with the notification
SNMPv3 User Name packet.

Click the Add button to add a new entry based on the information entered.

Click the Delete button to remove the specified entry.
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RMON
RMON Global Settings

This window is used to enable or disable remote monitoring (RMON) for the rising and falling alarm trap feature for the
SNMP function on the Switch.

To view the following window, click Management > RMON > RMON Global Settings, as shown below:

RMON Global Settings

RMON Rising Alarm Trap (®) Enabled () Disabled

RMON Falling Alarm Trap (@) Enabled () Disabled

Figure 4-17 RMON Global Settings Window

The fields that can be configured are described below:

Parameter Description

RMON Rising Alarm Trap Select this option to enable or disable the RMON Rising Alarm Trap Feature.

RMON Falling Alarm Trap Select this option to enable or disable the RMON Falling Alarm Trap Feature.

Click the Apply button to accept the changes made.

RMON Statistics Settings

This window is used to display and configure the RMON statistics on the specified port.

To view the following window, click Management > RMON > RMON Statistics Settings, as shown below:

RMON Statistics Settings

Unit Port Index (1-65535)

s 7 S —

Add

eth1/0/1 Delete Show Detail
1n (7] Go

Figure 4-18 RMON Statistics Settings Window

The fields that can be configured are described below:

Parameter Description

Unit Select the Switch unit that will be used for this configuration here.
Port Select to choose the port.

Index Enter the RMON table index. The value is from 1 to 65535.
Owner Enter the owner string. The string can be up to 127 characters.

Click the Add button to add a new entry based on the information entered.
Click the Delete button to remove the specified entry.
Click the Show Detail button to see the detail information of the specific port.

Enter a page number and click the Go button to navigate to a specific page when multiple pages exist.

50



DGS-1530 Series Smart Managed Switch Web Ul Reference Guide

After clicking the Show Detail button, the following window will appear.

RMON Statistics Table

Broadcast Undersize | Oversize Drop 65-127 [128-255|256-511
Fragments.Jabbers
Source Octets Error Event Octets| Octets | Octets | Octets
Octets

eth1/0M1 10972362 77605 28315 63904 4047 3317 30430

Figure 4-19 RMON Statistics Settings (Show Detail) Window
Click the Back button to return to the previous window.
RMON History Settings
This window is used to display and configure RMON MIB history statistics gathered on the specified port.
To view the following window, click Management > RMON > RMON History Settings, as shown below:

RMON History Settings

Unit Port Index (1-65535) Bucket Number (1-65535) Interval (1-3600) COwner
[1 [~ lethtion [¥] | | o | [1200 |sec  [127 chars |
i o s v
eth1/0/1 | Delete | [Show Detail |
n (7] I

Figure 4-20 RMON History Settings Window

The fields that can be configured are described below:

Parameter Description

Unit Select the Switch unit that will be used for this configuration here.

Port Select the port that will be used here.

Index Enter the history group table index. The value is from 1 to 65535.

Bucket Number Enter the number of buckets specified for the RMON collection history group of
statistics. The range is from 1 to 65535. By default, this value is 50.

Interval Enter the time in seconds in each polling cycle. The range is from 1 to 3600.

Owner Enter the owner string. The string can be up to 127 characters.

Click the Add button to add a new entry based on the information entered.
Click the Delete button to remove the specified entry.
Click the Show Detail button to see the detail information of the specific port.

Enter a page number and click the Go button to navigate to a specific page when multiple pages exist.
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After clicking the Show Detail button, the following window will appear.

RMON History Table

e o ot P s PR1 Mot PRI U nes T O T3t s G i Coisior op

Figure 4-21 RMON History Settings (Show Detail) Window
Click the Back button to return to the previous window.
RMON Alarm Settings
This window is used to display and configure alarm entries to monitor an interface.

To view the following window, click Management > RMON > RMON Alarm Settings, as shown below:

RMON Alarm Setfings

Index (1-65535) [ ] Interval (1-2147483647) [ sec
Variable Type Absolute ﬂ
Rising Threshold (0-2147483647) [ ] Faling Threshold (0-2147483647)° [ ]
Rising Event Number (1-65535) [ ] Falling Event Number (1-55535) [ ]
Owner 1-127 chars

Add

Total Entries: 0

mm LastValue | Rising Threshold | Falling Threshold | Rising EventNo. | Falling EventNo. | Startup Alarm m|

Figure 4-22 RMON Alarm Settings Window

The fields that can be configured are described below:

Parameter Description

Index Enter the alarm index. The range is from 1 to 65535.

Interval Enter the interval in seconds for the sampling of the variable and checking against
the threshold. The range is from 1 to 2147483647 seconds.

Variable Enter the object identifier of the variable to be sampled.

Type Select the monitoring type. Options to choose from are Absolute and Delta.

Rising Threshold Enter the rising threshold value here. The range is from 0 to 2147483647.

Falling Threshold Enter the falling threshold value here. The range is from 0 to 2147483647.

Rising Event Number Enter the index of the event entry that is used to notify the rising threshold-crossing

event. The range is from 1 to 65535. If not specified, no action is taken while
crossing the ringing threshold.

Falling Event Number Enter the index of the event entry that is used to notify the falling threshold-
crossing event. The range is from 1 to 65535. If not specified, no action is taken
while crossing the falling threshold.

Owner Enter the owner string up to 127 characters.

Click the Add button to add a new entry based on the information entered.
Click the Delete button to remove the specified entry.

Enter a page number and click the Go button to navigate to a specific page when multiple pages exist.
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RMON Event Settings

This window is used to display and configure event entries.

To view the following window, click Management > RMON > RMON Event Settings, as shown below:

RMON Event Settings

RMON Event Settings

Index (1-65535)
Description 1-127 chars

Community 1-127 chars

Owner 1-127 chars

i

Total Entries: 1
[t |~ omsrgion | —Conmaty |t rgper | Omer | Lo Trggrtine
1 0d:0h:0m:0s [ Delete || view Logs |
1M [T] [ [ce

Figure 4-23 RMON Event Settings Window

The fields that can be configured are described below:

Parameter Description

Index Enter the index value of the alarm entry here. The range is from 1 to 65535.

Description IEnter a description for the RMON event entry. The string is up to 127 characters
ong.

Type Select the RMON event entry type. Options to choose from are None, Log, Trap,
and Log and Trap.

Community Enter the community string. The string can be up to 127 characters.

Owner Enter the owner string. The string can be up to 127 characters.

Click the Add button to add a new entry based on the information entered.
Click the Delete button to remove the specified entry.
Click the View Logs button to see the detail information of the specific port.

Enter a page number and click the Go button to navigate to a specific page when multiple pages exist.

After clicking the View Logs button, the following window will appear.

vent Logs lable

Event Logs Table

Event Index: 1

Total Entries: 0

on v on e

Figure 4-24 RMON Event Settings (View Logs) Window

Click the Back button to return to the previous window.
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Telnet/Web

This window is used to display and configure Telnet and Web settings on the Switch.

To view the following window, click Management > Telnet/Web, as shown below:

Telnet Settings

Telnet State ()Enabled (@) Disabled

TCP Port (1-65535)
Web Settings

Web State (@) Enabled () Disabled

TP Por (165536

Figure 4-25 Telnet/Web Window

The fields that can be configured in Telnet Settings are described below:

Parameter Description
Telnet State Select to enable or disable the Telnet server feature here.
Port Enter the TCP port number used for Telnet management of the Switch. The well-

known TCP port for the Telnet protocol is 23.

Click the Apply button to accept the changes made.

The fields that can be configured in Web Settings are described below:

Parameter Description
Web State Select this option to enable or disable the configuration through the web.
Port Enter the TCP port number used for Web management of the Switch. The well-

known TCP port for the Web protocol is 80.

Click the Apply button to accept the changes made.

Session Timeout

This window is used to display and configure the session timeout settings. The outgoing session timeout values are
used for Console/Telnet/SSH connections through the CLI of the Switch to the Telnet interface of another switch.

To view the following window, click Management > Session Timeout, as shown below:

& 1) 2oLl

Session Timeout

Web Session Timeout (§0-36000) sec ] Default
Console Session Timeout (0-1439) min [ Defautt
Telnet Session Timeout (0-1439) min [ Default
SSH Session Timeout (0-1420) min [ Defautt

Apply

Figure 4-26 Session Timeout Window
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The fields that can be configured are described below:

Parameter Description

Web Session Timeout Enter the web session timeout value here. The range is from 60 to 36000 seconds.
By default, this value is 180 seconds.

Select the Default option to use the default value.

Console Session Timeout Enter the console session timeout value here. The range is from 0 to 1439
minutes. Enter O to disable the timeout. By default, this value is 3 minutes.

Select the Default option to use the default value.

Telnet Session Timeout Enter the Telnet session timeout value here. The range is from 0 to 1439 minutes.
Enter 0O to disable the timeout. By default, this value is 3 minutes.

Select the Default option to use the default value.

SSH Session Timeout Enter the SSH session timeout value here. The range is from 0 to 1439 minutes.
Enter 0O to disable the timeout. By default, this value is 3 minutes.

Select the Default option to use the default value.

Click the Apply button to accept the changes made.

DHCP

Service DHCP

This window is used to display and configure the DHCP service on the Switch.

To view the following window, click Management > DHCP > Service DHCP, as shown below:

Yice L

Service DHCP

Service DHCP State () Enabled (@) Disabled
Service IPv6 DHCP

Service IPvé DHCP State OEnabled @ Disabled

Figure 4-27 Service DHCP Window

The fields that can be configured in Service DHCP are described below:

Parameter Description

Service DHCP State Select this option to enable or disable the DHCP service.

Click the Apply button to accept the changes made.

The fields that can be configured in Service IPv6 DHCP are described below:

Parameter Description

Service IPv6 DHCP State Select this option to enable or disable the IPv6 DHCP service.

Click the Apply button to accept the changes made.
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DHCP Class Settings

This window is used to display and configure the DHCP class and the DHCP option-matching pattern for the DHCP
class.

To view the following window, click Management > DHCP > DHCP Class Settings, as shown below:

DHCF ASS Se '
DHCP Class Settings

Class Name Apply

Total Entries: 1

I
Class Edit Delete

1 [ 1] RS

Figure 4-28 DHCP Class Settings Window

The fields that can be configured are described below:

Parameter Description

Class Name Enter the DHCP class name with a maximum of 32 characters.

Click the Apply button to accept the changes made.
Click the Edit button to modify the DHCP option-matching pattern for the corresponding DCHP class.
Click the Delete button to remove the specified entry.

Enter a page number and click the Go button to navigate to a specific page when multiple pages exist.

After clicking the Edit button, the following window will appear.

DHCP Class Option Settings

Class Name Class

I

Total Entries: 1

I T T

Figure 4-29 DHCP Class Option Settings Window

The fields that can be configured are described below:

Parameter Description

Option Enter the DHCP option number. The range is from 1 to 254.

Hex Enter the hex pattern of the specified DHCP option. Select the * check box not to
match the remaining bits of the option.

Bitmask Enter the hex bit mask for masking of the pattern. The masked pattern bits will be
matched. If not specified, all bits entered in the Hex field will be checked.

Click the Apply button to accept the changes made.

Click the Delete button to remove the specified entry.
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Click the Back button to return to the previous window.

DHCP Pool Settings

This window is used to display and configure the DHCP pool settings

To view the following window, click Management > DHCP > DHCP Pool Settings, as shown below:

DHCP Pool
DHCP Poal Name Add
DHCP Pool Table
DHCP Pool Name [ Find  |[ showal |
Total Entries: 1
L eeoName PoolType ]
11 1| Go

Figure 4-30 DHCP Pool Settings Window

The fields that can be configured are described below:

Parameter Description

DHCP Pool Name Enter the name of the DHCP pool here. This can be up to 32 characters long.

Click the Add button to add a new DHCP pool.

Click the Find button to find and display the DHCP pool in the table.
Click the Show All button to display all the DHCP pools in the table.
Click the Delete button to delete the specified DHCP pool.

Enter a page number and click the Go button to navigate to a specific page when multiple pages exist.

DHCP Server

The Dynamic Host Configuration Protocol (DHCP) allows the Switch to designate IP addresses, subnet masks, default
gateways and other IP parameters to devices that request this information. This occurs when a DHCP enabled device
is booted on or attached to the locally attached network. This device is known as the DHCP client and when enabled,
it will emit query messages on the network before any IP parameters are set. When the DHCP server receives this
request, it will allocate an IP address to the client. The DHCP client may be then utilize the IP address allocated by the
DHCP server as its local configuration.

The user can configure many DHCP related parameters that it will utilize on its locally attached network, to control and
limit the IP settings of clients desiring an automatic IP configuration, such as the lease time of the allocated IP
address, the range of IP addresses that will be allowed in its DHCP pool, the ability to exclude various IP addresses
within the range so as not to make identical entries on its network, or to assign the IP address of an important device
(such as a DNS server or the IP address of the default route) to another device on the network.

Users also have the ability to bind IP addresses within the DHCP pool to specific MAC addresses in order to assign
the same IP addresses to important devices.
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DHCP Server Global Settings

This window is used to display and configure the global DHCP server parameters.

To view the following window, click Management > DHCP > DHCP Server > DHCP Server Global Settings, as
shown below:

DHCP Use Class State

DHCP Use Class State () Enabled (@) Disabled
DHCP Server Settings

DHCP Ping Packet (0-10)

DHCP Ping Timeout (100-10000) 500 millisecond

Figure 4-31 DHCP Server Global Settings Window

The fields that can be configured in DHCP Use Class State are described below:

Parameter Description

DHCP Use Class State Select to enable or disable the DHCP Use Class State here. When enabled, the
DHCP server will use DHCP classes for address allocation.

Click the Apply button to accept the changes made.

The fields that can be configured in DHCP Server Settings are described below:

Parameter Description

DHCP Ping Packet Enter the number of ping packets that the Switch will send out on the network
containing the IP address to be allotted. If the ping request is not returned, the IP
address is considered unique to the local network and then allotted to the
requesting client. A value of 0 means there is no ping test. The range is from 0 to
10. By default, this value is 2.

DHCP Ping Timeout Enter the amount of time the DHCP server must wait before timing out a ping
packet. The range is from 100 to 10000 milliseconds. By default, this value is 500
milliseconds.

Click the Apply button to accept the changes made.
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DHCP Server Pool Settings

This window is used to display and configure the DHCP server pool settings.

To view the following window, click Management > DHCP > DHCP Server > DHCP Server Pool Settings, as shown
below:

DHCP Server Pool Settings

DHCP Pool Name Find | [ show ail

Total Entries: 1
DHCP Server Pool Entries: 0
Fool - [ Edit Class || Edit Option || Configure |
1 [T] R

Figure 4-32 DHCP Server Pool Settings Window

The fields that can be configured are described below:

Parameter Description
DHCP Pool Name Enter the DHCP server pool name here. This name can be up to 32 characters
long.

Click the Find button to find and display the DHCP pool in the table.

Click the Show All button to display all the DHCP pools in the table.

Click the Edit Class button to configure the DHCP class.

Click the Edit Option button to configure the DHCP server pool option settings.
Click the Configure button to configure the DHCP server pool settings.

Enter a page number and click the Go button to navigate to a specific page when multiple pages exist.

After clicking the Edit Class button, the following page will appear.

DHCP Server Pool Class Settings
Pool Name Poaol
Class Name Please Select  [V]
Total Entries: 1
Class Delete by Name| | Delete by Address
Back

Figure 4-33 DHCP Server Pool Class Settings Window

The fields that can be configured are described below:

Parameter Description

Class Name Select an existing DHCP class name here that will be associated with this DHCP
pool.

Start Address Enter the starting IPv4 address that will be associated with the DHCP class in the
DHCP pool here.
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Parameter Description

End Address Enter the ending IPv4 address that will be associated with the DHCP class in the
DHCP pool here.

Click the Apply button to accept the changes made.
Click the Delete by Name button to remove the DHCP class association by name.
Click the Delete by Address button to remove the DHCP class association by address.

Click the Back button to return to the previous window.

After clicking the Edit Option button, the following page will appear.

DHCP Server Pool Option Settings
Pool Name Pool
Type ASCII v
]
I I R
10 Hex MNone

Figure 4-34 DHCP Server Pool Option Settings Window

The fields that can be configured are described below:

Parameter Description

Option Enter the DHCP option number here. The range is from 1 to 254.

Type Select the DHCP option type here. Options to choose from are:

e ASCII - Enter the ASCII string in the space provided. This string can be up
to 255 characters long.

e Hex - Enter the hexadecimal string in the space provided. This string can be
up to 254 characters long. Select the None option to specify a zero-length
hexadecimal string.

e |P - Enter the IPv4 address in the space provided. Up to 8 IPv4 addresses
can be entered.

Click the Apply button to accept the changes made.
Click the Delete button to remove the specified entry.

Click the Back button to return to the previous window.
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After clicking the Configure button, the following page will appear.

DHCP Server Pool Configure

Pool Name
Boot File

Domain Name
Network (IP/Mask)
Next Server

Default Router

DNS Server

NetBIOS Name Server

NetBIOS Node Type

Lease

Please Select [V

—

[v]Hours [00  [v] Minutes [ infinite Back || apply

Figure 4-35 DHCP Server Pool Configure Window

The fields that can be configured are described below:

Parameter Description

Boot File

Enter the boot file name here. This can be up to 64 characters long.

Domain Name

Enter the domain name for the DHCP client here. This can be up to 64 characters
long.

Network (IP/Mask)

Enter the network IPv4 address and subnet mask for the DHCP client here.

Next Server

Enter the next server IPv4 address here. The boot image file is stored on this
server and can be retrieved by DHCP clients using this IP address. The server is
typically a TFTP server. Only one next server IP address can be specified.

Default Router

Enter the IPv4 address of the default router for the DHCP client here. Up to 8 IPv4
address can be entered here. The IP address of the router should be on the same
subnet as the client's subnet. Routers are listed in the order of preference. If
default routers are already configured, the default routers configured later will be
added to the default interface list.

DNS Server

Enter the IPv4 address to be used by the DHCP client as the DNS server here. Up
to 8 IPv4 address can be entered here. Servers are listed in the order of
preference. If DNS servers are already configured, the DNS servers configured
later will be added to the DNS server list.

NetBIOS Name Server

Enter the WINS name server IPv4 address for the DHCP client here. Up to 8 IPv4
address can be entered here. Servers are listed in the order of preference. If name
servers are already configured, the name server configured later will be added to
the default interface list.

NetBIOS Node Type

Select the NetBIOS node type for Microsoft DHCP clients here. The node type
determines the method that NetBIOS uses to register and resolve names. Options
to choose from are:

e Broadcast - This system uses broadcasts.

e Peer-to-Peer - This system (p-node) uses only point-to-point name queries
to a name server (WINS).

e Mixed - This system (m-node) broadcasts first, and then queries the name
server.

e Hybrid - This system (h-node) queries the name server first, and then
broadcasts. This is the recommended type.

Lease

Enter and select the lease time for an IPv4 address that is assigned from the
address pool here. Enter the Days in the range from 0 to 365. Select the Hours
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Parameter Description

and Minutes from the drop-down menus. Alternatively, the Infinite option can be
selected to specify that the lease time is unlimited.

Click the Apply button to accept the changes made.
Click the Back button to return to the previous window.

DHCP Server Exclude Address

This window is used to view and exclude a range of IPv4 addresses from being allocated to the DHCP client. The
DHCP server automatically allocates addresses in DHCP address pools to DHCP clients. All the addresses except the
interface's IP address on the router and the excluded address(es) specified here are available for allocation. Multiple
ranges of addresses can be excluded. To remove a range of excluded addresses, administrators must specify the
exact range of addresses previously configured.

To view the following window, click Management > DHCP > DHCP Server > DHCP Server Exclude Address, as
shown below:

DHCP Server Exclude Address

Total Entries: 1

e e, e ars I
10.90.90.30 10.90.90.39

Figure 4-36 DHCP Server Exclude Address Window

The fields that can be configured are described below:

Parameter Description

Begin Address Enter the first IPv4 address of a range of addresses to be excluded here.

End Address Enter the last IPv4 address of a range of addresses to be excluded here.

Click the Apply button to accept the changes made.

Click the Delete button to remove the specified entry.
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DHCP Server Manual Binding

This window is used to display and configure the extended DHCP server manual binding settings. With a manual
binding entry, the IP address can be bound with a client-identifier or bound with the hardware address of the host.

To view the following window, click Management > DHCP > DHCP Server > DHCP Server Manual Binding, as
shown below:

DHCP Server Manual Binding

Pool Name
Host Mask [ - ]
(o Hardware Address C2-F3-22-0A-12-F4
Client Identifier

Total Entries: 1

Pool 10.90.90.100 255.255.255.0 00-11-22-33-44-55 -

n (1] [ [ee

Figure 4-37 DHCP Server Manual Binding Window

The fields that can be configured are described below:

Parameter Description

Pool Name Enter the DHCP server pool name here. This name can be up to 32 characters
long.

Host Enter the DHCP host IPv4 address here.

Mask Enter the DHCP host network subnet mask here.

Hardware Address Enter the DHCP host MAC address here.

Client Identifier Enter the DHCP host identifier in hexadecimal notation here. The client identifier is
formatted by the media type and the MAC address.

Click the Apply button to accept the changes made.
Click the Delete button to remove the specified entry.

Enter a page number and click the Go button to navigate to a specific page when multiple pages exist.
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DHCP Server Dynamic Binding

This window is used to view and clear the DHCP server dynamic binding entries.

To view the following window, click Management > DHCP > DHCP Server > DHCP Server Dynamic Binding, as
shown below:

DHCP Server Dynamic Binding

Total Entries: 0

Figure 4-38 DHCP Server Dynamic Binding Window

The fields that can be configured are described below:

Parameter Description

IP Address Enter the binding entry IPv4 address here.

Enter the DHCP server pool name here. This name can be up to 32 characters
long. Select the All option to clear the binding entries for all pools.

Pool Name

Binding IP Address Enter the binding IP address here.

Click the Find button to locate a specific entry based on the information entered.

Click the Clear button to clear the entries based on the information specified.

DHCP Server IP Conflict

This window is used to view and clear the DHCP conflict entries from the DHCP server database.

To view the following window, click Management > DHCP > DHCP Server > DHCP Server IP Conflict, as shown
below:

NDH D Qarva D N

DHCP Server IP Conflict

Total Entries: 0

Figure 4-39 DHCP Server IP Conflict Window

The fields that can be configured are described below:

Parameter

Description

Pooi Name @A

IP Address Detection Method Detection Time

IP Address

Enter the IPv4 address of the conflict entry to be located or cleared.
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Parameter Description

Pool Name

Enter the DHCP server pool name here. This name can be up to 32 characters
long. Select the All option to clear the conflict entries for all pools.

Conflict IP Address

Enter the conflict IP address here.

Click the Find button to locate a specific entry based on the information entered.

Click the Clear button to clear the entries based on the information specified.

DHCP Server Statistic

This window is used to display DHCP server statistics.

To view the following window, click Management > DHCP > DHCP Server > DHCP Server Statistic, as shown

o
- @
i O

=

Address Pools
Automatic Bindings
Manual Bindings
Malformed Messages
Renew Messages
essage Received
BOOTREQUEST
DHCPDISCOVER
DHCPREQUEST
DHCPDECLINE
DHCPRELEASE
DHCPINFORM
essage Sent
BOOTREPLY
DHCPOFFER
DHCPACK
DHCPNAK

Clear

DHCP Server Statistics

||

o o o o

Figure 4-40 DHCP Server Statistic Window

Click the Clear button to clear the statistics information displayed here.
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DHCPv6 Server

DHCPv6 Server Pool Settings

This window is used to display and configure the DHCPv6 server pool settings.

To view the following window, click Management > DHCP > DHCPv6 Server > DHCPv6 Server Pool Settings, as
shown below:

DACFvo server Fool settings
DHCPv6 Server Pool

Total Entries: 1

I

Pool |Conﬁgure || Delete |
l_ Go

n 1]

Figure 4-41 DHCPv6 Server Pool Settings Window

The fields that can be configured are described below:

Parameter

Description

Pool Name Enter the DHCPV6 server pool name here. This name can be up to 12 characters

long.

Click the Apply button to accept the changes made.
Click the Configure button to configure the DHCPvV6 server pool settings.
Click the Delete button to remove the specified entry.

Enter a page number and click the Go button to navigate to a specific page when multiple pages exist.

After clicking the Configure button, the following page will appear.

UHCFvYD Server Fool Contigure

DHCPvG Server Pool Configure
Pool Name Pool
(®) Address Prefix 2001:0DB3:/64
(") Prefix Delegation Pool
Valid Lifetime (60-4294967295) [ ]ODefaut
Preferred Lifetime (G0-4204067205) [ ]Opefaut Apply
Domain Name
Static Bindings
(®) Static Bindings Address 2001:0DB8::1 () Static Bindings Prefix 2001:AABS:1/64
Valid Lifetime (60-4294967295) [ |Opefaut Preferred Lifetime (60-4294967295) [ ] Ooefaut
Total Entries: 0

Figure 4-42 DHCPv6 Server Pool Configure Window
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The fields that can be configured in DHCPv6 Server Pool Configure are described below:

Parameter

Address Prefix

Description

Select and enter the DHCPV6 server pool IPv6 network address and prefix length
here. For example, 2015::0/64.

Prefix Delegation Pool

Select and enter the DHCPv6 server pool prefix delegation name here. This name
can be up to 12 characters long.

Valid Lifetime

Enter the valid lifetime value here. The valid lifetime should be greater than
preferred lifetime. The range is from 60 to 4294967295 seconds. By default, this
value is 2592000 seconds (30 days).

Select Default to use the default value.

Preferred Lifetime

Enter the preferred lifetime value here. The range is from 60 to 4294967295
seconds. By default, this value is 604800 seconds (7 days).

Select Default to use the default value.

Click the Apply button to accept the changes made.

Click the Back button to return to the previous window.

The fields that can be configured in Configure DNS/Domain Name are described below:

Parameter

Description

DNS Server

Enter the DNS server IPv6 address to be assigned to requesting DHCPvV6 clients
here. Up to two DNS server can be configured.

Domain Name

Enter the domain name to be assigned to requesting DHCPV6 clients here.

Click the Apply button to accept the changes made.

The fields that can be configured in Static Bindings are described below:

Parameter

Description

Static Bindings Address

Enter the static binding IPv6 address assign to the specific client here.

Static Bindings Prefix

Enter the static binding IPv6 network address and prefix length here.

Client DUID Enter the client DHCP Unique Identifier (DUID) here. This string can be up to 28
characters long.

IAID Enter the Identity Association Identifier (IAID) here. The IAID here uniquely
identifies a collection of non-temporary addresses (IANA) assigned on the client.

Valid Lifetime Enter the valid lifetime value here. The valid lifetime should be greater than the

preferred lifetime. The range is from 60 to 4294967295 seconds. By default, this
value is 2592000 seconds (30 days).

Select Default to use the default value.

Preferred Lifetime

Enter the preferred lifetime value here. The range is from 60 to 4294967295
seconds. By default, this value is 604800 seconds (7 days).

Select Default to use the default value.

Click the Apply button to accept the changes made.

Click the Delete button to remove the specified entry.
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DHCPvG6 Server Local Pool Settings

This window is used to display and configure the DHCPv6 server local pool settings.

To view the following window, click Management > DHCP > DHCPv6 Server > DHCPv6 Server Local Pool
Settings, as shown below:

DHCPv6 Server Local Pool
Pool Name
IPvE Address/Prefix Length 2001:AABS G4
Pool Name
Total Entries: 1
Pool 2020::/64 64 1 ] | User Detail || Delete |
L [ 1| [ [ee

Figure 4-43 DHCPv6 Server Local Pool Settings Window

The fields that can be configured are described below:

Parameter Description

Pool Name Enter the DHCPV6 local pool name here. This name can be up to 12 characters
long.

IPv6 Address / Prefix Enter the IPv6 prefix address and prefix length of the local pool here.

Length

Assigned Length Enter the prefix length to be delegated to the user from the pool here. The value of
the assigned length cannot be less than the value of the prefix length.

Click the Apply button to accept the changes made.

Click the Find button to locate a specific entry based on the information entered.
Click the User Detail button to view the user information displayed in the lower table.
Click the Delete button to remove the specified entry.

Enter a page number and click the Go button to navigate to a specific page when multiple pages exist.
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After clicking the User Detail button, the following window is displayed:

DHCPv6 Server Local Pool

Pool Name

IPvE Address/Prefix Length

Apply

Assigned Length

Pool Name

Total Entries: 1

2020::/64 User Detail Delete

11 (1] [ [ce
I O O S

Figure 4-44 DHCPv6 Server Local Pool Settings (User Detail) Window

DHCPv6 Server Exclude Address

This window is used to specify IPv6 addresses that a DHCPv6 server should not assign to DHCPv6 clients. The
DHCPv6 server assumes that all addresses (excluding the Switch's IPv6 address) can be assigned to clients. Use this
window to exclude a single IPv6 address or a range of IPv6 addresses. The excluded addresses are only applied to
the pool(s) for address assignment.

To view the following window, click Management > DHCP > DHCPv6 Server > DHCPv6 Server Exclude Address,
as shown below:

UACHFVE E ge Add

DHCPv6 Server Exclude Address

Total Entries: 1

2020::100 2020120

11 (1] [ |ee

Figure 4-45 DHCPv6 Server Exclude Address Window

The fields that can be configured are described below:

Parameter Description

Low IPv6 Address Enter the excluded IPv6 address or first IPv6 address in the excluded address
range here.
High IPv6 Address Enter the last IPv6 address in the excluded address range here (optional).

Click the Apply button to accept the changes made.
Click the Delete button to remove the specified entry.
Enter a page number and click the Go button to navigate to a specific page when multiple pages exist.
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DHCPv6 Server Binding

This window is used to view and clear the DHCPv6 server binding entries.

To view the following window, click Management > DHCP > DHCPv6 Server > DHCPv6 Server Binding, as shown
below:

DHCPvG Server Binding

IPv6 Address Al | Find | [ clear |

Total Entries: 0

Client DUID IPv6 Address Prefemred Lifetime Valid Lifetime

Figure 4-46 DHCPv6 Server Binding Window

The fields that can be configured are described below:

Parameter Description

IPv6 Address Enter the binding entry IPv6 address to be displayed or cleared here.
Select All to display or clear all DHCPv6 client prefix bindings in or from the
binding table.

Click the Find button to locate a specific entry based on the information entered.

Click the Clear button to clear the entries based on the information specified.

DHCPv6 Server Interface Settings

This window is used to display and configure the DHCPv6 server interface settings.

To view the following window, click Management > DHCP > DHCPv6 Server > DHCPv6 Server Interface Settings,
as shown below:

DHCPv6 Server Interface Settings

Interface VLAN (1-4094) L ] Pool Name 12 chars
Rapid Commit Disabled v Preference (0-255) [ |[Defaut [JAllow Hint
Interface Name vian

Total Entries: 1

ercs e i o T
viani Pool Disabled 0 lgnore

n [ 1| [ [ee

Figure 4-47 DHCPv6 Server Interface Settings Window

The fields that can be configured are described below:

Parameter Description

Interface VLAN Enter the interface VLAN ID here. The range is from 1 to 4094.
Pool Name Enter the DHCPv6 server pool name here. This name can be up to 12 characters
long.
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Parameter Description

Rapid Commit Select to enable or disable two-message exchange here. By default, two-message
exchange is not allowed.

Preference Enter the preference value here. The range is from 0 to 255.
Select the Allow Hint option to allow hints.
Select Default to use the default value.

Interface Name Enter the interface name here.

Click the Apply button to accept the changes made.
Click the Find button to locate a specific entry based on the information entered.
Click the Delete button to remove the specified entry.

Enter a page number and click the Go button to navigate to a specific page when multiple pages exist.

DHCPv6 Server Operational Information

This window is used to display the DHCPv6 server operational information.

To view the following window, click Management > DHCP > DHCPv6 Server > DHCPv6 Server Operational
Information, as shown below:

DHCPv6 Server Operational Information

Total Entries: 1

e

10 [T] [ leo

Figure 4-48 DHCPv6 Server Operational Information Window

Click the Detail button to view detailed DHCPv6 operational information.

After clicking the Detail button, the following window will appear.

DHCPv6 Server Operational Information
Pool Name Pool
DNS Server
Domain Name

Static Bindings

Total Entries: 0

Figure 4-49 DHCPv6 Server Operational Information (Detail) Window

Click the Back button to return to the previous window.
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DHCP Relay

DHCP Relay Pool Settings

This window is used to display and configure the DHCP relay pool on a DHCP relay agent.

To view the following window, click Management > DHCP > DHCP Relay > DHCP Relay Pool Settings, as shown
below:

DHCP Relay Pool Settings

DHCP Pool Name Find | [ show au

Total Entries: 1
DHCP Relay Pool Entries: 0
L e wow | Soe | Do | G|
Fool - [ eat | | eat | | Eax |
1n [T] [ leo

Figure 4-50 DHCP Relay Pool Settings Window

The fields that can be configured are described below:

Parameter Description
DHCP Pool Name Enter the name of the DHCP pool here. This nhame can be up to 32 characters
long.

Click the Find button to find and display the DHCP pool in the table.
Click the Show All button to display all the DHCP pools in the table.
Click the Edit button to modify the corresponding information of the specific DHCP pool.

Enter a page number and click the Go button to navigate to a specific page when multiple pages exist.

After clicking the Edit button under Source, the following window will appear.

DHCP Relay Pool Source Settings

Pool Name Pool
Total Entries: 1
Souc s St s I
10.90.90.1 255.255.255.0

Figure 4-51 DHCP Relay Pool Source Settings Window

The fields that can be configured are described below:

Parameter Description

Source IP Address Enter the source subnet of client packets.

Subnet Mask Enter the network mask of the source subnet.

Click the Apply button to accept the changes made.
Click the Delete button to remove the specified entry.

Click the Back button to return to the previous window.
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After clicking the Edit button under Destination, the following window will appear.

DHCP Relay Pool Destination Settings

Pool Name Poal

Total Entries: 1

10500254

Figure 4-52 DHCP Relay Pool Destination Settings Window

The fields that can be configured are described below:

Parameter Description

Relay Destination Enter the relay destination DHCP server IP address.

Click the Apply button to accept the changes made.
Click the Delete button to remove the specified entry.

Click the Back button to return to the previous window.

After clicking the Edit button under Class, the following window will appear.

DHCF Relay Fool Class Settings

DHCP Relay Pool Class Settings

Pool Name Pool
Class Name Please Select ﬂ Apply

Total Entries: 1

T e
Class Edit Delete

Figure 4-53 DHCP Relay Pool Class Settings Window

The fields that can be configured are described below:

Parameter Description

Class Name Select the DHCP class name.

Click the Apply button to accept the changes made.
Click the Edit button to edit more information.
Click the Delete button to remove the specified entry.

Click the Back button to return to the previous window.
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After clicking the Edit button, the following window will appear.

DHCP Relay Pool Class Edit Settings
Pool Name Pool
Class Name Class
Total Entries: 1
Totg: s ]
10.90.90.253

Figure 4-54 DHCP Relay Pool Class Edit Settings Window

The fields that can be configured are described below:

Parameter Description

Relay Target Enter the DHCP relay target for relaying packets that matches the value pattern of
the option defined in the DHCP class.

Click the Apply button to accept the changes made.
Click the Delete button to remove the specified entry.

Click the Back button to return to the previous window.

DHCP Relay Information Settings

This window is used to display and configure the DHCP relay information.

To view the following window, click Management > DHCP > DHCP Relay > DHCP Relay Information Settings, as
shown below:

DHCP Relay Information Global

Information Trust All Disabled ] Information Check Disabled v
Information Policy Replace v Information Option Disabled v

Apply

DHCP Relay Information

Total Entries: 1

viani Dizabled Not Configured Mot Configured Mot Configured

11 1| [ [eo

Figure 4-55 DHCP Relay Information Settings Window

The fields that can be configured are described below:

Parameter Description

Information Trust All Select this option to enable or disable the DHCP relay agent to trust the IP DHCP
relay information for all interfaces.

Information Check Select this option to enable or disable the DHCP relay agent to validate and
remove the relay agent information option in the received DHCP reply packet.

Information Policy Select the Option 82 re-forwarding policy for the DHCP relay agent. Options to
choose from are:
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Parameter Description

o Keep - Select to keep the packet that already has the relay option. The
packet is left unchanged and directly relayed to the DHCP server.

e Drop - Select to discard the packet that already has the relay option.

e Replace - Select to replace the packet that already has the relay option.
The packet will be replaced with a new option.

Information Option Select this option to enable or disable the insertion of relay agent information
(Option 82) during the relay of DHCP request packets.

Click the Apply button to accept the changes made.
Click the Edit button to modify the corresponding interface.

Enter a page number and click the Go button to navigate to a specific page when multiple pages exist.

DHCP Relay Information Option Format Settings

This window is used to display and configure the DHCP information format.

To view the following window, click Management > DHCP > DHCP Relay > DHCP Relay Information Option
Format Settings, as shown below:

DHCP Relay Information Option Format Global

Information Format Remote 1D Default I~
Information Format Circuit ID Default ~]

Figure 4-56 DHCP Relay Information Option Format Settings Window

The fields that can be configured in DHCP Relay Information Option Format Global are described below:

Parameter Description

Information Format Remote | Select the DHCP information remote ID sub-option. Options to choose from are:
ID e Default - Select to use the Switch's system MAC address as the remote ID.
o User Define - Select to use a user-defined remote ID.

o Enter the user-defined string in the text box. This can be up to 32
characters long.

e Vendor 2 - Select to use vendor 2 as the remote ID.

Information Format Circuit Select the DHCP information circuit ID sub-option. Options to choose from are:
ID e Default - Select to use the default circuit ID sub-option.
o User Define - Select to use a user-defined circuit ID.

o Enter the user-defined string in the text box. This can be up to 32
characters long.

e Vendor 1 - Select to use vendor 1 as the circuit ID.

Click the Apply button to accept the changes made.
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DHCP Relay Port Settings

This window is used to display and configure the DHCP relay port settings.

To view the following window, click Management > DHCP > DHCP Relay > DHCP Relay Port Settings, as shown
below:

DHCP Relay Port Settings

Unit From Port To Port State

[1 ~] [ethtorn [v] [ethtion [v] [Disabled [v]

Unit 1 Settings

I S

eth1/0/1 Enabled
eth1/0/2 Enabled
eth1/0/3 Enabled
eth1/0/4 Enabled
eth1//i5 Enabled
eth1/0/6 Enabled
eth1/0/7 Enabled
eth1/0/28 Enabled
eth1//9 Enabled
eth1/0M10 Enabled

Figure 4-57 DHCP Relay Port Settings Window

The fields that can be configured are described below:

Parameter Description

Unit Select the Switch unit that will be used for this configuration here.
From Port - To Port Select the range of ports that will be used for this configuration here.
State Select to enable or disable the DHCP Relay feature.

Click the Apply button to accept the changes made.

DHCP Local Relay VLAN

This window is used to display and configure local relay on a VLAN or a group of VLANS.

To view the following window, click Management > DHCP > DHCP Relay > DHCP Local Relay VLAN, as shown
below:

DHCP Local Relay VLAN Settings

DHCP Local Relay VID List [] Al VLANS State  [Disabled ]

DHCP Local Relay VID List

Figure 4-58 DHCP Local Relay VLAN Window

The fields that can be configured are described below:

Parameter Description
DHCP Local Relay VID List | Enter the VLAN ID for DHCP local relay. Select the All VLANs check box to select
all VLANSs.
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Parameter Description
State Select this option to enable or disable the DHCP local relay on the specific
VLAN(S).

Click the Apply button to accept the changes made.

v NOTE: When the state of the DHCP relay port is disabled, the port will not relay or locally relay
received DHCP packets.

DHCPv6 Relay

DHCPv6 Relay Global Settings

This window is used to display and configure the DHCPv6 Relay remote ID settings.

To view the following window, click Management > DHCP > DHCPv6 Relay > DHCPv6 Relay Global Settings, as
shown below:

DHCPv6 Relay Remote ID Settings

IPv6 DHCP Relay Remote ID Format |Defau|t ﬂ| Standalone Unit Format m

IPv& DHCP Relay Remote ID UDF [AsCH (] [122 chars |

IPv6 DHCP Relay Remete ID Palicy [Keep [~]

IPv6 DHGP Relay Remote ID Option [Disabled [~]]
DHCPv6 Relay Interface ID Seftings

IPv6 DHCP Relay Interface ID Format [Default []| standalone Unit Format [0 [~]

IPvG DHCP Relay Interface ID Policy [Keep [~]

IPv6 DHCP Relay Interface ID Option [Enabled [~]
DHCPv6 Relay Information Option MAC Format

Case |Uppercase ~]

Delimiter [None ~]

Delimiter Number [2 [~]

Example AABBCCDDEEFF

Figure 4-59 DHCPv6 Relay Global Settings Window

The fields that can be configured in DHCPv6 Relay Remote ID Settings are described below:

Parameter Description

IPv6 DHCP Relay Remote Select the IPv6 DHCP Relay remote ID format that will be used here. Options to
ID Format choose from are Default, CID with User Define, User Define, and Expert UDF.

Standalone Unit Format After selecting the Expert UDF option, select the standalone unit format here.
Options to choose from are 0 and 1.

IPv6 DHCP Relay Remote Select to choose the User Define Field (UDF) for the remote ID. Options to choose
ID UDF from are:

e None - Specifies to keep the UDF empty for the remote ID.

e ASCII - Select to enter the ASCII string with a maximum of 128 characters
in the text box.

o HEX - Select to enter the hexadecimal string with a maximum of 256
characters in the text box.
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Parameter Description

IPvé DHCP Relay Remote
ID Policy

Select to choose Option 37 forwarding policy for the DHCPv6 relay agent. Options
to choose from are:

o Keep - Select that the DHCPv6 request packet that already has the relay
agent Remote-ID option is left unchanged and directly relayed to the
DHCPV6 server.

e Drop - Select to discard the packet that already has the relay agent
Remote-ID Option 37.

IPv6 DHCP Relay Remote
ID Option

Select this option to enable or disable the insertion of the relay agent remote 1D
Option 37 during the relay of DHCP for IPv6 request packets.

Click the Apply button to accept the changes made.

The fields that can be configured in DHCPv6 Relay Interface ID Settings are described below:

Parameter Description

IPv6 DHCP Relay Interface
ID Format

Select the IPv6 DHCP relay interface ID format that will be used here. Options to
choose from are Default, CID, Vendor1, and Expert UDF.

Standalone Unit Format

After selecting the Expert UDF option, select the standalone unit format here.
Options to choose from are 0 and 1.

IPv6 DHCP Relay Interface
ID Policy

Select the Option 18 re-forwarding policy for the DHCPV6 relay agent here.
Options to choose from are:

o Keep - Specifies that the DHCPV6 request packets that already contain the
relay agent interface ID option are left unchanged and directly relay to the
DHCPv6 server.

e Drop - Specifies to discard the packets that already contain the relay agent
interface 1D Option 18.

IPv6 DHCP Relay Interface
ID Option

Select to enable or disable the insertion of the relay agent interface ID Option 18
during the relay of DHCP for IPv6 request packets.

Click the Apply button to accept the changes made.

The fields that can be configured in DHCPv6 Relay Information Option MAC Format are described below:

Parameter Description

Case

Select the case that will be used here. Options to choose from are;

e Lowercase - Specifies that the MAC format will be lowercase. For
example: aa-bb-cc-dd-ee-ff.

e Uppercase - Specifies that the MAC format will be uppercase. For
example: AA-BB-CC-DD-EE-FF.

Delimiter

Select the delimiter that will be used here. Options to choose from are:

e Hyphen - Specifies that the MAC address format will contain hyphens. For
example: AA-BB-CC-DD-EE-FF.

e Colon - Specifies that the MAC address format will contain colons. For
example: AA:BB:CC:DD:EE:FF.

e Dot - Specifies that the MAC address format will contain dots. For
example: AA.BB.CC.DD.EE.FF.

¢ None - Specifies that the MAC address format will contain no delimiters.
For example: AABBCCDDEEFF.

Delimiter Number

Specifies the delimiter number that will be used in the MAC address format here.
Options to choose from are:

e 1 - Specifies to use a single delimiter. For example: AABBCC.DDEEFF.
e 2 - Specifies to use two delimiters. For example: AABB.CCDD.EEFF
e 5 - Specifies to use multiple delimiters. For example: AA.BB.CC.DD.EE.FF
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Click the Apply button to accept the changes made.

DHCPv6 Relay Interface Settings

This window is used to display and configure the DHCPV6 relay interface settings.

To view the following window, click Management > DHCP > DHCPv6 Relay > DHCPv6 Relay Interface Settings, as
shown below:

DHCPv6 Relay Interface Settings

Interface VLAN (1-4094) [ ]
Destination |Pv6 Address 20122100
e VLAN 14080 —
Total Entries: 1
vian2 2012:100 vian1
10 [ 1| Go

Figure 4-60 DHCPv6 Relay Interface Settings Window

The fields that can be configured are described below:

Parameter Description

Interface VLAN Enter the interface VLAN ID used in the DHCPvV6 relay here. The range is from 1
to 4094.

Destination IPv6 Address Enter the DHCPV6 relay destination address.

Output Interface VLAN Enter the output interface VLAN ID for the relay destination here. The range is
from 1 to 4094.

Click the Apply button to accept the changes made.
Click the Find button to locate a specific entry based on the information entered.
Click the Delete button to remove the specified entry.

Enter a page number and click the Go button to navigate to a specific page when multiple pages exist.

DHCPv6 Relay Remote ID Profile Settings

This window is used to display and configure the DHCPvV6 relay remote ID profile settings. This is used to create a
new profile for DHCPvV6 relay Option 82.

79



DGS-1530 Series Smart Managed Switch Web Ul Reference Guide

To view the following window, click Management > DHCP > DHCPv6 Relay > DHCPv6 Relay Remote ID Profile
Settings, as shown below:

DHCPv6 Relay Remote ID Profile Settings

Profils Name [ apply || Find |

Total Entries: 1

Profile | Edt || Delete |

n 1| [ e

Figure 4-61 DHCPv6 Relay Remote ID Profile Settings Window

The fields that can be configured are described below:

Parameter Description

Profile Name Enter the profile name here. This string can be up to 32 characters long.

Format String After clicking the Edit button, enter the Option 82 format string here. This string
can be up to 251 characters long.

The following rules need to be considered:

e This string can be a hexadecimal value, an ASCII string, or any
combination of hexadecimal values and ASCII characters. An ASCII
string needs to be enclosed with quotation marks (“’) like “Ethernet”. Any
ASCII characters outside of the quotation marks will be interpreted as
hexadecimal values.

o A formatted key string is a string that should be translated before being
encapsulated in the packet. A formatted key string can be contained both
ASCII strings and hexadecimal values. For example, “%” +“$”+“1~32"+
“keyword”+":”:

o % - Indicates that the string that follows this character is a
formatted key string.

o “$” or “0” - (Optional) Indicates a fill indicator. This option
specifies how to fill the formatted key string to meet the length
option. This option can be either “$” or “0”, and cannot be
specified as both at the same time.

>  “$” - Indicates to fill the leading space (0x20).

» “0” - Indicates to fill the leading 0. The fill the leading 0 (0)
is the default setting.

o 1~32 - (Optional) Indicates a length option. This specifies how
many characters or bytes the translated key string should occupy.
If the actual length of the translated key string is less than the
length specified by this option, a fill indicator will be used to fill it.
Otherwise, this length option and fill indicator will be ignored and
the actual string will be used directly.

o keyword - Indicates that the keyword will be translated based on
the actual value of the system. The following keyword definitions
specifies that a command will be refused if an unknown or
unsupported keyword is detected:

> devtype - The model name of the device. Only an ASCII
string is allowed.

» sysname - Indicates the System name of the Switch. Only
an ASCII string is allowed.

> ifdescr - Derived from ifDescr (IF-MIB). Only an ASCII
string is allowed.

» portmac - Indicates the MAC address of a port. This can
be either an ASCII string or a hexadecimal value. When in
the format of an ASCII string, the MAC address format can
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Parameter Description

>

o :-Indicates the end of the formatted key sting. If a formatted key
string is the last parameter of the command, its ending character
(“:”) can be ignored. The space (0x20) between “%” and “:” will be
ignored. Other spaces will be encapsulated.

ASCII strings can be any combination of formatted key strings and 0~9,
a~z, A~Z, ' @#3%"&*()_+|-=\[I{};:""/?.,<>", and space characters. “\" is the
escape character. The special character after “\” is the character itself,
for example, \%” is “%” itself, not the start indicator of a formatted key
string. Spaces not in the formatted key string will also be encapsulated.

Hexadecimal values can be any combination of formatted key strings
and 0~9, A~F, a~f, and space characters. The formatted key strings only
support keywords that support hexadecimal values. Spaces not in the
formatted key string will be ignored.

be customized using special CLI commands. When in the
format of a hexadecimal value, the MAC address will be
encapsulated in order in hexadecimal.

sysmac - Indicates the system MAC address. This can be
either an ASCII string or a hexadecimal value. In the ASCII
string format, the MAC address format can be customized
using special CLI commands. In the hexadecimal format,
the MAC address will be encapsulated in order in
hexadecimal.

unit - Indicates the unit ID. This can be either an ASCII
string or a hexadecimal value. For a standalone device, the
unit ID is O.

module - Indicates the module ID number. This can be
either an ASCII string or a hexadecimal value.

port - Indicates the local port number. This can be either
an ASCII string or a hexadecimal value.

svlan - Indicates the outer VLAN ID. This can be either an
ASCII string or a hexadecimal value.

cvlan - Indicates the inner VLAN ID. This can be either an
ASCII string or a hexadecimal value.

Click the Apply button to accept the changes made.

Click the Find button to locate a specific entry based on the information entered.

Click the Edit button to re-configure the specific entry.

Click the Delete button to remove the specific entry.

Enter a page number and click the Go button to navigate to a specific page when multiple pages exist.

DHCPv6 Relay Interface ID Profile Settings

This window is used to display and configure the DHCPV6 relay interface ID profile settings. This is used to create a
new profile for the DHCPvV6 relay Option 82.
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To view the following window, click Management > DHCP > DHCPv6 Relay > DHCPv6 Relay Interface ID Profile
Settings, as shown below:

DHCPv6 Relay Interface ID Profile Settings
Total Entries: 1
pote Fomat g ]
Profile Edit Delete
1N 1| Go

Figure 4-62 DHCPv6 Relay Interface ID Profile Settings Window

The fields that can be configured are described below:

Parameter Description

Profile Name Enter the profile name here. This string can be up to 32 characters long.

Format String After clicking the Edit button, enter the Option 82 format string here. This string
can be up to 251 characters long.

The following rules need to be considered:

e This string can be a hexadecimal value, an ASCII string, or any
combination of hexadecimal values and ASCII characters. An ASCII
string needs to be enclosed with quotation marks (“”) like “Ethernet”. Any
ASCII characters outside of the quotation marks will be interpreted as
hexadecimal values.

o A formatted key string is a string that should be translated before being
encapsulated in the packet. A formatted key string can be contained both
ASCII strings and hexadecimal values. For example, “%” +“$”+“1~32"+
“keyword”+":”:

o % - Indicates that the string that follows this character is a
formatted key string.

o “$” or “0” - (Optional) Indicates a fill indicator. This option
specifies how to fill the formatted key string to meet the length
option. This option can be either “$” or “0”, and cannot be
specified as both at the same time.

> “$” - Indicates to fill the leading space (0x20).

» “0” - Indicates to fill the leading 0. The fill the leading 0 (0)
is the default setting.

o 1~32 - (Optional) Indicates a length option. This specifies how
many characters or bytes the translated key string should occupy.
If the actual length of the translated key string is less than the
length specified by this option, a fill indicator will be used to fill it.
Otherwise, this length option and fill indicator will be ignored and
the actual string will be used directly.

o keyword - Indicates that the keyword will be translated based on
the actual value of the system. The following keyword definitions
specifies that a command will be refused if an unknown or
unsupported keyword is detected:

> devtype - The model name of the device. Only an ASCII
string is allowed.

» sysname - Indicates the System name of the Switch. Only
an ASCII string is allowed.

» ifdescr - Derived from ifDescr (IF-MIB). Only an ASCII
string is allowed.

» portmac - Indicates the MAC address of a port. This can
be either an ASCII string or a hexadecimal value. When in
the format of an ASCII string, the MAC address format can
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Parameter Description

>

o :-Indicates the end of the formatted key sting. If a formatted key
string is the last parameter of the command, its ending character
(“:”) can be ignored. The space (0x20) between “%” and “:” will be
ignored. Other spaces will be encapsulated.

ASCII strings can be any combination of formatted key strings and 0~9,
a~z, A~Z, ' @#3%"&*()_+|-=\[I{};:""/?.,<>", and space characters. “\" is the
escape character. The special character after “\” is the character itself,
for example, \%” is “%” itself, not the start indicator of a formatted key
string. Spaces not in the formatted key string will also be encapsulated.

Hexadecimal values can be any combination of formatted key strings
and 0~9, A~F, a~f, and space characters. The formatted key strings only
support keywords that support hexadecimal values. Spaces not in the
formatted key string will be ignored.

be customized using special CLI commands. When in the
format of a hexadecimal value, the MAC address will be
encapsulated in order in hexadecimal.

sysmac - Indicates the system MAC address. This can be
either an ASCII string or a hexadecimal value. In the ASCII
string format, the MAC address format can be customized
using special CLI commands. In the hexadecimal format,
the MAC address will be encapsulated in order in
hexadecimal.

unit - Indicates the unit ID. This can be either an ASCII
string or a hexadecimal value. For a standalone device, the
unit ID is O.

module - Indicates the module ID number. This can be
either an ASCII string or a hexadecimal value.

port - Indicates the local port number. This can be either
an ASCII string or a hexadecimal value.

svlan - Indicates the outer VLAN ID. This can be either an
ASCII string or a hexadecimal value.

cvlan - Indicates the inner VLAN ID. This can be either an
ASCII string or a hexadecimal value.

Click the Apply button to accept the changes made.

Click the Find button to locate a specific entry based on the information entered.

Click the Edit button to re-configure the specific entry.

Click the Delete button to remove the specific entry.

Enter a page number and click the Go button to navigate to a specific page when multiple pages exist.

DHCPv6 Relay Format Type Settings

This window is used to display and configure the DHCPV6 relay format type settings. This is used to configure
DHCPv6 relay Option 37 and Option 18 of the expert UDF string of each port.
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To view the following window, click Management > DHCP > DHCPv6 Relay > DHCPv6 Relay Format Type
Settings, as shown below:

DHCPv6 Relay Format Type Settings

Unit From Port To Port Type Format Type Expert UDF

[1 7] [ethtionn [~] [eth1ion [~] [RemoteID [v] [22chars |

Unit 1 Settings
Port Remote ID Format Type Expert UDF Interface ID Format Type Expert UDF

eth1/0/1
eth1/0/2
eth1/0/3
eth1/0/4
eth1/0/5
eth1/0/6
eth1/0/7
eth1/0/3

Figure 4-63 DHCPv6 Relay Format Type Settings Window

The fields that can be configured are described below:

Parameter Description

Unit Select the Switch unit that will be used for this configuration here.
From Port - To Port Select the range of ports that will be used for this configuration here.
Type Select the type here. Options to choose from are:

e Remote ID - Specifies to configure the Expert UDF format type string for
DHCPv6 Option 37.

¢ Interface ID - Specifies to configure the Expert UDF format type string
for DHCPv6 Option 18.

Format Type Expert UDF Enter the format type expert UDF string that will be used on the specified
port(s) here.

Click the Apply 