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D-Link

Bulidng Metworks for People

DI-804HV

Broadband VPN Router

Home Tools Status  Help
Setup Wizard ' '
The DI804HV is an Ethernet Broadband VPN Router ideal for home networking
and small business networking. The setup wizard will guide you to configure the
DM-B804HV to connect to your ISP {Internet Service Provider). The DI804HV's easy

setup will allow you to have Internet access within minutes. Please follow the
setup wizard step by step to configure the DI-804HV.

Help




these four quick steps.Begin by clicking an Mext.

Step 1. Setyour new passward
Step 2. Choose your time zone
Step 3. Set Internet connection

Step 4. Restart

S

Next

7 http://192.168.10.13 - Setup Wizard - Microsoft Intern... [= |[8][X]

DIF804HVISetupIWiZara

Welcome to the DI-804HY Setup Wizard. The Wizard will guide you through

Exit

I@ Dane 8 Internet




7 http://192.168.10.13 - Setup Wizard - Microsoft Intern... [= |[8][X]

DI-604RV Setupiyvyizard
Set Password

You may change the admin account password by entering in & new password.
Click Next to continue.
Old Passwiord
Mew Password

Reconfirm

1l

O W w0
Back Cancel Next Exit

I@ javascript:passwdidocument. F)  Internet




7 http://192.168.10.13 - Setup Wizard - Microsoft Intern... [= |[8][X]

D Link DITOAHVISetup i iZara

Choose Time Zone

Selectthe appropriate time zane far your lacation and click Next to cantinue.
[GMT+10:00)Cankberra, Guam, Port Moreshy | Wiadivostok v

O W w0

Back Cancel Next Exit
I@ 8 Internet




7 http://192.168.10.13 - Setup Wizard - Microsoft Intern... [= |[8][X]

DI-604RV Setupivyizard
Select Internet Connection Type (WAN)

Selectthe connection type to connectto your ISP, Click Next to continue.

Choose this option to obtain an IP address
() Dynamic IP Address automatically from your ISP. {For most
Cable modem users)

Choose this option to set static IP
information provided to you by your ISP.

Choose this option if your ISP uses
PPFoE. (For most DSL users)

() Dial-up Netwaork To surf the Internet via PSTN/ISDN.
) Others PPTP, L2TP and BigPond Cable.

() Static IP Address

() PPP aver Ethernet

O W v U
Back Cancel Next Exit
I:El Dane 8 Internet




7 http://192.168.10.13 - Setup Wizard - Microsoft Intern... [= |[8][X]

DI-604RV Setupiyvyizard
Set Dynamic IP Address

Ifyour ISP require you to enter a specific host name or specific MAC
address, please enter it in. The Clone MAC Address button is used to
copy the MAC address of your Ethernet adapter to the DI-804HY. Click
Mext to continue.

Host Marme | |{nptinna|}

MAC Address 00 LOF L3 1A 46 B8 |

[ Clone MAC Address ]

O Wl
Back Cancel Next Exit
I@ 8 Internet




M=1/e3
DI-604RV Setupivyizard
Setup Complete

2 http://192.168.10.13 - Setup Wizard - Microsoft Intern...

The Setup Wizard has completed. Click on Back to modify changes or
mistakes. Click Restart to save the current settings and reboot the
Cl-204HY.

@@@

Restart Exit
I@ ﬂ Inkernet
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WAN
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VPN

Broadband VPN Router

TP Advanced Tools  Status  Help

WAN Settings

Please selectthe appropriate option to connectto your ISP,

® Cwnamic IP Address
Static IP Address
FFPPaE

Dial-up Metwork
Others

0 O O

Dynamic IP Address
Host Mame
MAC Address

Primary DME Address
Secondary DNS Address
MTL

Auto-reconnect

Auto-hackup

Choose this option to obtain an IP address automatically
fram your ISP, (For most Cable modemn users)

Choose this option to set static [P information provided to
you by your ISP,

Chaose this option ifyour ISP uses PPPoE. (Farmost DSL
users)

To surfthe Internet via PSTHASDM.

WAN Type for PPTP, L2TP and BigPond Cable connect i
ISP,

| optionan

w foF flo e s e |

[ Cionemac Address |

CEnabled & Disabled
(C Enahbled @& Disahled

@ 9 0O

Apply Cancel Help
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DI-804HV

WAN

DHCP

LE

WAN Settings

Advanced

Broadband VPN Router

Tools  Status

Flease select the appropriate option to connect to your ISP,

¢ Dynamic IP Address
() Static IP Address
& FFPoE

¢ Dial-up Network
() Others

PPP over Ethernet

User Mame

Fassword

Retype Passward
Service Mame

IP Address

Primary DMS Address
Secondary DNS Address
Maximurm Idle Time
T

Connect mode select

Auto-backup

Choose this option to obtain an IP address automatically
from your ISP, (For most Cable modem users)

Choose this option to set static IP infarmation provided to
wou by your [SP.

Choose this option ifyour ISP uses PPPoE. (For most DEL
users)

To sutfthe Internet via PSTNISDMN.

WAM Type for PPTP, LZTF and BigPond Cable connectto
ISP,

® Dyhamic PPRoE O Static PPPoE

| Dptional

poso ]
[poon 1]
& D

O always-on O Manual & Connect-on-demand
(O Enabled & Disabled

@ @ o
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Broadband VPN Router

TP Advanced Tools  Status  Help

WAN Settings
Flease selectthe appropriate option to connect to yvour ISP.

yhamic ress oose this option to obtain an IP address automatically
O D icIP Add Ch thi tion to obtai IP add t ticall
from your I1SP. (For most Cable modem users)
atic ress oose this option to set static IP infarmation pravided to
() Static IP Add Ch thi tian t t static [P inf ti ided t
wou by your ISP,
a aase this option if yaur uses oE. {Far mas
"y PFPFoE Ch thi tian if ISP FPPaE. (F tDsL
Users)
O Dial-up Metwork To surfthe Internet via PSTRHISDM.
ars ype for | and BigFond Cable connect to
@ Oth WAk Type for PRTR, LZTP and BigPond Cahl tt
ISP.
) PPTP (far Eurape and Russia use anly)
O L2TP (for specific ISPs use only)
® BigPond Cable (for Australia use only)

Dynamic IP Address for BigPond

User Mame

Password

Fetype Password

Login Server IP (Optional)
Auto-reconnect O Enabled @& Disabled
Auto-backup () Enabled & Disabled

9 90

Apply Cancel Help
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DI-804HV

Broadband VPN Router

Home [:UUELGED Tools

LAN Settings
The IP address of the DI-304HY.

IP Address 192168.0.1

Status Help

Darmain Mame

|
@ O 0O

Apply Cancel Help




D-Link

Buliimg Networks for People

DI-804HV
Broadband VPN Router

DHCP

J VPN

TP BE Advanced Tools  Status  Help

DHCP Server
The DI-804HY can be setup as a DHCP Server to distribute IP addresses to the LAN network.

DHGF Server @ Enabled O Disabled

Starting IP Address 192.168.10100 |
Ending IP Address 192168100199 |

Leasze Time 1WWEEK

Static DHCP
Static DHCP is used to allow DHCFP senver to assign same IP to specific MAC address.

() Enabled O Disabled

Marme | |
P address 1216840 |
MaCAddress| . L[ L L] ]

DHCP Client |- select one - v | [ Clone |

@ O 0O
Apply Cancel Help

Static DHCP Clients List
Marme IP Address MAC Address

Dynamic DHCP Clients List
Host Mame IP Address MAC Address Expired Time
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DI-804HV

Home [ CIEL AR i

Broadband VPN Router

VPN Settings

Item
VPN [] Enakle
NetBIOS broadoast [ Enable

Max. humhber oftunnels

D

Tunnel Hame

1 ]
2 ]
3 [ ]
¢ ]
5 ]

I_ Previous page ][ Mext page ]

Status  Help

Setting

Method

(

Dynamic VPN Seftings.. | [ L2TP Server Setfing..

)|

PPTF Server Setling..

]

[

Wigw WPN Status..

]

@ 9

Apply Cancel

@

Help
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Broadband VPN Router

LT CO Advanced Tools  Status Help

VPN Seﬁiin]s - Tunnel 1

Item Setting

H

Tunnel Mame

Agaressive Mode [JEnable

Lacal Subnet
Local Metmask
Remaote Subnet

Remote Metmask

Remote Gateway

IKE Keep Alive
(Ping IP Address)

Preshare key

o] [a]le] e
o||lo||le||e
oo 2|2
[=REE=N RN =N =]

b Extended Authentication ClEnable
HALITH
Server mode
Client mode

Usertame |
Password ||

IPSec MAT Traversal [JEnable

Remaote ID Type
vawe| ]

Local ID Type
vae| |

Select IKE Proposal... ]

IKE Proposal Index

IPSec Proposal Index

Select IPSec Proposal.. ]
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Broadband VPN Router

LTI Advanced Tools  Status Help

" VPN Sefttings - Tunnel 1 - Set IKE Proposal

Item Setting
IKE Proposal index - Empty -

Wizard Remaove

04

N ID Proposal Mame [OH Group  Encrypt algorithm Auth algorithm Life Time Life Time Unit

) 1 | leroust ~|  [30ES +| [sHet v| o EE
e 2 | | [oroust v  [a0Es +| E | [ser. v
) 3| | [erowt1 v|  [30Es v [sHat »| o | [sec. ¥
" oHce 4| | [Grow1 v|  [30ES v E EEE
5 | | [oroust ~|  [a0Es +| [sHet v| o | [ser. i~

VPN B | | [erowt v  [3cEs v [sHat »| o | [sec. ¥
T | [oroust v|  [30ES +| E | [sec. ]

g | | loroust ~|  [a0Es ~| E | [ser. ]

8 | | [erowt1 v  [3cEs v [sHat »| o | [sec. v

10 | | [oroust v|  [30ES +| E | [sec. ]

Proposal ID | -- select ong -- | ¥ |[ Add to ]Prupusal index

Q @ VO

Back Apply Cancel Help
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Broadband VPN Router

Item Setting
IPSec Proposal index - Empty -

Wizard Remoyve

Proposal Encap Encrypt Auth Life Life Tirne

o 1 MName Sl protocol algorithm algorithm  Time Lnit
e 1] [[mone  »| [Esp v| [3a0Es | [mone | [0 NEEE

LAN

2| |[More | [ese | [30Es %] [wone %] o | [sec. ¥
IW 3 | [[mone  ~| [Esp v| [30Es | [mone | [0 | [sec. v
4 | |[More | [ese w| [soes v| [mwone v o | [sec. ¥
VPN 5 | ||None v| |ESP v| |3DES vl |None v| |D | |Seu:_ vl
- 5 | |[More | [ese | [3oes v| [mone v o N
7| [[mone  ~| [Esp v| [30Es | [mone | [0 | [sec. v
8 | |[More | [ese | [apes v| [mwone v o | [sec. ¥
g | [[mene  ~| [Esp v| [3pEs v]  [mene | [0 NEEE
10| |[More | [ese | [3oes v| [mone v o N

Proposal ID | -- select one - | W H Add to ]Prupusal index

@ @ VWO

Back Apply Cancel Help
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Broadband VPN Router

G Advanced Tools  Status  Help

VPN Settings - Dynamic VPN Tunnel

ftem Setting
Tunnel Mame

H

Oynarmic WK 1 Enahle
Local Subnet
Local Metrnask

Freshare Key

Extended Authentication [l Enable Server mode

!

GALTH)
: ? IKE Proposal index [ Select KEProposal.. |
] .
DHCP IPSec Proposal indesx [ selectiPsec Proposal.. |

— Q ¥ VO O

Back Apply Cancel Help
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Broadband VPN Router

Home [ CUET Tools Status = Help
PPTP Server ' - '
ftem Setting

PPTP Server [ClEnable

Virtual IP of PPTP Server o o o
Authentication Protacol @pPar O cHARP O MSCHAR

MPPE Encryption Mode CIEnakle

Tunnel Setting

Tunnel Mame :l
P
DHCP

Password | |

ven O ¥ © O

Back Apply Cancel Help

Tunnel Marme User Mame Passward
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Yirtual Server
Ap)

plication

Filter

[

Firewall

DDNS

Routing

Ll

DMZ

Virtual Server

WVirtual Server is used to allow Internet users access to LAN services.

Marme
Private IP

Pratocol Type

—

DI-804HV
Broadband VPN Router

~ Status

" Tools

O Enabled O Disabled

18216810 |

Private Port |:|

Public Port [ ]

Schedule O Always

O From  Time|00 %[00 v [Tp|00 v {00 v |
9 9 0O
Apply Cancel Help

Virtual Server List
Mame Private IP Pratacal Schedule
virtual Server FTP 0.0.0.0 TCP21121  ahways EAT]
Virtual Server HTTP 0.0.0.0 TCPa0/80  always B
Virtual Server HTTPS 0.0.0.0 TCP 4431443 always EX]
Virtual Server DINS 0.0.0.0 UDF 53153 always E47]
virtual Server SMTP 0.0.0.0 TCP 25125 always E4]
Virtual Server POP3 0.0.0.0 TGP 1100110 always E4]
Virtual Server Telnet 0.0.0.0 TGP 23123 always E4]
IPSec 0.0.0.0 TCP 5007500 always ]
FFTF 0.0.0.0 If;”ﬂf always [T
DCS-900,DCE-1000 0.0.0.0 TCP30/80  abways E]
DCS-2000DCS-5300 0.0.0.0 TCP 8001800 abways E]

UDP 5002-

DCS-3120 0.0.00 5003/5002-  abways 247

4003
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DI-804HV

Application

Filter

Firewall
SNMP
DDNS

Routing

L

DMz

Broadband VPN Router

m Advanced BRCTIE Status Help

‘Speui-ﬂ':'-".pplic:.tinn
Special Application is used to run applications that reguire multiple connections.

) Enabled O Disabled

Mame |

Trigger Type

Fublic Parts

Public Type

@ © 0

Apply Cancel Help

Special Application List

Mame Trigger Fuhblic Port

Battle.net 6112 6112 4 il
Dialpad 7175 51200-51201,51210 [ il

2000-2038,2050- ) E

il U 2051,2069,2085,3010-3030 (21
;”Dgn“éeam'”g 47624 2300-2400,28800- 29000 [ Bl
PC-to-Phane 12053 17120,12122,24150-24270 [ il
Quick Time 554 F970-5999 [ Tl

DWC-1000 iZeye 1720 15328-15333 [ i
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Broadband VPN Router

m Advanced (1D Status Help

Firewall Rules
Firewrall Rules can be used to allow or deny traffic frorm passing through the DI-804HY.

' Enabled O Disabled
: MName | |
Action O allow O Deny
: Interface P Start IP End Protocol  Port Range
- Source & v| | | | |
: Destination [+ +| | || | [ree ] | H |
i Schedule O Ahways

O From  Time |00 [ |[00 |v[Tq |00 |00 v|

Firewall day[Sun ¥to [sun ¥
SNMP o 8 0

Apply Cancel Help

DDNS
Firewall Rules List
Action Marme Source Destination Protocaol
Routing Allow Allow to Ping WaN port WAN,® WIAMN,T ICMP*
Ceny Default i LAM,* i

Ll

DMZ Allows Default LAR ¥ A i
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Broadband VPN Router

m Advanced il Status Help

SNMP
Use Simple Network Managerment Protocol(SMMP)Y for DI-804HY management purposes.

SNMP Local ® Enabled O Disahled
! SNMF Rermote O Enahled @& Disabled
———
Virtual Server Get Cammunity |pub|ic |
Set Community |private |
TR,
& | |
e IP 2 | |
Filter
IF3 | |
f {
Firewall I~ | |
SHMP Yersion O @y
SNMP o
" bpns Apply Cancel Help

Routing

{i

DMz
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Broadband VPN Router

m Advanced BT =0T Help

"[I_'..llmlnic“['rll-l":":
Lse Dynamic DMS if you want to use your DDMS account.

DDNS & Disabled Enabled
Provider DynDMS . arg(Dynamic)

Virtual Server Host Marme

Username [ E-mail

LI LEY Password [ Key

Filter a a O

Firewall Apply Cancel Help

—
p—
p—
]
|

SNMP

:- Ro

uting

I DMz
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Broadband VPN Router

Use the Routing Tahle far routing purpases within your local netewark,

Dynamic Routing & Disable O RIPY1 O RIPY2
D Destination Subnet Mask Gateway Hop Enable
1 | | | 1 o
2 | | | | 1 o
3| | | | ] O
= L [ [ o
(— 5| || . | L] O
B | . | [ 1
T | | | ] O
5| | | | ] [
—
oons | o

Routing Apply Cancel Help

DMZ
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Broadband VPN Rouier

| Home [UIPTYSTE Tools  Status  Help

DMZ
DhZ(Demilitarized Zone) is used to allow a single computer on the LAN to be exposed to
the Internet.

O Enatled @ Disabled
Virtual Server IP Address 19216810 |

Application a @ O

Apply Cancel Help
Filter

Firewall
SNMP

DDNS

——
—
p—
|

Routing

DMz
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Broadband VPN Router

- Home Advanced [l {715 Status  Help

Administrator ‘Seilila«js
Administrators can change their login password.

Administrator (The Login Mame is "admin™)

Reconfirm Password |:|

User (The Login hame is "user)

Reconfirm Password |:|

Remote Management

Let administrator perform administration task from remote host.

) Enabled & Disabled

@ 90O

Apply Cancel Help
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Broadband VPN Router

" Home Advanced [l {715 Status Help

Time

Setthe DI-B04HY system time.
Device Time : Thu Jun 30 03:06:31 2005

(%) Enable NTP

Default MTP Server
| lroptionan
Time Zone
| [GMT+10:000Canberra, Guam, Port Moreshy | Wiadivostok W |

Time

l—- () Set Device Date and Time
vear 2005 | Manth:|un | Day 30 ¥

' j Huur: ru1inute: Secnnd:

Firmware

Davlight Saving

I Misc () Enable ® Disable

start[dan v| |01 v| End[den | [01 ]

@ 9 0O

Apply Cancel Help
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Broadband VPN Router

Y el Tools

System 5eﬂ‘ilnjs.

Sawe Settings To Local Hard Dirive

Backup Setting

Load Settings From Local Hard Dirive
| |[ Browsze...

Load

Restore To Factory Default Settings

Reset to Defaut

Help
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Broadband VPN Router

Home Advanced k0 3 Status

Firmware Upgrade

There may be new firrmware for your DI-804HY to improve functionality and performance.
Click here to check far an upgrade aon aur support site.

The upgrade procedure takes about 20 seconds. Matel Do not pawer off the unitwhen itis
heing upgraded. When the upgrade is done successfully, the unit will be restarted
automatically.

Current Firmware Version: V1.41h08
Firmware Date: Thu, Jun 30 2005

| |[ Browse... |

@ 9O

Apply Cancel Help




I Firmware

- Home Advanced (115

Ping Test
Ping Testis used to send "Ping" packets to testif a cormputer is on the Internet.

Haost Mame ar IP address |

Restart Device
Rehoots the DI-804HY.

Block WAN Ping

When you "Block WAR Ping”, you are causing the public WARN IP address on the DI-804HY to not
respond to ping commands. Pinging public WAN IP addresses is a common method used by
hackers to testwhether your WAN IP address is valid.

Discard PING from WAN side ' Enabled & Disabled

SPI mode
You can setup this itern ifyou want to enakle SPI mode.

0 Enabled @ Disabled

[oS Protection
O Enabled @ Disabled

UPnP Setting
You can disahle or enable UPnP functions at anytime.

@ Enabled O Disabled

VPN Pass-Through
Allowrs WPM connections to work through the DI-804HY.

PPTP (& Enabled O Dizabled
IPgec & Enabled O Disabled

XBOX Support
You can disahle or enable ¥BOX functions at anytime.

O Enabled & Disabled

XBOX Support
You can disable or enable XBOX functions at anytime.

0 Enabled & Disabled

Non-standard FTP port
You have to setup this item ifyou wantto access an FTP serverwhose port number is not 21,

Pat ]
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Broadband VPN Router

'Advanced = Tools [ G T m

Device Information
= Firmware Version: V1.41b08, Thu, Jun 30 2005
' LAN

MAC Address 00-0F-30-14-46-E9
IP Address 1921681013
Device Info Subnet Mask 255.255.256.0

DHCP Server Enahled
- WAN
MAC Address 00-0F-3D-14-45-E8
DHCP Client Disconnected.

Connection

- '

I— 1 I DHCP Renew H DHCP Releasze
VPN Stat

Remaining Lease Time 00:00:00

[rr— IP Address 0.0.0.0
Subnet Mask 0.0.0.0

Gateway 0.0.0.0
Domain Name Server 0.0.0.0

Peripheral
Dial-up Modem Mot ready

Device Time: Thu Jun 30 03:12:21 2005

Help
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Broadband VPN Router

Lo

g
l—.
Stats

o
VPN Status
i —r—

" Home Advanced

staus  [CETHN
View !_mg. .

View Log displays the activities occurring on the DIFS04HY, Click on Log Seftings for advance
features.

Firzt Page ” Last Page PrewvioL: et o
Help

FPage 11

Wak Type: Dynamic IP Address (1 .41b08)
Display time: Thursday June 30, 2005 03:13:12

Thursday June 30, 2005 00:34:29 Restarted by 192.168.0.111

Thursday June 30, 2005 02:82:26 DOD:TCR trigger from 192.168.10.111:4408 to
192.168.0.249:6003

Thursday June 30, 2005 02:52:26 DHCP: discover{My Hosh

Thursday June 30, 2005 02:52:30 DHCP: discover{My Host

Thursday June 30, 2005 02:52:38 DHCP: discover{My Host)

Thursday June 30, 2005 02:42:54 DHCP:discaveriMy Hast)
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Broadband VPN Router

" Home Advanced Tools Status m

Traffic Statistics
Traffic Statistics display Receive and Transmit packets passing through the DI-804HY.

— (+)
Help
I Receive Transmit

WAN 0 Packets 4 Packets

LAN 9145 Packets 1408 Packets

Stats

po—
p—

VPN Status

Active Sessions
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Broadband VPN Router

wvice Info

VPN Status

" Home Advanced Tools Status m

VPN Status
VPN status display ¥PM connection state.

[ Retresh | [ vPM sefting...

Remote Metwark Lacal Metwark
Marme E:Pb’“dct"nissb IP Addressi Type  State T'TI';EE Drap
S Subnet Mask
Gatewsay
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Broadband VPN Router

T

: !
.
VPN Status

Active Sessions

" Home Advanced Tools Status m

Active sessions
Active sessions displays the current status of NAT active sessions on the DI-304HY,

Help

First Page ] [ Last Page

Page 1/1

Internal Prat. External MAT Titme-aut
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Broadband VPN Router

Home Advanced

Home

Setup Wizard
WAN Settings
LA Settings
DHCP Server
WP

Advanced

& Virtual Server
Special Applications
Filters
Firewwall Rules
SMMP
DDME
Fouting
DMZ

Tools

& Administrator Settings
System Time
Systern Settings
Firrrweare Upgrade
Mizcellaneaus lterms

Status

e« Device Information
« [ 0g
e Traffic Statistics

FAQs

Tools Status

Help




