Address | €] http: /192, 168.0.1f v B

D-Link

Buliimg Networks for Peopie DI_804HV
Broadband VPN Router

LT Advanced  Tools Status Help

Setup Wizard

The DIB04HY is an Ethernet Broadband YPN Router ideal for home networking
and small business networking. The setup wizard will guide you to configure the
DI804HY to connect to your ISP {Internet Service Provider). The DI804HV's easy

Wizard setup will allow you to have Internet access within minutes. Please follow the
setup wizard step by step to configure the DIS04HY.

o

DHCP o

Help

LEE

VPN
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Broadband VPN Router

Advanced Tools  Status

Please select the appropriate aption to connect to your ISP,

@@ Dynarmic IP Address Choose this option to obtain an IP address automatically
frarm your ISP, (For most Cable modem users)
3] Static IP Address Choose this option to set static IP information provided to
Wizard you by your [SP.
@] PPFoE Choose this option ifyour ISP uses PPPoE. (For most DSL
sers)
WAN : :
¢ Diakup Metwark T surfthe Internet via PETRIASDM.
[ (7 Others WA Type for PPTR, L2TP and BigPond Cable connectto
LAN ISP.
- Dynamic IP Address
DHCP
Host Mame | | (Optional)
BT MAC Address o s Ll Leo Lleg L |
VPN ' ' '
[ Clone MaC sddress |
Primary DMNS Address 0000 |
Secondary DNS Address [0.00.0 |
MTU 11500
Auto-reconnect O Enahled & Disahled
Change the TTL value ® Enabled O Disabled
Auto-hackup () Enabled & Disahled

9 OO

Apply Cancel Help
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Broadband VPN Router

Home [ 0CUVELT-T Tools Status Help

WAN Settings

Flease selectthe appropriate option to connect to your ISP

) Cwynamic IP Address
® Static IP Address
() PPPoE

¢ Dial-up Metwark
) Others

Static IP Address

IP Address

Subnet Mask

ISP Gateway Address
Frimary DMS Address
Secondary DME Address
WTL

VAR keep-alive
Change the TTLvalue
Auto-backup

Choose this option to obtain an IP address automatically
frarm your ISP, (Far most Cahle modem users)

Choose this option to set static IP information provided to
wou by your [SP.

Choose this option ifyour ISP uses PPFPOE. (For most DSL
users)

To surfthe Internet via PSTRASDM.

VAR Type for PPTP, L2TP and BigPond Cahle connect to
ISF.

0.0.0.0

285 255 25510

0.0.0.0

|
|
0000 |
|
|

0.0.0.0

500 |

(O Enabled & Disabled
& Enabled O Disabled
(O Enabled & Disahled

9 9O

Apply Cancel Help
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VPN
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VAN 3 elTings

Advanced

DI-804HV
Broadband VPN Router

Tools  Status

Please select the appropriate option to connect to your ISP,

3 Dynamic [P Address
a Static IP Address
(& PPPoE

O Dial-up Metwark
() Others

-

el cthernet

Liser Mame
Fassword

Fetype Password
Service Mame

IP Address

Prirmary DS Address
Secondary DMNS Address
Maximum Idle Time
A TL

Connect mode select
Change the TTL value
Auto-backup

Help

Choose this option to obtain an IP address automatically

frorm your ISP, (For most Cable modem users)

Choose this option to set static IP information provided to

vou by yaur ISP,

Choose this option ifyour ISP uses PPPoE. (For mast DSL

users)
To surfthe Internetvia PSTHASDM.

WaN Type for PRTR, L2TP and BigPond Cahble connect to

ISP.

(& Dynarmic FPPoE ) Static PPPoE

|
|
i
| | (Optional
|
|
|

5 Minutes

O Always-on O Manual @ Connecton-demand
& Enabled O Disabled

O Enabled @ Disabled

9 90O

Apply Cancel

Help
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Wizard

WAN

DHCP

EE

VPN

Broadband VPN Router

Home  Status

VAR M G .
VAN Setfings

Flease select the appropriate option to connect to your ISP,

3 Dynamic IF Address Choose this option to obtain an IP address automatically
from your ISP, (For most Cable modem users)

[ 3] Static IP Address Choose this option to set static IP information provided to
you by yaur ISP,

) PPFoE Choose this option ifyvour ISP uses PPPoE. (For most DSL
USErs)

& Dial-up Metwork To sutfthe Internet via PSTRIASDM.

& Cthers Vst Type for PPTR, LZTP and BigPond Cahble connectto
ISP,

L MNetwaorl

ne-1
Lridl

Dial-up Telephone | |

Dial-up Account | |

Dial-up Password [semevnenns |
Retype Password (eessvvenes |
Primary DMS 0000 |
Secondary DMS o000 |
Aszsigned IP Address | | (Optional)

Exira Seftings | |

Authentication methaod Ao L

Maximum ldle Time |5 Minutes
Baud Rate IEEDD * | bps

Connect mode select O Always-on O Manual & Connect-on-demand

Change the TTL value %) Enabled O Disabled

9 OO

Apply Cancel Help
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Wizard

WAN

DHCP

EE

VPN

WATA R £ L .
WAN Settings

Advanced Tools

DI-804HV
Broadband VPN Router

Status

FPlease selectthe appropriate option to connect to your 3P,

() Dynamic IP Address

@) Static IP Address
FPPoE

Dial-up Metwork
Others

® 0 O

® PPTP
O L2TP
0 BigPond Cable

by [P Address

My Subnet Mask

My Gateweay

Serer IPMMName
PPTF Account

PPTF Password
Retype Password
Connection 1D
Maximum Idle Time
ML

Cannect mode select
Change the TTLvalue
Auto-hackup

Help

Choose this option to obtain an IP address automatically

fromyour ISP, (For most Cable modem users)

Chaoose this option to set static P infarmation provided to

wou by your ISP,

Chaoose this option ifyour ISP uses PPPoE. (For most DSL

users)
Tao surfthe Internetvia PSTRIISDM.

WAM Type for PPTP, LZTP and BigFond Cable connect to

ISP,
ffar Europe and Russia use anly

ifor specific ISPs use anky)

(for Australia use only)

) Dynamic IP & Static 1P

0000

|255.255.255.0 |

(0000 |

| | (Optional

[= | Minutes

=

O Always-on O Manual & Connecton-demand
@ Enabled O Disabled

C Enabled @ Disabled

9 O O

Annlv Cancel

Heln
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Broadband VPN Router

Advanced Tools Status Help

LAN Settings
The IF address ofthe DI-804HY.

IP Address 1192.168.0.1 |

Subnet hask |255.255.255.0 |

Wizard Dormain Mame |

|
@ 90

Apply Cancel Help

LAN
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Broadband VPN Router

Status Help

Tools

Home [LUCUVELGLT
DHCP Server
The DI-804HY can he setup as a DHCP Server to distribute IP addresses to the LAMN network.

DHCP Senver
Starting IP Address
Ending IP Address

Leaze Time

® Enabled O Disabled
192.168.0,/100

1921680199
|1 WEEK v

Static

OHCE

Static DHCP is used to allow DHCP serverto assign same IP to specific MAC address.

2 Enabled O Disabled

DHCP

Mame | |

IP Address 192_153_0,-

wacaduress| [ L[ 1} [ ]

DHCP Clignt |-- zelect one -- v| [Clu:une]
9 O 0O
Apply Cancel Help

atic DHCP Clients List
MHarme IF Address MAC Address
Dynamic DHCP Clients List
Host Mame [P Address mMAC Address Expired Time




D-Link
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Broadband VPN Router

Home [ UCIELIT B T

VPN Setlings

Status

ftem Setting
WP [] Enakle
MetBIOS broadoast [] Enable
Max. number oftunnels 1
| 1] Tunnel Name Method
1 | IKE w | [I‘-.ﬂu:nre ]
2 | | e ] [were)
3 | | (We (] [vre]
4 | | | IKE w | [I‘-.ﬂu:ure ]
G g | | | IKE v | [mare |
[ Previous page ][ Mext page ]
| Dynamic PN Seftings. || L2TP Server Sefting.. || PPTP Server Sefting..

]

[ iew PN Status., |

9 9

Apply Cancel

O

Help
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VPN Settings

Home [ UCIENTD

- Tunnel ‘

tem

Tunnel Mame
Angressive Mode
Local Subnet
Local Metmask
Remate Subnet
Remote Metmask

Remote Gateway

IKE Keep Alive
(Fing IF Address)

Preshare Key

Extended Authentication
GALITH)

IPSec NAT Traversal
Alto-recaonnect
Remaote ID

Local ID

|IKE Proposal Index

IPSec Proposal Index

Broadband VPN Router

Tools ‘Status Help

Setting

|

[lEnable
TR
|
[ C—

|
[1Enable

Server mode =et Local user
Client mode

UserNamel
Password |

[]Enakle
[ClEnahkle

Type |IP Address W

Value| |

Type |IP Address

Value} |

[ Select IKE Proposal.. ]

[ Select IPSec Proposal... ]

O & © O

Back Apply Cancel Help
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L Advanced Tools Status Help

VPN Settings - Tunnel 1 - Set IKE Proposal

Item Setting
IE Froposal index - Empty -

Wizard Remove

ID Proposal Mame DH Group  Encrypt algaorithm Auth algorithme Life Time  Life Time Unit

1| | Group1 v|  |3DES ¥ | IsHa1 w| |0 | [sec. ¥
2 | | |Group1 |w|  |3DES | |sHa1 & |0 E
3 | | |Group1 [w|  |3DES v IsHat & 0 | |sec. |
4 | | Group1 w|  |3DES ¥ | lsHat v 0 | [sec. ¥
5 | | Group1 v|  |3DES ¥ IsHa1 w| |o | |sec. |
e _ B | | |Group1 |w|  |3DES | IsHa1 & |0 E
7 | | |Group1 [w|  |3DES v IsHa1 »|  |D | |sec. ¥
3 | | Group1 w|  |3DES ¥ | EE | |zec. ¥
g | | Group1 v|  |3DES ¥ | IsHa1 » | |D R
10 | | |Group1 [w|  |3DES | IsHa1 »| |0 NE

Proposal ID | -- select one - W | [ Sdd to ] Proposal index

Q @ VO

Back Apply Cancel Help
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TP B Advanced | Tools Status Help
MR Sttiboe “FuNNET T SetIDNEE Piaboeal e _
ftem Setting
IPSec Proposal index - Empty -
Remove
Proposal Encap Encrypt Auth Life Life Time
D Name DHGIOUR  votacal  algorithm algorthm Time  Unit
| ||more || |EsPw|  |aDES | [Mome (v o | |sec. |
7 | ||More  w| |ESP w|  [3DES w| [Mome v |D | |sec.
| ||More  »| |EsP v|  |aDEs %|  [Mome v o | |sec. ¥
4 | ||mone v | |ESP v|  [3DES | |Nome v |0 | |sec. v
VPN ] | ||Nu:une v| |ESF‘ v| |3DES v| |Nnne v| ||:| | |Sec:. v|
B | |Mone v | |ESP w|  [3DES | [Momre v D | |[sec. ¥
| ||More  »| |EsP v|  |aDEs %|  [Mome v o | |sec. ¥
8 | ||mone v | |ESP v|  [3DES | |Nome v |0 | [sec. v
9 | ||more || |ESP w|  |aDES |  [mome (v o | |sec. |
10| ||More  w| |ESP w|  [3DES w| [Mome v |D | |sec.
ProposalID - select one - | [ A to ] Proposal index
Back Apply Cancel Help
- il
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Home [.U i Tools  Status Help

VPN ;‘:-Hiil.‘-'_!f _Dynamic VPN Tunnel

ftem Setting
Tunnel Mame
Dynamic YPN ] Enable
Local Subnet
Local Metrmask lﬁ:l_.l:l |
Preshare key | |
Extended Authentication [Enable Server mode | St Local user..
A UITH)
IKE Proposal index [ Select KE Proposal.. |
IPSec Proposal index [ Select IPSec Proposal... ]
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Broadband VPN Router

Home [.CUELTLN Tools Status Help
VPN Settings - xAUTH - Set local user
I User name Password
1 | | | |
; | | | |
3 | | | |
4 | | | |
5 | | | |
: | | | |
7 | | | |
8 | | | |
e | | | |
VEX 10 | | | |
&, o
Back Apply Cgel Help
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Broadband VPN Router

Advanced Tools Status

Item Setting
LITP Server []Enakle
Virual IP of L2TP Server o o IE 1
Authentication Protacal @ pap (CHAP O MSCHAP
MPPE Encryption Maode [CJEnakle
Tunnel Setting
Tunnel Marme | |
Llser Mame | |
Password | |
K
Back Apply Cancel Help
Tunnel Mame Liser Name Password

Broadband VPN Router
Help

ftem Setting
PPTP Server [CJEnahle
virtual IP of PPTP Server ho o o |1
Authentication Protocal ®Par O cHAP O MSCHAP
MPPE Encryption Mode [JEnable

Tunnel Setting

Tunnel Mame | |

Liser Mame | |

Paszword | |

O 9 VO
Back Ap

ply Cancel Help

Tunnel Matme serMame Fassword
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| Home [ UWYTY®R Tools  Status Help

Virtual Server
Wirtual Server is used to allow Internet users access to LAN services.

(JEnabled ) Disabled

Marne | |
Virtual Server Private IP 192.168.0] |
Protocol Type @
Frivate Port :|
Public Port | E—
- Schedule O Always
e O From  Time|00 ¥ 100 % Tp[00 v 00 v|

da-,,.-|5un V|tg|8un V|

SNMP a *';3 o

Apply Cancel Help

DDNS

-;;"::h; 1l Server List

Marne Private [P Protocal Schedule
WOMES Virtual Server FTP 0.0.0.0 TCP21/21  always El]
virual Server HTTP 0.0.0.0 TCPB0/80  always Ed|
Vittual Server HTTPS 0.0.0.0 TCF 4431443 always EX ]
Vittual Server DMG 0.0.0.0 UDP 53753 abways EA ]
virtual Server SMTP 0.0.0.0 TCP 25025  always ]
virtual Server POP3 0.0.0.0 TCP1100110  akways (4 Tl
virtual Server Telnet 0.0.0.0 TCP 23123 abways (4 il
IPSec 0.0.0.0 TCP 500500 always B4
FPTF 0.0.0.0 TCPATZIN Gvays [
1723
DCS-900,DCE-1000 0.0.0.0 TCPE0/80  always EA |
DCS-2000,DCE-5300 0.0.0.0 TCP 800/ 800 always Ed|
UDF 5002- o~
DCS-3120 0.0.0.0 500345002-  abways (4l

5003
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I v

irtual Server

Application

' DDNS

Routing

DMZ

0

I s

LI Advanced

Broadband VPN Router

Tools Status  Help

":1"~r.-l§'-:|..'-al'!'i.i'-.-;i.!"'lt
L} -y
Special Application iz used to run applications that require multiple connections.

) Enabled O Disabled

Mame |

Trigger Port | |-| |

Trigoer Type @

Public Ports | |

Puhlic Type
@ O 0
Apply Cancel Help

Special Application List

Mame Trigger Public Paort

Battle.nat 5112 B112 4 il
Dialpad 7178 51200-51201 51210 Ed]

2000-2038,2050- =3 %

[ 2038 2051,2069,2085 3010-3030 0l
;“fn“éGam'”g 4724 2300- 2400, 28800-29000 Bl
PC-to-Phone 12053 1712012122,24150-24220 4 i
Quick Time 554 EO70-6399 Ed ]
OVC-1000 iZeve 1720 15328-15333 Ed ]
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m Advanced [ lE Status Help

Filter
Filters are used to allow or derny LAN users from accessing the Internet.
®IP Filters O URLBlocking () IPSec Filter

O MAL Filters () Domain Blacking

Virtual Server IP Filter
Llse [P Filters to dery LAM P addresses to access the Internet.

—
—

Application O Enabled O Disabled
IF Address | -| |
Filter
Port Range | || |
Protocal TCP
Firewall I ”
Schedule O Ahways
SNMP © From  Time |00 ¥ 00 ¥[To|00 ¥ j00 v|

day|5un V|mi5un V|

DDNS a '@ o

Apply Cancel Help

Ll i

Routing
IP Filter List

IP Range Frotocal Schedule
DMZ & TCP 20-21 always B ﬁf
— * TCP 80 always EX|
QoS * TCP 443 Always @ rl]
* UDP 53 always Eh ]
* TCP 25 always E4|
* TCP 110 always E3T|

- TCF 23 always (4 T
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Virtual Server

Application

i
o

n
=
9

" Firewall

SNMP

DDNS

Routing

il

[~
M

QoS

m Advanced

Tools Status Help

iy
Filters are used to allow ar deny LAMN users from accessing the Internet.
(O IPFilters @ URLBlocking O IPSec Filter

) MAC Filters () Damain Blacking

URL Blocking
Blockthose URLs which cantain keywards listed helow.

JEnabled & Disabled

= Empt':l.' =

9 9O

Apply Cancel Help
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Broadband VPN Router

m Advanced [ lE Status

e
Filters are used to allow ar deny LAN users from accessing the Internet.
OIPFilters O URLBlocking (&) IPSec Filter

) MAC Filters ) Domain Blocking

Virtual Server IPSec Filters
IJze MAC address to allow or deny computers to access the IPSec Tunnel.

viaisemer |
 E—

g

(=) Disabled IPSec Filters

3 Only allow computers with MAC address listed below to access the IPSec Tunnel

LL {3 Only deny computers with MAC address listed below to access the IPSec Tunnel

Firewall Marme | |

wsc agaress [ 1 1[I 1[I ]

S DHCP Client!-- zelect one -- v| [Clnne]

DDNS a a o

Apply Cancel Help

Ilol.l'“rlﬂ IPSec Filter List

MHarme MAC Address

L di

=]
7]
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m Advanced Tools Status

Filter

Filters are used to allow or deny LAMN users from accessing the Internet.
(OIPFilters (O URLBlocking O IPSec Filter
® MAC Filters O Domain Blocking

Virtual Server MAL Filters
Lse MAC address to allow or deny computers to access the network,

& Disahled MAC Filters
3 Onlyallow computers with MAC address listed below to access the netwark

) Only deny computers with MAC address listed below to access the network

I wal

MName | |

macaddress| [ L[ | 1]

s DHCP Clientl-- zelect one -- v| [Clcune]

oons 9 OO0

Apply Cancel Help

Ll

Routin 5
9 MAC Filter List
Marme MAC Address
DMz
—_—
QoS
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| Home PUIZTITTR Tools  Status Help

Filter
Filters are used to allow or deny LAN users from accessing the Internet.
O IPFilters O URLBlocking O IPSec Filter

O MAC Filters (%) Damain Blocking

I 1 = =
Virtual Server Domain Blocking
(= Disabled
Application ) Allow users to access all domains except "Blocked Domains”,

Blocked Domains

- Empty -

1t

Firewall

SNMP ) ) )
() Deny users to access all domains except "Permitted Domains”.

Permitted Domains

DDNS

i Emp‘t-TI or
Routing

DMZ

= 9 9 O

Apply Cancel Help
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m Advanced [ CTIEETETTTE Help

~ Firewall Rules
Firewall Rules can he used to allow or deny traffic from passing through the DI-804HY,

O Enabled O Disabled

Mame |
Virtual Server Action O allow O Deny
Interface  IP Start IP End Protocol  Port Range
Source | 0 |
Destination |+ “ | i | [t M| | H |
Schedule 0 Alweays

O From  Time|00 |00 ¥ [Tp|00 v |00 v

.ja-,,r|8un V|tn|5un V|

SNMP a Q o

Apply Cancel Help

Firewall

Ll

*  DDNS
Firewall Rules List
Action Mame Source Destination Protocol
Routing Allow Ping WAk port LT WWAR [P >
Deny Default o LAR* o
DMZ Allovy Default LAR * B *ik
P
QoS
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| Home P UWYYTTH Tools  Status Help

SNMP
Ilze Simple Metwark Management Protocol{SMMP) for DI-204HY management purposes.

SMMF Local & Enabled O Disabled
SMMP Remote ) Enabled & Disabled
Virtual Server Get Camtrunity ‘public |
Set Community |private |
Application P 1 | |
IP 2 | |
Filter
IF 3 | |
Firewall i | |
SHMP Yersion O @Eyze
SNMP !i o
.
'  DDNS Apply Cancel Help
I—'-
Routing
—_—
DMZ
-.
QoS
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m Advanced W LE Status

Dynamic DNS
se Dynamic DMES ifyou want to use your DDOMS account.

DDME @ Disabled O Enabled
Provider DynDME oraCynamic) s
Virtual Server Lastiigimea LD S orgDynamic)

Username f E-mail

Application Passward f Key

Filter a @ o

Apply Cancel Help

L

I Routing

I DMZ

QoS5

Lo}
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| Home EUWZUITTE Tools  Status Help

" Routing Table
IJze the Routing Table for routing purposes within your local netwark.

Dynamic Routing & Disable (O RIPYl O RIPYZ

D Destination Subnet Mask Gateway Hop Enable
El

Virtual Server

e
= |
J—
—

Application

Filter 4

I

AENEEANNME

@ O 0O

Apply Cancel Help

Routing

I DMZ

QoS
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Virtual Server

Application

Filter

Firewall

DDNS

Routing

—
i
pr—
—
p—
i

DMZ

QoS

m Advanced 0D Status Help

DMZ
DMZ(Demilitarized Zone) is used to allow a single computer on the LAN to be exposed to
the Intermeat.

C Enabled & Disabled

IF Address 192.168.0. |

Apply Cancel Help
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B CTh e Tools

Administrator Settings

Administrators can change their login password.

Administrator (The Login Mame is "admin™)

Old Password |

Mew Pasgsword |

Recanfirm Passwnrd|

Ilzer (The Login name is "user”

Mew Password |

Recanfirm Passwnrd|

Remote Management

Let administrator perform administration task from remote host.

O Enabled & Disabled

IP Address 0.0.0.0

Port|g0

Status  Help

B+

Apply Cancel Help
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BTN Advanced

Tools Status Help
RS . —
Q08 Control allove users to control network traffic with different priority.

& Physical Port () Metwark Part

O Enabled (& Disabled
Priority
PORT 2 Marmal %
PORT 3 | Mormal |
; FORT 4 Mormal
J—

@ OO
SNMP Apply Cancel Help

DDNS

Routing

Ll

MZ

4
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Yirtual Server

Application

Filter

Firewall

SNMP

DDNS

Routing

LLEERHE

-
N

QoS

DI-804HV
Broadband VPN Router

‘Tools

Help

SLIITN Acvanced
oS Control . o

G0S Control allow users to control network traffic with diferent priority.

(O Physical Port & Metwork Port

(O Enabled @ Disabled
O Enabled O Disabled

MNarme | | <= | Select Application v |
Prinrity [High o~
IP Start IP End Protocal FPaort Range
LAM Interface | | | | IEI |:|_|:|
WiAN Interface | | | [ ]
Schedule O Always
© From  Time |00 {00 ¥ Tq|00 v |00 |
day!Sun V|tn|5un v|
9 © 0O
Apply Cancel Help
o5 Rules List

LAMN AN

Bl B S ProtocoliPorts ProtocoliPorts

Wil IP Range

e
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Home  Advanced [l (SN Status  Help

;;;:[;19 DI-804HY system time.
Device Time : Thu Apr 27 00:12:22 2006
(33 Enahle NTP
Default MTF Server
| |{0ptinnalj
Time Zone
| (GMT-D8 00)Pacific Time (US & Canarla) v |

Time

{7 SetDevice Date and Time

System vear: | 2006 | month:| &or ¥| Day |27 v
Haour: |00 % ru1inL|tE: Secnnd:

Daavlight Saving

r .
Misc ) Enable & Disable
Start|Jan v | |01 | End|Jan v | (01 v

[

Firmware

@ 9 0O

Apply Cancel Help
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[

Time

System

Firmware

il
p—

Misc

D-Link

Bulsdmg Networks for People

Home Advanced

Broadband VPN Router

Tools

Save Settings To Local Hard Drive

Backup Setting

Load Settings From Local Hard Drive
| [[Browse... |

Restare To Factory Default Settings
[ Reset to Default ]

Help

DI-804HV
Broadband VPN Router

(il

System

Firmware

.I [ [E1 |

Home Advanced

Tools

There may be new firmware for your DI-804HY to improve functionality and performance.
Click here to check for an upgrade on our support site.

The upgrade procedure takes about 20 seconds. Mote! Do not power off the unitwhen it is
heing upgraded. When the upgrade is done successfully, the unitwill be restarted
automatically.

Firmware Upgrade

Current Firmware Version: V1.43h03
Firmware Date: Thu, Apr 27 2006

| |[ Browse . |

9 9 0

Apply Cancel Help
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TP U]l Tools Status  Help

Fing Testis usedto send "Ping" packets to testifa computer is on the Internet.

Host Marme of IP address |

Restart E»_. ~

Reboots the DI-804HY.

I_‘ Block WAN FPing : ; ;
When you "Block WAR Fing", you are causing the public Warkl IP address on the DI-804HY to not
respond to ping commands. Pinging public Wiakl IP addresses is a comman method used by
|_ hackers to testwhether your WAM 1P address is valid.
Firmware

Discard PING frorm WaN side O Enabled & Disabled
Misc

=H Imode

You can setup this itern ifyou want to enahle SPImode.

) Enabled & Disabled

DoS Protection

) Enabled & Disabled

UFnF Setting

You can disahle ar enahle UPAP functions at amtime.

& Enabled © Disabled

DM D Thri
VPN Pass-TI 1

Allows VPM cnnnec.tiuns to work through the DI-804HY.

FPTF & Enabled O Disabled
IPsec & Enabled O Disahled

You can disahle or enable XRBOX functions at amytime.

) Enabled & Disabled

You have to setup this iterm ifyou want to access an FTP serverwhose port numberis not 21.
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Firmware Version: V1.43b03, Thu, Apr 27 2006

MAC Address 00-13-46-E0-GB-59
IP Address 192 168.0.1

Device Info Subnet Mask 255.255.255.0

DHCP Server Enabled

WAN

. - - - - -
- MAC Address 00-13-48-E0-6B-58

DHCP Connecting....
-

Comnection | [ DHCP Release
VPN Status
Remaining Lease Time 00:00:00
l— IP Adidress 0.0.0.0
Active Sessions Subnet Mask 0.0.0.0

Gateway 0.0.0.0
Domain Name Server 0.0.0.0

Peripheral
Dial-up Modem Mot ready

Device Time: Thu Apr 27 00:14:04 2006

Help
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Wiew Log displays the activities occurring on the DI-804HY, Click on Log Seftings for advance

features.
- Firzt Page ] [ Last Page Previous [Nex‘t] [Clear ] [ Log Settings o
Device Info Help
Page 174
L
o9 WAN Type: Dynamic IP Address (/1 .43003)
Display time: Thursday April 27, 2006 00:14:14
R
Thursday April 27, 2006 00:00:01 DOD:triggered internally
: Thursday April 27, 2006 00:00:01 DHCP:discoverihy Host)
f VPH Status Thursday April 27, 2006 00:00:05 DHCP: discoveriiy Host
Thursday April 27, 2006 00:00:13 DHCP:discoverihy Host)
Thursday April 27, 2006 00:00:28 DHCP:discoverihy Host)
I il 27, 01 ‘i i
Activa Ses Thursday April 27, 2006 00:01:01 DOD:triggered internally

Thursday April 27, 2006 00:01:01 DHCP:discoverihy Host)
Thursday April 27, 2006 00:01:05 DHCP:discoverihy Host)
Thursday April 27, 2006 00:01:13 DHCP:discoverihy Host
Thursday April 27, 2006 00:01:28 DHCP: discover{hy Host)
Thursday April 27, 2006 00:02:01 DOD:triggered internally
Thursday April 27, 2006 00:02:01 DHCP:discoverihy Host)
Thursday April 27, 2006 00:02:05 DHCP:discover(hy Host)
Thursday April 27, 2006 00:02:13 DHCP:discoverihy Host)
Thursday April 27, 2006 00:02:28 DHCP:discoverihy Host)
Thursday April 27, 2006 00:03:01 DOD:triggered interally
Thursday April 27, 2006 00:03:01 DHCP:discoverihy Host
Thursday April 27, 2006 00:03:05 DHCP:discoverihy Host)
Thursday April 27, 2006 00:03:13 DHCP:discoverihy Hosth
Thursday April 27, 2006 00:03.28 DHCP: discover{hy Host)
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Loqg Settings

Logs can be saved by sending itto an admin email address orto a syslog server.

Log Type System Activity
Debuy Infarmation

Device Info Aftacks
Dropped Packets
Motice
Log E-mail Alert
E-rmail To: | || Send Mail Mow

E-mail Subject. | |

il

Canfirm Passwoard

E-rmail From:
VPN Status SMTP Server [ IP Address | |
lJser name | |
Active Sessions
Fasgword | |
|

Syslog Account
Syslog Server IP Address | | © Enabled @ Disahled

Sawe Loy File To Local Hard Drive

9 9 O

Apply Cancel Help
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Device Info

-
p—

Lag

Stats

I VPN Status

ﬁcﬂv«a Sessions

D-Link

Bulimg Metworks for People

Device Info

Log

——

VPN Status

| ; .
Active Sessions

Advanced Tools Status

T1 .;5‘2_:'-' 'xl'.aff"-_i_::' :

Traffic Statistics display Receive and Transmit packets passing through the DI-804HY.

@

Help
Feceive Transmit
WAN 0 Packets 60 Packets
LAN 1502 Packets 1077 Packets

DI-804HV
Broadband VPN Router

status [T

Advanced Tools

WM status display YPR connection state.

Refresh || PN setting..

Rermote Metwark Local Metwark

Mame E!PbAdI:tirhjSS{cr IF Addressr Type  State T';L;EE Drop
Hanet =S Subnet Mask
Gateway
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At - =
ACTive Sessions

Active sessions displays the current status of BAT active sessions an the DI-204H.

[ First Page ][ Last Page ] Presvious et o
Device Info Help

Page 11

Internal Prot. External [AT Time-out

VPN Status

Active Sessions
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Home

Setup Wizard
Vuah Settings
LAM Settings
DHCP Server
YR

Advanced

= Yirtual Server
Special Applications
Filters
Firewall Rules
ShiniP
COMS
Routing
Dz

Tools

» Administrator Settings
System Time
Swstermn Settings
Firrrmware Lpgrade
Miscellaneous ltems

Status

» Device Information
« Log
& Traffic Statistics

FAQs




