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Section 1 - Product Overview

Package Contents

DIR-850L Wireless AC1200 Dual Band Gigabit Cloud Router

1 Ethernet Cable
_I | Power Adapter

WI-FI Configuration Note

If any of the above items are missing, please contact your reseller.

Note: Using a power supply with a different voltage rating than the one included with the DIR-850L will cause damage and void the warranty
for this product.
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Section 1 - Product Overview

System Requirements

« An Ethernet-based Cable or DSL modem
« |[EEE 802.11ac, 802.11a, 802.11n or 802.11g wireless clients
- 10/100/1000 Ethernet

Computer with the following:
+ Windows®, Macintosh, or Linux-based operating system
+ An installed Ethernet adapter

Browser Requirements:
« Internet Explorer 7 or higher
« Firefox 3.5 or higher
- Safari 4 or higher
+ Chrome 8 or higher

Windows® Users: Make sure you have the latest version of Java
installed. Visit www.java.com to download the latest version.

« iPhone/iPad/iPod Touch (iOS 3.0 or higher)
+ Android device (1.6 or higher)
- Computer with the following browser requirements:
« Internet Explorer 7 or higher
- Firefox 3 or higher
« Safari 5 or higher
« Chrome 5 or higher

iPhone, iPad, and iPod touch are registered trademarks of Apple Inc. Android is a trademark of Google, Inc.
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Section 1 - Product Overview

Introduction

Now you can monitor and manage your home network right from your laptop, iPhone®, iPad®, or Android™ device. The cloud-
enabled router can be configured to send an email to keep you informed anywhere, anytime when new devices are connecting
to your network or unwanted access is detected. Monitor in realtime websites that are being visited with recent browser history
displayed on the mydlink™ Lite app — which is great for parents. The D-Link Cloud Service can detect and block unwelcomed
guests who try to get into your wireless network and suspicious activities will be displayed right on your mydlink™ Lite app
or browser.

The D-Link DIR-850L is a IEEE 802.11ac compliant device that delivers up to 3 times faster speeds than 802.11n while staying
backward compatible with 802.11a/g/b devices. Connect the DIR-850L to a Cable or DSL modem and provide high-speed Internet
access to multiple computers, game consoles, and media players. Create a secure wireless network to share photos, files, music,
videos, printers, and network storage. Powered by the 802.11ac technology and equipped with six internal antennas, this router
provides superior wireless coverage for larger homes and offices, or for users running bandwidth-intensive applications. The
DIR-850L also includes a 4-port 10/100/1000 Gigabit switch that connects Gigabit wired devices for enjoying lag-free network
gaming and faster file transfers.

D-Link has created SharePort™ technology to bring more flexibility to your network. With SharePort™ technology, you can
connect a USB printer and share it throughout your network. You can also share a USB storage device, providing network
storage for everyone to share.

With some routers, all wired and wireless traffic, including VolP, Video Streaming, Online Gaming, and Web browsing are mixed
together into a single data stream. By handling data this way, applications like video streaming could pause or delay. With the
D-Link Intelligent QoS Technology, wired and wireless traffic are analyzed and separated into multiple data streams.

The DIR-850L supports the latest wireless security features to help prevent unauthorized access, be it from over a wireless
network or the Internet. Support for WPA™ and WPA2™ standards ensure that you will be able to use the best possible encryption
regardless of your client devices. In addition, this router utilizes Dual Active Firewalls (SPl and NAT) to prevent potential attacks
from across the Internet for the ideal centerpiece for your wireless network in the home or office.
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Section 1 - Product Overview

Features

« Ultimate Fast Wireless Networking - The DIR-850L provides up to 300Mbps wireless connection in 2.4GHz band,
900Mbps wireless connection in 5GHz with other 802.11ac and draft 802.11n wireless clients. This capability
allows users to participate in real-time activities online, such as video streaming, online gaming, and real-time
audio.The performance of this 802.11ac wireless router gives you the freedom of wireless networking at speeds
3x faster than 802.11n.

« Compatible with 802.11a/g/n Devices - The DIR-850L is still fully compatible with the IEEE 802.114a, 802.11g
and 802.11n, so it can connect with existing 802.11a, 802.11g and 802.11n PCl, USB, and Cardbus adapters.

« Advanced Firewall Features - The Web-based user interface displays a number of advanced network
management features including:

- Content Filtering - Easily applied content filtering based on MAC Address, URL, and/or Domain
Name.

- Filter Scheduling - These filters can be scheduled to be active on certain days or for a duration of
hours or minutes.

- Secure Multiple/Concurrent Sessions - The DIR-850L can pass through VPN sessions. It supports
multiple and concurrent IPSec and PPTP sessions, so users behind the DIR-850L can securely access
corporate networks.

« User-friendly Setup Wizard - Through its easy-to-use Web-based user interface, the DIR-850L lets you control
whatinformation is accessible to those on the wireless network, whether from the Internet or from your company’s
server. Configure your router to your specific settings within minutes.

* Maximum wireless signal rate derived from IEEE Standard 802.11a, 802.11g, 802.11n and draft 802.11ac specifications. Actual data throughput will vary. Network conditions
and environmental factors, including volume of network traffic, building materials and construction, and network overhead, lower actual data throughput rate. Environmental
conditions will adversely affect wireless signal range.
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Section 1 - Product Overview

Hardware Overview
Connections

USB Port Connect a USB flash drive to share content throughout your network.

WPS Button Press to start the WPS process. The Internet LED will start to blink.

LAN Ports (1-4)  /Connect 10/100/1000 Ethernet devices such as computers, switches, storage (NAS) devices and game consoles.

Internet Port Using an Ethernet cable, connect your broadband modem to this port.

Power Button  |Press the power button to power on and off.

Power Receptor |Receptor for the supplied power adapter.

N & nl A WN =

Reset Button Insert a paperclip in the hole and wait for several seconds to reset the router to default settings.

D-Link DIR-850L User Manual



Section 1 - Product Overview

Hardware Overview
LEDs

1 Power LED A solid green light indicates a proper connection to the power supply. The light will blink green during the
WPS process. The light will blink orange during boot up.
A solid light indicates connection on the Internet port. If the LED is orange, the connection is good but the
2 Internet LED
router cannot connect to the Internet.
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Section 2 - Installation

Installation

This section will walk you through the installation process. Placement of the router is very important. Do not place the router
in an enclosed area such as a closet, cabinet, or in the attic or garage.

Before you Begin

« Please configure the router with the computer that was last connected directly to your modem.

« You can only use the Ethernet port on your modem. If you were using the USB connection before using the router,
then you must turn off your modem, disconnect the USB cable and connect an Ethernet cable to the Internet port

on the router, and then turn the modem back on. In some cases, you may need to call your ISP to change connection
types (USB to Ethernet).

- Ifyou have DSL and are connecting via PPPoE, make sure you disable or uninstall any PPPoE software such as WinPoet,
Broadjump, or Enternet 300 from your computer or you will not be able to connect to the Internet.

D-Link DIR-850L User Manual 7



Section 2 - Installation

Wireless Installation Considerations

The D-Link wireless router lets you access your network using a wireless connection from virtually anywhere within the
operating range of your wireless network. Keep in mind, however, that the number, thickness and location of walls, ceilings,
or other objects that the wireless signals must pass through, may limit the range. Typical ranges vary depending on the types
of materials and background RF (radio frequency) noise in your home or business. The key to maximizing wireless range is to
follow these basic guidelines:

1. Keep the number of walls and ceilings between the D-Link router and other network devices to a minimum -
each wall or ceiling can reduce your adapter’s range from 3-90 feet (1-30 meters.) Position your devices so that
the number of walls or ceilings is minimized.

2. Be aware of the direct line between network devices. A wall that is 1.5 feet thick (.5 meters), at a 45-degree angle
appears to be almost 3 feet (1 meter) thick. At a 2-degree angle it looks over 42 feet (14 meters) thick! Position
devices so that the signal will travel straight through a wall or ceiling (instead of at an angle) for better reception.

3. Building Materials make a difference. A solid metal door or aluminum studs may have a negative effect on range.
Try to position access points, wireless routers, and computers so that the signal passes through drywall or open
doorways. Materials and objects such as glass, steel, metal, walls with insulation, water (fish tanks), mirrors, file
cabinets, brick, and concrete will degrade your wireless signal.

4. Keep your product away (at least 3-6 feet or 1-2 meters) from electrical devices or appliances that generate RF
noise.

5. If you are using 2.4GHz cordless phones or X-10 (wireless products such as ceiling fans, lights, and home security
systems), your wireless connection may degrade dramatically or drop completely. Make sure your 2.4GHz phone
base is as far away from your wireless devices as possible. The base transmits a signal even if the phone in not
in use.

D-Link DIR-850L User Manual 8



Section 2 - Installation

Manual Setup

1. Turn off and unplug your cable or DSL broadband modem. This is required.

Modem @

®

M\@_ !@

2. Position your router close to your modem and a computer. Place the router in an open area of your intended
work area for better wireless coverage.

3. Unplug the Ethernet cable from your modem (or existing router if upgrading) that is connected to your computer.
Plug it into the LAN port labeled 1 on the back of your router. The router is now connected to your computer.
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Section 2 - Installation

4. Plug one end of the included blue Ethernet cable that came with your router into the yellow port labeled
INTERNET on the back of the router. Plug the other end of this cable into the Ethernet port on your modem.

Computer

@ DIR-850L

Modem

(I=E])

5. Reconnect the power adapter to your cable or DSL broadband modem and wait for two minutes.

6. Connect the supplied power adapter into the power port on the back of the router and then plugitinto a power
outlet or surge protector. Press the power button and verify that the power LED is lit. Allow 1 minute for the
router to boot up.

Computer

Modem ———

EER=

7. If you are connecting to a Broadband service that uses a dynamic connection (not PPPoE), you may be online
already. Try opening a web browser and enter a web site. If a solid light indicates connection on the Internet port
and the router can connect to the Internet. If the LED is orange, the connection is good but the router cannot
connect to the Internet.

D-Link DIR-850L User Manual
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Section 2 - Installation

Configuration

There are several different ways you can configure your router to connect to the Internet and connect to your clients:

« D-Link Setup Wizard - This wizard will launch when you log into the router for the first time. Refer to page 14.
- QRS Mobile App - Use your iPhone, iPad, or iPod Touch to configure your router. Refer to page 21
- Manual Setup - Log into the router and manually configure your router (advanced users only). Refer to page 27.

D-Link DIR-850L User Manual
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Section 3 - Configuration

Quick Setup Wizard

If this is your first time installing the router, open your web
browser. You will automatically be directed to the Wizard Setup 8] D-Link - Home & Home: Office
Screen. If not, enter “http://dlinkrouter.local”. Then, press Enter. cC N Ql

If you have already configured your settings and you would like
to access the configuration utility, please refer to page 27.

If this is your first time logging into the router, this wizard will

Sta rt d Utomatlca I Iy- This wizard will guide you through a step-by-step process to configure your new D-Link router and
connect to the Internet.

Step 1: Configure your Internet Connection
Step 2: Configure your Wi-Fi Security

Step 3 Set your Password

Step 4 Select your Time Zone

Step 5: Confirm WI-FI settings

Step 6: mydlink registration

This wizard is designed to guide you through a step-by-step
process to configure your new D-Link router and connect to the
Internet.

Mexk | Cancel |

Click Next to continue.

STEP 1: CONFIGURE YOUR INTERNET CONNECTION

Please wait while your router detects your internet connection type. Router s detecting you Intermet connection type, please wai ..
If the router detects your Internet connection, you may need to enter e
your ISP information such as username and password.

Pres | Tt | Cancel

D-Link DIR-850L User Manual 12



Section 3 - Configuration

If the router does not detect a valid Ethernet connection from the
Internet port, this screen will appear. Connect your broadband modem
to the Internet port and then click Try Again.

If the router detects an Ethernet connection but does not detect the type
of Internet connection you have, this screen will appear. Click Guide me
through the Internet Connection Settings to display a list of connection
types to choose from.

Select your Internet connection type and click Next to continue.

STEP 1: CONFIGURE YOUR INTERNET CONNECTION

Please plug one end of the induded Ethernet cable that came with your router into the port labeled
INTERNET on the back of the router. Plug the other end of this cable into the Ethernet port on your
modem.

.INTERHET

Cable/xDSL
Broadband Modem

‘_) rower S

—

D-Link Wi-Fi Router

STEP 1: CONFIGURE YOUR INTERNET CONMECTION

Routers is unable to detect your Internet connection type.

Cancel Try again Guide me through the Internet connection settings

STEP 1: CONFIGURE YOUR INTERNET CONNECTION

Please select your Internet connection type below:

' DHCP Connection {Dynamic IP Address)
Choose this if your Internet connection automatically provides you with an IP Address, Most Cable Modems
use this type of connection,

" Username / Password Connection (PPPDE)

Choose this option if your Internet connection requires a username and password to get onling, Most DSL
modemns use this connection type of connection,

" Username / Password Connection (PPTP)

PPTP dient.

' username / Password Connection (L2TP)
L=TP client.

' static IP Address Connection
Choose this option if your Internet Setup Provider provided you with IP 2ddress information that has to be
manually configured.

Frey | Mext | Cancel

D-Link DIR-850L User Manual
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Section 3 - Configuration

If the router detected or you selected PPPoE, enter your PPPoE username
and password and click Next to continue.

Note: Make sure to remove your PPPoE software from your computer. The
software is no longer needed and will not work through a router.

If the router detected or you selected PPTP, enter your PPTP username,
password, and other information supplied by your ISP. Click Next to
continue.

If the router detected or you selected L2TP, enter your L2TP username,
password, and other information supplied by your ISP. Click Next to
continue.

SET USERNAME AND PASSWORD CONNECTION {(PPPOE)

To set up this connection you will need to have a Username and Password from your Internet
Service Provider. If you do not have this information, please contact your ISP.

User Name :
Password :

Frev | MNext Cancel

SET USERNAME AND PASSWORD CONNECTION (PPTP)

To set up this connection you will need to have a Username and Password from your Internet
Service Provider. You also need PPTP IP adress. If you do not have this information, please contact
your ISP,

Address Mode : & Cwnamic 1P ¢ Static IP

PPTP IP Address : [o.0o0

PPTP Subnet Mask : [ooo

PPTP Gateway IP Address : W

PPTP Server IP Address l—
(may be same as gateway) :

User Name : l—

Password : l—

Verify Password : l—

DNS SETTINGS
Primary DNS Address :
Secondary DNS Address @

Prey | Mext Cancel |

SET USERNAME AND PASSWORD CONNECTION (L2TP)

To set up this connection you will need to have a Username and Password from your Internet
Service Provider. You also need L2TP IP adress. If you do not have this information, please contact
your ISP,

Address Mode : & Dynamic P © Static IP

L2TP IP Address : [0000

L2TP Subnet Mask : [oooo

L2TP Gateway IP Address : W

LZTP Server IP Address l—
(may he same as gateway) :

User Name : l—

Password : l—

Verify Password : l—

DNS SETTINGS
Primary DNS Address :
Secondary DNS address :

Prev | Mext | Cancel

D-Link DIR-850L User Manual
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Section 3 - Configuration

If the router detected or you selected Static, enter the IP and DNS
settings supplied by your ISP. Click Next to continue.

For both the 2.4GHz and 5GHz segments, create a Wi-Fi network name
(SSID) using up to 32 characters.

Create a Wi-Fi password (between 8-63 characters). Your wireless clients
will need to have this passphrase or key entered to be able to connect
to your wireless network.

Click Next to continue.

In order to secure your router, please enter a new password. Check the
Enable Graphical Authentication box to enable CAPTCHA authentication
for added security. Click Next to continue.

SET STATIC IP ADDRESS CONNECTION

To set up this connection you will need to have a complete list of IP information provided by your
Internet Service Provider. If you have a Static IP connection and do not have this information,
please contact your ISP.

1P Address : [0.0.0.0

Subnet Mask : |0.0.0.0

Gateway Address : |0.0.0.0

DNS SETTINGS
Primary DNS Address :
Secondary DNS Address :

Prev | Next | Cancel

STEP 2: CONFIGURE YOUR WI-FI SECURITY

Give your Wi-Fi network a name and a
password. (2.4GHz Band)

Wi-Fi Network Name (SSID) :
||:|Iir|k {Using up to 32 characters)

Wi-Fi Password :
Irnywifipasswnrd {Between 8 and 63 characters)

Give your Wi-Fi network a name and a
password. {5GHz Band)

Wi-Fi Network Name (SSID) :

|d|ink7media {Using up to 32 characters)

Wi-Fi Password :

[ywifipassword (Between 8 and 63 characters)
Prev | Mk | Cancel

STEP 3: SET YOUR PASSWORD

By default, your new D-Link Router does not have a password configured for administrator access
to the wWeb-based configuration pages. To secure your new networking device, please set and verify
a password below, and enabling CAPTCHA Graphical Authentication provides added security
protection to prevent unauthorized online users and hacker software from accessing your network
settings.

Password: I
Verify Password ; |

Enable Graphical r
Authentication :

Prev | Nexk | Cancel

D-Link DIR-850L User Manual
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Section 3 - Configuration

Select your time zone from the drop-down menu and click Next to STEP 4 SELECT ¥OUR TIME 20NE
1 Select the appropriate time zone for your location. This information is required to configure the
CO ntl n u e‘ time-based options for the router.
[(GMT-08:00) Pacific Time (US/Canada), Tidana =l
Prew | Mext | Cancel |

STEP 5: CONFIRM WI-FI SETTINGS

The Setup Complete window will display your Wi-Fi settings. Click Save —— —— —— ,
A Below isa dqtalled summary of your Wi-Fi security settings. Please print thls page out, orr_wirlte
and Con neCt tO COntI n ue. al:‘a'ilcr‘laic.nrmatlun on a piece of paper, so you can configure the correct settings on your Wi-F

Wi-Fi Network Name (SSID) 2.4GHz Band:  dlink
Wi-Fi Password :  mywifipassword
Wi-Fi Network Name (SSID) 5GHz Band:  dink_media

Wi-Fi Password @ rmywifipassword

The Setup Wizard has completed. Click the save button to save your settings and reboot the
router,

Prew | Save | Cancel

If you want to create a bookmark to the router, click OK. Click Cancel if X

you do not want to create a bookmark.
@ Do wou want to bookmark "D-Link Router Wweb Management™

Cancel |

If you clicked Yes, a window may appear (depending on what web Add Favorite 21 x|
browser you are USing) to Create a bOOkmark- * Intermet Explarer will add this page ta vour Favarites list.
Customize,.. | Cancel |

Mame: ID-Link R outer web Management Create in x> |
1
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Section 3 - Configuration

To use the mydlink service (mydlink.com or the mydlink Lite app), you
must have an account. Select if you do have a mydlink account or if you
need to create one. Click Next to continue.

If you do not want to register at this time, click Cancel.

If you clicked Yes, enter your mydlink account name (email address) and
password. Click Login to register your router.

If you clicked No, fill out the requested information and click Sign Up
to create your mydlink account.

MYDLINK REGISTRATION

To use the features of mydlink.com and the mydlink Lite app, you will need an account with
mydlink.com. If you already have an account, select Yes, I have a mydlink account and click Next to
register the router with mydlink.com. If you do not have an account, select No, I want to register
and login with a new mydlink account and click Next to create an account. If you do not wish to
sign up for the mydlink service, please click Cancel.

Do you have mydlink account?
© Yes, 1have a mydiink account.

@ Mo, 1want to register and login with a new mydlink account.

STEP 6: MYDLINK REGISTRATION

E-mail Address (Account MName): Imvdlinkaccnunt

Password: [Faees

Login | Prey | Cancel |

STEP 6: MYDLINK REGISTRATION

Please fulfill the options to complete the registration.

E-mail Address (Account Name) :
Password :

Confirm Password :

First Name :

Last name :

[T] 1 Accept the mydlink terms and conditions.

D-Link DIR-850L User Manual
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Section 3 - Configuration

The mydlink App will allow you to receive notices, browse network
users, and configure your router from an iPhone/iPad/iPod Touch
(i0S 3.0 or higher), Android device (1.6 or higher).

To download the "mydlink lite" app, visit the Apple Store, Android
Market or http://mydlink.com/Lite.

PCand Mac users can use the mydlink portal at http://mydlink.com.

rﬁ’;}hnk

E-mail

Password

Stay signed in @&c

DLink

dl L k FAQ | Support | Language: English¥
ydiin

\ Sian

L

What's mydlink Access Anywhere Product Family Experience mydlink

See your home from anywhere

With mydlink-enabled network cameras, its simple to keep
an eye on your hame and everything in it from anywnere.

| More Details > |

News & Maintenance

2011120031200 Which devices does the mydlink APP . Sefup wizard, User manual, Firmware, Quick
- 201111251200 mydlink+ 3pp now available for iPad ... fn3tEManon Ciede A o 2

Support & Download

D-Link DIR-850L User Manual
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Section 3 - Configuration

QRS Mobile App

D-Link offers an app for your iPad, iPod Touch, or iPhone (iOS 4.3 or higher) to install and configure your router.

Step 1
From your iPad, Touch, or iPhone, go to the iTunes Store and
search for‘D-Link’ Select QRS Mobile and then download it.

You may also scan this code to download.

.....

Step 2 g D-Link DIR-826L Mobile Companion Wi-Fi Configuration Note \
Once your app is installed, you may now configure your router. il vt
Connect to the router wirelessly by going to your wireless utility
on your device. Scan for the Wi-Fi name (SSID) as listed on the
supplied info card. Select and then enter your Wi-Fi password. e

N J

Step 3
Once you connect to the router, launch the QRS mobile app and
it will guide you through the installation of your router.
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Section 3 - Configuration

SharePort Mobile App

The SharePort Mobile app will allow you to access files from a USB thumb drive that is plugged into your router. You must enable file sharing from
the Setup > Storage page (refer to page 68) for this app to work properly.

1. Insert your USB flash drive into DIR-850L.

2. Scan the bar code to download the SharePort Mobile APP from the app
store to your iPhone or iPad.

3. From your iOS mobile device, click Settings.

Settings
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Section 3 - Configuration

4. Click Wi-Fi, select the Wi-Fi Network Name (SSID) that you created in the
setup and then enter your Wi-Fi password.

5. Once connected, click on the SharePort Mobile icon.

6. The following screen will appear.

Settings Wi-Fi Networks
T oFF

Airplane Mods

(& notifications

{54 Location Services on
2 Brightness & Wallpaper
(& picture Frame

i@ General

(&3 icloud

|2} mail, Contacts, Calendars
3 Twitter

[l FaceTime

b4 safari

[J Messages

2 Music

3 video

18/ Photos

WiFi
Choose a Network....
7245 6100
Chocolate
Cisco WPS_87366
v diink
dlink-605L
dlink-DIR505
DSR-500N_1
fc75167bb3ab
Firefly
PW
Strawberry
TheRack

vanilla

8T ©
T ©
8T ©

8T ©
8+ ©
8T ©
L)
L)
8= ©
8T ©
8+ ©
8T ©
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Section 3 - Configuration

7. Click on Settings icon located on the right top corner of the screen. Click

Edit to enter your User Name and Password. Once you finish, click Done
to continue.

8. For the Movie section, click the movie icon to play your movie from your ﬁ .
USB ﬂaSh drive' u Amazing_Caves_720.mp4

Movie

60.77MB, Thu Apr 15 08:00:00 2004

¥ Eii Because | Love You.mp4

7.08MB, Sun Jun 26 00:34:04 2011

Coral_Reef_Adventure_720.mp4

74.35MB, Sun Dec 21 17:17:42 2003

17.57MB, Thu Jul 7 17:41:08 201

S

779

s

s>
i,i‘
y}é The Script - The Man Who Can_t Be Moved.mp4

t2_720.mp4

85.61MB, Mon Dec 22 14:47:16 2003

9. For the Music section, click the music icon to play your music from your
USB flash drive.

9:47 AM

J3

_on_a_prayer-ysp.mp3

6.78MB, Fri Oct 33:12 2010

102-bon_jo

j -_you_give_love_a_bad_name-ysp.mp3
6.41MB, Fri Oct 29 23:33:12 2010

s_my_life-ysp.mp3

33:10 2010

ave_a_nice_day-ysp.mp3

33:14 2010

anted_dead_or_alive-ysp.mp3
33:22 2010
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Section 3 - Configuration

10. For the Photo section, click the Photo icon to view your photos from e Phom
your USB flash drive. ‘

20111110_234852_1.JPG

1.21MB, Sat Jan 1 00:20:16 20

20111111_095006_1.JPG

1.42MB, Sat Jan 1 00:22:12 20

20111111_095007_2.JPG

1.08MB, Sat Jan 1 00:22:16 20

20111112_215934_1.JPG

1.22MB, Sat Jan 1 00:04:58 20

20111114_113643

1.08MB, Sat Jan 1 01:20

JPG

tonemapped.jpg

76.26KB, Sun Nov 22 14:24:42 2009

whoooosh.jpg
93.42KB, Sun Nov 22 14:24:42 2009

11. For the Files section, click on the Files icon to view your files from your
USB flash drive. P

File

E Ken2011-12.docx
36.48KB, Thu Jan 5 14:12:42 2012

9:48 AM

Folder

12. For the Folder section, click the folder icon to view your folders

from your USB flash drive. - DIR-505 Files >I

- found.000 >
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Section 3 - Configuration

Web-based Configuration Utility

To access the configuration utility, open a web-browser such as
Internet Explorer and enter address of the router

3 D-Link - Microsoft Internet Explorer

(http://dlinkrouter.local or http://192.168.0.1). File Edit View Favorites Tools  Help

Non-Windows and Non-Mac users may also connect by typing e Back = J - B @ {’;j | ﬁ Search

http://192.168.0.1 in the address bar. e —
| Address IQ 192,168.0.1 | B |

Leave the password blank by default.

Login to the router :

User Name : |~dmin

Password : | [ﬂ]
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Section 3 - Configuration

Internet Connection Setup

Click Manual Internet Connection Setup to configure your
connection manually and continue to the next page.

If you want to configure your router to connect to the Internet
using the wizard, click Internet Connection Setup Wizard.
You will be directed to the Quick Setup Wizard.

C1-LAnE

| ADVANCED

INTERNET
WIRELESS SETTINGS
NETWORK SETTINGS

STORAGE

MEDIA SERVER

IPVE

MYDLINK SETTINGS

If you are configuring the device for the first time, we recommend that you dick on the Internet
Connection Setup Wizard, and follow the instructions on the screen. If you wish to modify or
configure the device settings manuazlly, dick the Manual Internet Connection Setup.

INTERNET CONNECTION SETUP WIZARD

If you would like to utility our easy to use Web-based Wizard to assist you in connecting your new
D-Link Systems Router to the Internet, dick on the button below.

[ Internst Connection Setup Wizard ]

Note: Before launching the wizard, please make sure vou have followed zll steps outlined in the
Quick Installation Guide included in the package.

MANUAL INTERNET CONNECTION OPTION

If you would like to configure the Internet settings of your new D-Link Router manually, then dick
on the button below.

[ Manual Internet Connection Setup ]

Helpful Hints...

« If you are new to
networking and have

Wizard and the router
will guide you through a
few simple steps to get
your network up and
running.

= If you consider
yourself an advanced
user and have configured
a router before, dick
Manual Internet
Connection Setup to
input all the settings
manually.

D-Link DIR-850L User Manual
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Internet Connection Setup Wizard

When configuring the router for the first time, we recommend
that you click use the Internet Connection Setup Wizard, and follow
the instructions on the screen. This wizard is designed to assist

If you are configuring the device for the first time, we recommend that you click an the Internet
Connection Setup Wizard, and follew the instructions on the screen. If you wish to moedify or
configure the device settings manuslly, chick the Manual Inkemet Connection Setup.

user with a quick and easy method to configure the Internet

Connectivity of this router.

Anytime during the Internet Connection Setup Wizard, the user
can click on the Cancel button to discard any changes made
and return to the main Internet page. Also the user can click
on the Prev button, to return to the previous window for re-
configuration.

Welcome:

This wizard will guide you through a step-by-step process to configure
your new D-Link router and connect to the Internet.

Click Next to continue.

Step 1: Set Your Password

By default, the D-Link Router does not have a password configured for
administrator access to the Web-based configuration pages. To secure
your new networking device, please enter and verify a password in the
spaces provided. The two passwords must match.

Click Next to continue.

INTERNE | CONMNMNECTLON SETUP WLAARKD

1 you wauld like ta utility aur 835y to use Web-based Wizard T assist you 0 connecting yaur new
D-Link Svstems Fowter to the Internet, dick an the button below.

Intern=t Conrection S=tup Wizard

Note: Hefore lsunching the wizard, please make sure you have fallowed all steps outimed in the
Quack Instalkation Guide included in the package,

WELOOME 1O THE D-LINK INTERNET CONNECTION SETUP W LLAKD

This wizard will guide vou through a step-by-step process to configura your new D-Link router and
connect to the Internek

= Step 10 Seb your Passward

= Step 2! Select your Time Zone

= Step 3: Configure your Internet Connectian
= Step 40 Save Settings and Connect

e ] [

STEP 1= 5ET YOUR PASSWORD

By default, your new D-Link Router does not have a password configured for administrator access to
the Web- hased configuration pages. To secure your new nebworking device, please set and weanfy a
password bealow:

Password :
Verfy Password :

[ praw | [ mest | | concel |
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Step 2: Select Your Time Zone
Select the appropriate time zone for your location. This information is
required to configure the time-based options for the router.

Click Next to continue.

Step 3: Internet Connection

STEP k: SELECT YOUR TIME SONE

Select the appropriate time zone for your lecation. This information is required to configure the tme-
based options for the router,

Time Zone : | (GMT+03:00] Talpel ﬂ

[ Prev | [ best | [ cancel ]

Here the user will be able to configure the Internet Connectivity used by this device. If your ISP connection is listed in the drop-down menu
select it and click Next. If your ISP connection is not listed then you can proceed to select any of the other manual Internet Connection methods

listed below.

The following parameters will be available for configuration:
Dynamic IP Address: Choose this if your Internet connection

automatically provides you with an IP Ad-
dress. Most Cable Modems use this type of

connection.
PPPoE: Choose this option if your Internet con-

nection requires a PPPoE username and
password to get online. Most DSL mo-

dems use this type of connection.
PPTP: Choose this option if your Internet con-

nection requires a PPTP username and

password to get online.
L2TP: Choose this option if your Internet con-

nection requires an L2TP username and

password to get online.
Static IP Address: Choose this option if your Internet Setup

Provider provided you with IP Address
information that has to be manually con-
figured.

STEP 3: CONFIGURE YOUR INTERNET CONNECTION

Your Internet Connection could not be detected, please select your Intemet Service Provider (15P)
from the list below. If vour ISP is not listed; select the "Mot Listed or Don't Know” option to manually
configure your connection,

Mot Listed or Don't Know = |

If your Internet Service Provider was not listed or you don't know who It 15, please select the Internet
connection type below:
@ DHCP Connection (Dynamic IP Addrass)

Choasa this if wour Inbernet connection autematically provides vou with an IP Addrass. Most Cable Modams use
this type of connedion.

7 Usarname [ Password Connection (PPPoE)

Chooge this opbion if your Intemet connection requires a usemname and passwoed to get online, Mast DSL
modems use this type of connection,

2 Username [ Password Connection (PPTP)

Choasz this cption if your Internet connection requires 2 username and password to get online, Most DSL
rmadems use this type of connection.

Usarname | Password Connection (L2TP)

Choasa this eption IF your Intemet connection requires 3 usemame and password to get online, Mast DSL
radems use this type of connectien.

2 Static IP Address Connection

Choasz this cption if your Internet Sebup Provider provided you with IP Address informakion that hes to be
manually configured,

[ pev | | Mot | | canes |
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Step 3: Internet Connection (Dynamic IP Address)

After selecting the Dynamic IP Address Internet connection method, the following page will appear.

The following parameters will be available for configuration:

MAC Address: Enter the MAC address of the Internet gate-
way (plugged into the Internet port of this
device) here.

Clone Button: If the configuration PC also acts as the Internet
gateway, then click on the Clone Your PC’s
MAC Address button to copy the PC's MAC
address into the space provided. If you're not
sure, leave the MAC Address field blank.

Host Name: Enter the host name used here. You may also
need to provide a Host Name. If you do not
have or know this information, please contact
your ISP.

Primary DNS Address: Enter the Primary DNS IP address used here.
Secondary DNS Address: Enter the Secondary DNS IP address used
here. This field is normally optional. Only
one DNS address is required for a functional
Internet connection, but using a second DNS
address provides more stability.

Click Next to continue.

Step 3: Internet Connection (PPPoE)
After selecting the PPPoE Internet connection method, the following
page will appear:

The following parameters will be available for configuration:
User Name: Enter the PPPoE account user name used here.
This information is given by the ISP.
Password: Enter the PPPoE account password used here.
This information is given by the ISP.

Click Next to continue.

HCP CONNECTION (DYNAMIC IP ADDRESS)

To set up this connection, please make sure that you are connected to the D-Link Router with the pC
that was originally connacted bo your broadband connection. If you are, then dick the Clona MAC
button to copy your computer's MAC Address to the D-Link Router,

MALC Address - (optional)

l Tone Your PCs MAC Address J
Host Name @ dlinkrouter

Note: You may 250 need to provide 3 Hast NameIf you da not have ar knew this information, please contact vour
ISR,

NS SETTINGS

Primary DMNS Address .

Secondary DNS Address (optionzl)

[ prav | [ mest | | cancel |

SET USERNAME AND PASSWORD CONNECTION (PPPOE)

T set up this connection you will need to have a Username and Password from your Internel Service
Provider. If you do not have this information, please contact your ISP.

User Nama

Password

[ Prev | [ Mest Canzel |
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Step 3: Internet Connection (PPTP)
After selecting the PPTP Internet connection method, the following
page will appear:

SET USERNAME AND PASSWORD CONNECTION (PPTP)

The following parameters will be available for configuration:
To set up this connection you will need to have a Username and Password from your Internel Service

Address Mode: Here the user can SpeCify whether this Provider. You also need PPTP IP address. IF you do not have this information, please contact your ISP.
Internet connection requires the use of a Address Mode © @ Dynamic 1P © Static IP
Dynamic or Static IP address. PPTP usual PPTP IP Address
requires a Dynamic IP configuration. PPTE Subnet Mask :
PPTP IP Address: Enter the PPTP IP address used here. This PPTP Gateway IP Address
option is only available if Static IP is se- PPTP Server IP Address : 0,000 (may be same a5 pateway)
lected. User Namea :
PPTP Subnet Mask: Enter the PPTP Subnet Mask used here. Password
PPTP Gateway IP Address: Enter the PPTP Gateway IP address used Verify Password :
here.

PPTP Server IP Address: Enter the PPTP Server IP address used

here. This is normally the same a the PPTP e b Pl =
Gateway IP address. Swomdary DS sldrus -
User Name: Enter the PPTP username used here.
Password: Enter the PPTP password used here.
Verify Password: Re-enter the PPTP password used here.

[optional)

[ prew | [ mes | | concel |

Primary DNS Address: Enter the Primary DNS IP address used here.
Secondary DNS Address: Enter the Secondary DNS IP address used here. This field is normally optional. Only one DNS address is required for
a functional Internet connection, but using a second DNS address provides more stability.

Click Next to continue.
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Step 3: Internet Connection (L2TP)
After selecting the L2TP Internet connection method, the following
page will appear:

The following parameters will be available for configuration:

Address Mode: Here the user can specify whether this
Internet connection requires the use of a
Dynamic or Static IP address. L2TP usual
requires a Dynamic IP configuration.
Enter the L2TP IP address used here. This
option is only available if Static IP is se-

lected.
Enter the L2TP Subnet Mask used here.
Enter the L2TP Gateway IP address used

here.
Enter the L2TP Server IP address used

here. This is normally the same a the L2TP

Gateway IP address.

Enter the L2TP username used here.
Enter the L2TP password used here.
Re-enter the L2TP password used here.
Enter the Primary DNS IP address used

here.
Enter the Secondary DNS IP address used

here. This field is normally optional. Only
one DNS address is required for a func-
tional Internet connection, but using a
second DNS address provides more stabil-

ity.

L2TP IP Address:

L2TP Subnet Mask:

L2TP Gateway IP Address:
L2TP Server IP Address:
User Name:

Password:

Verify Password:
Primary DNS Address:

Secondary DNS Address:

Click Next to continue.

SET USERNAME AND PASSWORD CONNECTION (L2TP)

To set up this connection you will need to have a Username and Password from your Internet Service
Provider. You also need LITP IP address. If you do not have this information, please contact your ISP.

Address Mode : @ pynamic 10

L2TP IP Address :

L2TP Submet Mask :

L2TP Gateway IP Address :
L2TP Sarver IP Address :

O Static TP

0.0,0.0 (may be same a5 gateway)
User Nama :
Password :

Verify Password :

NS SETTINGS

Primary DNS Address :

Secondary DNS Address [optional)

[ Prew | [ mest | | cancel |
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Step 3: Internet Connection (Static IP Address)

After selecting the Static IP Address Internet connection method, the following page will appear:

The following parameters will be available for configuration:
IP Address: Enter the Static IP address provided by the

ISP here.
Subnet Mask: Enter the Subnet Mask provided by the ISP

here.
Gateway Address: Enter the Gateway IP address provided by

the ISP here.
Primary DNS Address: Enter the Primary DNS IP address used

here.
Secondary DNS Address: Enter the Secondary DNS IP address used

here. This field is normally optional. Only
one DNS address is required for a func-
tional Internet connection, but using a
second DNS address provides more stabil-

ity.

Click Next to continue.

Setup Complete!
This is the last page of the Internet Connection Setup Wizard.

Click the Connect button to save your settings.

SET STATIC IP ADDRESS CONNECTION

To set up this connection you will need to have a complete list of IP information provided by your
Internet Service Provider. IF you have a Static IP connection and do not have this information, please
contact your TSP,

IP Address :
Subnet Mask
Gateway Address

0.0.0.0
0.0.0.0

0.0.0.0

NS SETTINGS

Primary DMNS Address .
Secondary DNS Address ;

0.0.0.0
0.0.0.0 [optional)

[ Prew | [ mest | | cancel |

The Internet Connecticn Setup Wizard has completed. Click the Connect button to save your settings.

| camcel

Pray

| Connect |
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Internet (Manual)

On this page the user can configure the Internet Connection settings
manually. To access the Manual Internet Connection Setup page, click
on the Manual Internet Connection Setup button. On this page there a Lfn?;l;'gm"ﬁﬁ:ﬂnﬂwm the Intemet settings of your new D-Link Router manuzly, then dick
multiple parameters that can be configured regarding the Internet Con-

nection setup. We'll discuss them from top to bottom.

MANUAL INTERNE | OONNECTLON CFTLODN

| manual Internet Connection Setup |

At any given point the user can save the configuration done, on this _

page, by clicking on the Save Settings button. If you choose to discard T S N T S M S ey

the changes made, click on the Don't Save Settings button. thoose fram: Stz IR, DHCF, PFFOE, PPTF, and L2TF, I you are unsure of your connection
mathod, please contact youwr Intermnet Servica Provider,

Mote : IF using the PPPOE option, you will need to remove or disable any PPPOE client software on
vour computers,

Save Setongs | Don't Sove Setiings
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Internet Connection Type
In this section, the user can select from a list of Internet Connection types that can be configured and used on this router. Options to choose

from are Static IP, Dynamic IP, PPPoE, PPTP, L2TP, and DS-Lite.

After selecting a specific Internet Connection type, this page will automatically refresh and provide unique fields to configure related to the
specified Internet Connection type.

My Internet Connection is: Dynamic IP (DHCP)

The default WAN configuration for this router is Dynamic IP (DHCP). This
option allows the router to obtain an IP address automatically from the
device that is connected to the Internet port.

Choose the mode to be used by the router to conmact to the Intarnat,

My Internet Connection Is : | Dynamic 1P (DHCF) [=]

Note: If you're not sure about the type of Internet Connection you have,
please contact your Internet Service Provider (ISP) for assistance.

MAMIC TP (DHCP) INTERNET CONNECTION TYPE :

After selecting Dynamic IP, the following parameters will be available for
Use this Internel connection type if your Internet Service Provider (ISP) didn’t provide

Conﬁguration: ) . you with TP Address information and) or a ussrmame and password.
Host Name: The Host Name is optional but may be

required by some ISPs. Leave blank if you st ame | dinbatis

are not sure. Use Unicasting = 7] (compatibility for same DHCP Servers)
Use Unicasting: Tick this option if you ISP uses the unicast Primsy DS, ey -
method to provide IP addresses. Secondary DNS Server : {optional)
Primary DNS: Enter the Primary DNS IP address used MTU @ 1500
here. MAC Address :
Secondary DNS: Enter the Secondary DNS IP address used e

here. This field is normally optional. Only
one DNS address is required for a func-
tional Internet connection, but using a
second DNS address provides more stabil-

ity.

MTU: Maximum Transmission Unit - you may need to change the MTU for optimal performance with your specific ISP.

1500 is the default MTU.
MAC Address: The default MAC Address is set to the Internet port’s physical interface MAC address on the Broadband Router. It

is not recommended that you change the default MAC address unless required by your ISP. You can use the Clone
Your PC’s MAC Address button to replace the Internet port’s MAC address with the MAC address of your Ethernet

card.
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Section 3 - Configuration

Manual Internet Setup
Static (assigned by ISP)

Select Static IP Address if all the Internet port’s IP information is provided to you by your ISP. You will need to enter in the IP address, subnet mask,
gateway address, and DNS address(es) provided to you by your ISP. Each IP address entered in the fields must be in the appropriate IP form, which
are four octets separated by a dot (x.x.x.x). The Router will not accept the IP address if it is not in this format.

My Internet Connection: Select Static IP to manually enter the IP settings supplied by

your ISP Choose the mode to be used by the router to connect to the Internet.

My Internet Connection is : |staticIP =

IP Address: Enter the IP address assigned by your ISP.

STATIC IP ADDRESS INTERWET CONNECTION TYPE

Subnet Mask: Enter the Subnet Mask assigned by your ISP.

Enter the static address information provided by your Internet Service Provider
(ISP).

Default Gateway: Enter the Gateway assigned by your ISP. 1P Address : fom

Subnet Mask : W

DNS Servers: The DNS server information will be supplied by your ISP (Internet Default Gateway : 000

Service PrOVider.) Primary DNS Server : W

Secondary DNS Server : W
MIU: [1500 | ibytes) MTU default = 1500

MTU: Maximum Transmission Unit - you may need to change the MTU MAC Address : [aEmRmEE
for optimal performance with your specific ISP. 1500 is the default Copy Your PC's MAC Address
MTU.

MAC Address: The default MAC Address is set to the Internet port’s physical
interface MAC address on the Broadband Router. It is not
recommended that you change the default MAC address unless
required by your ISP. You can use the Copy Your PC’s MAC
Address button to replace the Internet port’s MAC address with
the MAC address of your Ethernet card.
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Section 3 - Configuration

Internet Setup

PPPoE (DSL)

Choose PPPoE (Point to Point Protocol over Ethernet) if your ISP uses a PPPoE connection. Your ISP will provide you with a
username and password. This option is typically used for DSL services. Make sure to remove your PPPoE software from your
computer. The software is no longer needed and will not work through a router.

My Internet Connection: Select PPPoE (Username/Password) from the drop-down

Address Mode:

IP Address:
Username:
Password:

Verify Password:
Service Name:

Reconnect Mode:

menu.

Here the user can specify whether this Internet connection
requires the use of a Dynamic or Static IP address. PPPoE usually
requires a Dynamic IP configuration.

Enter the PPPoE IP address used here. This option is only avail-
able if Static IP is selected.

Enter the PPPoE account user name used here. This information is
given by the ISP.

Enter the PPPoE account password used here. This information is
given by the ISP.

Re-enter the PPPoE account password used here.

This optional field enables the user to enter a service name to
identify this Internet connection here.

Use the radio buttons to specify the reconnect mode. The user
can specify a custom schedule or specify the On Demand, or
Manual option. To specify a custom schedule, use the drop-
down menu to select one of the schedules that has been defined
in the Schedules page.

Choose the medea to be used by the router to connect to the Internat.

My Internet Connecton 15 @ |PRRcE (Usesname |/ Fassword) [=]

PPPOE INTERNET CONNECTION TYPE -

Enter the information provided by your Internal Service Provider (ISP).

Address Mode @
1P Address :
Usarname :
Password :

Verily Password :

Service Mame :

= Dymamic [P0 Static IP

{optionzl)

Reconnect Mode :

@ On demand
(minutes, 0=infinita)

Enter DNS Manually

Mznuzl
Maximum Idle Time :
DKS Mode * @ Receive DNS from ISP ©

Primary DNS Sarver
Secondary DNS Server ©
MTU

MAC Address @

{optional}

1492

| Done Yaur POs FAC Address

To create a new schedule, click the New Schedule button to open the Schedules page. Schedules will be discussed later.
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Section 3 - Configuration

Maximum Idle Time:
DNS Mode:

Primary DNS Server:
Secondary DNS Server:

MTU:

MAC Address:

Enter a maximum idle time during which the Internet connection is maintained during inactivity.

This option allow the router to obtain the DNS IP addresses from the ISP, when Receive DNS from ISP is selected,
or allows the user to enter DNS IP address manually, when Enter DNS Manually is selected.

Enter the Primary DNS IP address used here.

Enter the Secondary DNS IP address used here. This field is normally optional. Only one DNS address is required for

a functional Internet connection, but using a second DNS address provides more stability.
Maximum Transmission Unit - you may need to change the MTU for optimal performance with your specific ISP.

1492 is the default MTU.
The default MAC Address is set to the Internet port’s physical interface MAC address on the Broadband Router. It

is not recommended that you change the default MAC address unless required by your ISP. You can use the Clone
Your PC’s MAC Address button to replace the Internet port’s MAC address with the MAC address of your Ethernet
card.
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Section 3 - Configuration

Internet Setup

PPTP

Choose PPTP (Point-to-Point-Tunneling Protocol ) if your ISP uses a PPTP connection. Your ISP will provide you with a username
and password. This option is typically used for DSL services.

Select PPTP (Username/Password) from the drop-

My Internet Connection:

Address Mode:

PPTP IP Address:

PPTP Subnet Mask:
PPTP Gateway IP Address:
PPTP Server IP Address:

Username:
Password:
Verify Password:
Reconnect Mode:

down menu.

Here the user can specify whether this Internet
connection requires the use of a Dynamic or Static
IP address. PPTP usually requires a Dynamic IP
configuration.

Enter the PPTP IP address used here. This option is
only available if Static IP is selected.

Enter the PPTP Subnet Mask used here.

Enter the PPTP Gateway IP address used here.

Enter the PPTP Server IP address used here. This is
normally the same a the PPTP Gateway IP address.
Enter the PPTP username used here.

Enter the PPTP password used here.

Re-enter the PPTP password used here.

Use the radio buttons to specify the reconnect mode.
The user can specify a custom schedule or specify the On
Demand, or Manual option. To specify a custom schedule,
use the drop-down menu to select one of the schedules
that has been defined in the Schedules page. To create a
new schedule, click the New Schedule button to open the
Schedules page. Schedules will be discussed later.

Choose the mode to be used by the router to conmect to the Internat,

My Internet Connection is @

PRTP (Usemame | Password) El

FPTP INTERNET CONNECTION TYPE -

Enter the information provided by your Internat Service Provider (ISP).

Address Mode

PPTP 1P Address :

PPTP Subnet Mask :

PPTP Gateway IP Address @
PPTP Server IP Address @
Username :

Password :

Verify Password :

Reconnect Mode @

Maximum Idle Time :
Primary DNS Server :
Secondary DNS Server :
MU

MAC Address

& Cymamic [P 2 Static 1P

@ 0On demand ) Manual

[minutes, 0=infinite)

{optional}

1200

| Done Your PCs MAC Address |

Maximum Idle Time: Enter a maximum idle time during which the Internet connection is maintained during inactivity. To disable this

feature, enable Auto-reconnect.
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Section 3 - Configuration

Primary DNS Server: Enter the Primary DNS IP address used here.
Secondary DNS Server: Enter the Secondary DNS IP address used here. This field is normally optional. Only one DNS address is required for

a functional Internet connection, but using a second DNS address provides more stability.
MTU: Maximum Transmission Unit - you may need to change the MTU for optimal performance with your specific ISP.
1400 is the default MTU.
MAC Address: The default MAC Address is set to the Internet port’s physical interface MAC address on the Broadband Router. It
is not recommended that you change the default MAC address unless required by your ISP. You can use the Clone
Your PC’s MAC Address button to replace the Internet port’s MAC address with the MAC address of your Ethernet

card.
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Section 3 - Configuration

Internet Setup

L2TP

Choose L2TP (Layer 2 Tunneling Protocol) if your ISP uses a L2TP connection. Your ISP will provide you with a username and
password. This option is typically used for DSL services.

My Internet Select L2TP (Username/Password) from the drop-

Connection: down menu.

Address Mode:

L2TP IP Address:

L2TP Subnet Mask:
L2TP Gateway IP
Address:

L2TP Server IP
Address:
Username:
Password:

Verify Password:
Reconnect Mode:

Here the user can specify whether this Internet

connection requires the use of a Dynamic or Static

IP address. L2TP usual requires a Dynamic IP con-

figuration.

Enter the L2TP IP address used here. This option is

only available if Static IP is selected.
Enter the L2TP Subnet Mask used here.
Enter the L2TP Gateway IP address used here.

Enter the L2TP Server IP address used here. This is

normally the same a the L2TP Gateway IP address.
Enter the L2TP username used here.

Enter the L2TP password used here.

Re-enter the L2TP password used here.

Use the radio buttons to specify the reconnect

mode. The user can specify a custom schedule

or specify the On Demand, or Manual option. To
specify a custom schedule, use the drop-down
menu to select one of the schedules that has been
defined in the Schedules page. To create a new
schedule, click the New Schedule button to open
the Schedules page. Schedules will be discussed
later.

INTERNET CONNECTION 1T'YHE

Choose the mode to be used by the router to connect to the Internat.

My Internet Connection 15 @

L2TP (Usemame | Password) El

LETIF INTEERNET CONNECTION TYPE :

Enter the information provided by your Internet Service Provider (ISP).

Address Mode

LZTP 1P Address @

L2TP Subnet Mask :

L2TP Gateway IF Address :
L2TP Server IP Address :
Username :

Password :

Verily Password :
Reconnect Mode @

Maximum Idla Time :
Primary DNS Server :
Secondary DNS Server :
MTU

MAC Address :

& [ymamic [P Static 1P

@ On demand ©

[minutes, O=infinite)

Idznuzl

{optional}

1200

| Qane your POs FAC Address
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Section 3 - Configuration

Maximum Idle Time:

Primary DNS Server:
Secondary DNS Server:

MTU:

MAC Address:

Enter a maximum idle time during which the Internet connection is maintained during inactivity. To disable this

feature, enable Auto-reconnect.
Enter the Primary DNS IP address used here.
Enter the Secondary DNS IP address used here. This field is normally optional. Only one DNS address is required for

a functional Internet connection, but using a second DNS address provides more stability.
Maximum Transmission Unit - you may need to change the MTU for optimal performance with your specific ISP.

1400 is the default MTU.
The default MAC Address is set to the Internet port’s physical interface MAC address on the Broadband Router. It

is not recommended that you change the default MAC address unless required by your ISP. You can use the Clone
Your PC’s MAC Address button to replace the Internet port’s MAC address with the MAC address of your Ethernet
card.
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Internet Setup
DS-Lite

Another Internet Connection type is DS-Lite.

DS-Lite is an IPv6 connection type. After selecting DS-Lite, the following parameters will be available for configuration:

DS-Lite Configuration: Select the DS-Lite DHCPv6 Option to let
the router allocate the AFTR IPv6 address
automatically. Select the Manual Configu- | choose the mode to be used by the router to connect to the Intemet.
ration to enter the AFTR IPv6 address in My Intemet Connection 1 © | os-Lit —
manually.

AFTR IPv6 Address: After selecting the Manual Configuration
Option above, the user can enter the AFTR AFTR ADDRESS INTERNE T CONNECTION TYPE :

INTERNET CONNECTION TYPE

IPv6 address used here. Enter the AFTR address information provided by your Internet Sarvice Provider (TSP,
B4 IPv4 Address: Enter the B4 IPv4 address value used here.
WAN IPv6 Address: Once connected, the WAN IPv6 address DS-Lite Conflguration @ @ ps-te DHCOPVE Option ' Manual Configuration
will be displayed here. AFTR IPv6 Address :
IPv6 WAN Default Gateway Once connected, the IPv6 WAN Default B4 TPv4 Address : 192.0.0. {optional}
Gateway address will be displayed here. WAN TPvG Address -

1P¥E WAN Default Gateway

Click on the Save Settings button to accept the changes made.
Click on the Don’t Save Settings button to discard the changes made.
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Wireless connection setup wizard

On this page the user can configure the Wireless settings for this device. There are 3 ways to configure Wireless using this router. Firstly, the user
can choose to make use for the quick and easy Wireless Connection Setup Wizard. Secondly, the user can choose to make use Wi-Fi Protected

Setup. Lastly, the user can configure the Wireless settings manually.

Wireless Settings: Wireless Connection Setup Wizard

The Wireless Connection Setup Wizard is specially designed to assist
basic network users with a simple, step-by-step set of instructions to
configure the wireless settings of this router. It is highly recommended

to customized the wireless network settings to fit into your environment

and to add higher security.

To initiate the Wireless Connection Setup Wizard click on the Wireless
Connection Setup Wizard button.

Step 1: In this step, the user must enter a custom Wireless Network
Name or SSID. Enter the new Network Name (SSID) in the appropriate
space provided.

There are seperate spaces provided for a 2.4GHz Network Name and a
5GHz Network Name.

Secondly the user can choose between two wireless security wizard
configurations. The user can select‘Automatically assign a network
key, by which the router will automatically generate a WPA/WPA2 pre-
shared key using the TKIP and AES encryption methods; or the user
can select ‘Manually assign a network key, by which the user will be
prompt to manually enter a WPA/WPA2 pre-shared key using the TKIP
and AES encryption methods.

Click on the Prev button to return to the previous page. Click on the

Next button to continue to the next page. Click on the Cancel button to

discard the changes made and return to the main wireless page.

The following Web-based wizards are designed to assist vou in vour wireless network satup and
wireless device connection.

Eefore launching these wizards, please make sure you have folowed 2l steps outlined in the Quidk
Installzton Guide included in the package.

WIKELESS MET'WUORK SETUF WLAARL

This wizard is designed to 25sist you in your wireless network setup. It will guide vou threugh step-
bry-step instructions on how ba set up your wirgless network and how to make it secura.

Wirgdass Connedtion Setup Wirarnd

Mobe: Some changes made wsing this Setup Wizard may require you to change seme sefings on
vour wireless dient adapters s¢ they can still connect te the D-Link Router,

STEP 1: WELCOME TO THE D-LINK WIRELESS SECURITY SETUP WILZARD

Give your netwoerk a namse, using up to 32 characters.

Metwork Name (S5ID) 2.4GHZ @ dink-=chi
Metwork Name {(SSID) 56hZ | dink-medis-echa

& Automatically assign a network key {Recommended)

To prevent outsiders from accessing your netwark, the router will autometically essign & secunty (also called
WEP or WA kew] to your netwark.

2 Manually assign a network key
Use this options if you prefer to create our own key.

Mote: All D-Link wireless adapters currently support WPA.

e ] [l ] o
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Step 2: This step will only be available if the user selected ‘Manually
assign a network key’in the previous step. Here the user can manually
enter the WPA/WPA2 pre-shared key in the Wireless Security Password
space provided. The key entered must be between 8 and 63 characters
long. Remembuer, this key will be used when wireless clients wants to
connect to this device. So please remember this key to prevent future
troubleshooting.

If you want to use the same Wireless Security Password for both 2.4GHz
and 5GHz bands, tick the option provided. If not selected, you need

to input two seperate Wireless Security Passwords for each individual
Wireless band.

Click on the Prev button to return to the previous page. Click on the
Next button to continue to the next page. Click on the Cancel button to
discard the changes made and return to the main wireless page.

Setup Complete: On this page the user can view the configuration
made and verify whether they are correct.

Click on the Prev button to return to the previous page. Click on the
Cancel button to discard the changes made and return to the main
wireless page. Click on the Save button to accept the changes made.

STEP k: S5ET YOUR WIRELESS SEOURITY PASSWORID

You have selected your security level - vou will need te set a wireless security password,
The WPA (Wi-Fi Protected Access) key must meet one of following guidelines:
- Between & and 63 characters (A lomger WPA key is more saoure than a short one )

- Exactly 64 characters using 0-9 and A-F

T Use the same Wireless Sacurity Password on both 2.46Hz and 56Hz band

2 4Ghz Wireless Security Password
LGhz Wireless Security Password :

Mote: You will need to enter the same password as keys in this step inte your wireless dients in order
to enable proper wireless communication.

[ Prew | | mest Concel |

SETUP COMPLETE!

Below is a detailed summary of your wireless security settings. Please print this page out, or write the
information on a piece of paper, so you can configure the correct settings on your wireless diant

adapters.

Wireless Band : 2.4GHz Band
Wirzless Network Name (S5ID) : dlink-ecb®
Security Mode : Auto (WPA or WRAZ] - Personal
Cipher Type : TKIF and AES

Pre-Shared Key : 2c2dbdbe5d

Wireless Band @ 5GHz Band

Wireless Network Name (SSID) @ dink-mediz-echa

Securtty Mode | Auto (WPS or WPAZ) - Persanal
Cipher Type @ THIP and AES
Pre-Shared Key @ 2c2dbdbesd
Pres - | cancel [ Save
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After click the Save button the device will save the settings made and
return to the main wireless page.

The settings are baing saved and are taking effect.

End of Wizard.

Please wark _..
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Wi-Fi Protected Setup Wizard

Wireless Settings: Wi-Fi Protected Setup Wizard

If your Wireless Clients support the WPS connection method, this Wi-Fi
Protected Setup Wizard can be used to initiate a wireless connection
between this device and Wireless clients with a simple click of the WPS
button. The Wi-Fi Protected Setup Wizard is specially designed to assist
basic network users with a simple, step-by-step set of instructions to
connect wireless clients to this router using the WPS method.

To initiate the Wi-Fi Protected Setup Wizard click on the Add Wireless
Device with WPS button.

Step 1: In this step the user have two options to choose from. You can
choose Auto if the wireless client supports WPS, or Manual if the wire-
less client does not support WPS.

Click on the Prev button to return to the previous page. Click on the
Next button to continue to the next page. Click on the Cancel button to
discard the changes made and return to the main wireless page.

Step 2: After selecting Auto, the following page will appear. There are
two ways to add a wireless device, that supports WPS. Firstly, there is the
Personal Identification Number (PIN) method. Using this method will
prompt the user to enter a PIN code. This PIN code should be identical
on the wireless client. Secondly, there is the Push Button Configuration
(PBC) method. Using this method will allow the wireless client to con-
nect to this device by similarly pressing the PBC button on it.

Click on the Prev button to return to the previous page. Click on the
Next button to continue to the next page. Click on the Cancel button to
discard the changes made and return to the main wireless page.

ADD WIRELESS DEVICE WITH WPS (WI-FI PROTECTED SETUP) WLZARD

This wizard is designed to assist you in connecting your wireless device ba your wireless router. It
will guide you through step-by-step metructions on how to gt your wirsless device connected. Click
the button below to begin,

Il Wiireless Dewice with WRPs

STEP 1= SELECT CONFIGURATION METHOD FOR YOUR WIRELESS NETWORK

Please select one of following configuration methods and dick next toe continue.
Buto @ Selact this option if your wireless device supparts WPS {Wi-Fi Protected Setup)

Manual © Select this option will display the current wireless semings for you o configure the wireless device
mianually

Lt | e

STEP 2 CONNECT YOUR WIRELESS DEVICE

There ara two ways to add wirgless device to vour wireless network:
-PIM (Personal [dentification Mumber)
-PEC (Push Button Configuration]

@ PN ¢
please enter the PIN from your wireless device and click the below "Connect” Button within 120 seconds
O pBC

pleasa press the push button om your wireless device and click the belew "Connect” Button within 120 seconds

Py [ cancel | Connect
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Step 2: After selecting Manual, the following page will appear. On this STEP 2: CONNECT YOUR WIRELESS DEVICE
page FO user can view the W|rele§s cpnﬁguratlgn of this r(_)uter._The wire- Below is a detailed summary of your wireless security settings. Please print this page out, or write the
less clients should configure their wireless settings to be identical to the | information on a piece of paper, so you can configure the correct settings on your wireless client

. . - . . . dapters.
settings displayed on this page for a successful connection. This option ?
is for wireless clients that can’t use the WPS method to connect to this 2.4 Ghz Fraquescy
I dlink-echE

device.
Security Mode: Auto (WEA or WRAZ) - Perscnal

Cipher Type: TKIP and AES

Click on the Prev button to return to the previous page. Click on the
Pre-shared Kev: 24kay2dkey

Next button to continue to the next page. Click on the Cancel button to

discard the changes made and return to the main wireless page. Click 5 Ghz Frequency

on the Wireless Status button to navigate to the Status > Wireless page | ssm: dink-mediz-acha

to view what wireless client are connected to this device. Sequntty Made: Autn (WPA or WPA2) - Personal
Cipher Type: TKIP and AES

End of Wizard. Pre-shared Key: SOkeySikey

[ prew | | mext | | caneel | | wiireless Status |

Manual wireless network setup

Wireless Settings: Manual Wireless Network Setup
The manual wireless network setup option allows users to configure MANLUAL WIRELESS NETWORE SETUP
the wireless settings of this device manually. This option is for the more
advanced user and includes all parameters that can be configured for

IF wour wiraless network is already set up with Wi-Fi Protected Setup, manuzl configuration of the
. o wireless network will destrov the existing wiraless network. If you would like o configure the
wireless connectivity. wiirEless settings of your new D-Link Systems Router manually, then dick on the Manual Wireless
Hetwork Setup button below.

To initiate the Manual Wireless Setup page, click on the Manual Wire- | Manual wireless Connectien Setup |
less Connection Setup button.

On this page the user can configure all the parameters related to the _

wireless connectivity of this router. Use this section to configure the wireless settings for your D-Link router. Please note that changes
made in this section may also need to be duplicated an your wireless client.

T protect your privacy yau can configure wireless securtty faztures, This device supports thres
wireless security modes including: WEP, WPA and WPAZ,

| save Settimgs | Don't Save Settings |
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The following parameters will be available for configuration: T i ——

Wireless Band:

Enable Wireless:

Wireless Network Name:

802.11 Mode:
Enable Auto Channel Scan:

Wireless Channel:

Transmission Rate:
Channel Width:

Visibility Status:

Displays the wireless band being config-

ured. In this option we find that the fol- Wireless Band : 2.46Hz Band

lowing parameters will be regarding the Enable Wireless & [7] [uways [=][ Hew Schedule
2.4GHz band. Wireless Network Mame @ gink-gcts {Also called the S5ID)
Check the box to enable the wireless func- 802.11 Mode : |Mixed 302,110, 802.11g and B02.L1b [ =]
tion. If you do not want to use wireless, Enable Auto Channel Scan © 7]

uncheck the box to disable all the wireless wireless Channal =

functions. Select the time frame that you Transmission Rate : | fest (sutamatic) =] (Mbit/<)

would like your wireless network enabled. Channel Width : 20720 Wrix(auiz)[o]

The schedule may be s’et to AIV\{ays. A.ny VISIIRY 512185 © @ wiatie © Imnstic

schedule you create will be available in

the drop-down menu. Click New Schedule
to create a new schedule.

The Service Set Identifier (SSID) is the name of your wireless network. Create a name using up to 32 characters. The

SSID is case-sensitive. Enable Auto Channel
Here the user can manually select the preferred frequency band to use for this wireless network.
The auto channel selection setting can be selected to allow this device to choose the channel with the least

amount of interference.
By default the channel is set to 1. The Channel can be changed to fit the channel setting for an existing wireless

network or to customize the wireless network. If you enable Auto Channel Selection, this option will be greyed out.
Select the transmit rate. It is strongly suggested to select Best (Automatic) for best performance.
When using the 802.11n frequency band, the user have an option to choose between a 20MHz or 20/40MHz band-

width.
The Invisible option allows you to hide your wireless network. When this option is set to Visible, your wireless

network name is broadcasted to anyone within the range of your signal. If you are not using encryption then they
could connect to your network. When Invisible mode is enabled, you must enter the Wireless Network Name (SSID)
on the client manually to connect to the network.
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By default the wireless security of this router will be disabled. In this
next option the user can enabled or disable wireless security for the
frequency band 2.4GHz. There are two types of encryption that can be
used. WEP or WPA/WPA2.

Wireless Security Mode: WEP

Wired Equivalent Privacy (WEP) is the most basic form of encryption
that can be used for wireless networks. Even though it is known as a
‘weak’ security method, it is better than no security at all. Older wireless
adapter sometimes only supports WEP encryption and thus we still find
this encryption method used today.

The following parameters will be available for configuration:

WEP Key Length: Here the user can specify to either use a

64Bit or a 128Bit encrypted key.
Authentication: Authentication is a process by which the

router verifies the identity of a network
device that is attempting to join the wire-
less network. There are two types authen-
tication for this device when using WEP.
Open System allows all wireless devices
to communicate with the router before
they are required to provide the encryp-
tion key needed to gain access to the
network. Shared Key requires any wire-
less device attempting to communicate
with the router to provide the encryption
key needed to access the network before

they are allowed to communicate with the

router.

Semurity Mode

Mone i

Security Maode

WEP x

WEF ks the wireless encrvpton standard. Ta use it yvau must enter the same kew(s) into the router
and the wareless stabions. Far 64-bit keys you must enter 10 hes digits into each key bew. For 128-
bt kesys vou must enter 26 hew digits into each key bow, A hex digit 15 esther 3 number from 0 to 3
or a letter from & bo F. For the most secure use of WER set the authentication type to “Shared Key'
whan WEP 15 enzbled.

‘You may also enter any text siring inte 2 WEP key box, in which case it will be converted into 2
hexadermal key uzng the ASCII values of the characters. & mazimum of 5 text characbers can be
enbzred for 64-bit keys, and a maximum of 13 characters for 126-bit keys.

If vou chopse the WEF securfty opoon tis device will ONLY operate in Legacy Wireless mode
(802.11B/G). This mezans you will NOT get 11N performance due to the fack that WEP is not
supparted by the Draft 11M specficabon.

WEP Key Length © |62 bit {10 hax digt] [« {length applies to all keys)
Authentication : | Bath =]
WEP Hey 1 :

WEP Key 1: Enter the WEP key used here. For 64-bit keys you must enter 10 hex digits into each key box. For 128-bit keys you
must enter 26 hex digits into each key box. A hex digit is either a number from 0 to 9 or a letter from A to F. You
may also enter any text string into a WEP key box, in which case it will be converted into a hexadecimal key using
the ASClI values of the characters. A maximum of 5 text characters can be entered for 64-bit keys, and a maximum

of 13 characters for 128-bit keys.
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Wireless Security Mode: WPA-Personal

Wi-Fi Protected Access (WPA) is the most advanced and up to date wire-
less encryption method used today. This is the recommended wireless
security option. WPA supports two authentication frameworks. Personal Security Mode : |wea-Personal [¥]
(PSK) and Enterprise (EAP). Personal requires only the use of a pass-
phrase (Shared Secret) for security.

The following parameters will be available for configuration: _

WPA Mode: WPA is the older standard; select this op-
Us= WPA or WPAZ mode to achieve a balance of strong sequrty and best compaohbility. This mode

tion if the clients that will be used with the uses WA for lagacy dients while maintzining higher security with stabions that are WPA2 capable.

router only support the older standard. Llsa the strongest cpher that the dient supports will be used. For best security, use WPAZ Only
ysupp moda, This mode wses AES{CCMP) cipher and kegacy stations are not allowed access with WPA

WPA2 is the newer implementation of the security. For maximun compatiblity, use WPA Only. This made uses TEIP cipher. Some gaming

stronger |IEEE 802.11i security standard. and legacy devices work only in this mode.

With the “WPA2" option, the router tries To achieve batter wirdless perfarmance use WPA2 Only security mode (or in other words AES
WPA2 first, but falls back to WPA if the cipher).

client only supports WPA. With the “WPA2 WPA Mode : | auto{Wra or wPa?) (=]

Only” option, the router associates only Ciphes TYDE @ |TKIP and AES =]

with clients that also support WPA2 secu- Group Key Update Interval @ 3s00 (seconds)

rity.

Cipher Type: Select the appropriate cipher type touse [ A

here. OpthhS to choose from are Temporal Enter an 8- to 63-character alphanumeric pass-phrase. For good security it should be of

Key Integrity Protocol (TKIP), Advanced ample length and should not be a commonly known phrase.
Encryption Standard (AES), and Both (TKIP Pre-Shared Key :
and AES).

Group Key Update Interval: Enter the amount of time before the group
key used for broadcast and multicast data
is changed.

Pre-Shared Key: Enter the shared secret used here. This
secret phrase needs to be the same on all
of the wireless clients for them to be able
to connect to the wireless network suc-
cessfully.
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Wireless Security Mode: WPA-Personal

Wi-Fi Protected Access (WPA)
less encryption method used

is the most advanced and up to date wire-
today. This is the recommended wireless

security option. WPA supports two authentication frameworks. Personal
(PSK) and Enterprise (EAP). Personal requires only the use of a pass-
phrase (Shared Secret) for security.

The following parameters will be available for configuration:

WPA Mode:

Cipher Type:

Group Key Update Interval:

RADIUS Server IP Address:

RADIUS Server Port:

WPA is the older standard; select this op-
tion if the clients that will be used with the
router only support the older standard.
WPA2 is the newer implementation of the
stronger IEEE 802.11i security standard.
With the “WPA2” option, the router tries
WPA2 first, but falls back to WPA if the
client only supports WPA. With the “WPA2
Only” option, the router associates only
with clients that also support WPA2 secu-
rity.

Se)I/ect the appropriate cipher type to use
here. Options to choose from are Temporal
Key Integrity Protocol (TKIP), Advanced
Encryption Standard (AES), and Both (TKIP

and AES).
Enter the amount of time before the group

key used for broadcast and multicast data
is changed.

When the user chooses to use the EAP
authentication framework, the RADIUS
server’s IP address can be entered here.

WIRELESS SECURITY MODE

Security Mode : |wra-Enterpnse| =]

Use WPA or WPAZ made to achieve a balance of stronp security and best compatbility. This mode
uses WA for lagacy dients while maintzining higher security with stabions that are WPA2 capable.
Llsa the strongest apher that the disnt supports will be usad. For best security, use WPAZ Only
muode, This mode wses AES{CCMP] dpher and begacy stations are not allowed access with Wea
security. For maximum compatibility, use WPA Only. This mode uses TEIP cipher. Some gaming
and legacy devices work anly i this mpde,

To adhieve better wirdess performance use WPA2 Onby security mode (or in cther words AES
oipher).

WPA Mode @ | Auto{WRA oo WPAZ) [=]
Cipher Type @ | TKIP and AES [~

Group Key Update Interval @ zzo0 {seconds)

EAP {BO2,1X)

When WPA enterprisa is enabled, the router uses EAP {802.1x) to authenticate clients
via a remote RANUS sarver.

RADIUS server 1P Address -
RADTLES server Port
RADTUS server Shared Secret @

Advanced »> |

1612

When the user chooses to use the EAP authentication framework, the RADIUS server’s port number can be entered

here.

RADIUS Server Shared Enter the shared secret used here. This secret phrase needs to be the same on all of the wireless clients for them to
Secret: be able to connect to the wireless network successfully.
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The following parameters will be available for configuration: T T ——

Wireless Band:

Enable Wireless:

Wireless Network Name:

802.11 Mode:
Enable Auto Channel Scan:

Wireless Channel:

Transmission Rate:
Channel Width:

Visibility Status:

Displays the wireless band being config-

ured. In this option we find that the fol- Wireless Band : 56Hz Band

lowing parameters will be regarding the Enable Wireless & [7] [uways [=][ Hew Schedule
5GHz band. Wireless Network Name @ dini-media-echa {Also called the SSID)
Check the box to enable the wireless func- 802.11 Mode * [Mixed 802.11ac =
tion. If you do not want to use wireless, Enable Auto Channel Scan © 7]

uncheck the box to disable all the wireless wireless Channal =

functions. Select the time frame that you Transmission Rate : | fest (sutamatic) =] (Mbit/<)
would like your wireless network enabled. Channel Width : 204073 Wrs{utz) [

The schedule may be s’et to AIV\{ays. A.ny VISIIRY 513185 © @ watie © Imnstle
schedule you create will be available in

the drop-down menu. Click New Schedule
to create a new schedule.

The Service Set Identifier (SSID) is the name of your wireless network. Create a name using up to 32 characters. The

SSID is case-sensitive. Enable Auto Channel
Here the user can manually select the preferred frequency band to use for this wireless network.
The auto channel selection setting can be selected to allow this device to choose the channel with the least

amount of interference.
By default the channel is set to 36. The Channel can be changed to fit the channel setting for an existing wireless

network or to customize the wireless network. If you enable Auto Channel Selection, this option will be greyed out.
Select the transmit rate. It is strongly suggested to select Best (Automatic) for best performance.
When using the 802.11n frequency band, the user have an option to choose between a 20 MHz, 20/40 MHz, or

20/40/80 MHz bandwidth.
The Invisible option allows you to hide your wireless network. When this option is set to Visible, your wireless

network name is broadcasted to anyone within the range of your signal. If you are not using encryption then they
could connect to your network. When Invisible mode is enabled, you must enter the Wireless Network Name (SSID)
on the client manually to connect to the network.
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By default the wireless security of this router will be disabled. In this
next option the user can enabled or disable wireless security for the
frequency band 2.4GHz. There are two types of encryption that can be
used. WEP or WPA/WPA2.

Wireless Security Mode: WEP

Wired Equivalent Privacy (WEP) is the most basic form of encryption
that can be used for wireless networks. Even though it is known as a
‘weak’ security method, it is better than no security at all. Older wireless
adapter sometimes only supports WEP encryption and thus we still find
this encryption method used today.

The following parameters will be available for configuration:
WEP Key Length: Here the user can specify to either use a

64Bit or a 128Bit encrypted key.
Authentication: Authentication is a process by which the

router verifies the identity of a network
device that is attempting to join the wire-
less network. There are two types authen-
tication for this device when using WEP.
Open System allows all wireless devices
to communicate with the router before
they are required to provide the encryp-
tion key needed to gain access to the
network. Shared Key requires any wire-
less device attempting to communicate
with the router to provide the encryption
key needed to access the network before

they are allowed to communicate with the

router.

Security Mode © | yone -

WIRELESS SECURITY MODE

Saourity Mode : |wEp

1]

WEP

WEFP = the wireless encryphion standard. To use i you must enter the same key[=) mio the router

and the wareless stations, For 64-0it keys you must entes 10 hex digies into each key bok. For 128-
bit keys you must enker 26 hex digits inte sach key box. A hex diok is either a number from 0 to @
or & letter from & ta F. For the most secure uss of WEP set the authenbication type to "Shared Key”
wihen WEP is enablad,

Yo may also enter amy bext strng inte 2 WEP key boe, inwhich case it will be converted into a
hexadecimal key using the ASCII values of the charactars, A maxdmum of 5 text characters can be
enbared for &4-bit kays, and a mazimum of 13 characters for 128-bit keys.

If wou choose the WEP security ogtion this device will ONLY cperate in Legacy Wireless mode
[BOZ.11B[G]). This means vou will NOT gst 11N performance due fo the fact that WEP 1s not

supported by the Draft 11N speafication.
WEP Key Length @ |54 bit (10 hex digits) |+ (langth applies to 28l keys)

Authentication : |Soth -
WEFKey 1 :

WEP Key 1: Enter the WEP key used here. For 64-bit keys you must enter 10 hex digits into each key box. For 128-bit keys you
must enter 26 hex digits into each key box. A hex digit is either a number from 0 to 9 or a letter from A to F. You
may also enter any text string into a WEP key box, in which case it will be converted into a hexadecimal key using
the ASClI values of the characters. A maximum of 5 text characters can be entered for 64-bit keys, and a maximum

of 13 characters for 128-bit keys.
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Wireless Security Mode: WPA-Personal

Wi-Fi Protected Access (WPA) is the most advanced and up to date wire-
less encryption method used today. This is the recommended wireless
security option. WPA supports two authentication frameworks. Personal

(PSK) and Enterprise (EAP).

The following parameters will be available for configuration:

WPA Mode:

Cipher Type:

Group Key Update Interval:

Pre-Shared Key:

WPA is the older standard; select this op-
tion if the clients that will be used with the
router only support the older standard.
WPA2 is the newer implementation of the
stronger IEEE 802.11i security standard.
With the “WPA2"” option, the router tries
WPA2 first, but falls back to WPA if the
client only supports WPA. With the “WPA2
Only” option, the router associates only
with clients that also support WPA2 secu-
rity.

Se)I/ect the appropriate cipher type to use
here. Options to choose from are Temporal
Key Integrity Protocol (TKIP), Advanced
Encryption Standard (AES), and Both (TKIP
and AES).

Enter the amount of time before the group
key used for broadcast and multicast data
is changed.

WIRELESS SECURITY MODE

Security Mode : [wra-Personal | =]

Use WPA or WPAZ made to achieve a balance of stronp security and best compatbility. This mode
uses WA for lagacy dients while maintzining higher security with stabions that are WPA2 capable.
Llsa the strongest apher that the disnt supports will be usad. For best security, use WPAZ Only
muode, This mode wses AES{CCMP] dpher and begacy stations are not allowed access with Wea
security. For maximum compatibility, use WPA Only. This mode uses TEIP cipher. Some gaming
and legacy devices work anly i this mpde,

To adhieve better wirdess performance use WPA2 Onby security mode (or in cther words AES
cipher).

WPA Mode @ | Auto{WRA oo WPAZ) [=]
Cipher Type @ | TKIP and AES [~

Group Key Update Interval @ zzo0 {seconds)

PRE-SHARED KEY

Enter an 8- to 63-character alphanumeric pass-phrase. For good sacurity it should be of
ample length and should not be a commonly known phrase,

Pre-Shared Key @

Enter the shared secret used here. This secret phrase needs to be the same on all of the wireless clients for them to
be able to connect to the wireless network successfully.
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Wireless Security Mode: WPA-Enterprise

Wi-Fi Protected Access (WPA)
less encryption method used

is the most advanced and up to date wire-
today. This is the recommended wireless

security option. WPA supports two authentication frameworks. Personal

(PSK) and Enterprise (EAP).

The following parameters will be available for configuration:

WPA Mode:

Cipher Type:

Group Key Update Interval:

RADIUS Server IP Address:

RADIUS Server Port:

WPA is the older standard; select this op-
tion if the clients that will be used with the
router only support the older standard.
WPA2 is the newer implementation of the
stronger IEEE 802.11i security standard.
With the “WPA2"” option, the router tries
WPA2 first, but falls back to WPA if the
client only supports WPA. With the “WPA2
Only” option, the router associates only
with clients that also support WPA2 secu-
rity.

Se)I/ect the appropriate cipher type to use
here. Options to choose from are Temporal
Key Integrity Protocol (TKIP), Advanced
Encryption Standard (AES), and Both (TKIP
and AES).

Enter the amount of time before the group
key used for broadcast and multicast data
is changed.

When the user chooses to use the EAP
authentication framework, the RADIUS
server’s IP address can be entered here.

WIRELESS SECURITY MODE

Security Mode : |wra-Enterpnse| =]

Use WPA or WPAZ made to achieve a balance of stronp security and best compatbility. This mode
uses WA for lagacy dients while maintzining higher security with stabions that are WPA2 capable.
Llsa the strongest apher that the disnt supports will be usad. For best security, use WPAZ Only
muode, This mode wses AES{CCMP] dpher and begacy stations are not allowed access with Wea
security. For maximum compatibility, use WPA Only. This mode uses TEIP cipher. Some gaming
and legacy devices work anly i this mpde,

To adhieve better wirdess performance use WPA2 Onby security mode (or in cther words AES
oipher).

WPA Mode @ | Auto{WRA oo WPAZ) [=]
Cipher Type @ | TKIP and AES [~

Group Key Update Interval @ zzo0 {seconds)

EAP {BO2,1X)

When WPA enterprisa is enabled, the router uses EAP {802.1x) to authenticate clients
via a remote RANUS sarver.

RADIUS server 1P Address -
RADTLES server Port
RADTUS server Shared Secret @

Advanced »> |

1612

When the user chooses to use the EAP authentication framework, the RADIUS server’s port number can be entered

here.

RADIUS Server Shared Enter the shared secret used here. This secret phrase needs to be the same on all of the wireless clients for them to
Secret: be able to connect to the wireless network successfully.
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Wireless Security Mode: Enable WEP Wireless Security (basic)

Wired Equivalent Privacy (WEP) is the most basic form of encryption
that can be used for wireless networks. Even though it is known as a
‘weak’ security method, it is better than no security at all. Older wireless Security Mode | Enable WER Wireless Secunty (basic) [=]
adapter sometimes only supports WEP encryption and thus we still find

this encryption method used today. SEE
. . . . WEP 5 the wireless encryption standard, To use | yow must enter the same key(s) mto the AP and
The following parameters will be available for configuration: the wireless stations. For §4-bit kevs you must enter 10 hex digits inte each key box. For 12B-bit

Authentication:

WEP Encryption:

Default WEP Key:
WEP Key:

WIRELESS SECURITY MOIDE

Authentication is a process by which the keys you miust enber 26 hex digits into each key box. & hex digit & either 2 number from 0 to @ or a
letter from & to F.

router verifies the identity of a network

: : : sy e You may also enter any text shrng into 2 WEP key box, in whach case it will be converted into a
device that is attempting to join the wire hexadecimal key using the ASCI values of the characters. A madmum of 5 text characters can be
less network. There are two types authen- enbzred for 64-bit keys, and 3 maximum of 13 characters for 128-51 keys.

tication for this device when using WEP. Authentication : [Open  [=]
Open System allows all wireless devices

to communicate with the router before
they are required to provide the encryp-
tion key needed to gain access to the
network. Shared Key requires any wire- | save settmps | | Donit Save Settings
less device attempting to communicate

with the router to provide the encryption

key needed to access the network before

they are allowed to communicate with the

router.
Here the user can specify to either use a

64Bit or a 128Bit encrypted key.

WEP Encryption : |g48ic [=|
Default WEP Key : |wer ey 1| =]

WEP Kay : (5 ASCIN or 10 HEX]

Select the default WEP key number that will be used for the encryption.

Enter the WEP key used here. For 64-bit keys you must enter 10 hex digits into each key box. For 128-bit keys you
must enter 26 hex digits into each key box. A hex digit is either a number from 0 to 9 or a letter from A to F. You
may also enter any text string into a WEP key box, in which case it will be converted into a hexadecimal key using
the ASClI values of the characters. A maximum of 5 text characters can be entered for 64-bit keys, and a maximum
of 13 characters for 128-bit keys.
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Wireless Security Mode: Enable WPA/WPA2 Wireless Security (enhanced)

Wi-Fi Protected Access (WPA) is a more advanced and up to date wireless encryption method used today. This is the recommended wireless
security option.

The following parameters will be available for configuration:
Cipher Type: Select the appropriate cipher type to use here. [T a R RT=at 10N A ik

Options to choose from are Temporal Key

Integrity Protocol (TKIP), Advanced Encryp- Security Mode : | enable wrAWPAZ Wireless Secunty (enhancad] [ =]

tion Standard (AES), and Both (Auto TKIP and

ol

Network Key: Enter the shared secret used here. This secret
phrase needs to be the same on all of the
wireless clients for them to be able to connect Cipher Type @ | sUTO(TIIR/AES) [~ |
to the wireless network successfully. Network Key :

WPAWPAZ requires stations to use high grade encrypBon and authentication.

(B~63 ASCIT or 64 HEX)

Click on the Save Settings button to accept the changes made.
Click on the Don’t Save Settings button to discard the changes made.

Save Sethmps | [Don't Sawe Settings
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Section 4 - Security

Wireless Security

This section will show you the different levels of security you can use to protect your data from intruders. The DIR-850L offers the
following types of security:

« WPA2 (Wi-Fi Protected Access 2) « WPA2-PSK (Pre-Shared Key)
« WPA (Wi-Fi Protected Access) « WPA-PSK (Pre-Shared Key)
What is WPA?

WPA (Wi-Fi Protected Access), is a Wi-Fi standard that was designed to improve the security features of WEP (Wired Equivalent Privacy).
The 2 major improvements over WEP:

- Improved data encryption through the Temporal Key Integrity Protocol (TKIP). TKIP scrambles the keys using a hashing
algorithm and, by adding an integrity-checking feature, ensures that the keys haven’t been tampered with. WPA2 is
based on 802.11i and uses Advanced Encryption Standard (AES) instead of TKIP.

- User authentication, which is generally missing in WEP, through the extensible authentication protocol (EAP). WEP
regulates access to a wireless network based on a computer’s hardware-specific MAC address, which is relatively simple
to be sniffed out and stolen. EAP is built on a more secure public-key encryption system to ensure that only authorized
network users can access the network.

WPA-PSK/WPA2-PSK uses a passphrase or key to authenticate your wireless connection. The key is an alpha-numeric password between
8 and 63 characters long. The password can include symbols (17*&_) and spaces. This key must be the exact same key entered on your
wireless router or access point.

WPA/WPA2 incorporates user authentication through the Extensible Authentication Protocol (EAP). EAP is built on a more secure public
key encryption system to ensure that only authorized network users can access the network.
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Section 3 - Configuration

Network Settings

This section will allow you to change the local network settings of the router and to configure the DHCP settings.

Router Settings

Router IP Address: Enter the IP address of the router. The default IP address
is 192.168.0.1.

If you change the IP address, once you click Save Settings,
you will need to enter the new IP address in your browser
to get back into the configuration utility.
Subnet Mask: Enter the Subnet Mask. The default subnet mask is
255.255.255.0.

Device Name: Enter a name for the router.

Local Domain: Enter the Domain name (Optional).

Enable DNS Relay: Uncheck the box to transfer the DNS server information
from your ISP to your computers. If checked, your
computers will use the router for a DNS server.

DIR-850I SETUP ADVANCED TOOLS STATUS SUPPORT

INTERMNET
WIRELESS SETTINGS

NETWORK SETTINGS

STORAGE

MEDIA SERVER
IPVE

MYDLINK SETTINGS

Use this section to configure the internal network settings of your router and also to configure
the buitt-in DHCP server to assign IP addresses to computers on your network. The IP address
that is configured here is the IP address that you use to access the Web-based management
interface. If you change the IP address in this section, you may need to adjust your PC's
netwaork settings to access the network again.

Please note that this section is optional and you do not need to change any of the
sattings here to get your network up and running.

[ Save Sett\ngs] [ Don't Save Settings ]

ROUTER SETTINGS

Use this section to configure the internal network settings of your router. The IP address that is
configured here is the IP address that you use to access the Web-based management interface.
If you change the IP address here, you may need to adjust your PC's network settings to
access the network again.

Router IP Address : |1g7 1801

Default Subnet Mask : [355 355 255.0

Host Hame : |gjnkrouter

Local Domain Name : (optional)

Enable DNS Relay :

Helpful Hints...

= If you already have
3 DHCP server on your
network or are using
static IP addresses on
all the devices on your
network, uncheck
Enable DHCP Server
to disable this feature.

= If you have devices
on your network that
should always have
fixed IP addresses,
add a DHCP
Reservation for each
such device.
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Section 3 - Configuration

DHCP Server Settings

DHCP stands for Dynamic Host Control Protocol. The DIR-850L has a built-in DHCP server. The DHCP Server will automatically
assign an IP address to the computers on the LAN/private network. Be sure to set your computers to be DHCP clients by setting
their TCP/IP settings to “Obtain an IP Address Automatically” When you turn your computers on, they will automatically load
the proper TCP/IP settings provided by the DIR-850L. The DHCP Server will automatically allocate an unused IP address from

the IP address pool to the requesting computer. You must specify the starting and ending address of the IP address pool.

Enable DHCP Check this box to enable the DHCP server on your router.
Server: Uncheck to disable this function.

DHCP IP Address Enter the starting and ending IP addresses for the DHCP
Range: server’s IP assignment.

Note: If you statically (manually) assign IP addresses to your
computers or devices, make sure the IP addresses are outside
of this range or you may have an IP conflict.

DHCP Lease Time: The length of time for the IP address lease. Enter the Lease
time in minutes.

Always If all the computers on the LAN successfully obtain their
Broadcast: IP addresses from the router’s DHCP server as expected,
this option can remain disabled. However, if one of the

computers on the LAN fails to obtain an IP address from the

router’s DHCP server, it may have an old DHCP client that

incorrectly turns off the broadcast flag of DHCP packets.

Enabling this option will cause the router to always broadcast its responses to all clients, thereby working around the problem, at

the cost of increased broadcast traffic on the LAN.

NetBIOS Check this box to allow the DHCP Server to offer NetBIOS configuration settings to the LAN hosts. NetBIOS allow LAN hosts to

[MHCP SERVER SETTINGS

lIse this section te configure the built-in DHOP server to assign [P address to the computers on your

nebsork,

Enable DHCP Server :
OHCP [P Address Range @
DHCP Leasa Time @
Always broadoast -

MetBIOS announcement

w0 b 199 (addresses within the LAN subnet)
1oog0 | (minutes)

[¥] {compatibility for some DHCP Clients)

>

Leamm NetBIOS from WAN

NetBIOS Scope
NetBIOS node type -

{optional}
Broadeast only [use when no WINS servers configured)
Pamt-to-Paint {no brozdezst)
Y Moed-mode (Broadeast then Point-to-Paint]
Hybrid (Point-to-Point then Broadoass)

Primary WINS 1P Address @
Secondary WINS 1P Address @

Announcement: discover all other computers within the network, e.g. within Network Neighborhood.

Learn NetBIOS If NetBIOS announcement is switched on, it will cause WINS information to be learned from the WAN side, if available. Turn this

from WAN: setting off to configure manually.
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Section 3 - Configuration

NetBIOS Scope: Thisisanadvanced setting and is normally left blank. This allows the configuration of a NetBIOS ‘domain’name under which network
hosts operate. This setting has no effect if the ‘Learn NetBIOS information from WAN'is activated.

NetBIOS Node: This field indicates how network hosts are to perform NetBIOS name registration and discovery. H-Node, this indicates a Hybrid-State
of operation. First WINS servers are tried, if any, followed by local network broadcast. This is generally the preferred mode if you
have configured WINS servers. M-Node (default), this indicates a Mixed-Mode of operation. First Broadcast operation is performed
to register hosts and discover other hosts, if broadcast operation fails, WINS servers are tried, if any. This mode favours broadcast
operation which may be preferred if WINS servers are reachable by a slow network link and the majority of network services such as
servers and printers are local to the LAN. P-Node, this indicates to use WINS servers ONLY. This setting is useful to force all NetBIOS
operation to the configured WINS servers. You must have configured at least the primary WINS server IP to point to a working WINS
server. B-Node, this indicates to use local network broadcast ONLY. This setting is useful where there are no WINS servers available,
however, it is preferred you try M-Node operation first. This setting has no effect if the ‘Learn NetBIOS information from WAN’ is
activated.

WINS IP Enter your WINS Server IP address(es).
Address:
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Section 3 - Configuration

If you want a computer or device to always have the same IP address assigned, you can create a DHCP reservation. The router will assign the IP

DHCP Reservation

address only to that computer or device.

Note: This IP address must be within the DHCP IP Address Range.

Enable:

Computer Name:

IP Address:

MAC Address:

Copy Your PC’s
MAC Address:

Save:

DHCP
Reservations List:

Enable:
Edit:

Delete:

Check this box to enable the reservation.

Enter the computer name or select from the drop-down
menu and click <<.

Enter the IP address you want to assign to the computer
or device. This IP Address must be within the DHCP IP
Address Range.

Enter the MAC address of the computer or device.

If you want to assign an IP address to the computer you
are currently on, click this button to populate the fields.

Click Save to save your entry. You must click Save Settings
at the top to activate your reservations.

DHCP Reservations List

Displays any reservation entries. Displays the host name
(name of your computer or device), MAC Address, and IP
address.

Check to enable the reservation.

Click the edit icon to make changes to the reservation entry.

Click to remove the reservation from the list.

ADD DHCP RESERYATION

Enable :

Computer Name
IP Address
MALC Address

v

:[PM_testol

N IEERTE R E:

: Jooeoeiz3izcisiiad

Copy Your PC's MAC Address |

Save I Clear |

Enatile:

Host Marne

DHCP RESERYATIONS LIST
MaC Address

IP Address

Hardware Address  Assigned IP
00:04:23:20:51:43 192,162.0.112 PM_test0l Thu Sep 1 19:49:06 2011 Revoke Reserve

NUMBER OF DYNAMIC DHCP CLIENTS @ 1

Hostname  Expires

DHCP RESERYATIONS LIST

Enable
v

Host Mame f120C
Pr_testOl

Address
00:04:23:2c:51:a3

IF Address
192.168.0.112 B %

Hardware Sddress  Azsigned IP
00:04:23:20:51:53  192,168.0.112 PM_test0l Thu Sep 1 19:49:06 2011 Revoke Reserve

NUMBER OF DYNAMIC DHCP CLIENTS : 1

Hosthame  Expires
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Storage

This page allows the user to use a web browser to remotely access files

stored on an SD card or USB storage drive plugged into the router.
You can access storage device by http://shareport.local when you
enable SharePort Web Access

The following parameters will be available for configuration:
Enable SharePort Web Tick this option to enable the share port

Access: web access feature.
HTTP Access Port: Enter the HTTP Access Port number used
here. By default, this value is 8181.

HTTPS Access Port: Enter the HTTPS Access Port number used

here. By default, this value is 4433.

Web File access dllows wol B0 use 3 wab browsear to remately aocess files stored on an S0 card or
U= storage drive plugged into the router. To use this feature, dheck the Enable Web Flle Access
chieckbio, then create usar accounts to manage access to your storape devices or use the Admin or
Guest account | Guest/guest) to access the Guest Folder. After plugging in an SD card ar USB
smarage drive, the new device will appear in the st with 2 link to It Wou can then use this ink o
connect b the drive and log in with & user account.

[ save Settings [ Daon't Save Settings |

SHAREPORT WEB ACCESS

Enable SharePort Web Access :
HTTP Access Port @ gigp
HTTPS Access Port @ 4433

Allow Remote Access @ |

Allow Remote Access: Tick this option the allow remote access to this router.

In the User Creation section, the user can create and modify usernames and passwords.

The following parameters will be available for configuration:
User Name: In the User Name field we can enter the

new username that will be created. Alter-

natively, if we want to modify an existing

user account, select a username from the
drop-down menu. It will automatically be
added to the User Name field for modifica-

tion.

Liser Mame : << Username | =
Password -
Verify Password @ Add/Edr

Password: In the Password field, the user can enter the password that will be associated with the user account.
Verify Password: In the Verify Password field, the user can re-enter the password that will be associated with the user account.

Click the Add/Edit button the add a new user account or modify an existing account.
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In the User List section, the user can modify or delete different user settings for each account.

The following parameters will be available in the display.
No. Displays the number of the entry in the

user list.
User Name: Displays the user name of the entry inthe | Mo, UserMame  Access Path Pormission  Edit Delate
Iigt. - 1 admin raot Read)Virite
Access Path: Pl:plays the access path of the entry in the S s o read Only Ef
ist.
Permission: Displays the permission settings of the A e e frecscifnte E

entry in the list.

Click the Edit icon to edit the access path and permission, for each user.
Click the Delete icon to delete an account from the list.

After click on the Edit button, this window will appear.

The following parameters will be available for configuration:

name that will be modified.
Folder: This filed will display the access path that User name ;
this user will have access to, after logging Foldar -
in. Click the Browse button to navigate = | Browze |
to a folder, located on the USB storage Permission : |Read Only [+ ]
device.
Permission: Here the user can select the appropriate @
permission setting for this user account. [Lok ] [ cancal |
Permissions available for selection, from
the drop-down menu are Read Only and

Read/Write.
Read Only permission will only allow this account to read data stored on the USB storage device within the con-

strains of the access path specified. Read/Write permission will allow this account to read and write data to and
from the USB storage device within the constrains of the access path specified.

Click the Append button to add a blank account with the access path and permission specified.
Click the OK button to accept the changes made for the existing account.
Click the Cancel button to discard the changes made.
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In the Number Devices section, the user can view information about the external USB storage devices inserted into the USB port of this router.

The following parameters will be available in the display
Number of Devices: This field will display the number of USB
storage devices that are attached to the
USB port of the router.

Device Total Space Free Space
Device: This field will display the USB storage de- Us8 268 L9 GB

vice's name.

Total Space: This field will display the total space that is available on the USB storage device attached.
Free Space: This field will display the free space that is available on the USB storage device attached.

In the HTTP Storage Link section, the user can use this link to connect to the drive remotely after logging in with a user account.

Notice the path of the link(s) provided will point the external interface
of this router. If no DDNS account is specified on the Dynamic DNS
page, the WAN IP address will be used. If, however, a DDNS account is ‘ou an then wse this link to connect to the drive and kog in with a user account,
specified, then the domain name will be used. Weh Fila &rcess ditn Link

Wded File Arcess Hitps Link

Click on the Save Settings button to accept the changes made.
Click on the Don’t Save Settings button to discard the changes made.

[ Save Settngs | [ Don't Sawe Seifings |

D-Link DIR-850L User Manual 64



Section 3 - Configuration

Media Server

This page will allow you to enable a DLNA Media Server. DLNA (Digital Living Network Alliance) is the standard for the interoperability of Network
Media Devices (NMDs). The user can enjoy multimedia applications (music, pictures and videos) on your network connected PC or media devices.
If you agree to share media with devices, any computer or device that connects to your network can play your shared music, pictures and videos.

Note: The shared media may not be secure. Allowing any devices to stream is recommended only on secure networks.

DLNA Server: Check to enable DLNA Media Server functions.

DLNA Server Choose a name for your DLNA media server so that it can be _
Name. fOu nd INTERWET | Helpful Hints...
WIRELE?% SETTINGS DLNA (Digital Living Network AHlaﬂ_ce) is the standard for_the interoperability of Network Media = After adding new
o A S i e LA T
Folder: Choose the location of the folder you wish to share or check the |BEEG Futomsticly detectand ply s fom the outer rfesh bon
H H VEDIA SERVER : The shal lia noi secure. ing any devices to stream is -
box to use the root folder of the entire drive. Wt-. e
MYDLINK SETTINGS [ Save SEttII‘\_J Don't Save SEEUHJ
iTunes Server: Check to enable iTunes Server functions. R
DLNA Server : (0 Enable @ Disable
. i . 3 DLNA Server Name © [yposp)
Folder: Choose the location of theiTunes Library folder you wish to share Folder s ] gq:
or check the box to use the root folder if it is located on the root ! Browse

folder of the connected drive.

iTunes Server : (7 Enzble @ Disable

Folder : root

USB 3.0: Use this setting to enable USB 3.0 functionality for the USB port 7 Browes
on the back of the router. USB 3.0 provides high-speed transfer Save settngs] ((Don't Save setings)

speeds with compatible devices. This setting is disabled by
default, which means that the USB port will operate at the USB
2.0 specification.
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IPv6

On this page, the user can configure the IPv6 Connection type. There are two ways to set up the IPv6 Internet connection. You
can use the Web-based IPv6 Internet Connection Setup Wizard, or you can manually configure the connection.

For the beginner user that has not configured a router before, click on
the IPv6 Internet Connection Setup Wizard button and the router will
guide you through a few simple steps to get your network up and running.

For the advanced user that has configured a router before, click on the
Manual IPv6 Internet Connection Setup button to input all the settings
manually.

To configure the IPv6 local settings, click on the IPv6 Local Connectivity
Setup button.

" 1D-L1n

N/ B woe | oo | e e |

INTERNET el
RUEISSE SN | There are two ways to set up your IPv6 Internet connection, You can use the Web-based IPv6 -
METWORK SETTINGS Internet Connection Setup Wizard, or you can manually configure the connection. net

SORACE IPV6 INTERNET CONNECTION SETUP WIZARD o

MEDIA SERVER
Ipvs If you would like to utilize our ezsy to use Web-based Wizard to assist you in connecting your new
D-Link Systems Router to the IPv6 Internet, click on the button below.

MYDLINK SETTINGS
_ = 1Pv6 Internet Connection Setup Wizard

Note: Before launching the wizards, please make sure you have follawed all steps outlined in the
Quick Tnstallation Guide included in the paciage.

MANUAL IPV6 LOCAL CONNECTIVITY SETUP

If you would like to configure the IPv6 local connectivity settings of your D-Link Router, then dlick

on the button below.

1Pv6 Local Gonnectivity Settings

MANUAL IPV6 INTERNET CONNECTION SETUP

If you would like to configure the IPv6 Internet settings of your new D-Link Router manuzlly, then
dick an the button below.

Manual IPv6 Intemet Connection Setup

WIRELESS

Use this section to configure Unique Local [Pv6 Unicast Addresses(lULA) settings for your router,
ULA is intended for local communications and not expected to be routable on the global
Internet,

Save Settings I Don't Save Settings |
IP¥6 ULA SETTINGS

Enable ULA : [
Use Default ULA Prefix : @

ULA, Prefix : IFd4d:8122:1991:DDDD:: /64
CURRENT IP¥6 ULA SETTINGS

Current ULA Prefix :
LAN IPv6 ULA :

D-Link DIR-850L User Manual



Section 3 - Configuration

IPv6 Internet Connection Setup Wizard

On this page, the user can configure the IPv6 Connection type using the IPv6 Internet Connection Setup Wizard.

Click the IPv6 Internet Connection Setup Wizard button and the router will guide
you through a few simple steps to get your network up and running.

Click Next to continue to the next page. Click Cancel to discard the changes made
and return to the main page.

The router will try to detect whether its possible to obtain the IPv6 Internet
connection type automatically. If this succeeds then the user will be guided through
the input of the appropriate parameters for the connection type found.

IPVE INTERNET CONNECTION SETUP WLIARD

I wou would like to utilize our easy 0 use Web-based Wizard [0 assist wou in CONMCIng Your new
D-Link Systems Routsr to the IPvE Internet, dick on the button below.

TP Intemet Connection Setup Wizard |

Mote: Befors launching the wizards, plezss maks sure you have followsd all steps cudmed in the
Quick Installation Guide included inthe padkage.

WELCOME TO THE D-LINK IPV6 INTERNET CONNECTION SETUP WIZARD

This wizard will guide you through a setp-by-setp processs to configure a new connection to the
IPv6 Interent.

= Step 1 Configure your IPvE Interent Connection
= Step 2: Save setting and connect

Prey. | Mext I Cancel Conmect

STEP 1: CONFIGURE YOUR IPV6 INTERENT CONNECTION

Router is detecting your IP¥6 Interent connection type, please wait ...

Presy | Mext | Cancel Conneck
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However, if the automatic detection fails, the user will be prompt to either Try
again or to click on the Guide me through the IPv6 settings button to initiate the
manual continual of the wizard.

There are several connection types to choose from. If you are unsure of your
connection method, please contact your IPv6 Internet Service Provider.

Note: If using the PPPoE option, you will need to ensure that any PPPoE client
software on your computers has been removed or disabled. The 3 options available
on this page are IPv6 over PPPoE, Static IPv6 address and Route, and Tunneling
Connection.

Choose the required IPv6 Internet Connection type and click on the Next button
to continue. Click on the Prev button to return to the previous page. Click on the
Cancel button to discard all the changes made and return to the main page.

STEP 1: CONFIGURE YOUR IP¥6 INTERENT CONNECTION

Router is unable detect your IPv6 Internet connection type

Cancel Try again Guide me through the IPvE setting

STEP 1: CONFIGURE YOUR IPY6 INTERENT CONNECTION

Please select your IPv6 Interent Connection type

@ IPv6 over PPPoOE

Choose this option if your IPv6 Interent connection requires a username and password to get online, Most
DSL modemns use this type of connection,

" Static IPv6 address and Route

Choose this option if your Interent Service Provider (ISP} provided you with IPv6 address information that
has to be manually configured.

¢ Tunneling Connection (6rd)

Choose this option if your Interent Service Provider (ISP) provided you a IPv6 Internet connection by using
Ard automatic tunneing mechanism,

Prew I Mext | Cancel Connesk

Click on the Next button to continue. Click on the Prev button to return to the previous page.

Click on the Cancel button to discard all the changes made and return to the main page.

D-Link DIR-850L User Manual

68



Section 3 - Configuration

IPv6 over PPPoOE SET USERNAME AND PASSWORD CONNECTION (PPPOE)

After SeleCtIng the IPV6 over PPPOE Optlon' the user WI” be able to Conﬁgure the To st_at up th_is connection you will need_ tl_:l have a_Username and Password from your IPv6 Internet
IPv6 Internet connection that requires a username and password to get online. Service Provider. If you do not have this information, please contact your ISP.

MOSt DSL mOdemS use thIS type Of Connection. PPPOE Session: % Share with IPvd € Create a new session

Username : |
Password : |
Verify Password : |

Service Name : | (Optional)

PPPOE Session: Select the PPPoE Session value used here. This Mate: You may ako nesd to provide & Senvice Name. Ifyou do ot have o knaw this nfomatin plsese
option will state that this connection shares it's o] | [ | Cen
information with the already configured IPv6
PPPoE connection, or the user can create a new
PPPoE connection here.

The following parameters will be available for configuration:

User Name: Enter the PPPoE username used here. If you do not
know your user name, please contact your ISP.

Password: Enter the PPPoE password used here. If you do not
know your password, please contact your ISP.

Verify Password: Re-enter the PPPoE password used here.

Service Name: Enter the service name for this connection here.
This option is optional.
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Static IPv6 Address Connection
This mode is used when your ISP provides you with a set IPv6 addresses that does not change. The IPv6 information is manually entered in your

IPv6 configuration settings. You must enter the IPv6 address, Subnet Prefix Length, Default Gateway, Primary DNS Server, and Secondary DNS

Server. Your ISP provides you with all this information.

Use Link-Local
Address:

IPv6 Address:

Subnet Prefix
Length:

Default Gateway:

Primary IPv6 DNS
Address:

Secondary IPv6
DNS Address:

LAN IPv6 Address:

The Link-local address is used by nodes and routers when
communicating with neighboring nodes on the same link.
This mode enables IPv6-capable devices to communicate
with each other on the LAN side.

Enter the WAN IPv6 address for the router here.

Enter the WAN subnet prefix length value used here.

Enter the WAN default gateway IPv6 address used here.

Enter the WAN primary DNS Server address used here.

Enter the WAN secondary DNS Server address used here.

These are the settings of the LAN (Local Area Network)
IPv6 interface for the router. The router’s LAN IPv6 Address
configuration is based on the IPv6 Address and Subnet
assigned by your ISP. (A subnet with prefix /64 is supported
in LAN.)

SET STATIC IPY6 ADDRESS CONNECTION

To set up this connection you will need to have a complete list of IPv6 information provided by your

IPv6 Internet Service Provider. If you have a Static IPv6 connection and do not have this
information, please contact your ISP.
Use Link-Local Address :
IPv6 Address : IFESD::218:E?FF:FE95:689F
Subnet Prefix Length : |64—
Default Gateway :

Primary DNS Address :

Secondary DNS Address :

LAN IPv6 Address : f64

Prey I et | Cancel Cannect
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Tunneling Connection (6rd)

After selecting the Tunneling Connection (6rd) option, the user can configure the IPv6 6rd connection settings.

The following parameters will be available for configuration:
6rd IPv6 Prefix: Enter the 6rd IPv6 address and prefix value used
here.

IPv4 Address: Enter the IPv4 address used here.
Mask Length: Enter the IPv4 mask length used here.
Assigned IPv6 Prefix: Displays the IPv6 assigned prefix value here.
6rd Border Relay IPv4 Enter the 6rd border relay IPv4 address used here.

Address:
IPv6 DNS Server: Enter the primary DNS Server address used here.

The IPv6 Internet Connection Setup Wizard is complete.

Click on the Connect button to continue. Click on the Prev button to return to
the previous page. Click on the Cancel button to discard all the changes made
and return to the main page.

SET UP 6RD TUNNELING CONNECTION

To set up this 6rd tunneling connection you will need to have the following information from your
IPv6 Internet Service Provider. If you do not have this information, please contact your 1SP.

6rd IPv6 Prefix : | / |3z

IPv4 Address : 192.168.1.2 Mask Length : IEI
Assign IPv6 Prefix : None

Tunnel Link-Local Address : FEBD::COA8:0102/64

6rd Border Relay IPv4
Address :

IPv6 DNS Server : |

Prey I Mext | Caneel Connect

The IPv6 Internet Connection Setup Wizard has completed. Click the Connect button Lo save your
sattings and reboot the router.

Preu Cancel | Connect |
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IPv6 Manual Setup

There are several connection types to choose from: Auto Detection, Static IPv6, Autoconfiguration (SLAAC/DHCPv6), PPPOE,
IPv6 in IPv4 Tunnel, 6to4, 6rd, and Link-local. If you are unsure of your connection method, please contact your IPv6 Internet
Service Provider.

Note: If using the PPPoE option, you will need to ensure that any PPPoE client software on your computers has been removed
or disabled.

Auto Detection

Select Auto Detection to have the router detect and automatically

COnﬁ g U re yOU r IPV6 Settl n g from yOU r IS P. Choose the mode to be used by the router to the IPv6 Internet.

My IPv6 Connection is : | Auto Detection =

IPv6 DNS SETTINGS

Dbtain a DNS server address automatically or enter a specific DNS server address.

& (Ohtain a DNS server address automaticaly
¢ Use the folowing DHS address

Primary DNS Server : |

Secondary DNS Server : |

LAN IPv6 ADDRESS SETTINGS

Use this section to configure the internal network settings of your router. If you
change the LAN IPv6 Address here, you may need to adjust your PC network
settings to access the network again.

Enable DHCP-PD : ¥
LAN IPY6 Address : | /64
LAN IPv6 Link-Local Address : FES0::218:E7FF:FE95:689E/ 64

ADDRESS AUTOCONFIGURATION SETTINGS

Use this section to setup IPv6 Autoconfiguration to assign IP addresses to the
computers on your network.You can also enable DHCP-PD to delegate prefixes for
router in your LAN.

Enable automatic IPv6
address assignment :
Enable Automatic DHCP-PD in v

I

LAN :
Autoconfiguration Type : [5LAAC + Stakeless DHCPve = |
Router Advertisement I— "
Lifetime: 1440 (rminutes)
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My IPv6 Connection:

WAN IPv6 Address
Settings:

LAN IPv6 Address:
LAN Link-Local Address:

Enable
Autoconfiguration:

Autoconfiguration Type:
IPv6 Address Range
Start:

IPv6 Address Range
End:

IPv6 Address Lifetime:

Static IPv6

Select Static IPv6 from the drop-down menu.

Enter the address settings supplied by your Internet provider
(ISP).

Enter the LAN (local) IPv6 address for the router.

Displays the Router’s LAN Link-Local Address.

Check to enable the Autoconfiguration feature.

Select Stateful (DHCPv6), SLAAC + RDNSS or SLAAC +
Stateless DHCPve6.

Enter the start IPv6 Address for the DHCPv6 range for your
local computers.

Enter the end IPv6 Address for the DHCPv6 range for your
local computers.

Enter the IPv6 Address Lifetime (in minutes).

IPv6 CONNECTION TYPE

Choose the mode to be used by the router to the IPv6 Internet.

My IPv6 Connection is @ [Static IPve |

WaAN IPv6 ADDRESS SETTINGS

Enter the IPv6 address information provided by your Internet Service Provider {ISP).

Use Link-Local Address : [
IPve Address : IFESU::218:E?FF:FE95:689F
Subnet Prefiz Length : |64

Default Gateway :

Primary DNS Server : |
Secondary DNS Server : |

LAN IPv6 ADDRESS SETTINGS

Use this section to configure the internal network settings of your router. If you
change the LAN IPv6 Address here, you may need to adjust your PC network
settings to access the network again.

LAN IPv6 Address : | /64
LAN IP¥6 Link-Local Address :  FE80::218:E7FF:FE95:639E/ 64

ADDRESS AUTOCONFIGURATION SETTINGS

Use this section to setup IPv6 Autoconfiguration to assign IP addresses to the
computers on your network.

Enable automatic IPv6 "
address assignment :

Autoconfiguration Type @ |SLAAC + Stateless DHCPvE - |

Router Advertisement
Lifetime:

1440 {minutes)

D-Link DIR-850L User Manual

73



Section 3 - Configuration

My IPv6 Connection:
IPv6 DNS Settings:
Primary/Secondary DNS
Address:

LAN IPv6 Address:

LAN Link-Local Address:

Enable
Autoconfiguration:

Autoconfiguration Type:
IPv6 Address Range
Start:

IPv6 Address Range
End:

IPv6 Address Lifetime:

Autoconfiguration

Select Autoconfiguration (Stateless/DHCPv6) from the
drop-down menu.

Select either Obtain DNS server address automatically or
Use the following DNS Address.

Enter the primary and secondary DNS server addresses.

Enter the LAN (local) IPv6 address for the router.

Displays the Router’s LAN Link-Local Address.

Check to enable the Autoconfiguration feature.

Select Stateful (DHCPv6), SLAAC + RDNSS or SLAAC +
Stateless DHCPv6.

Enter the start IPv6 Address for the DHCPv6 range for your
local computers.

Enter the end IPv6 Address for the DHCPv6 range for your
local computers.

Enter the IPv6 Address Lifetime (in minutes).

IPv6 COMNECTION T¥PE

Choose the mode to be used by the router to the IPy6 Internet.

My IPv6 Connection is : | Autoconfiguration (SLAAC/DHCPEY - |

IPv6 DNS SETTINGS

Obtain a DNS server address automatically or enter a specific DNS server address.

& Obtain a DMS server address automatically
 Lse the following DMS address

Primary DNS Server : |

Secondary DNS Server : |

LAN IPv6 ADDRESS SETTINGS

Use this section to configure the internal network settings of your router. If you
change the LAN IPv6 Address here, you may need to adjust your PC network
settings to access the network again.

Enable DHCP-PD : ¥
LAN IPv6 Address : | /64
LAN IPv6 Link-Local Address : FES0::218:E7FF:FEQ5:689E/64

ADDRESS AUTOCONFIGURATION SETTINGS

Use this section to setup IPy6 Autoconfiguration to assign IP addresses to the
computers on your network.You can also enable DHCP-PD to delegate prefizes for
router in your LAN.

Enable automatic IPvG "
address assignment :
Enable Automatic DHCP-PD in "

LAN :
Autoconfiguration Type :  [SLAAC + Stateless DHCPve x|
Router Advertisement l— ]
Lifetime: 1440 (rinutes)
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My IPv6 Connection:

PPPoE:

Address Mode:

IP Address:
User Name:

Password:

Service Name:
Reconnection Mode:

Maximum Idle Time:

MTU:

IPv6 DNS Settings:

Primary/Secondary DNS
Address:

LAN IPv6 Address:

LAN Link-Local Address:

Enable Autoconfiguration:

PPPOE

Select PPPoE from the drop-down menu.

Enter the PPPoE account settings supplied by your Internet
provider (ISP).

Select Static if your ISP assigned you the IP address, subnet mask,
gateway, and DNS server addresses. In most cases, select Dynamic.

Enter the IP address (Static PPPoE only).
Enter your PPPoOE user name.

Enter your PPPoE password and then retype the password in the
next box.

Enter the ISP Service Name (optional).

Select either Always-on, On-Demand, or Manual.

Enter a maximum idle time during which the Internet connection
is maintained during inactivity. To disable this feature, enable

Auto-reconnect.

Maximum Transmission Unit - you may need to change the MTU for
optimal performance with your specific ISP. 1492 is the default MTU.

Select either Obtain DNS server address automatically or Use
the following DNS Address.

Enter the primary and secondary DNS server addresses.

Enter the LAN (local) IPv6 address for the router.
Displays the Router’s LAN Link-Local Address.

Check to enable the Autoconfiguration feature.

IPv6 CONNECTION TYPE

Choose the mode to be used by the router to the IPv6 Internet.

My IPv6 Connection is :  [PPPoE =l

PPPDE

Enter the information provided by your Internet Service Provider (ISP).

PPPOE Session: & Share with IPvd © Create a new sessian

Address Mode : % Dynamic IP € Static [P

IP Address : |
Username : |
Password : |
Verify Password : |
Service Name @ | [Optional)
Reconnect Mode : 7 plways on & Ondemand ¢ Manual
Maximum Idle Time : |5 (minutes, O=infinite)

MU [4s2 | (bytes)MTU default = 1492
IPv6 DNS SETTINGS

Obtain a DNS server address automatically or enter a specific DNS server address.

* Ohtain a DS server address automatically
' Lse the following ONS address

Primary DNS Server : |

Secondary DNS Server : |

LAN IPv6 ADDRESS SETTINGS

Use this section to configure the internal network settings of your router. If you
cthange the LAN IPv6 Address here, you may need to adjust your PC network
settings to access the network again.

Enable DHCP-PD : ¥
LAN IPv6 Address : | /64
LAN IPv6 Link-Local Address : FES0::218:E7FF:FE95:689E, 64

ADDRESS AUTOCONFIGURATION SETTINGS

Use this section to setup IPv6 Autoconfiguration to assign IP addresses to the
computers on your network.You can also enable DHCP-PD to delegate prefizes for
router in your LAN.

Enable automatic IPvo
address assignment :
Enable Automatic DHCP-PD in v

LAN :
Autoconfiguration Type : |SLAAC + Stateless DHCPwE -
Router Advertisement l— "
Lifetime: 1440 (mirutes)
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Autoconfiguration Type: Select Stateful (DHCPv6), SLAAC + RDNSS or SLAAC + Stateless DHCPv6.
IPv6 Address Range Start: Enter the start IPv6 Address for the DHCPv6 range for your local computers.
IPv6 Address Range End: Enter the end IPv6 Address for the DHCPv6 range for your local computers.

IPv6 Address Lifetime: Enter the IPv6 Address Lifetime (in minutes).
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My IPv6
Connection:

IPv6 in IPv4 Tunnel
Settings:

LAN IPv6 Address:

LAN Link-Local
Address:

Enable
Autoconfiguration:

Autoconfiguration
Type:

IPv6 Address
Range Start:

IPv6 Address
Range End:

Pv6 Address
Lifetime:

IPv6 in IPv4 Tunneling

Select IPv6 in IPv4 Tunnel from the drop-down menu.

Enter the settings supplied by your Internet provider (ISP).

Enter the LAN (local) IPv6 address for the router.

Displays the Router’s LAN Link-Local Address.

Check to enable the Autoconfiguration feature.

Select Stateful (DHCPv6), SLAAC + RDNSS or SLAAC + Stateless
DHCPve.

Enter the start IPv6 Address for the DHCPv6 range for your local
computers.

Enter the end IPv6 Address for the DHCPv6 range for your local
computers.

Enter the Router Advertisement Lifetime (in minutes).

IPv6 CONNECTION TYPE

Choose the mode to be used by the router to the IPv6 Internet.
=l

IPv¥6 in IPy4 TUNNEL SETTINGS

Enter the IP¥6 in IPv4 Tunnel information provided by your Tunnel Broker.

My IPv6 Connection is ©  [IPv6 in IPv4 Tuninel

Remote IPv4 Address : I
Remote IPv6 Address : |
Local IPv4 Address : 192.168.1.2

Local IPv6 Address : |

IPv6 DNS SETTINGS

Obtain a DNS server address automatically or enter a specific DNS server address.

@ Chtain a DMS server address automatically
 LUse the following DMS address

Primary DNS Server : |

Secondary DNS Server : |

LAN IPv6 ADDRESS SETTINGS

Use this section to configure the internal network settings of your router. If you
change the LAM IPv6 Address here, you may need to adjust your PC network
settings to access the network again.

Enable DHCP-PD :
LAN IPv6 Address @ | /64
LAN IPv6 Link-Local Address : FES0::218:E7FF:FE95:689E/ 64

ADDRESS AUTOCONFIGURATION SETTINGS

Use this section to setup IPv6 Autoconfiguration to assign IP addresses to the
computers on your network.You can also enable DHCP-PD to delegate prefizes for
router in your LAN.

Enable automatic IPve "
address assignment :
Enable Automatic DHCP-PD in I~

LAN :
Autoconfiguration Type :  [SLAAC + Stateless DHCPve - |
Router Advertisement l— .
Lifetime: 1440 {minutes)
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My IPv6 Connection:
6 to 4 Settings:

Primary/Secondary
DNS Address:

LAN IPv6 Address:

LAN Link-Local
Address:

Enable
Autoconfiguration:

Autoconfiguration
Type:

IPv6 Address Range
Start:

IPv6 Address Range
End:

IPv6 Address
Lifetime:

6 to 4 Tunneling

Select 6 to 4 from the drop-down menu.
Enter the IPv6 settings supplied by your Internet provider (ISP).

Enter the primary and secondary DNS server addresses.

Enter the LAN (local) IPv6 address for the router.

Displays the Router’s LAN Link-Local Address.

Check to enable the Autoconfiguration feature.

Select Stateful (DHCPv6), SLAAC + RDNSS or SLAAC + Stateless
DHCPveé.

Enter the start IPv6 Address for the DHCPv6 range for your local

computers.

Enter the end IPv6 Address for the DHCPv6 range for your local
computers.

Enter the IPv6 Address Lifetime (in minutes).

IPv6 CONMECTION TYPE

Choose the mode to be used by the router to the IPv6 Internet.

[

My IPv6 Connection is : |6tod

6to4 SETTINGS

Enter the IP¥6 address information provided by your Internet Service Provider (ISP).

6tod Address : 2002:C0A8:0102::C0AB:0102
6to4 Relay : [192.55.99.1

Primary DNS Server : |

Secondary DNS Server : |

LAN IPv6 ADDRESS SETTINGS

Use this section to configure the internal network settings of your router. If you
change the LAN IPv6 Address here, you may need to adjust your PC network
settings to access the network again.

LAN IPv6 Address : 2l]l]2:[!l]AB:l]1l]2:IEIEIEIl »1/64
LAN IPv6 Link-Local Address : FEB0::218:E7FF:FE95:689E/64

ADDRESS AUTOCONFIGURATION SETTINGS

Use this section to setup IP¥6 Autoconfiguration to assign IP addresses to the
computers on your network.

Enable automatic IPv6 I~
address assignment :

Autoconfiguration Type :  |SLAAC + Stateless DHCPYG ~ |

Router Advertisement IE'U— frinutes)

Lifetime:
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My IPv6 Connection:

6RD Settings:

LAN IPv6 Address:
LAN Link-Local Address:

Enable
Autoconfiguration:

Autoconfiguration Type:

Router Advertisement
Lifetime:

6rd

Select 6rd from the drop-down menu.

Enter the address settings supplied by your Internet provider
(ISP).

Enter the LAN (local) IPv6 address for the router.
Displays the Router’s LAN Link-Local Address.

Check to enable the Autoconfiguration feature.

Select Stateful (DHCPv6), SLAAC+RDNSS or SLAAC + Stateless
DHCPve6.

Enter the Router Advertisement Lifetime (in minutes).

IP¥6 CONNECTION TYPE

Choose the mode to be used by the router to the IPv6 Internet.

My IPv6 Connection is : |erd =

6RD SETTINGS

Enter the IPv6 address information provided by your Internet Service Provider (ISP).

6rd Configuration : & &rd DHCPv4 Option € Manual Configuration
6rd IPv6 Prefix : | /e

IPv4 Address : 192.168.1.2 Mask Length :|U

Assign IPy6 Prefiz : None
Tunnel Link-Local Address : FE20::COAS:0102/64
6rd Border Relay IPv4 |
Address :

Primary DNS Server : |

Secondary DNS Server : |

LAN IPv6 ADDRESS SETTINGS

Use this section to configure the internal network settings of your router. If you
change the LAN IPy6 Address here, you may need to adjust your PC network
settings to access the network again.

LAN IPv6 Address : None
LaN IPv6 Link-Local Address : FEB0::218:E7FF-FF95:689E/ 64

ADDRESS AUTOCONFIGURATION SETTINGS

Use this section to setup IPv6 Autoconfiguration to assign IP addresses to the
computers on your network.

Enable automatic IPv6 r
address assighment :

Autoconfiguration Type : [SLAAC + Stateless DHCPve - |

Router Advertisement I— ]
Lifetime: |*° {rrinutes)
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Link-Local Connectivity

My IPv6 Connection: Select Link-Local Only from the drop-down

menu.

. Choose the mode to be used by the router to the IPyo Internet.
LAN IPv6 Address Displays the IPv6 address of the router.

Settings: My IPv6 Connection is :  [Lacal Connectivity Only =1

LAN IPv6 ADDRESS SETTINGS

LAN IPv6 address for local IPv6 communications.

LAN IPv6 Link-Local Address : FES0::218:E7FF:FEQ5:689E/ 64
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mydlink Settings

The DIR-865L features a new cloud service that pushes information such as firmware upgrade notifications, user activity, and intrusion alerts to
the mydlink™ app on Android and Apple mobile devices. To insure that your router is up-to-date with the latest features, mydlink™ will notify you
when an update is available for your router. You can also monitor a user’s online activity with real-time website browsing history, maintaining a

safe and secure environment, especially for children at home.

On this page the user can configure the mydlink™ settings for this
router. This feature will allow us to use the mydlink cloud services that
includes online access and management of this router through the

mydlink portal website or portable device applications like iOS apps and

Android applications.

In the mydlink section, we can view the registration status of the
mydlink account service. The mydlink Service field will either display
Registered or Non-Registered.

In the Register mydlink Service section, we can register or modify a
mydlink account. Click on the Register mydlink Service button to initi-
ate this procedure.

After clicking the Register mydlink Service button, this window will ap-
pear.

Register mydlink Service Wizard: Step 1

In this section we can select one of two options.

« Select the ‘Yes, | have a mydlink account.’ option if you already have
a mydlink account that you want to use on this router.

« Select the’No, | want to register and login with a new mydlink ac-
count.’ option to register a new account and use it on this router.

Click the Next button to proceed to the next step.
Click the Cancel button to discard the changes made and return to the
main page.

Satting and registaring wour product with mydink wil allow you to use its mydlink deud services
features, induding online access and management of your devica through mydlink portal website.

Sawe Settings | | Don't Save Settings |

mydlink Service @ Mon-Regstered

REGISTER MYH_INK SERVICE

| Rezgister mydlink Service |

MYDLINK REGISTRATION

To use the features of mredlink.com and the mydlink Lite app, you will need an account with mydlink.cam. 1f you

glready have an acoount, select Yes, T have a mydlink acoount z2nd click Mext ta register the router with
mydlink com. If you da not hawve an account, select No, T want to register and login with a new mydlink
account and click Mext o create an account [F you do not wish to sign up for the mydlink service, please click
Cancel.

Do vou have mydlink account?
7 Yes, T have a mydlink account.
@ Ma, [ want to register and login with & new mydlink acoount.

(en) (e

D-Link DIR-850L User Manual

81



Register mydlink Service Wizard: Step 2

When registering a new account, the following page appears. The fol-
lowing parameters will be available for configuration:
E-mail Address (Account Enter your e-mail address here. This e-mail
Name): address will also become your account
name.
Password: Enter your preferred password choice
here.
Confirm Password: Re-enter your preferred password choice
here.
Last Name: Enter your last name here.
First Name: Enter your first name here.
Accept terms and Tick this option to accept the mydlink

conditions: terms and conditions.

Click the Next button to proceed to the next step.

Click the Prev button to return to the previous step.

Click the Cancel button to discard the changes made and return to the
main page.

When logging in with an existing account, the following page appears.
The following parameters will be available for configuration:
E-mail Address (Account Enter your e-mail address here. This e-mail

Name): address will also be your account name.
Password: Enter your preferred password choice

here.

Click the Login button to login using these account details.

Click the Prev button to return to the previous step.

Click the Cancel button to discard the changes made and return to the
main page.

MYDLINK REGISTRATION

Please fulfil the options to complete the registration.
E-mail Address {Account Name) :

Password :
Confirm Password @
Last name :
First Name :
[ IAccept the mydlink terms and conditions,

[ het | [ Prew | | Concel |

MYDLINK REGISTRATION

Pleasa fulfill the aptions to complete the registration.

E-mall Address (Account Name) @
Password :

| Login | | prew | [ cancd |
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At any point during this wizard, we can change the prefered language
used. To change the language, select the desired language option from
the Language drop-down menu, found on the top right of this page.

End of Wizard

=
=]
u

=
o

T
o.

;

Clovenscing

Svenska
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Advanced
Virtual Server

This will allow you to open a single port. If you would like to open a range of ports, refer to the next page.

The Virtuzl Server option allews you to define 2 single public port on your router for redirection to
an Intemal LM IP Address and Private LAN port if reguired, This feature 5 useful for hosting online
services such as FTP or Web Servers.

Save Settings l [ Don't Save Settings

Name:

IP Address:

Private Port/
Public Port:

Protocol Type:

Schedule:

Inbound Filter:

Enter a name for the rule or select an application from
the drop-down menu. Select an application and click
<< to populate the fields.

Enter the IP address of the computer on your local
network that you want to allow the incoming
service to. If your computer is receiving an IP address
automatically from the router (DHCP), you computer
will be listed in the “Computer Name” drop-down
menu. Select your computer and click <<.

Enter the port that you want to open next to Private
Port and Public Port. The private and public ports are
usually the same.The public port is the port seen from
the Internet side, and the private portis the port being
used by the application on the computer within your
local network.

Select TCP, UDP, or Both from the drop-down menu.

The schedule of time when the Virtual Server Rule
will be enabled. The schedule may be set to Always,
which will allow the particular service to always be
enabled. You can create your own times in the Tools
> Schedules section.

Select Allow All (most common) or a created Inbound
filter. You may create your own inbound filters in the
Advanced > Inbound Filter page.

24 - VIRTUAL SERVERS LIST

Mame
IF &ddress

hlame

|
IP Address

<]

==

=

[<<]

Remaining number of rules that can be created: 24

Applicabion name EI

Computer Mamez

=

Application name EI

Comgautar Name

[=]

Port
Public Port

Frivate Port

PubliC Port

Private Port

Traffic Type
Protocol Schedule

Bath [i=] Always |

Inbound Filker
Allow Al| x|

Protocal Scheduls
Baoth [ Arays |

Inbound Filber
Mo All| =
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This will allow you to open a single port or a range of ports.

Name:

IP Address:

TCP/UDP:

Schedule:

Inbound Filter:

Port Forwarding

This aptien is usad to apen muliple ports or 3 range of perts in vour router and redivect data
through those ports to a single PC on your nebwerk. This feature allows you to enter ports in the

format, Port Ranpes (100-150), Individual Ports (80, GE, EBE), or Mixed (1020-5000, 689, This

Enter a name for the rule or select an application
from the drop-down menu. Select an application
and click << to populate the fields.

Enter the IP address of the computer on your local
network that you want to allow the incoming service
to. If your computer is receiving an IP address
automatically from the router (DHCP), you computer
will be listed in the “Computer Name” drop-down
menu. Select your computer and click <<.

Enter the TCP and/or UDP port or ports that you
want to open. You can enter a single port or a range
of ports. Separate ports with a common.

Example: 24,1009,3000-4000

The schedule of time when the Virtual Server Rule
will be enabled. The schedule may be set to Always,
which will allow the particular service to always be
enabled. You can create your own times in the Tools
> Schedules section.

Select Allow All (most common) or a created
Inbound filter. You may create your own inbound
filters in the Advanced > Inbound Filter page.

opbon is only applicable to the INTERMET =ession.
Save Settings . [ Don't Save Setfings .

244 — PORT FORWARDING RULES

Remaining nurmber of rules that can be crezted: 24

hlame
E Application Hame

IF &ddress
E Comgutsr Hamea

Name _
[-: < |Application Name

|
IP Address

E Comguter Hame

[o=]
=

[=]
=

Ports to Open
TCP

LDge

TCR

uoe

Schedule
Alurays =]

Inbound Filter
Al 2l [+ ]
Schedule

Alurerys E|

Inbound Flter

Allgrar 8l = |
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Application Rules

Some applications require multiple connections, such as Internet gaming, video conferencing, Internet telephony and others.
These applications have difficulties working through NAT (Network Address Translation). Special Applications makes some of
these applications work with the DIR-850L. If you need to run applications that require multiple connections, specify the port
normally associated with an application in the“Trigger Port”field, select the protocol type as TCP or UDP, then enter the firewall
(public) ports associated with the trigger port to open them for inbound traffic.

The DIR-850L provides some predefined applications in the table on the bottom of the web page. Select the application you
want to use and enable it.

Name:

Trigger:

Traffic Type:

Firewall:

Traffic Type:

Schedule:

Enter a name for the rule. You may select a
pre-defined application from the drop-down menu
and click <<.

This is the port used to trigger the application. It
can be either a single port or a range of ports.

Select the protocol of the trigger port (TCP, UDP,
or Both).

This is the port number on the Internet side that
will be used to access the application. You may
define a single port or a range of ports. You can
use acomma to add multiple ports or port ranges.

Select the protocol of the firewall port (TCP, UDP,
or Both).

The schedule of time when the Application Rule
will be enabled. The schedule may be set to Always,
which will allow the particular service to always
be enabled. You can create your own times in the
Tools > Schedules section.

The Application Rules option is used to open single or multiple ports in your firewal| when the roubar
senses data sent to the Internek on an oubgeing “Trigger” port or port range. Spedal Application
rules apply to all computers on your mtemnsl network.

Save Settings | Don't 5ove Setlings

244 — APPLICATION RIMES

Remaining number of rules that can be created: 24

Port Traffic Type Schaduls

Tripger an E
Ll Hame ~ Application al [~]
< | Appiication Hame = | Firewszll T

o =]

Tri
N Appli = e
&

- 2ma ___ Application Avays =

sc| | spplication Name[ ] Firewall

u 2]
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QoS Engine

The QoS Engine option helps improve your network gaming performance by
prioritizing applications. By default the QoS Engine settings are disabled and
application priority is not classified automatically. The QoS section contains a
gueuing mechanism, traffic shaping and classification. It supports two kinds
of queuing mechanismes. Strict Priority Queue (SPQ) and Weighted Fair Queue

(WFQ). SPQ will process traffic based on traffic priority. Queue1 has the highest

priority and Queue4 has the lowest priority. WFQ will process traffic based on

the queue weight. Users can configure each queue’s weight. The sum of all the queue’s weight must be 100. When surfing the Internet, the system will do
traffic shaping based on the uplink and downlink speed. The classification rules can be used to classify traffic to different queues, then SPQ or WFQ will

do QoS based on the queue’s priority or weight.

The following parameters will be available for configuration:

Enable QoS:

Uplink Speed:

Downlink Speed:

Queue Type:

Queue ID:

This option is disabled by default. Enable this option for
better performance and experience with online games and
other interactive applications, such as VolP.

The speed at which data can be transferred from the
router to your ISP. This is determined by your ISP. ISP’s often
define speed as a download/upload pair. For example,
1.5Mbits/284Kbits. Using this example, you would enter
284. Alternatively you can test your uplink speed with a
service such as www.dslreports.com.

The speed at which data can be transferred from the ISP

to the router. This is determined by your ISP. ISP’s often
define speed as a download/upload pair. For example,
1.5Mbits/284Kbits.

Using this example, you would enter 1500. Alternatively
you can test your downlink speed with a service such as
www.dslreports.com.

Here the user can specify the queue type used. When choosing the option Strict Priority Queue, the router will apply QoS based on the
internal specification for the queue ID’s listed. When choosing the option Weight Fair Queue, the router will apply QoS based on the user

defined percentage in the Queue Weight column.
In this column the Queue ID used will be displayed.

Usa this section te configure D-Link’s QoS Engine powered by Qos Enging Technology, This QoS
Emgine imprinves your onlne gaming expeanznce by ensunng that your game traffic 15 prioritized
over other network raffic, such as FTP or Web, For best performance, use the Automatc

Clzssification opbon to automatically set the prionty for wour applications.

Save Settimgs | Daon't Save Selings

S SETU™

Cueue 10

Enable Qos =
Uplink Spaed :
Dowmnlink Spaed
Queue Type &

2046 kbps <«  Select Transmission Rate El
197 kbps <«  Sel=ct Transmission Rate El

) Strict Priority Queue @ Weiphted Fair Quoue

Quene Weight

- -
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Section 3 - Configuration

Queue Priority: In this column the Queue Priority used will be displayed.
Queue Weight: After choosing to use the Weight Fair Queue option, under Queue Type, the user will be able to manual enter
the Queue Weight for each individual Queue ID.

After specifying the QoS framework used, in the QoS setup section, the user can now create individual rules for scenarios that require the use of

traffic control and data priority manipulation.

The following parameters will be available for configuration:

Checkbox: Tick this option to enable the rule specified.

Name: Enter a custom name for the rule being created here.
This name is used for identification.

Queue ID: Select the appropriate priority requirement from the
drop-down menu that will be applied to this rule. Op
tion to choose from are Highest, Higher, Normal, and
Best Effort.

Protocol: Select the protocol used for the application for in the
drop-down menu and it will automatically place it in
the Protocol field.

Local IP Range: Enter the local IP range used here. This is the IP range
of you Local Area Network. The Router’s IP cannot be
included in this range.

Remote IP Enter the remote IP range used here. This is the IP

Range: range of the public network from the Internet Port
side. To apply this rule to any IP addresses from the

public side, enter the range 0.0.0.1 to 255.255.255.254.

Application Enter the application port number used here.
Port:

Click on the Save Settings button to accept the changes made.
Click on the Don’t Save Settings button to discard the changes made.

32 — CLASSTFICATEON RULES

Remaining nurmber of rules that can be created: 18

Mame
Youtube

Local IP Range
':I

Aemate [P Range
Mame

Google_talk

Lecal IP Range
Aemate IP Fange
MName

Web_sudic

Lecal IP Range
Aemate IP Fange
Mame

Web_videa

Local IP Range

Aemate IP Range

Queue D
1 - Highest

ko

ko

Queve [0
1 - Highest

o

ko

Queve [0
1 - Highest

o

ko
Queue ID
1 - Higher

o

[0

Protocn| .
TCP << |ALL |=

Application Port
FOUTUBE

== Al [=]

Pratocel .
TCR << (AL |=|

applicaton Port
WOICE

== ALl [=]

Pratocel
TCR << |ALL |7

application Port
HTTR_ALIDIC

< ALL [=]

Protocol
TCR << |ALL |7

applicatan Port
HTTP_VIDEO

< ALL [=]
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Network Filters

Use MAC (Media Access Control) Filters to allow or deny LAN (Local Area Network) computers by their MAC addresses from
accessing the network. You can either manually add a MAC address or select the MAC address from the list of clients that are

currently connected to the Broadband Router.

Configure MAC Select Turn MACFiltering Off, Allow MAC addresses
Filtering: listed below, or Deny MAC addresses listed below
from the drop-down menu.

MAC Address: Enter the MAC address you would like to filter.

To find the MAC address on a computer, please refer
to the Networking Basics section in this manual.

DHCP Client: Select a DHCP client from the drop-down menu and
click << to copy that MAC Address.

24 - MAC FILTERING RULES

Canfigure MAC Filtering below:

Turm MAC Altering ON and ALLOW computers bisted to acoess the netrork [ = |

Femaining number of rules that can be created: 24

MAC Addrass DHCP Client List Schedule

22| |Computes Hame  [] |Aways (v | Mew Schedule |

|l | | Computer Bame  [w] | Aways (=] | Mew Schedue |
E Compuber Hame |7| Mwaye T | Mew schadla |

F :«:«:: Compuber flame |E| Always E m
E Computer Mamea |L| Alwaya L ml

|l ©2| |Computes Mame [=] |Slways (=] | Hew Schedule |
<] [computermame [=] [Awavs [=] | Hew Schedule |
22| |Computes Mame  [] |Aweys [+ | Mew Schedule |
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Access Control

The Access Control section allows you to control access in and out of your network. Use this feature as Parental Controls to

only grant access to approved sites, limit web access based on time or dates, and/or block access from applications like P2P
utilities or games.

Add Policy: Click the Add Policy button to start the Access
Control Wizard.

DIR-850L // SETUP ADYANCED TOOLS STATUS SUPPORT

TUA

The Access Control option allows you to control access in and out of your network. Use this
feature as Access Controls to only grant access to approved sites, limit web access based on
time or dates, andjor blodk intermet access for applications like P2P utiities or games.,

Save Settings | Don't Save Settings

ACCESS CONTROL

Enable Access Control: ¥

Add Policy

POLICY TABLE

Enable Policy Machine Filtering Logged Schedule

Access Control Wizard

Click Next to continue with the wizard.

ADD NEW POLICY

This wizard will guide you through the following steps to add a new policy for Access Control.

Step 1 - Choose a unique name for your policy

Step 2 - Select a schedule

Step 3 - Select the maching to which this policy applies
Step 4 - Select filtering method

Step 5 - Select filters

Step 6 - Configure Web Access Logging

M Nextl Savel Cancell
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Enter a name for the policy and then click Next to continue.

Select a schedule (I.E. Always) from the drop-down menu and
then click Next to continue.

Enter the following information and then click Next to continue.

- Address Type - Select IP address, MAC address, or Other
Machines.

« IP Address - Enter the IP address of the computer you want to
apply the rule to.

« Machine Address - Enter the PC MAC address (i.e. 00:00.00.00.00).

Select the filtering method and then click Next to continue.

STEP 1: CHOOSE POLICY NAME

Choose a unique name for your policy.

Policy Name : [example

prev | mext| csve| | cancel

STEP 2: SELECT SCHEDULE

Choose a schedule to apply to this policy.

Hways =

Details : [flays

prev| best| [Save| | cancel

STEP 3: SELECT MACHINE

Select the machine to which this policy applies.
Specify a machine with its IP or MAC adchess, or select "Other Machines for machines that do not have a policy

Address Type: @ 1P © MaC € Other Machines

1P Address @ [192.168.0.112

Machine Address : | << [Computer ame =

Capy, our PC's MAC Address
k| Clear
Machine

192.168.0.112 =8 [
next | [Save| [ cancel

STEP 4: SELECT FILTERING METHOD

Select the method for filtering.

Method : " Log Web sccess Only © Block A1 Access @ Block Some Access
Apply Web Filter - [~
Apply Advanced Port Filters : [T

k| [ss | [ canee
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Enter the rule:
Enable - Check to enable the rule.
Name - Enter a name for your rule.
Dest IP Start - Enter the starting IP address.
Dest IP End - Enter the ending IP address.
Protocol - Select the protocol.
Dest Port Start - Enter the starting port number.
Dest Port End - Enter the ending port number.

To enable web logging, click Enable.

Click Save to save the access control rule.

Your newly created policy will now show up under Policy Table.

STEP 5: PORT FILTER

Add Port Filters Rules.
Specify nules to prohibit access to specific IP addresses and ports,
Dest Dest
Enable Mame e o protocal  Port Port
Start End
] [0.0.0.0 [es5.255.255.255 sy =] o [ess3s
] [0.0.0.0 [es5.255.255.255 sy =] o [ess3s
] [o.0.0.0 [2s5.255.255.255 any =] o Jess3s
] [n.0.0.0 |zs5.255.255.255 any =] o [ess3s
] [0.0.0.0 [es5.255.255.255 any =] o [essas
] [0.0.0.0 [es5.255.255.255 sy =] o [ess3s
] [o.0.0.0 [2s5.255.255.255 any =] o Jess3s
] [n.0.0.0 |zs5.255.255.255 any =] o [ess3s

STEP 6: CONFIGURE WEB ACCESS LOGGING

web Access Logging : ¢ Disabled
@ Enable

Prev| fet| save| Cancel

The Access Control option allaws you to control access in and out of your network, Use this
feature as Access Controls to only grant access to approved sites, limit web access based on
time or dates, andfor block internet access for applications ke P2P utilities or games,

Save Settings | Don't Save Settings I Rebaat Mo |

ENABLE

Enable Access Control @

Add Policy I
POLICY TABLE

Enable Policy Machine Filtering Logged Schedule
n Block Some =
¥ dink 192.166.0.108 [ Mo Alyays Egic
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Website Filters

Website Filters are used to allow you to set up a list of Web sites that can be viewed by multiple users through the network.
To use this feature select to Allow or Deny, enter the domain or website and click Save Settings. You must also select Apply
Web Filter under the Access Control section.

Add Website Select either DENY computers access to ONLY S R
Filtering Rule: these sites or ALLOW computers access to ONLY
these sites. Configure VWebsite Filter below:

DENY computers acoess to QMUY these sbes E
Website URL/ Enter the keywords or URLs that you want to allow [ Clear the it below... |
Domain: or block. Click Save Settings.

Website URL/Damain
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Inbound Filters

The Inbound Filter option is an advanced method of controlling data received from the Internet. With this feature you can
configure inbound data filtering rules that control data based on an IP address range. Inbound Filters can be used with Virtual

Server, Port Forwarding, or Remote Administration features.

The Inbound Filter eption is an advanced method of controlling data received from the Intermet.
‘With this fezbure you can configure inbound datz filtering rules that control datz bazed on an [

address range.
Inbound Filters can be usad for limiting access to a sarver on vour nebwork Ko a system or group of

Action: Select Allow or Deny_ E:tne;n; Filter rubes can be used with Virtual Server, Port Farearding, or Remote Administration

Name: Enter a name for the inbound filter rule.

Enable: Check to enable rule.

P INBOUNLY FILTER UL

Remote IP Start: Enter the starting IP address. Enter 0.0.0.0 if you

do not want to specify an IP range. Name :
Bctian : .!.Ilqu|

Remote IP End: Enterthe ending IP address. Enter 255.255.255.255 Remote [P Range : Enzble Remote IF Start  Remote IP End
if you do not want to specify and IP range. O oeeo 255.255.255.255
1 T 55.255.255.255
Add: Click the Add button to apply your settings. You M oean 255,255 255 755
must click Save Settings at the top to save the B ‘ceso TS
Settings' I:‘ 0.0.0.0 235,235,295 . 205
Inbound Filter This section will list any rules that are created. You H laaen =
Rules List: may click the Edit icon to change the settings or N e =R
enable/disable the rule, or click the Delete icon D S | i s

to remove the rule. Add || cancd

Name  Action Remobe IP Range

[nboundl  allow 102 168 1.0-102 168.1.254 H

€
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Firewall Settings

A firewall protects your network from the outside world. The DIR-850L offers a firewall type functionality. The SPI feature helps
prevent cyber attacks. Sometimes you may want a computer exposed to the outside world for certain types of applications.
If you choose to expose a computer, you can enable DMZ. DMZ is short for Demilitarized Zone. This option will expose the

chosen computer completely to the outside world.

Enable SPI: SPI (Stateful Packet Inspection, also known as dynamic packet filtering)
helps to prevent cyber attacks by tracking more state per session. It

validates that the traffic passing through the session conforms to the
protocol.

Anti-Spoof Check: Enable this feature to protect your network from certain kinds of
“spoofing” attacks.

plpifl Hinls...

DMZ means "Demilianzed Zone”, DMZ alows compaters behind the router Fnewalltn be atnesslhle
o Intemet traffic. Tepically, your DMZ would comtzin Web servers, FTP servers and oth

| Zaue Gettings | | Don't Sawe Settings |

o
o
p— Enalsle SPT : [ e
Enable anti-spoof checking :
——fowavwos |

The DMZ (Demilitanzed Zone) opbon lebs you set a single computer on your network outside of the
router. If you have & computer thet cannat run Internet applicstions successfully from behind the
router, then you can placa the computer into the DMZ for unrestricted Intermat atcess,

Mote: Putting a computer in the DMZ may expose that computer to a variety of security risks, Use
of this option ts enly recommended a5 a kst resert,

Enabla DMZ @ |
DMZ IP Address :

APPLICATION LEVEL GATEWAY (ALG) CONFIGURATION

PPTP :
IPsac (VPN) -

RTSP :

SIP ;W

| Sawe Settings | | Dos't Save Seltings
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DMZ IP Address:

PPTP:

IPSEC (VPN):

RTSP:

SIP:

Specify the IP address of the computer on the LAN that you want to
have unrestricted Internet communication. If this computer obtains
it's IP address automatically using DHCP, be sure to make a static
reservation on the Setup > Network Settings page so that the IP
address of the DMZ machine does not change.

Allows multiple machines on the LAN to connect to their corporate
network using PPTP protocol.

Allows multiple VPN clients to connect to their corporate network
using IPSec. Some VPN clients support traversal of IPSec through
NAT. This ALG may interfere with the operation of such VPN clients.
If you are having trouble connecting with your corporate network,
try turning this ALG off. Please check with the system administrator
of your corporate network whether your VPN client supports

NAT traversal.

Allows application that uses Real Time Streaming Protocol to receive
streaming media from the Internet. QuickTime and Real Player are
some of the common applications using this protocol.

Allows devices and applications using VolP (Voice over IP) to
communicate across NAT. Some VolP applications and devices have
the ability to discover NAT devices and work around them. This ALG
may interfere with the operation of such devices. If you are having
trouble making VoIP calls, try turning this ALG off.

WIRELESS

SETUF ADVANCED STATUS SUPPORT
.

Bl Hint

DMZ means "Demilsznzed Zone™, DMZ 3lows computers bahind the router firewall to be accessible
o Intemiet traffic. Twpically, your DMZ would contsin Web servers, FTP senvers and others.

| save Seemngs || Dont Sove setmngs |

Enable SPT :

: ue
'
Enabie anti-spoof checking : 77

The DMZ {Demiitarized Zone) opbon lets you set a single computar on your network outside of the
rowter. [ you have & computer thet cannot un Internet applicstions successfully from behind the
rearter, then wou can place the computer intn the DMZ for unrestricted [mtermat arcess.

Note: Putting 3 cemputer In the DMZ may expose that camputer to a variety of sscurity ngks, Use
of this option & only recommended a5 a kst resort.

Enabla DML ;)
DMZ IP Address :

APPLICATION LEVEL GATEWAY (ALG) CONFIGURATION

PPTP: &
IPSac (VPN) : [y
RTSP @ &

o

b1 L

| Se Setings | Dot Save Settings
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Routing

The Routing option is an advanced method of customizing specific routes of data through your network.

Name: Enter a name for your route. "DLink

Destination IP: Enter the IP address of packets that will take this B/ | sw I s | sevs | sweorr |
route. RELSEB rome

PORT FORWARDING The Routing option allows you to define static routes to specific destinations. = Enable:
Spedifies whether the
e NIV | [Save Settings | [ Don't Save Settinas | : .
Netmask: Enter the netmask of the route, please note osoane | ——— o aeaed. o
that the octets must match your destination IP NETWORK FILTER e
add ress. Rl ol | Remaining number of rules that can be created: 32 ;;3221 r;uizasszhteow
WEBSITE FILTER Metric  Interface F&l:tr,cxﬁeorf. g'lfs
. . INBOUND FILTER Destination 10 route is used.
Gateway: Enter your next hop gateway to be taken if this - . . - Destination IP:
1 ! The IP address of
rOUte IS Used. o Metmask Gateway WAN (172.17.5.44) [+] Era_cket.stthat will take
1is route.
ADVANCED - [T
. L. MLEEEE Name Destination IP One bit i‘r?sthe mask
Metric: The route metric is a value from 1 to 16 that \WLFI PROTECTED spectes wiichbts of
. . . . | SETUP v 7.5, 1 S5 MUS
indicates the cost of using this route. A value 1 is Pt | etmase Gszenay mazasen =l | gl
. . ; - eway:
the lowest cost and 15 is the highest cost. e The gateway IP
GUEST ZONE Destination P ggg::: ‘cfftthr‘felfw or
PVerRAWAL IS WAN (172.17.5.44) | =] itrrany'“usi;iddt S
Interface: Selecttheinterface thatthe IP packet must use to VG ROUTING Netmas< Gateway e e

transit out of the router when this route is used.
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Advanced Wireless

Transmit Power: Set the transmit power of the antennas.

WLAN Partition: This enables 802.11d operation. 802.11d is a wireless
specification developed to allow implementation of oo J/ NI ]

VIRTUAL SERVER

ereless netWOI‘kS in CountrIeS that CannOt use the PORT FORWARDING These options are for users that wish to change the behavior of their 802.11n wireless radio from
802.11 standard. This feature should only be enabled R o o s e s Tt e oo hoid
|f you a re in a cou ntry that req u | res |t QOS ENGINE provide the bes? wirelvess fadin per?nnnance in mn; environments. ; g

NETWORK FILTER | save settings | [ Don't save settings |

wireless network.

ACCESS CONTROL

= Enabling WMM can
WEBST[E Trn ADVANCED WIRELESS SETTINGS help control latency and

WMM Enable: WMM |sQoSfor¥ourW|reIess r\etwork:Th|§W|II|mprove e T T I l"‘ﬁ‘“Q:iuthM
the quality of video and voice applications for your g Transmit Power : righ  [=] '

wireless clients. ROUTING L

ADVANCED WIRELESS WMM Enable :

WI-FI PROTECTED HT 20/40 Coexistence : @ Enable ) Disable
SETUP

HT20/40 Coexistence: Enable this option to reduce interference from ssownis | vaccowinciessseomes |
other wireless networks in your area. If the channel EEEE T —
width is operating at 40MHz and there is another [ Transmit Power : 1igh _[<]

. 7 . o b S, WLAN Partition @ []
wireless network’s channel over-lapping and causing ST
interference, the router will automatically change to

20MHz.

[ Save Settings ] [ Don't Save Settings ]
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Wi-Fi Protected Setup (WPS)

Wi-Fi Protected Setup (WPS) System is a simplified method for securing your wireless network during the “Initial setup”as well
as the “Add New Device” processes. The Wi-Fi Alliance (WFA) has certified it across different products as well as manufactures.
The process is just as easy as pressing a button for the Push-Button Method or correctly entering the 8-digit code for the Pin
Code Method. The time reduction in setup and ease of use are quite beneficial, while the highest wireless Security setting of

WPA2 is automatically used.

Enable: Enable the Wi-Fi Protected Setup feature.

Note: if this option is unchecked, the WPS button on the
side of the router will be disabled.

Lock Wireless Tick this option to lock the configured wireless security
Security Settings: settings.

PIN Settings: A PIN is a unique number that can be used to add
the router to an existing network or to create a new
network. Only the Administrator (“admin”account) can
change or reset the PIN.

Current PIN: Shows the current PIN.

Reset PIN to Restore the default PIN of the router.
Default:

Generate New Create a random number that is a valid PIN. This
PIN: becomes the router’s PIN. You can then copy this PIN
to the user interface of the wireless client.

- 12*LAn)

O | - e o [ o [ e

IR 850L

PORT FORWARDING
APPLICATION RULES
QOS5 ENGINE
NETWORK FILTER
ACCESS CONTROL
WEBSITE FILTER
INBOUND FILTER:

FIREWALL SETTINGS

ROUTING

ADVANCED WIRELESS

WI-FI PROTECTED
SETUP

ADVANCED NETWORK
GUEST ZONE

IPVE FIREWALL

IPVE ROUTING

Wi-Fi Protected Setup is used to easily add devices to a network using a PIN or button press.
Devices must support Wi-Fi Protected Setup in order to be configured by this methed.

If the PIN changes, the new PIN will be used in following Wi-Fi Protected Setup process. Clicking on
"Don't Save Settings” button will not reset the PIN,

However, if the new PIN is not saved, it will get lost when the device reboots or loses power.

[ save Settings | [ Don't Save Seitings |

WI-FI PROTECTED SETUP

Enable :
WiFi Protected Setup : Enable/Configured
Lock WPS-PIN Setup :

PIN : 33401027

[ Resst PIN to Default | |

ADD WIRELESS STATION

New PIN |

[ Save Settings | [ Don't Save Settings |

Helpful Hints...

Sehlp kamu the WPS-
PIN Mn(:hud pre\enls the
fre

Button Configuration

{WPS-PIN).

= Click Connect your

Wireless Device to use

Wi-Fi Protected Setup to

add wireless devices to
the wireless network,

« More...

D-Link DIR-850L User Manual

99



Section 3 - Configuration

Add Wireless This Wizard helps you add wireless devices to the wireless network.
Station:

The wizard will either display the wireless network settings to guide you through manual configuration, prompt you to enter the
PIN for the device, or ask you to press the configuration button on the device. If the device supports Wi-Fi Protected Setup and has a
configuration button, you can add it to the network by pressing the configuration button on the device and then the on the router
within 120 seconds. The status LED on the router will flash three times if the device has been successfully added to the network.

There are several ways to add a wireless device to your network. A “registrar” controls access to the wireless network. A registrar
only allows devices onto the wireless network if you have entered the PIN, or pressed a special Wi-Fi Protected Setup button on the

device. The router acts as a registrar for the network, although other devices may act as a registrar as well.

Add Wireless Click to start the wizard and skip to page 48.
Device Wizard:

WPS Button

You can also simply press the WPS button on the side of the router, and then press the WPS
button on your wireless client to automatically connect without logging into the router.

Refer to page 130 for more information.
WPS Button

D-Link DIR-850L User Manual 100



Section 3 - Configuration

Enable UPnP:

WAN Ping:

WAN Port Speed:

Enable IPV4
Multicast Streams:

Enable IPV6
Multicast Streams:

Advanced Network Settings

To use the Universal Plug and Play (UPnP") feature click on
Enabled. UPnP provides compatibility with networking
equipment, software and peripherals.

Checking the box will allow the DIR-850L to respond
to pings. Unchecking the box may provide some extra
security from hackers.

You may set the port speed of the Internet port to 10Mbps,
100Mbps, T000Mbps, or Auto (recommended).

Check the box to allow multicast traffic to pass through
the router from the Internet (IPv4).

Check the box to allow multicast traffic to pass through
the router from the Internet (IPv6).

VIRTUAL SERVER
PORT FORWARDING
APPLICATION RULES
QOS ENGINE
NETWORK FILTER
ACCESS CONTROL
WEBSITE FILTER
INBOUND FILTER
FIREWALL SETTINGS

ROUTING

ADVANCED WIRELESS

'WI-FI PROTECTED
SETUP

ADVANCED NETWORK
GUEST ZONE
IPV6 FIREWALL

IPV6 ROUTING

T -

These options are for users that wish to change the LAN settings. We do not recommend changing
these settings frem factory default. Changing these settings may affect the behavior of your
network,

l Save Settings ” Don't Save Setfings ]

Universal Plug and Play(UPnP) supports peer-to-peer Plug and Play functionality for network
devices.

Enable UPnP IGD :

1f you enable this feature, the WAN port of your router will respond to ping requests from the
Internet that are sent to the WAN IP Address.

Enable WAN Ping Response : [

'WAN PORT SPEED

WAN Port Speed : | auto 10/100/1000Mbps [+

TPV4 MULTICAST STREAMS

Enable 1Pv4 Multicast Streams : [

IPV6 MULTICAST STREAMS

Enable TPv6 Multicast Streams :

[ Save Settings ] [ Don't Save Settings ]

Helpful Hints...

s UPnP helps
105

disable the WAN Pi
Response option.
i ed b

having problem:
connecting to the WAN,
try selecting the speed
manually.

« If you are having
trouble receiving video
on demand type of
service from the

t, make sure the
cast Stream option
nabl

WIRELESS
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Guest Zone

The Guest Zone feature will allow you to create temporary zones that can be used by guests to access the Internet. These zones
will be separate from your main wireless network. You may configure different zones for the 2.4GHz and 5GHz wireless bands.

Enable Guest Check to enable the Guest Zone feature.
Zone: CDD-LIn

Schedule: The schedule of time when the Guest Zone will be 2= /N NNINETN ~~- [IIEECNEECTNEETTN
. o N D 3 elpful Hints...
active.The schedule may be setto Always, which will e _ . H ‘s

PORT FORWARDING Use this section to configure the guest zone settings of your router. The guest zone provide a

allow the particular service to always be enabled.You — preTeSmpmmmgmll sesrate network zone for guest to access Intemet.

can create your own times in the Tools > Schedules EIEG P T
. . NETWORK FILTER 4
section or click Add New. L e
WEBSITE FILTER Enable Routing Between Zones :
Wireless Enter a wireless network name (SSID) that is different INBOUND FILTER

ROUTING

Network Name: from your main wireless network. SIS

Enable Guest Zone : [ [«
ADVANCED WIRELESS

Enable Routing Check to allow network connectivity between the — [EfESEE

Wireless Band : 2.4GHz Band

SETUP Wireless Network Name @ | djinquest (4lso called the SSID)
Between Zones: different zones created. ADVANCED NETWORK Security Mode : [ 100z
GUEST ZONE
Security Mode: Select the type of security or encryption you would  Fe— e —
like to enable for the guest zone. Wireless Band : 56Hz Band

Wireless Network Name @ | diin-5GHz-quest (Also called the SSID)

Security Mode : | o0

Save Settings ] [ Don't Save Settings ]
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IPv6 Firewall

The DIR-850Ls IPv6 Firewall feature allows you to configure which kind of IPv6 traffic is allowed to pass through the device.
The DIR-850L’s IPv6 Firewall functions in a similar way to the IP Filters feature.

Enable Checkbox:

Configure IPv6
Firewall:

Name:

Schedule:

Source:

IP Address Range:

Dest:

Protocol:

Port Range:

Check the box to enable the IPv6 firewall simple security.

Select an action from the drop-down menu.

Enter a name to identify the IPv6 firewall rule.

Use the drop-down menu to select the time schedule that
the IPv6 Firewall Rule will be enabled on. The schedule may
be set to Always, which will allow the particular service to
always be enabled. You can create your own times in the
Tools > Schedules section.

Use the Source drop-down menu to specify the interface that
connects to the source IPv6 addresses of the firewall rule.

Enter the source IPv6 address range in the adjacent IP
Address Range field.

Use the Dest drop-down menu to specify the interface that
connects to the destination IP addresses of the firewall rule.

Select the protocol of the firewall port (All, TCP, UDP, or
ICMP).

Enter the first port of the range that will be used for the
firewall rule in the first box and enter the last port in the
field in the second box.

-

DIR-850L giddsil

PORT FORWARDING
APPLICATION RULES
QOS5 ENGINE
NETWORK FILTER
ACCESS CONTROL
WEBSITE FILTER
INBOUND FILTER
FIREWALL SETTINGS
ROUTING

ADVANCED WIRELESS

WI-FI PROTECTED
SETUP

ADVANCED NETWORK

GUEST ZONE

IPV6 FIREWALL

1PV& ROUTING

The firewzll settings section is an advance feature used to allow or deny traffic from passing
through the device. It works in the same way as IP Filters with additional settings. You can create
more detailed rules for the device.

[ Save Settings ][ Don't Save Settings ]

IPV6 SIMPLE SECURITY
Enable IPv6 Simple Security : [

20 — IPV6 FIREWALL RULES

Remaining number of rules that can be created: 20

Turn IPv6 Filtering OFF

Name

Source

[

Configure IPv6 Filtering below:

Interface
=]

=]
Schedule
[auays [7]

1P Address Range

Protocol
CALL

Helpful Hints...

« For each rule you can
create a name and
control the drection of
traffic. You can also
allow or deny a range of
IP Addresses,the
protocol and a port
range.
« In order to apply a
schedule to a Firewall
your must first
e a schedule on the
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IPv6 Routing

This page allows you to specify custom routes that determine how data is moved around your network.

Route List:
Name:
Destination IP/
Prefix Length:
Metric:

Interface:

Gateway:

Check the box next to the route you wish to enable.
Enter a specific name to identify this route.

This is the IP address of the router used to reach
the specified destination or enter the IPv6 address
prefix length of the packets that will take this route.
Enter the metric value for this rule here.

Use the drop-down menu to specify if the IP packet
must use the WAN or LAN interface to transit out of

the Router.

Enter the next hop that will be taken if this route
is used.

X ETRERVER
PORT FORWARDING
APPLICATION RULES
QOS ENGINE
MNETWORK FILTER
ACCESS COMTROL
WEBSITE FILTER
INBOUND FILTER
FIREWALL SETTINGS
ROUTING
ADVAMNCED WIRELESS

WI-FI PROTECTED
SETUP

ADVANCED NETWORK

GUEST ZONE

IPV6 FIREWALL

IPV6 ROUTING

This Routing page allows you to specify custom routes that determine how data is moved around
your network.

[ Save Settings ] [ Don't Save Settings ]

10 — ROUTE LIST

Destination IPv6 / Prefix Length
Name = /

64

Metric  Interface Gateway

[nuLe

Destination IPv6 | Prefix Length
Name ’ -

64

Interface Gateway

[nuLL

Destination IPv6 / Prefix Length

&4

Helpful Hints...

= Each route has a

« The name field allows
you to specify a name for
identification of this
route, e.g. 'Network 2'

« The destination IPv6
address is the address of
the host or network you
wish to reach.

« The prefix length field
identifies the portion of
the destination IP in use.
s The gateway IP
address is the IP address
of the router, if any,

used to reach the
spedfied destination.
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Tools
Admin

This page will allow you to change the Administrator and User passwords. You can also enable Remote Management. There are
two accounts that can access the management interface through the web browser. The accounts are admin and user. Admin
has read/write access while user has read-only access. User can only view the settings but cannot make any changes. Only the
admin account has the ability to change both admin and user account passwords.

Admin Password: Enter a new password for the Administrator Login Name. The administrator can
make changes to the settings. “ID-I.3in]

User Password: Enter the new password for the User login. If you login as the User, you cannot
change the setings (you can only view them) msovsemaes

The "admin’ 2ccount can acoess the management interface, The admin has read/write access and
Gateway name: Enter a name for your router. can change password,

s——— By defzult there is no password configured, It is highby recommended that you oeate 2
password to keep your router secure,

Enable Graphical Enables a challenge-response test to require users to type letters or numbers EEENNIN (o= s | (oo s s |
Authentication: from a distorted image displayed on the screen to prevent online hackers and o

unauthorized users from gaining access to your router’s network settings.

Please enter the same password into both boxes, for confirmation.

Password @
Verify Password @

Gateway Name @ 0re-3ss0

ADMINISTRATION

Enable HTTPS Check to enable HTTPS to connect to the router securely. This means to connect
Server: to the router, you must enter https://192.168.0.1 (for example) instead of
http://192.168.0.1.

Enable Remote Remote management allows the DIR-850L to be configured from the Internet
Management: by a web browser. A username/password is still required to access the Web

Management interface. R athenooation

Enable HTTPS Server :

Remote Admin Port: The port number used to access the DIR-850L is used in the URL. Example: Enable "‘::"‘*—' ":d"ag‘-":“‘
http://x.x.x.x:8080 whereas x.x.x.x is the Internet IP address of the DIR-850L and mote Admin Port 2 [ze

Remote Admin Inbound = |,

8080 is the port used for the Web Management interface. Filter

Details : |2 -

If you have enabled HTTPS Server, you must enter https:// as part of the URL to (e st ) ([t v et ]
access the router remotely.

Remote Admin This section will list any rules that are created. You may click the Edit icon to
Inbound Filter: change the settings or enable/disable the rule, or click the Delete icon to remove
the rule. Details will display the current status.
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Time

The Time Configuration option allows you to configure, update, and maintain the correct time on the internal system clock.
From this section you can set the time zone that you are in and set the Time Server. Daylight Saving can also be configured to
automatically adjust the time when needed.

Time:

Time Zone:

Enable Daylight
Saving:

Enable NTP Server:

NTP Server Used:

Manual:

Displays the current date and time of the router.

Select your Time Zone from the drop-down
menu.

To select Daylight Saving time manually, select
enabled or disabled, and enter a start date and
an end date for daylight saving time.

NTP is short for Network Time Protocol. A NTP
server will synch the time and date with your
router. This will only connect to a server on the
Internet, not a local server. Check the box to
enable this feature.

Enter the IP address of a NTP server or select one
from the drop-down menu.

To manually input the time, enter the values
in these fields for the Year, Month, Day, Hour,
Minute, and Second and then click Set Time.

You can also click Copy Your Computer’s Time
Settings to synch the date and time with the
computer you are currently on.

mramniid

=)/

ADMIN

——————— ] TIME AND DATE CONFIGURATION

The Time and Date Configuration option allows you to configure, update, and maintain the
correct time on the internal system . From this section you can set the time zone you are in
and set the NTP (Metwork Time Protocol) Serves, Daylight Saving can also be configured to
adjust the time when needed,

| Sawe Settings | [ Don't Save Setting: |

Time @ 01012000 01:03:11

Time Fone @ | (SMT+0200) Talga =]
Enable Daylight Saving : [
Daylight Saving Offset :

Daylight Sawing Dates :

+01:00

Month  Wesk Day of Wesk
DST Start | lan 1=t Sun
DSTEnd |lmn 1=t Zun

Time
12:00 AM
12:00 AM

AUTOMATIC TIME AND DATE CONFIGURATION

Automaticalhy synchronize with D-Llink’s Intermet time server

NTP Server Used : [npldmicom [

SET THE TIME AND DATE MANUALLY

Month
Minuts

Year

Howr Second

Heldpful Hins....
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SysLog

The Broadband Router keeps a running log of events and activities occurring on the Router. You may send these logs to a
SysLog server on your network.

Enable Logging to Check this box to send the router logs to a SysLog
SysLog Server: Server.

D-Link

SysLog Server IP The address of the SysLog server that will be

Address: used to send the logs. You may also select your
computer from the drop-down menu (only if — cE— SisEe———

TIME

.« . . Th i lloy d infol i .
receivingan IP address fromtherouter viaDHCP).  [Gaoe | © SyeLog options alow you £ send log information 0 2 Syeleg Server

[ save Settings | [ Don'tSave Settings |

EMAIL SETTINGS

SVSLOG SETTINGS i

Enable Logging To Syslog : []
Server

[ save Settings | [ Don'tSave Settings |
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Email Settings

The Email feature can be used to send the system log files, router alert messages, and firmware update notification to your
email address.

Enable Email
Notification:

From Email Address:

To Email Address:
SMTP Server Address:
SMTP Server Port:
Enable Authentication:
Account Name:

Password:

On Log Full:

On Schedule:

Schedule:

When this option is enabled, router activity logs are emailed to a
designated email address.

This email address will appear as the sender when you receive a log
file or firmware upgrade notification via email.

Enter the email address where you want the email sent.
Enter the SMTP server address for sending email.

Enter the SMTP port used on the server.

Check this box if your SMTP server requires authentication.
Enter your account for sending email.

Enter the password associated with the account. Re-type the
password associated with the account.

When this option is selected, logs will be sent via email to your
account when the log is full.

Selecting this option will send the logs via email according to
schedule.

This optionis enabled when On Schedule is selected. You can select
a schedule from the list of defined schedules. To create a schedule,
go to Tools > Schedules.

- 1-LAn

oo == EeE —

Ao _
.

The Email fezture can be wsed to send the system log files, router alent messages, and firmware
wpdate notification to your email address,

(e St ) ([t v et )

| EMAIL NOTIFICATION

Enable Email Notification : [

EMAIL SETTINGS

From Email Address :

To Email Address :

Email Subject :

SMTP Server Address :
SMTP Server Port : |2

Enable Authentication :

Account Mame

Password :

Verify Password :

Send Mad ho

EMAIL LOG WHEN FULL OR ON SCHEDULE

On Log Full :

0On Schedule :
Schedule & [,

Detail :

[ Settings | ([ Dot Sve St |

Hedpful Hints....
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System

This section allows you to manage the router’s configuration settings, reboot the router, and restore the router to the factory
default settings. Restoring the unit to the factory default settings will erase all settings, including any rules that you've created.

Save Settings to Use this option to save the current router
Local Hard Drive: configuration settings to a file on the hard disk of &} & 771 "¢
the computer you are using. First, click the Save

button. A file dialog will appear, allowing you to

select a location and file name for the settings. AOMIN ints..
Once the router is configured you can save the configuration settings to a configuration file on I r router
. . . . c your hard drive. You also have the option to load configuration settings, or restore the factory
Load Settings Use this option to load previously saved router — EEeatRd  defaut settigs.
from Local Hard configuration settings. First, use the Browse option

Drive: to f!nd a prewogsly saved file of configuration Save Settings To LocalHard Drive
settings. Then, click the Load button to transfer | —

those settings to the router. Load Settings from Local Hard Drive - e

[ Restore Configuration From File ]

o . . ore To Factory Default Settings -
Restore to This option will restore all configuration settings Restore To Factory Default Serngs : [ Restorefacn/beraus
Factory Default back to the settings that were in effect at the Reboot The Device :

Settings: time the router was shipped from the factory. Clear Language Pack
Any settings that have not been saved will be
lost, including any rules that you have created. If
you want to save the current router configuration

settings, use the Save button above.

Reboot Device: Click to reboot the router.
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Firmware

You can upgrade the firmware of the access point here. Make sure the firmware you want to use is on the local hard drive of
the computer. Click on Browse to locate the firmware file to be used for the update. Please check the D-Link support website
for firmware updates at http://support.dlink.com. You can download firmware upgrades to your hard drive from this site.

Browse: After you have downloaded the new firmware, click
Browse to locate the firmware update on your hard Sl Ftl]
drive. Click Upload to complete the firmware upgrade.

Iflf ATVERCOET _ CTATLS SHPPORT
L Helplul Hinks...
Upload: Once you have a firmware update on your computer,
. . Thisr gy b nesy fipmaang Tor your nouter To mprows fundtienality and gerformande. + Firmaure Updats
use this option to browse for the file and then upload Qi hara to chack for a8 upqrads on our sugpot sto = iy
. . . . p —— To upgrada tha frewang, lecata the upgrade file on tha local hard Smsa with tha Browss Suthon.
the information into the access point. EMAIL SETTINGS Gnce: you have found the file & be e, dick the Uplied bLeson t sart the frmmare upgrae.

The lanpmgs pack alovs you te change the languape of the wser inteface e the router. We
aE)est that v Lpgrade waur ourmant ngeage padt if yiu upgrade the firmwan, This amwres
Ehat amy changes in tha firmears are displavsd comecty.

T uprade the language pack, octe the upprada fie on Be el hard drive with the Brovse
Butben. Once e heve frund the Fle to Be used, dick the Uplad butten bo start the lasguasge pack

g ' WOt
Language Pack
You can change the language of the web Ul by uploading s
available language packs. Theck Culine Now bor Labest
FIRMWARE UPGHALE
Browse: After yOU have downloaded the new |anguage paCkl Hoba: Some firmware upgrades resat the configuration options to the fadory defaulis
click Browse to locate the language pack file on your s R s e
hard drive. Click Upload to complete the language e e Btk A aad At tha e b
pack upgrade. Upload : -

[ Lpioad |

LANGUAEE PACK UIPGRADE
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Dynamic DNS

The DDNS feature allows you to host a server (Web, FTP, Game Server, etc...) using a domain name that you have purchased
(www.whateveryournameis.com) with your dynamically assigned IP address. Most broadband Internet Service Providers assign
dynamic (changing) IP addresses. Using a DDNS service provider, your friends can enter in your domain name to connect to
your server no matter what your IP address is.

Enable
Dynamic DNS:

Server
Address:
Host Name:
Username or
Key:

Password or
Key:

Timeout:

Status:

Dynamic Domain Name System is a method of
keeping a domain name linked to a changing IP
Address. Check the box to enable DDNS.

Select your DDNS provider from the drop-down
menu or enter the DDNS server address.

Enter the Host Name that you registered with
your DDNS service provider.

Enter the Username or key for your DDNS
account.

Enter the Password or key for your DDNS account.

Enter a timeout time (in hours).

Displays the current connection status.

)= n

The Dynamic DNS Testure aliows you [o host & server (e, FTP, Game Server, ebc ) using a domain
name that you have purdhessd (mreeshateveryounames.com]) with your dynamically as=signed IP
aidress. Most broadiand Inbermet Servics Providers ===ign dynamic (changing)) TP attdres=es. Lising 2
DONS mervice provider, your frends can enber your host name o connect o your game: s=rver no
maitter wihat your [P addr=s i=.

Sign up Tor D-Link's Fres DDMNS sarvic= o s, DLink DDNS com.

[ Seve semngs | [ DontSae Semegs |

DYMAMIC DNS SETTINGS

Ersalsbe Dyrsamnic DNS : [7]

DYMAMIC DMS FOR IPVE HOSTS
Eralbse : [T
IPvE Addrews ; [ad [Comper bame ]

Host Mame =g ipwdmydomainn=)

IPVE DYNAMIC DNS LIST

Enable  Host Mame IPvh Address
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System Check

Ping Test: The Ping Test is used to send Ping packets to test if a

computer is on the Internet. Enter the IP address that you —
wish to Ping and click Ping. :

// SETUP ADYANCED TOOLS STATUS SUPPOR

Helpful Hints ...

IPv6 Ping Test: Enter the IPv6 address that you wish to Ping and click Ping.

Ping Test sends "ping" packets to test a computer on the Internet.

— Host Name or IP Address : PlngI Stop I ful

TPV PING TEST
Host Name or IPv6 Address : Ping | Stop

Ping Results: The results of your ping attempts will be displayed here.

Enter a host name or 1P address above and click 'Fing'

WIRELESS
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Schedules

Schedules can be created for use with enforcing rules. For example, if you want to restrict web access to Mon-Fri from 3pm to
8pm, you could create a schedule selecting Mon, Tue, Wed, Thu, and Fri and enter a Start Time of 3pm and End Time of 8pm.

Name: Enter a name for your new schedule.

-1 -LIN

Days: Selecta day,arange of days, or All Week toinclude
DMIN

every day. : e
The Schedule configuration option is used to manage schedule rules for "WAN", "Wireless",
Time: CheCk A" Day - 24hrs or enter a Start and end 5y "Virtual Server”, "Port Forwarding”, "Applications” and "Network Fiter".
time for your schedule. SUnsETIS  f o AvDSCHEDUERWE
P —— Name :
Save: You must click Save Settings at the top for your [ Davs) : © Allweek © Select Day(s)
SCheduIeS tO go |nt0 eﬁ_-ect 5y ¢ [Fsun Elmon [ Tue Clwed O Thu ElFi [ sat
All Day - 24 s :
Schedule Rules The list of schedules will be listed here. Click the “zr::: - o)
. . . . . H H w[—] (hour:minute
List: Editicon to make changes or click the Delete icon EndTime: 11 i (o (hourmnute)

to remove the schedule. :
-

Name Day(s)
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Status

Device Info

This page displays the current information for the DIR-850L. It will display the LAN, WAN (Internet), and Wireless information.
If your Internet connection is set up for a Dynamic IP address then a Release button and a Renew button will be displayed.
Use Release to disconnect from your ISP and use Renew to connect to your ISP.

If your Internet connection is set up for PPPoE, a Connect button and a Disconnect button will be displayed. Use Disconnect
to drop the PPPoE connection and use Connect to establish the PPPoE connection.

General: Displays the router’s time and firmware version.

All of your Internet and network connection details are displayed on this page. The firmware
version is also displayed here.

WAN: Displays the MAC address and the public IP settings .

Time :Sunday, January 02, 2011 12:45:08 Al
Firmwate Version : 1.00 , Tue, 16, Mar, 2010

LAN: Displays the MAC address and the private (local) IP settings for the router.

Connection Type : Dynamic IP' (DHCP)
Cable Status : Disconnecte:

ool
Network Status : Disconnected _Renew | Foeace
[

Connection Up Time : N/

Wireless LAN1: Displays the 2.4GHz wireless MAC address and your wireless settings such as A s e

Subnet Mask : 0.0.0.0

SSID and Channel. S

Secondary DNS Server : 0.0.0.0
Advanced DNS : Disabled

Wireless LAN2: Displays the 5GHz wireless MAC address and your wireless settings such as SSID

1P Address : 192.168.0.1

Subnet Mask : 255.255.255.0
and Channel.

WIRELESS LAN

wireless Band: 2.4GHz
Rat

LAN Computers: Displays computers and devices that are connected to the router via Ethernet s s St
. . . annel Width : 20/40MHz
and that are receiving an IP address assigned by the router (DHCP). e Prototo s 2 i oty

SSID List :
Network Name {SSID)  Guest  MAC Address Security Made
diink Mo 00:18:E7:95:70:40  Off

WIRELESS LAN2

wireless Band: 5GHz Band

wireless Radio: Enable

802.11 Mode : 802.11na

Channel Width: 20/40MHz

Channel: 36
Wi-Fi Protected Setup: Enabled Mot Configured
5SID List:

Network Name (SSID) Guest  MAC Address Security Mode
diink_media o OD:1BER9S 7042 Off

LAN COMPUTERS

1P Address Hame (if any) MAC
192,168.0,100 PM_testoL 00:04:23;2C:5 1143

IGMP MULTICAST MEMBERSHIPS

Muiticast Group Address

WIRELESS

D-Link DIR-850L User Manual



Section 3 - Configuration

Logs

The router automatically logs (records) events of possible interestin it’s internal memory. If there isn’t enough internal memory
for all events, logs of older events are deleted but logs of the latest events are retained. The Logs option allows you to view
the router logs. You can define what types of events you want to view and the level of the events to view. This router also has
external Syslog Server support so you can send the log files to a computer on your network that is running a Syslog utility.

Log Options: You can select the types of messages that you want B
to display from the log. System Activity, Debug T —

Information, Attacks, Dropped Packets, and Notice

messages can be selected. Click Apply Log Settings s S
Now to activate your settings. : )

STATISTICS Use this option to view the router logs. You can define what types of ewvents you want to view
and the event levels to view. This router also has internal syslog server support =0 you can send
the log files to a computer on your network that is running a syslog utility,

Refresh: Updates the log details on the screen so it displays any

recent activity. I :

) Tools — EMail.
Log Options : ¥ System Activity o -

First Page: Click to go to the first page. E—— I Debug Information M.
I¥! sttacks
i [ Dropped Packets
Last Page: Click to go to the last page. @ Hotice

Apply Log Settings Mow |

Previous: Click to go back one page.

First Page | Last Page | Previous | Nextl
Next: Click to go to the next page. Reftsh | _Cear | Enaltiow | savelos |
1/9
Clear: Clears all of the log contents. — ——

Jan 100:19:32  croneerr: crond[11725T: crond (busybox 1,12.1) started, log level 2
Jan 100:19:31  croneerr: crond[11673]: crond (busybox 1,12.1) started, log level 8
Jan 100:19:20  croneerr: crond[11557]: crond (busybox 1,12.1) started, log level 2
Jan 100:19:20  cron.err: crond[113497: crond (busybox 1,12.1) started, log level 2

Email Now: This option will send a copy of the router log to your

email add ress conﬁg u red in the Tools > Email Settings user.crit: kernel: argh. Mo free space left for GC. nr_erasing_blocks is 0.
Jan 100:19:30  nr_free_blocks is O, (erasableempty: yes, erasingempty: ves,
screen erasependingempty: yes)
Jan 1 00:00:24  user.info: kernel: br0: port 2(ra00_0} entering forwarding state
Jan 100:00:12  user.info: kernel: bro: port 2(rad0_0) entering learning state
. H H H Jan 100:00:13  wserinfo: kernel: br0: port 2(ra00_0) entering leaming state
Save Log: This option will save the router log to a file on your ! port 2a00.0) Entefing Baming
Jan 100:00:13  user.info: kemnel: device ra00_D entered promiscuous mode
computer. Jan 100:00:13  user.warn: kernel: 0x1300 = 00064380

WIRELESS
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Statistics

The screen below displays the Traffic Statistics. Here you can view the amount of packets that pass through the DIR-850L on both

the WAN, LAN ports and the wireless segments. The traffic counter will reset if the device is rebooted.

WIRELESS

Traffic Statistics display Receive and Transmit packets passing through your router,

Refresh Statistics | Clear Statistics |

LAN STATISTICS

Sent : 133656 Received : 28232
TX Packets RX Packets 0
Dropped : Dropped :
Collisions : 0 Errors : 0

WAN STATISTICS

Sent @ 65 Received : O
T¥ Packets o RX Packets o
Dropped : Dropped :
Collisions : 0 Errors : O

WIRELESS STATISTICS

Sent @ 17694 Received : 434764
TX Packets 0 RX Packets
Dropped : Dropped :
Errors @ 0

WIRELESS STATISTICS2

Sent : 11365 Received : 7405
T¥ Packets o RX Packets o
Dropped : Dropped :
Errors : O
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Internet Sessions

The Internet Sessions page displays full details of active Internet sessions through your router. An Internet session is a
conversation between a program or application on a LAN-side computer and a program or application on a WAN-side computer.

IR-850L // SETUP ADYANCED TOOLS STATUS SUPPORT

This page displays the full details of active internet sessions to your router,

! e INTERNET SESSIONS

Local NAT  Internet Protocol State Dir  Time Out
192,1658.0.1:137 137 192.1658.0,100:137 udp - QUT 170
192.168.0.100: 3600 192.168.0.1:53 udp - ouT 111
192,158.0,100: 3704 192,1568.0.1:50 jimal 432000
192.1658.0.100: 3702 192.1658.0.1:30 tcp 119
192.168.0.100: 3701 192.168.0.1:80 tcp
192,158.0,100: 3700 192,1568.0.1:50 jimal
192.1658.0.100: 3699 192.1658.0.1:30 tcp
192.168.0.100: 3695 192.168.0.1:80 tcp
192,158.0,100: 3697 192,1568.0.1:50 tep
192.168.0,100: 3695 192.168.0.1:80 tcp
192.168.0,.100: 2695 192.168.0.1:80 tcp
192,168.0,100: 36594 192,168.0.1:50 tcp
192.168.0,.100: 3693 192.168.0.1:80 tcp
192.168.0.100: 2689 192.168.0.1:80 tcp
192,165.0,100: 36585 192,1658.0.1:30 tcp
192.168.0.100: 3679 192.168.0.1:80 tcp
192,168.0,100: 3575 192,1568.0.1:50 jimal
192.1658.0.100: 3674 192.1658.0.1:30 tcp
192.168.0.100: 3673 192.168.0.1:80 tcp
192,168.0,100: 3572 192,1568.0.1:50 jimal
192.1658.0.100: 3653 192.1658.0.1:30 tcp
192.168.0.100: 3662 192.168.0.1:80 tcp
192,158.0,100: 3651 192,1568.0.1:50 tep
192.168.0,100: 3660 192.168.0.1:80 tcp

LT i Y LY Vo Vi B i B o
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Routing

This page will display your current routing table.

M,

W) | v | ewn | e | [ o |

Routing Table
This page displays the routing details configured for your router.

— || ROUTING TABLE
WIRELESS
Destination Gateway Genmask Metric Iface Creator

192.168.7.0 0.0.0.0 255.255.255.0 0 LAN SYSTEM
192.168.0.0 0.0.0.0 255.255.255.0 0 LAN SYSTEM
239.0.0.0 0.0.0.0 255.0.0.0 0 LAN SYSTEM

WIRELESS
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Wireless

The wireless client table displays a list of current connected wireless clients. This table also displays the connection time and
MAC address of the connected wireless clients.

mranil,

DE NFO Helpful Hints...

View the wireless clients that are connected to the router. (A dlient might linger in the list for a
few minutes after an unexpected disconnect.)

NUMBER OF WIRELESS CLIENTS - 2.4GHZ BAND : 0

MAC Address IP Address Mode Rate (Mbps) Signal (%)

NUMBER OF WIRELESS CLIENTS - 5GHZ BAND : 0

MAC Address IP Address Mode Rate (Mbps) Signal (%)

WIRELESS
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IPv6

The IPv6 page displays a summary of the Router’s IPv6 settings and lists the IPv6 address and host name of any IPv6 clients.

My,

D

IPVE ROUTING

WIRELESS

s ]l

All of your Internet and network connection details are displayed on this page. The firmware
version is also displayed here.

IPV6 CONNECTION INFORMATION

IPv6 Connection Type : Link-Local
IPv6 Default Gateway : Mone
LAN IPv6 Link-Local Address : fe80::bef6:85ff:fed2:4a35 /64

LAN IPV6 COMPUTERS

IPv6 Address
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IPV6 Routing

This page displays the IPV6 routing details configured for your router.

DIR-850L // SETUP ADY¥ANCED TOOLS STATUS SUPPORT
JEYICE INFO

IPv6 Routing Table

This page displays the routing details configured for your router.

IP¥6 ROUTING TABLE

Destination IP Gateway Metric Interface

WIRELESS
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SETUP

WIRELESS

Setup
Advanced
Tools
Status

mydlink Settings

SETUP HELP

Internet Connection
WAN

Wireless

Metwork Settings
STORAGE

1Pve

ADVANCED HELP

Wirtual Server

Port Forwarding
Application Rules

QoS Endne

Metwark Fiter

Arcess Contral
Website Filter
Inbound Filter

Eirewall Settings
Routing

Advanced wirgless
Wi-Fl Protected Setup
Advanced MNetwork
GUEST ZOME

IPvE FIREWALL RILES
IPvE Routing

TOOLS HELP

Adrmin

Tirne,

Syslog

Emai Settings
System
Firrmrare
Drynamic DS
Svstern Check
Schedules

STATUS HELP

Device Info

Logs

Statistics
Internet Sessions
Wireless

IPvE

IPvE Routing
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Section 4 - Security

Connect a Wireless Client to your Router
WPS Button

The easiest and most secure way to connect your wireless devices to the router is WPS (Wi-Fi Protected Setup). Most wireless
devices such as wireless adapters, media players, Blu-ray DVD players, wireless printers and cameras will have a WPS button
(or a software utility with WPS) that you can press to connect to the DIR-850L router. Please refer to your user manual for the
wireless device you want to connect to make sure you understand how to enable WPS. Once you know, follow the steps below:

Step 1 - Press the WPS button on the DIR-850L for about 1 second. The Internet LED on the front will start to blink.

WPS Button

Step 2 - Within 2 minutes, press the WPS button on your wireless client (or launch the software utility and start the WPS
process).

Step 3 - Allow up to 1T minute to configure. Once the Internet light stops blinking, you will be connected and your wireless
connection will be secure with WPA2.
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Windows® 7
WPA/WPA2

It is recommended to enable wireless security (WPA/WPA2) on your wireless router or access point before configuring your
wireless adapter. If you are joining an existing network, you will need to know the security key or passphrase being used.

1. Click on the wireless icon in your system tray (lower-right corner).

11:21 AM
O/ 72009

a |m: ok W

Wireless Icon
2. The utility will display any available wireless networks in your area. Not connected “ :‘
fiff] Connections are avilsble E‘
Wireless Network Connection A
dlink |
kay2690_24 |
AllenH DIR-655 M
SD6_WLAN a
DAP-2690g ﬁ“'
wpstestl ol
BEIQ633304WPA2 A
Eddie_APNAS -
Open Network and Sharing Center
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3. Highlight the wireless connection with Wi-Fi name (SSID) you would
like to connect to and click the Connect button.

If you get a good signal but cannot access the Internet, check your
TCP/IP settings for your wireless adapter. Refer to the Networking
Basics section in this manual for more information.

4. The following window appears while your computer tries to
connect to the router.

Mot connected s
I:EIIH Connections are available
Wireless Metwork Connection ~
dlink Al |
[V] Connect automatically |
- kay2690_24 L A
james2690g m
ALPHA =M
dlink 838 dﬁ?
SD6_WLAN "
DAP-2690q _at]

Open Metwork and Sharing Center

-

@' Connect to a Network

Getting information from dlink...
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5. Enter the same security key or passphrase (Wi-Fi password) that is (% Connect to a Network [——

on your router and click Connect. You can also connect by pushing

the WPS button on the router. Type the network security key

Security key: |
It may take 20-30 seconds to connect to the wireless network. If the [l Hiide characters
connection fails, please verify that the security settings are correct. The
key or passphrase must be exactly the same as on the wireless router. G} o cen alep connect by pushing the
-

—

EF
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WPS

The WPS feature of the DIR-850L can be configured using Windows® 7. Carry out the following steps to use Windows® 7 to
configure the WPS feature:

1. Click the Start button and select Computer from the Start menu. o

I':‘if Getting Started

@ Windows Media Center

[F, sticky Notes

% Snipping Teol

% Remote Desktop Connection

@.‘ Magrifier

) ) Soltaire
- Default Programs

Help and Support

> AllPrograms

[ISearch programs and fites

2. Click Network on the left side.

My Computer » - | ¥3 ||| Search Computer el
B
Organize » System properties Uninstall or change a program Map network drive > = 0O @
49F Favorites 4 Hard Disk Drives (3)
B Desktop Local Disk (C:) Local Disk (D:)
14 Downloads w — — =
| 5 239 GB free of 10.0 GB S 227 6B fres of 00 GB
%l Recent Places
DATA (E) I
4@l Libraries SV 205 Gefrec of 531 G
& [ Documents Tt S s o
s
> @ Music evices with Removable Storage (1)

> =] Pictures
) DVD RW Drive (F:)
» B Videos

| 4% Computer |
& & Local Disk (C))
» =5 Local Disk (D)

> = DATA (E)

» € Network
g ’ A100 Workgroup: WORKGROUP Memory: 2.00 GB
’ Processor: Intel(R) Core(TM)2 CPU...
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3. Double-click the DIR-850L.

4. Input the WPS PIN number (displayed in the WPS window on the
Router’s LCD screen or in the Setup > Wireless Setup menu in

€ > Network »

e

S
~ 42 ||[ Search Network ~ 5]

Organize »

Network and Sharing Center

Add a printer

Add a wireless device

£~ 0O @

4 7r Favorites
| @ Recently Change
B Deskiop

16 Downloads

% Recent Places

45 Libraries

= Computer (1)

:&f $p2X3-PC

4 Media Devices (1)

n

>« Homegroup

4 8 Computer
& Local Disk (C)
I g Local Disk (D)
I E8 Puhlic AVSPRNR-|

. 3items
]

~ 4 n

Hg) SP3X3-PC: 5P3X3:

&> [F Dacuments

b g Music 4 Network Infrastructure (1) Select a file to preview.
1> (5] Pictures

[ Videos ‘g DIR-613

the Router’s Web Ul) and click Next.

=l
- | —— -—— - — —
@ E_l" Set Up a Network
-
To set up a network, type the 8-digit PIN from the router label
You can find the numeric PIN on a label attached to the
router or in the printed information that came from the
fl manufacturer, A~ | |
e —y
| é‘*J
|
|
|
=
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5. Type a name to identify the network.

6. To configure advanced settings, click the I;:v_:: icon.

Click Next to continue.

@ & Set Up a Network

Give your network a name

Your network needs a unique name so that it can be easily identified. It is best to keep the name short (25
characters or less) and recognizable,

Type your network name: r@' Security-enabled network
D-Link_Neﬂ Your network is being set up using WPA2-Personal.
Change passphrase, security level and encryption type (advanced): 'l:‘:’::'

'@' Upgrade or replace the router using the network settings stored on this computer

o

@ @ Set Up a Network

Give your network a name

‘Your network needs a unique name so that it can be easily identified. It is best to keep the name short (25
characters or less) and recognizable,

Type your network name: r@' Security-enabled network
D-Link Net Your network is being set up using WPA2-Personal.

Change passphrase, security level and encryption type (advanced):

Security key: Security level:
femm-gizb—9vmv [WPAZ-Pelsunai (Recommended) - ]
Connect automatically Encryption type:

[AES (Recommended) v]

'@' Upgrade or replace the router using the network settings stored on this computer

o
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7. The following window appears while the Router is being
configured.

Wait for the configuration to complete.

8. The following window informs you that WPS on the router has
been setup successfully.

Make a note of the security key as you may need to provide this

security key if adding an older wireless device to the network in
the future.

9. Click Close to complete WPS setup.

o L=
3 ——
Q @ Set Up a Network

Setting up D-Link_Net...

u @ Set Up a Metwork

e e — —

R — /]
'
,
—
- — — S— — -

D-Link_Net has been successfully set up

To add an older wireless device to this network, you might need to provide this security key

894g-eyd5-g5whb

You can print these network settings for future reference.

For gaming consoles or computers running Windows XP, copy the network profile to a USB drive for
easier set up.

Close
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Section 5 - Connecting to a Wireless Network

Windows Vista®

Windows Vista® users may use the built-in wireless utility. If you are using another company’s utility, please refer to the user
manual of your wireless adapter for help with connecting to a wireless network. Most utilities will have a “site survey” option
similar to the Windows Vista® utility as seen below.

If you receive the Wireless Networks Detected bubble, click on the
center of the bubble to access the utility.

Mot Connected

L‘. Wireless networks are available.
=

or

Connectto a n_etwu:urk
Right-click on the wireless computericon in your system tray (lower-right DAL N e
corner next to the time). Select Connect to a network. i ZOLI

- T ' Fnday

W g/17/2007

o . . . . . . = B&.‘

The utility will display any available wireless networks in your area. Click 4
. . . o) = Connect to a network
on a network (displayed using the SSID) and click the Connect button.
Disconnect or connect to another network
. Show [All =

If you get a good signal but cannot access the Internet, check you TCP/ 5 -

- . . . | VOIPtest Unsecured network a1l
IP settings for your wireless adapter. Refer to the Networking Basics :
section in this manual for more information. g o i il

_5_- twesday Security-enabled network Al

4[]
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WPA/WPA2

It is recommended to enable wireless security (WPA/WPA2) on your wireless router or access point before configuring your
wireless adapter. If you are joining an existing network, you will need to know the security key or passphrase being used.

1. Open the Windows Vista® Wireless Utility by right-clicking on the Net Connected
wireless computer icon in your system tray (lower right corner of Wi Wireless networks are available.
screen). Select Connect to a network. -

Connect to a network
Metwork and Sharing Center

_Til L Fivl

- e L Friday

W B/17/2007

==
2. Highlight the Wi-Fi name (SSID) you would like to connect to and Ok
. ) B onnect to a netwaorl
click Connect.
Disconnect or connect to another network
Show [All M
-ﬁ' VOIPtest Unsecured network !!J J
" | dlink Unsecured network !!j_l]
.5_' tuesday Security-enabled network !!_UJ il
E|
Set up a connection or network
Open Network and Sharing Center
[ Connect ] I Cancel

D-Link DIR-850L User Manual 132



Section 5 - Connecting to a Wireless Network

3. Enter the same security key or passphrase (Wi-Fi password) that is on
your router and click Connect.

It may take 20-30 seconds to connect to the wireless network. If the
connection fails, please verify that the security settings are correct. The
key or passphrase must be exactly the same as on the wireless router.

@ ? Connect to a network

==l

Type the network security key or passphrase for Candy

The person whao setup the network can give you the key or passphrase.

Security key or passphrase:

[ Display characters

e If you have a USE flash drive with network settings for Candy, insert it now.
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WPS/WCN 2.0

The router supports Wi-Fi protection, referred to as WCN 2.0 in Windows Vista®. The following instructions for setting this up
depends on whether you are using Windows Vista® to configure the router or third party software.

When you first set up the router, Wi-Fi protection is disabled and unconfigured. To enjoy the benefits of Wi-Fi protection, the
router must be both enabled and configured. There are three basic methods to accomplish this: use Windows Vista’s built-in
support for WCN 2.0, use software provided by a third party, or manually configure.

If you are running Windows Vista®, log into the router and click the Enable checkbox in the Basic > Wireless section. Use the
Current PIN that is displayed on the Advanced > Wi-Fi Protected Setup section or choose to click the Generate New PIN
button or Reset PIN to Default button.

Cuwrrent PIN - 33468734

| Reset PIN toCefaul | | Generate hem PN

If you are using third party software to set up Wi-Fi Protection, carefully follow the directions. When you are finished, proceed
to the next section to set up the newly-configured router.
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Windows® XP

Windows® XP users may use the built-in wireless utility (Zero Configuration Utility). The following instructions are for Service
Pack 2 users. If you are using another company’s utility, please refer to the user manual of your wireless adapter for help with
connecting to a wireless network. Most utilities will have a“site survey” option similar to the Windows® XP utility as seen below.

If you receive the Wireless Networks Detected bubble, click on the gf” W"e'e“_“f""‘“":“‘:s"“*?" N X
Ne or More WIreless NeETWorks are In range o IS5 COmMpUter.
center of the bubble to access the utility. To'see tre st and connect,cck tis message i
or
Right-click on the wireless computericon in your system tray (lower-right Change Windows Frewall settings
corner next to the time). Select View Available Wireless Networks. Open Network Connections
Repair
Yiew Available Wireless Networks
''i" Wireless Network Connection 6 |z\
S Choose a wireless network
The Utl“ty Wl” dISplay any avallable WireleSS netWOrkS Iﬂ )/Our al’ea. CIiCk & Refresh network list ﬁg;gxﬂm in the list below to connect to a wireless network in range or to get more
on a Wi-Fi network (displayed using the SSID) and click the Connect gzt | @ ™ ut
Unsecured wireless network l[lﬂu
bUtton‘ Related Tasks ((ﬁ)) defoult u
5] ;Zilﬁ::;t wireless Unie;re;w\reless netwark. ||]ﬂu
If you geta good signal but cannot access the Internet, check you TCP/ ¢ Cronoe e rdrof ‘@ 5 sty b et et alll -
IP settings for your wireless adapter. Refer to the Networking Basics % Conoeatvonces (a) =t
. . . . . ﬁ Seaurity-enabled wirelessnetwork il
section in this manual for more information. mmm“'; R —
(‘ﬂ” DGL-4300 @
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WPA/WPA2

It is recommended to enable WPA on your wireless router or access point before configuring your wireless adapter. If you are

joining an existing network, you will need to know the WPA key being used.

1. Open the Windows® XP Wireless Utility by right-clicking on the

Change Windows Firewall settings

wireless computer icon in your system tray (lower-right corner
of screen). Select View Available Wireless Networks.

Open Metwork Connections

Repair

Yiew Available Wireless Networks

2. Highlight the Wi-Fi network (SSID) you would like to connect
to and click Connect.

Network Tasks

g Refresh network list

< Setup a wireless network
for a home or small office

Related Tasks

\J) Learn about wireless
networking

* Change the order of
preferred networks

"%i Change advanced
settings

TR Ok

") Wireless Network Connection 6 |X|

Choose a wireless network

Click an item in the list below to connect to a wireless network in range or to get more
information.

~

({ i’) Test L
Unsecured wireless network l[l[l[lﬂ
default

(tﬁ)) 4
Unsecured wireless network l[l[l[lﬂ

({ i’) salestest
*_;J: Security-enabled wireless netwark l.nun |

testl

=
HrS Security-enabled wireless network

This network requires a network key. If you want to connect to this

network, dick Connect.

DGL-4300

({ﬂ?) .

£

(v )
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3. The Wireless Network Connection box will appear. Enter the WPA-PSK [/ usp s
Wi-Fi password and click Connect.

The network 'testl’ requires a network key (also called a WEP key or WPA key). A network
key helps prevent unknown intruders from connecting to this netwark.

It may take 20-30 seconds to connect to the wireless network. If the Type the key, and then dick Connect.

connection fails, please verify that the WPA-PSK settings are correct. The Network key: I |
Wi-Fi password must be exactly the same as on the wireless router. | |

Connect l [ Cancel ]
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Troubleshooting

This chapter provides solutions to problems that can occur during the installation and operation of the DIR-850L. Read the
following descriptions if you are having problems. The examples below are illustrated in Windows® XP. If you have a different
operating system, the screenshots on your computer will look similar to the following examples.

1. Why can’t ] access the web-based configuration utility?

When entering the IP address of the D-Link router (192.168.0.1 for example), you are not connecting to a website nor do you
have to be connected to the Internet. The device has the utility built-in to a ROM chip in the device itself. Your computer must
be on the same IP subnet to connect to the web-based utility.

« Make sure you have an updated Java-enabled web browser. We recommend the following:

- Microsoft Internet Explorer® 7 and higher
- Mozilla Firefox 3.5 and higher

- Google™ Chrome 8 and higher

- Apple Safari 4 and higher

- Verify physical connectivity by checking for solid link lights on the device. If you do not get a solid link light, try using a
different cable or connect to a different port on the device if possible. If the computer is turned off, the link light may not be
on.

- Disable any Internet security software running on the computer. Software firewalls such as Zone Alarm, Black Ice, Sygate,
Norton Personal Firewall,and Windows™ XP firewall may block access to the configuration pages. Check the help files included
with your firewall software for more information on disabling or configuring it.
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- Configure your Internet settings:

Go to Start > Settings > Control Panel. Double-click the Internet Options Icon. From the Security tab, click
the button to restore the settings to their defaults.

Click the Connection tab and set the dial-up option to Never Dial a Connection. Click the LAN Settings button.
Make sure nothing is checked. Click OK.

Go to the Advanced tab and click the button to restore these settings to their defaults. Click OK three times.

Close your web browser (if open) and open it.

« Access the web management. Open your web browser and enter the IP address of your D-Link router in the address bar. This
should open the login page for your web management.

- If you still cannot access the configuration, unplug the power to the router for 10 seconds and plug back in. Wait about 30
seconds and try accessing the configuration. If you have multiple computers, try connecting using a different computer.

2. What can | do if | forgot my password?

If you forgot your password, you must reset your router. Unfortunately this process will change all your settings back to the
factory defaults.

To reset the router, locate the reset button (hole) on the rear panel of the unit. With the router powered on, use a paperclip
to hold the button down for 10 seconds. Release the button and the router will go through its reboot process. Wait about 30
seconds to access the router. The default IP address is 192.168.0.1. When logging in, the username is admin and leave the
password box empty.
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3. Why can’t | connect to certain sites or send and receive emails when connecting through my router?

If you are having a problem sending or receiving email, or connecting to secure sites such as eBay, banking sites, and Hotmail,
we suggest lowering the MTU in increments of ten (Ex. 1492, 1482, 1472, etc).

To find the proper MTU Size, you'll have to do a special ping of the destination you're trying to go to. A destination could be

another computer, or a URL.

« Click on Start and then click Run.

« Windows® 95, 98, and Me users type in command (Windows® NT, 2000, XP, Vista®, and 7 users type in cmd) and

press Enter (or click OK).

- Once the window opens, you'll need to do a special ping. Use the following syntax:

ping [url] [-f] [-1] [MTU value]

Example: ping yahoo.com -f -1 1472

C=~>ping vyahoo.com —f -1 1482
Pinging yahoo.com [66.74.234.131 with 1482 bhytes of data:

Packet needs to he fragmented but DF set.
Packet needs to he fragmented but DF set.
Packet needs to he fragmented but DF set.
Packet needs to bhe fragmented but DF set.

Fing statistics for 66.94.234_13:

Packets: Sent = 4, Recedived = B, Lost = 4 (1688x loss),
Approximate round trip times in milli-—seconds:

Minimum = Bms, Maximum = ®ns,. Average = Bms

C=~>ping vyahoo.com —f -1 1472
Pinging yahoo.com [66.974.234.131 with 1472 bytes of data:

Reply from 66.94.234.13: bytes=1472 time=?3ms TIL=52

Reply from 66.94.234.13: bytes=1472 time=10%ms TTIL=52
Reply from 66.94.234.13: bytes=1472 time=125ms TTL=52
Reply from 66.94.234.13: bytes=1472 time=203ms TTL=52

Fing statistics for 66.94.234_13:

Packet=z: Sent = 4, Recedived = 4, Lost = B (Bx loss>,
Approximate round trip times in milli—seconds:

Hinimum = 93ms,. Maximum = 283ms, fAverage = 132ns

Can
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You should start at 1472 and work your way down by 10 each time. Once you get a reply, go up by 2 until you get a fragmented
packet. Take that value and add 28 to the value to account for the various TCP/IP headers. For example, lets say that 1452 was the
proper value, the actual MTU size would be 1480, which is the optimum for the network we're working with (1452+28=1480).

Once you find your MTU, you can now configure your router with the proper MTU size.

To change the MTU rate on your router follow the steps below:
« Open your browser, enter the IP address of your router (192.168.0.1) and click OK.

« Enter your username (admin) and password (blank by default). Click OK to enter the web configuration page
for the device.

« Click on Setup and then click Manual Configure.
« To change the MTU enter the number in the MTU field and click Save Settings to save your settings.

- Test your email. If changing the MTU does not resolve the problem, continue changing the MTU in increments
of ten.
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Wireless Basics

D-Link wireless products are based on industry standards to provide easy-to-use and compatible high-speed wireless
connectivity within your home, business or public access wireless networks. Strictly adhering to the IEEE standard, the D-Link
wireless family of products will allow you to securely access the data you want, when and where you want it. You will be able
to enjoy the freedom that wireless networking delivers.

A wireless local area network (WLAN) is a cellular computer network that transmits and receives data with radio signals instead of
wires. Wireless LANs are used increasingly in both home and office environments, and public areas such as airports, coffee shops
and universities. Innovative ways to utilize WLAN technology are helping people to work and communicate more efficiently.
Increased mobility and the absence of cabling and other fixed infrastructure have proven to be beneficial for many users.

Wireless users can use the same applications they use on a wired network. Wireless adapter cards used on laptop and desktop
systems support the same protocols as Ethernet adapter cards.

Under many circumstances, it may be desirable for mobile network devices to link to a conventional Ethernet LAN in order to
use servers, printers or an Internet connection supplied through the wired LAN. A Wireless Router is a device used to provide
this link.
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What is Wireless?

Wireless or Wi-Fi technology is another way of connecting your computer to the network without using wires. Wi-Fi uses radio
frequency to connect wirelessly, so you have the freedom to connect computers anywhere in your home or office network.

Why D-Link Wireless?

D-Link is the worldwide leader and award winning designer, developer, and manufacturer of networking products. D-Link
delivers the performance you need at a price you can afford. D-Link has all the products you need to build your network.

How does wireless work?

Wireless works similar to how cordless phone work, through radio signals to transmit data from one point A to point B. But
wireless technology has restrictions as to how you can access the network. You must be within the wireless network range area
to be able to connect your computer. There are two different types of wireless networks Wireless Local Area Network (WLAN),
and Wireless Personal Area Network (WPAN).

Wireless Local Area Network (WLAN)

In a wireless local area network, a device called an Access Point (AP) connects computers to the network. The access point has
a small antenna attached to it, which allows it to transmit data back and forth over radio signals. With an indoor access point
as seen in the picture, the signal can travel up to 300 feet. With an outdoor access point the signal can reach out up to 30 miles
to serve places like manufacturing plants, industrial locations, college and high school campuses, airports, golf courses, and
many other outdoor venues.
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Wireless Personal Area Network (WPAN)

Bluetooth is the industry standard wireless technology used for WPAN. Bluetooth devices in WPAN operate in a range up to
30 feet away.

Compared to WLAN the speed and wireless operation range are both less than WLAN, but in return it doesn't use nearly as
much power which makes it ideal for personal devices, such as mobile phones, PDAs, headphones, laptops, speakers, and other
devices that operate on batteries.

Who uses wireless?

Wireless technology as become so popular in recent years that almost everyone is using it, whether it's for home, office, business,
D-Link has a wireless solution for it.

Home
- Gives everyone at home broadband access
« Surf the web, check email, instant message, etc.
« Gets rid of the cables around the house
« Simple and easy to use

Small Office and Home Office
- Stay on top of everything at home as you would at office
- Remotely access your office network from home
« Share Internet connection and printer with multiple computers
« No need to dedicate office space
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Where is wireless used?
Wireless technology is expanding everywhere not just at home or office. People like the freedom of mobility and it's becoming
so popular that more and more public facilities now provide wireless access to attract people. The wireless connection in public

places is usually called “hotspots”.

Using a D-Link Cardbus Adapter with your laptop, you can access the hotspot to connect to Internet from remote locations
like: Airports, Hotels, Coffee Shops, Libraries, Restaurants, and Convention Centers.

Wireless network is easy to setup, but if you're installing it for the first time it could be quite a task not knowing where to start.
That's why we've put together a few setup steps and tips to help you through the process of setting up a wireless network.
Tips

Here are a few things to keep in mind, when you install a wireless network.

Centralize your router or Access Point

Make sure you place the router/access point in a centralized location within your network for the best performance. Try to
place the router/access point as high as possible in the room, so the signal gets dispersed throughout your home. If you have

a two-story home, you may need a repeater to boost the signal to extend the range.

Eliminate Interference

Place home appliances such as cordless telephones, microwaves, and televisions as far away as possible from the router/access
point. This would significantly reduce any interference that the appliances might cause since they operate on same frequency.

Security
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Don't let you next-door neighbors or intruders connect to your wireless network. Secure your wireless network by turning on
the WPA or WEP security feature on the router. Refer to product manual for detail information on how to set it up.

Wireless Modes

There are basically two modes of networking:

- Infrastructure - All wireless clients will connect to an access point or wireless router.

- Ad-Hoc - Directly connecting to another computer, for peer-to-peer communication, using wireless network
adapters on each computer, such as two or more DIR-850L wireless network Cardbus adapters.

An Infrastructure network contains an Access Point or wireless router. All the wireless devices, or clients, will connect to the
wireless router or access point.

An Ad-Hoc network contains only clients, such as laptops with wireless cardbus adapters. All the adapters must be in Ad-Hoc
mode to communicate.
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Networking Basics

Check your IP address

After you install your new D-Link adapter, by default, the TCP/IP settings should be set to obtain an IP address from a DHCP
server (i.e. wireless router) automatically. To verify your IP address, please follow the steps below.

Click on Start > Run. In the run box type emd and click OK. (Windows® 7/Vista® users type cmd in the Start Search box.)

At the prompt, type ipconfig and press Enter.

This will display the IP address, subnet mask, and the
default gateway of your adapter.

If the address is 0.0.0.0, check your adapter installation,
security settings, and the settings on your router.
Some firewall software programs may block a DHCP
request on newly installed adapters.

e C:YWINDOWS\system 32\cmd.exe

Microsoft Windows HP [Uersion 5.1.260881]
<C» Copyright 1985-2881 Microsoft Corp.

C:“Documents and Settings>ipconfig

MHindows IP Configuration

Ethernet adapter Local Area Connection:

Connection—specific DNS Suffix .
IP Address. . . . . - . . . . . . =
Subnet Mask

Default Gateway

C:-“Documents and Settings>_

: dlink
18.5.7.114

: 255.255.2%5.8

- 18.5.7.1
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Statically Assign an IP address

If you are not using a DHCP capable gateway/router, or you need to assign a static IP address, please follow the steps below:

Step 1

Windows® 7 - Click on Start > Control Panel > Network and Internet > Network and Sharing Center.

Windows Vista® - Click on Start > Control Panel > Network and Internet > Network and Sharing Center > Manage Network
Connections.

Windows® XP -  Click on Start > Control Panel > Network Connections.

Windows® 2000 - From the desktop, right-click My Network Places > Properties.

Step 2
Right-click on the Local Area Connection which represents your network adapter and select Properties.

Step 3
Highlight Internet Protocol (TCP/IP) and click Properties.

Step 4 Internet Protocol (TCP/IP) Properties
Click Use the following IP address and enter an IP address that is on the same subnet |/t
as your network or the LAN IP address on your router. (oo P s st | comlcanpuis

the appropiiate P settings.

() Obtain an IP address automatically

Example: If the router’s LAN IP address is 192.168.0.1, make your IP address 192.168.0.X © Lse th flling P actess

where X is a number between 2 and 99. Make sure that the number you choose is not Bt EREA
in use on the network. Set the Default Gateway the same as the LAN IP address of your e =
router (l.E. 192.168.0.1).

Drefault gateway: }:192 o

(&) Use the following DNS server a ddresses: :

Set Primary DNS the same as the LAN IP address of your router (192.168.0.1). The B oo E"w?:'-f"1'@;;'“0“-::""1' ;
Secondary DNS is not needed or you may enter a DNS server from your ISP.

Click OK twice to save your settings.
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Technical Specifications

Hardware Specifications Antenna Type
« LAN Interface: Four 10/100/1000Mbps LAN ports «  Four Internal Antennas (Two 2.4 GHz Antennas, Two 5 GHz Anten-
«  WAN Interface: One 10/100/1000Mbps Internet port nas)
«  Wireless Interface (2.4Ghz): IEEE 802.11b/g/n
«  Wireless Interface (5Ghz): IEEE 802.11a/n/ac Wireless Security
« USB Interface: Complaint USB 2.0 «  64/128bit WEP, WPA/WPA2-Personal, WPA/WPA2-Enterprise, WPS

(PIN & PBQ)
Operating Voltage
+ Input: 100~240V (+20%), 50~60Hz Certifications
«  Output: DC12V, 2A « FCC, CE, C-Tick.

+ CSAinternation
Temperature «  Wi-Fi /WPS
+ Operating: 32 ~ 104°F (0 ~ 40°C) - DLNA
« Non-Operating: -4 ~ 149°F (-20 ~ 65°C) « IPv6 Ready
- WINS

Humidity - CCC
«  Operating: 10% - 90% non-condensing
+  Non-Operating: 5% - 95% non-condesing Dimensions & Weight

93 x 116 x 145mm (3.7 x 4.6 X 5.76 inch)
Wireless Frequency Range « 330 grams (0.73lbs)

. |EEE 802.11a: 5180 MHz~5240 MHz, 5745 MHz~5825 MHz

- |EEE 802.11b: 2400 MHz~2483 MHz

« |EEE 802.11g: 2400 MHz~2484 MHz

- |EEE 802.11n: 2400 MHZz~2484 MHz, 5180 MHz~5240 MHz, 5745
MHz~5825 MHz

- |EEE 802.11ac: 5180 MHz~5240 MHz, 5745 MHz~5825 MHz

Wireless Bandwidth Rate

- |IEEE 802.11a: 54,48, 36,24,18,12,9,and 6 Mbps
« |EEE802.11b:11,5.5,2,and 1 Mbps

« |EEE 802.119: 54, 48, 36, 24, 18, 12,9, and 6 Mbps
« |EEE 802.11n:6.5 to 300 Mbps

« |IEEE 802.11ac(Draft): 6.5 to 1300 Mbps
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Federal Communication Commission Interference Statement

This device complies with Part 15 of the FCC Rules. Operation is subject to the following two conditions: (1) This device may
not cause harmful interference, and (2) this device must accept any interference received, including interference that may
cause undesired operation.

This equipment has been tested and found to comply with the limits for a Class B digital device, pursuant to Part 15 of the
FCC Rules. These limits are designed to provide reasonable protection against harmful interference in a residential instal-
lation. This equipment generates, uses and can radiate radio frequency energy and, if not installed and used in accordance
with the instructions, may cause harmful interference to radio communications. However, there is no guarantee that inter-
ference will not occur in a particular installation. If this equipment does cause harmful interference to radio or television
reception, which can be determined by turning the equipment off and on, the user is encouraged to try to correct the inter-
ference by one of the following measures:

- Reorient or relocate the receiving antenna.

- Increase the separation between the equipment and receiver.

- Connect the equipment into an outlet on a circuit different from that to which the receiver is connected.
- Consult the dealer or an experienced radio/TV technician for help.

FCC Caution: Any changes or modifications not expressly approved by the party responsible for compliance could void the
user’s authority to operate this equipment.

This transmitter must not be co-located or operating in conjunction with any other antenna or transmitter.
Operations in the 5.15-5.25GHz band are restricted to indoor usage only.
Radiation Exposure Statement:

This equipment complies with FCC radiation exposure limits set forth for an uncontrolled environment. This equipment
should be installed and operated with minimum distance 20cm between the radiator & your body.
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Industry Canada statement

This device complies with RSS-210 of the Industry Canada Rules. Operation is subject to the following two conditions:
(1) This device may not cause harmful interference, and (2) this device must accept any interference received, including
interference that may cause undesired operation.

Ce dispositif est conforme a la norme CNR-210 d'Industrie Canada applicable aux appareils radio exempts de licence. Son
fonctionnement est sujet aux deux conditions suivantes: (1) le dispositif ne doit pas produire de brouillage préjudiciable,
et (2) ce dispositif doit accepter tout brouillage recu, y compris un brouillage susceptible de provoquer un fonctionnement
indésirable.

Caution:
(i) the device for operation in the band 5150-5250 MHz is only for indoor use to reduce the potential for harmful
interference to co-channel mobile satellite systems;

Avertissement:
(i) les dispositifs fonctionnant dans la bande 5 150-5 250 MHz sont réservés uniquement pour une utilisation a l'intérieur afin
de réduire les risques de brouillage préjudiciable aux systemes de satellites mobiles utilisant les mémes canaux;

Radiation Exposure Statement:
This equipment complies with IC radiation exposure limits set forth for an uncontrolled environment. This equipment
should be installed and operated with minimum distance 20cm between the radiator & your body.

Déclaration d’exposition aux radiations:

Cet équipement est conforme aux limites d’exposition aux rayonnements IC établies pour un environnement non contrélé.
Cet équipement doit étre installé et utilisé avec un minimum de 20 cm de distance entre la source de rayonnement et votre
corps.
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