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Chapter 1. Before You Start

Chapter 1. Before You Start

1.1 Audience

This manual is intended for use by system integrators, field engineers and network administrators to help them set
up DSA-3600 Multi-Service Business Gateway in their network environments. It contains step by step procedures

and pictures to guide users with basic network system knowledge to complete the installation.

1.2 Document Conventions

The following information provides the details of conventions used in this manual.

For cautionary statements or warning requiring special attention by readers, a text box with italic font will be used:

Warning: For security purposes, you should immediately change the administrator’s password.

When any of the button symbol shown below is selected, the following action will be executed accordingly:

& Logout Log out the system.
ALl Access Online Help interface.
m' Apply all settings configured.

M' Clear all settings configured prior to applying.

* The red asterisk indicates information in this field is compulsory.

Please Note: Screen captures and pictures used in this manual may be displayed in part or in whole, and may vary

or differ slightly from the actual product, depending on versioning and menu accessed.
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Chapter 2. Overview

2.1 Introduction of DSA-3600

DSA-3600 is a Multi-Service Business Gateway specially designed for small and medium business, and branch
office operational environments. The major functional areas include user management, access control, AP
management, security management, and VLAN. The major features of DSA-3600 can be grouped into four
functional blocks:

A. User Access Control

B. Network Security (examples: Firewall, VLAN and VPN)

C. Web-based administration and centralized AP management

D

General networking features

2.2 System Concept

Small and Midsize Business (SMB) Network Environment
Networking devices such as switches, hubs, and access points are usually included in SMB environments. The
Internet connection of a SMB is usually via ADSL or cable modem. Figure-2.2a shows a typical network deployment

example which includes switches, access points, and connections to the Internet via ADSL/cable modem.

The DSA-3600 provides user authentication, authorization and management. The user account information is stored
in the local database or specified external database servers. User authentication is processed via the SSL encrypted
web interface. This interface is compatible to most desktop devices and palm computers. The appended figures are
typical examples of DSA-3600 deployed in a SMB environment. Figure-2.2b shows DSA-3600 authenticating the
users of its built-in database, as well as the users of external authentication database. Both LAN and WLAN can be
secured by IPSec VPN. PPTP VPN is supported for remote users to increase security at remote sites. The
DSA-3600 also supports Site-to-site VPN, WAN Failover, and DMZ.

The DSA-3600 can be used to control access to the company’s intranet. In a managed network that includes cable
and wireless network users, users located at the managed network can be set to be unable to access the network
resource without permission. In the event access right to the network beyond the managed area is required, an
Internet browser, such as the Internet Explorer, may be opened to connect to any website. When the browser
attempts to connect to a website, the DSA-3600 will force the browser to redirect to the user login webpage. The
user must then enter the username and password, where upon successful identification and authentication, the user

will then be granted proper access right as defined in the DSA-3600.
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3.1 Panel Function Descriptions

Hardware Installation

The DSA-3600 is implemented on an embedded platform with mini-desktop form factor. On the front panel of the

product, there are eight LEDs that are used to indicate the system power, system status, and the link status of the

six fast Ethernet ports. The interface ports are installed on the rear panel. Six fast Ethernet (100Mbps) ports are

provided by DSA-3600. Two are configured as WAN Ports, and the other four are configured as LAN Ports. Located

on the rear panel are a serial console port, a reset button, and the power socket.

Front Panel

DSA-3600

Multi-Service Busipess Gateway

1. Power 3. LEDs: WAN1~WAN2 5. Sign: Link
2. Status 4. LEDs: LAN1~LAN4 6. Sign: Act
1. Power

= ON indicates that power is on and OFF indicates that power is off.

2. Status

= While system power is on, status OFF indicates BIOS is running; BLINKING indicates the OS is running,

and ON indicates system is ready.

3. WANI1~WANZ2 LEDs

= OFF indicates no connection; ON indicates connection and BLINKING indicates transmitting data.

4. LAN1~LANA4 LEDs

= OFF indicates no connection; ON indicates connection and BLINKING indicates transmitting data.

5. Link Sign

= Sign to indicate the LED of WAN1~WAN2 and LAN1~LAN4 in the status of connection.

6. Act Sign

= Sign to indicate the LED of WAN1~WAN2 and LAN1~LAN4 in the status of transmitting data.
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Rear Panel
o] [ LAMN 1 — WAR —
D O
1 2 3 4 1 bl Reset || Do+1av
Comnsclz| 5 4 3 2 1

1 Power Socket:
. The power adapter is attached here.
2 Reset Button:
. Press and hold the Reset button about five seconds, status LED on front panel starts to blink before
restarting the DSA-3600.
. Press and hold the Reset button for more than ten seconds; status LED on the front panel starts to speed
up blinking before resetting the DSA-3600 to default configuration.
3 WANI1~WAN2:
=  The two WAN ports connected to an external network not managed by the DSA-3600. These ports may
be used to connect to the ATU-Router of an ADSL, or the port of a Cable Modem, or a Switch or Hub on
the LAN of an organization.
4 LANI1~LANA4:
=  The four LAN ports connect to networks managed by DSA-3600, such as to clients’ networking devices
or APs. There are two modes for service zone supported by DSA-3600, Port-Based and Tag-Based. By
default, all LAN ports are in Tag-based service zone. Under Tag-Based mode, service zones will be
distinguished by VLAN tagging instead of physical LAN ports.
5 Console:
=  The serial RS-232 DB9 cable attaches here.




Chapter 3. Hardware Installation

3.2 Package Contents

The standard package of the DSA-3600 includes:

DSA-3600 x 1

Quick Install Guide x 1

CD-ROM x 1

Console Cable x 1

Straight-through Ethernet Cable x 1
Power Cord x 1

Power Adapter x 1

3.3 System Requirement

3.4

Standard 10/100BaseT including network cables with RJ-45 connectors
All PCs need to install the TCP/IP network protocol

Installation Steps

Please follow the steps mentioned below to install the hardware of DSA-3600:

/_(;') . I LAMN | — WAR —
)
o |
— 1 2 3 4 1 2 Reset | DC+12v
Conscle 3 2 1

Connect the power adapter to the power socket on the rear panel. The Power LED on the front panel should be

ON to indicate a proper connection.

Warning: Using a non-certified power adapter may damage this product.

Connect an Ethernet cable to the WAN1 Port on the rear panel. Connect the other end of the Ethernet cable to
a networking device such as an ADSL modem, a cable modem, a switch, or a hub. The LED of WAN1 port
should light up to indicate a proper connection.

Connect an Ethernet cable to any LAN Port on the rear panel. Connect the other end of the cable to a
networking device such as the administrator’s PC. The LED of the LAN should be ON to indicate a proper

connection.

After the hardware of the DSA-3600 is installed completely, the system is ready to be configured in the following

sections. This manual will guide you step by step to set up the system using a single DSA-3600 to manage the

network.
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Chapter 4. Web Interface Configuration

This chapter provides further detailed information on setting up the DSA-3600. The following table shows all the
functions of DSA-3600.

In the web management interface, there are three main interface areas: Tools Menu, Main Menu Tree and
Working Area. The Working Area occupies the largest area of the web interface on the center right. It is also
referred as the current management page. The current management page is where status is displayed; controlled
are issued or parameters are configured. Tools Menu, near the upper left corner, provides the access to system
utilities, including: Setup Wizard, Password Change, Backup & Restore, System Upgrade, Restart, Wake-on-LAN
and Quick Links. Menu Tree, on the left side of the web interface, allows administrators to traverse to various
management functions of this system. The management functions are grouped into five branches: System (System
Settings), Users (User Management), Access Points (AP Management), Network (Network Settings) and Status
(Status and Report).

OPTION FUNCTION
System General
WAN 1
WAN 2

WAN Traffic

LAN Port Mapping

Service Zones

Users Authentication

Black List

Policy

Additional Control

Access Points List

Discovery

Adding

Templates

Firmware

Upgrade
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OPTION FUNCTION

Network NAT

Privilege

Monitor IP

Walled Garden

Proxy Server

DDNS

Client Mobility

VPN

Status System

Interface

Routing Table

Online Users

User Logs

E-mail & SYSLOG

Tools Setup Wizard

Password Change

Backup & Restore

System Upgrade

Restart

Utilities

Quick Links

Caution: After finishing the configuration, please click Apply and pay attention to see if a restart message appears

at the bottom of the screen. If the message appears, the system must be restarted to allow the configurations to take
effect. All on-line users will be disconnected during restart.
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Web Management Interface

The DSA-3600 provides a web management interface for configuration. After completing the hardware installation,

the administrator can configure the DSA-3600 via web browsers with JavaScript enabled such as Internet Explorer

version 6.0 or above.

After the basic installation has been completed according to the instructions of the previous chapter, the DSA-3600

can further be configured with the following steps:

1.

First, set a PC as DHCP in the network with TCP/IP setting to get an IP address from the DHCP server
automatically. Next, connect the PC to the DSA-3600 via any LAN port. An IP address will be assigned to the PC
automatically via the DSA-3600 built-in DHCP server. Launch a web browser to access the web management

interface of DSA-3600 by entering “https://192.168.1.1" in the URL. (Note: https is used for a secured

connection.)

<2 D-Link DSA-3600 - Microsoft Internet Explorer

File Edit ‘Wwiew Favorites Tools  Help

@Back T %S \ﬂ @ _:“J /'__\JSearl:h ‘

Address https:ff192,.168.1.1

Once the DSA-3600 has been connected, the Administrator Login Page will appear. Enter “admin” for both the

default username and password in the Username and Password fields. Select the Enter button to log in.

fre=

=

2
Al 2\

Welcorme To Administrator Login Fage!
Please Enter Your Username and Fassward To

Sign In.
Lisername; {ladmin | |
Fassword: ||uu. | |

[ Enter ][ Clear ]

Caution: If you are unable to get to the login screen, please check the IP address used. The IP address should
be in the same subnet of the default gateway. For using static IP in TCP/IP setting, set a static IP address such

as 192.168.1.x for your network interface and then open a new browser again.
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2. After successfully logging into the DSA-3600, the System Overview page of the web management interface will

appear. To logout, simply click the Logout icon on the upper right corner of the interface to return to the

Administrator Login Page.

D-Link

etworks for People

DSA-3600

Multi-Service Business Gateway

[ Access Foints
@ Netwark
- Status

System Overview

? Help P9 Logout

System - Access Points
System Time 2007/11/29 10:31:29 +0800 Total Managed 0
Up Time 45 days, 17:48 Down o
FIVW Version 2.00.00 Associated Clients 0
Network Interfaces - Users
1P Address Status Total Online g
WAN1 #+Up On-demand 0
WAN2 /A ¥ Down
IP Address SSID Status - VPN Sessions
Default 192.168.1.1 diink Enabled Local VBN a
s71 19216821 dlink-521 Disabled Remote VPN 5
sz2 192.168.3.1 dlink-S22 Disabled
573 192168 4.1 dlink-823 Disabled
s74 19216851 dlink-524 Disabled Refresh every 50 v |seconds

10
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4.1 System

This section provides information on the following functions: General, WAN1, WAN2, WAN Traffic, LAN Port

Mapping and Service Zones. It displays the information such as System Time, Up Time and Firmware version.

D-Link : DSA-3600

Building Networks for People y admin- Muiti-Service Business Gateway
" Tools @ Help B2 Logout
* D54-3600
g temn
El

General System

WANT Configure general seftings for the entire system, such as System Mame, Internal

General
WANZ Demain Name, SNMP, Time, etc.

LAN Port Mapping WAN1 Setup WAN1 interface using the connection types: Static, Dynamic, PPTP, or PPPoE.
Senvice Zones

i Users WaAN2 Set up WANZ2 interface using the connection types: None, Static, Dynamic, ar PPPoE.
[ Access Points
f@iNetwark VAN Traffic Overall traffic control features of WAN interface §ucn as Load Balancing, WAN Failaver,
ﬁSlatus bandwidth management, and connection detection, etc.

A “Senice Zone” in the system, by default, contains wired and wireless coverage areas
in the organization. When “Port-Based” mode is enabled, each physical LAN port can

LAN Port Mapping he set individually to map to a specifc Sevice Zone for later use. By contrast, under
"Tag-Based” mode, Senice Zones will be distinguished by VLAN tagaing, instead of
physical LAN ports

| g Service Zones Atable to display the Service Zones and related settings.

£

1
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4.1.1 General

The system and network related parameters such as System Name, Homepage Redirect URL, Management IP

Address List, and HTTPS Protected Login can be configured from the menu shown as below.

General Settings for the Entire System

System Name DSA-3600

Infernal Domain Hame [ Use the name on the security cerificate

DM of this devioe for internal uss, =.g. controller.office-name.com
® Enable O Disable

Homepage Redirect URL —
hitp:/hwwnwdlink-intl.com/i .

i)

User Log Access IP

Address =g 122.125.241
F.ﬂanagemirgtlp LR Setup Management IP Address List
SNMP (O Enable @ Disable

HTTPS Protected Login (O Enable (&) Disable
System Time ; 2007M11/29 10:58:42
Time Zone ;

{(GMT+08:00)Beijing,Chongging Hong Kong Urumagi «

(3 NTP
MNTP Server 1: [tock.usno.navy.mil g todhu il
Time
MTFP Server 2- [ntp1.fau.de
MTP Server 2 |clock.cuhk.edu.hk
MNTP Server 4 [ntps1.pads.ufrj.br
MNTP Server 5. \ntp1.cs.mu.OZ AU

) Wanually set up

* System Name: Set the name of the system or use the default.

* Internet Domain Name: A fully qualified domain name (FQDN) of the system. When the administrator enters a
desired domain name in the Internal Domain Name field, the entered Internal Domain Name will be shown in the
top left of the Login Success page instead of an LAN IP address. In addition, when HTTPS is enabled, entering
the domain name of the uploaded certificate will increase login speed and the URL in the User Login page will
be changed. For example, if the Internal Domain Name is configured as ashop.com, the URL in the User Login
page will be https://ashop.com/loginpages/login.shtml.

* Homepage Redirect URL: Enter a URL in this field. When the clients are logged-in to the DSA-3600

successfully, their browsers will be directed to this URL regardless of the original homepage setting in their
browsers when Local VPN is disabled.

* User Log Access IP Address: An external billing system may access the system's user logs by specifying a
desired IP address of the external billing system in this field. Only the billing system with this IP address may
directly access the system's user logs in text format via browsers. For example, if the access interface of
DSA-3600 is “10.30.1.23”, the user log can be found in following URLs.

User Log is located in the URL : https://10.30.1.23/status/history/2006-11-01
On-demand User Log is located in the URL : https://10.30.1.23/status/odhistory/2006-11-01

12
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Management IP Address List: Set the IP addresses within a range which the administrator can use to connect
to the web management interface of DSA-3600 via its WAN and/or LAN ports. The administrator can grant the
access of the web management interface by specifying a list specific IP address or ranges of IP addresses, no
matter the access is from WAN or LAN port. For example, entering “192.168.3.1” and “192.168.1.0/24” means
the computer at 192.168.3.1 and the computers the range of 192.168.1.0 to 192.168.1.255 are able to reach the

web management interface.

Management IP Address List

Ho. IP Address/Segment HNo. IP Address/Segment
1 192.168.1.0/24 2
3 4

Please Note: While the default IP address of Network Interface is changed at System Service Zones 2>Basic
Settings 2DHCP Server 2Enable DHCP Server, the management IP address has to be setup again from default

IP address to the new IP as the format, x.X.x.x/X.

SNMP: The DSA-3600 supports SNMPv2. When the function is enabled, an implemented SNMP server is able
to access the system’s management information base.

® Enahle O Disahle
SNMP Mananger IP Address: 19216812

Caommunity: public

HTTPS Protected Login: The system supports HTTPS (encrypted) and HTTP (non-encrypted) when clients log
into the system. When this function is enabled, the Secured Socket Layer (SSL) will be activated and
implemented to the web-based user login page.

Time: The system time can be set up manually or synchronized with remote NTP (Network Time Protocol)
servers. It supports up to five NTP servers. When NTP is enabled, at least one NTP server has to be configured
and the system time will be adjusted automatically according to the remote NTP servers. When manually set up
is enabled, the administrator needs to set configurations manually. The system time can also be manually

configured when selecting Manually set up. Please enter the date and time into the respective fields.

Systern Time : 2007041 19:56:51
Time Zane :
(GMT+08:00)Taipei v

Tithe ! (2

(%) Manually set up
w [Year|-- « honth|-- + Day

- % Hour--  Minute - + Secaond

13
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4.1.2 WAN1

There are four connection types supported on the WAN1 Port: Static, Dynamic, PPPoE, and PPTP.

VWAN1 Interface Setting
(O static (Use the following IP settings)

(& Dynamic (IP settings assigned auternatically)
) PPPOE
QO PPTP

VWAN1

e Static (Use the following IP Settings): Select Static to specify a static IP address for WAN1 port manually

when a static IP address is available for DSA-3600. Fields with red asterisks are required to be filled in.

WAN1 Interface Setting
(¥) Static (Use the following IP settings)
IP Address:
Subnet Mask:
Default Gateway:
WAN1
Preferred DNS Server: 168.95.1.1

Alternate DMNS Server:

O Dynamic (IP settings assigned automatically)
O PPPoE
QO PPTP

IP Address: The IP address of the WAN1 port.

Subnet Mask: The subnet mask of the WAN1 port.

Default Gateway: The gateway of the WAN1 port.

Preferred DNS Server: The primary DNS Server of the WAN1 port.

Alternate DNS Server: The substitute DNS Server of the WAN1 port. This is optional.

* Dynamic (IP settings assigned automatically): Select the option when a DHCP server is available in the
network implementation above the WAN1 port of the system. When Dynamic is selected, the system works as a

DHCP client and get an IP address for its WAN1 port automatically from the DHCP server.
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* PPPoOE: Select the option when PPPoE is the connection protocol provided by the network service providers.
When Dial on Demand is enabled, there is a Maximum Idle Time available. The system will disconnect itself
from the Internet automatically when the Maximum Idle Time is reached.

To properly configure PPPoOE connection type, the Username, Password, MTU and Clamp MSS fields are
required. The Dial on Demand function is used to guard the idle time out of the connection. The Maximum Idle
Time field is required to enable this function. When the idle time is reached, the connection will be automatically

disconnected.

WAN1 Interface Setting

O static (Use the following IP settings)
O Dynamic (P settings assigned automatically)

& PPPoE
Usermame:
Password:

WAN1 MITL: 1492 | hytes *(Range:1000~1482)

Clamp MSS: 1400 | hytes *(Range:920~1400)
Dial on Demand: (*) Enable O Disable
maximum Idle Time: 0 minutes

Q PPTP

* PPTP: Select the option when PPTP (Point to Point Tunneling Protocol) is the connection protocol provided by
the network service providers. When Dial on Demand is enabled, there is a Maximum Idle Time available. The

system will disconnect itself from the Internet automatically when the Maximum Idle Time is reached.

WANT1 Interface Setting

() static (Use the following IP setings)

@] Cynamic (P settings assigned automatically)

) PPPOE

& PFTP

Tipe O static ® DHCF

PFTF Server IP Address:
WAN1

Lsername:

Passwiord:

PFTF Connection IDVMarmne:

Dial on Demand: () Enahle () Disable

v Appy X Cancel J
]
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WAN1

WANT1 Interface Setting
O static (Use the following IP settings)
O Dynarnic (P settings assigned autormatically)
O PPPGE
®

&) PPTP

Type © Static O DHCP

IP Address: F
Subnet Mask: 4
Default Gateway: F
Prefarred DMNS Server: 3

Alternate DNE Server:

PPTF Server IP Address: 3
Username: 3
Password: 3

PFTF Connection IDdMame:

Dial on Demand: @ Enable O Disable

Maximurn [dle Time: 0 minutes
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4.1.3 WAN2

WANZ2 can be disabled when selecting None. When WAN2 Port is enabled, it supports 3 connection types: Static,
Dynamic and PPPoE.

VWAN2Z2 Interface Setting
& none
() Static (Use the following IP settings)
@ Dynamic (IP settings assigned automatically)
O PPPoE

VWAN2

* None: The WANZ2 Port is disabled.
* Static: Select the option to specify a static IP address for WAN2 interface manually when a static IP address is
available for the system. Specify the IP Address, Subnet Mask, Default Gateway, Preferred DSN Server and

Alternate DSN Server of WAN2 Port, which should be applicable for the network environment.

WAN2 Interface Setting

O Mone
@ Static (Use the following IP settings)
IP Address:

Subnet Mask:
VVANZ Default Gateway:
Preferred DMS Server:

Alternate DNS Server:

O Dynamic (IP settings assigned automatically)
O PPPCE

* Dynamic (IP settings assigned automatically): Select the option when a DHCP server is available in the
network implementation above the WAN2 port of the system. When Dynamic is selected, the system works as a

DHCP client and get an IP address for its WAN2 port automatically from the DHCP server.

WAN2 Interface Setting

) Mone

WANZ ) Static (Use the fallowing IP settings)
&) Dynamic (1P settings assigned automatically)
O PPFoE

* PPPoOE: Select the option when PPPOE is the connection protocol provided by the network service providers.
When Dial on Demand is enabled, there is a Maximum Idle Time available. The system will disconnect itself
from the Internet automatically when the Maximum Idle Time is reached. This is the common connection type for
ADSL. To properly configure PPPoE connection type, the Username, Password, MTU and Clamp MSS fields
are required. The Dial on Demand function is used to guard the idle time out of the connection. The Maximum
Idle Time field is required to enable this function. When the idle time is reached, the connection will be

automatically disconnected.
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WAN2

J

®00O0

WAN2 Interface Setting

Mone

Static {U=e the following IF settings)
Dwynarnic (P settings assigned autormaticallyd

PPPOE

Usernarme:
Fassword:

MTLL

Clamp MS5:

Dial on Demand

Maximum ldle Time:

1492 bytes “(range:1000~1432)
1400 bytes #(range:950~1400)
® Enabled O Disahled

0 minutes
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4.1.4 WAN Traffic

DSA-3600 supports uplink/downlink bandwidth management and WAN Failover features, including WAN Failover,

Load Balancing and Connection Detection features.

WAN Traffic Settings

Available Bandwidth Uplink: 100000 Kbps “(R=ng=: 10
ETL | THERTER Downlink: | 100000 P T

Target for detecting Internet connection:
IP/Domain Mame: | 192.168.1.3
IP/Domain Name: |Www.google.com
IF/IDomain Mame:
[1 Enable Load Balancing
Enable WAN Failover
[] Fall back to WAMN1 when WAN1 is availakle again

Warning of Internet Disconnection
When Internet connection is down, the system will display the message as:

VAN Failover &
Connection Detection

Sorry! The service is temporarily unavailable.

Available Bandwidth on WAN Interface:

Uplink: It defines the maximum uplink bandwidth allowed to share by clients within WAN interface.

Downlink: It defines the maximum downlink bandwidth allowed to share by clients within WAN interface.

WAN Failover & Connection Detection: The DSA-3600 supports WAN Failover, Load Balancing feature and the

ability to detect WAN connection.

Target for detecting Internet connection: To verify the connection to the Internet, the system keeps up to

three Target IP or Domain Name. These targets are used for the system as the detected targets of Enable Load

Balancing and Warning of Internet Disconnection. To enable WAN Failover, at least one target must be

configured.

Enable Load Balancing: Check this option to active the system’s load balance function. System will allot all

traffic to WAN1 and WAN2 by the weight radio. The weight radio between WAN1 and WAN2 can be based on

Sessions, Packets or Bytes.

» WANL1 Weight: Enter value range between 1~99. The default is 50.

» Base: Three bases of the Load Balancing ratio are supported, session, packet, and byte. Packet and Byte
are based on historic downlink data. New connection sessions will be distributed between WAN1 and WAN2
by a weight ratio using random number.

" Limitation:
0 DMZ hosts will be excluded from WAN Load Balancing.

0 SIP authentication is excluded from WAN Load Balancing.
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Target far detecting Internet connection:
IPiDomain Mame: |192.168.1.3
IPiDarnain Marme: |wwwyahoo.com

WAN Failover & IF/Domain Mame:

Connection Detection Enable Load Balancing
YAk YWeight; |50 “[Range; 1-09) Bage: Sessions «
Warning of Internet Disconnection 1

When Internet connection is down, the systerm will display g\‘ad;l;ets he:

Sorryl The service is temporarily unavailable.

¢ Enable WAN Failover: The purpose of WAN Failover is to have a backup link for WAN1 when WAN2 is
available. Check the check box of Enable WAN Failover to active the WAN failover function of the DSA-3600.

Normally a service zone uses WAN1 as it primary gateway. When WAN Failover is enabled, WAN1's traffic will

be routed to WAN2 when WAN1 connection is down. On the other hand, a service zone’s policy can also use

WAN2 as its gateway; in that case, if WAN2 is down, the WAN2's traffic under its policy also will be routed to

WAN1.

» Fall back to WAN1 when WANL1 is available again: If WAN Failover is enabled, the traffic will be routed to
WANZ2 automatically when WAN1 connection fails. A Fall back to WAN1 when WANL1 is available again
function will appear when Enable WAN Failover check box is checked. If Fall back to WAN1 when WANL1 is
available again function is enabled, the routed traffic will be back to WAN1 when WAN1 connection is
recovered.

e Warning of Internet Disconnection: An Internet disconnection detection feature is supported by the system.

Check the check box of Warning of Internet Disconnection will enable this function. There is a text box

available for the administrator to enter a reminding message. This reminding message will appear on clients'

screens when Internet connection is down.

Note: SIP authentication is exempt from Load Balancing and WAN Failover. A fixed WAN port is chosen for SIP

traffic.
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4.1.5 LAN Port Mapping

DSA-3600 supports multiple service zones in either of the two VLAN modes, Port-Based or Tag-Based, but not
concurrently. In the wireless environment, a service zone of the DSA-3600 is mapped to the VLAN with an
associated SSID. When the DSA-3600 is set for tag-based VLAN, a managed Access Point with multiple SSIDs
turned on can service multiple service zones. It is recommended that the administrator decides a mode before the

system configuration when considering which mode is better for a multiple-service-zone deployment.

In LAN Port Mapping, the service zones can be configured by modes, Port-Based, which will be distinguished by
physical LAN ports, or Tag-Based, which will be distinguished by VLAN tagging. Each LAN port of Port-Based mode
can be selected among Default to SZ1~SZ4.

Supporting multiple service zones, one D-Link DSA-3600 system can behave virtually like multiple systems. Each
service zone is one-to-one mapped to a VLAN. Messages to or from each service zone are sorted by the VLAN tag

in the message frame.

LAN Ports and Service Zone Mapping

Select the mode for Service Zone (%) Port-Based
() Tag-Based

Specify a desired Service Zone for each LAN Port:

I-:):fault :IJ I-:jfault :IJ LE:efault;J I-IE:llefault;J

LANA1 LANZ LAN3 LAMN4

e Tag-Based:
For Tag-Based service zone, each LAN port is Hybrid port, which supports both tagged and untagged frames.
Each port can join any VLAN (up to 4) group.

The system supports five service zones, one default and other 4 service zones; each can be enabled or
disabled except the default one. The five service zones are mapped to 4 VLANs and 1 untagged subnet. Each
service zone functions like a virtual system; each has an independent set of settings such as SSID, Wireless
Security, Network setting, DHCP setting, Customized Pages, Default Policy, Authentication Servers setting and

Default Authentication Server.
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» Tag-based Service Zones Configuration Example — Enabling Two Service Zones
Log in to the web management interface and enter “admin” for both the default username and password in the
Username and Password fields of the Administrator Login Page. After logging-in the web management interface,
from the Menu Tree, click System and then click LAN Port Mapping to verify that Tag-Based service zone

mode is selected.

LAN Ports and Service Zone Mapping

Select the mode for Service Zone () Por-Based
(® Tag-Based

Hotice: Under "Tag-Based" mode, Service Zones will be
distinguished by VLAN tagging, instead of physical LAN ports.

reww

LANA LAMZ LAN3 LAN4

Click System and then click Service Zones to enter the Service Zone Settings page as shown below.

Service Zone Settings

Service Zone WLAN $SID WLAI‘TI App!ied Default Quthen Status Details

Name Tag Encryption Policy Option

Default MA - dink None MNone Server 1 Enabled
dlink- ) "

sz 1 o None Mone Senver 1 Disabled
dlink- ) -

522 2 579 Maone MNaone Server 1 Disabled
dlink- ) -

573 3 573 Maone Maone Server 1 Disabled
dlink- : -

524 4 a74 Mone Mone Server 1 Disabled

Click the Configure button of Default Service zone to enter its Basic Settings page. While in this Basic Settings
page, enter an IP address for Preferred DNS Server in the area of DHCP Server. (Empty Preferred DNS

Server will result in problems when using the Internet.)
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) Dizable DHCP Servar
(*) Enable DHCP Server

Start IP Address : (182.168.1.2 F

End IP Address : |192.168.1.100 F

Freferred DS Server: [168.895.1.1 I’

DHCP Server Alternate DNE Server
Domain Mame : | dlink.com F

WINS Server

Lease Time: |1 Day w

Reserved IP Address List

() Enable DHCP Relay

Scroll down to near bottom of page and in the Wireless Settings area enter the SSID (e.g. ssid-staff) for

connecting to this service zone.

Scroll up to the middle of the page where the Authentication Settings is, and check the Enabled box for the
Authentication Required for the Zone option. The users will now need to be authenticated to connect to the

service zone. Make sure only Server1 is checked Enabled for this service zone.

Authentication Settings

Authentication Required For -
the Zone (© Enabled | O Disabled

Auth Option  Auth Database Postfix Default Enabled
| Server 1 LOCAL local ® |
Server 2 FOF3 popa O ™
Authentication Options Serer 3 RADILIS radius @ IF1
Serar 4 LDAP Idap O -
On-demand User  OMNDEMAMD ondemand £ ] "1

IP SIP RIS

Click the Apply button to activate the changes for the default service zone. (We can restart the system later,

since we want to continue to configure a second service zone for the on-demand users.)

Following similar procedures, click on Service Zones menu item on the Menu Tree again, this time is to
configure another service zone such as SZ1. Enter its Basic Settings page. Enable the service zone, enter the

IP address of the Preferred DNS server, and set its SSID for On-demand users such as ‘ssid-guest’.
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n

Basic Settings

Service Zone Status Enhabled
Senvice Zone Name Default
Operation Mode &) maT O Router
Network Iiterface IP Address: (192.168.1.1 x

SubnetMask: 255.255.255.0 x

) Disable DHCP Server
() Enable DHCP Server

Start IP Address : (192.168.1.2 F

End IP Address : [192.168.1.100 F

Preferred DMS Server: | 163.95.1.1 R

DHCP Server Alternate DNS Server :
Daomain Name : |dlink.com k

WING Server :

Lease Time: |1 Day w

Reserved [P Address List

() Enable DHCP Relay

Remember to enable Authentication requirement for this service zone and enable the On-demand Users

authentication options only.

Authentication Settings

Authentication Required For _ -
the Zone (& Enabled | O Disabled

Auth Option Auth Database Postfix Default Enabled
Server 1 LOCAL local @] [
Server 2 POP3 pap3 C O
Authentication Options Server 3 RADIUS radius » I
Server 4 LDAP Idap & ]
On-demand Wser  ONDEMAND ondermand ® |
Sl SIP IAA

Click Apply to activate the changes for the second service zone. Now is the time to restart the system. After

the restart, the system will be configured according to Figure-4.1.5a.
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"4

-
ISP . Internet
WANT| »
v DSA-3600

SSID #1: v -, SSID#2:
ssid-staff ssid-guest

=

Y .

-. Service Zone (VLAN)
for guests

Service Zone (VLAN)
for staff

% »)

Figure-4.1.5a: An example using Tag-Based service zones

Port-Based:
For port-based service zone, each LAN port can be assigned to a service zone since a LAN port can be mapped

to a VLAN tag. The mapping between the ports and the service zones are many-to-one. With factory default
setting, all ports belong to the Default service zone and other 4 service zones are gray-out. The other 4 service

zones will appear after the specific service zone is configured as enabled in System--Service Zones.

» Port-Based Service Zones Configuration Example

After running through Setup Wizard on a factory default system, the DSA-3600 is ready to use the default
tag-based VLAN for separating networks.

Log in to the web management interface and enter “admin” for both the default username and password in
the Username and Password fields of the Administrator Login Page. After logging-in the web management
interface, from the Menu Tree, click System then Service Zones to enter the Service Zone Settings page.
Click Configure of the desired service zone to enter its Basic Settings page, and then enable the service zone

used for port-based service zone deployment.

DSA-3600

Multi-Service Business Gateway

Building Networks for People

X Tools ? Helo B2 Logout

|3

dlink-

573 MNene None Senver 1 Disabled

dlink-
824

* DSA-3600 Service Zone Settings
e Service Zone WLAN A
2 i pplied  Default Authen
neral Mame LAN Port Mapping ~ SSID Encvpoon Policy Option Status Details

Default @@@@ dlink MNeone None Server 1 Enabled

o @ Users z1 il dg;:' Hone None Serer1  Disabled

- [ Access Points

- [l Network diink-

: [l Status sz2 [ Hene Nane Sever1  Disabled

SZ3

MNene None Senver 1 Disabled

d

i

d

8z4

Click System from the Menu Tree and then click LAN Port Mapping. Select Port-Based mode for service

zone.
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LAN Ports and Service Zone Mapping

Select the mode for Service Zone %) Por-Based

lOTag—EIasecl

Specify a desired Service Zone for each LAN Port:

I-IIZ):fauIt :IJ I-;J:fault :IJ I-IE.).efauIt;J I-IE.JIeTauIt;J

LAN1 LANZ LANZ LAM4

Assume LAN1, LAN2, LAN3 will be used by Default service zone for internal staff while LAN4 is to be assigned
to another service zone for external users only. In the above mentioned page, click LAN4’s drop-down menu to
select the desired second zone such as ‘SZ1’ for LAN4 (select only enabled service zones). Click Apply and

reboot the system.

LAN Ports and Service Zone Mapping

Select the mode for Service Zone (3 Port-Based
() Tag-Based

Specify a desired Service Zone for each LAN Port:

I-;):fault :IJ I-;J:fault :IJ I-IE.)IefauIt ;J‘I v l

LANA LANZ LAM3 LAN4

In tag-based mode, each LAN port can serve traffic from any service zone because VLAN tags carried in
message frame will not be modified. In port-based mode, each LAN port can only service traffic of one service
zone, where all messages through the LAN port will be re-tagged with the tag assigned to the port. Compare

Figure-4.1.5a and Figure-4.1.5b to see the differences.

ISP Internet
WAN1 -
v DSA-3600

SSID #1 %_,,—, -, SSID #2
ssid-staff ssid-guest

» = .
Service Zone (VLAN)
& for guests

Figure-4.1.5a: An example using Tag-Based service zones

Service Zone (VLAN)
for staff
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For single zone deployment, use the Default service zone with port-based mode.

ISP Internet
WAN1

DSA-3600

ssiD#1: o SSID #2:

ssid-staff ssid-guest
Service Zone (VLAN) % = Service Zone (VLAN)

for staff & i @ for guests

Figure-4.1.5b: An example using Port-Based service zones
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4.1.6 Service Zones

A Service Zone is a logical network area to cover certain wired and wireless networks in an organization such as

SMB or branch offices. By associating a unique VLAN Tag and SSID with a Service Zone, administrators can

separate wired network and wireless network into different logical zones. Users attempting to access the

resources within the Service Zone will be controlled based on the access control profile of the Service Zone,

such as authentication, security feature, wireless encryption method, traffic control, etc.

There are up to five Service Zones to be utilized; by default, they are named as: Default, SZ1, SZ2, SZ3 and

SZ4, as shown in the table

below.

For more details about Service Zones, please refer to Appendix E and F.

Service Zone

Name

Default

821

572

573

574

Service Zone

Name

Default

841

522

5Z3

524

LAN Port Mapping

|
|
d |«
d |«

d
Cl
d

d o |d
Cl
C
4

VLAN
Tag

INIA

Service Zone Settings

$SID WLAI‘TI App!ied
Encryption Policy
dlink MNone MNone
dlink-
571 Mane Mone
dlink-
L s Nane Mane
dlink-
573 Mone MNone
dlink-
D 574 Mone Mone
Service Zone Settings
SsiD WLAI‘l\I App!ied
Encryption Policy
dlink Mane Mane
dlink-
571 Mane Mane
dlink-
5792 Mone MNaone
dlink-
573 Mone Maone
dlink-
e74 Mone Mone

LAN ports that belong to the specific Service Zone.

that is mapped to the specific Service Zone.

SSID: The SSID that is associated with the Service Zone.

Default Authen

Option

Server 1

Server 1

Server 1

Server 1

Server 1

Default Authen

Option

Server 1

Server 1

Server 1

Server 1

Server 1

Service Zone Name: Mnemonic name of the Service Zone.

Applied Policy: The policy that is applied to the Service Zone.

Status Details

Enabled
Disabled
Disabled
Disabled
Disabled
Status Details

Enabled
Disabled
Disabled
Disabled
Disabled

LAN Port Mapping: When the system is set to Port-based mode for Service Zones, it shows the physical

VLAN Tag: When the system is set to Tag-based mode for Service Zones, it shows the VLAN tag number

WLAN Encryption: Data encryption method for wireless networks within the Service Zone.
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»  Default Authentication Option: Default authentication database/server that is used within the Service
Zone.
»  Status: Each service zone can be enabled or disabled.

»  Details: Configurable, detailed settings for each Service Zone.

Click the button of Configure to configure each Service Zone: Basic Settings, SIP Interface Configuration,
Authentication Settings and Wireless Settings. The managed AP(s) in the specific service zone will be

shown in this page as well if there are APs set in this service zone.

Basic Settings
The system supports three types of DHCP modes, Disable DHCP Server, Enable DHCP server, and Enable

DHCP relay. Each service zone can have its own DHCP setting. Select the radio button of Disable DHCP
Server to disable the built-in DHCP server when clients are assigned static IP addresses. Select the radio button
of Enable DHCP Server to enable the built-in DHCP server. When the Enable DHCP server is chosen, the
system will act as a DHCP server and assign IP addresses to its clients. Select the radio button of Enable DHCP
Relay when a service zone is connected to an external DHCP server. When Enable DHCP Relay is chosen, the
IP addresses of clients will be assigned by the external DHCP server. The system will only relay DHCP
information from the external DHCP server to downstream clients of this service zone.
Basic Settings
Service Zone Status Enabled
Service Zone Name Default
Operation Mode & naT O Router
Network Interface IP Address @ |192.168.1.1
SubnetWask: 2552552550

) Disable DHCP Server
() Enable DHGP Server

Start IP Address @ [192.168.1.2
End IP Address : |192.168.1.100
Preferred DM Server
DHCP Server Alternate DMS Server
Darmain Marme | dlink.corn
WINS Server

Lease Time: |1 Day w

Reserved [P Address List

() Enable DHCF Relay

»  Service Zone Status: Each service zone can be enabled or disabled except the default service zone.

»  Service Zone Name: The name of service zone can be input here. Service name can accept ‘space’, <,
> and double-quote and etc.

»  Network Interface:
o] Operation Mode: The system supports NAT mode and Router Mode. When NAT mode is chosen,
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(0]

(0]

the service zone runs in NAT mode. When Router mode is chosen this service zone runs in Router
mode.
IP address: The IP Address of this service zone.

Subnet Mask: The subnet Mask of this service zone.

»  DHCP Server: The system supports three types of DHCP modes, Disable DHCP server, Enable DHCP

server or Enable DHCP Relay.

*

(0]

Enable DHCP server: This allows the enabling the DHCP server.

Start IP / End IP: Set a range of IP addresses that built-in DHCP server will assign to clients.
Please change it accordingly at System->General ?Management IP Address List to let the
administrator to login to the DSA-3600 admin page after the default IP address of Network Interface
is changed.

Domain Name: Enter the Windows domain name for this service zone.

WIN Server IP: The IP address of the WINS (Windows Internet Naming Service) server that if
WINS server is applicable to this service zone.

Lease Time: This is the time period that the IP addresses issued from the DHCP server are valid
and available.

Reserved IP Address List: Each service zone can reserve some IP addresses from predefined
DHCP range to prevent the system from issuing these IP addresses to downstream clients. The
administrator can reserve some specific IP addresses for special devices with MAC address.
Enable DHCP Relay: Selecting the radio when a service zone is connected to an external DHCP
server. When Enable DHCP Relay is chosen, the IP address of clients will be assigned by an
external DHCP server. The system will only relay DHCP information from the external DHCP server

to downstream clients of this service zone.

SIP Interface Configuration
The system provides SIP proxy functionality, which allows SIP clients to pass through NAT. When enabled, all

SIP traffic can pass through NAT via a fixed WAN interface. The policy route setting of SIP Authentication must

be configured carefully because it must cooperate with the fixed WAN interface for SIP authentication.

SIP Transparent Proxy can be activated in both NAT and Router mode. SIP Authentication must support in

either mode. For users logging in through SIP authentication, a policy can be chosen to govern SIP traffic. The

policy’s login schedule profile will be ignored for SIP authentication. Specific route and firewall rules of the

chosen policy will be applied to SIP traffics.

SIP Interface Configuration

Enabled WAN Interface AN
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Authentication Settings

The system supports several authentication databases that are Local, POP3, RADIUS, LDAP, and NT Domain
and provides up to four authentication options Serverl~4, one On-demand Users authentication option and
one SIP authentication. The administrator needs to activate and configure at least one of these authentication
databases for an enabled service zone. Postfix is used to inform the system which type of authentication
database to be used for authentication when multiple databases are concurrently in use. Each authentication
option is distinguished by the postfix in clients’ username such as “useri@Local’. One of authentication
database (except SIP Authentication) can be assigned as Default for a service zone. For authentication option

assigned as default, the postfix can be omitted while entering username.

Authentication Settings
Authentication Required For

the Zone ()Enabled C Disabled
Auth Option Auth Database Postfix Default Enabled

Server 1 LOCAL local ®

Server 2 POP3 pop3 O

Authentication Options Server3 RADIUS radius &

Senverd LDAP Idap O

On-demand User ONDEMAND ondemand O

SiP SIP MIA
Login page
Logout page
Custom Pages Login Success Page
Login Success Page for On-demand User
Logout Success Page
Defauit Policy in this Service Zone None
) Enabled

Email Message for Login Reminding &
*) Disabled

»  Authentication Required for the Zone
Enable or disable this feature.
»  Authentication Options
Click the hyperlink of Auth Option, the Authentication option page will appear, options including
Serverl to Server4, On-demand Users and SIP.
o  Authentication Database:
The system supports several types of authentication database that are Local, POP3, RADIUS,
LDAP, and NT Domain, and provides up to four authentication options and one On-demand Users
authentication option and SIP authentication. Select the desired method and then click the link
besides the pull-down menu for more advanced configuration.
For more information on Authentication Methods, please refer to next section 4.2.1

Authentication.
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Default Policy in this Service Zone: Multiple sets of policy are provided by the system. Each policy
consists of Firewall Profile, Specific Route Profile, Schedule Profile, QoS Profile, and Privilege
Profile. Policies can be defined in the Policy tab. The administrator can select one of the defined policies
to apply it to the specific service zone. All clients belong to this service zone will be bound by this policy.
But when RADIUS is the selected Authentication Database, the Class-Policy Mapping function will be
available to let the administrator assign a policy for a RADIUS Class. Also when LDAP is the selected
Authentication Database, the Attribute-Policy Mapping function will be available to let the administrator
assign a policy for a LDAP Attribute. Please refer to 4.2.3 Policy—>Policy1~12.

Email Message for Login Reminding: When enabled, the system will automatically send an email to
users if they attempt to send/receive their emails using POP3 email program (for example, Microsoft
Outlook) before they are authenticated. Click Enabled and Edit Mail Message to edit the message in
HTML format. Each service zone can has its own message.

Custom Pages: There are five users’ login and logout pages that can be customized by administrators
for each service zone.

Click the button Configure, and the Login (Logout) page will appear, with configuration options for
Login Page, Logout Page, Login Success Page, Login Success Page for On-demand User and

Logout Success Page. Click the button of the respective page selections to make further configuration.

Login Page

Logout Page

Custom Pages Login Success Page
Login Success Page for Ondemand User

Logowut Success Page

1) Login Page

The administrator can use the default login page or get the customized login page by setting the template
page, uploading the page or downloading from the specific website. After finishing the setting, click
Preview to see the login page.

* Login Page = Default Page

Choose Default Page to use the default login page.

Login Page Selection for Users - Service Zone: Default
&) Default Page O Termplate Page

O Uploaded Page ) External Fage

Default Page Setting - Service Zone: Default

This is the default lagin page far users.
‘ou could click Preview to preview the default login page.

Breview
* Login Page 2 Template Page
Choose Template Page to make a customized login page. All customizable items are shown here.
Click Select to pick up a color for the title, text, and the background in the center area and change the
wording of each item as needed. In addition, a logo and a background image can be used to create a

customized page for branding or other purpose. Click Preview to see the result first.
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Color for Title Background
Color for Title Text
Color for Page Background
Color for Page Text

Title

Logo Image File
Background Image File

Template Page Setting
Select (RGBvalues in hex mode)
Select (RGB values in hex mode)

FFFFFF | Select (RGB values in hex mode)

Select (RGB values in hex mode)

|User Login Page |

|We|come To User Login Page |

|F’Iea.se Enter Your Mame and Password to Sign In |

|Usemame |

| Password |

|Submit |

|Clear |

|Remair‘|ir‘|g |

|Copyrignt (c) |

|Remember Me |

[ Preview and Editthe Image File |

| Preview and Editthe Image File |

Preview

An example of Template Login Page:

D-Link

Solution Cemter uss scco

Login b |
T — i

s [ >

Powered by
SDD - Solution Development Division
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Login Page 2 Uploaded Page
Choose Uploaded Page and upload a login page.
The user-defined login page must include the following HTML codes to provide the necessary fields

for username and password.

=form action="us erlogin.s htmIl” method="post” name="Enter”=
<input type="text” name="myus ername’>

<input type="password” name="mypassword ">

<input type="submit” name="submit™ value="Enter"-

input type="reset” name="clear” value="Clear”=

</forms=

If the user-defined login page includes an image file, the image file path in the HTML code must be

as follows.
Remote VPN : <img src=images/xx.jpg” >
Default Service zone . <img src=images0/xx.jpg” >
Service zone 1 . <img src=images1/xx.jpg” >
Service zone 2 . <img src=images2/xx.jpg” >
Service zone 3 . <img src=images3/xx.jpg” >
Service zone 4 : <img src=images4/xx.jpg” >

Click the Browse button to select the file to upload. Then click Submit to complete the upload

process.

Next, enter or browse the filename of the images to be uploaded in the Upload Images field on the
Upload Images Files page and then click Submit. The system will show the used space and the
maximum size of the image file of 512K. If the administrator wishes to restore the factory default of

the login page, click the Use Default Page button to restore it to default.

After the image file is uploaded, the file name will show on the “Existing Image Files” field. Check

the file and click Delete to delete the file.

After the upload process is completed and applied, the new login page can be previewed by clicking

Preview button at the bottom.

* Login Pages =2 External Page
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Login Page Selection for Users - Service Zone: Default
O Default Page O Termplate Page

C‘Upluaded FPage ) External Page

External Page Setting

External URL hitp:ir

Choose the External Page selection and get the login page from the specific website. In the

External Page Setting, enter the URL of the external login page and then click Apply.

After applying the setting, the new login page can be previewed by clicking Preview button at the

bottom of this page.

The user-defined login page must include the following HTML codes to provide the necessary fields

for username and password.

=form action="us erlogin.s htmIl” method="post” name="Enter”=
<input type="text” name="myus ername’>

<input type="password” name="mypassword ">

<input type="submit” name="submit™ value="Enter"-

input type="reset” name="clear” value="Clear”=

</forms=

For example, the device name of one DSA-3600 is "abc.3322.org” then the first line of the html code

would be “https://abc.3322.org/loginpages/userlogin.shtml”

2) Logout Page
The administrator can apply their own logout page in the menu. As the process is similar to that of the

Login Page, please refer to the instructions on Login Page = Uploaded Page for details.

Upload Logout Page - Service Zone: Default
File Name

[ submit ][ Use Default Page |

Existing Image Files:

Total Capacity: 512
Now Used: 0 1

Upload Image Files - Service Zone: Default

Upload Images
Submit
Preview
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Please Note: While this process is similar to that of the Login Page, the HTML code for the user-defined
logout interface however is different. The following HTML code must be added in order for the user to

enter the username and password.

<form action="usedogout.shtml” method="post” name="Enter">

<input type="text™” name="myusemame"">

<input type=""pssword” name="ypasswornd™>

<input type="submit" name="submit™ value="Logout">

<input type="res«" name=""clear" value="Clear"»

< Form=
After the upload is completed, the customized logout page can be previewed by clicking Preview at the
bottom of this page. If restore to factory default setting is needed for the logout interface, click the “Use

Default Page” button.

3) Login Success Page
The administrators can apply their own Login Success page. As the process is similar to that of the Login

Page, please refer to the “Login Page” instructions for more details.

e Login Success Page = Default Page

Choose Default Page to use the default login success page.

Login Success Page Selection for Users - Service Zone: Default
@ Default Page O Template Page
O Uploaded Page ) External Page

Default Page Setting - Service Zone: Default

This is the default login success page for users.
You could click Preview to preview the default login success page.

Preview
* Login Success Page = Template Page

Choose Template Page to make a customized login success page. Click Select to pick up a

color and then fill in all of the blanks. Click Preview to see the result first.
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Login Success Page Selection for Users - Service Zone: Default

O Default Page
O Uploaded Page

Color for Title Background
Color for Title Text
Color for Page Background
Color for Page Text
Title
Welcome
Information
Logout
Information2

Login Time

& Template Page

O External Page

Template Page Setting

Select (RGB values in hex mode)

Select (RGB values in hex mode)
Select (RGB values in hex mode)

Select (RGB values in hex mode)

Login Success Page
Hello

Please click this button to
Logout

Thank you

Login Time

Login Success Page - Uploaded Page

Choose Uploaded Page to upload the login success page. Click the Browse button to select

the file for the login success page upload. Next, click Submit to complete the upload process.

After the upload process is completed and applied, the new Login Success Page can be

previewed by clicking Preview button at the bottom.

Login Success Page Selection for Users - Service Zone: Default

O Default Page

& Uploaded Page

File Name

Existing lmage Files:

Total Capacity: 512 K
Now Used: [ |

Upload Images

O Termplate Page

O External Page

Uploaded Page Setting

Browse..
Submit

Upload Image Files

Erevieny

Login Success Page = External Page

Choose the External Page selection to get the Login Success Page from the specific website. In

the External Page Setting, enter the URL of the external login page and then click Apply. After

applying the setting, the new Login Success Page can be previewed by clicking Preview button

at the bottom of this page.
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Login Success Page Selection for Users - Service Zone: Default

) Default Page

O Uploaded Fage

External URL

O Template Page

() External Page

External Page Setting

fittp:ff

4) Login Success Page for On-demand User

The users can apply their own Login Success page for On-demand Users in the menu. As the process is

similar to that of the Login Page, please refer to the instructions on Login Page for more details.

* Login Success Page for On-demand User = Default Page

Choose Default Page to use the default login success page for On-demand User.

Login Success Page Selection for on-demand Users - Service Zone: Default

() Default Page
O Uploaded Page

O Template Page

O Bdernal Page

Default Page Setting - Service Zone: Default

This is the default login page for on-d Tusers.
You could click Preview to preview the default login success page.

Preview

* Login Success Page for On-demand User - Template Page

Choose Template to make a customized login success for On-demand User. Click Select to pick up a

color and then fill in all of the blanks. Click Preview to see the result.

Login Success Page Selection for on-demand Users - Service Zone: Default

O Default Page

O Uploaded Page

Color for Title Background
Color for Title Text
Color for Page Background
Color for Page Text
Title
Welcome
Information
Logout
Information2
Remaining Usage
Day
Hour
Min
Sec

Login Time

@ Template Page

O External Page

Template Page Setting

Select (RGB values in hex mode)

Select (RGBvalues in hex mode)

Select (RGBvalues in hex mode)

Select (RGBvalues in hex mode)

Login Success Page for Guest Users
Welcome

Fleasze click this button to

Logout

Thankyou

Remaining Usage

Day

Haur

hfin

Sec

Login Time

* Login Success Page for On-demand User 2 Uploaded Page
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Choose Uploaded Page and get the login success page for On-demand User by uploading. Click the

Browse button to select the Login Success Page file for instant upload. Then click Submit to

complete the upload process.

Login Success Page Selection for on-demand Users - Service Zone: Default

O Default Page O Template Page
& Uploaded Page O External Page

Upload Login Success Page for on-demand

File Name

Existing Image Files:

Total Capacity: 512

Now Used: [I K
Upload Image Files
Upload Images
Previgw

39



Chapter 4. Web Interface Configuration

* Login Success Page for On-demand User 2 External Page
Choose the External Page selection to get the Login Success Page for On-demand User from the
specific website. In the External Page Setting, enter the URL of the external Login Success Page and
then click Apply. After applying the setting, the new Login Success Page for On-demand User can

be previewed by clicking Preview button at the bottom of this page.

Login Success Page Selection for on-demand Users - Service Zone: Default
O Default Page O Ternplate Page

O Uploaded Page (¥ External Page

External Page Setting

External URL hittp:if

5) Logout Success Page
The administrator can apply their own Logout Success Page. As the process is similar to that of the Login

Page, please refer to the instructions on Login Page for more details.

* Logout Success Page - Default Page
Choose Default Page to use the default logout success page.
Logout Success Page Selection for Users - Service Zone: Default

() Default Page O Template Page
C‘Up\naded FPage O External Fage

Default Page Setting - Service Zone: Default

This is the default logout success page for users.
You could click Preview to preview the default logout success page.

Preview

* Logout Success Page -2 Template Page
Choose Template Page to make a customized Logout Success Page. Click Select to pick up a color

and then fill in all of the blanks. Click Preview to see the result first.

Logout Success Page Selection for Users - Service Zone: Default
O Default Page (& Template Page
O Uploaded Page O External Page

Template Page Setting

Color for Title Background Select (RGE values in hex mode)

Color for Title Text Select (RGB values in hex mode)

[

Color for Page Background elect (RGB values in hex mode)

0

Color for Page Text elect (RGE values in hex mode)

Title Logout Success Page
Information Logout successfully
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Logout Success Page - Uploaded Page
Choose Uploaded Page to get the logout success page for upload. Click the Browse button to select

the file for the logout success page upload. Next, click Submit to complete the upload process.

After the upload process is completed and applied, the new logout success page can be previewed

by clicking Preview button at the bottom.

Logout Success Page Selection for Users - Service Zone: Default
O Default Page O Template Page

@Uplnaded Fage OE)dEmaIF'agE

Upload Logout Success Page

File Name

Existing Image Files:

Total Capacity: 512

Now Used: [ K
Upload Image Files
Upload Images
Presview

Logout Success Page - External Page

Choose the External Page selection and get the logout success page from the specific website. Enter
the website address in the External Page Setting field and then click Apply. After applying the setting,

the new logout success page can be previewed by clicking Preview button at the bottom of this page.

Logout Success Page Selection for Users - Service Zone: Default
O Default Page O Template Page

O Uploaded Page @) External Page

External Page Setting

External URL hittp:if

Preview
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Wireless Settings

Wireless Settings

SSID dlink

Qpen System v

Enable 802.1X Authentication

RADIUS Server Settings (802.1X)
Authentication
Security IP Address

Fort
Secret Key

Encryption Mone w

»  SSID: Each service zone must setup its own SSID. Each SSID as unique name could not be repeated.

»  Security: Each service zone can setup its own Authentication and Encryption support for AP security
setting. Authentication support: WPA, WAP2, WAP/WAP2 Mixed, Open System, Shared Key and Open
System/Shared Key; and encryption support: WEP.

Managed AP(s) in this Service Zone

» Managed AP in this Service Zone: List all APs belonging to this service zone.

Managed AP(s) in this Service Zone

IP Address

AP Type AP Name Status
MAC Address
192.168.1.3 onine
DWL-32004P 21001 Qnline
00:1 G:5B:88:74:51 Enablad
192 16814 onine
DWL-8200AP £100-1

001 7:0ADZAS 40 Enablad

182.168.1.101
DWL-2100AP 2100-a1

00:21:00:00:00:01

1821681102
DWWL-3200AP 3200-a1

00:32:00:00:00:01
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4.2 Users

This section provides information on the following functions: Authentication, Black List, Policy and Additional
Control. It displays the information of the User, such as the number of Total Online users and the number of

On-demand Users.

nk . DSA-3600

Building Networks for People '-‘ " Multi-Service Business Gateway

? Help ﬁLngnut

Users

The internal or external account databases include Local, POP3, RADIUS, LDAP, NT

Domain, On-demand and SIP. The administrator needs to activate and configure at

least one of these authentication databases. Postiix Is used for the system to identify
Authentication which authentication option will be used for the specific user account when multiple

options are concurrently in use. One of the authentication options can be set as
[ Status default, so that end users can choose MNOT to type the complete account name
(id@posthix) when logging in

5 sets of black list profiles can be defined. Each active authentication option may be
configured with one of these 5 black list profiles

Black List

12 sets of policy profiles can be defined and used to enforce the access control for
different policies of users.

Additional configurations are in this section. They are User Session Contral, Built-in
RADIUS Server Settings, Customization, Remaining Time Reminder, and MAC ACL.
The administrator can control user session such as idle timeout in User Session
Control. Three fuctions are provided in Built-in RADIUS Server Seftings such as
session timeout In Customization, the administrator can upload cerificate to the
; system. Remaining Time Reminder provides remaining time information to clients on
— —" the screen. The administrator can manage the access control to the system via clients®
MAC address in the MAC ACL(Access Control List),

Additional Control
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4.2.1 Authentication

This section is for administrators to pre-configure authentication options for the entire system's Service Zones. For a
particular Service Zone, administrators can enable all the authentication options which will be used and also specify
a default authentication option in the page of Service Zone Settings. Concurrently up to four options can be selected
and pre-configured here by administrators from the five types of authentication databases (LOCAL, POP3, RADIUS,
LDAP, and NTDOMAIN). In addition, there are two options (On-demand User and SIP) that are selected by the

system. For the Authentication Settings of each Service Zone, please see 4.1.6 Service Zones.

Authentication Settings

Auth Option Auth Database Postfix
Senverl LOCAL local
Semnere FPOP3 pop3
Senverd RADILIS radius
Senverd LDAP Idap

Cn-demand User OMDEMAND ondemand
SIP SIP MNIA

* Authentication Option: There are several authentication options supported by DSA-3600: Server 1 to Server 4,
On-demand Users and SIP. Click the hyperlink of the respective Authentication Option to configure the
authentication option.

Authentication Database: There are different authentication databases supported in DSA-3600: LOCAL,
POP3, RADIUS, LDAP, NTDOMAIN, ONDEMAND and SIP.
* Postfix: A postfix represents the authentication server in a complete username. For example, user1@local

means that this user (user1) will be authenticated against the LOCAL authentication database.

Note: Concurrently only one server is allowed to be set as LOCAL or NTDOMAIN authentication database.

4.2.1.1 Authentication Database — Local

Authentication Option - Server1

Name Server1
Postfiz Local
Black List MNone v

Authentication Database

NT Damain
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Local User Database Settings
Local User List

Account Roaming Out © Enavle O Disable

{Local user database will he used as authentication database for roaming out users)

@ Enable O Disable
802.1X Authentication (Local user database will he used as internal RADIUS database for 802 1%-enahbled
LAM devices, such as AP and switch)

Roarning Out & 802.1% Client Device Settings

Name: Set a name for the authentication option by using numbers (0~9), alphabets (a~z or A
~Z), dash (-), underline (_), space and dot (.) only. The length of this field is up to 40 characters.
This name is used for the administrator to identify the authentication options easily such as
HQ-RADIUS.

Postfix: A posffix is used to inform the system which authentication option to be used for
authenticating an account (e.g. bob@BostonLdap or tim@TaipeiRadius) when multiple options
are concurrently in use. One of authentication option can be assigned as default. For
authentication assigned as default, the postfix can be omitted. For example, if "BostonLdap" is
the postfix of the default option, Bob can login as "bob" without having to type in
"bob@BostonLdap”. Set a postfix that is easy to distinguish (e.g. Local) and the server numbers
(0~9), alphabets (a~z or A~Z), dash (-), underline (_) and dot (.) within a maximum of 40
characters. All other characters are not allowed.

Black List: There are 5 sets of black lists provided by the system. A user account listed in the
black list is not allowed to log into the system, the client's access will be denied. The
administrator may select one black list from the drop-down menu and this black list will be
applied to this specific authentication option.

Authentication Database: The system supports five types of authentication database that are
Local, POP3, RADIUS, LDAP, NT Domain and SIP authentication. For a specific
authentication option, the Administrator can select the desired database type from the
dropdown menu. Click the hyperlink Configure to enter the Local User Database Settings and
then click the hyperlink Local User List:

Local User List: It let the administrator to view, add, and delete local user account. The Upload
User button is for importing a list of user account from a text file. The Download User button is
for exporting all local user accounts into a text file. Clicking on each user account leads to a
page for configuring the individual local account. Local user account can be assigned a policy
and applied Local VPN individually. Check the check box of individual local user account in the
Enable Local VPN column to enable individually. MAC address of a networking device can be

bound with a local user as well.

45



Chapter 4. Web Interface Configuration

AddUser ][ UploadUser |[ Download User |
Local User List
Applied Policy
Username Password MAC Address Service Zones Local VPN Enabled Diel All
Remark
Default Folicy 1
571
1 1 822 Yes Celete
5£3
574
Default Policy 2
841
2 2 572 Mo Cielete

523
874

Add User: Click this button to enter into the Adding User(s) to the List interface. Fill in the
necessary information such as “Username”, “Password”, “MAC” and “Remark”. Select a
desired Policy and choose whether to enable Local VPN. Only “Username” and
“Password” are required information. Check the desired service zone(s) in Service Zones
area; it means that the client is able to log in the system via the checked service zone(s). The
rest are optional.

For the Policy configuration, please check section on Policy Configuration.

Click Apply to complete adding the user or users.

Adding User(s) To the List
MAC Address

Username Password I T Policy Remark
1 User aasne Palicy 1+
Sence Zones Enable Local VPN
Default [1571 [sz2 [sza [sz4 a
Username Password [}{){N:::fng:::{:ﬁ:sxxl Policy Remark
2 User? LTI Mone  »
Sence Zones Enable Local VPN
[[] Default sz1 [lszz [1sz3 [sz4 ]

Upload User: Click this to enter the Upload User from File interface. Click the Browse
button to select the text file for uploading user account, then click Upload to execute the
upload process.

The file for uploading should be a text file containing in each line the following information:
Username, Password, MAC Address, Applied Policy, Remark, Local VPN enabled. There
must be no spaces between the fields and commas. The MAC field can be omitted, but the
trailing comma must be retained. When adding user accounts by uploading a file, the existing

accounts in the embedded database will not be replaced by the new.
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Hote 1: The format of each line in the file is "Username, Password, MAC Address, Applied Policy, Remark, Local
VPN Enabled, Allowed Senvce Zone List™ without quotes. There must be no space between the fields and commas.
The MAC Address field could be omitted bt the trailing comma must be retained. When adding user accounts by
uploading a file, existing accounts in the embedded database that are also defined in the data file will not be
replaced by the new ones.

Note 2: If users need to use Local VPN, please set Local VPN Enabled field to 1.

HNote 3: Only "0~9", "A-Z", "a~z". =", and "_" are acceptable for password field.

Note 4: The Allowed Senvice Zone List format after the comma is clamped by two percentage symhbols. Then enter
the allowed service zone munber between two percentage symhbols. Each service zone is distinguished by a colon.
For example, *.%0:1:2:3:4%" means the user can log in all service zones. 0 represents default service zone, 1
represents service zone 1, and so on. 4 represents service zone 4. ™,%%" means the user can NOT log in any
service Zone.

Upload User from File

File Name
Upload |

Download User: Use this function to create a .txt file with all built-in user account information

and then save it on disk.

Download User to File

Applied Policy
MAC Service
Username Password Address e — Local VPN Enabled
Remark
Default 1
571
1 1 572 1
573
574
Default 2
571
2 2 572 0
573
574

Search: Enter a keyword of a username to be searched in the text filed and click this button to

perform the search. All usernames matching the keyword will be listed.

[ Add User ][ Upload User ][ Download User ]

user1n

Local User List

Applied Policy
Username Password MAC Address Service Zones Local VPN Enabled
Remark
1
10 10 b N Delet
USEl user fi.c74 o elete

Del All: Click on this button to delete all the users at once and click on Delete to delete the user

individually.
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[ Add User ] [ Upload User ] [ Download User ]
Local User List
Applied Policy
Username Password MAC Address Service Zones Local VPN Enabled Del Al
Remark
1
-d
userl useri £SZ1 ‘fes
f-522
2
-d
userz? ugerz 521 Yes Delste
f-522

Edit User: If editing the content of individual user account is needed, click the username of the
desired user account to enter the Editing Existing User Data Interface for that particular user,
and then modify or add any desired information such as “Username”, “Password”, “MAC",

“Policy” and “Remark” (optional) . Then, click Apply to complete the modification.

Editing Existing User Data

Username useril
Password usero
MAC Address
Applied Policy Policy 1+
Enable Local VPN ]
fd
[ #5871
Service Zones [ fraz2
[ msz3
fif-524

Remark

Roaming Out & 802.1X Authentication: When Account Roaming Out is enabled, the link of
this function will be available to define the authorized device with IP address, Subnet Mask, and
Secret Key. Please see more explanation above in the section for Roaming Out and the
section for 802.1X Authentication.

Roaming Out & 802.1x Client Device Settings

Ho. Twpe IP Address Subnet Mask Secret Hey
1 [802.4K - 10.0.0.0 255.0.0.0 §8) ~ sessneee
2|80z i 182.168.0.0 255.255.0.0 (ME) A sseensee
3 | Disable e 2552552585286 (32)

Click the hyperlink Roaming out & 802.1X Client Device Settings to enter the Roaming out &
802.1X Client Device Settings interface. Choose the desired type, Disable, Roaming Out or
802.1X, and key in the 802.1x client’s IP address and network mask and then click Apply to

complete the settings.

> 802.1x Authentication: When 802.1X Authentication is enabled, the Local authentication
database will be used as a RADIUS database for connection with 802.1x enabled devices

such as APs or switches.
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42.1.2

» Account Roaming Out: The system’s local user database can also be an external
RADIUS database to another system. When Account Roaming Out is enabled, local users
can login from other domains with their original local user accounts. The authentication
database with their original local user accounts acts as a RADIUS Server and roaming out

local users act as RADIUS clients.

Authentication Database — POP3

Clients may login the system by their POP3 accounts. There are two sets of POP3 server provided by
the system, primary and secondary which are for fault tolerance. When POP3 Server is enabled, at
least one POP3 server will be required. Local VPN function can be enabled for clients authenticated
by POP3 authentication method.

Authentication Option - Server 2

Name Sener 2
Postfix pop3
Black List None .
Authentication Database FOP3 v
Enable Local VPN ] T J —

Primary POP3 Server
Server FlDomain Name/IP Address)
Port FiDefault: 1107

SSL Connection [ Enable

Secondary POP3 Server

Server
Port

SSL Connection O Enakls

. Name: Set a name for the server using numbers (0~9), alphabets (a~z or A ~Z), dash (-),
underline (_) and dot (.) within a maximum of 40 characters. All other characters are not
allowed.

. Postfix: Set a postfix that is easy to distinguish (e.g. Local) for the server using numbers (0~9),
alphabets (a~z or A~Z), dash (-), underline (_) and dot (.) within a maximum of 40 characters.
All other characters are not allowed.

. Black List: There are five sets of the black lists. Select one of them or choose “None”. For
details, please refer to 4.2.2 Black List.

. Authentication Database: There are five authentication methods, Local, POP3, RADIUS,
LDAP and NT Domain, to configure from. Select the desired method and then click the link
besides the pull-down menu for more advanced configuration. Local authentication method can
be chosen for one Auth Option.

. Enable Local VPN: When Local VPN function is enabled for the authentication option, upon the
successful login of a client, a VPN tunnel will be established between a client’s device and the

system. The data passing through the VPN tunnel are encrypted. The system’s Local VPN
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supports end-users’ devices under Windows 2000 and Windows XP SP1, SP2.

e Server: The IP address of the external POP3 Server.

e Port: The authentication port of the external POP3 Server.

* SSL Setting: The system supports POP3. Check the check box of the SSL Connection to

enable POP3.

4213

Authentication Database — RADIUS

The system supports authentication by an external RADIUS authentication database. The system

allows each RADIUS domain to have a pair of RADIUS servers, primary and secondary, for backing

up each other. The system functions as a RADIUS authenticator for external RADIUS servers.

Click the hyperlink Configure for further configuration. The RADIUS server sets the external

authentication for clients. Enter the related information for the primary RADIUS server and/or the

secondary RADIUS server (the secondary server is not required). Information must be entered for

fields with red asterisks. These settings will be effective immediately after clicking the Apply button.

Name
Postfix

Black List

Authentication Database

Enable Local VPN

802.1X Authentication

Username Format
NAS Identifier

Class-Policy M

Authentication Option - Server 3

Serer 3

radiug

Mane v

RADIUS  ~ ( configure )
O

External RADIUS Server Related Settings

® Enable O Disable
802 1% Client Device Settings

O Complete ce.q. userl@oompanyname.com) = Only 1D ce.g. usert)

[ Edit Class-Policy Mapping ]

Server
Authentication Port
Accounting Port
Secret Key
Accounting Service

Authentication Protocol

Server
Authentication Port
Accounting Port
Secret Key
Accounting Service

Authentication Protocol

Primary RADIUS Server
FiDomain Mame/P Address)
FDefault 1812)

FiDefault 1613

& Enable O Disahble

PAP  |w

Secondary RADIUS Server

(Domain HameflP Address)

® Enable O Disable

CHAP »

* 802.1X Authentication: The system supports 802.1X. When the option is enabled, an extra link will

become available for going to the Roaming Out and 802.1X Client Device Settings page, the

administrator could further set up for the 802.1x capable device that are allowed to authenticate

against the local user database. Select 802.1X Authentication from the hyperlink. Enter IP address,

50



Chapter 4.2 Users

Subnet Mask, and shared Secret Key of the authorized devices. An example would be those
downstream Access Points with 802.1x option turned on and shared Secret Key set accordingly.

Roaming Out & 802.1x Client Device Settings
Ho. Twpe IP Address Subnet Mask Secret Hey
1 [802.4K » 10.0.0.0 255.0.0.0 §8) ~ T
2|80z i 182.168.0.0 255.255.0.0 (ME) A sseensee

3 | Disable hd 255.255.255.295 (32) v
Click the hyperlink Roaming out & 802.1X Client Device Settings to enter the Roaming out &
802.1X Client Device Settings interface. Choose the desired type, Disable, Roaming Out or
802.1X, and key in the 802.1x client’s IP address and network mask and then click Apply to complete
the settings.
Username Format: When Complete option is checked, both the username and postfix will be
transferred to the RADIUS server for authentication. On the other hand, when Only ID option is
checked, only the username will be transferred to the external RADIUS server for authentication.
NAS Identifier: The Network Access Server (NAS) Identifier of the system for the external RADIUS
server.
Class-Policy Mapping
This function applies the selected policy to specific clients grouped by the RADIUS class attribute.

The clients will be applied with the assigned policy while logging on to the system.

External RADIUS Class Mapping To Policy - Server 3
@ Enable O Disable
No. Class Attribute Value Policy Remark
1 1 Policy 1w Class 1
2 2 Policy 1 » Class 2

3 3 Policy 1« Class 3

Server: The IP address of the external RADIUS server.

Authentication Port: Enter the authentication port of the RADIUS server.

Accounting Port: The accounting port of the external RADIUS server.

Secret Key: The Secret Key for RADIUS authentication.

Accounting Service: The system supports RADIUS accounting that can be enabled or disabled.
Authentication Protocol: The configurations of the system must match the configurations of the
remote RADIUS server. RAP (Password Authentication Protocol) transmits password in plain text
without encryption. CHAP (Challenge Handshake Authentication Protocol) is a more secured

authentication protocol with hash encryption.

Notice: If the RADIUS Server does not assign idle-timeout value, the DSA-3600 will use the local

idle-timeout.
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4214

Authentication Database — LDAP
The system supports authentication by an external LDAP authentication database. There are two

sets of LDAP server provided by the system, primary and secondary, which are for fault tolerance.

Click the hyperlink Configure for further configuration. Enter the related information for the primary
server and/or the secondary server (the secondary server is not required). Information is required for

fields with red asterisks. These settings will be effective immediately after clicking the Apply button.

Authentication Option - Server 4

Name Server 4
Postfix Idap
Black List Mane A4
Authentication Database LDAP v |'
Enable Local VPN il

Primary LDAP Server

Server Fiomain NamedIP Address)
Port Fle.g. ZEO)
Base DN Fle.g. cn=users,de=domain,de=com]
Account Attribute Fie.g. en)

Secondary LDAP Server

Server
Port
Base DN

Account Attribute

Policy Mapping
LDAP Policy Mapping  Map LDAP Attributes to Palicy

* Server: The IP address of the external LDAP Server.

* Port: The authentication port of the external LDAP Server.

* Base DN: The Distinguished Name for the navigation path of LDAP account.

* Account Attribute: The attribute of LDAP accounts.

* LDAP Policy Mapping: This function is to apply selected policy to certain clients grouped by
LDAP attribute. The clients will be applied with the assigned policy while logging on the system.
To show the attribute name and value, enter Username and Password; press Show Attribute.
The table of Attribute will be displayed. Enter the selected Attribute Name and Attribute Value
from attribute table and Policy to LDAP Attributes Mapping page.

Attribute Name Attriubute Value
N USEROL

Z TW

CO TADMAN
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LDAP Attributes Mapping To Policy - Server 4

& Enable O Disable

No. LDAP Attribute Name LDAP Attribute Value Policy Remark
1 CH USER1 Falicy 1 »
2 [ i Policy 1w
3 Policy 1
4 Policy 1
| Policy 1 s
B Policy 1 s
7 FPaliey 1 »
8 Palicy 1 %

V appy X Cancel |

Username |userll Passward |userll M

4.2.1.5 Authentication Database — NT Domain

The system supports authentication by an external NT Domain authentication database.

Authentication Option - Server 1

Name Server1
Postfix local
Black List Mone -
Authentication Database MNT Domain v
Enable Local VPN ] ]

Demain Controller

Server F(IP Address)
Transparent Login @ Enable O Disable aivindows 2000, 2003 or abawve)
* Server: The IP address of the external NT Domain Server.
* Transparent Login: Transparent Login means Windows NT Domain single sign on. When
Transparent Login is enabled, clients will log in the system automatically after they have logged

in the NT domain. Thus, clients only need to log in once.
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42.1.6

Authentication Database — ONDEMAND

There are some deployment scenarios (for example, at venues such as coffee shops, hotels,
restaurants, etc.) where retail customers or casual visitors want to get wireless Internet access. To
offer the Wi-Fi access (either for commercial use or for free), user accounts should be able to be
created upon request and account tickets/receipts should also be provided. Therefore, On-demand

User is designed as the authentication option for this type of deployment scenarios.

Authentication Server - On-demand User

General Settings
Ticket Customization
Eilling Plans
External Payment Gateway
On-demand Account Creation
0On-demand Account List

1) General Settings
The common setting is for the On-demand User authentication option. The generated on-demand

users and all accounts related information such postfix and unit will be shown in this list.

General Settings
Postfix ondemand

O none O $usp O Eeer O £EUR

Monetary Unit
&) |hkd (Input other desired monetary unit, e.g. AL

WLAN ESSID

Wireless Key

Remaining Volume . _
Sync Internal O 1omingg) O 15minis) @ 20min(s)

Number of Tickets ®1 01z

. Postfix: Postfix is used to inform the system which type of authentication database to be
used for authentication when multiple databases are concurrently in use. Enter the
postfix used for on-demand users.

. Monetary Unit: Select the desired monetary unit or specified the unit by yourself.

. WLAN ESSID: The administrator can enter the defined wireless ESSID in this field and it
will be printed on the receipt for on-demand users’ reference when accessing the Internet
via wireless LAN service. The ESSIDs given here should be those of the service zones
enabled for On-demand Users.

. Wireless Key: The administrator can enter the defined wireless key such as WEP or
WPA in the field. The Wireless Key will be printed on the receipt for the on-demand users’
reference when accessing the Internet via wireless LAN service.

. Remaining Volume Sync Internal: While the on-demand user is still logged in, the
system will update the billing notice of the login successful page by the time interval
defined here.

. Number of Tickets: Print one or duplicate receipts, when pressing the print button of the
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ticket printer which is connected to the serial port.

2) Ticket Customization
On-demand account ticket can be customized here and previewed on the screen.
Ticket Customization

Receipt Header 1 Welcome!

Receipt Header 2

Receipt Footer Thank You!
) Mane
Background Image > Default Image
) Uploaded Image

* Receipt Header 1/2: The entered content will be printed on the header area. These
headers are optional.
* Receipt Footer: The entered content will be printed on the footer area. This footer is
optional.
* Background Image: Set the background image of the ticket here.
None: No picture.

Default Image: below show the default picture.

Welcome!
Usermname Xxxx@E@ondemand
Password 300000000
Plan: Type 1:Time
Guota ¥ hr(s) o min(s)
Total Price 1.99
Remark Customer xot

ESSID : dlink

Shared Wireless Key: Mone (Open System)

Your first time login must be done before 2007/12/03 16:59
The account is valid within ¢ day(s) after your first login.

Thank You!

[ priniou g —Ciose ]

t-out tidket, you may nead to cofigure
etup) as well as the printer settings {for example,
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Uploaded Image: click on edit button to upload the picture in the popup

Please upload an image file!

Image File: Browse. . Upload

Mote: The Background file size limitis 100 Kbytes. Mo limit for the dimensions of the image, but a 460%480 image is recommended.

* Preview: Click Preview button to see the ticket with the items that are customized above.

Please Note: A dimension of 460x480 image is recommended.
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3) Billing Plans
With the billing plans configured and enabled, administrators are able to control and charge the

network usage of On-demand users.

Billing Plans
Plan Type Quota Price{ §}) Enable Function
1 Cut-off until 12 : 30 299
2 Time 13 hr(s) 309
3 Yolurne 500 Mbyte(s) 5
4 Cut-off Until 13 : 00 35
5 Time 18 hr(s) 8
5] “Yolume 1000 Miyte(s) 8
7 7
8 NI
9 MIA
0 7
Select all ] [ Deselect all ]

. Plan: The number of the specific plan.
. Type: This is the type (Time, Volume, or Cut-off) of the plan, based on which it defines
how the account can be used.
. Quota: The limit on how On-demand users are allowed to access the network.
0 Time: Total period of time (xx hrs yy mins), during which On-demand users

are allowed to access the network.

Editing Billing Plan

Plan 2

Type Time v

Quota 12 |hr(g)|0 min(s)
"(Range of min(s) : 0 ~ &9; they cannot both be zero )

Account Activation  Firstiime login must be done within |1 dayiz) |0 hour(g)
"(Range of houns) : O ~ 23; they eannot both be zera )
Valid Period After activation, account will be expired in |3 day(s)

*( Wlust be larger than 0

Price el

* Range : 0 ~ 100000, including twe digits atter decimal paint: e.g. 198 )

0 Volume: Total traffic volume (xx Mbytes), up to which On-demand users are

allowed to transfer data.

Editing Billing Plan

Plan 3
Type Yolume v
Quota 500 [Myte(s)

“(Range : 1~ 2000)

Account Activation  Firstiime login must be done within | 2 dayis) |0 hour{s)
*( Range of hours) - 0 = 23; they cannot both be zera 3

Valid Period After activation, account will be expired in | 3 day(s)
% Must be larger than 0
Price 2

“{ Range : 0 ~ 100000, including twa digits after decimal point; e.g. 199 )

0 Cut-off: The time of day at which the on-demand account is cut off (made
expired) by the system on that day. Please note that the “Grace Period” is an
additional, short period of time after the account is cut off, during which a user

is allowed to continue to use the on-demand account to access the Internet
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without paying additional fee.

Editing Billing Plan

Plan 1

Type Cut-off | »
Cut-off Time 12 1130 S HH:MM; range : 00:00 ~ 22:50 )
Grace Period Account remains usable for |1 % | houris) after cut-off.
Unit Price e per day

* Range : 0 ~ 100000, including we digits atter decimal point: =.g. 1.89 )

. Price: The unit price of each plan.
. Enable: Click the check box to activate the plan.

. Function: Click the Edit button to add or edit the specific billing plan.

4) External Payment Gateway
This section is for merchants to set up an external payment gateway to accept payments in
order to provide wireless access service to end customers who wish to pay for the service
on-line.
Before setting up “PayPal’, it is required that the merchant owners have a valid PayPal
“Business Account”. Please see Appendix K. Accepting Payments via PayPal,
After opening a PayPal Business Account, the merchant should find the “Identity Token” of

this PayPal account to continue “PayPal Payment Page Configuration”.
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External Payment Gateway

@ PayPal O Disable

PayPal Payment Page Configuration

Business Account

Payment Gateway URL https:#waew. paypal comscgi-binfwebscr
Identity Token

Verify SSL Certificate @ Enable O Disable

Currency USD (LS. Dallar) il

Service Disclaimer Content

We may collect and store the following personal -
information:

emall addres=z, physical contact information, credit card
nurbers and trahnsactional information based on your

activities on the Internet service provided by us.

If the information you prowvide cannot be verified, we may e I

Choose Billing Plan for PayPal Payment Page

Plan Enable/Disable Quota Price
1 Enahle Disable Until 12:30 2.89
2 CEnable & Disable 12 hir(s) 388
3 (O Enahle ( Disahle 500 Mbyte(s) 5
4 Enahle Disable Until 13:00 35
5 OEnable @ Disakle 18 hr(s) 6
] CEnable () Disahle 1000 Mbyta(s) g
7 Enahble Disable
8 Enabla Disahle
9 Enable Disahle
10 Enable Disable

Client's Purchasing Record

Starting Invoice Number = [ change the Mumber
Description {ltem Name) Internet Access
Title for Message to Seller Special Note to Seller

PayPal Payment Page Remark Content

{ A )Payment is accepted wia PavyPal. PayPal enables wou to A~
send payments securely online using PayPal account, &
credit card or bank account. Clicking on "Buy Now™ bucton, W

[V Appy X cancel |

» PayPal Payment Page Configuration
Business Account: This is the “Login ID” (email address) that is associated with the PayPal
Business Account.
Payment Gateway URL: This is the default website address to post all transaction data.
Identity Token: This is the key used by PayPal to validate all the transactions.
Verify SSL Certificate: This is to help protect the system from accessing a website other than
PayPal
Currency: Itis the currency to be used for the payment transactions.
» Service Disclaimer Content
View service agreements and fees for the standard payment gateway services here as well as
adding new or editing services disclaimer.
» Choose Billing Plan for PayPal Payment Page

These 10 plans are the plans configured in Billing Plans page, and all previously enabled plans
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can be further enabled or disabled here, as needed.
Enable/Disable: Choose to enable or cancel the plan.
Quota: The usage time or condition of each plan.

Price: The price charged for this plan.

» Client’s Purchasing Record

Starting Invoice Number: An invoice number may be provided as additional information with a
transaction. The number will be incremented automatically for each following transaction. Click
the “Change the Number” checkbox to change it.

Description (Item Name): This is the item information to describe the product (for example,
Internet Access).

Title for Message to Seller: Administrators can edit the header “title” of the message note,

used in the PayPal payment page.

» PayPal Payment Page Remark Content

5)

The message content will be displayed as a special notice to end customers in the page of

“Rate Plan”. For example, it can describe the cautions for making a payment via PayPal.

On-demand Account Creation
After one or more billing plans are configured and enabled in the Billing Plans page,
administrators (including manager and operator accounts) are able to create On-demand user

accounts in this page.

On-demand Account Creation

Plan Type Cuota Price{ §} Status Function
1 Ccutoff Until12 : 30 209 Enabled
2 Time 12 hris) 389 Enabled
3 Yalume 500 Mhyte(s) 5 Enabled
4 Cutoff Until 13 : 00 35 Enabled
5 Time 18 hris) B Enabled
B Yalume 1000 Mbyte(s) 8 Enabled
7 NI NiA NI Disabled
B NI NiA N Disabled
9 NI MR M Disabled |
0 NI NiA NI Disabled N

e Plan: The number of the specific plan.

* Type: This is the type (Time, Volume, or Cut-off) of the plan, based on which it defines how
the account can be used.

* Quota: The limit on how On-demand users are allowed to access the network.

* Price: The unit price of each plan.

* Status: Show the status in enabled or disabled.

* Function: To create an On-demand user account, press the Create button for the desired
plan and a pop-up window will appear for operator’s confirmation and additional input. Also,

operators can click Printout button to print out the ticket as a copy of receipt to customers.
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Plan: Type
Quota
Grace Period
Unit Price ($)

Quantity

Creating an On-demand Account

1: Cut-off
Until 12:30
Account remains usable for 60 minute(s) after cut-off.

2.99 per day

RIS

Operator's Remark | Room 301 Add = rermark ralated to this account (for example, the customers name)

Please confirm the information and press Create button to create an account.

G e

Username h9eT@guest
Password 42akk25b
Plan: Type 1 Cut-off

Quota { 24-hour Clock ) Until 12 30 [in 3 dayis) ]
Total Price { §) 8.97
Remark Room 301
ESSID : dlink
Shared Wireless Key: Mone {Open System)

The account is valid until 20071217 12:30!

Note: In order to printout the ticket with the background picture, the web browser should configure as show below:

e First: Open the internet Explorer and select “Tools” for the drop down menu then click on

“Internet Options’

£ tioagie - Windaws Internat Lxplorer =%
I bt g e el vl % B
Fla B Vew Faorker Took  bekh
ol &l L Page
Wieb  [mags bwes Gemps Books Gensl mon s s il
Pop-Lp Blocker 0
Hrdey Hen v
Manage Add-ons '
- ik, Ol
¥ Wikses pdste
. Ful Sereen Fit
Singapore v i
Tookers '
Wk M
Googie Search || Im Fesling Lucky | m:’"ﬁ"""’m i
Search (@ the wetr ) pages from Singapors
BT
Google.com sy ofered in. T2 F4E) Bahesa Melayy sufii
Adwrizng Programs - Aot Google - G Google.com
#2007 Oosgie
@ revmet o -

e Second: Inside the “internet option” menu click on the “Advanced” tap, scroll down and look
out for the “printing” option and tick the box for the “print background colors and images”
then click “OK”.
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.-.ggﬂ

o ————] [T

WOoE (o

Web |mages News Geoeos Dooks Gensl mom

T ko smars bt o sl e s s o o

7] Chadk Fie pubbahar's castfiestn ristestion -
+ %
Go *Tahes effiect after you restart Intermes Exploter

Ruattors adanond sattinge |
Ad  Feset Inbemet Eiplorer setirgs

Dbt o ey s, chisdies s -
ord, wnd alth chavegad eattngs. [ ree |

s f o broer

Mistat.  © @ [ saomn amin., | Nechume Coena | 5

e Last: Printout the ticket and it will show the ticket together with the background.

6) On-demand Account List

All created On-demand accounts are listed and related information on is also provided.

On-demand Account List
Username  Password Remaining Quota Status Remark
rddh 54548v98 Until 2007/11411-13:30 Mormal Room101 Delete
Bffm kFwBp25d Until 2007/11/M10-13:30 Mormal Kevin Delete
555 9175993 12 hr(s) Marmal Jirn Delste

(Total:3) Eirst Previous Mext Last

. Search: A keyword can be used to search for the matching accounts that have been
created (the contents of "Username" and "Remark" fields will be searched).

. Username: The login name of the account.

. Password: The login password of the account.

. Remaining Quota: The remaining time or volume for which the user can continue to
access the network, or the cut-off time until which the user are allowed to access the
network.

. Status: The status of the account.

» Normal: the account is not currently in use and also does not exceed the quota
limit.

»  Online: the account is currently in use.

»  Expired: the account is not valid any more, even when there is remaining quota to
be used.

»  Out of Quota: the account has exceeded the quota limit

» Redeemed: the quota of the account has been fully added to another account

. Remark: Additional information for operator’s reference.

. Delete All: This will delete all the accounts at once.
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4217

. Delete: This will delete the account individually.

Authentication Database — SIP

The system provides SIP proxy functionality, which allows SIP clients to pass through NAT. When
enabled, all SIP traffic can pass through NAT via a fixed WAN interface.
Administrators are able to add up to four trusted SIP Registrars in order to authenticate SIP clients.

Also, a policy can be chosen to govern the SIP traffic.

SIP Authentication Configuration

IP Address Remark

Trusted Registrar

Policy Policy 1 % | policyselection applied to dlients login with SIP authentication.

* SIP: SIP authentication supports 4 Trusted SIP Registrar.
* |P Address: The IP address of the Trusted SIP Registrar.
* Remark: The administrator can enter extra information in this field for remark.

* Policy: The Policy applied to the clients that login with SIP Authentication.
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4.2.2 Black List

The administrator can add or delete users in the black list for user access control. There are 5 sets of black lists
provided by the system. A user account listed in the black list is not allowed to log into the system, the client's access
will be denied. The administrator may select one black list from the drop-down menu and this black list can be

applied to this specific authentication option.

Elack List Settings

Select Black List 1:Blacklist1
Name Blacklist1
User Remark

Add User(s)

* Select Black List: There are 5 lists supported by DSA-3600 for selections.
* Name: Set the name of the black list and it will show in the pull-down menu above.

* Adding User(s): After clicking Adding User(s), the Adding Users to Blacklist page will appear for adding

users to the selected black list.

Adding User(s) to Blacklist1

No. Username Remark
1 Baob
2 James fraud

After entering the usernames in the Username field and the related information in the Remark field, click Apply

to save the settings and the following page will appear.

Black List Settings

Select Black List 1:Blacklistl »
Hame Blacklist1
User Rermark
Bob A
James fraud a

(Total: 2 First Prev MNext Last

Add User(s)

If the administrator wants to remove a user from the black list, just select the user’s “Delete” check box and

then click the Delete button to remove that user from the black list.
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4.2.3 Policy

There are twelve sets of Policy provided by the system and one Global policy. Global is the system’s universal
policy including Firewall Profile, Specific Routes Profile and Privilege Profile. Each Policy consists of Firewall

Profile, Specific Route Profile, Schedule Profile, QoS Profile, and Privilege Profile.

Policyl to Policyl2 will be used and shared with the Service Zone default policy settings and Authentication
Databases settings. Once a policy is configured, you may assign it to the default policy of a service zone. Two
service zones may share the same policy. Policies can be selected in the Policy tab. The administrator can select
one of the defined policies to have policy-based user management supported by the DSA-3600. All user clients’

access to this service zone will be bound to this policy.

Paolicy Configuration - Policy 1

select Policy Policy1
Firewall Profile
Specific Route Profile
Schedule Profile
QoS Profile
Privilege Profile
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4.2.3.1 Global Policy

Global is the system’s universal policy including Firewall Rules, Specific Routes and Privilege which will be

applied to all users unless the user has been regulated and applied to another policy.

Select Policy

Firewall Profile

Specific Route Profile

Privilege Profile

Policy Configuration - Glebal Policy

W

»  Select Policy: Select Global to set the Firewall Profile, Specific Route Profile and Privilege Profile.

»  Firewall Profile: Global policy and each policy have a firewall service list and a set of firewall profile which

is composed of firewall rules.

»  Specific Route Profile: The default gateway of WAN1, WANZ2, or a desired IP address can be defined in a

policy. When Specific Default Route is enabled, all clients applied this policy will access the Internet

through this default gateway.

»  Privilege Profile: Include Maximum Concurrent Session for User, from 10 to Unlimited.

A. Firewall Profile: Click Setting for Firewall Profile. The Firewall Configuration will appear. Click

Predefined and Custom Service Protocols to edit the protocol list. Click Firewall Rules to edit the rules.

Global Policy - Firewall Configuration

Predefined and Custom Service Protocols

Firewall Rules

a. Predefined and Custom Service Protocols: There are predefined service protocols available for

firewall rules editing. The administrator is able to add new custom service protocols by clicking Add,

and delete the added protocols with Select All and Delete operations.

This link leads to a Service Protocols List where the administrator can defined a list of service by
protocols (TCP/UDP/ICMP/IP).

No.

W oo - m

10

Name
ALL
ALLTCP
ALL UDP
ALLICMP
FTP
HTTP
HTTPS
POFP3
SMTP
DHCP

Global Policy - Service Protocols List
Description
ALL
TCP; Source Port: 0~65535, Destination Port: 0~65535
LUDF; Saurce Port: 0~65534, Destination Port: 0~65535
ICHP; Type: Any, Code: Any
TCPAUDP, Destination Port: 20,21
TCRIUDF; Destination Port: 80
TCRIUDP; Destination Port: 443
TCP; Destination Port: 110
TCF; Destination Port: 25
LIDP; Destination Port: 6768

(Total: 27) First Prev Mest Last
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b. Firewall Rules: Click the number of Filter Rule No. to edit individual rules and click Apply to save

the settings. The rule status will show on the list. Check “Active” box and click Apply to enable that

rule.

This link leads to the Firewall Rules page. Rule No.1 has the highest priority; Rule No.2 has the

second priority and so on. Each firewall rule is defined by Source, Destination and Pass/Block action.

Optionally, a Firewall Rule Schedule can be set to specify when the firewall rule is enforced. It can be

set to Always, Recurring or One Time.

Global Policy - Firewall Rules

Source s

) _ Encrypted )
No. Active Action Rule Name Service
Destination [FareE
Encrypted
ANY
a Block ALL
ANY
ARY
2 O Block ALL
ANY

Selecting the Filter Rule Number 1 as the example:

Global Policy - Edit Filter Rule

Rule Number 1
Rule Name
Source Destination

InterfaceZone ALL v Interface/Zone ALL
IP Address v 0.0.0.0 IP Address - 0.0.0.0

Subnet Mask 0.0.0.0 40} w Subnet Mask 0.0.0.0 {0y
IPSec Encrypted O IPSec Encrypted O

MAC Address
Senvice Protocol ALL v

Schedule @) Always O Recurring O One Time

Action for Matched Packets () Block () Pass

Schedule

Always

Always

»  Rule Number: This is the rule selected “1”. Rule No. 1 has the highest priority; rule No. 2 has

the second priority, and so on.

»  Rule Name: The rule name can be changed here.

»  Source/Destination — Interface/Zone: There are choices of ALL, WAN1, WAN2, Default,

and the named Service Zones to be applied for the traffic interface.

»  Source/Destination — IP Address/Domain Name: Enter the source and destination IP

addresses. Domain Host filtering is supported but Domain name filtering is not.

»  Source/Destination — Subnet Mask: Select the source and destination subnet masks.
»  Source- MAC Address: The MAC Address of the source IP address. This is for specific MAC

address filter.

»  Source/Destination — IPSec Encrypted: Check the box for only filtering on the encrypted

traffic.

»  Service Protocol: There are defined protocols in the service protocols list to be selected.

»  Schedule: When schedule is selected, clients assigned with this policy are applied the firewall

rule only within the time checked. There are three options, Always, Recurring and One Time.

Recurring is set with the hours within a week.
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»  Action for Matched Packets: There are two options, Block and Pass. Block is to prevent

packets from passing and Pass is to permit packets passing.

B. Specific Route Profile: Click the button of Setting for Specific Route Profile, the Specific Route Profile

list will appear.

Global Policy - Specific Routes

Destination Gateway
Route No.
IP Address Subnet Netmask IP Address

1 2652595265255 (f32)

2 255.255.255.255 (f32) »

Route No.: The number of route.
IP Address (Destination): The destination IP address of the host or the network.

Subnet Netmask: Select a destination subnet netmask of the host or the network.

YV V VYV V

IP Address (Gateway): The IP address of the next router to the destination.

C. Privilege Profile: Click the button of Setting for Privilege Profile to enter the Privilege Configuration for

configuring the item of Maximum Concurrent Session for User from Unlimited to 10.

Global Policy - Privilege Configuration

Maxinum Concurrent

Session for User 500 i

» Maximum Concurrent Session for User: Include Maximum Concurrent Session for User, from 10

to Unlimited. The concurrent sessions for each user, it can be restricted by administrator.

Note: For more information, please refer to Appendix J. Session Limit and Session Log.

4.2.3.2 Policy 1 ~ Policy 12

Polices can be defined in the Policy tab. The administrator can select one of the defined policies to apply it to the
specific authentication option. All clients belong to this authentication option will be bound by this policy. A policy
could be applied at zone level, at group level or at user level. User level policy overrides group level policy.
Group level policy overrides zone level policy. Zone level policy overrides the global policy.

When the type of authentication database is “Local”, a policy is applied at per user basis. When the type of
database is NTDOMAIN or ONDEMAND, a policy is applied to the whole user database. When type of database
is RADIUS, a policy is mapped to a user group of a RADIUS class. The Class-Policy Mapping function will be
available to let the administrator assign a policy for a RADIUS Class attribute. When the type of database is
LDAP, a policy is applied to user group defined an attribute-value pair. The Attribute-Policy Mapping function will
be available to let administrator assign a policy for a LDAP Attribute. When the type of database is SIP, the

Policy selection function will be available to let the administrator assign a policy for all SIP users.
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Policy Configuration - Policy 1

Select Policy Policy 1 |»
Firewall Profile
Specific Route Profile
Schedule Profile
QoS Profile
Privilege Profile

Select Policy: Select a desired individual policy for configuration.

Firewall Profile: Global policy and each policy have a firewall service list and a set of firewall profile which
is composed of firewall rules.

Specific Route Profile: The default gateway of WAN1, WANZ2, or a desired IP address can be defined in a
policy. When Specific Default Route is enabled, all clients applied this policy will access the Internet
through this default gateway.

Schedule Profile: The Schedule table in a 7X24 format is used to control the clients’ login time. When
Schedule is enabled, clients applied policies are only allowed to login the system at the time which is
checked in the applied policy.

QoS Profile: Set up the information of Traffic Configuration, including Traffic Class, Total Downlink,
Individual Maximum Downlink, Individual Request Downlink, Total Uplink, Individual Maximum Uplink, and
Individual Request Uplink.

Privilege Profile: Include Maximum Concurrent Session for User, and Change Password Privilege.
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Firewall Profile: Click the button of Setting for Firewall Profile, the Firewall Configuration will appear.
Click Predefined and Custom Service Protocols to edit the protocol list. Click Firewall Rules to edit the

rules. Please refer to Global Policy section A for the same operations.

Policy 1 - Firewall Configuration

Predefined and Custom Service Protocols
Firewall Rules
a. Predefined and Custom Service Protocols: There are predefined service protocols available for
firewall rules editing. The administrator is able to add new custom service protocols by clicking Add,

and delete the added protocols with Select All and Delete operations.

Policy 1 - Service Protocols List

No. Name Description
1 ALL ALL

2 ALLTCP TCP; Source Port, 0~65534, Destination Port: 0~65535
3 ALL UDP LIDP; Source Port: 0~65535, Destination Port: 0~65535
4 ALL ICMP ICMP; Type: Any, Code: Any

g FTF TCRMDF; Destination Port: 20,21

i} HTTP TCRIUDR; Destination Port: 80

T HTTFS TCRIUDP; Destination Port: 443

8 FOFP3 TCF; Destination Port: 110

9 SMTF TCP; Destination Port; 25

10 DHCP UDF; Destination Port: 6768

(Total: 27y First Prev MNext Last

b. Firewall Routes: Click the number of Filter Rule No. to edit individual rules and click Apply to save
the settings. The rule status will show on the list. Check “Active” box and click Apply to enable that

rule.

Policy 1 - Firewall Rules

Source [PEEEE
) _ Encrypted )
No. Active Action Rule Name Service Schedule
Destination [Peree
Encrypted
ARY
O Block ALL Always
ARY
ARY
2 O Block ALL Always
ARY

Selecting the Filter Rule Number 1 as the example:
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Policy 1 - Edit Filter Rule

Rule Number 1
Rule Name
Source Destination
Interface Zone ALL v InterfaceZone ALL v
IP Address v 0.0.00 IP Address v 0.0.00
Subnet Mask 0.0.0.0 {0y A Subnet Mask 0.0.0.0 {0y ~
IPSec Encrypted O IPSec Encrypted O
MAC Address
Senvice Protocol ALL v
Schedule @ Always O Recuring O One Time

Action for Matched Packets (%) Black ) Pass

»  Rule Number: This is the rule selected “1”. Rule No. 1 has the highest priority; rule No. 2 has
the second priority, and so on.

»  Rule Name: The rule name can be changed here.

»  Source/Destination — Interface/Zone: There are choices of ALL, WAN1, WAN2, Default,
and the named Service Zones to be applied for the traffic interface.

»  Source/Destination — IP Address/Domain Name: Select the source and destination IP
addresses.

»  Source/Destination — Subnet Mask: Enter the source and destination subnet masks.

»  Source- MAC Address: The MAC address of the source IP address. This is for specific MAC
address filter.

»  Source/Destination — IPSec Encrypted: Check the box for only filtering on the encrypted
traffic.

»  Service Protocol: There are defined protocols in the service protocols list to be selected.

»  Schedule: When schedule is selected, clients assigned with this policy are applied the firewall
rule only within the time checked. There are three options, Always, Recurring and One Time.
Recurring is set with the hours within a week.

»  Action for Matched Packets: There are two options, Block and Pass. Block is to prevent

packets from passing and Pass is to permit packets passing.

B. Specific Route Profile: Click the button of Setting for Specific Route Profile, the Specific Route Profile
list will appear.
The Default Gateway of WAN1, WANZ2, or a desired IP address can be defined in a policy. When Default

Gateway is enabled, all clients applied this policy will access the Internet through this default gateway.

Policy 1 - Specific Default Route

Enable [] Default Gateway: | IP Address b
WiaNT Default Gateway

|Routes
Destination Gateway
Route No.
IP Address Subnet Netmask IP Address

1 255255255255 (f32) »

2 265,255.205.255 (32) »

»  Enable: Check this option to apply the Default Gateway.
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»  Default Gateway: Select the default gateway as WAN1, WAN2 or an assigned IP Address.
IP Address (Destination): The destination IP address of the host or the network.
»  Subnet Netmask: Select a destination subnet netmask of the host or the network.

» IP Address (Gateway): The IP address of the next router to the destination.

C. Schedule Profile: Click the button of Setting for Schedule Profile to enter the Schedule Profile list.
Select “Enable” to show the list. This function is used to restrict the hours the users can log in. Please
check the desired time slot and click Apply to save and enable the settings (on the screen below is shown
only for 0 to 02:59, but the system can be configured based on 24 hours, 00:00 to 23:59). These settings
will become effective immediately after clicking the Apply button. The Login Hours in a 7x24 format is used
to control the clients' login time. When Schedule is enabled, clients applied polices are only allowed to

login the system at the time which is checked in the applied policies.

() Enable O Disable

Policy 1 - Permitted Login Hours

HOUR SUN MON TUE WED THU FRI SAT
00:00~00:59
01:00~01:59
0200~02:58

D. QoS Profile: Click the button of Setting for QoS Profile to enter the Traffic Configuration.

Policy 1 - Traffic Configuration

Traffic Class BestEffort  »
Total Downlink Unlimited
Ill(li\-ri([l)l‘;s\inlﬂl'::is:‘xkillllllll Unlimited
Individual Request Downlink | Mone L
Total Uplink Lnlimited
Individual Maximum Uplink | Unlimited

Individual Request Uplink Mone w

»  Traffic Class: Each login user will be categorized into a policy. Each policy can choose its
own traffic class. There are four traffic classes: Voice, Video, Best-Effort and Background.
Voice and Video will be put into high priority queue. When select Best-Effort or Background, it
also can configure the Downlink and Uplink Bandwidth.

»  Total Downlink: The Total Downlink defines the maximum bandwidth allowed to share by
clients within the same policy.

» Individual Maximum Downlink: The Individual Maximum Downlink defines the maximum
bandwidth allowed for an individual client; the Individual Maximum Bandwidth can not exceed
the value of Total Bandwidth.

» Individual Request Downlink: The Individual Request Downlink defines the guaranteed
minimum bandwidth allowed for an individual client; the Individual Request Bandwidth can
not exceed the value of Total Downlink and Individual Maximum Downlink.

»  Total Uplink: The Total Uplink defines the maximum bandwidth allowed to share by clients
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within the same policy.

» Individual Maximum Uplink: The Individual Maximum Uplink defines the maximum
bandwidth allowed for an individual client; the Individual Maximum Uplink can not exceed the
value of Total Uplink.

» Individual Request Uplink: The Individual Request Uplink Bandwidth defines the
guaranteed minimum bandwidth allowed for an individual client; the Individual Request

Uplink can not exceed the value of Total Uplink and Individual Maximum Uplink.

Privilege Profile: Click the button of Setting for Privilege Profile to enter the Privilege Configuration

including Maximum Concurrent Session, and Change Password Privilege.

Policy 1 - Privilege Configuration

Maxinum Concurrent

- 500 L4 i
S Se55I0NS peruser

Change Password Privilege (O Enable &) Disable
»  Maximum Concurrent Sessions: The maximum number of concurrent sessions which is
allowed to be established by each user. Use the drop-down list to select the maximum
number of concurrent sessions which is allowed to be established by each user.

A session limit can be specified in each policy for service zones for authenticated users.

Note: For more information, please refer to Appendix J. Session Limit and Session Log.

» Change Password Privilege: When Change Password Privilege is enabled, the

authenticated Local users are allowed to change password via the Login Success Page.

73



Chapter 4. Web Interface Configuration

4.2.4 Additional Control

In this section, additional settings are provided for the administrator to the following for user management.

Additional Control

Idle Timeout (minutes). | 10 11420
User Session Control

Multiple Login [ i2utnzntization ostizns using On-demand and RADIUS databasss will not support this
function
Session Timeout (minutesy: | 120 1514240

Builtin RADIUS 0 1 meout (minutes): 10 .

Server Settings
Interim Update (minutes): 5

Customization Cedificate

Remaining Time " 2lUMEe O Enable &) Disable
HEICITE Tirne and Cut-off O Enable © Disable
MAC ACL Edit (Gontral list to manage which client devices are allowed to scoess the lagin page

User Session Control: Functions under this section applies for all general users.

Idle Timeout: Define the time that the system will log out users when users have been inactive for the time
period set in this field. This setting will be applied to all users.

Multiple Login: When Multiple Login is enabled, the same account can be logged in by different clients at the
same time. This function is not valid for On-demand Users Account and RADIUS Account.

Built-in RADIUS Server Settings

Session Timeout: Define the time that how long users who are authenticated by the built-in RADIUS server can
access the Internet since they logged in. The system will log out users after Session Timeout is reached.

Idle Timeout: Define the time that the system will log out users when users have been inactive for the time
period set in this field. This setting will be applied to users who are authenticated by the built-in RADIUS server.
Interim Update: The system supports to update records of users who are authenticated by the built-in RADIUS

server constantly based on the time interval set in this field.
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Customization: The system supports upload customized certificate to system.

Upload Private Key

File Name

Upload Certificate

File Name

Use Default Certificate |

Remaining Time Reminder: There is a Remaining Time Reminder supported by the system to remind users
that their accounts are about to cut-off within the set time. When Remaining Time Reminder is enabled, there will

be a message appearing on user’s screen to remind them.

Volume () Enable O Disable
Remaining Time L Mbyte  <Rangs: 1-10; Default: 1
Reminder Time and Cut-off ® Enable O Disable
5 minutes -(Rangs: 1-20; Default: 5

MAC ACL: Enter the MAC address of the network device. When MAC ACL is enabled, only the clients with their

MAC addresses listed in this list can log into the system.

Access Control List

O Enable & Disable

No. MAC Address No. MAC Address
1 2
3 4
5 1
7 8
9 10

11 12
13 14
18 16
17 18
19 20

(Total:40) First Prev Mest Last
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4.3 Access Points

This section provides information on the following functions: List, Discovery, Adding, Templates, Firmware and

Upgrade. It displays the information of the Access Points, such as the number of Total Managed AP, the number of

Down AP and the number of Associated Clients.

D-Link

Building Metworks for People

admin -

List

Discovery

Adding

Templates

Firmware

Upgrade

Access Peints

A list to show the information of each managed AP, including Type, Mame, IP Address,
MAC Address, and online Status. Functions in this section also include the operations
such as reboot, enable, disable, delete, apply a new template, and other configuration

This Discovery function is to manually or automatically detect the supported types of
APs when connected to the LAN ports and automatically assign a unigue IP address to
each AP discovered.

The Adding function is used to manually set up an AP via filling in the required
infarmation for that AP. The system provides 3 templates that can be used to simplify
the AP configuration.

3 AP sefting templates can be defined. These templates can be edited, saved, and
used in "Adding” and "Discovery” sections

The Firmware function provides the tools to see the AP firmware version and upload
new AP firmware into the system. The system stores up to three versions of AP
firmware

The Upgrade function allows administrators to uparade the AP firmware using the
firmware files stored in the system. Multiple AP firmware upgrade can be done at the
same time.

DSA-3600

Multi-Service Business Gateway

? Help

p‘ Logout

76



Chapter 4.3 Access Points

4.3.1 List

All of the supported managed APs (such as DWL-2100AP F/W version v2.2, v2.3) under management of the system
will be shown in the list. The list is empty during first setup. The administrator can add supported APs from
Discovery or the Adding tabs. After the APs are added, this list will show the current managed APs including AP
type, AP name, IP Address, MAC Address, Service Zone and Status. The administrator can reboot, enable, disable,
delete the managed APs, or apply template or apply service zone to them by checking the check box in front of each

individual AP or selecting all the APs together by checking the top check box.

Please Note: The supported managed AP may be varied for different DSA-3600 firmware version.

AP List
IP Address
o AP Type AP Name Service Zone Status
MAC Address
- 192.168.1.2 :
"] DWL-2100AP 21004 Default Offline

00:19:5B:36:E2:40

[ Reboot H Enable ][ Disahle H Delete ][ Apply Template ]

(Total: 1) First Prev Next Last

After adding an AP:

Check any AP and click the button below to Reboot, Enable, Disable, Delete, and Apply Template to the checked

AP.

* AP Name
The AP name will be shown as hyperlink. Click the hyperlink of each managed AP can have for configurations
about the specific AP. Click the hyperlink of the AP Name to have more configurations. There are four kinds of
settings available: General, LAN, Wireless LAN and Access Control. Click the hyperlink of each individual
setting to have further configurations.

* Service Zone
After the AP is added into AP List, the managed AP can be assigned to one or multiple service zone.

* Status:
Each AP’s status will be shown in this column. Click the hyperlink of the shown status of each managed AP to
see detailed status information about the specific AP, such as System Status, Service Zone Status, Wireless
Status, Access Control Status and Associated Client Status. The status includes:

(1) Online: The hyperlink of Online (Enabled) indicates that the AP is currently online and in service; Online
(Disabled) indicates that the AP is currently online but not ready in service.

(2) Offline: The AP is currently offline; for example: it is displayed as Offline when the power of the AP is off or
the network connection between the AP and the DSA-3600 is down.

(3) Configuring: Itis displayed as Configuring when the newly discovered AP is being added to the list (and
being configured) or new setting is being applied to the AP.

(4) Upgrading: The AP is undergoing firmware upgrade.
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(5) Lost/Unknown: After DSA-3600’s rebooting and before it tries to probe the AP and determine the exact

status, the status will be displayed as Lost or Unknown temporarily.

Enter the hyperlink of AP Name:

General Settings

AP Name 3100-1
General Remark Hone
Firmware ¥2.20

LAN Interface Settings

IP Address 192.168.1.3
LAN
Gateway 192.168.1.1
Wireless Interface Settings
Channel 3
Wireless LAN
Data Rate Auto

Access Control Settings

Status Disabled

Access Control
Number of

MAC Addresses
» General Setting: Click Setting to enter the General Setting interface. Revise the AP Name, Admin
Password and Remark here if desired. Firmware information can also be viewed here.

General Settings

Name 31001

Admin Password

Time Zone
SNTP (GMT+08:00) kuala Lumnpur, Singapore L
SHTP Server |P: 1311883221
SNMP Disahled
Systern Activity Enabled
Wireless Activity Enabled
Syslog
Motice Enahled «
Remote Syslog Dizabled
Firmware ¥2.20
Remark

» LAN: Click LAN to enter the LAN interface. Input the data of LAN including IP Address, Subnet Mask and
Default Gateway of AP.

LAN
IP Address 192168.1.100
Subnet Mask 2552552550
Default Gateway 182168.1.1 4

» Wireless LAN: Click Wireless LAN to enter the Wireless interface. The data of Properties and Security

need to be filled.
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Wireless
SSID Broadcast Enabled
Channel Auto v
Data Rate Auto v
Super G Mode Disahled v

Fragment Length

RTS Length

2345

(Default: 2246; Range: 256 ~ 22467

2346

(Default: 2345; Range: 256 ~ 2348)

100
(Default: 100; Range: 20 ~ 1000 m=ec)

Beacon Interval (ms)

1

Properties DTIM
(Default: 1, Range: from 1 to 255)
Preamble Short and Long »
Transmit Power Full -
Wireless BiG Mode Mixed L
Antenna Diversity Diversity w
WM Enabled
Load Balance Disabled
Link Integrate Disabled

Internal Station Connection | Enabled +

Properties:

SSID Broadcast: Select this option to enable the SSID to broadcast in your network. When configuring
the network, it is suggested to enable this function but disable it when the configuration is complete.
With this enabled, someone could easily obtain the SSID information with the site survey software and
get unauthorized access to a private network. With this disabled, network security is enhanced and can
prevent the SSID from being seen on networked.

»  SSID: The SSID is the unique name shared among all devices in a wireless network. The SSID
must be the same for all devices in the wireless network. It is case sensitive and has a maximum
length of 32 bytes.

Channel: Select the appropriate channel from the list to correspond with the network settings; for
example, 1 to 11 channels are suitable for the North America area.

Data Rate: The default is Auto. Available range is from 1 to 54Mbps. The rate of data transmission
should be set depending on the speed of the wireless network. Select from a range of transmission
speed or keep the default setting, Auto, to make the Access Point automatically use the fastest rate
possible.

Fragment Length: The fragmentation threshold determines whether packets will be fragmented. Enter
a value between 256 and 2346.

RTS Length: Enter a value between 256 and 2346. When wireless clients would like to send a packet
which is larger than this value, it transmits an RTS and waits for reply.

Beacon Interval (ms): Enter a value between 20 and 1000 msec. The default value is 100 milliseconds.
The entered time means how often the beacon signal transmission between the access point and the

wireless network.
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* DTIM Interval: Delivery Traffic Indication Message. Enter a value between 1 and 255.

* Preamble: Select Long Only or Short and Long. A short preamble is recommended for high-traffic
networks.

* Transmit Power: Select either Full, Half(-3dB), Quarter(-6dB), Eighth (-9dB) or Minimum (minimum
power).

* Internal Station Connection: Select either Enabled or Disabled. The connection allows clients to

communicate with each other when enabled.

Status

After clicking the hyperlink in the Status column, there are two areas of information shown: AP Status Summary
and AP Status Details. AP Status Summary includes AP Name, AP Type, LAN interface MAC address,
Wireless Interface MAC address, Report Time, SSID, Number of Associated Clients and Remark. AP
Status Details include System Status, LAN Status, Wireless LAN Status, Access Control Status and

Associated Client Status.

AP Status Summary

AP Name 3100-1
AP Type DiL-32004P
LAMN Intefface T4
MAC Address 00:19:5h:88:74:51
Wireless Interfface o nnTA-
MAC Address 00:19:5h:88:74:51
Report Time 2007-08-0918:32:46

Felix-3600-0 (Service Zone: f-dj
Felix-3600-1 {Serice Zone: -571)
SSID Felix-3600-2 {Service Zaone: f-522)
Felix-3600-3 {Service Zone: ff-523)
Felix-3600-4 {Service Zone: fiif-5£4)

Number of

Associated Clients 8

Remark

AP Status Details
System
LAN Interface
Wireless Interface
Access Control

Associated Clients

* AP Name: Mnemonic name of the specified AP.

* AP Type: This is the supported type of APs for centralized management.

* LAN Interface MAC Address: The LAN’s Media Access Control address.

* Wireless Interface MAC Address: The wireless LAN’s Media Access Control Address.

* SSID: The SSID is the unique name shared among all devices in a wireless network.

e System Status: The table shows the information about AP Name, AP Status and Last Reporting

Time.
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>

System
AP Name 3100-1
AP Status Online
Last Report Time 2007-08-09 18:34:47

* Last Reporting Time: The time when this summary is last updated.

LAN Interface Status: The table shows the information about IP Address, Subnet Mask and Gateway.

LAN Interface
IP Address 192.168.1.3
Subnet Mask 26625652550
Gateway 192.168.1.1

Wireless LAN Status: The table shows all of the related wireless information.

Wireless Interface

SSID dlinkecoes:
Se';l';zuz; ne Authentication WPANYPAZ Mixed
Encryption WiPA-PSK
SSID dlink-5Z1
Sem;;:; 120"9 Authentication Open System
Encryption Mone
SSID dlink-522
SeME;ZZone Authentication Shared Key
Encryption WEP
Beacon Interval (ms) 100
RTS Length 2346
Channel Auto
Data Rate Auto
Preamble Shart and Long

Access Control Status: The table shows the lists of MAC of clients under the control of the AP.

Access Control

Status Accept
Control List
1 00:00:00:00:00:00 2 00:00:00:00:00:00
3 00:00:00:00:00:00 4 00:00:00:00:00:00
5 00:00:00:00:00:00 [ 00:00:00:00:00:00
7 00:00:00:00:00:00 8 00:00:00:00:00:08

Associated Client Status: The table shows the clients connecting to the AP and the related information of

the client.

Associated Clients List

Mo. SSID MAC Address Username Band Authentication Signal Power Save Mode
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4.3.2 Discovery

Use this function to detect and manage all the supported APs in the network segment.

Discovery Settings

AP Type ChL-21004P * | (Supported Il w2 2080, v2.20na, v2 30y, w2.30na and v2 30)p; Hili
A

Interface Default

® Factory Default
IP Address: 192.168.0.50
Login ID: admin
Password: (Emptyd
O Manual

Admin Settings Used to
Discover

(P TR P T Start IP Address: |192.166.1.2

Discovery
Background AP Discovery
Status Disahled
Discovery Results
IP Address AP Name Template
AP Type Service Zone
MAC Address Password Channel

(Total: 0y First Prev Mext Last

* Discovery Settings
When the administrator tries to discover a new AP, select the AP Type and select the Interface (Service Zone)
first. If the system is set to Tag-Base mode, only Default Service Zone is available for AP Discovery. Second,
select Manual in Admin Settings Used to Discover field. If the AP is reset to default setting, please select
Factory Default, enter the current IP range of the APs, Login ID and Password. The IP of AP with factory default
setting is “192.168.0.50”. Then click Scan Now button. If the new AP has been discovered, it will appear in the
following Discovery Results list. If there is a warning message showing below the Discovery Settings, follow the

instructions to change configurations.

Note: Please refer to the datasheet for the supported APs (and the firmware version as well as the hardware

version).

Please fill in the required data.
> Interface: Select the default service zone of the interface where APs are connected and to be scanned.
» Admin Settings Used to Discover: Select Manual, enter the current IP range of the APs in IP Address
field if they are not in default value. The IP of AP with factory default setting is "192.168.0.50". If the AP
was discovered before, the IP address of the AP should have been changed. Please enter the right IP
address of the AP or reset the AP to default values. Login ID is the admin ID of the AP. Password is the

admin password of the AP. If the AP is in default value, just select Factory Default, system can discovery
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the APs.

» IP Addresses of APs after Discovery: It is the start IP address that will be assigned to the discovered
APs and it must be in the same segment of the selected ALN interface (Service Zone).

»  Scan Now: Click the Scan Now button and the APs that match the given settings will be shown in the
Discovered Results below. If any IP address among the IP range assigned for a specific AP is used, there
will be a warning message showing up. Please change the IP Addresses of APs after Discovery and
then click Scan Now again. For the desired AP, input the desired AP name and admin password, select
one template to apply, select the check box, and click Add to add the discovered AP to the List. For more

information about the template, please refer to 4.3.4 Templates.

Background AP Discovery

The system supports discovering APs periodically in background. The New IP Address Assignment and Access
to the AP Admin Interface configuration in Background Auto Discovery page are the same as in the Discovery
Settings. Click Configure and then select Enable to set the configuration. When Auto Adding AP to the list is
enabled, the system will add the discovered APs into the List table automatically and apply the selected
template in the Template Applied option to the AP. When the configurations are set as requirement, the system

will discover new APs periodically and automatically in background.

Click Configure to enter the Background AP Discovery page to have further configuration.

Discovery Settings

AP Type DWvL-2100AF ¥ | (Supported FUt w2 20eu, v2.20na, v2 30eu, v2.30na and v2.30]p; HI:
2y

Interface Default »

() Factary Default
IP Address: 192.168.0.50
Lagin ID: admin
Password: (Emptd

Admin Settings Used to
Discowver

) Manual
A chbes ot Nl e ]zl StartIP Address: |192.168.1.2
Discovery
Background AP Discovery
Status Enabled Configure
Background AP Discovery
AP Type DWl-21 00AP
Hew IP Address
Assignment Default 8
(&) Factory Default
) ) IP Address: 192.168.0.50
Admin Settings Used to Login D admin
Discover gin 2
Password: (Emphy)
O Manual
[P LTRSS W7 LIS Eii StartIP Address: |192.168.1.2
Discovery
Status O Enahle & Disable
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» New IP Address Assignment: Service Zone is the service zone where APs are connected to. Start IP
Address is the start IP address that will be assigned to the discovered APs and it must be in the same
segment of the selected LAN interface.

» Admin Settings Used to Discover: Select Manual, enter the current IP range of the APs in IP Address
field if they are in default value. The IP of AP with factory default setting is “192.168.0.50.”. If the AP was
discovered before, the IP address of AP should have been changed. Please enter the right IP address of
the AP or reset the AP to default values. Login ID is the admin ID of the AP. Password is the password of
the AP. If the AP is in default value, just select Factory Default, system can discovery the APs.

The Interface, Admin Settings Used to Discover and IP Addresses of APs after Discovery configurations
are the same as the settings mentioned above. Check Enable to have more configuration. Select Interval
setting from the drop-down menu to set the system to scan periodically according to this setting (the default
value is 10 minutes). If Auto Adding AP to the list is enabled, a new detected AP will be assigned an available
IP address from the IP address range set in IP Addresses of APs after Discovery and applied with the

selected template automatically.

Discovery Results

The discovered new APs will be listed here. The administrator can click Add button to register the APs to the
List for management. When the system’s Service Zone is set to Tag-based mode, service zones also can be
assigned here. After clicking Add, the current management page is directed to AP List, where the newly added
APs will show up with a status of “configuring”. It may take a couple of minute to see the status of the newly

added AP to change from “configuring” to “online” or “offline”.
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4.3.3 Adding

The administrator can add supported APs into the List table manually here. Enter the related information of the AP
and select a Template Applied. Click ADD and then the AP will be added to the List. Similar to the AP added after
discovery, a manually added AP will show up with a status of “configuring” in the AP List initially. The system will
attempt to configure the AP with the value specified. A couple of minutes later, the AP’s status will become “online” or
“offline” on the AP List.

Adding An AP to the List

AP Type DWL-21004F | (Supported FUN: v2.20eu, v2.20na, v2.208u, ¥2.30na and v2.20jp; HI:
a)
AP Name AP
Admin Password 1234
IP Address 192.168.1.10
MAC Address
Remark
Default
Senvice Zone sz
Cszz
Template Applied TEMPLATET
Channel Auto »

* AP Type: The type of supported AP.

* AP Name: The mnemonic name of the specific AP.

* Admin Password: The password of the AP for the system to access it.

* IP Address: The IP address of the AP.

* MAC Address: The Media Access Control (MAC) address of the AP.

* Remark: The administrator can add some extra information for the AP in this field if desired.

* Service Zone: When the system’s Service Zone is set to Tag-based mode, additional Service Zone field will be
here for assigning services zones to the AP.

* Template Applied: The template which will be applied to the AP.

* Channel: The Channel of the AP.
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4.3.4 Templates

A template is a model that can be copied to every AP without having to configure the each AP individually. The
administrator can configure the setting together in the template instead of logging the AP management interface to
set the configurations one by one. Click Edit to go to configuration. Select the AP type (if available) and one of the

three available templates, and then click Edit to have the Template Editing page.

Template Selection
DWL-2100AP * | (Supported FW: v2.202u, v2.20na, v2.202u, v2.30na and

v2.20je; HIW: Ad

Template Name TEMPLATE

AP Type

Except configuring all the template setting manually, copy the configuration of an AP to the template by selecting a
Copy Settings From and revise some settings is also acceptable. Please select None if configuring the whole
template from the draft is desired. Enter the Name and Remark (optional) and click Configure to have further
configuration.

After clicking Edit to enter the Details page, revise the configuration on demands such as SSID or Channel. About

other functions of Wireless part please refer to 4.3.1 List.

Template Editing

Name TEMPLATE
Copy Settings From Hone
Remark Template 1

* Template Editing
The administrator can set the template configuration manually or copy the configurations from a specific existing

managed AP by Copy Settings From option. Click Configure button to have detailed configurations.
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DWL-2100AP
DWL-2100AP includes all standards 802.11b/g only. The connection could be select to enable 802.11b/g or
disable. The DWL-2100AP is fully compatible with the IEEE 802.11b and 802.11g standards.

General
Subnet Mask 2552552550
Default Gateway 19216811
Enabled
Fublic Community: public
SNMP
Private Community private
User Status Motification: Disahle »
Systern Activity Enabled
Wireless Activity Enabled
SYSLOG
Maotice Enabled +
Remaote SYSLOG Server Disabled +
Wireless
SSID Broadcast Enabled «
Data Rate Auto “
Fragment Length 2346
(Default: 2346 Range: 256 ~ 2348)
RTS Length 2316
(Default: 2345; Range: 256 ~ 2348)
Beacon Interval {ms) iy
(Default: 100; Range: 20 ~ 1000 msec)
DTIM L
Properties [Default: 1, Range: from 1 to 2566)
Preamble Shortand Long
Transmit Power Full w
802.11g Only Dizahled
WM Enabled
Load Balance Disabled
Link Integrate Dizahled

Internal Station Connection | Enabled «

Access Control by MAC Address

Status Dizabled
Access Control List

Subnet Mask: The default is 255.255.255.0. All devices in the network must share the same subnet mask.
Default Gateway: The default is 192.168.1.1. Enter the gateway IP address for the network, typically a
router.

SNMP

» Public Community: When SNMP is enabled, modify the public community string.

» Private Community: When SNMP is enabled, modify the private community string.

» User Status Notification: Select Enable or Disable the notification.

SYSLOG

» System Activity: Select “Enable” to allow the logging of system actions, such as logging a firmware
upgrade.

Wireless Activity: Select “Enable” to allow the logging of any wireless clients that connect to the AP.

Notice: Select “Enable” to allow all other information to be logged.

Remote SYSLOG Server: If you require more space to hold your logs, please provide the IP address of
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the Server. The embedded memory can only have up to 300 logs.

Properties

>

SSID Broadcast: Select this option to enable the SSID to broadcast in your network. When configuring
the network, it is suggested to enable this function but disable it when the configuration is complete.
With this enabled, someone could easily obtain the SSID information with the site survey software and
get unauthorized access to a private network. With this disabled, network security is enhanced and can
prevent the SSID from being seen on networked.

Data Rate: The default is Auto. Available range is from 1 to 54Mbps. The rate of data transmission
should be set depending on the speed of the wireless network. Select from a range of transmission
speed or keep the default setting, Auto, to make the Access Point automatically use the fastest rate
possible.

Fragment Length: The fragmentation threshold determines whether packets will be fragmented. Enter
a value between 256 and 2346.

RTS Length: Enter a value between 256 and 2346. When wireless clients would like to send a packet
which is larger than this value, it transmits an RTS and waits for reply.

Beacon Interval (ms): Enter a value between 20 and 1000 msec. The default value is 100 milliseconds.
The entered time means how often the beacon signal transmission between the access point and the
wireless network. Beacons are packets sent by an access point to synchronize a network. Specify a
beacon interval value.

DTIM: Delivery Traffic Indication Message. Enter a value between 1 and 255. DTIM is a countdown
informing clients of the next window for listening to broadcast and multicast messages.

Preamble: Select Long Only or Short and Long. A short preamble is recommended for high-traffic
networks.

Transmit Power: Choose full, half (-3dB), 1quarter (-6dB), eighth (-9dB), minimum power.

WMM: WMM stands for Wi-Fi Multimedia, by enabling this feature. It will improve the user experience
for audio and video applications over a Wi-Fi network.

Load Balance: When enabled, you allow several APs to balance wireless network traffic and wireless
clients among APs in the networks. Assign each access point a different non-overlapping channel.

0 User Limit: Enter the number of the limit of load balancing users from 0~64.

Link Integrate: Enable or disable the feature.

Internal Station Connection: Select either Enabled or Disabled. The connection allows clients to
communicate with each other when enabled. If this is disabled, wireless stations of the selected band

are not allowed to exchange data through the access point.

Access Control by MAC Address: This function provides to control the clients’ devices that are allowed to

associate with the APs applied with the desired template setting. Choose Disabled or Enabled in the

Status column and enter the desired clients’ MAC addresses in the MAC Address List. When this function

is enabled, please make sure the MAC Address List is not empty.
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Access Control by MAC Address

Status Accept v

MAC Address List
1 10:20:30:40:50:60 2 00:00:00:00:00:00

II. DWL-3200AP v2.2
DWL-3200AP version 2.2 Templates settings allow users to configure General, Wireless Properties, Access
Control and wireless 802.11b/g mode settings. Compatible with the 802.11b standard to provide a wireless data
rate up to 11 Mbps, users can migrate the system to the 802.11g standard on their own schedule without

sacrificing connectivity.

General
Subnet Mask 255 256.256.0
Default Gateway 189216811
Time Zone
(GMT) Greenwich Mean Time ; Dublin, Edinburgh, Lisbon, London s
SN SNTPINTP Server P
Daylight Saving Time Disabled
Enahled
SNMP Puhblic Community: public
Private Cormmunity: private
System Activity Enabled
wireless Activity Enabled
SYSLOG
Matice Enahled
Remaote SYSLOG Server Disahled +
Wireless
SSID Broadcast Enabled
Data Rate Auto v
Fragment Length 2346
(Default: 2346; Range: 256 ~ Z3496)
RTS Length 216
(Default: 2346; Range: 256 ~ 2348)
100

Beacon Interval {ms)
(Default: 100; Range: 20 ~ 1000 msec)

Properties 1
DTIM
(Default: 1, Range: fram 1 to 255)
Preamble Shortand Long »
Transmit Power Full ~
Antenna Diver sity Diversity v
WMM Enabled |+
Internal Station Connection | Enabled |«
Access Control by MAC Address
Status Dizabled

Access Control List

Subnet Mask: The default is 255.255.255.0. All devices in the network must share the same subnet mask.
Default Gateway: The default is 192.168.1.1. Enter the gateway IP address for the network, typically a
router.

SNTP/NTP: The time server IP address, time zone, and the local time will be displayed.

» Time Zone: Select your time zone from the drop-down menu.
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» SNTP/NTP Server IP: Enter the IP address of a SNTP/NTP server.

» Daylight Saving Time: Check the box to enable daylight saving time.

SNMP

» Public Community: When enabled, change the Public Community Name here.

» Private Community: When enabled, change the Private Community Name here.

SYSLOG

» System Activity: Select “Enable” to allow the logging of system actions, such as logging a firmware
upgrade.

» Wireless Activity: Select “Enable” to allow the logging of any wireless clients that connect to the AP.

» Notice: Select “Enable” to allow all other information to be logged.

» Remote SYSLOG Server: If you require more space to hold your logs, please provide the IP address of
the Server. The embedded memory can only have up to 300 logs.

Properties

» SSID Broadcast: Select this option to enable the SSID to broadcast in your network. When configuring
the network, it is suggested to enable this function but disable it when the configuration is complete.
With this enabled, someone could easily obtain the SSID information with the site survey software and
get unauthorized access to a private network. With this disabled, network security is enhanced and can
prevent the SSID from being seen on networked.

» Data Rate: The default is Auto. Available range is from 1 to 54Mbps. The rate of data transmission
should be set depending on the speed of the wireless network. Select from a range of transmission
speed or keep the default setting, Auto, to make the Access Point automatically use the fastest rate
possible.

» Fragment Length: The fragmentation threshold determines whether packets will be fragmented. Enter
a value between 256 and 2346.

» RTS Length: Enter a value between 256 and 2346. When wireless clients would like to send a packet
which is larger than this value, it transmits an RTS and waits for reply.

» Beacon Interval (ms): Enter a value between 20 and 1000 msec. The default value is 100 milliseconds.
The entered time means how often the beacon signal transmission between the access point and the
wireless network. Beacons are packets sent by an access point to synchronize a network. Specify a
beacon interval value.

» DTIM: Delivery Traffic Indication Message. Enter a value between 1 and 255. DTIM is a countdown
informing clients of the next window for listening to broadcast and multicast messages.

» Preamble: Select Long Only or Short and Long. A short preamble is recommended for high-traffic
networks.

» Transmit Power: Select either Full, Half(-3dB), Quarter(-6dB), Eighth (-9dB) or Minimum (minimum
power). This tool can be helpful for security purpose if you wish to limit the transmission range.

» Antenna Diversity: Radio is connected to each antenna and supports auto diversity mode by default.

The access point will auto switch to the antenna with better RSSI value.
o Diversity: The AP will auto switch to the antenna with better RSSI value.

o Left Antenna: The AP will not switch antenna and the radio will use the left antenna to transmit and
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receive packets.
0 Right Antenna: AP won’t switch antenna and the radio will use the right antenna to transmit and
receive packets.
» WMM: WMM stands for Wi-Fi Multimedia, by enabling this feature. It will improve the user experience
for audio and video applications over a Wi-Fi network.
» Internal Station Connection: Select either Enabled or Disabled. The connection allows clients to

communicate with each other when enabled.

Access Control by MAC Address: This function provides to control the clients’ devices that are allowed to
associate with the APs applied with the desired template setting. Choose Disabled or Enabled in the
Status column and enter the desired clients’ MAC addresses in the MAC Address List. When this function

is enabled, please make sure the MAC Address List is not empty.

Access Control by MAC Address

Status Accept v

MAC Address List

1 10:20030:4 0050060 2 00:00:00:00:00:00
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DWL-3200AP v2.3+

DWL-3200AP version 2.3 Templates settings allow users to configure wireless 802.11b/g mode settings.
Compared with DWL-3200 v2.2, DWL-3200AP 2.3+ enables users to configure SNMP of General settings and
adding the properties of Load Balance and Link Integrate. Due to firmware upgrade issues between
DWL-3200AP v2.20 and v2.30 itself, the system treats DWL-3200AP v2.20 and v2.30 as two different AP types
and names DWL-3200AP v2.20 as DWL-3200AP-v2.2 and DWL-3200AP v2.30 as DWL-3200AP-v2.3+.
Moreover, firmware upgrade from DWL-3200AP v2.20 to v2.3 is NOT supported by the system.

General
Subnet Mask 2552552550
Default Gateway 192.168.1.1
Time Zone

(GMT) Greenwich Mean Time : Dublin, Edinburgh, Lishon, London

SHIRNIE SNTRINTP Server IF:
Davylight Saving Time Disabled
SNMP Dizabled
Systern Activity Enabled
Wireless Activity Enabled
SYSLOG
Motice Enahled
Remate SYSLOG Server Disahled
SMTP Disabled
Wireless
SSID Broadcast Enabled
Data Rate Auta ~
Fragment Length 2346
(Default: 2345, Range: 256 ~ 2348)
RTS Length 2348
(Default: 2346, Range: 256 ~ 2346)
Beacon Interval {ms) i
(Default: 100; Range: 20 ~ 1000 mses)
1
DTIM
Properties (Cefault: 1. Range: from 1 to 2551
Preamble Shortand Long
Transmit Power Full -
Antenna Diversity Diiversity v
WM Enabled
Load Balance Disabled
Link Integrate Disahled

Internal Station Connection | Enabled

Access Control by MAC Address

Status Disabled

Access Control List h

Subnet Mask: The default is 255.255.255.0. All devices in the network must share the same subnet mask.
Default Gateway: The default is 192.168.1.1. Enter the gateway IP address for the network, typically a
router.

SNTP/NTP: The time server IP address, time zone, and the local time will be displayed.

» Time Zone: Select your time zone from the drop-down menu.

» SNTP/NTP Server IP: Enter the IP address of a SNTP/NTP server.

» Daylight Saving Time: Check the box to enable daylight saving time.
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SNMP

» Public Community: When enabled, change the Public Community Name here.

» Private Community: When enabled, change the Private Community Name here.

SYSLOG

» System Activity: Select “Enable” to allow the logging of system actions, such as logging a firmware
upgrade.

» Wireless Activity: Select “Enable” to allow the logging of any wireless clients that connect to the AP.

» Notice: Select “Enable” to allow all other information to be logged.

» Remote SYSLOG Server: If you require more space to hold your logs, please provide the IP address of
the Server. The embedded memory can only have up to 300 logs.

SMTP

» SMTP Server IP: IP address of SMTP Server

» SMTP Sender: The sender’s Email address

» SMTP Recipient: The receiver’'s Email address

Properties

» SSID Broadcast: Select this option to enable the SSID to broadcast in your network. When configuring
the network, it is suggested to enable this function but disable it when the configuration is complete.
With this enabled, someone could easily obtain the SSID information with the site survey software and
get unauthorized access to a private network. With this disabled, network security is enhanced and can
prevent the SSID from being seen on networked.

» Data Rate: The default is Auto. Available range is from 1 to 54Mbps. The rate of data transmission
should be set depending on the speed of the wireless network. Select from a range of transmission
speed or keep the default setting, Auto, to make the Access Point automatically use the fastest rate
possible.

» Fragment Length: The fragmentation threshold determines whether packets will be fragmented. Enter
a value between 256 and 2346.

» RTS Length: Enter a value between 256 and 2346. When wireless clients would like to send a packet
which is larger than this value, it transmits an RTS and waits for reply.

» Beacon Interval (ms): Enter a value between 20 and 1000 msec. The default value is 100 milliseconds.
The entered time means how often the beacon signal transmission between the access point and the
wireless network.

» DTIM: Delivery Traffic Indication Message. Enter a value between 1 and 255.

» Preamble: Select Long Only or Short and Long. A short preamble is recommended for high-traffic
networks.

» Transmit Power: Select either Full, Half(-3dB), Quarter(-6dB), Eighth (-9dB) or Minimum (minimum
power). This tool can be helpful for security purpose if you wish to limit the transmission range.

» Antenna Diversity: Radio is connected to each antenna and supports auto diversity mode by default.

The access point will auto switch to the antenna with better RSSI value.
o0 Diversity: The AP will auto switch to the antenna with better RSSI value.

o Left Antenna: The AP will not switch antenna and the radio will use the left antenna to transmit and
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receive packets.
0 Right Antenna: AP won’t switch antenna and the radio will use the right antenna to transmit and
receive packets.
» WMM: WMM stands for Wi-Fi Multimedia, by enabling this feature. It will improve the user experience
for audio and video applications over a Wi-Fi network.
» Load Balance: When enabled, you allow several APs to balance wireless network traffic and wireless
clients among APs in the networks. Assign each access point a different non-overlapping channel.
0 User Limit: Enter the number of the limit of load balancing users from 0~64.
» Link Integrate: Enable or disable the feature.
» Internal Station Connection: Select either Enabled or Disabled. The connection allows clients to
communicate with each other when enabled. If this is disabled, wireless stations of the selected band

are not allowed to exchange data through the access point.

Access Control by MAC Address: This function provides to control the clients’ devices that are allowed to
associate with the APs applied with the desired template setting. Choose Disabled or Enabled in the
Status column and enter the desired clients’ MAC addresses in the MAC Address List. When this function

is enabled, please make sure the MAC Address List is not empty.
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IV DWL-8200AP
DWL-8200AP Templates settings allows users to configure 802.11a and 802.11b and g mode settings. The
connection could be select to enable 802.11a, 802.11b/g, or disable. Compatible with 802.11a, 802.11b and
802.11g Devices that is fully compatible with the IEEE 802.11a, 802.11b and 802.11g standards, the
DWL-8200AP can connect with existing 802.11b-, 802.11g- or 802.11a-compliant wireless network adapter

cards. It is compatible with the 802.11b standard to provide a wireless data rate of up to 11Mbps.

Subnet Mask 255.255.255.0
Default Gateway 182.168.1.1
Time Zone

(GMT) Greenwich Mean Time : Dublin, Edinburgh, Lisbon, London s

General

SHTPMTR SHTPINTP Server IP:
Daylight Saving Time Disabled
SHIMP Disabled v
Swsterm Activity Enabled
Wireless Activity Enabled
SYSLOG
Motice Enabled
Remote SYSLOG Server Disabled v
SMTP Disahled »
Wireless
Global Settings
SSID Broadcast Enahled
Internal station connection
between 802.11a & Disabled
802.119
Antenna Diversity Enzhled +
Load Balance Disabled +

Data Rate

Fragment Length

RTS Length

Beacon Interval (ms)

DTIM

Transmit Power

Properties
WM

Internal Station Connection

Data Rate

Fragment Length

RTS Length

Beacon Interval (ms)

DTIM

Preamble

Transmit Power

WM

802.11a Mode Settings
Auto v
2346
(Default 2348; Rangs: 256 ~ 2348)

2346
(Default: 2348; Range: 256 ~ 2345)

100
(Default: 100; Range: 20 ~ 1000 msec)

1
(Default 1, Range: fram 1 to 256

Full ~
Enahbled

Enabled

802.119 Mode Settings

Auto e

2346
(Default: 2396; Range: 256 ~ 2348)
2346
(Default 2398; Range: 256 ~ 2346)
100

(Default: 100; Range: 20 ~ 1000 msec)

1
(Default: 1, Range: fram 1 to 255

Shortand Long »
Full L

Enahbled

Internal Station Connection | Enahled

Access Control by MAC Address

Status Dizabled

Access Control List

Subnet Mask: The default is 255.255.255.0. All devices in the network must share the same subnet mask.

Default Gateway: The default is 192.168.1.1. Enter the gateway IP address for the network, typically a

router.

SNTP/NTP: The time server IP address, time zone, and the local time will be displayed.
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» Time Zone: Select your time zone from the drop-down menu.

» SNTP/NTP Server IP: Enter the IP address of a SNTP/NTP server.

» Daylight Saving Time: Check the box to enable daylight saving time.

SNMP

» Public Community: When enabled, change the Public Community Name here.

» Private Community: When enabled, change the Private Community Name here.

SYSLOG

» System Activity: Select “Enable” to allow the logging of system actions, such as logging a firmware

upgrade.

» Wireless Activity: Select “Enable” to allow the logging of any wireless clients that connect to the AP.

» Notice: Select “Enable” to allow all other information to be logged.

» Remote SYSLOG Server: If you require more space to hold your logs, please provide the IP address of

the Server. The embedded memory can only have up to 300 logs.

SMTP

» SMTP Server IP: IP address of SMTP Server

» SMTP Sender: The sender’s Email address

» SMTP Recipient: The receiver’'s Email address

Properties
Global Settings

» SSID Broadcast: Select this option to enable the SSID to broadcast in your network. When configuring
the network, it is suggested to enable this function but disable it when the configuration is complete.
With this enabled, someone could easily obtain the SSID information with the site survey software and
get unauthorized access to a private network. With this disabled, network security is enhanced and can
prevent the SSID from being seen on networked.

» Internal Station Connection between 802.11a & 802.11g: Enabling this feature allows devices on the
802.11a network, to exchange data with devices on the 802.11g network through Access Point. If
disabled, a partition is created between the networks within the Access point. This feature is only
available when both 11a and 11g are both in Access Point mode.

» Antenna Diversity: When enabled, each radio will automatically switch to the antenna with the greatest
RSSI value. When disabled, each radio will use its main antenna.

» Load Balance: When enabled, you allow several APs to balance wireless network traffic and wireless
clients among APs in the networks. Assign each access point a different non-overlapping channel.

0 User Limit: Enter the number of the limit of load balancing users from 0~64.
802.11a Mode Settings:

» Data Rate: The default is Auto. Available range is from 1 to 54Mbps. The rate of data transmission
should be set depending on the speed of the wireless network. Select from a range of transmission
speed or keep the default setting, Auto, to make the Access Point automatically use the fastest rate
possible.

» Fragment Length: The fragmentation threshold determines whether packets will be fragmented. Enter
a value between 256 and 2346.
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» RTS Length: Enter a value between 256 and 2346. When wireless clients would like to send a packet
which is larger than this value, it transmits an RTS and waits for reply.

» Beacon Interval (ms): Enter a value between 20 and 1000 msec. The default value is 100 milliseconds.
The entered time means how often the beacon signal transmission between the access point and the
wireless network.

» DTIM: Delivery Traffic Indication Message. Enter a value between 1 and 255. DTIM is a countdown
informing clients of the next window for listening to broadcast and multicast messages.

» Transmit Power: Select either Full, Half(-3dB), Quarter(-6dB), Eighth (-9dB) or Minimum (minimum
power). This tool can be helpful for security purpose if you wish to limit the transmission range.

»  WMM: WMM stands for Wi-Fi Multimedia, by enabling this feature. It will improve the user experience
for audio and video applications over a Wi-Fi network.

» Internal Station Connection: Select either Enabled or Disabled. The connection allows clients to
communicate with each other when enabled.
802.11g Mode Settings

» Data Rate: The default is Auto. Available range is from 1 to 54Mbps. The rate of data transmission
should be set depending on the speed of the wireless network. Select from a range of transmission
speed or keep the default setting, Auto, to make the Access Point automatically use the fastest rate
possible.

» Fragment Length: The fragmentation threshold determines whether packets will be fragmented. Enter
a value between 256 and 2346.

» RTS Length: Enter a value between 256 and 2346. When wireless clients would like to send a packet
which is larger than this value, it transmits an RTS and waits for reply.

» Beacon Interval (ms): Enter a value between 20 and 1000 msec. The default value is 100 milliseconds.
The entered time means how often the beacon signal transmission between the access point and the
wireless network. Beacons are packets sent by an access point to synchronize a network. Specify a
beacon interval value.

» DTIM: Delivery Traffic Indication Message. Enter a value between 1 and 255. DTIM is a countdown
informing clients of the next window for listening to broadcast and multicast messages.

» Preamble: Select Long Only or Short and Long. A short preamble is recommended for high-traffic
networks.

» Transmit Power: Select either Full, Half(-3dB), Quarter(-6dB), Eighth (-9dB) or Minimum (minimum
power). This tool can be helpful for security purpose if you wish to limit the transmission range.

»  WMM: (Wi-Fi Multimedia) Improve the user experience for audio, video and voice applications over a
Wi-Fi network. WMM is based on a subnet of the IEEE 802.11e WLAN QoS draft standard.

» Internal Station Connection: Select either Enabled or Disabled. The connection allows clients to
communicate with each other when enabled. If this is disabled, wireless stations of the selected band

are not allowed to exchange data through the access point.

Access Control by MAC Address: This function provides to control the clients’ devices that are allowed to

associate with the APs applied with the desired template setting. Choose Disabled or Enabled in the
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Status column and enter the desired clients’ MAC addresses in the MAC Address List. When this function

is enabled, please make sure the MAC Address List is not empty.

Access Control by MAC Address

Status Accept v

MAC Address List

1 10:20030:4 0050060 2 00:00:00:00:00:00
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4.3.5 Firmware

This is where AP’s firmware can be uploaded. The current firmware can also be downloaded to the local storage if

required.

The system supports the firmware management of APs to upload new firmware, delete the existing firmware, and

download the firmware to managed APs. Note that the AP’s firmware version must be one that has been integrated.

Firmware Upload

File Name Upload
List
File Name
AP Type Version Size Actions
Checksum

* Firmware Upload
0 File Name: The name of the AP firmware to be uploaded. Click Browse to select an AP firmware
file to upload.
0 Upload: Click Upload button to upload the file from a local disk to the system.
* List: All uploaded firmware will be listed here.

0 File Name: The name of the AP firmware has been uploaded.

0 Checksum: The automatically detected security identification of the firmware.
o0 AP Type: The AP type of the firmware.
o0 Version: The version of the firmware.
0 Size: The file size of the firmware.
o Download: Click Download to save the selected firmware to local disk.
x|
D pou want to save this file?
BN e o

From: 10.2.3.112

Save T Cancel

harm pour computer. If you do not tust the source, do not save thiz

@ While files from the Internet can be useful, some fileg can potentially
file. ‘what’s the rizk?

o0 Delete: Click Delete to delete the selected firmware from the system.
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4.3.6 Upgrade

The administrator can upgrade the firmware of selected APs individually or at the same time by checking the check
box of the APs in Selection column. Note that both the version before upgrade and the next version must be ones
that have been integrated with the system. Check the APs which need to be upgraded and select the upgrade

version of firmware, and click Apply to upgrade firmware.

List

Last Upgraded

Hame Type Version Time

Hext Version Selection

* Last Upgraded Time: The time when the AP was last upgraded.

* Next Version: The firmware version to be upgrade to the AP.
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4.4 Network

This section provides information on NAT, Privilege, Monitor IP, Walled Garden, Proxy Server, DDNS, Client
Mobility and VPN. It displays the information of the interfaces. For WAN1 and WAN2, it will show the IP Address

and the connection Status. For LAN Ports, it will show the IP Address, SSID and Status of each Service Zone.

D-Link » : DSA-3600

Building Networks for People 4 " " Multi-Service Business Gateway

- ? Help E Logout

Network Configuration

The NAT function supports 3 types of network address translation: DMZ{Demilitarized
Zong), Public Accessible Server and IP/Port Redirect.

The Privilege function supports two types of privilege list based on IP address and
Privilege MAC address. Devices specified in the list require NO authentication to access the
Walled Garden network.
Praxy Server

Up to 40 IP addresses can be defined in the Monitor IP function. System can moniter
these IP based network devices and periodically report online status via email based
on a configurable interval. These monitored devices can be accessed via HTTP or
HTTPS connection. The management interface of the monitored device can be
accessed via a hyperlink of device's IP address when the system is operated under
NAT mode.

Maonitor IP

Up to 20 domain names/IP addresses can be defined in the list. Authentication is MOT
required for users to access these domains andior URLs.

Walled Garden

Proxy Server System supports up to 10 external proxy servers
DDNS System supports dynamic DNS (DDNS) feature.

Client Mobility System supports IP plug-and-play(PMP).

There are 3 types of VPN connection supported in the system, including Local VPN,
Remote VPN, and Site-to-Site VPN, For the local VPN, an IPSec tunnel can be
established between the system and the client located at the LAN side. For the
Remote VPN, 3 PPTP tunnel can be established between the system and the remate
user over the Internet. For the Site-to-Site VPN, an IPSec tunnel can be constructed to
be usedto connect to other IPSec capable device over the Internet.

e VPH
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Chapter 4. Web Interface Configuration

4.4.1 NAT

There are three functions that need to be set here: DMZ (Demilitarized Zone), Public Accessible Server and

Port and Redirect.

Network Address Translation

DNZ [Demilitarized Zone)

Public Accessible Server

Port and IP Redirect

=  DMZ (Demilitarized Zone)

The administrator can define mandatory external to internal IP mapping using this function, so that a client on
the WAN side network can access the private machine by accessing the external IP. Choose to enable
Automatic WAN IP Assignment by checking the Enable check box and enter the Internal IP address. When
Automatic WAN IP Assignment function is enabled, accessing WAN1 will be mapped to access the Internal
IP Address. For Static Assignments, enter Internal and External IP Addresses as a set and choose to use
WAN1 or WAN2 for the External Interface from the drop-down menu. These settings will become effective

immediately after clicking the Apply button.

Automatic WAN IP Assighment

Enable External IP Address External Interface Internal IP Address

OJ WUAN

Static Assighments

No. External IP Address External Interface Internal IP Address
1 WANT
2 WANT v
3 WANT W
4 WANT
i WANT W

®  Public Accessible Server

The administrator can set up virtual servers using this function, so that the computers not belonging to the
managed network can access the servers in the managed network via WAN port IP of DSA-3600. Enter the
External Service Port, Local Server IP Address and Local Server Port accordingly. Depending on the
different services selected, the network service will be able to use the TCP protocol or the UDP protocol. In the
Enable column, check the desired server to be enabled. These settings will be effective immediately after

clicking the Apply button.
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No.

External Service Port

®  Port and IP Redirect

When users attempt to connect to the port of a Destination IP Address listed here, the connection packet will

Public Accessible Server

Local Server IP Address

Local Server Port

Type
QO TCP
O UDP

O TCP
O UDP
O TCP
O UDF
O TCP
O UDP
O TCP
O UDP

Enable

O

O

be converted and redirected to the port of the Translated to Destination IP Address. Enter the IP Address

and Port of Destination, and the IP Address and Port of Translated to Destination accordingly. Depending

on the different services selected, choose the TCP protocol or UDP protocol. These settings will become

effective immediately after clicking Apply.

No.

Destination

IP Address

Port and IP Redirect

Port

Translated to Destination

IP Address

Port

Type

Q ToP
O UDP
O TCP
O Upp
Q ToP
O UDP
O TCP
O Upp

O TCP
O UDP
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4.4.2 Privilege

The DSA-3600 provides two Privilege Lists, IP Address List and MAC Address List. The administrator can add
desired IP addresses and MAC addresses in these lists using the Privilege List function. The IP addresses and MAC

addresses in these lists are allowed to access the network without authentication.

Privilege List
IP Address List

MAC Address List

= |P Address List
Clients in the IP Address List are allowed to access the Internet directly without authentication. Remark is

optional but useful for tracking purpose. These settings will be effective immediately after clicking Apply.

Granted Access by IP Address

No. IP Address Remark

10

(Total: 100) First Prew Mext Last

Warning: Permitting specific IP addresses to have network access rights without going through standard

authentication process may result in security problems.

=  MAC Address List
Clients in the MAC Address List are allowed to access the Internet directly without authentication. Enter the

MAC address (in format: xx:xx:xx:xx:xx:xx) and the remark (optional) accordingly. These settings will be

effective immediately after clicking Apply.
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Granted Access by MAC Address

No. MAC Address Remark

(Total: 100y First Prev Mext Last

Warning: Permitting specific MAC addresses to have network access rights without going through standard

authentication process may result in security problems.
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4.4.3 Monitor IP

The DSA-3600 will send out a packet periodically to monitor the connection status of the IP addresses on the list. If
the monitored IP address does not respond, the system will send an e-mail to notify the administrator that such
destination is not reachable. After entering the related information, click Apply and these settings will become

effective immediately.

The Monitor IP supported by the system can monitor the devices in this list by pinging them periodically. The
administrator can use this function to monitor third-party APs or any other IP devices. Enter the IP addresses of the
devices that the administrator wants to monitor and click the Apply button. When the administrator logs in the
system, click the Monitor Now button to execute the monitor action manually and a new page with status of
monitored devices will appear. The red dots mean the devices are unreachable and the green dots mean the
devices are reachable and alive. A notification e-mail of the monitored status can be set to notify the administrator in
a set interval. For more information, please refer to E-mail & SYSLOG in Status category. For monitored devices on
LAN, such as third-party APs or web cameras with built-in web-based administrative interface, hyperlinks can be
created for the administrator to access the administrative interface of the devices by clicking the Create button in the

Hyperlink column. This hyperlink function enables the administrator to manage the devices from WAN easily.

Monitor IP List

No. Protocol IP Address Hyperink No.  Protocol IP Address Hyperlink
1 [ntp v 2 [ntp v
32 [ntp v 4 [nttp v
5 [ntp ~ 8 |nttp v
7 |ntp g |nttp
9 [ntp v 10 [ntp
1 nttp v 12 |ntp v
13 [ntp v 14 [hitp v
15  [nttp |v 16 [ntp |
17 nttp v 18 |ntp v
19 [ntp v 20 [ntp v
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When the Monitor Now button is clicked, Monitor IP Results page will appear. If the entered IP address is
unreachable, a red dot under Result field will appear. A green dot indicates that the IP address is reachable and
alive.

Monitor 1P Results
P P Rddress Rl

w2 InE. T IS4 [ ]
1661110
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4.4.4 Walled Garden

This function allows clients of specified addresses or domain names to access the Internet before login and
authentication. Users without network access right in this list can make use of the actual network service free of

charge.

Enter the IP Address or Domain Name of the websites in the list. The settings will be effective immediately after

clicking Apply.
The Walled Garden supported by the system provides free surfing areas for clients to access before they are

authenticated by the system. For example, on-demand users without the network access right in hotels can still have

a chance to experience the actual network service free of charge.

Walled Garden List

No. Domain Name/lP Address No. Domain NamellP Address
1 2
3 4
5 B
7 8
9 10
1 12
13 14
15 16
17 18
19 20

Caution: To use domain names in list, a DNS server must first be configured in the network in order for this function

to work.
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4.4.5 Proxy Server

The system provides a Build-in Proxy Server and External Proxy Server function. Under its security management,
the system will match the proxy setting of External Proxy Servers list to the clients' proxy setting in their browsers.
If no matching, the clients will not be able to get the login page and thus unable to access the network. If there is
matching, then the clients will be directed to the system first for authentication. After successful authentication, the

clients’ will be redirected back to the desired proxy servers.

External Proxy Servers

Ho. IP Address Port

10

Redirect Outgoing Proxy Traffic to Built-in Proxy Server

Built-in Proxy Server (O Enable (¥ Disable

* External Proxy Servers: The system will match the proxy setting of the External Proxy Servers list to the
clients’ proxy setting if the setting is found in their browsers. If no matching is found, the clients will not be able to
get the login page nor access the network. If a matching is found, the clients will first be directed to the system
for authentication, and upon successful authentication, redirect the clients back to the desired proxy servers.

* Redirect Outgoing Proxy Traffic To Built-in Proxy Server: The DSA-3600 has a built-in proxy server. If this
function is enabled, the clients will be forced to treat the DSA-3600 as the proxy server regardless of the clients’

original proxy settings, and all traffic will be redirected through the built-in proxy server.

Note: For more information about setting up the proxy servers, please refer to Appendix C. Proxy Configuration.
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4.4.6 DDNS

The system provides a convenient dynamic DNS function to translate the IP address of WAN port to a domain name
that helps the administrator memorize and connect to WAN1 port. When the DDNS is enabled, the system will
update the newest IP address regularly to the DNS server if the WAN1 interface is set to Dynamic. These settings

will become effective immediately after clicking Apply.

Dynamic DNS
DONS (O Enable () Disable
Provider DynDMS. org(Dynamic) s

Host Name
Username/E-mail

Password/Key

* DDNS: Dynamic DNS, choose to enable or disable this function.

* Provider: Select the DNS provider.

* Host name: The IP address/domain name of the WAN port.

* Username/E-mail: The register ID (username or e-mail) for the DNS provider.

* Password/Key: The register password for the DNS provider.

Note: The fields with red asterisks are required to be filled in.

110




Chapter 4.4 Network

4.4.7 Client Mobility

The DSA-3600 supports IP PNP function. When enabled, this function allows clients with fixed or assigned IP
address to authenticate through the DSA-3600 to access the network. By enabling IP PNP, a PC with a static IP

address will be able to access the network even if the system enables the built-in DHCP server. No TCP/IP

reconfiguration is needed.
Client Mobility

IP PNP ) Enable & Disable

* |IP PNP: When IP PNP is enabled, a PC with a static IP address can still access the network even the system

enables built-in DHCP server. No TCP/IP reconfiguration is needed.
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4.4.8 VPN

Virtual Private Network (VPN) is designed to increase the security of information transferred over the Internet. VPN
can work with wired or wireless networks and dial-up connections over POPS. It can create a private encrypted
tunnel from the end user's computer, through the local wireless network and the Internet, to corporate servers and
databases. There are 3 types of VPN connection supported by this system: Local, Remote, and Site-to-Site.
Windows Vista clients are able to use VPN from local and remote. Windows Vista’s local VPN is implemented via
PPTP in this release and named as “Local PPTP VPN” because Windows Vista’s IPSec tunnel mode behaves
differently from Windows XP and 2000. Local PPTP VPN uses the configuration of Remote VPN. When Remote
VPN is disabled, Windows Vista’s clients can only use non-IPSec login even though this user is configured as Local
VPN required.

VPN Settings

Local VPN
Remote VPN

Site-to-Site VPN

= Local VPN

Local VPN allows a user to create the VPN tunnel between the user's device and DSA-3600, to encrypt the data
transmission. In addition, only when this function is enabled (Active) here do users of the entire system are able
to use Local VPN. Local VPN users can also be isolated from each other when VPN Client Isolation is enabled.

For more information on Local VPN, please refer to Appendix H. Local VPN.

Local VPN For The Entire System

Active () Enahle O Disahle

VPN Client Isolation ) Enahle & Disahle

IPSec Parameters

Encryption () DES ® 3-DES
Integrity & mos O SHAA
Diffie-Hellman @ croup 1 O Group 2

= Remote VPN

When the setting is enabled, the system allows the VPN tunnel between a remote client and the system to
encrypt the data transmission via PPTP. The system’s VPN supports end-users’ devices under Windows 2000,
Windows XP SP1, SP2 and Windows Vista. Start IP field must be entered when enabled. The Client Policy,
Supported Authentication Servers and the Remote VPN login page also can be customizing here. Check the
Enable or Disable radio button in the Active column to activate or deactivate this function. If the Remote VPN

function is enabled, enter the Start IP in the Client IP Address Range column.

Note: Vista users have to check enable in the Active column.

112



Chapter 4.4 Network

SIP transparent proxy will help the SIP traffic of authenticated Remote VPN users when the SIP service is

enabled in the last service zone. Remote users can use SIP when SIP Configuration here is enabled.

Active

IP Address Range
Assignment

SIP Configuration
Authentication Options

Client Policy

Client Login Page

=2

A

= Sjte-to-Site VPN

B\

Remote VPN For The Entire System

(O Enable (& Disable

Start IP Address; | 192.168.6.2 FSuppert up to 10 PPTP connections.)

Enahle [] WisN Interface WAN1
Auth Option Auth Database Postfix Default Enabled
Serer 1 LOCAL local (O]
Server 2 FOP3 pop3 &
Serer 3 RADIUS radius &
Semer 4 LDAP Idap &
Folicy 1«
Username: '
Password: |

[

When the setting is enabled, the system will enable the IPSec VPN tunnel between two remote networks/sites to

encrypt the data transmission. Click Add a Remote Site button to set the configuration about remote VPN

capable devices, such as a VPN gateway. Click Add a Local Site button to set the configuration of the local site.

An IPSec tunnel can be constructed and used to connect to other IPSec capable devices on the Internet.

Name

Local Subnet

Local nterface

Remote Site Configuration
Pre-shared Key Edit

Add A Remote Site

IP Address Delete

Local Site Configuration

Remote VPN Gateway Remote Subnet Edit Delete

Add A Local Site

Click Add a Remote Site to enter the Remote VPN Gateway page for further configuration.
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Remote VPN Gateway

Name
IP Address
Authentication Method Pre-shared Key w
Pre-shared Hey
Phase1 Proposal Encryption |AES256 | Authentication | SHA-T +
Diffie-Hellman Group Cerowp1 CGroup 2 [ Group &
IKE Life Time IKE Life Time/2h (5: second, m: minute, h: hour, d: day

10
Dead Peer Detection IDIF1D) Dbty (second)

DPD Timeout| 15 {secand)

Remote Subnet

ills} Metwark Mask

1 265 266.2656.255 (32) v
2 2565255255 255 (32) v
3 255.266.266.265 (f32) @
4 285255 255 255 (/32) v
5 255 266,255 255 (/32) v
B 265 266.2656.255 (32) v
7 255.2060.266 265 (f32) |
g 255.266.266.265 (f32) @
9 285255 255 255 (/32) v
10 255 266,255 255 (/32) v

Click Add a Local Site to enter the Local Site Information page for further configuration.

Local Site Information

Local Interface WWANT v
Remate VPN Gateway 4 Add a Mew Host

Local Subnet
{in prefix notation: @)

Remote Subnet v
Phase2 Proposal Encryption | AES286 | Authentication | SHAT »
Key's Life Time Key's Life Tima 24h (s second, m: minute, h: hour, d: day)

[JEnable Rekey

Rekey
Rekey Margin 9m (s: second, m: minute, h: hour, d: day)

[¥]Enable FFS

Perfect Forward Secrecy
PFS GroupMODP1024 | Group 2 &

Click Add a New Host to enter the screen of Remote VPN Gateway.
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Remote VPN Gateway

Name
IP Address
Authentication Method Pre-shared Key
Pre-shared Key
Phase1 Proposal Encryption | AES356 v | authentication
Diffie-Hellman Group deroupt ClGroup 2 ClGroup 5

IKE Life Time IKE Life Time|8h

SHA-T

DPD Delay|10 {second)
DPD Timeout| 15 (second)

Dead Peer Detection

Remote Subnet

Mo Metwork

Mask
285,255 255 255 (/32)
255256 266 256 (/32)
285,255 255 255 (/32)
255256 266 256 (/32)
255.255 255 255 (32)
285.256 266 256 (/32)
255.255 255 255 (32)
285.256 266 256 (/32)
255.255 255 255 (32)

2565.265.256 266 (/32)

{s: secand, m: minute, h: hour, d: day)

<

<
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4.5 Status

This section covers the description of system status information and online user status, which include System,

Interface, Online Users, User Logs, and E-mail & SYSLOG. An overview of the system is also provided here for

the administrator's reference.

D-Link
Building Networks for People

.

= Tools -

*® D3A-3600

o system
Users

[ Access Points

Metwork

System
Interface

Routing Table
Cnline Users
User Logs

= E-mail & 8Y5LOG

|

System

Interface

Routing Table

Online Users

User Logs

E-mail & SYSLOG

Status
Display current settings of the system

Display the current settings of all network interfaces such as WAN and senvice zone.

List all Policy Route rules and Glabal Policy Route rules. The System Route rules are
shown here as well. The Policy Route rule has higher priority than the Glohal Policy
raute rule, The System Route rule has the lowest priority.

Display the information of the online users. Content of the information includes
Username, IP Address, MAC Address, Packet Count (In/Qut), Byte Count (In/Out) and
idle time. Administrator can remove the online user via clicking the Logout button in
gach record.

Display detailed user access records on daily basis. History record of up to 3 days is
keptin the systent’s volatile memaory.

The system can send various reports via up to 3 email accounts such as Monitor IP
report, Users log, and Session Log. The external SYSLOG server and FTP server are
configured here.

DSA-3600

Multi-Service Business Gateway

2 Help

2 Logout
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4.5.1 System

This section provides an overview of the system administration.

System Setting Overview

Firmware Version
Build
System Name
Homepage Redirect URL
SYSLOG Server - System Log
SYSLOG Server - On-demand Users Log
Proxy Server
VWarning of Internet Disconnection
WAN Failover
Load Balancing
SHMP

Retained Days

User Logs
Receiver E-mail Address(es)
HTP Server
System Time
Time
Idle Time Qut

User Session Control
Multiple Login

Preferred DNS Server
DNS

Alternate DNS Server

3.00.00
03000
DSA-3600
hitp:ifwww dlink-intl.com/
A A
RIENMRIEY
Disabled
Disabled
Disabled
Disabled
Disabled
3 days
A

MNiA
MNiA

tock.usno.navy.mil
2007/11/29 14:19:43 +0800
10 Min(s)
Disabled
168.95.1.1

INIA
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The following information in the table describes all the items found in the System Setting Overview menu:

ltem

Description

Firmware Version

The present firmware version of DSA-3600

Build

The build version of firmware

System Name

The system name. The default is DSA-3600

Homepage Redirect URL

The page to which the users are directed after initial login

SucCcess.

SYSLOG server - System Log

The IP address and port number of the external SYSLOG

Server. N/A means that it is not configured.

SYSLOG server — On-demand User log

The IP address and port number of the external SYSLOG

Server. N/A means that it is not configured.

Proxy Server

Enabled/Disabled stands for that the system is currently

using the proxy server or not.

Warning of Internet Disconnection

Enabled/Disabled stands for the connection at WAN is
normal or abnormal and all online users are

allowed/disallowed to log in the network.

WAN Failover

Shows the connection status of WAN1 and WAN2.

SNMP

Enabled/Disabled stands for the current status of the

SNMP management function.

) The maximum number of days for the system to retain the
Retained Days
users’ information.
User Logs
Receiver E-mail The e-mail address that the traffic history information will
Address(es) be sent to.
NTP Server The network time server that the system is set to align.
System Time
Time The system time is shown as the local time.
The number of minutes allowed for the users to be
Idle Time Out
User Session inactive.
Control _ _ Enabled/Disabled stands for the current setting to allow/
Multiple Login
not allow multiple logins form the same account.
Preferred DNS Server [IP address of the preferred DNS Server.
DNS
Alternate DNS Server |IP address of the alternate DNS Server.
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4 5.2 Interface

This section provides an overview of the all interfaces for the administrator such as WAN1, WAN2, Service Zone -

Default, Service Zone - Default DHCP Server. Each service zone represents a virtual system. Therefore, the

information of the system’s network interface is grouped by service zone.

WAN1

WAN2Z

Packets In
Packets Out
Bytes In

Bytes Out

Service Zone - Default

Service Zone - Default
DHCP Server

Service Zone - 571

Network Interface

MAC Address
IP Address

Subnet Mask

Disabled

WAN1
4030783 (A 3421586)
188268 (A 61010)
344139146 (A 286440251)
41052361 (A 14056151)
Mode
MAC Address
IP Address
Subnet Mask
Status
WINS IP Address
Start IP Address
End IP Address

Lease Time

Disabled

00:0B:01:02:00:01
10.29.2.197

255.255.0.0

WAN2
0n0)
0 (4 0)

0 (A 0)
D0
MAT
00:0B:01:02:00:02
192.168.1.1
255.255.255.0
Enabled
MNIA
192.168.1.2
192.168.1.100

1440 Min(s)
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The description of the table is as follows:

Description

MAC Address The MAC address of WAN1 port.
WAN1 IP Address The IP address of the WAN1 port.

Subnet Mask The Subnet Mask of the WAN1 port.

MAC Address The MAC address of WANZ port.
WAN2 IP Address The IP address of the WAN2 port.

Subnet Mask

The Subnet Mask of the WAN2 port.

Packets In/Out

Accumulated traffic counts (in packets) of WAN1 and
WAN2 since system boot up are displayed; the delta
counts (current - last) are also displayed and it count and
display the time during the period when page is being

refresh only.

Bytes In/Out

Accumulated traffic counts (in bytes) of WAN1 and WAN2
are displayed; the delta counts (current - last) are also
displayed and it count and display the time during the

period when page is being refresh only.

Service Zone -

Default

Mode The mode address of the default service zone.
MAC Address The MAC Address of the default service zone.
IP Address The IP address of the default service zone.

Subnet Mask

The Subnet Mask of the default service zone.

Service Zone —
Default DHCP

Server

Status

Enable/Disable stands for status of the build-in DHCP

server on the service zone.

WINS IP Address

The WINS server IP.

Start IP Address

The start IP address of the DHCP IP range.

End IP Address

The end IP address of the DHCP IP range.

Lease Time

Minutes of the lease time of the service zone.

Service Zone —
SZ1~S74

Disabled

Enable/Disable stands for status of the SZ1~SZ4 server

on the service zone.

120



Chapter 4.5 Status

4.5.3 Routing Table

All the Policy Route rules and Global Policy Route rules will be listed here. Also it will show the System Route

rules specified by each interface.

Destination

Destination

Destination

Destination

Destination

Destination

Destination

Destination

Destination

Destination

Destination

Destination

Destination

Destination
192.168.1.0
10.29.0.0
0.000

Policy 1~8: Shows the information of the individual Policy from 1 to 8.
Global Policy: Shows the information of the Global Policy.

System: Shows the information of the system administration.

Subnet Mask

Subnet Mask

Subnet Mask

Subnet Mask

Subnet Mask

Subnet Mask

Subnet Mask

Subnet Mask

Subnet Mask

Subnet Mask

Subnet Mask

Subnet Mask

Subnet Mask

Subnet Mask
2552552550
25525500
0.0.00

Policy 1

Gateway

Policy 2

Gateway

Policy 3

Gateway

Policy 4

Gateway

Policy &

Gateway

Policy 6

Gateway

Policy 7

Gateway

Policy 8

Gateway

Policy 9

Gateway

Policy 10

Gateway

Policy 11

Gateway

Policy 12

Gateway

Global Policy

Gateway

System
Gateway
0.0.0.0
0.0.00
10.29.01

Interface

Interface

Interface

Interface

Interface

Interface

Interface

Interface

Interface

Interface

Interface

Interface

Interface

Interface
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» Destination: The destination IP address of the device.

» Subnet Mask: The Subnet Mask IP address of the port.

» Gateway: The Gateway IP address of the port.

» Interface: The choice of interface network, including WAN1, WAN2, Default, or the named Service

Zones to be applied for the traffic interface.
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4.5.4 Online Users

Each online user’s information can be obtained using this function. These include Username, IP Address, MAC
Address, Pkts In, Bytes In, Pkts Out, Bytes Out, Idle, Access From and Kick Out. All online users will be listed
here. The administrator can use this function to force a specific online user to log out, or terminate any user session

by clicking the hyperlink of Logout button.

Online Users List

Username Pkts In Bytes In dle Access From
No.
IP Address MAC Address PkisOut  Bytesout o) Kick Out
1@local 4491 42040 I
1 0
192 168.2.55 00:06:1B8:0D:90:3C 624 827491 Lagout

Click Refresh to renew the current users list.
A user may register with SIP Register after authentication. In Online User List, this user is shown as a UAM user
(User Authentication Management). While monitoring online SIP users, the page should show registered SIP clients

through SIP authentication.
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4.5.5 User Logs

This function is used to check the history of DSA-3600. There are several types of log provided by the system. The

log will be saved separately by day in the DRAM and the system supports up to 3 days. These logs are stored in

volatile memory and will lose when the system is turn off.

Users Log
Date Size (Byte)
2007-11-27 65
2007-11-28 65
2007-11-29 65
On-demand Users Log
Date Size (Byte)
2007-11-27 105
2007-11-28 105
2007-11-29 105
Roaming Out User Log
Date Size (Byte)
2007-11-27 108
2007-11-28 106
2007-11-29 106
Roaming In User Log
Date Size (Byte)
2007-11-27 112
2007-11-28 12
2007-11-29 112
SIP Call Usage Log
Date Call Count
2007-11-27 0
2007-11-28 0
2007-11-29 0
Monthly Network Usage of Local User
IMonth No. of Entries Usage Data
200711 3 Download

Caution: Since the history is saved in the DRAM, if you need to restart the system and also keep the history, then

please manually copy and save the information before restarting.

If the Receiver E-mail Address for System Log has been entered under the E-mail & SYSLOG page, then the

system will automatically send out the history information to that e-mail address.

e Users Log

The Users Log provides users' login and logout activities except on-demand users and RADIUS roaming in/out

users such as Date, Type, Name, IP address, MAC address, Packets In, Packets Out, Bytes In and Bytes Out.
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Users Log 2007-08-13

Date Type MName 1= MAC Phkts In| Bytes In | Pkts Out | Bytes Out
2007-08-13 14:46:51 |[LOGIN user?@local [192 168.6.2 |[Renote i i i i
2007-08-13 14:52:56  LOGOUT user?@local [192 168.6.2 |Renote 439 360466 532 46643
2007-06-13 14:57:35 |LOGIN user?@local (192 168.6.2 |[Renote [ [ [ [
2007-08-13 15:01:50 |LOGOUT user?@local [192 168.6.2 |[Renote 2934 (1103641 (2383 394180
2007-08-13 15:06:29 | LOGIN 1@lacal 192 168.2 55 [00:06:1B:DD:390:3C 0 0 0 0
2007-06-13 15:12 36 |Force logout 1@local 192 168.2 55 |00:06:1E:DD:90:3C |740 48180  |7&0 103791

On-demand User Log

The On-demand User Log provides the login and logout activities of on-demand users such as Date, System
Name, IP address, MAC address, Packets In, Packets Out, Bytes In, Bytes Out, 1% Login Expiration Time, and
Account Valid Through.

On-demand Users Log 2007-11-03
Date Systern Name Type Mame |IP| MAC | Pktsin | Bytesln | Pkis Out = Bytes Out 1st Login Expiration Time Account Valid Through Remark

System Name: The system name defined in General tab of System category.
Type: The authentication status of the user.

1st Login Expiration Time: This is a constant value of one day.

YV V V V

Account Valid Through: This is the Expired information setting in Plan Configuration of On-demand
User.

»  Remark: The administrator can add extra information here about each On-demand User.
Roaming Out User Log
The Roaming Out User Log provides the login and logout activities of roaming out users such as Date, Type,
Name, NAS ID, NASIP, NASPORT, UserMAC, Session ID, Session Time, Packets In, and Packets Out, Bytes In,
Bytes Out, Message.

Roaming Out User Log 2007-08-13
Date Type Name NASID MNASIP | NASPort |UserMAC | SessionlD | SessionTime Bytes In | Bytes Out | Pkts In | Pkis Out | Message

»  Type: The authentication and accounting type of the external RADIUS server. There is a type called

Accept for authentication. There are three types of accounting, Start, Interim-update, and Stop.

Name: The user name of roaming out user.

»  NASID: The System ID of the system. Usually, NASID is the MAC address of the WAN port of the
system.

»  NASIP: The IP address of the WAN port of the system.

»  NASPort: The port of the WAN port of the system.

»  UserMAC: The MAC address of the user.

»  SessionlD: The system will give a unique Session ID to an authenticated user when he/she starts a new
session.

»  SessionTime: The time in seconds of this session.

»  Bytes In/Out: The traffic amount of inbound/outbound traffic based on byte.

»  Pkts In/Out: The traffic amount of inbound/outbound traffic based on packet.

» Message: The system response of why the client stops this session.
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Roaming In User Log
The Roaming In User Log provides the login and logout activities of roaming in users.
Roaming In User Log 2007-08-13
Date Type Name NASID NASIP NASPort UserMAC (UserlP | SessioniD | SessionTime Bytes In Bytes Out Pkis In |Pkts Out Message
»  Type: The authentication and accounting type of the external RADIUS server. There is a type called
Accept for authentication. There are three types of accounting, Start, Interim-update, and Stop.
Name: The user name of roaming in user.

NASID: The System ID of the system. Usually, NASID is the MAC address of the WAN port of the

Y

system.

NASIP: The IP address of the WAN port of the system.
NASPort: The port of the WAN port of the system.
UserMAC: The MAC address of the user.

UserlIP: The IP address of the user.

vV V V VYV V

session.
SessionTime: The time in seconds of this session.
Bytes In/Out: The traffic amount of inbound/outbound traffic based on byte.

Pkts In/Out: The traffic amount of inbound/outbound traffic based on packet.

YV V V V

Message: The system response of why the client stops this session.

SIP Call Usage Log
The SIP Call Usage Log provides the login and logout activities SIP users such as Start Time, Caller,
Callee(Receiver) and Duration(seconds). A user may register with a SIP Registrar after authentication. Their
calls will be logged in SIP call history.

SIP Call Usage Log

Start Time Caller Calles

2007-08-13 14:59:07
2007-08-13 14:59:42
2007-08-13 15:00:03

Duration (seconds)
1003@10.2.3.175
1001@10.2.3.175
1001@10.2.3.175

1001@10.2.3.175 29
1003@10.2.3.175 13
1003@10.2.3.175 6

» Start Time: The starting time, date, year of the call.
> Caller: The caller’s address.
> Callee: The receiver’s address.

» Duration(seconds): The time in seconds of the duration.

Monthly Network Usage of Local User

SessionlD: The system will give a unique Session ID to an authenticated user when he/she starts a new

The Monthly Network Usage provides the monthly activities of local users such as Username, Connection

Time Usage, Packets In, Bytes In, Packets Out and Bytes Out. The system will record the network usage of local

users every month. In addition, the data will be stored locally for up to two months and can be exported as a text

file in CSV format.s
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Monthly Report 2007-11

Username Connection Time Usage Packets In Bytes In Packets Out Bytes Out
u=erll 7 min= 4 =ec= 3875 494 9K 2592 162 5K
ussri2 & mins 58 secs 3414 2496K 2830 374 3K
ussril 2 mins 45 secs 1000 918 4K E87 80 . 5K

» Username: Username of the local user account.
» Connection Time Usage: The total time used by the user.
» Pkts In / Pkts Out: The total number of packets received and sent by the user.

» Bytes In / Bytes Out: The total number of bytes received and sent by the user.
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4.5.6 E-mail & SYSLOG

The system supports sending notification e-mails of Monitor IP Report, Users Log, On-demand Users Log, Session
Log and AP Status Change up to 3 email accounts automatically. The notification of AP Status Change is triggered
by event when a managed AP becomes unreachable, while the other three types of e-mails are sent periodically in
given intervals such as one hour. A trial e-mail is provided by the system for validation. In addition, the system
supports recording SYSLOG of User Log, On-demand User Log and Session Log via external SYSLOG servers.

Furthermore, the Session Log can send to a specify FTP server.

Netification E-mail Settings

- - Monitor IP On-demand Users - AP Status
Receiver E-mail Address(es) Report Users Log Log Session Log Change
O ] O O ]
O ] O O ]
I ] O O ]
Interval 1Hour  » 1Hour  » 1Hour | » 1Hour | » A
SMTP Setting Test [ Send | [ send | [ Send | [ Send | [ Send |
Sender E-mail Address
SMTP Server
SMTP Auth Method Mone W
SYSLOG Server Settings
System Log IP Address: Port:
On-demand Users Log IP Address: Port:
Session Log IP Address: Port:
FTP Server Settings
IP Address: Part :
Send Log E'u'EI')-'HDLII'S “Mote: za3m= 35 "Interval of S==sion Lag” in the Motification E-mzil
Session Log =
ANCnymous ®ves O No

FTP Setting Test Send Test Log

. Notification E-mail Settings

» Receiver E-mail Address(es): The e-mail address of the person whom the history e-mail is for. This will be
the receiver’s e-mail. Check which type of report to be sent—Monitor IP Report, System Log, On-demand
Users Log, and AP Status Change.
Interval: The time interval to send the e-mail report. Choose a proper number from the drop-down box.
SMTP Setting Test: Test if the settings is correct or not.
Sender E-mail Address: The e-mail address of the sender in charge of the monitoring.
SMTP Server: The IP address of the SMTP server.
SMTP Auth Method: The system provides four authentication methods, Plain, Login, CRAM-MD5 and

YV V. V V V

NTLMv1, or “None” to use none of the above. Depending on which authentication method you select, you
have to enter the Account Name, Password and Domain.

0 NTLMv1 is not currently available for general use.
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o0 Plain and CRAM-MD5 are standardized authentication mechanisms while Login and NTLMv1 are
Microsoft proprietary mechanisms. Only Plain and Login can use the UNIX login password. Netscape
uses Plain. Outlook and Outlook express uses Login as default, although they can be set to use
NTLMv1.

0 Pegasus uses CRAM-MD5 or Login but can not be configured which method to use.

. SYSLOG Server Settings: There are 2 types of SYSLOG supported: System Log and On-demand Users Log.
Enter the IP address and Port number to specify which and from where the report should be sent to.

Note: When the number of a user’s sessions (TCP and UDP) reaches the session limit specified in the policy, a

record will be logged to this SYSLOG server. For more information about Session Limit, please refer to Appendix K.

° FTP Server Settings
» Session Log: Log each connection created by users and tracking the source IP and destination IP. If
SYSLOG is enabled, Session Log will be sent to the SYSLOG server automatically during every defined
interval in Session Log email notification. Session Log allows uploading the log file to a FTP server
periodically. The maximum log file size is 256K. The log file will be sent to the FTP server once the file size

reaches its max size or periodical time interval.
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4.6 Tools

This section provides information on utilities used for customizing and maintaining the system, including Setup

Wizard, Password Change, Backup & Restore, System Upgrade, Restart, Utilities, and Quick Links.

D-Link

Building Networks for People

DSA-3600

Multi-Service Business Gateway

"Topls =

Setup Wizard

®| Password Change
Backup & Restore
System Upagrade
Restart

Utilities

| Quick Links

Itis recommended to
change administrators
password and selectan
appropriate time zone
for the system

? Help 2 Logout

Setup Wizard

General

Time Zone: ‘ (GMT+08:00)Taipei v

+  Next
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4.6.1 Setup Wizard

The administrator can configure the DSA-3600 via its web management interface as specified. In order to connect to
the Internet, the TCP/IP related information such as IP address, subnet mask, and gateway address, must first be
obtained from the ISP. The Configuration Wizard uses four simple steps to provide easy setup of the DSA-3600.
»  General
»  WAN1 Interface
»  Local User Account (Optional)
»  Confirm and Restart
The Setup Wizard is to provide express setup procedures for DSA-3600. Follow the instructions given at each
step to change the system admin password, select time zone, configure WAN1 interface, and create local user
account. Upon completing the Setup Wizard procedures, the system has to be restarted to have the setting take
effort. The system is ready for operation after restart. Please refer to the Quick Install Guide of DSA-3600 if

step-by-step screen images could help the process.

®  Running the Wizard
Click Tools and Setup Wizard the left-top menu, and the Setup Wizard page will appear.

Please read the recommendation of each step.

Setup Wizard

m General

Itis recommended to
change administrators

password and select an Mew Fassword: eesss
appropriate time zone
forthe system. Verify Password: esess
Time Zone: | (GWMT+08:00)Beijing, Changaqing Hong Kong Urumai »
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Step 1: General

Change Password

Enter the administrator’'s New Password in the New Password field and retype it again in the Verify Password
field. (Note: The maximum length of the password is twenty-character and no space is allowed.) To secure the
system, changing the administration account password is recommended. Next, select a proper time zone from

the Time Zone drop-down menu to set the system time. Click Next to continue.

Setup Wizard

m General

Itis recommended to
change administrators

password and select an Mew Password, eeeew
appropriate time zone
for the system. Verify Password: esewes

Time Zone: | (GMT+08:00)Beijing,Chongging Hong Kong, Urumai »
(V™ ext
(X Bit )
Step 2: WAN1 Interface
Select the Connection Type for WAN1 Port
Select an Internet connection type for WAN1 interface. Contact your ISP or the network administrator to make
sure the connection type for WAN1. There are three connection types provided by DSA-3600: Static, Dynamic

and PPPoE. Enter the Username and Password provided by the ISP. Click Next to continue, or click Back to

change configurations in previous step.

= Dynamic IP Address
If this option is selected, an appropriate IP address and related information will be assigned automatically.

Click Next to continue.

Setup Wizard
WAN1 Interface

O static (Use the following IP settings)

m (%) Dynamic (IP settings assigned autormatically)

Please select O PPPoE

connection type ofthe
WANT interface and
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Static IP Address: Set WAN1 Port’s Static IP Address

Enter the IP Address, Subnet Mask and Default Gateway provided by the ISP.
Click Next to continue.

Setup Wizard
WAN1 Interface

(® Static (Use the following IP settings)

Please select

connection type of the Subnetlask: l:l

WAN1 interface and

configure the settings. Default Gateway: l:l

DMNS Server: 168.95.1.1 -
O Cynamic (IP settings assigned automatically)
OPPPaE

(X Back /e

PPPoE: Set PPPoE Client’s Information

Enter the Username and Password provided by the ISP.

Click Next to continue.

Setup Wizard
WAN1 Interface

O static (Use the following IP settings)

m ) Dynamic (IP settings assigned automatically)

Please select ©PPPoE

connection type of the
WANT interface and
configure the settings.

Lsername: |pppueuser1 |

Password: |o.... |

G
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=  Step 3: Local User Account (Optional)
Local User - Add User
New local accounts can be added into the local user database. Enter the Username (e.g. testuser) and
Password (e.g. testuser) of the desired new account to add a new local account into the system. Click Skip to

exit step 3 or click Next to validate added local accounts and continue.

Setup Wizard

Local User Account (Optional)

Username: |testuser

Password: |..o..... |

¥ou can choose to add
local user accounts for
a quick configuration.

(X Bock V" Skip Qv wex ]

Setup Wizard

Local User Account (Optional)

Username: |testuser

Password: |..o..... |

¥ou can choose to add
local user accounts for
a quick configuration.

(X—Bock T V—Sip i v Wext ]

=  Step 4: Confirm and Restart

Click Finish button to save the current settings and restart the DSA-3600. A confirming message will appear

after clicking Finish. Click OK to continue. The Setup Wizard is now completed.

Setup Wizard

Confirm and Restart

Please press Finish button and restart the system.

[ steps | -
Press "Finish™ button to

confirm the settings and
restart the system.
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Setup Wizard

Microsoft Internet Explorer

.\?/I Are you sure you wank to restart the system now?

Conm and Restart

utton and restart DSA-3600.

Ok ] [ Caneel

Flease press "Finish" to
confirm the settings and

restart the system.

During the DSA-3600 restarting, a Confirm and Restart page will appear on the screen. Please do not interrupt

the DSA-3600 until the DSA-3600 Administrator Login Page reappears. This indicates that the restart process

has been completed.

Flease press "Finish" to
canfirm the settings and
restart the systermn.

Setup Wizard

Confirm and Restart

Welcome To Administrator Login Page!
Please Enter Your Lsername and Password To

Sign In.

zername:

Password:

[

ENTER || cCLEaR |
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Back and Exit: During every step of the wizard, if you wish to go back to modify the settings, please click the Back

button to go back to the previous step. Click Exit to leave the Wizard.

Setup Wizard

Local User Account (Optional)

Username: |testuser

You can choose to add
local user accounts for

o —
Please Note: Login to the web management interface again by using username “admin” and the selected password.

After logged in the web management interface, click System and then click Service Zones to enter the Basic

Settings page. Next, click the Server 1 hyperlink.

The DSA-3600 uses Virtual LAN (VLAN) along with a SSID to separate service zones. At this stage, the system is
ready for use in minimum configuration. The factory default configuration uses tag-based VLAN. The ‘Default’

service zone (with SSID="dlink’) is enabled and requires no user authentication at this initial stage.

g2 » R i DSA-3600
Bul%m!‘h!hllslﬁé L PR ) : i Muiti-Service Business Gateway

? Help Logout

* DSA-3600
=4 System - .
= seneral Service Zone Settings
Service Zone VLAN SSID WLAN App!led Default :l\uthen Status Details
Name Tag Encryption Policy Option

Default TIA dlink Mane Mane On-demand User  Enabled

= '
EAMESS OIS 5Z1 1 ds\lgr— Mone Mone Server 1 Disabled

+-[ Metwork
- Status

572 2 nS“;;- MNone MNone Server 1 Disabled
dlink-

8Z3 3 273 MNone MNone Server 1 Disabled
dlink-

SZ4 4 a74 MNone MNone Server 1 Disabled

J b

ot

Authentication Settings

Authentication Required F
tthentication Requiredtor {2, - hied | O Disabied

the Zone
Auth Option Auth Database Postfix Default Enabled
[serert LOCAL local ® |
Serer 2 FOP3 popd O O
Authentication Options Server 3 RADIUS radius » il
Serverd LOsP Idap O O
On-dernand User  QONDEMAND ondemand > il

IP SIP T2
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e

ISP ' Internet
WAN1 | .
V DSA-3600

SSID #1: ‘ggg —. SSID#2:
ssid-staff ssid-guest

Service Zone (VLAN)
for guests

Service Zone (VLAN)
for staff

Figure-4.6.1a: An example using Tag-Based service zones
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4.6.2 Password Change

DSA-3600 supports three accounts with different access privileges. Choose to log in as admin, manager or
operator. The default password and access privilege for each account are as follow:
Admin: The administrator can access all configuration pages of the DSA-3600.
User Name: admin
Password: admin
Manager: The manager can only access the configuration pages under User Authentication to manage the user
accounts, but has no permission to change the settings of the profiles for Firewall, Specific Route and Schedule.
User Name: manager
Password: manager
Operator: The operator can only access the configuration page of Create On-demand User to create and print out
the new on-demand user accounts.
User Name: operator

Password: operator

Admin Password

Original [ITT]]
Hew ssemew
Verify LTI TYY
\pp » Cancel

Change Manager Password

Hews

Verify

Change Operator Password

New

Verify

The administrator can change the passwords here. Please enter the current password and then enter the new

password twice to verify. Click Apply to activate this new password.

Caution: If the administrator’s password is lost, the administrator’s password still can be changed through the text

mode management interface on the serial port, console/printer port.
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4.6.3 Backup & Restore

This function is used to backup/restore the DSA-3600 settings. The DSA-3600 can also be restored to the factory

default settings using this function.

Backup System Settings

Restore System Settings

File Hame

Reset to the Factory Default

* Backup System Setting: Click Backup button to save the current system configurations to a backup file on a
local disk of the management console. The backup file keeps the current system settings as well as the local

user accounts information.

File Download X

Do you want to open or save this file?

-L$:| MName: 20071206.db

Type: Data Base File
From: 10.29.2.197

Open ] [ Save ] [ Cancel

= | Wihile filez from the Intemet can be uzeful, zome files can potentially
.a harm your computer. [ you do not trust the sounce, do not open or
= zave this fle, what's the risk?

* Restore System Settings: Click Browse to search for a .db database backup file created by the DSA-3600 and

click Restore to restore to the same settings at the time the backup file is created.

Restore System Settings

File Name 20071130_Backup.db

The database has been restored successfully.

You have just uploaded the database of
20071130_Backup.db

You should RESTART the system to activate the change.
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Caution: Due to the limitation on database compatibility, the backup database file from a major release of previous
firmware version cannot be restored to a later major release of current firmware - for example, a backup of v2.00
cannot be restored to v3.00. An alert will appear when the backup database file is not compatible with current

firmware, as shown below.

The backup db is not compatible with current firmware. Please check the db file and try again.

* Reset to the Factory Default: Click Reset to load the factory default settings of the DSA-3600.
Note that a Reset action will wipe out the existing local user accounts. To back up the local user accounts,
please export the local user accounts to a text first. Please refer to the section on Local User List for more

details.

Are you sure you wish to load factory default setting and RESTART DSA-3600 ?

Caution: Resetting to factory default settings will clear all settings, such as policies, billing plans, all user databases,

and any configuration, to its initial state.
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4.6.4 System Upgrade

To upgrade the system firmware, click the Browse button to choose the new firmware file and then click Apply to

execute the process. There will be a prompt confirmation message appearing to notify the administrator to restart

the system upon successful firmware upgrade.

System Firmware Upgrade
Current Version 3.00.00

File Hame

Hote: For better maintenance, we strongly recommend you backup system settings before upgrading firmware.

Warning: 1. Firmware upgrade may sometime result in loss of some data. Please ensure you read the release
notes to understand the limitations before upgrading the firmware.
2. Please restart the system after upgrading the firmware. Do not interrupt upgrade process such as

power on/off the system during the upgrade or the restart process, as it may damage the system and

cause it to malfunction.

141



Chapter 4. Web Interface Configuration

4.6.5 Restart

This function allows the administrator to safely restart the DSA-3600. The process should take about three minutes.
Click YES to restart the DSA-3600; click NO to go back to the previous screen. If turning off the power is necessary,

restart the DSA-3600 and wait for it to complete the restart process before turning off.

Click Restart to restart the system. Please wait for the blinking timer to finish before accessing the system web

management interface again.

Do you want to RESTART the system?

Note: The connection of all online users on the system will be disconnected when the system is in the process of
restarting.
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4.6.6 Utilities

The Utilities allows the administrators to manage functions including Wake-on-LAN, Ping, Trace Route, and

showing ARP Table by entering IP or Domain Name.

Wake-on-LAN

Ping
Trace Route
ARP Table

Status

Result

Network Utilities

192 168.1.1 e
Done

PIMG 192.168.1.1 (192.168.1.1) 56(84) bytes of data.

64 bytes from 192.168.1.1: icmp_seq=1 =64 time=0.404 ms
G4 bytes from 192.168.1.1: icmp_seq=2 =64 time=0.241 ms
G4 bytes from 192 168.1.1: icmp_seq=3 ttl=54 time=0.361 ms
64 bytes from 192.168.1.1: icmp_seq=4 =64 time=0.360 ms

— 182 168.1.1 ping statistics —
4 packets transmitted, 4 received, 0% packet loss, time 3051ms
it minfava/max'mdey = 0.341/0.366/0.404/0.029 ms

. Wake-on-LAN: It supports to boot up a power-down computer with Wake-on-LAN feature connected on the

LAN side remotely from the system. Enter the MAC Address of the desired device and click Wake Up button to

execute this function.

. Ping: The Ping function let administrator to detect a device with IP or Host domain name that it is alive or not.

. Trace Route: It lets administrator to find out the real path of packets from our gateway to a destination with IP

or Host domain name that it will show all the nodes between gateway and destination.

. ARP Table: It lets administrator to view all the IP address and MAC address the device has already matched

together from each interface that stored in gateway.
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4.6.7 Quick Links

The Quick Links provide the shortcut to eight links for administrators to directly access frequently used functions of
the web management interface. The eight functional links are: System Status, Local User Management, Policy
Management, AP Management, Online User List, On-demand Account Management, Authentication

Configuration and Firmware Management.

Quick Links

T
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Link 1.  System Status

The System Status quick link provides at a glance, the System Setting Overview, a shortcut to 4.5.1 System
in Status section. It provides a summary of system information to the administrator in a single page. Please

refer to the section on System for details.

System Setting Overview

Firmware Version 3.00.00
Build 03000
System Name DSA-3600

Homepage Redirect URL http: M dlink-intl.com/

SYSLOG Server - System Log A NIA
SYSLOG Server - On-demand Users Log [LTEWUTEY
Proxy Server Disabled
Warning of Internet Disconnection Disabled
VAN Failover Disabled
Load Balancing Disabled
SNMP Disabled

Retained Days 3 days

User Logs MIA

Receiver E-mail Address(es)

NTP Server
System Time
Time
Idle Time Out
User Session Control
Multiple Login

Preferred DNS Server
DNS
Alternate DN S Server

Link 2.  Online User List

IR
iR

tock.usno.navy.mil
2007/11/29 15:13:23 +0800
10 Min(s)
Disabled
168.95.1.1

iR

Online Users List provides information from the Users List, a shortcut to 4.5.3 Online Users in Status section.
This list provides to the administrator at a glance all the users online for easy termination of any user session.

Please refer to the section on Online Users for details.

Online Users List

Username Pkts In Bytes In \dle Access From
No.
IP Address MAC Address Pkts Out Bytes Out ) Kick Out

Link 3. Local User Management

Local User Management provides information from the Local User List, a shortcut to 4.3.1 List in Access
Points sections and 4.1.6 Service Zone->Authentication Settings as well as Authentication
database->Local in System. It lets the administrator add supported APs from Discovery or from the Adding
menu tab, reboot, disable, and delete managed APs, and apply template. Please refer to the section on Local

User List for details.
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Link 4.

Add User ][ Upload User ][ Download User ]
Local User List
Applied Policy
Username Password MAC Address Service Zones Local VPN Enabled
Remark
Policy 1
Default

userid useril 821

523

On-demand Account Management

Delete

On-demand Account Management provides information from the On-demand Account Configuration, a

shortcut to 4.2.1 Authentication in Users sections and 4.1.6 Service Zone = On-demand User. It lets the

customers use wireless Internet with username and password from retail environment for access. Please refer

to the section on On-demand Account Configuration for details.

Link 5.

Authentication Server - On-demand User

General Settings
Ticket Customization
gilling Plans
External Payment Gateway
On demand Account Creation
On-demand Account List View

Policy Management

Policy provides information from the Policy Configuration, a shortcut to 4.2.3 Policy in Users sections. It lets

the administrator select one of the defined policies to apply to specific authentication option. Please refer to the

section on Policy Configuration for details.

Pelicy Configuration - Global Pelicy

Select Policy Global  |w

Firewall Profile
Specific Route Profile
Privilege Profile
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Link 6.  Authentication Configuration

Authentication Configuration provides information from the Authentication Settings, a shortcut to 4.2.1
Authentication in Users sections and 4.1.6 Service Zone: Authentication Settings . It lets the administrator
configure a list of authentication options which can be enabled or disabled within each service zone's

management. Please refer to the section on Authentication for details.

Authentication Settings

Auth Option Auth Database Postfix
Server 1 LOCAL local
Sener 2 FOP3 pop3
Server3 RADIUS radius
Serverd LDAP Idap

On-demand User OMNDEMAND ondemand
sl SIP A

Link 7. AP Management

AP Management provides information from the AP List, a shortcut to 4.3.1 List in Access Points. It lets the
administrator add supported APs from Discovery or from the Adding menu tab, reboot, enable, disable, delete

the managed APs, apply template or apply service zone. Please refer to the section on AP List for details.

AP List
IP Address
[F] AP Type AP Name Service Zone Status
MAC Address
: 192.168.1.2 -
il DWL-2100AP 21004 Default Offline

00:19:5B:36:E2:40

[ Reboot ]I Enable ][ Disable ][ Delete H Apply Template ]

(Total: 1) First Prev MNext Last

Link 8. Firmware Management

Firmware Management provides information from the System Firmware Upgrade, a shortcut to 4.6.5 System
Upgrade in Tools. It lets the administrator download the latest firmware from the website and upgrade the

system. Please refer to the section on System Upgrade for details.

System Firmware Upgrade

Current Version 3.00.00

File Name Browse...

Hote: For better maintenance, we strongly recommend you backup system settings before upgrading firmware.
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4.7 Help

The Help button is at the upper right corner of the DSA-3600 display screen.

Click Help for the Online Help window, then click the hyperlink of the relevant information required.

D.Link DSA-3600

Building Networks for People e . . Multi-Service Business Gateway

* == System Overview

i system

Users +

E.\mss Paints - System - Access Points

i Network

[ status System Time 2007/11/29 10:31:29 +0800 Total Managed [
Up Time 15 days, 17:48 Down o
FAW Version 2.00.00 Associated Clients 0

) Online Help - Microsoft Internet Explorer

File Edit View Favorites Tools  Help

'\) Back -\_:J @ @ \’_h p Search :T/n'\? Favorites

Address |@ htkp:

Online Help

Interface Introduction
Tools
Setup Wizard
Password Change
Backup & Restore
System Upgrade
Restart
Utilities
Quick Links
System Overview
System
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Appendix A.  An Example of User Login

Normally, users will be authenticated before they get network access through DSA-3600. This section presents the
basic authentication flow for end users. Please make sure that the DSA-3600 is configured properly and network

related settings are finished.

1. Open an Internet browser and try to connect to _
* 3 &

any website. The default user login page will

\
i A
appear in the browser. } =
Username: |test@|oca| |
Enter the username and password (for example, R Fr— |
we use a local user account: test@local here) @

and then click Login button.
If wanted the computer to remember your ey Me
“Username” and “Password” the next time u login in,

Tick the “Remember me” before clicking “Login”

Note: If you see the “Certificate Error”, please press “Continue to this website” to continue or reference Appendix D.

Certificate Settings for IE6 and IE7 for more information.

2. Successfull Now you can start using the network. @

The Start Browsing button will take you to the r’f‘l E\

website where you originally want to visit or the

home page that is configured in the system.

Hello, you are logged in via test@local

- i To log out, please did the "Logout” button,

11T

Login time: 2007-12-5 17:42:38
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Note: When On-demand accounts are used (for example, we use v8ch@ondemand here), the system will display

additional information and function.

(1) Remaining usage/Expiration time: The remaining
quota of this On-demand account that the user can surf
the Internet. In this example, it is an account of Cut-off

type that will be expired by 2007-12-07 12:30.

(2) Redeem: When the remaining quota is insufficient, the
user can add up the quota by purchasing an additional
account. Please enter the new username (for example,
we use 23eh@ondemand here) and password in the
Redeem Page and click Enter button to merge the two

accounts.

As a result, there will be more quotas for the original

account (in this case, we add up additional quota of 2 days).

Hello, you are logged in via vBch@ondemand

To log out, please didk the "Logout” button.

Login time: 2007-12-5 15:4:17

Expiration time:
2007-12-07 12:30

|

Welcome to Redeem Page

Username: |23eh@ondemar‘|d |

Password: |ol.loooo |

Hello, you are logged in via vBch@ondemand

To log out, please dick the "Logout” buttan.

Login time: 2007-12-5 19:4:17

Expiration time:
2007-12-09 12:30

J Logout
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Appendix B. Console Interface Configuration

Upon completing this process, the console interface configuration will be accessible via the console port to handle

problems and situations occurring during operation.

1. To connect to the console port of the DSA-3600, a 2l x]
console, modem cable, and a terminal simulation PDrtSettingsl

program such as the Hyper Terminal will be required.

. Bitz per zecond: IEIEEIEI ;i
2. Setthe parameters as 9600, 8, n, 1 for Hyper Terminal.

Drata bits: I a ;j

Parity: lNone ;i
Stop bt .
Flows contral; INDne ;!

Festore Defaults |

] I Cancel | Apply |

Caution: The main console is a menu-driven text interface with dialog boxes. Please use arrow keys on the

keyboard to browse the menu and press the Enter key to make selection or confirm what you enter.

3. Once the console port of the DSA-3600 is connected properly, the console main screen will appear automatically.
If the screen does not appear in the terminal simulation program automatically, press the arrow keys of the
keyboard to enable the terminal simulation program to send out some messages. The welcome screen or the
main menu should then appear. If the welcome screen or the main menu of the console still does not appear,

please check the connection of the cables and the settings of the terminal simulation program.

DEL-3A00 Bazic Confienration
Fleaze gelect functions:

tility
Eazeword Chanee admnin pagsword
Mezet Eeload factory default

Meztart  Eestart DSA-36A00
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(1) Utilities for network debugging
The console interface provides several utilities to assist the administrator to check the system conditions
and perform debugging. The utilities are described as following:

DSA-3600 Configuration Utility
Fleaze zelect ntility:

Fing hozt(IF)
Trace routing path

Dizplay interface zettinegsz
Dizplay routing tahble

Dizplay ARP tahble

Dizplay syzten up time

Check service status

set device into 'zafe mode’
synchronize clock with NTP server
Frint the kernel ring huffer

Hain menu

= Ping host (IP): By sending ICMP echo request to a specified host and wait for the response to test the
network status.

= Trace routing path: Trace and inquire the routing path to a specific target.

= Display interface settings: Displays the information of each network interface setting including the
MAC address, IP address, and netmask.

= Display the routing table: The internal routing table of the system is displayed, which may help to
confirm the Static Route settings.

= Display ARP table: The internal ARP table of the system is displayed.

= Display system up time: The system live time (time for system being turned on) is displayed.

= Check service status: Check and display the status of the system.

= Set device into “safe mode”: Used when the administrator is unable to access the Web Management
Interface via the browser or when it fails inexplicitly. The administrator can choose this utility and set
the DSA-3600 into safe mode to manage the device using a browser.

= Synchronize clock with NTP server: Immediately synchronize the clock through the NTP protocol and
the specified network time server. Since this interface does not support manual setup for its internal
clock, reset of internal clock can only be performed through the NTP.

= DMESG: Display the kernel ring buffer to the screen. The dmesg program helps users to print out

their boot-up messages.
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(2) Change admin password
The username and the default password is “admin” by default, which is similar to the web management
interface. The administrator’s password can be changed. If the password cannot be remembered and the
management interface cannot be accessed from the web or the remote end of the SSH, the console
cable can still be used to connect the console management interface, where the administrator can then
reset the password.

(3) Reload factory default
Choose this option to reset the system configuration to the factory default settings.

(4) Restart the DSA-3600
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Appendix C. Proxy Configuration

Basically, a proxy server can help clients access the network resources more quickly. This section presents basic

examples for configuring the proxy server settings of the DSA-3600.

= Using Internet Proxy Server

The first scenario is that a proxy server is placed outside the LAN environment or in the Internet. For example, the

following diagram shows that a proxy server of an ISP will be used.

(4

ISP Proxy Server

WAN1

: DSA-3600

Public LAN \

». Managed
‘%" APs
=
]

—
£

R
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Follow the following steps to complete the proxy configuration:
Step 1. Log into the DSA-3600 by using the admin account.
Step 2. Network > Proxy Server - External Proxy Servers page. Add the IP address
(leaving it blank
means any IP address) and port number of the proxy servers into External Proxy Servers setting.

Enable the Built-in Proxy Server. Click Apply to save the settings.

External Proxy Servers

Ho. IP Address Port
1 6588
2 8080
3 8023
4 3128

Redirect Outgoing Proxy Traffic to Built-in Proxy Server

( Built-in Proxy Server (= Enable [ Disable

(Voo X Concol ]

Step 3.  Make sure that the proxy server settings match with at least one of the proxy server setting of the

DSA-3600 — for example, in this case, 203.125.142.1:3128 matches with blank:3128.

Local Area Network (LAN) Settings (] [l Proxy Settings 3
Autornatic configurakion SErVErS
Automatic configuration may override manual sektings, To ensure the = Type Proxy address to use Port
use of manual settings, disable automatic configuration. & ﬂ
g =
[ automatically detect settings HTTP: AR5 1421 HEE
|:| Use automatic configuration script
Secure:
ETP:
Prowy server
) ; Socks:
Use a progy server For your LAKN (These settings will not apply to
dial-up or YPM connections),
Address: Port: | [[Use the same proxy server For all protocols
EBvpass proxy server For local addresses
Exceptions
oK ] [ Cancel ] L B = Do not use proxy server for addresses beginning with:
L P =
Use semicolons ( ; ) to separate entries,
oK | [ Cancel

Note:

1. It is required that the proxy server setting of the clients match with at least one of the proxy server setting of the
DSA-3600. Otherwise, users will not be able to get the Login page for authentication via browsers and it will show an
error page in the browser.

2. When the Built-in Proxy Server is enabled, all the outgoing proxy requests will be processed by the built-in proxy

server. This will be useful when the specific proxy servers of clients are not listed in the External Proxy Servers

155




Appendix C. Proxy Configuration

setting.
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= Using Extranet Proxy Server

The second scenario is that a proxy server is placed in the Extranet (such as DMZ), which all users from the Intranet

or the Internet are able to access. For example, the following diagram shows that a proxy server of an organization

in the DMZ will be used.

Core Switch

DSA-3600

>

% Public LAN

Desktop

: Managed
% APs

@

N
39

Firewall Router

L2 Switch

Server Server Server

DMZ

Note: A special scenario is that a proxy server is placed in a zone like Intranet — where users can reach each other

without going through the DSA-3600. In this case, whenever any one of users in the Intranet has been authenticated

and connects to the network via the proxy server, other users using the same proxy setting in their browsers will be

able to access the network without any authentication. Therefore, to stop the risk, it is strongly recommended to put

all proxy servers outside the Intranet.
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Follow the following steps to complete the proxy configuration:

Step 1. Log in the DSA-3600 by using the admin account.
Step 2.  Network - Proxy Server - External Proxy Servers page. Add the IP address and port number of the

proxy server into External Proxy Servers setting. Click Apply to save the settings.

External Proxy Servers

Ho. IP Address Port

1 ( 10.2.3.208 6588 ]
2

3

4

5

B

7

Redirect Outgoing Proxy Traffic to Built-in Proxy Server

Built-in Proxy Server (JEnable G Disable

AT T

Step 3.  Make sure that clients use the same proxy server settings. Please also configure appropriate exceptions
if there is any traffic which is not needed to go through proxy server — for example, there is no need to

use proxy server for the Default Gateway (192.168.1.254).

Local Area Network (LAN) Settings (5] Il Proxy Settings X
Automatic configuration Servers
Aukomatic configuration may override manual settings, To ensure the Type Proxy address ko use Part
use of manual settings, disable automatic configuration. \
[ automatically detect settings (ﬂTTP: 0230w L ]
|:| Use automatic configuration script Secure:
ETF:
Prowy server Socks:

Use a progy server for your LAN (These settings will not apply to
dial-up or YPM connections),

Address: Port: |

Bypass proxy server for local addresses

[ use the same proxy server for all protocols

Exceptions

Do nok use proxy server For addresses beginning wikh:

Ok ][ Cancel ]

1921881254111

Use semicolons { ; ) to separate entries.

o, | [ Cancel

Note: It is required that the proxy server setting of the clients match with the proxy server setting of the DSA-3600.
Otherwise, users will not be able to get the Login page for authentication via browsers and it will show an error page

in the browser.
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Appendix D. Certificate Settings for IE6 and IE7

= Certificate setting for the company with Certificate Authority

> Background information

Any website or high-value Web Applications will require a client to access their websites via Secure Sockets
Layer (SSL). The browser will automatically ask for a public SSL certificate from the website and check if it is
valid. The public SSL Certificate consists of the public key and identity information which can be signed by any
established certificate authority (e.g. VeriSign). The certificate authority guarantees that the public key belongs
to the named entity. Usually, website’s security certificate may encounter problem only if the security certificate
presented to the browser has not been signed by any certificate authority which can be trusted.

As long as the SSL function is enabled in the DSA-3600, there must be a public SSL certificate signed by an
established certificate authority. To avoid the error message in the browser, a company should have its own
Certificate Authority (CA). The IT department must therefore install the SSL certificate for each normal user
when deploying the DSA-3600.

> Secure Certificate setting for both IE6 and IE7

For the company with its own Certificate Authority (CA), the certificate of the company should be trusted by all
his employees’ computers, and the certificate should be delivered through a trusted media. For example, the
MIS staff should install the CA certificate in each computer. The company CA will issue a certificate for the
DSA-3600 and export it to the DSA-3600.

Note: If the DSA-3600 is installed in a company, the administrator can create a certificate using software

instead of purchasing a public trusted certificate.

= Certificate setting for the company without Certificate Authority

For a company that does not have it own Certificate Authority (CA), the administrators should first apply for a
trusted certificate, or create one by using certificate software. Second, the administrators should use some
trusted media to install this certificate (as trusted CA) in each employee’s computer, and in the meantime
export this certificate to the DSA-3600.

In some circumstance, the company without Certificate Authority may follow the steps stated below to avoid
error message. When in the LAN environment of the office instead of a wireless environment, administrators

may already have recognized certificates in the system which the CA must be verified as secured.
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Certificate setting for Internet Explorer 7

For IE7, certificate issues caused by certificate publisher not being trusted by IE7, the following steps may be

taken to provide a workaround or to bypass the issue.

(1) Open the IE7 browser, and you will be redirected to the default login page. If the certificate is not trusted, the
following page will appear.

Click “Continue to this website”.

(= Cartificate Lrrer: Navigation Blocked - Windews Internet Explorer =
3 - G e " b | o i

4R |G Corthcate Ermor: Navigstion Blcked Tis B o v ieam - G3reek-

a There is a problem with this website's security certificate.

te was not issued by 3 trusted certificate

= More information

Doem @ et Hoow -

(2) The default User Login Page will appear and the users can then login normally.

) Login - Windows Internet Explorer

Sl M |g, https:j/dsa-3600. solution.centet floginpagesflogin. shkml V‘@ Certificate Error | 2| %
w & [gg]-l@n—unk DSA-3600 [@Lugin x I } 4]
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Appendix D. Certificate Settings for IE6 and IE7
For installing a trusted certificate to solve the IE7 certificate issue, please follow the instructions stated below.

(1) When the User Login page appears, click “Certificate Error” at the top.

> Id |g, https:j/dsa-3600. solution.centet floginpagesflogin. shkml v ‘ @ Certificate Error | 2| %

i:;’ r.‘ﬁ [éljlﬁnrunknsn—ssnn I@Lugin -

(2) Click “View Certificate”.

ter/loginpages/login.shtml A\ | @ Certificate Error ||+
— x
& Login . )
_[ Bl '@ Certificate Invalid
\ F ? The security certificate presented by this
A & wiebsite has errars,
‘;j-‘ i Thiz problern ray indicate an atternpt to
fool you or intercept any data you send to
the server.
Username:
we recommend that you dose this
Password: wibpage,
About certificate errars
wiew cerfificates
H 13 H H H ”
(3) Click “Certification path”.
5
Ceitificale 3

@ Certificabe Information

Thes CA Raol cerfilfic sl e = nol brusted. To emnelie frusl,
inetall thiss cestilicste im e Trusbed Root Certif stion
Bubhories store,

bosumed Rer;  [54-6100)
Tymued by [56-0100

Valid from 10267006 e 10/ZX2016

Vil Contfcate, . |
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(4) Select root certification, then click “View Certificate”.

Corificaie Al
Genersl | Dmtuls | Cortdicstion Bah
o if ication path

-]

o e

_ipen cancats_]

Corthaae glabs

iwe o Bool certificale & nol rusted Eecaass 1w mol i ihe Trusted Ao
K ertic abans A hardiey gl

—_—

(5) Click “Install Certificate”.

ey | Detsle | Certfostion Path

| @anm

This CA oot certificate i not trusted To enabile brust,
wextall this cerbificate in the Trsted Root Certification
Agthories. store,

lowaii b [r5a-5100

Iwnimid] brp: 5451 00

Valid from (07240000 to (R30S
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(6) Click “Next”.

~ AF Cadfcaln B *r A g~
e B B 'ﬂl‘.m

el | [wial | Cotfoaton Path

Certificate Impari Wirard

Welcome to the Certificate ITmport
Wizard

This wnated halps. you copiy cerifates, cerifete trusl
kg, and cerif cate revncahon kets from your cidobo a
cevtificale Sore

A cerbficate, whech it imeued by @ csrticsbon sathorty, 5
= oordrmshon of your mentty and condens eformston
e tn protect cdate of bo e abln® secure etk
corvmctions, & certficats dore i e Srslern area e
cestificales are kept.

To coftaues, ihd Bt

(7) Select “Automatically select the certificate store based on the type of certificate”, then click “Next”.

Certlficate Sore
Lt e e peHen mem e ol e e et

heaioe (a0 sul ol sy salect & cetFoae dime, o g L8 e e 8 oostion fos

« | it oy smlnrt [he oot sl siore hesed e ibe Eype of certificsle l

[mace wll peviFrated i the [alisaing store

L

(8) Click “Finish”.

Certificate iImparl Wirard m'

Completing the Certificate Import
Wizard

v Pt ucoially complsted (e Cartfcats Tigaost
wizad

o0s huet: Epciied e Foliowang seftngs
Cestificsts ors Seleched  Automshosly debermwned by |

Combard Corifficaln
€ ¥
_—
Back [ Frish I axsl |
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(9) Click “Yes”.

Suc uriny Warning

E Vi e bt bs netal @ carthcsts b i sitherty (A} ch
Dsb-R100
TR, Veui B3 g by cortactng

ey wr e 1 e i mctualy
THARLI0". P lebosmtng vlien il wmsist Yo i e (rismss

Thesnkrrd (sha i )i AESFEXH BOOWES) WTFRTHE &C47FIES TECSTFEL

wWarrg:
1F vt thee ioot certheate, Wardown wll st ienabcally brust any certficabs mrued b the CA fretaleg 0
cetfeate wi® o ureonfimed Pusteid i & sscuty rak, I you chek “Yes" i achnovidedge th sk

Do s mard b vl thes I.l1.l'll_ 1]
- J

(10)Click “OK”.

e [wtad  Certfaaon Pat

g Cestific st e Indnrmation

T CA Hool cortificae ool bnsted, To enslide trast,
vl all Ths oerbilfiate o Db Teusted Root Cect sl on
LIFE S E o R f R

Iswped b (241N
l Eesmed byn  [5A-6100

valid from 10/25/2006 b 1O/Z3/2016

=]

(11)Launch a new IE7 browser. The certificate is now trusted via IE7 according to the key symbol shown at top

next to the address field.

{= Login - Windows Internet Explorer

12 A _e_ hittps: aw. private floginpages/login, shbml ““_ 5 | || XK | ol | el [
Google (G~ v|co b @ B v | ¥ Bockmaisw S check v 4 - | send o~ () Settings=
* @ [@uom B8 B O
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= Certificate setting for Internet Explorer 6

For issues relating to IE6 certificate error, the following information provides the step to take when the certificate

publisher is not trusted by IEG6.

(1) Open an IE6 browser, the Security Alert message will be appeared if the certificate is not trusted. Click “ Yes”

to proceed.

Security Alert

(?‘1 Infarmation you exchange with this site cannat be viewed ar
?. changed by others. However, there iz a problem with the site's
® zecunity certificate.

& The zecurity certificate wags izzued by a company you have
not chosen to trust. Yiew the certificate to determing whether
wou wank to trust the certifying autharity.

o The zecurity certificate date is valid.

& The name on the security certificate iz invalid or does not
match the name of the site

Do you want to proceed?

Yes ] i HNo i [ ‘Wiew Cerlificate

(2) The User Login Page will appear.

) Login - Windows Internet Explorer

A

' |g, https:j/dsa-3600. solution.centet floginpagesflogin. shkml

V‘@ Certificate Error | 2| X

w o [%ITI@D—UnkDSA—smﬂ

[ @ Login ﬁ

(3) The user can now login normally.

)
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Appendix E. Service Zones — Deployment Examples

= Typical Application Scenario: Employees vs. Guests

Typical service zone settings will separate users groups into Employee and Guests for the purpose of different
authentication level.

D-Link TR DSA-3600

Building Networks for People 0 - - Multi-Service Business Gateway

Service Zone Settings

= WANT Service Zone VLAN WLAN Applied Default Authen &
> Name Vg OB iion Palicy Option Status Details
N Fort Manmg Dafault MiA diink Hong None  On-demand User  Enabled
i ones
#-f Users
llActess Points 571 1 die Hone None Local DB Disabled
- Metwark 321 f
E-fii Status
| 872 2 "S“Q;' Mong Nane Local DA Disabled | Gonfigure
dlink-

873 3 e Hone Narie Local DB Disabled

dlink-

8z4 4 B None None Local DB Disahled

»  Application Network Diagram:

As shown in the diagram, assign service zone 1 to Employees and service zone 2 to Guest.

DSA-3600

WLAN #1 (Tag: 1111)

I
Managed ‘ # :
APs

S5I0; S21-Employee

VLAN #2 (Tag: 2222)

I

o . Managed
| | T
w S3I0: 8Z2-Guest

SSID #2:

% SSID #1: $22-Guest
R /E 3Z1-Employee i E

)

Service Zone #1 Service Zone #2
(for Employees) (for Guests)
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»  Requirements for the Application Scenario :
1. Regardless of the location in the office, all users should be divided into two groups (Employee and

Guest) for the purpose of authentication differences.

2. Each service zone must setup its own SSID to let users to access the wireless network using the

specific ID. The system will give a unique Session ID to authenticated users when they start new

sessions.

3. Both groups, Employees and Guests, will be redirected to different login portal pages and will be

authenticated against different authentication database.

4. Apply different access control policies to separated groups Employee and Guests.

= Solution and Configuration in DSA-3600

» Configure two service zones to map to the two groups

Step 1: Select “Tag-Based mode* for all “service zones*

D-Link

Building Networks for People

DSA-3600

Multi-Service Business Gateway

* DSA-3600
{4 System

AN Traffic

2 Senvice Zones
- f@iUsers
+ [ Access Points

tatus

LAN Ports and Service Zone Mapping

Select the mode for Service Zone () Port-Based

(+) Tag-Based

Notice: Unider “Tag-Based” mode, Service Zones will be

distinguished by VLAN tagging. instead of physical LAN ports.

LAN1 LANZ LANZ LARN4

Step 2: Choose and configure the desired “service zone* for the specific group (e.g. Choose and configure

“Sz1" for Employees)
D-Link

Building Networks for People

DSA-3600

Multi-Service Business Gateway

: DSA-3600
[=-{@ System

- Users

- Access Points
- Metwork
B-fliStalus

Service Zone
Name

Default

5873

VLAN
Tag

NiA

Service Zone Settings
WLAN Applied Default Authen

Encryption Policy Option
dlink MNaong MNone On-demand User Enabled
dlink-
a7 MNong MNone Local DB Disabled

dshggr None MNone Local DB Disabled

SSID Status Details

ds\lgg— None None Local DB Disabled
dlink- :
a7 None Mane Local DB Disabled
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Step 3: Configure the “service zone® accordingly

Basic Settings

| Senvice Zone Status & Enabled | O Digahled

| Service Zone Name Employee |

| WLAN Tag {1111 F(Range: 1 ~ 4084)

Operation Mode & naT O Router
Metwork Interface

IP Address (19216821 i

Subnet Mask : |255.265.255.0 F

» Configure the SSID

Wireless Settings

SSID SZ1-Employee =
Open System -
Authentication
Security [JEnable 802.1x Authentication
Encryption Mone

» Choose the authentication option and configure the login page

Authentication Settings

Awthentication Require(l For .
s) Enahled] O Disabled

the Zone
Auth Option Auth Database Postfix Default Enabled
| Local DB LOCAL local ® |
Server 2 POP3 nop3 & ]
Authentication Opti Server 3 RADILS radius & "]
Server 4 LDAR Idap @ Il
On-demand User  ONDEMAMD andemand & "]
SIF SIP TIA
Login Page Configure |
Logout Page
Custom Pages Login Success Page
Login Success Page for Ondemand User
Logowut Success Page
» Choose the appropriate policy for this “service zone*
| Default Policy in this Service Zone Policy 1+ | [ Edit System Poilcies ]
Email Message for Login Reminding [ Edit Mail Message ]
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Finished Configuration — Service Zone Settings:
Once the settings of two service zones are completed, the configured result will be displayed on screen in the

Service Zone Settings. The name of the service zone and the enabled status should appear in the display.

Service Zone Settings

Service Zone VLAN ssID WLM_I .ﬂ.|1-|1-!ie(l Default :ﬁuthen status Details
Name Tag Encryption Policy Option
Default MAA, dlink None Mohe  On-demand User Enabled
Empl 1111 e N Palicy 1 LocalDB  Enabled
Mployee Empluyee ane olicy aca nanle
Ondemand 2232 822 Mone Policy 2 On-demand User Enabled
Ondermand i J
&z3 3 dlink-SZ3 None MNohe Local DB Disatled
574 4 dlink-574 None None Local DB Disabled
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Appendix F. Deploying DSA-3600 Using DWL-2100AP

Wireless Features of DWL-2100AP
Wireless security can be addressed using the DWL-2100AP access point with WPA (Wi-Fi Protected Access)

and 802.1X authentication to provide a higher level of security for data communication among wireless clients.
The DWL-2100AP is fully compatible with industry standards such as WEP, and can support Multiple SSIDs,
each of which can be mapped to a specific Service Zone (see Section 4.1.6 Service Zone) defined in the
DSA-3600. Using the Service Zone based architecture, administrators can assign wireless security settings to

different SSIDs according to the Service Zone profiles.

I / SS5ID1 w4 Service Zone 1 (profile)

Wireless Security Setting

(WEP, WPA, 802.1X, etc.) || “*P eggg:: sl 55|02 S Service Zone 2 (profile)

DWL-2 100AP \ SSID3 @ Service Zone 3 (profile)

The DWL-2100AP can be deployed in the Service Zones and centrally managed via the DSA-3600. The
Service Zone and Centralized AP Management provide an ideal solution using the DSA-3600 together with
DWL-2100AP for quick creation and extension of wireless local area network (WLAN) in offices and other

workplaces, including hotspots.

Best Practice for Wireless Settings of DWL-2100AP

To use multiple SSIDs in DWL-2100AP, creation and configuration of different Service Zones will be needed.

» Two Types of SSIDs:

The DWL-2100AP has two types of SSIDs:

I.  Primary (Only one for each DWL-2100AP) — Support every mode (Open System, Shared Key, Open
System/Shared Key, WPA-EAP, WPA2-EAP, WPA-Auto-EAP, WPA-PSK, WPA2-PSK, and
WPA-Auto-PSK) for security.

II. Guest (Up to 7 for each DWL-2100AP) — Does not support "Open System/Shared Key* mode for security

sSuppots voecirik

I / SSID (Prima Tl}rlll;.‘ﬂe fp— Sarvice Zone 1

t"’!ﬂ 7 3SIDZ(Guesty, E)I‘:e'-,'“ﬂetuiwnmle bl CLLL

Ho =Open System Shiared

DWL-2100AP ~ % SSID3 (Guest Type G Setvice Zone 3

Ho “=Orpen System Shi e{I)I(e_'-,'“ securitymode

Caution: If an existing SSID is already using Guest type, the wireless security of a Service Zone which is

associated with this SSID cannot be set in the Open System or Shared Key mode in DSA-3600.
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» Single Set of WEP Keys:
All SSIDs which belong to the same DWL-2100AP share the same set of WEP Keys (Key1 ~ Key4):

| _w SSID1 @ Service Zone 1

WEP Setti A= ‘ =
(Keyl, 2:}3,".;.?1]. o sl SSID2 M Service Zone 2

DWL

2100AP
~ SSID3 @ Service Zone 3

Caution: If two or more SSIDs belong to the same DWL-2100AP and the wireless security of the associated

Service Zones is set in the “Shared Key” mode in the DSA-3600, those SSIDs cannot be mapped to the

Service Zones that have different sets of WEP Keys in the DSA-3600.

» Single Set of RADIUS Server Setting:
Only one set of RADIUS Server setting is provided in DWL-2100AP.

IP Address, Port, Secret Key)|l == %@ e 55|02 W Saryice Zone 2

DWL -2 100 AP ~ $SID3 @ Service Zone 3

..-""' 55ID1 M= Service Zone 1

RADIUS Server Setting

Caution: If two or more SSIDs belong to the same DWL-2100AP, and the wireless security of the associated
Service Zones is set in the modes which use RADIUS, those SSIDs cannot be mapped to the Service Zones

that have different sets of RADIUS Server settings in the DSA-3600.

» Availability of WEP Keys:
When an SSID of the DWL-2100AP is set in “WPA* related modes (such as WPA-EAP, WPA2-EAP,

WPA-Auto-EAP, WPA-PSK, WPA2-PSK, and WPA-Auto-PSK), it will disable the availability of WEP Key2 and
Key3 for another SSID, which is set in “Shared Key“ modes (Shared Key or Open System/Shared Key), in the

same DWL-2100AP.

WEP Setting I ‘,d"' ‘5Se§!le:'!f#PA"|el.letl moiles Service Zone 1
{Only Key1 and i %__ﬁg )
Keyd Available) - \ ge%l?%lmed ey related modes SRS
DWL-2100AP
SSID3 s Sarvice Zone 3

Set m “Shared Key” related modes

Caution: If two or more SSIDs belong to the same DWL-2100AP and the wireless security of one associated
Service Zone is set in the modes of “WPA", “WPA2" or “WPA Mixed", those SSIDs that are in the modes of
“Shared Key" and “Open System or Shared Key" cannot use WEP Key2 and Key3 in the DSA-3600.
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» Availability of 802.1x Authentication :

When an SSID (Primary type) of the DWL-2100AP is set in the mode of “Open System*, “Shared Key”, or
“Open System or Shared Key*, it will not support 802.1x authentication.

Caution: 802.1x Authentication should NOT be enabled in DSA-3600 if any DWL-2100AP exists in the

Service Zone and the associated SSID is in the mode of “Open System” “Shared Key” or “Open System or
Shared Key".

Wireless Settings

SSID dlink-5Z1
Open System v
Enahle 802.1X Authentication
RADIUS Server Settings (802.1X)
Authentication
Security IP Address
Fart
Secret Key
Encryption None »

» Availability of WPA Pre-Shared Keys (WPA) :
When an SSID of the DWL-2100AP is set in the mode of WPA, WPA2, and WPA/WPA2 Mixed in DWL-2100AP,

“Passphrase” is the only available Key type for Pre-Shared keys (PSK). In addition, the length of
“Passphrase* for the SSID of Guest type is 8 to 34 characters.

Caution: The "HEX" (the other Key type) should NOT be enabled in DSA-3600 if any DWL-2100AP exists in
the Service Zone and the associated SSID is in the mode of WPA, WPA2 or WPA/WPA2 Mixed. Also,

administrators will have to ensure the length of “Passphrase” does not exceed 34 characters and not shorter
than 8 characters in DSA-3600.

Wireless Settings

SSID dlink-5Z1
Authentication WPA v
_ WPA-PEK v
Security
Encryption TKIP

FPassphraselPSK
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Appendix G. Network Configuration on PC

After the DSA-3600 is installed, the following configurations must be set up on the PC: Internet Connection Setup
and TCP/IP Network Setup.

» Internet Connection Setup
If the Internet Connection of this client PC has been configured as use local area network already, you can skip

this setup.

>  Windows XP

1. Choose Start - Control Panel = Internet B Control Panel EEX
File Edit Wiew Favorites Took  Help o
Option. o O O [ ke [

address [@ Control Panel B> E

[~ g & =T D 8 L2

Accessibiity  Add Hardware  Addor  Administrative Date and Time
G Switch to Category Wiew Options Rema, .. Tools

© [~ A &
R v 2 e
Display Folder Options Fonts

& Windows Update Controlers

@) Help and Support iy 3

Keyboard Mouse Metwork  Phoneand  Power Options
Connections  Modem ...

2 e 8 2 @

Printersand  Regional and  Scannersand  Scheddled  Sounds and
Faxes Language ... Cameras Tasks  Audio Devices

& B @4 82 8

Speech Systsm  Taskbar and User Accounts YMwars Tools ~

See Also

2. Choose the “Connections” label, and then click  BLIELLEEET T

Setup.
:  Toset up an Inkernet connection, dick
L Setup,

Dial-up and Yirtual Private Metwark, zettings

Add...
Remowve

Choose Settings if wou need to configure a proxy Settings. .
server for a conneckion.

Mewver dial a connection

Dial whenewer a network, connection iz not present

Always dial my default connection

Set Default

Local Area Metwark, [LAM] zettings

LAM Settings do not apply to dial-up conneckions., LAM Settings...

Choose Settings above For dial-up settings.

[ ak ] [ Cancel Apply
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3. Click Next when Welcome to the New

Connection Wizard screen appears.

4. Choose “Connect to the Internet” and then
click Next.

New Connection Wizard

Welcome to the New Connection
@ Wizard

Thiz wizard helpz you:
* Connect to the Internet.

* Connect to a private network, such az pour workplace
rietwiork.

* Set up a home or zmall office network.

To continue, click Next.

MNewt> | D Cancel

New Connection Wizard
Metwork Connection Type
‘Wwihat do you want to do?

Tou can browse the ‘eb and read email

() Connect to the network at my workplace
Connect to a business netwark. [using dial-up or ¥PM) 20 you can work from hame,
a field office, or another location.

(") 5et up a home or small office network
Connect to an existing home or small office network, or set up a new one.

() Set up an advanced connection

Connect directly to another computer using your serial, parallel. or infrared port, or
zet up thiz computer 2o that other computers can connect ta it

P —
[ <Eac( H Mext » ID Cancel
e

then click Next.

Getting Ready
The wizard iz preparing to get up vour Intermet connection,

How do you want to connect to the Intermet?

(O Choose alis pternet service providers [I5Ps)

will need your account name, password, and a
phone number for wour ISP, For a broadband account, vou won't need a phone
rurnber.

() Use the CD | got from an ISP

P ———
[ <ﬁacl( ” Mest » ]D Cancel
—
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6. Choose “Connect using a broadband
connection that is always on” and then click

Next.

7. Finally, click Finish to exit the Connection

Wizard. Now, you have completed the setup.

= TCP/IP Network Setup

New Connection Wizard

a uger name and

Internet Connection
How da you want to connect to the Intemet?

() Connect using a dial-up modem
Thiz type of connection uses a modem and a regular or ISDM phone line.

(") Connect using a broadband tion that

password

Thisz is a high-speed connection uging either a DSL or cable modem. Your ISP may
refer to this type of connection as PPPoE.

nnect using

I3 15 T B
connection. |t is always active, and doesn't require you to sign in.

T

A
[ < Back (” Mest » l) Cancel
y—

New Connection Wizard

Completing the New
Connection Wizard

“Your broadband connection should already be configured
and ready to uze. If pour connection iz not working
properly, click the following link.

Learn more about

To cloge this wizard, click Finish.

[ < Back " Finigh ]? Cancel
V

In the default configuration, the DSA-3600 will assign an appropriate IP address to a client PC which uses
DHCP to obtain IP address automatically. Windows 95/98/2000/XP configures IP setup to “Obtain an IP

address automatically” in default settings.

To check the TCP/IP setup or use a static IP to connect to the DSA-3600 LAN port, please follow the following

steps:
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»  Check the TCP/IP Setup of Window XP o P—— oE

1. Select Start > Control Panel - Network e, G e et M L]
) Back -J l.@ p Search H Falders v
address | [ Control Panel v| Go

& X D

Accessibilty  Add Hardware Addor Adrministrative Dabe and Time

Options Remov.., Tools
v 2 » D
See Also g u }j

Display Folder Options Fornts Game Internet
Controllers Options

Connection.

&
RS

¥

& Windows Lpdate

Q) Help and Support @ Eo {Lt;
FKeyboard Phone and  Power Options
Modem ...
R A
L i
e 2 9
Printers and  Regional and  Scanners and  Scheduled  Sounds and
Faxes  language...  Cameras Tasks  Audio Devices
—E
§ 9 d 8 &
Speech System Taskbar and  User Accounts WMware Tools v
2. Click the right button of the mouse on the “Local - . ——
= Network Connections \._HE X
Area. Connectlonu Icon and SE|eCt “ PrOpertIES" File Edit ‘View Faworikes Tools Advanced Help a’
@ Back ~ -J l.@ p Search H Folders v
Address | €Y Network Connections V| Go

# | LAN or High-Speed Internet
Network Tasks

Create anew '_|
connection

% Setup & home or smal
= office netwark.

Disabls

Status
@ Disable this network. —
device i
% Repair this connection Etidge Connections

Iim Rename this connection
&) View status of this
connection

Change settings of this b
connection

Create Shorkeub
Delete
Rename

Properties

Other Places S
@ Control Ranel

& Hy Network Places

My Documents

3. Select “General” label and choose “Internet

-4 Local Area Connection Properties

Protocol (TCP/IP)” and then click Properties. Now, “General | Authentication | Advanced |

you can choose to use DHCP or specific IP address, CennectLiting,
| E&8 AMD PCMET Family PCI Ethernet &dapter |

please proceed to the following steps.

Thiz connection uzes the following ikemns:

gclient for bicrozaft Hetwork s
g File and Printer Sharing for Microsoft Hetworks
Y wpe== = -

[TCE/IF] I

el ia L € L L

Diezcription

Internet Protoco

Transmizsion Control Protocol/nternet Protocol. The default
wide area nebwork protocol that provides communication
across diverse interconnected networks.

[] Show icon in notification area when connected

[ 0k, ] [ Cancel ]
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Using DHCP: To use DHCP, choose “Obtain an [ Gt N fa LI WPt ed[E3

IP address automatically” and click OK. This is
the default setting of Windows. Reboot the PC to
make sure an IP address is obtained from the
DSA-3600.

Using Specific IP Address: To use specific IP
address, please request from your network
administrator the following information of the
DSA-3600: IP address, Subnet Mask, New

gateway and DNS server address.

Choose “Use the following IP address” and
enter the information given from the network
administrator in “ 1P address”, “Subnet mask”
and the “DNS address(es)” and then click OK.

General | Alernate Configuration

You can get IP setting: assigned automatically if pour network, supports
thiz capability. Othemwize, you need to ask your network, administrator for
the appropriate IP zettings.

(¥) Obtain an IF address automaticall
() Use theTolowng 1F address:

() Dbtain DMS server address automatically
() Use the following DMS server addresses:

o ]I

Cancel ]

P

Internet Protocol (TCP/IP) Properties
[l General |

“rou can get [P settings assigned automatically if pour network, supports
this capability. Othenwize, vou need to ask pour netwaork. administrator for
the appropriate IP gettings.

() Obtai tornatically
(&) Uze the following P address:

1P address: !-

Subnet mazk:

Liefault gatewaw:

Preferred =R

Alternate DMS zerver:

o J

Cancel ]
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Appendix H. Local VPN

The DSA-3600 is equipped with IPSec VPN feature starting from release v1.00. To utilize IPSec VPN supported by
Microsoft Windows XP SP2 (with patch) and Windows 2000 operating systems, the DSA-3600 implements IPSec
VPN tunneling technology between client’s windows devices and the DSA-3600 itself regardless of wired or wireless

network.

By pushing down ActiveX to the client’s Windows device from the DSA-3600, no extra client software is required to
be installed except ActiveX, in which a so-called “clientless” IPSec VPN setting is then configured automatically. At
the end of this setup, a build-in IPSec VPN feature will be enabled and ready to serve once it is launched for setup.
The goal of this design is to eliminate the configuration difficulty from IPSec VPN users. At the client side, the IPSec
VPN implementation of the DSA-3600 is based on ActiveX and the built-in IPSec VPN client of Windows OS.

1. ActiveX component
The ActiveX is a software component running inside Internet Explorer. The ActiveX component can be checked

by the following windows.

Manage Add-ons @
Wiew and manage add-ons that are installed on your computer. Dizabling or deleting add-onz might
prevent some webpages from working comectly.

Show: | Add-ons that have been used by Intermet Explorer w
Mame Publisher Status Type File #
_’ﬂ Google Script Object Google Inc Enabled Activel Contral googlel
,'_~’b] Google Toolbar Helper Google Inc Enabled Browser Helper Object  googlel
.j:l IExpress Enabled Browser Helper Object  iexpres
"1] Java Plug-in 1.3,1_02 Sun Microsystems, Inc, Enabled Activel Control ssyv.dil
,ﬂ Java Plug-in 1.5.0_10 Sun Microsystems, Inc, Enabled Activel Control ssv.dil
%] searchassistantoC Microsoft Corporation Enabled  ActiveX Control shdocy
’_a] Shockwave Flash Object  Adobe Systems Incorpora...  Enabled Activel Control Flashat
,’_é] SSWHelper Class Sun Microsystems, Inc, Enabled Browser Helper Object  ssv.dll
_’9] Sun Java Consale Sun Microsystems, Inc, Enabled Browser Extension ssv.dll
%) 1asearch Enabled  ActiveX Control TESeat
& WPMNClient ipsec D-Link Corporation Enabled Activel Contral WPMClie
i’] ‘Windows Messenger Enabled Browser Extension
[#1#ML Document Microsoft Corporation Enabled  ActiveX Control msxr;IE bt
Settings Drelete Activel
Click. an add-on name above and ® Enable Click the name af an
and then click Enable or Disable. — Activer; control above and
O Disable then click Dielete.
Download new add-ons for Intermet Explarer
Leam more sbout add-ons

From Windows Internet Explorer, click “Manage add-ons” button inside “Programs” page under “Tools” to show

the add-ons programs list. You can see VPNClient.ipsec is enabled.
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During the first login to the DSA-3600, Internet Explorer will ask user to download the ActiveX component of
IPSec VPN. This ActiveX component once downloaded will be running parallel with the “Login Success” page.
The ActiveX component helps to setup the IPSec VPN tunnel between client’s device and the DSA-3600. It also
helps to check the validity of the IPSec VPN tunnel between them. If the connection is down, the ActiveX
component will detect the broken link and recompose the IPSec tunnel. Once the IPSec VPN tunnel is built, any
packet sent will be encrypted. Without connecting to the original IPSec VPN tunnel, user or client device has no
alternative to gain network connection beyond this. The DSA-3600’s IPSec VPN feature is designed to solve
possible data security leak between client and the controller via either wireless or wired connection without extra

hardware or client software installed.

6‘_5}
| b | \

Hello, sddtest
1 You have successfully logged in.
. The connection is secured by IPSec VPN,

Limitations

The limitation on the client side due to ActiveX and Windows OS includes:

a. Internet Connection Firewall of Windows XP or Windows XP SP1 not being compatible with IPSec protocol,
hence it shall be turned off to allow IPSec packets to pass through.

b. Without patch, ICMP (Ping) and PORT command of FTP cannot work in Windows XP SP2.

c. The Forced termination (through CTRL+ALT+DEL, Task Manager) of the Internet Explorer will stop the
running of ActiveX, which may result in IPSec tunnel not being able to work properly at client’s device. A
reboot of client’s device is needed to clear the IPSec tunnel.

d. The crash of Windows Internet Explorer may cause the same result.
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3. Internet Connection Firewall

In Windows XP and Windows XP SP1, the Internet Connection Firewall is not compatible with IPSec. Internet

Connection Firewall will drop packets from tunneling of IPSec VPN.

|
General | Support
Connection
Statusz: Connected
Diuration: b days 04:53:39
Speed: 100.0 Mbps
Activity “|
Sent M“":_ Received
Packets: 45 17E57S
Properties ] [ Diizable ]
f

e | | - Ethernet Properties

| General | Autﬁentiﬁatinr}__j Advanced |

Intermet Connection Firewall

[] Protect my computer and netwoark. by limiting or preventing

access to this computer from the Internet

Leam more about [nternet Connection Firewall

Internet Connection Sharing

[ Allaw other network. users to connect thraugh thiz

computer's Internet connection

Leam more about |ntermet Connection Sharing.

0K

] I Cancel

Suggestion: Please TURN OFF Internet Connection Firewall feature or upgrade the Windows OS into Windows XP

SP2.

4. ICMP and Active Mode FTP

On Windows XP SP2 that is without patch KB889527, ICMP packets will be dropped from IPSec tunnel. This

issue can be fixed by upgrading patch KB889527. Before enabling IPSec VPN function on client device, please

access the patch from Microsoft’'s web at: http://support.microsoft.com/default.aspx?scid=kb;en-us;889527.

This patch also fixes issues of supporting active mode FTP inside IPSec VPN tunnel of Windows XP SP2.

Suggestion: Please UPDATE client's Windows XP SP2 with patch KB889527.
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5. The Termination of ActiveX
The ActiveX component for IPSec VPN is running parallel with the “Login Success” web page. Unless user
decides to close the session and to disconnect with DSA-3600, the following conditions or behaviors of user’s

browser can be avoided in order to maintain the built IPSec VPN tunnel always alive.

WA

Hello, sddtest
You have successfully logged in.
The connection is secured by IPSec VPN,

Reasons why Internet Explorer may cause ActiveX to stop unexpectedly are as follows:

a. The crash of Internet Explorer on running ActiveX

Suggestion: Please reboot client’'s computer once Windows service is resumed. Go through the login process

again.

b. Terminate the Internet Explorer Task from Windows Task Manager

Suggestion: Do not terminate this VPN task of Internet Explorer.
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c. There are some cases of Windows messages by which DSA-3600 will hint current user to:

1)
()
®3)
(4)
(5)

Close the Windows Internet Explorer,

Click “logout” button on “login success” page,

Click “back” or “refresh” of the same Internet Explorer,

Enter new URL in the same Internet Explorer,

Open a URL from the other application (e.g. e-mail of Outlook) that occupies this existing Internet

Explorer.

Hello, sddtest
You have successfully logged in.
The connection is secured by IPSec VPN.

3

:.:J Are you sure vou want to logout?

Windows Internet Explorer

[ QK J[ Cancel ]

All these will cause the termination of IPSec VPN tunneling if the user chooses to click “Yes”. The user

has to log in again to regain the network access.

Suggestion: Click “Cancel” if you do not intend to stop the IPSec VPN connection yet.

6. Non-supported OS and Browser
Currently, Windows Internet Explorer is the only browser supported by DSA-3600.Windows XP and Windows

2000 are the only two supported OS along with this release.
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7. FAQ

a. How to clean IPSec client?

ANS:
Open a command prompt window and type the commands as follows.
C:\> cd %windir%\system32
C:\> Clean_IPSEC.bat
Or
C:\> cd %windir%\system32

C:\> ipsec2k.exe stop

b. How to remove ActiveX component in client's computer?
ANS:
(1) Uninstall and delete ActiveX component
(2) Close all Internet Explorer windows
(3) Open a command prompt window and type the commands as follows
C:\> cd %windir%\system32
C:\>regsvr32 /u VPNClient_1 5.0cx
C:\> del VPNClient_1 5.o0cx

c. What can | do if unable establish IPSec connection for Windows XP SP1?
ANS:

Disable Windows XP firewall
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Appendix I. DHCP Relay

The DSA-3600 supports DHCP Relay defined according to RFC 3046. For scaling reasons, it is advantageous to
set up an external DHCP server apart from using the internal DHCP server implemented in the DSA-3600 for
assigning IP. When client-originated DHCP packets are forwarded to a DHCP server, a new option called the
“‘Relay Agent Information option” is inserted by the DHCP relay agent. External DHCP servers that recognize the
Relay Agent Information option may use this information to implement IP address or other parameter assignment
policies. The external DHCP server will echo the option back to the relay agent in server-to-client replies, and

strip-off the option before forwarding the reply to the client.

A graphic example of connecting 2 gateways with an external DHCP server:

10.1.1.100 10.1.1.200 10.1.1.254

Router Gateway |
"‘h-,____q_‘
192.168.1.254 192.168.2.254
172.16.3.254
DHCP Server
172.16.3.100
g
P \\ Gateway 2
10.10.10.254 123.100.1.254

Please note that the Router and Gateway 1 connected to the DHCP Server have to be under the same network

segment as the DHCP Server.

When a client requests IP address from Gateway 1 Public LAN through the build-in DHCP relay agent of the
DSA-3600, the DHCP server will receive a DHCP REQUEST packet with Option 82 (a code defined in RFC 3046).
A Circuit ID will be sent by the DSA-3600 when the DHCP relay is enabled to define where the packet is sent from,
and this Circuit ID will have a format of MAC_IP, such as 00:E0:22:DF:AC:DF_192.168.1.254. When the external

DHCP server gets the request packet, it will therefore know where to reply to and which IP to assign.
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Here is an example of configuration file of the DHCP server:

nt.ocircuit-id : 60:91 192 .165.1.254";

.zircuit=-id

ublic lan™ {
*h if option : nt.oircuit-id "OO:12:43:AD:32:F2 10.10.10.254";

match if option : nt.ocircuit-id - t32:F2 123.100.1.:254";

subnet 0.0.0.0 netmask 0.0.0.0

option domain-name-s

pool
allow mermk
range 15
option
option

poo 1 I

range 192.1
option route

Based on the above example, the client that connects to the DSA-3600 sends out a DHCP request. The DHCP
relay function being enabled in the DSA-3600 sends a Circuit ID 00:90:0B:07:60:91_192.168.1.254 to the external
DHCP server. When the DHCP server gets the Circuit ID, it recognizes that the request is sent from g1_public_lan
and thus assigns the client a DNS server of 169.95.1.1, an IP that is in the range of 192.168.1.30 and 192.168.1.50,
a default gateway of 192.168.1.254, and a subnet-mask of 255.255.255.0
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Appendix J. Session Limit and Session Log

Session Limit

To prevent ill-behaved clients or malicious software from using up system’s connection resources,

administrators will have to restrict the number of concurrent sessions that a user can establish.

»  The maximum number of concurrent sessions (TCP and UDP) for each user can be specified in the Global

policy, which applies to authenticated users, users on a non-authenticated port, privileged users, and

clients in DMZ zones.

»  When the number of a user’s sessions reaches the session limit (a choice of Unlimited, 10, 25, 50, 100,

200, 350, and 500), the user will be implicitly suspended upon receipt of any new connection request. In

this case, a record will be logged to the Syslog server specified in the Email & SYSLOG..

»  Since this basic protection mechanism may not be able to protect the system from all malicious DoS

attacks, it is strongly recommended to build some immune capabilities (such as IDS or IPS solutions) in the

network deployment to protect the network in daily operation.

Session Log

The system can record connection details of each user accessing the Internet. In addition, the log data can be

sent out to a specified Syslog Server, Email Box or FTP Server based on pre-defined interval time.

»  The following table shows the fields of a session log record.

Field Description

Date and Time The date and time that the session is established

Session Type [New]: This is the newly established session.

[Blocked]: This session is blocked by a Firewall rule.

Username The account name (with postfix) of the user; It shows “N.A.” if the user
or device does not need to log in with a username. For example, the
user or device is on a non-authenticated port or on the privileged
MACI/IP list. Note: Only 31 characters are available for the
combination of Session Type plus Username. Please change the
account name accordingly, if the name is not identifiable in the record.

Protocol The communication protocol of session: TCP or UDP

MAC The MAC address of the user’s computer or device

SIP The source IP address of the user’s computer or device

SPort The source port number of the user’s computer or device

DIP The destination IP address of the user’s computer or device

DPort The destination port number of the user’s computer or device
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>

The following table shows an example of the session log data.

Jul 20 12:35:05 2007

Jul 20 12:35:05 2007

Jul 20 12:35:06 2007

Jul 20 12:35:06 2007

Jul 20 12:35:07 2007

Jul 20 12:35:09 2007

Jul 20 12:35:10 2007

[New]user1@local TCP MAC=00:09:6b:cd:83:8c SIP=10.1.1.37 SPort=1626 DIP=203.125.164.132 DPort=80
[New]user1@local TCP MAC=00:09:6b:cd:83:8c SIP=10.1.1.37 SPort=1627 DIP=203.125.164.132 DPort=80
[New]user1@local TCP MAC=00:09:6b:cd:83:8c SIP=10.1.1.37 SPort=1628 DIP=203.125.164.142 DPort=80
[New]user1@local TCP MAC=00:09:6b:cd:83:8c SIP=10.1.1.37 SPort=1629 DIP=203.125.164.142 DPort=80
[New]user1@local TCP MAC=00:09:6b:cd:83:8c SIP=10.1.1.37 SPort=1630 DIP=67.18.163.154 DPort=80
[New]user1@local TCP MAC=00:09:6b:cd:83:8c SIP=10.1.1.37 SPort=1631 DIP=202.43.195.52 DPort=80

[New]user1i@local TCP MAC=00:09:6b:cd:83:8¢ SIP=10.1.1.37 SPort=1632 DIP=203.84.196.242 DPort=80
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Appendix K. Accepting Payments via PayPal

This section is to show independent Hotspot owners how to configure related settings in order to accept payments

via PayPal, making the Hotspot an e-commerce environment for end users to pay for and obtain Internet access

using their PayPal accounts or credit cards.

ffers instant (on-demand
guest access to Internet

eeds to charge
Internet access and
accept payments via
PayPal?

Yes

L
Make sure PayPal
“Business Account”
is opened and ready

¥
Obtain
information from
PayPal.com

¥

Disable

themal Payment Gatew&@

1. Business Account ID
2. Payment Gateway LIRL
3. ldentity Token

Enable and configure the
PayPal-related settings

b

Mo

esting OK?

Yas

L

k

Check and retry
{or ask for technical support)

Fayment function via PayPal
Up and running
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1. Setting Up

As follows are the basic steps to open and configure a “Business Account” on PayPal.

1.1 Open An Account

Step 1: Sign up for a PayPal Business Account and login.

Here is a link: https://www.paypal.com/cgi-bin/webscr?cmd=_regqistration-run

Cchoose AccountTiie —+ _Enter Information —  Confirm  — Done

Sign Up for a PayPal Account

Anyone with an email address can use PayPal to send and receive money

4 : Already have a
online, ¥hat is PayPal? v

PayPal Account?
Uparade your account
() Personal Account

Ideal for shopping online. It's a free, secure, and fast way to send
payments. You can also accept bank account or PayPal balance-funded
payments for free and a limited number of credit or debit card pavments per
year for a low fee, Learn more

() Premier Account

Perfect for buying and selling on eBay or merchant websites, Accept all
payment types for low fees. Do business under your own name.

(%) Business Account

The right choice for your online business. Accept all payment types for low
fees. Do business under a company or group name, Learn mare

Forgot vour email address?

Member ulelL Forgot wour password?

Email Address | |

Password | | [Lngln]

Step 2: Edit necessary settings in “Website Payment Preferences”

Click Profile - Click Website Payment Preferences in the Selling Preferences section
Pa,yPaf Log Out | Help | Security Center

My Account

Send Money Request Money Merchant Tools Auction Tools

Overview Add Funds Withdraw History Resolution Center

Profile Summary

To edit your Profile information, please click on a link below.

Account Tnformation Financial Information Selling Preferences
Email Credit Cards Auctions
Street Address Bank Accounts Regional Tax
Phone Currency Balances Shipping Calculations
Password Gift Certificates Payment Receiving
Hotifications Monthly Account Statements Freferences
Multi-User sccess Breapproved Payments Instant Payment Motification
Preferences
API Access - —
- . eputation
Business Information X
Customer Service Message
Close Accaunt

Seller Eligibility for PayPal
Buyer Protection

|Website Payment Preferences|

Encrypted Payrent Settings
Custom Payment Pages
Invoice Templates
Language Encoding

Administrators should scroll down to edit each setting as shown in the table below. To activate all the changes,

please click Save at the end of the page.
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Settings

Screenshots

Auto Return (On)

Return URL (Redirect Webpage)
Type http://www.www.com or other
URL.

PaJyPa’ Log Cut | Help | Security Center

Merchant Tools Auction Tools

My Account Send Money Request Money

Add Funds Withdraw Resolution Center Profile

Overview History

Website Payment Preferences Back to Profile Summary

Auto Return for Website Payments

Auto Return for Website Payments brings your buyers back to your website immediately
after payment completion. Auto Return applies to PayPal Website Payments, including Buy
Mow, Donations, Subscriptions, and Shopping Cart. Learn More

Auto Return: () On
O Off

Return URL: Enter the URL that will be used o redirect your customers upon payment completion,
This URL must meet the guidelines detailed below. Learn More

Return URL: http Shanana i, COIT

Return URL Requirements: The following items are required in order to set up Auto Return.

Payment Data Transfer (On)

Payment Data Transfer (optional)

Payment Data Transfer allows you to receive notification of successful payments as they
are made. The use of Payment Data Transfer depends on your system configuration and

your Return URL. Please note that in order to use Payment Data Transfer, you must tumn
on Auto Return,

Payment Data & On
Transfer: o Off

Block Non-encrypted Website
Payment (Off)

Encrypted Website Payments

Using encryption enhances the security of website payments by decreasing the possibility
that a 3rd party could manipulate the data in your button code, If you plan on only using
encrypted buttons you can block payments from non-encrypted ones,

Learn more about Encrypted Website Payments

Mote: If you enable Encrypted Website Payments, all of your Buy Now, Donations, and
Subscriptions buttons must be encrypted via one of the following methaods:

» Using the Button Factory with the security settings enabled.

» Using your own code, you encrypt all website payments before sending them to
PayPal,

By enabling this feature, any Buy Mow, Donation, or Subscription button that is not
encrypted will be rejected by PayPal.

Block Non-encrypted (™ On
Website Payment: & Off

PayPal Account Optional (Off)

PayPal Account Optional

When this feature is turned on, your customers will go through an optimized checkout
experience, This feature is available for Buy Mow, Donations, and Shopping Cart buttons,
but not for Subscription buttons. Learn Mare

PayPal Account { On
Optional: & Off

Contact Telephone Number (Off)
Click Save.

Contact Telephone Number
Ywhen you activate this option, your customers will be asked to include a Contact
Telephone Number with their payment information. Learn Maore

Wote: Selecting On {Required Field) could have a negative effect on buyer conversion,

Contact Telephone ¢ On (Optional Field)
¢ On {Required Field)
= Off (PayPal recommends this option)

[ Save ] [ Cancel l
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1.2 Configure DSA-3600 with a PayPal Business Account

Please log in DSA-3600:

Users = Authentication - Click the Option On-demand User - External Payment Gateway - Click Configure

- External Payment Gateway - Select PayPal

Building Networks for People

admin -

* DEA-3600
-

Systern
=]

Black List
=1 Policy

= Additional Contral
[@ Access Points

[ Network

i Status

Building Networks for Paople

DSA-3600

Multi-Service Business Gateway

P Logout

Authentication Settings

Auth Option Auth Database Postfix
Server1 LOCAL local
Server 2 POP3 pop3
Server3 RADIUS radius
Serverd LDAP Idap

ONDEMAND ondemand
EIP SIF MiA

DSA-3600

Multi-Service Business Gateway

: DEA-3600
[ System
B Users

Black List
Policy

= Additional Control
[ Access Paints
[ Metwork
[ Btatus

114

Building Networks for People

acmin -

Authentication Server - On-demand User

General Settings Configure
Ticket Customization Configure
Billing Plans Configure

External Payment Gateway

On-demand Account Creation

Configure

Create

On-demand Account List Wiew

DSA-3600

Multi-Service Business Gateway

: DSA-3600
i system
& Users

Black List
Palicy

= Additional Contral
[ Access Points
[ Metwork
[ status

Business Account

Payment Gateway URL

External Payment Gateway

O Disable

PayPal Payment Page Configuration

‘hllpa Hwreee paypal. com/cgi-binfwehscr

Identity Token [ .
Verify SSL Certificate () Enable O Disable
Currency USD (U.S. Dollar) bt

Service Disclaimer Content

Ve may collect and store the following personal

information:

email address, physical contact information, credit card
nurbers and transactional information based on your
activities on the Internet service provided by us.

If the information you provide cannot be verified, we may % =
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Three fields are required:

Setting

Description

Business Account ID

This is the “Login ID” (email address) that is associated with the PayPal

Business Account.

Payment Gateway URL

https://www.paypal.com/cgi-bin/webscr (default URL for PayPal)

Identity Token

Please log in PayPal after saving the above settings > Click Profile
- Click Website Payment Preferences in the Selling Preferences

section — Scroll down to the section, Payment Data Transfer (optional).

Payment Data Transfer {optional)

Payment Data Transfer allows you to receive notification of successful payments as they
are made. The use of Payment Data Transfer depends on your system configuration and
your Return URL, Please note that in order to use Payment Data Transfer, you must tum
on Auto Return.

Payment Data (3 On
Transfer: OOff

Identity Tnken:|FIY40qLU-EMdUthD_3yTkLG1C8iGdpr-26f6kCn-KBdeSSQnKZkCBQru

Copy the Identity Token in the above page to the section “PayPal
Payment Page Configuration” of DSA-3600.

PayPal Payment Page Configuration

Business Account |test_husmess_accuum@hmmail com ‘ =
Payment Gateway URL |https:ffwww.paypal.com!cgi-binfwebscr ‘ =
tentity Token [FIvOqgLv-EMdUbgED_3y7kLG1CBGpF-26/6K Co-KBdO) -
Verify SSL Certificate () Enahle ) Disahle

Currency |USD (.5 Dollar) bl

1.3 Requirements for Building a Secure PayPal-based E-Commerce Site

To deploy the PayPal function properly, it is required that the merchant register an Internet domain name (for

example, www.StoreName.com) for this subscriber gateway device.

D-Link

Building Networks for People

LAM Port Mapping
Senvice Zones

[ Status

DSA-3600

Muiti-Service Business Gateway

? Help B Logout

General Settings for the Entire System

System Name |DS4-3600 |

Internal Domain Name _V"""""-YDL”Sm“?-CDm |1 use the name on the security certinicate

(FQDN of this device forintemal use, e.g. contraller.office-name. com)

G Enable O Disable
\hnp Mwewewy dlink-intl.com/

e .
Address (e.g. 192.168.2.1)

Management IP Address

Homepage Redirect URL 1
e g. hitp:Aavum dlinkcintl.com/)

Setun Management IP Address List

List
SHMP O Enahle () Disahle
HTTPS Protected Login (Enable @ Disahle

In addition, it is necessary to sign up for a SSL certificate, licensed from a “Certificate Authority” (for example,

VerSign), for this registered Internet domain name.

Thus, by meeting these two requirements, it will allow end customers or subscribers to pay for the Internet access in

a securer and convenient way.
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2. Basic Maintenance

In order to maintain the operation, the merchant owner will have to manage the accounts and payment transactions
on PayPal website as well as DSA-3600.

2.1 Refund a completed payment and remove the on-demand account generated on DSA-3600

a. Torefund a payment, please log in PayPal - Click History - Locate the specific payment listing in the activity
history log = Click Details of the payment listing > Click Refund Payment at the end of the details page >
Type in information: Gross Refund Amount and/or Optional Note to Buyer - Click Submit > Confirm the
details and click Process Refund

b. To remove the specific account from DSA-3600, please log in DSA-3600:
Users = Authentication - Click the Option On-demand User - On-demand Account List-> Click View ->

Click Delete on the record with the account ID. Click Delete All to delete all users at once.

On-demand Account List
Username Password Remaining Quota Status Remark Delete Al
rd4h 5484848 Until 20071 1/11-13:30 MHormal Room101 Delete
Bffm kFwBp2ad Uil 2007 1M 0-13:30 MHarmal Kevin Delete
55mA ar7sn993 12 hr(s) Marmal Jim
(Total:3) First Previous Mext Last
On-demand Account List
Username Password Remaining Quota Status Remark Delete All
r44h 54848v38 Until 200711151 1-13:30 Marmal Foam01 Delete
BT tm kTwEp2ad Lntil 20071 1/10-13:30 Hormal Kewin Delete

(Total:2y First Previous Mext Last

2.2 Find the username and password for a specific customer
a. To find the username, please log in PayPal - Click History - Locate the specific payment listing in the activity

history log = Click Details of the payment listing - Username can be found in the “Item Title” field

b. To find the password associated with a specific username, please log in DSA-3600:
Users = Authentication - Click the Option On-demand User - On-demand Account List - Click View >

On-demand Account List. Search for the specific username. Password can be found in the same record

On-demand Account List
Username  Password Remaining Quota Status Remark Celete All
38331270 Until 200712/01-13:30 Expired Customer Mr. Hu Delste
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User Account Details

Username w396
Plan:Type 4: Cut-off
Quota MIA
Remaining Quota Until 2007M12/01 12:20
Creation Time 2007/M11/29 12:47:59
Last Login MIA
Last Logout MIA
Logout Type MIA
Total Price 7

Note:
As stated by PayPal, you can issue a full or partial refund for any reason and for 60 days after the original payment
was sent. To find the on-demand account name for a specific payment, click Details of the payment listing in the

activity history log = Username can be found in the “Item Title” field

2.3 Send an email receipt to a customer

If a valid email address is provided, an email receipt with payment details for each successful transaction will be
automatically sent to the customer via PayPal. To change the information on the receipt for customer, please log in
DSA-3600:

Users = Authentication - Click the Option On-demand User 2 On-demand User Server Configuration 2>
External Payment Gateway - Click Configure - Select PayPal = Go to “Client's Purchasing Record” section

- Type in information in the text boxes: Starting Invoice Number and Description (Item Name) - Confirm and

click Apply
Client's Purchasing Record
Starting Invoice Number = [JChange the Number
Description (ltem Name) Internet Access
Title for Message to Seller Special Hote to Seller

2.4 Send an email receipt for each transaction to the merchant
A copy of email receipt with payment details (including available message note from buyer) for each successful

transaction will also be automatically sent to the merchant owner/administrator via PayPal.
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3. Reporting

During normal operation, the following steps will be necessary to generate transaction reports.

3.1 Transaction activity during a period
Please log in PayPal - Click History > Choose activity type from the Show field as the search criteria
- Specify the dates (From and To fields) for the period - Click Search

Overview Add Funds Withdraw Resolution Center

History

Wiew up to three months of
monthly account statements View this
Search

All Activity - Simple Wiew hd

O Within: | The pagt Day v

® From: 1, /|31 / |28
Month Day rear

T |0 |/ oo
Month Day Year

All Activity - Simple View from Dec. 31, 2006 to Jan. 30, 2007
Date Type TofFrom MamefEmail Status Details Action Gross Fee Met Amount

3.2 Search for the transaction details for a specific customer

Please log in PayPal - Click History - Click Advanced Search - Enter the name for a specific customer as
criteria in the Search For field and Choose Last Name or Last Name, First Name in the In field = Specify the time
period = Click Submit = Click Details to view the transaction details

Overview Add Funds Withdraw Resolution Center Profile

History History
Download My History
. View up to three manths of
Dispute Reparts monthly account statements VST
Advanced Search

History

Search
For:

O Within: | The Past Day |+

Hot S pot00000001 In:| \roice 1D v

@ From: [;5 /|3 / 2008 | 1O [q / |30 / |2007
Manth Cray Tear Manth Day Tear

Note: For more information about PayPal, please see http://www.paypal.com
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4. An Example of Making Payments via PayPal

Step 1: Click the link below the login window to pay for the service via PayPal.

Username: |

Password: |

[[]Remember Me

(Clicl{ here to purchase by PayPal account or Credit Card Online_]

Step 2: Choose | agree to accept the terms of use and click Next.

Service Disclaimer

We may collect and store the following personal b
information:
email address, physical contact information,
credit card numbers and transactional
information based on your activities on the
Internet service provided by us.
If the information you provide cannot be
verified, we may ask vou to send us additional
information {such as your driwver license, credit
card statement, and/or a recent utility bill or
other information confirming your address), or
to answer additional questions to help verify
yvour information.)

®
O

| agree.

| disagree.

Step 3: Please fill out the form and click Buy Now to send out this transaction. There will be a confirm dialog box.
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. Wireless Internet Access
g

Rate Plan Price

= 1hr(s) EUR 4
O 4hr(s) EUR G
(O 500 Mbyte(s) EURS
[Back] [ Buy Now

Note:

{ A )Payment is accepted via PayPal PayPal enables you to send
payments securely online using PayPal account, a credit card or bank
accomnt. Clicking on "Buy Now" button. you will be redirected to
PayPal's site to make payment. ( B } Please don't mamally close the
browser when you reach PayPal's payment confirmation page. It takes
about 30 seconds or more before you are antomatically redirected back
to our website with a set of Login ID and Password.

Microsoft Internet Explorer,

. Do you want fo purchase the intermet sarvice through PayPal's website?

2
(Mote: You don't necessanly need a PayPal account to do a credit card payment on PayPal's website )

Ok l [ Cancel

Step 4: You will be redirected to PayPal website to complete the payment process.

YK Cafe
Wireless Internet Access (1 hrs 0 mins) Total: €4.00 EUR ‘
~
Pay Fast With PayPal [RpiRE] @ secus Payments ‘

PayPal securely processes payments for YK Cafe. You can finish paying in a few clicks

Why use PayPal?

- It's free to send money and shop online LOG IN TO PAYPAL
-You can shaop without sharing your financial infarmation with

merchants Email personal_account@hotmail col
- Over 50,000 online merchants accept PayPal Password:

Don't have a PayPal account?
Ma problem, continue checkout

Forgotten email address or
password?
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YK Cafe

JL, Review Your Payment

‘ FEREllT S secure Payments |

Review the payment details below and click Pay to complete your secure payment. Eind out how
this paymentis made

ttem Unit Price Qty
€400 1

Total
Total:

Add special instructions for the Merchant

Payment Methad: PayPal Funds

otal

£4.00

£4.00
€4.00 EUR

£2.84 GBP

PayPal Conversion Rate as of 26 Mar. 2007: 1 Pound Sterling = 1.41305 Euros

Chanage

YK Cafe

You Made A Payment

PayPall

E\ Secure Payments

Your payment for €4.00 EUR has been completed.
You are now being redirected to YK Cafe

If you are not redirected within 10 seconds click here.

Step 5: Click Start Internet Access to use the Internet access service.

ESSID : dlink

Vaild To Use Until : 2007/12/04 16:24:06

Note:

Start Internet Access

=
AN
Login ID 4287 @ondemand
Password m7x55452
Price 4.00
Usage 1 hris)

Before closing this window, please write down your username and password.

Note:

1. Paymentis accepted via PayPal. PayPal enables you to send payments securely online using PayPal account,

a credit card or bank account. Clicking on Buy Now button, you will be redirected to PayPal’s site to make

payment.

2. Please do not manually close the browser when you reach PayPal's payment confirmation page. It takes

about 30 seconds or more before you are automatically redirected back to our website with a set of Login ID

and Password.
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