1. Introductio n

1.1 Preface

DSA-3600 is a Multi-Service Business Gateway, specially designed for small and medium business, and
branch office operational environments. The major functional areas include user management, access
control, AP management, security management, and VLAN. This Quick Installation Guide provides
instructions and reference material for getting started with DSA-3600. The Guide will illustrate how to
install the DSA-3600 and configure its basic setting.

1.2 Package Contents

= DSA-3600 x 1

= Quick Installation Guide x 1

= CD-ROMXx1

= Console Cable x 1

= Straight-through Ethernet Cable x 1
= PowerCordx1

= Power Adapter x 1

Note: It is recommended the original packing materials be kept in case of product service requirements.
Any returned product should be packed according to its original package content, together with its
relevant packing materials used for protecting the equipment from damage during delivery.
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1.3 Hardware Introduction

The DSA-3600 is implemented on an embedded platform with mini-desktop form factor. On the front panel of
the product, there are eight LEDs that are used to indicate the system power, system status, and the link
status of the six Fast Ethernet ports. The interface ports are installed on the rear panel. Six Fast Ethernet
(100Mbps) ports are provided by DSA-3600. Two are configured as WAN Ports, and the other four are
configured as LAN Ports. Located on the rear panel are a serial console port, a reset button, and the power
socket.

Front Panel
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1. Power 3. WAN1~WAN2 LEDs 5. Sign: Link
2. Status 4. LAN1~LAN4 LEDs 6. Sign: Act
1. Power

= ON indicates the power is on, and OFF indicates the power is off.

2. Status
=  While system power is on, status OFF indicates BIOS is running, BLINKING indicates the OS is
running, and ON indicates system is ready.

3. WAN1~-WANZ2 LEDs
» OFF indicates no connection, ON indicates connection, and BLINKING indicates transmitting
data.

4. LAN1~LANA4 LEDs
» OFF indicates no connection, ON indicates connection, and BLINKING indicates transmitting
data.

5. Link: Indicates status of WAN1~WAN2 and LAN1~LAN4 connection.

6. Act: Indicates status of WAN1~WAN2 and LAN1~LAN4 data transmission.

DSA-3600 Quick Installation Guide



Rear Panel
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1. Power Socket: The power adapter attaches here.

2. Reset Button
= Press and hold the Reset button for about 5 seconds and status of LED on front panel will start to
blink before restarting the DSA-3600.
= Press and hold the Reset button for more than 10 seconds and status of LED on the front panel
will start to speed up blinking before resetting the DSA-3600 to default configuration.

3. WAN1~WAN2
= The two WAN ports are for connection to external network not managed by the DSA-3600. These
ports may be used to connect to the ATU-Router of an ADSL, or the port of a Cable Modem, or a
Switch or Hub on the LAN of an organization.

4. LAN1~LAN4
= The four LAN ports are for connection to networks managed by DSA-3600, such as to clients’
networking devices or APs. There are two modes of service zone supported by DSA-3600:
Port-Based and Tag-Based. By default, all LAN ports are in Tag-based service zone. Under
Tag-Based mode, service zones are distinguished by VLAN tagging instead of physical LAN
ports.

5. Console: The serial RS-232 DB9 cable attaches here.
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1.4 Hardware Installation

Please follow the steps mentioned below to setup the hardware of DSA-3600.

o —— LAN —— — WAN —
(1—__\ | 1§ I =
')
O |\
‘--a—’ 1 2 3 4 1 2 Reset | Do412v
Conscle 3 2 1

1. Connect the power adapter to the power socket on the rear panel. The Power LED on the front panel
should be ON to indicate a proper connection.

Warning: Using a non-certified power adapter may damage this product.

2. Connect an Ethernet cable to the WANL1 Port on the rear panel. Connect the other end of the Ethernet
cable to a networking device such as an ADSL modem, a cable modem, a switch, or a hub. The LED of
WANL1 port should light up to indicate a proper connection.

3. Connect an Ethernet cable to any LAN Port on the rear panel. Connect the other end of the cable to a
networking device such as the administrator’'s PC. The LED of the LAN port should be ON to indicate a
proper connection.

1.5 Web Management Interface

The DSA-3600 provides a web management interface for configuration. After completing the hardware
installation, the administrator can configure the DSA-3600 via web browsers with JavaScript enabled, such
as Internet Explorer version 6.0 or above.

First, set a PC as DHCP in the network TCP/IP setting to get an IP address from DHCP server automatically.
Next, connect the PC to the DSA-3600 via any LAN port. An IP address will be assigned to the PC
automatically via DSA-3600 built-in DHCP server. Launch a web browser to access the web management
interface of DSA-3600 by entering “https://192.168.1.1 " in the URL. (Note: https is used for secured
connection.)

A D-Link DSA-3600 - Microsoft Internet Explorer

File Edit ‘Wwiew Favorites Tools  Help

Py o 1 [ L ."'II‘ A Yy
QBack ﬂ Lﬂ | & Search

Address https:ff192.168.1.1
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Once the DSA-3600 has been connected, the Administrator Login Page will appear. Enter “admin” for both
the default username and password in the Username and Password fields, then select the Enter button to

log in.

Welcome To Administrator Login Page!
Fleasze Enter Your Lisername and Password To.

Sign In.
Usernarne: ||a|:|min |
Password: [oesee |

Enter

I

Clear ]

After successfully logging into the DSA-3600, the System Overview page of the web management interface

will appear. Make the necessary changes to the settings accordingly. To logout, simply click the Logout icon

on the upper right corner of the interface to return to the Administrator Login Page.

D-Link

Building Networks for People

= Tools «

DSA-3600

Multi-Service Business Gateway

System Overview

- 36
--ﬁsvslem
- Users .
.gmess Foinls System - Access Points
- i Network )
o 8 Status System Time 2007/03/31 16:15:03 #0800 Total Managed il
Up Time 4 min Down o
FWersion 1.00.00 Associated Clients o
Network Interfaces Users
IP Address ‘Status Total Online 0
VIAN1 10.20.1.93 #+ Up Guests 0
WANZ A ¥ Down
IP Address SSID Status VPN Sessions
Default 19216811 dlink Enakled Local VPN 0
521 19216821 dlink-5Z1 Disabled Remate VPN a
sZ2 19216831 dlink-522 Disabled
873 192.168.4.1 dlink-5Z3 Disabled
Z4 19216851 dlink-574 Disabled Refreshevery | B0 |seconds
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2. Common Settings

This chapter will provide a step-by-step guide to administrators on how to configure DSA-3600 via Setup

Wizard.

2.1 Quick Setup by Wizard

The administrator can configure the DSA-3600 via its web management interface as specified in section 1.5
of this document. In order to connect to the Internet, TCP/IP related information such as IP address, subnet

mask, and gateway address must first be obtained from the ISP.

Click Tools — Setup Wizard in the left-top menu, and the Setup Wizard page will appear. Recommendation
for each step is provided at the left of the Setup Wizard page.

<. 5 - DSA-3600
D Lmk’ :-. 0 , ‘ : Multi-Service Business Gateway

Building Networks for People
B Loooot

? Help

= Tools
| Password Change
.| Backup & Restare
| Systern Upaorade
[{ Restart o
[ Wake-On-LAM Setup Wizard
[ | Quick Links
Step 1 General
Itis recomimended to
chanae administrators
passward and select Mew Password: |-uu
the appropriate time
z0ne hefore sefting Lip erify Pasaward: |.....
the systerm.
Time Fone: |(GMT+DB'DD)Taipei ~
Hext
==

= Step 1: General
Enter the administrator’s new password in the New Password field and retype it again in the Verify

Password field. (Note: The maximum length of the password is twenty-character and no space is allowed.)
To secure the system, administration account password change is recommended. Select the proper time
zone from the Time Zone drop-down menu to set the system time. Click Next to continue.
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Setup Wizard

m General

Itis recommended to
change administrator's

password and select Mew Password. eseses
the appropriate time
Zone hefore setting up Verify Password: | eesew
the system.
Time Zone: | (GMT+08:000Taipei w

Ca—

Step 2: WANL Interface
There are three connection types provided by DSA-3600, Static, Dynamic , and PPPoE. Contact your
ISP or the network administrator if you are not sure what the connection type for WANL1 is, then select
the Internet connection type for WANL interface. The following is an example of a PPPoOE connection
type. To configure other connection types, please refer to the User Manual for more information. Enter
the Username and Password provided by the ISP. Click Next to continue or click Back to change
configurations in previous step.

Setup Wizard
WARN1 Interface

O Static (Usze the following IP settings)

m O Dynamic (P settings assigned automatically.)

Flease select © PPPoE
connection type of the Username:
WANT interface and

canfigure the settings. Passward:

= Step 3: Local User Account (Optional)
In this step, new local accounts can be added into the local user database. Enter the Username (e.g.
staff001) and Password (e.g. JTim) of the desired new account to add a new local account into the
system. Click Skip to exit step 3 or click Next to validate added local accounts and continue.
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Setup Wizard

Local User Account {Optional)

Username: || staff001
m Password: |

fou can choose to add
a local user account for

[ —— |

= Step 4: Confirm and Restart

Click Finish to save the current settings and restart the DSA-3600. A confirmation message will appear
after clicking Finish . Click OK to continue. The Setup Wizard is now completed.

Setup Wizard

Confirm and Restart

Please press Finish button and restart DSA-3600.

Flease press "Finish" to
confirm the settings and
restart the system.

Setup Wizard

Confirm ancd Restart

utten and restart DSA-3600.

:T,/ Are you sure you want to restart the system now?

[ ok [ concel . @

Flease press "Finish" to
canfirm the settings and
restart the systermn.

During the DSA-3600 restarting, a “Confirm and Restart.” page will appear on the screen. Please do
not interrupt the DSA-3600 until the DSA-3600 Administrator Login Page reappears. This indicates that
the restart process has been completed.
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Setup Wizard

Confirm and Restart

Flease press "Finish" to
canfirm the settings and
restart the systermn.

Welcome ToAdministrator Login Pade!
Please Enter Your Username and Password To

Sign In.

Lisername: | |

Fagsword: | |

[ EwtER || cCLEAR |

Note: During every step of the wizard, if you wish to go back to modify the settings, please click the Back
button to go back to the previous step. Click Exit to leave the Wizard.

The DSA-3600 uses virtual LAN (VLAN) along with a SSID to separate service zones. At this stage, the
system is ready for use with minimum configuration. The factory default configuration uses tag-based
VLAN. The ‘Default’ service zone (with SSID="dlink’) is enabled and requires no user authentication at
this initial stage.

Section 2.3 below show an example on how to configure two service zones that require user
authentication, one zone for internal staff, while the other zone for guests. At the end of section 2.3, the
Service Zones will have been configured to use tag-based VLAN in the deployment shown in Figure-2 .
Section 2.4 demonstrates how to map two service zones using port-based VLAN.
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Modem = e
ISP Internet

-4

WAN1

E) DSA3600

SSID #1: M . SSID#2:
ssid-staff ~

ssid-guest

Service Zone (VLAN)
for guests

Service Zone (VLAN)
for staff

Figure-1 : An example using Tag-Based service zones
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2.2 SMB Network Environment

Networking devices such as switches, hubs, and access points are usually forms a part of SMB
environments. The Internet connection of a SMB is usually via ADSL or cable modem. Figure-2 shows a
typical network deployment example which includes switches, access points, and connections to the Internet
via ADSL/cable modem. Note that external authentication server in the diagram is not required. Figure-1
shows that DSA-3600 can authenticate the users of its built-in database, as well as authenticate the users of
external authentication database.

The DSA-3600 supports either tag-based VLAN or port-based VLAN, but they are mutually exclusive. In the
wireless environment, a service zone of DSA-3600 is mapped to a VLAN with an associated SSID. Figure-2
shows a tag-based deployment scenario. When the DSA-3600 is set for tag-based VLAN, an Access Point
such as a DWL-2100, with multiple SSIDs turned on, can service multiple service zones.

Modem
ISP 1 Q
Built-in Account Modem Internet
Database ISP 2
Ext | G _ |
domal g L
¥ &= -~
Auth. Server |g, T ‘
VLAN #1 (Tag: 1111) ¢ )
} VLAN #2 (Tag: 2222)
Ma:gged = | . Managed
s SSID: 8Z1-Employes = APs

; #o S5ID: S22-Guest
SSID#1:
SZ1-Employes

Service Zone #2

Service Zone #1
(for Guests)

(for Employees)

Figure-2 : An example deployment using DSA-3600
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2.3 Tag-based Service Zones Configuration Example —  Enabling

Two Service Zones

This section assumes that a factory default system has just been rebooted after running through the Wizard.

Log in to the web management interface and enter “admin” for both the default username and password in
the Username and Password fields of the Administrator Login Page. After logging-in the web management
interface, from the Menu Tree, click System and then click LAN Port Mapping to verify that Tag-Based
service zone mode is selected.

LAN Ports and Service Zone Mapping

Select the mode for Senvice Zone O Port-Based

(%) Tag-Based

Notice: Under "Tag-Based" mode, Service Zones will be
distinguished by VLAN tagging, instead of physical LAN ports.

LAMN1 LAMNZ LAMNZ LAMN4

Click System and then click Service Zones to enter the Service Zone Settings page as shown below.

- »
D-Link b R s DSA-3600
Building Networks for People ‘e‘ adtmin - 10.29.2.160 | ) T Muiti-Service Business Gateway
' Tools ? Help B Logout
: DSA-3600
- _9 1 E =
5 f i Service Zone Settings
Semce Applied
Zone YLAN Tag SSID Encryption Poli Authentication Status Details
Hame U,
LAM Port Mapping
% Open
S |Service Zanes Default = diink o 870 HMone Disabled  Enabled
- Users !
- Access Points
g“'[‘!gﬂ"’”“ 571 1 dlink-5Z1 s?gtir;n MNone Sereri  Disabled
- fii Status
e i
572 2 dlink-8Z2 System Mone Server 1 Disabled Canfigure
et !
873 3 dlink-SZ3 Systam Mone Server 1 Dizahled configure
| '
524 4 dlink-5Z4 System Mone Server 1 Disabled Configure

Click the Configure button of Default Service zone to enter its Basic Settings page. While in this Basic
Settings page, enter an IP address for Preferred DNS Server in the area of DHCP Server. (Empty
Preferred DNS Server will result in problems when using the Internet.)

12
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O Disable DHCP Server
& Enahble DHCP Server

Start IP Address : [192.168.1.1

End IP Address : |192.168.1.100

Preferred DME Server :

DHCP Server Alternate DNE Server :
Domain Mame : |dlink.com
WINS Server :

Lease Time: |1 Day »

Bezerved IP Address List

O Enable DHCP Relay

Scroll down to the bottom of the page and at the Wireless Settings area enter the SSID (e.g. ssid-staff) for
connecting to this service zone.

Wireless Settings

QOpen System v
Authentication
Security [CJEnable 802.1X Authentication

Encryption Mone «

Scroll up to the middle of the page where the Authentication Settings is, and check the Enabled box for
the Authentication Required for the Zone  option. The users will now need to be authenticated to connect
to the service zone. Make sure only Serverl is checked Enabled for this service zone.

Authentication Settings

Authentication Required For the Zone | & Enabled | O Disabled

Auth Option  Auth Database Postfix Default Enahled
| Server 1 LOCAL local ® |
Server 2 RADIUS pap3 @ ]
Authentication Options
Server 3 RADILS radius O "1
Server 4 LOAP Idap O "1
GuestUsers  OMDEMARND guest @ ]

Click the Apply button to activate the changes for the default service zone. (We can restart the system later
since we will want to continue to configure a second service zone for the guest users.)

Following similar procedures as above, click on Service Zones menu item on the Menu Tree again, this time
to configure anther service zone such as SZ1. Enter its Basic Settings page. Enable the service zone, enter
the IP address of the Preferred DNS server, and set its SSID for guests such as ‘ssid-guest’.

13
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Service Zone Status @ Enabled | O Disablad

Senvice Zone Name 521
WLAN Tag |1 F(Range: 1 ~ 4004)
Operation Mode & NaT O Router
Network Interface
IP Address : |192.168.2.254

Subnethlask: 2552552550

(O Disable DHCP Server
(%) Enahle DHCP Server

Start IP Address : [192168.2.1

End IP Address : [192168.2.100

Freferred DMNS Server

DHCP Server Alternate DINS Server :
Damain Mame : |dlink.caom

WIS Server :

Lease Time: |1 Day »

Wireless Settings

Open System v
Authentication
Security [ Enanble 802.13¢ Authentication
Encryption Mone

Remember to enable Authentication requirement for this service zone and enable the Guest Users
authentication options only.

Authentication Settings

Authentication Required For the Zone | &) Enabled | O Disabled

Auth Option  Auth Database Postiiz  Default Enabled
Server 1 LoSAL local O O
Server 2 RADIUS pop3 O ]
Authentication Options
Serer 3 RADIUS radius » i
Server 4 LDAP Idap O a

louestUsers ONDEMAND  guest ® |

Click Apply to activate the changes for the second service zone.

Now is the time to restart the system. After the restart, the system will be configured according to Figure-1 of
page 10.

For further information, please refer to the User’s Manual
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2.4 Port-based Service Zones Configuration Example

After running through the Setup Wizard using a factory default settings, the DSA-3600 is ready to use the
default tag-based VLAN for separating networks. Section 2.4 of this document will demonstrate how to map

service zones to LAN ports if port-based VLAN is desired.

Log in to the web management interface and enter “admin” for both the default username and password in
the Username and Password fields of the Administrator Login Page. After logging-in the web management
interface, from the Menu Tree, click System then Service Zones to enter the Service Zone Settings page.
At the desired service zone, click Configure to enter its Basic Settings page, then enable the service zone to

be used for the port-based service zone deployment.

Basic Settings

Senvice Zone Status & Enabled| O Disabled

Service Zone Hame 521

Click System from the Menu Tree, then click LAN Port Mapping . Select Port-Based mode for service

zone.

LAN Ports and Service Zone Mapping

= DEA-3600
=8 System
= General
- Service
Zone VLAN Tag 551D Encryption
Name
LAMN Part Mapping 5
] Zones e i e
g Zone Default dlink System
5 Open
521 1 dlink-521 System
-2 Interface : Open
= Online Users = : dinkSZ2 - gyctam
- User Logs
L 2 E-mail & SYBLOG : open
523 3 dlink-S£3 System
: Open
874 4 dlink-5Z4 System

Select the mode for Service Zone | Pon-Based

() Tag-Based

Specify a desired Service Zone for each LAN Port:

Applied
Policy

Mone

MNone

MNone

MNone

Mone

|-i):fault :IJ I-;):fault :IJ I-I[.Jlefault;J I-II:.)IET'aLIIt;J
LANT LAMNZ LAMNS LAN4

Service Zone Settings

Authentication

Disabled

Server 1

Sewver1

Server

Serer 1

Status

Enabled

Details

Configure

Disabled

Disabled

Disabled

Disabled

Canfigure
Canfigure
Configure

Configure_ |
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Assume LAN1, LAN2, LAN3 are to use the Default service zone for internal staff while LAN4 is to be
assigned to another service zone for external guests only. In the abovementioned page, click LAN4's
drop-down menu to select the desired second zone such as ‘SZ1’ for LAN4 (select only enabled service

zones). Click Apply and reboot the system.

LAN Ports and Service Zone Mapping

Select the mode for Service Zone  (5) Port-Based
O Tag-Based

Specify a desired Service Zone for each LAN Port:

Default + Default « Default ~ I_;fm_;J
LAN1 LANZ LANZ LAn4

In tag-based mode, each LAN port can serve traffic from any service zone. This is because VLAN tags
carried in message frame will not be modified. In port-based mode, each LAN port can only service the traffic
of one service zone, and all messages through the LAN port will be re-tagged with the tag assigned to the
port. Compare Figure-1 of this document and Figure-3 below to see the differences.

Modem

ISP Internet

VAN

N DSA-3600
LI 1]

SSID M1 Tomeir e

sald-slafl ssid-guast

Service Zone (VLAN) =N\ o

=
for staff Service Zone (VLAN)
for guests

Figure-3 : An example using Port-Based service zones

For single zone deployment, use the Default service zone with port-based mode.

For further information, please refer to the User’s Manual
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