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Chapter 1. Before You Start

Chapter 1. Before You Start

1.1 Audience

This manual is intended for use by system integrators, field engineers and network administrators to help them set
up DSA-6100 Wireless Access Controller in their network environments. It contains step by step procedures and

pictures to guide users with basic network system knowledge to complete the installation.

1.2 Document Conventions

The following information provides the details of conventions used in this manual.

For cautionary statements or warning requiring special attention by readers, a text box with italic font will be used:

Warning: For security purposes, you should immediately change the administrator’s password.

When any of the button symbol shown below is selected, the following action will be executed accordingly:

@ Return to the homepage of this section.
0 Return to the previous page.

m' Apply all settings configured.

m' Clear all settings configured prior to applying.

Note: Screen captures and pictures used in this manual may be displayed in part or in whole, and may vary or

differ slightly from the actual product, depending on versioning and menu accessed.
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Chapter 2. Overview

2.1 Introduction of DSA-6100

The DSA-6100 is a Network Access Controller designed for medium to large network environments to provide
network “manageability”, “efficiency” and a “friendly interface” suitable for campuses, libraries, gymnasiums,

small and middle enterprises, factories, hotspots and community hospitals.

2.2 System Concept

The DSA-6100 is built for the purpose of controlling all network data passing through its system. Users, under the
managed network, must be authenticated in order to access the network beyond the managed area. The
authentication mechanism at the user’s end is provided by the DSA-6100 server using SSL encryption to protect
the webpage. The DSA-6100 is responsible for the authentication, authorization, and management functions in the
system. User account information may be stored in the DSA-6100 database or in other specified external

authentication databases.

The process of authenticating the user’s identity is executed via the SSL encrypted webpage. The use of web
interface ensures the system is compatible to most desktop systems and palm computers. When a user
authentication is requested, the DSA-6100 server software checks the authentication database at the rear end to
confirm the user’s access right. The authentication database may be the local database of the DSA-6100 or any
external database that the DSA-6100 supports. If the user is not an authorized user, the DSA-6100 will refuse the
user’s request for access and block the user from accessing the network. If the user is an authorized user, the
DSA-6100 will grant the user appropriate access right so that the user can use the network. If the online user
remains idle without using the network for a time exceeding a predetermined idle time on the DSA-6100, or if the
online user logs out of the system, the DSA-6100 will exit the working stage of the user and terminate the user’s

access right of the network.
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The following picture provides a simple example of setting up middle to large enterprise network. The DSA-6100 is
set to control a part of the company’s intranet. The whole managed network includes cable network users, and
wireless network users. In the beginning, any user located at the managed network is unable to access the
network resource without permission. If the access right to the network beyond the managed area is required, an
Internet browser such as the Internet Explorer must be opened and a connection to any website must be
performed. When the browser attempts to connect to a website, the DSA-6100 will force the browser to redirect to
the user login webpage. The user must enter the username and password for authentication. After the identity is

authenticated successfully, the user will be granted proper access right as defined in the DSA-6100.

Attention: Public LAN is referred to as the LAN port with the authentication function enabled from where the
Authentication is required for the users to get access of the network. Private LAN is referred to as the LAN port

with the authentication function disabled.

Unmianaged Unmanaged
Network MNatwork
DSA-6100
WAN1 e | WANZ
Public LAN Private LAN

Switch Switch

“

[e=sssssssssssssssssssssans
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Another setup example is shown in the following diagram, where the administrator is able to increase the uplink

bandwidth capacity beyond the capacity of any single WAN port. This is done by the DSA-6100’s Bonding feature.

lmrmat.fExtarﬁal
Metw ork

Link Aggregation
Bandwidth WAN1 + WAN2

WAN1 WaN2

Public LAN

FESEEEEEEEE
LR L R
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The DSA-6100 can be used as the gateway for Internet access, where an external connection can be established
for sharing, accounting, authentication and users management. This solution can be applied for environments such

as hotels, campus, hot spots and others. An example of the network topology is as follows:

-
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?g Private LAN ' e, DSA-B100
Switch //J// || \%

hdml:iztratﬂr Public LAN

|
|
AP

Authenticated
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The DSA-6100 is able to use a Local Database or authentication servers (NT-Domain, POP3, LDAP and Radius)
to authenticate users. This type of solution is suitable for environments such as hotels, campus, hot spots,

enterprises and others.

Router/

Firewall
Authentication

Servers
M = ql: H: Switch
WAN1 DS
Private LAN __muiy, D5A-6100

Administrator

PG Public LAN Switch

N
Pég

Authenticated
Users
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Chapter 3. Hardware Installation

3.1 Panel Function Descriptions

/) // ///////

WA Wi

Front Panel

. . . - Wirgless Apoess Coafralles

1. Reset 3.LED 5. Port: USB 7. Port: LAN1 / LAN2
2. Select / Execute 4.LCD 6. Port: Console 8. Port: WAN1 / WAN2
1. Reset

=  Press and hold the Reset Button for 5 seconds to restart the DSA-6100.
=  Press and hold the Reset Button for more than 10 seconds to restart the DSA-6100 in default

configuration.

2. Select / Execute
= Esc: Cancel selected function
= Enter: Execute selected function in menu
= Arrow Up: Navigate upward to select required function in menu

= Arrow Down: Navigate downward to select required function in menu

3. LED
= Power: ON indicates that power is on and OFF indicates that power is off.
= Status: OFF indicates BIOS is running, BLINKING indicates the OS is running, and ON indicates
system is ready.

= Hard Disk: Reserved for future usage.

= Port Speed:

»  Upper left indicator: OFF indicates no connection, ON (orange color) indicates connection and
BLINKING indicates transmitting data.

»  Upper right indicator: OFF indicates 10Mbps connection, ON (green color) indicates 100Mbps

connection and ON (orange color) indicates 1000Mbps connection.
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4. LCD: Shows the information about the System and Network listed below:
=  System Info:
»  H.W. Status (CPU Temperature)
Utilization (CPU (%) and Memory (%))

»  System Time
»  Boot-up Time
»  Firmware

= Network Info: WAN 1/WAN 2 /LAN 1/LAN 2
»  Setting (IP Address and Netmask)
»  Loading (In/Out Pkts/s and In/Out Bytes/s)

»  Status (Connected or Disconnected)

5. USB Port: Reserved for future use.

6. Console Port: The system can be configured via HyperTerminal. For example, if you need to set the
Administrator’s Password, you can connect a PC to this port as a Console Serial Port via a terminal
connection program (the terminal’s configuration must be 9600bps, 8, N, 1, flow control - none) to change
the Administrator’s Password.

7. LAN1/LAN2 Ports: The two LAN ports can be independently configured and set to disallow users to
access Internet before authentication. Administrators can therefore choose to force authentication on
users connected to these ports.

8. WAN1/WAN2 Ports: The two WAN ports are connected to a network which is not managed by the
DSA-6100, and this port can be used to connect to the ATU-Router of an ADSL, or the port of a Cable

Modem, or the Switch or Hub on the LAN of an organization.
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Rear Panel

Power Fan

Power Switch

cord attaches here.

[P ower Socket: The power ]

Power Fan: Keeps the power cool.
Power Socket: The power cord is attached here.

Power Switch: Turns on and off the machine.

3.2 Package Contents

The standard package of the DSA-6100 includes:
. DSA-6100 x 1

. Console Cable x 1

. Crossover Ethernet Cable x 1

. Straight-through Ethernet Cable x 1

. Power Cord x 1

. CD-ROM x 1

. Quick Installation Guide x 1

. Screw Set x 1

o Rack Mount Bracket x 1

3.3 System Requirement

. Standard 10/100BaseT including network cables with RJ-45 connectors
. All PCs need to install the TCP/IP network protocol
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3.4 Installation Steps

Please follow the steps mentioned below to install the DSA-6100:

1. Connect the power cord to the power socket on the rear panel.

2. Turn on the power switch at the rear panel. The Power LED will light up.

usse
WAN1 LANT WAN2 LANZ
T Power 1
_ Stabus
. Harddisk
3 4 3

3. Connect an Ethernet cable to the WAN1 Port on the front panel. Connect the other end of the Ethernet cable
to an ADSL modem, a cable modem or a switch/hub of the internal network. The LED of this WAN1 should
light up to indicate a proper connection.

4. Connect an Ethernet cable to LAN1 port with the user authentication function enabled on the front panel. The
default port is LAN1 port. The LAN1 port with authentication function is referred to as Public LAN. Connect
the other end of the Ethernet cable to an AP or switch. The LED of this LAN1 should light up to indicate a
proper connection.

5.  Connect an Ethernet cable to LAN2 Port with the user authentication function disabled on the front panel. The
LAN2 port without authentication function is referred to as Private LAN and the administrator can enter the
administrative user interface to perform configurations via Private LAN. Connect the other end of the Ethernet

cable to a client’'s PC. The LED of this LAN2 should light up to indicate a proper connection.

Attention: Usually a straight RJ-45 can be applied if the DSA-6100 is connected to a hub/computer which
supports automatic crossover, such as the Access Point. However, after the Access Point hardware resets, the

DSA-6100 may not be able to connect to the Access Point while connecting with a straight cable, unless the cable

is pulled out and plug-in again. This scenario does NOT occur while using a crossover cable.

After the hardware of the DSA-6100 is installed completely, the system is ready to be configured in the following
sections. This manual will guide you step by step to set up the system using a single DSA-6100 to manage the

network.

10
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Chapter 4. Web Interface Configuration

This chapter provides further detailed information on setting up the DSA-6100. The administration system allows
you to set various networking parameters, such as to enable and to customize network services, to manage user
accounts and to monitor user status. The following table shows all the functions of DSA-6100. The administration

functions are separated into several categories: System Configuration, Network Configuration, AP Management,

User Authentication, Status and Tool.

OPTION

FUNCTION

System Configuration

Configuration Wizard

System Information

WAN1 Configuration

WAN2 & Failover

LAN1 Configuration

LAN 2 Configuration

Network Configuration

Network Address Translation

Privilege List

Monitor IP List

Walled Garden List

Proxy Server Properties

Dynamic DNS

IP Mobility

AP Management

AP List

AP Discovery

Manual Configuration

Template Settings

Firmware Management

AP Upgrade

User Authentication

Authentication Configuration

Policy Configuration

Black List Configuration

Guest User Configuration

Additional Configuration

1
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OPTION FUNCTION

Status System Status

Interface Status

Current Users

Traffic History

Notification Configuration

Online report

Tool Change Password

Backup /Restore Setting

Firmware Upgrade

Ping Utility

Restart

Note: After finishing the configuration, please click Apply and pay attention to see if a restart message appears at
the bottom of the screen. If the message appears, the system must be restarted to allow the configurations to take

effect. All on-line users will be disconnected during restart.

Web Management Interface

The DSA-6100 provides a web management interface for configuration. After completing the hardware installation,

the administrator can configure the DSA-6100 via web browsers with JavaScript enabled such as Internet Explorer

version 6.0.

After the basic installation has been completed according to the instructions of the previous chapter, the DSA-6100

can further be configured with the following steps:

1.

Use the network cable of the 10/100BaseT to connect a PC to the Private LAN (LAN2), and then start a
browser (such as Microsoft IE). Next, enter the gateway address for that port in the opened webpage, the

default which is https://192.168.1.1. A login screen will then appear. Enter “admin” for the default username

and password and click Enter to log in.

A Yahoo! - Microsoft Internet Explorer

File Edit Yiew Favorites Tools Help
Qe - © |ﬂ Lg .. /-‘ Search
pcress | @] wpsipion 168,111
Once the DSA-6100 has been connected, the Administrator Login Page will appear. Enter “admin” for both

the default username and password in the Username and Password fields. Select the Enter button to log in.

12
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D-Link

Building Networks for People © admin-

el

A

Welcome To Administrator Login Page!
Flease Enter Your User Mame and Passward To

Sign In.
User Mame: ‘ |admin | ‘
Password: [sssus | |

[ Ewter || clEar |

DSA-6100

Wireless Access Controller

[ Network Configuration
[ AP Managernent

[ User Authentication
(- Status

? Help B Logout

Welcome to Administration System

In this web administration interface, you may configure networking parameters, enable and
customize network services, as well as manage and monitor all users.

Administration functions are separated into several categories:
System Configuration , Network Configuration , AP Management , User Authentication and Status.

Note: If you are unable to get to the login screen, please check the IP address used. The IP address should be in
the same subnet of the default gateway. For using static IP in TCP/IP setting, set a static IP address such as
192.168.1.x for your network interface and then open a new browser again.

2. After successfully logging into the DSA-6100, the Administration System page of the web management

interface will appear. To log out of the system when completed, select the Logout icon on the upper right
corner of the interface to return to the Administrator Login Page.

D-Link

Building Networks for People "" acdmin -

< Tool

[ Metwork Configuration
[ AP Managerment
[ User Authentication

DSA-6100

Wireless Access Controlier

? Help B Logout

Welcome to Administration System

In this web administration interface, you may configure networking parameters, enable and
customize network services, as well as manage and monitor all users.

Administratien functions are separated into several categories:
System Configuration , Network Configuration , AP Management , User Authentication and Status.

13
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4.1 System Configuration

This section relates to system configuration and provides the information on the following functions: Configuration

Wizard, System Information, WAN Configuration and LAN Configuration.

D-Link .. DSA-6100

Building Networks for People g i o Wireless Access Controller

i
N Tool +

# D5A-6100 ) System Configuration
=1

Configuration Wizard
= System Information
= WWAN1 Configuration
=WUANZ & Failover

=1 LANT Configuration
LARZ Configuration

System Configuration

Configuration Wizard  This wizard will guide you through the basic system setup,

Configure system and network related parameters; system name,
administrator information, SKMP, and time zone.
Clients will he redirected to the URL entered in the "Home Page"

g::g:sms;zg;;lgnutramn fleld afier successiul lngin.

- il 2 Syst 5 Administrator fay limit remote adrministration access to a specific
[]---EUSerAuthenncatlon el lgrmation IP address or network segments. When Remote Management I is
- [ Status configured, only the devices with the IP addresses or from this

network segment may enter system administration web remotely.
Metwork Time Protocol{MTR}Server allows system ta synchranize its
tirmerdate with the configured external time serer.

WAN1 Configuration  Configure static IP, DHCP, or PPPoE client on YWAR1 port.

Configure static IF or DHCF client on WARNZ port. ITWWANZ 802 3ad
Link Agaregation is enabled, WANZ will be combined with Y1

WAN2 & Failover interface and use the WAMNT pord setting, Both WWANT and WeARN2
parts are still functional. The "Internet Connection Detection” and
"ARAN Failover' are also configured here,

Clients from LAN must login before accessing netwark, excluding
those devices that are listed on the Privilege 1P or MAC List.

LAN Configurations  The LAN interfaces can operate in MAT mode or Router mode.
Available options includes DHCP Server, DHCP Relay, and up to 32
WLAR,

ol

e

(1271

14
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4.1.1 Configuration Wizard (Also served as Quick Installation Guide)

There are two ways to configure the system. One is by using the Configuration Wizard, and the other is by
changing the setting manually. The Configuration Wizard uses seven simple steps to provide the easy set up of the
DSA-6100. These steps may also be used as the Quick Installation Guide. The 7 steps are listed below:

Change the Admin Password

Choose the System’s Time Zone

Set the System Information

Select the Connection Type for WAN1 Port

Configure LAN1

Select Authentication Method

Restart

N o o M DN =

Click System Configuration to go to the System Configuration page.
Click the System Configuration from the left menu, and the System Configuration page will appear. Next, click

on the buttons, Configuration Wizard then Run Wizard to start the wizard.

Configuration Wizard

Configuration Wizard

DSA-6100 is a Network Service Gateway with high throughput Ethernet Ports anid the
functions of network control and user management. it is designed for a medium to large
network with wired and wireless access. The wizard will guide you through the process of
creating a baseline setting. Please follow the wizard step by step to configure the system.

—unwiarg )

. Running the Wizard

A welcome screen that briefly introduces the 7 steps will appear. Click Next to begin.

"I.lillk DSA-6100
uiiding for People Wireless Access Controlier

Welcome to the DSAG6100 Setup Wizard. The wizard will help you
configure DSA6100 through these seven quick steps. Begin by clicking
on Next.

Step 1. Change Admin's Password

Step 2. Choose Systemn’s Time Zone

Step 3. Set System Information

Step 4. Select the Connection Type for WAN1 Port
Step 5. Configure LAN1

Step 6. Select Authentication Method

Step 7. Restart

15
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Step 1. Change Admin’s Password
Enter a new password for the admin account and retype it in the Verify Password field (twenty-character

maximum and no spaces). Click Next to continue.

DSA-6100

Wireless Access Controller

Step 1; Choange Admin's Password

Fou may cliange e password of adoin aceount by aaleing 8 nes
ane. Click Mext 1o comtlnue.,

Hired Passwmid; sssss

WVallty Fassword: veves

o iy o sy

Step 2: Choose System’s Time Zone
Select a proper time zone via the pull-down menu. Click Next to continue.

D-Link Eea
or Pl Wireless Access Controller

Step 2 Choose System’s Time Zone

Select the approprlate time zone for the system. Click Next o
canfintie.

(0T o 0 03 T b

[ Gack QN ea Qg bar ]
Step 3: Set System Information
Home Page: Enter the URL to where the clients should be directed when they are properly authenticated.
NTP Server: Enter the URL of the external time server for the DSA-6100 time synchronization or use the
default.
DNS Server: Enter a DNS Server provided by the ISP (Internet Service Provider). Contact the ISP if the DNS
IP Address is unknown.

Click Next to continue.

16
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D'Lillk DSA-6100

Building N TocP Wireless Access Controlle

Step 3: Set System Information

Enter System Information. Click Next to continue.

Home Page: I hitp:ifwena. dlink.com/i | %

fe.q. http o d link.comd)

NTP Server: [tockusno.nawvy.mil |

fe.q. todcusno, nawy, mil)

DNS Server: |[192.152.81.1 |x
I G T

Step 4: Select the Connection Type for WAN1 Port

There are three types of WAN port to select: Static IP Address, Dynamic IP Address and PPPoE Client.
Select a proper Internet connection type and click Next to continue.
= Dynamic IP Address

If this option is selected, an appropriate IP address and related information will be assigned automatically.

Click Next to continue.
D-Link i

G
il ineearts by Pocpln Wireteas Access Controdle

Step 4; Select the Connection Type for WANT Port

Saloct the connnetion fype for WANT poit. Click Hext to continoe.,

7 wratic B Adiliess Sal WANT por will 2 sl P wddroun
Jal¥eANT portio obdain an IF addrézs

(%] Drymaenic: I Al oss autamatically, (For most cable modem
usars.)

O E Cliaid Sal 1vir Lislizrmaarm and Pagsnsared for

PEPOE dinkup (For mas! DEL o)

=  Static IP Address: Set WAN1 Port’s Static IP Address

Enter the “IP Address”, “Subnet Mask” and “Default Gateway” provided by the ISP.
Click Next to continue.
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OSA-6100

Wirejess Access Controdler

Step 4: Select the Connection Type for WAN1 Port

Select the conneclion type Tor WANT pont. Click Next fo continue,

=) Spatic I Adedress el WAN1 ot with 8 tstic IF sddrezs
Bl WK1 pot fo olilain an P |||I|:|m<_:|'.

D Dynamie P Adilress pilamtically (For mas! cafile modom
s

£ PIMRoE Chelit Set e Usarmame and Fazeward far

PPPoE dialup.tFor moel DIL ugars)

- S . .

DSA-6100

‘Wireless Avcess Controller

Stap 4 (cont.): Set WAN1 Port’'s Statlc IP Addrass

Sot WANT port's static IP adidress. Click Mext to continne,

I Adidresss 1028561 |

Suboet Masic 255 2551200

Dokl Gentuwimys | 101,201 1 [

S T T
PPPoE Client: Set PPPoE Client’s Information
Enter the “Username” and “Password” provided by the ISP.

Click Next to continue.

D-Link S
Wiirelass Access Conlrofier

Pshthng REReSAT IF Pragie

Stap d: Select the Connaction Type for WAN1 Port

Seloct the conpection typo loy WANT port, Click Hoxt ta continue,

() Static W Adibess SetWART por with & 3180¢ P address.
Sl WK porl 1o okdiln an 12 addning

) Dymamie 1P Addrass adenafically. (For moas eabliv rmngsn
UZErs)

Sol e Ueamame and Passwond Tod

() PPRoE Client FRPOE diakup.For mast DL e )

- - @GEEs
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. DSA-6100
D'I:il'lk Wireleas Accens l.."n:mll-tf

ey Moty o Foops

Stap 4 (cont.): Set PPPoE Cllant's Infarmation

Enter the PPPoL Client's informatien pravided by your 15P, Click
Hext to continue.

Usesmiame: | useimamsfiisp

Panmwond sssssans

e (el iy
Step 5: Configure LAN1's Information
IP Address: Enter the Public LAN port IP Address or use the default.
Subnet Mask: Enter the Public port Subnet Mask or use the default.
Disable DHCP Server: If the DHCP server is disabled, the Public LAN clients must be configured with an IP

address manually.

DSA-6100

1 Wehworka K Pt Wireless Access Controller

Stap 5: Configurs LANT s Infarmation

Configure LANT's information., Click Haxt te continue.
P Adedraga: (10111

Suthwnert Maask: | 755 258 28810

£=3 Misalibe DHCP S

0 Enabie HCP Server

Enable DHCP Server: When the option is selected, the DSA-6100 will automatically provide the necessary
IP address to all Public LAN clients.

Click Next to continue.
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DEA-E100

yhr- Wireless Access Condrolber

Step 5. Configurs LANT'z Information

Comfigire LANTs informatien, Click Naxt to confinue.

IP Adilress: 10111

Suthoel Mashs | 755 156 756 1

) Diissialiber RACT Sinvane

() Enate DHCP Sersr

bt b ey

Step 5 (cont.): Set LAN1 DHCP Server

If the Enable DHCP Server option is selected, more information about the LAN1 DHCP server will be needed.
Fields marked with red asterisks must be filled in.

Start IP Address: The start IP address of the DHCP scope of LANT.

End IP Address: The end IP address of the DHCP scope of LAN1.

These IP address will be assigned to the LAN1 clients. (Note: Be sure that IP address assigned in this
range is NOT used in other setting of DSA-6100.)

Domain Name: Enter a domain name provided by your ISP (e.g. dlink.com).

WINS Server: Enter the IP address of the WINS server.(Windows Internet Naming Service Server) This field
is optional.

Preferred DNS Server: The DNS Server settings are provided by your ISP. Only the Preferred DNS Server
field is mandatory. Contact your ISP if you are unsure of the DNS Server settings.

Alternate DNS Server: The DNS Server settings are provided by your ISP. The field is optional. Click Next to
continue.

a : DSA-5100
.Lmn Wirdless Access Condroliar

R i Paspln

~]

J

Step 5 (cont.); Set LANT DHCP Server

Conflgure DHCP sanlngs. Click Mext to contlnue.
Start I Addresss (10112
Eml I Addrass: (1011254
Tratnsctinn Wasme: | afiimih oo
WINS Server:
Prefarred DHS Server: (192152011

Altomate KNS Serenn:
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Step 6: Select Default Authentication Server

Please specify the postfix name for this authentication method. The Postfix Name field (e.g. Local) will be
used as the postfix name (e.g. username@Local). An authentication method has to be selected from one of
the five options appeared in this window (Local User is selected for this setup example).

Click Next to continue.

D-Link e
‘Wireless Acceas Conirolier

Beaihing Merfamiii by Poagle
Step 6: Select Default Authentication Server

Sarlw et delandt authontication server. Click Hent to conline.
Pestiix Hawa: | Fostid "Thataull Auihmndaipn Famw

(%) Locl Sarve

) POP I Server

) RADIUS Sanver

0 LDAP Seruni

O3 NI Demain

= Local User - Add User
A new user can be added to the local user data base. To add a user, enter the Username (e.g. test),

Password (e.g. test), MAC (optional) and assign it a policy (or use the default). Upon completing a user
adding, more users can be added to this authentication method by clicking the ADD button.
Click Next to continue.

- : DSA-6100

Building fox People Wireless Access Controller

Step 6 (cont.): Add User

Click the "ADD" button to add a Local User. Click Next to continue.

Username: |

Passwort: i

MAC: |—|
G R )

Policy | Nane v__|

A0D

TS TS T
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User Authentication Method-POP3
Enter IP/Domain Name and server port of the POP3 server provided by the ISP, and then choose enable

SSL or not.

Click Next to continue.

D-Link paree
Wirdless Access Conbroller

] Estarnary 184 FRopie

Step 6 (cont.); Authentication Method-POF3

Conflgure POP3 Server Infarmatlon, Click Hext to contlmie.

PO Sarvol; T et TP o o
Sarvelr Pom: 1o St atzast 141

Ernahiles 551 [

User Authentication Method-RADIUS
Enter RADIUS server IP/Domain Name, authentication port, accounting port and secret key, then

choose whether to enable accounting service. Next, choose the desired authentication method.

Click Next to continue.

DSA-6100

Beiding Hehwork kor Proolt Wireless Access Controlier

Stap 6 (cont.): Authanticatlon Mathod-RADIUS

Configure RAIUS Seveer infonmation, Click Next to ooniinne,

RAUS Borven | | Temaln Wama® A i)
Bullieiicdion Mot | “owtaait: 18127
Accouing Pt | Thatsealt 189F)
S-er:ﬂmg.:;_ 3
Acemmling Seivice | Friohile s«

Auttientic ation Metliod | CHAP » «
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User Authentication Method-LDAP
Add a new user to the LDAP user database. Enter the “LDAP Server”, “Server Port” and “Base DN”
and select one kind of Binding Type and Account Attribute to access the LDAP server.

If the User Account binding type is selected, the system will use the Base DN to be the user account to
access the LDAP server.

D-Link e
Sibwhs b Fetohs Wirnless Access Controlier

Step & (cont.): Authentication Method-LDAF

Condigure LBAF Sevver information, Click Hoxt e continge.

LIRAP St ‘Damain NamusAP Adem)
BardRr Fort; RS S
Base DN b e

Gitwling Type I.l'serat:ruur'l |
Accomm Artribene (=300 D GN O sAMAzoountiamn

If Anonymous binding type is selected, the system will access the LDAP servers without requiring
authentication.

DSA-6100

Wireless Accoss Controller

Step 6 (cont.): Authentication Method-LDAP

Conflgure LDAP Server Informatlon. Click Next ta contlnue.

LIHAR Sever: | b mmain Hamat® S e
server o A Dataull )
Dvee DK I e A

Bineliong Ty Anomanmes (s
Reoommt Misdwte (9D CHEH O eAMAccountEama

23



DSA-6100 User Guide

If Specific DN binding type is selected, username and password in the “Bind RDN” and “Bind
Password” fields must be entered to access the LDAP server.

DSA-6100

it Nehworks I Petin Wireless Ancess Caontroller

Step 6 {cont.): Authentication Method-LDAR

Confiqure LIAP Server information. Click Next o continue,
LVAR Sordi: Seman HamwF Addrem)
Sorval Pt | *Dowlpe 109
Dase Oke
Dl Type __'Sciecrnéu I:lN w
Fanld RO

| =i i Am

Bl Passwoik

Accoum Arribame (=) oan I oM O aAMAcenmnIName
T T (T
If Windows AD binding type is selected, please enter the domain name of Windows AD to access the
LDAP server.

Click Next to continue.

DSA-B100

Wirgless Accoss Controller

Step 6 (cont.): Authentication Method-LDAF

Conligure LA Server infomation, Click Mesi to conline.
LW Sarver: | i Hpms P & dirmsh

Sarver Pom:

*raaun D)

Rase NNz

i ]
Halitng Typs | Windows AL =
Dioarioin

= User Authentication Method-NT Domain

When NT Domain User is selected, enter the information for “ Server IP Address”, and enable/disable

“Transparent Login”. After this setup is completed, click Next to continue.
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D-Link At

Buihiing Setesaris Kof Poopls Wirrlens Acorss Comtroll

Step 6 (cont.): Authentlcation Mathod-NT Doemain
Conligue HT Bomain Seoven infoomation, Click Hest o continone,

Soreon I Ko ens:

Transparent Logoin [

Step 7: Restart

Click Restart to save the current settings and restart DSA-6100. The Setup Wizard is now completed.

’ DSA-6100
D'Ilink Wireieas Access Conroller

iy Yriwerks ks Peosiy

Step 7. Restart

T Sakigp Wizard luad Dy complatedl. CRCE “Hack™ tol ioditic ation ¢
colractiom Click "Hestar™ to save flw cimrel seftngs and reboot the DSA
10,

During the DSA-6100 restarting, a “Restarting now. Please wait for a moment.” message will appear on
the screen. Please do not interrupt the DSA-6100 until the Configuration Wizard has disappeared. This

indicates that the restart process has been completed.
’ DSA-6100
D.Link Wireleas Accoss Comirollar

Misiitirg Merhuneies [=F Poagns

Wizard Complated. Rebooting Now.

RearanTing oW, Please wal 1ar a mamen,

Back and Exit: During every step of the wizard, if you wish to go back to modify the settings, please click the Back

button to go back to the previous step. Click Exit to leave the Wizard.
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4.1.2 System Information

The system and network related parameters such as System Name, Device Name, Homepage Redirect URL,

Management IP Address List, and User Logon SSL can be configured from the menu as shown below.

System Information

System Information

System Name |DE5A-6100
Device Naine (FODN for this device)
@ Enable O Disable
Home Page | hitp v dlink-intl. comy |*tein
hittpffomnmn, a1 nk-intl comd)
Remote Management | 1
P 4 0.0.0.0v0.0.0.0 “fe.g 192 1683 1 or 102 168.3 024)

SNMP O Enable & Disahle

User Logon SSL & Enable O Disable
Device Time:2007/07(04 13:36:58

(%) Enahle NTP

System Time gj;ier [tockusho.naw mil | s 5 tadiusne navymil)
Titme | ——
G RLARGE x|

) SetDevice Date and Time (UTC)
History Report Interval @& 5 O 10 O 15 O B0 minutes

System Name: The name of this system. Set the system’s name or use the default.

Device Name: FQDN (Fully-Qualified Domain Name). This is the domain name used in login page. For
example, if Device Name is dlink.com, the URL of login page will be https://dlink.com/loginpages/login.shtml.
Home Page: Enter the website of a Web Server to be the homepage. User will be directed to this webpage

after successful login. Usually, the homepage is the company’s website, such as http://www.dlink.com.

Regardless of the original webpage set in the users’ computer, they will be redirected to this page after login.
Remote Management IP: Set the IP Address or the IP Subnet with a system which is able to connect to the
web management interface via the authenticated port. For example: 10.2.3.0/24 means that as long as an
administrator is within the IP address range of 10.2.3.0/24, he or she can reach the administration page of the
DSA-6100. If the administrator configures a single IP, such as 10.2.3.5, only this IP address can reach the
administration page.

SNMP: Configure IP address and Community ID of external SNMP management device. This system supports
SNMP v.3.

User Logon SSL: Enable SSL, HTTPS or disable HTTP when user login with encryption to have a safer login
process.

System Time: DSA-6100 supports NTP communication protocol to synchronize the network time. Please
specify the IP address of a server and select the desired time zone in the system configuration interface for
adjusting the time automatically. (Universal Time is Greenwich Mean Time, GMT). Time can also be set
manually when by selecting “ Set Device Date and Time”. Please enter the date and time for these fields.
History Report Interval: Time interval to update length of minutes that traffic log in the Traffic History page will
be updated by the unit.
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4.1.3 WAN1 Configuration

System supports three different WAN connection types for the WAN1 Port configuration including: Static IP
Address, Dynamic IP Address, and PPPoE Client.

WAN1 Configuration

(&) Satic IP Address

IP Address: 192.168.1.1 =
Subnet Mask: 285.255.00 =
Default Gateway: 192.168.1.30 =
L Preferred DS Server: =

Alternate DMS Server:

[1 Enahle Bridge Mode

() Dyharmic [P Address
() PPPOE Client

* Static IP Address: Manually specifying the IP address of the WAN1 Port regarding your ISP network

information, which is applicable for the network environment where IP address cannot be obtained

automatically.

Note: The option of Bonding for WAN2 is only available when WANL is set to static IP address.

The fields with red asterisks are required. Please fill in these fields.

WAN1 Configuration

©
IF Address: 19216811
Subnet Mask: 255.255.0.0
Default Gatewsay: 192168.1.30
G Preferred DNS Server:

Alternate DMNE Server:

] Enahble Bridge Mode

) Dynarnic IP Address ]
O PPPOE Client )

WAN2 & Failover

& Mone

O Static IP Address

O Dynamic IP Address
OlBanding]

Frobe Target

URL1: hitp:ff [t google.com

URLZ: hitp:ir

WAN2 Port

Connection Detection & URL3: hitp:ir
WAN Failover Warning of Internet Disconnection
When Internet Connection is down, the systerm will display
the warning messages as:

Sorryl The service is tempaorarily unavailable. *
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IP Address: The IP address of the WAN1 port.

Subnet Mask: The subnet mask of the WAN1 port.

Default Gateway: The gateway of the WAN1 port.

Preferred DNS Server: The primary DNS Server of the WAN1 port.

Alternate DNS Server: The substitute DNS Server of the WAN1 port. This is not required.

V V. V V V V

Enable Bridge Mode: Bridge all WAN and LAN interfaces. These interfaces will be in the same
network segment. When the WAN1 is set to use a static IP address and “Enable Bridge Mode” is
checked, the DSA-6100 will act as a switch and WAN2, LAN1 and LAN2 ports will share the same
static IP address from WAN1. The pictures below are the results on the WAN2 and LAN2 when
Bridge Mode is enabled on the WAN1 interface.

WAN1 Configuration

(&) Static IP Address

IP Address: 192.168.1.1

Subnet Mask: 255.255.0.0

Default Gateway: 192168.1.30
L e Freferred DMS Server:

Alternate DMNE Server:

Enahle Bridge Mode

) Dynarnic IP Address ,J L
O PPPOE Client )

WAN2 & Failover

WANZ2 Bridge Mode

Frobe Target
LURL1: hitpcl

Connection Detection & . .
WAN Failover UIRILZE it
LURL3: hitpel

O Warning of Internet Disconnection
LAN1 Configuration

LAN1 Bridge Mode

LANZ Configuration

LANZ
* Dynamic IP address: Configure WAN port settings automatically using external DHCP Server. It is only
applicable for the network environment where the DHCP Server is available in the network. Click the Renew
button to get an IP address.

WAN1 Configuration

() Static IP Address

WAN1 Port () Dynamic IP Address

) PPPOE Client

28



Chapter 4. Web Interface Configuration

PPPoE Client: Common ADSL connection type. Enter User Name and Password of your PPPoE account.
When dial on Demand is enabled, you can set the idle timer before the system is disconnected from the
Internet. When selecting PPPOE to connect to the network, please set the “User Name” and “Password”
from your ISP to access the network. There is a Dial on demand function under PPPoE and if this function is
enabled, you can set a Maximum Idle Time. When the idle time is reached, the system will automatically

disconnect itself.

WAN1 Configuration

O Static IP Address
O Cynamic IP Address
(&) PPPGE Client

User Marme:
Fasswoard:

WAN1 Port
MTL: 1492 | pytes (Range ;1000~1 492
CLAMPMSS: 1400 | hytes (Range :980-1400)
Maximurm Idle Time: |0 minutes

Dial on Demand: (3) Enahle O Disahle

 fooy X Clear ]
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4.1.4 WANZ2 & Failover

WANZ2 can be configured to one of the following types: None, Static IP Address, Dynamic IP Address and
Bonding. None means that WAN2 Port is disabled. Bonding is shown as one of the option when WAN1 is set to

Static IP Address.

WAN2 & Failover

) Mone

) Static IP Address

O Dynharmic IP Address

() Bonding

Prahe Target

LIRL1: hitp:/f wwev.google.com

LRLZ: httped

WANZ Port

Connection Detection & URL3: hitpof
WAN Failover Warning of Internet Disconnection

When Internet Connection is down, the systerm will display
the warning messages as:

Sorryl The service is temporarily unavailahle, *

e WAN2 Port:
»  None: No WAN2 connection or WAN2 connection is disabled
»  Static IP Address, Dynamic IP Address: Please refer to WAN1 Port settings
» Bonding: When enabled, it allows administrators to increase the uplink bandwidth capacity
beyond the capacity of one single WAN port (WAN1 and WAN2 links are combined and outgoing

packets are transmitted in a specific round-robin order)

Note: The option of Bonding is only available when WANL is set to Static IP Address.

e Connection Detection & WAN Failover:
»  Probe Target: To verify the connection to the Internet, the system keeps up to three target URLSs.

These URLs are used for the system as the detect targets of WAN Failover and Warning of
Internet Disconnection. At least one URL is required for the system to verify the Internet
connection.

»  WAN Failover: When enabled and WAN1 connection fails, the traffic will be routed to WAN2
automatically. If the Fallback to WAN1 when possible function is enabled, and WAN1
connection is recovered, the routed traffic will return to WAN1.

»  Warning of Internet Disconnection: When enabled, the reminding message will appear on

clients’ screens when Internet connection is down.

30



Chapter 4. Web Interface Configuration

4.1.5 LAN1 Configuration

LAN1 is required to obtain authentication (this configuration can be disabled). In this section, you will be advised on

how to set the related configurations of LAN1 port and DHCP server.

LA&NT Configuration
LANA Condlanm mian

Enabia Lear Authentcaon [«

Crprradion Moda | BAT ¥
LAMT
IF Address 10111

Subnel Mask 433,255,255.0

I Dizaba DHEGP Senver

(=i Enabili: OHCPE Bamnn
DHCP Scope
Bear IP Addelrisis inite
End IF Address 10.1.1.254

Prefemed DNG Senver (192152011
HHCP Seiver
Condigu sian Allornabi DNE Sonar

Loman Mama Qnk= 103 com
WiRG Derver
Leaze Time 1 Day b

Eeggred 0 Addraes Lisl

(I Enable DHCP Ratay

VLAN Arthvate VLAM and Eos VLN Li=t [

LANL1: These are the basic, global configuration options for LAN1 port.

* Enable User Authentication: When enabled, users on the LAN1 interface are required to log in before
accessing the network. By default, user authentication under LAN1 port is required.

e Operation Mode: The system supports NAT mode and Route Mode.
NAT: All IP addresses of internal hosts connected to the LAN1 port, where the internal hosts belong to the
same network as the LAN1 interface, will be converted into the IP address of the WAN1 interface by the
DSA-6100 and onward to outside the network.
ROUTER: All IP addresses of internal hosts connected to the LAN1 interface will remain the same while
the IP packets travel through WAN1 interface, thus making the DSA-6100 act like a router.

e [P Address: IP address of each network interface.

e Subnet Mask: Subnet Mask of the LAN/VLAN interface.
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DHCP Server Configuration: DHCP options for LAN1 port include Disable, Enable, and Relay.
* Disable DHCP Server: Disable the function of the DHCP Server.
e Enable DHCP Server: When enabled, related information has to be filled in properly: DHCP Pool Start IP
Address, DHCP Pools End IP Address, Preferred DNS Server, Alternate DNS Server, Domain Name,

WINS Server, Lease Time, and Reserved IP Address List.

O Disable DHCP Server
() Enable DHCP Server

DHCF Scope

Start IP Address: 101.1.2
End IP Address: 10.1.1.254
Preferred DMSE Server: (192152811

DHCP Server

Configuration Altemate DNS Server: ||
Darmain Mame:
WIS Server: l:l
Lease Time

Reserved IP Address List

() Enable DHCP Relay

If you want to use the reserved IP address function, click on the Reserved IP Address List. The setup
menu of the Reserved IP Address List will appear, as shown in the following picture. Enter the related
Reserved IP Address, the MAC Address of the client, and some Description (optional). When finished, click
Apply to complete the setup. The list reserves IP addresses from predefined DHCP Scope and prevents
systems from issuing these IP address to downstream users.

Reserved IP Address List -- LAN 1

lterm  Reserved IP Address MAC Description

1

2

3

| |
| |
| |
| |
| |
B |
| |
| |
| |
| |

{Total:40) First Prev Ne

=t
=
&
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on

* Enable DHCP Relay: Specify the IP address of the DHCP Relay Server.

) Disable DHCP Senver
DHCP Server ) Enable DHCP Server
Configuration () Enahle DHCP Relay

DHCF Semver [P: I

VLAN: In the VLAN mode, the LAN interface can be separated into several virtual LAN interfaces. It allows
switches to assign end stations to different virtual LANs.
e Activate VLAN and Edit VLAN List: Select the check box to activate the VLAN. Thereafter, on the VLAN

List, 32 VLANs can be configured accordingly. Select the desired Item and click Edit to configure the

VLAN.
( VLAN Activate VAN and Edit VLAN List ]
VLAN List

Item Tag Status
Enabled Edit
- 3 Enabled Edit
3 4 Enabled Edit
4 5 Enabled Edit
5 Disabled Edit
& Disabled dit

VLAN Interface Configuration for LAN1:

VLAN Interface Configuration

Enable A

Enable User Authentication

WLAR Tag " {Range: 2~4094)
VLAN
Mode MAT v
IP Address -
Subret Mask -
VLAN DHCP (*) Disable DHCP Server
bt (O Enable DHCF Server

() DHCF Relay
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VLAN:
* Enable: When enabled, this VLAN segment will be active.
* Enable User Authentication: When enabled, users on this VLAN interface are required to log in before
accessing the network.
* VLAN Tag: Enter any integer number within the range of 2 ~ 4094 (1 is reserved for system) as the Tag ID
for this VLAN segment.
* Mode:
0  NAT: All IP addresses of hosts on the VLAN interface will be converted into the IP address of the
WAN1 interface and onward to outside the network.
o] ROUTER: All IP addresses of hosts on the VLAN interface will remain the same while the IP packets
travel through WAN1 interface, thus making the DSA-6100 act like a router.
* [P address: IP address of each network interface.
* Subnet Mask: Subnet Mask of the LAN/VLAN interface.

VLAN DHCP Configuration: DHCP options for this VLAN interface include Disable, Enable, and Relay.
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4.1.6 LAN2 Configuration

By default, users on the LANZ2 interface are not required to log in before accessing the network, but administrator
can enable the user authentication based upon actual network deployment requirements. Please refer to the
previous section “LAN1 Configuration” for details about the similar configuration of LAN2 port.
LAN2 Configuration
LAN2 Configuration

Enahle User Authentication []
Cperation Mode 'N.-‘-\T w

LANZ ke )
IF Address: [182.168.1.1 E
SubnetMask:  |255.255.235.0 H
O Disable DHGP Benver
(&) Enable DHCP Server
DHCP Scope
Start IF Address: 192 168.1.2
End IP Address: [192 168.1.254
Freferred DS Server:  |[182152.81.1
DHCP Server
Configuration Alternate DME Server:
Daomain Mame: (dlink-intl.cam
WiMS Server:
Lease Time 1 Day W
Beserved IP Address List
() Enahle DHCF Relay
VLAN Activate VLAN and Edit VAN List
VLAN List
termn Tag Status
1 101 Enabled Edit
2 Disabled Edit
3 Disabled Edit
4 Disabled Edit
a Disabled Edit

LAN2: These are the basic, global configuration options for LAN2 port.

DHCP Server Configuration: DHCP options for LAN2 port include Disable, DHCP, and Relay.

VLAN: To activate the VLAN interfaces for LAN2 port, please check “Activate VLAN and Edit VLAN List”.
Thereafter, on the VLAN List, 32 VLANSs can be edited accordingly.
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4.2 Network Configuration

This section is used to set all the internet settings. The section provides information on the following functions:
Network Address Translation, Privilege List, Monitor IP List, Walled Garden List, Proxy Server Properties,
Dynamic DNS and IP Mobility.

D-Link - DSA-6100

Building Netwarks for People :‘ admin - = Wireless Access Controller

R — ? Help 2 Logout

® DEA-A100 ) Network Configuration
i
F-fa Systern Configuration

=] figuration Network Configuration
Metwark Address Translation 5
Privilege List Metwork Address System provides three tvpes of Metwork Address Translation: DhE,
Manitor [P List Translation Wirtual Server and PortlP Redirection.
walled Garden List Systern provides Privilege IP Address List and Privilege MAC
Prowy Server Properties Privilege List Add_ress Ligt._ Authentica_tioun iz MWOT rE_lqui_rel:lll for those !isted
Dynamic DS devices. Policies defined in "User Authentication” can he applied to
IF Mability devices in MAC Address List as well,
- g AP Management Monitor 1P List Systern can monitor up to 40 network devices using IP packets
[]---ﬁUSerAuthentication periodically.
- Status IJp to 20 URLs or IP addresses could be defined in'Walled Garden
Walled Garden List 7 2 - : e
List. Clients may access these sites without authentication.
Proxy Server System has one buil-in Prowy Server and supports up to 20 external
Properties Frowy Serers.
Dynamic DNS Svstem sUppors dvngmic DME (DDMS) to translate YWAN IF to a
dormain name automatically.
IP Mohility System supports IP PRP and Mokile P Configuration

@0
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4.2.1 Network Address Translation

There are three options of Network Address Translation that can be set: DMZ, Virtual Servers and Port and IP

Redirect.
) Network Address Translation
Hetwork Address Translation
DMZ
Virtual Servers
Port and IP Redirection
e DMZ

De-Militarized Zone. It maps external WAN |IP address to the internal LAN IP addresses. A computer within a
DMZ is unprotected by firewall and typically all port accesses are routed through that computer. A router will
forward all traffic to the computer specified in the DMZ if it does not otherwise have a rule for how to forward
traffic on a given port. There are 40 sets of static Internal IP Address and External IP Address available.
These settings will become effective immediately after clicking the Apply button. Click Next to set up more
than 10 IP addresses.

ttem Internal IP Address External IP Address

(Total 40y First Prey Mext Last

(VR e}
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Virtual Servers

This function allows servers within LAN to become accessible from WAN. This function allows the

administrator to set up to 40 virtual servers, to allow computers not belonging to the managed network (WAN

network), to access the servers in the managed network (LAN network). Enter the “ External Service Port”,

“Local Server IP Address” and “Local Server Port” accordingly. Depending on the different services

provided, the network service will be able to use the TCP protocol or the UDP protocol. In the Enable column,

check the desired server to enable. These settings will become effective immediately after clicking the Apply

button.

Virtual Servers will transfer External port to Local port. This function allows servers with specific

communication port within LAN to become accessible from WAN.

tem

External
Service Port

Virtual Servers

Local Server IP
Address

Local Server Port

(Total:40% First Prev Mext Last

_fooy X Clear ]

Type

 TCP
 UDP
 TCP
C UDP
TGP
C UDP
TP
 UDP
 TCP
C UDP
TGP
 UDP
 TCP
C UDP
TGP
C UDP
 TCP
 UDP
 TCP
C UDP

Enable

r

r
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Port and IP Redirect

When the user attempts to connect to a destination IP address/Port listed here, the connection packet will be
converted and redirected to the corresponding destination. Port and IP Redirection enables the redirection of
the original IP address. When the user attempts to connect to a destination IP address/Port, the connection
packet will be converted and redirected to the corresponding destination. This function allows the administrator
to set up to 40 IP addresses for redirection purpose. Enter the “IP Address” and “ Port” of Original
Destination, and the “IP Address” and “Port” of Redirect to. According to the different services provided,
choose the “TCP” protocol or the “UDP” protocol. These settings will become effective immediately after

clicking Apply.

Port and IP Redirection

Original Destination Redirect to
em Type
IP Address Paort IP Address Pont

TCF
LUDF
TCF
LDP
TGP
UDP
TCF
UDF
TGP
LDP
TGP
UDP
TCF
UDF
TGP
UDP
TCP
UDP
TCF
LDF

s | I |
L L |

(Total:40% First Prev Mexd Last

o e e e el e el e e e e elleel el e
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4.2.2 Privilege List
There are two lists that will need to be set: Privilege IP Address List and Privilege MAC Address List.

8 Privilege List
Privilege List
Privilege IP Address List

Privilege MAC Address List

e Privilege IP Address List

Clients with the IP Address on the List are allowed to access the Internet directly; authentication is not required.

If there are some workstations belonging to the managed server that need to access the network without
authentication, enter the IP addresses to this list. The “Remark” field is not necessary but is useful to keep
track. The DSA-6100 allows up to 100 privilege IP addresses. These settings will become effective

immediately after clicking Apply.

Privilege IP Address List

1 r r
2 r r
3 r -
! r r
5 r -
: r r
7 r r
g r -
g r r
10 .

Warning: Permitting specific IP addresses to have network access rights without going through standard

authentication process at the authenticated LAN can result in security risks.
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Privilege MAC Address List

Clients with the MAC Address on the List are allowed to access the Internet directly; authentication is not
required. In addition to the IP address, the MAC address of the device that needs to access the network
without authentication can also be set in this list. The DSA-6100 allows up to 100 privilege MAC addresses.
The list can be created by entering data in the table or by import from a file. The list can be exported as well.
Be sure to enter the MAC address (the format is xx:xx:xx:xx:xx:xx) as well as the remark (optional) if manually
creating the list is desired, and select a policy for the individual entry. These settings will become effective

immediately after clicking Apply.

Privilege MAC Address List

| MAC Search | Import List Export List

ftem MAC Address Policy Remark
1 [00:0E:ZETCARTA [Paticyt =] |

2 | |Polieyt =] |

3 | |Palicyt =] |

4 | |Palicyt =] |

5 | |Policyt =] |

B | [Paticyt =] |

7 | |Polieyt =] |

8 | |Palicyt =] |

9 | |Palicyt =] |

10 | |Policyt =] |
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Import List: click Import List to enter the Upload MAC Address List interface. Click the Browse button to

select the text file for the user account upload. Then click Submit to complete the upload.

Mote: The format of each line is "MAC, Policy, Remark™ without the quotes. There must be no space between the fields and

commas. The Remark field could be omitted but the leading comma must be retained. While uploading the list, existing MAC
address in the Privilege MAC Address List will not be replaced.

Upload MAC Address
File Name

The uploading file should be a text file and the format of each line is * MAC, Policy, Remark" without the
quotes. There must be no spaces between the fields and commas. The remark field can be omitted but the

trailing comma must be retained. When adding user accounts by uploading a file, the existing accounts in the
embedded database will not be replaced by new ones.

policy
MAC ‘ remark

[ 00:00:00:00:00:00,1,the a'dmin]

[ 00:00:00:00:00:00,1,]

MAC policy

Export List: Click Export List to export or create the Mac List into a .txt files and then save it on disk

File Download %)

Do you want to open or zave this file?

Mame: privilege_mac_address. bxt
Type: Text Document, 2 bytes
From: 10.29.5.61

0pe] ][ Save ] | Cancel |

@ Wwhile files from the Internet can be uzeful, some files can patentially

harm pour computer. |f you do not trust the sournce, do not open or
save this file. What's the rizk?
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4.2.3 Monitor IP List

The system will send out a packet periodically to monitor the connection status of the IP addresses on the list. If the

monitored IP address does not respond, the system will send an e-mail to notify the administrator that such

destination is not reachable. After entering the related information, click Apply and these settings will become

effective immediately. Click Monitor to check the current status of all the monitored IP. The system provides up to

40 |IP addresses for the “Monitor IP List”.

B Monitor IP List

Monitor IP List

Send Test Email

ftem

1

3

Admin Email

|

|

|

IP Address ftem

|
R
E—
|
I—
—
|
I
I
|

(Tatal:40) First Prev Mext Last

IP Address
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Send From: The e-mail address of the administrator in charge of the monitoring. This will show up as the
sender’s e-mail.

Send To: The e-mail address of the person whom the monitoring result is for. This will be the receiver’s e-mail.
Interval: The time interval to send the e-mail report.

SMTP Server: The IP address of the SMTP server.

Auth Method: The system provides four authentication methods, Plain, Login, CRAM-MD5 and NTLMv1, or
“None” to use none of the above. Depending on which authentication method selected, enter the Account
Name, Password and Domain.

Send Test Email: Click Send to send out a test e-mail of the IP monitoring report.

IP Address: The IP addresses under monitoring.

Monitor IP Result

Item IP Address Result
1 10235 Y
2 10.29.5 61 @
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4.2.4 Walled Garden List

This system provides the free services to the users to access websites listed here before authentication. IP
addresses or domain names of the websites can be defined in this list. Users without the network access right can
still have a chance to experience the actual network service free of charge. This function allows clients of specified
addresses or domain names to access the Internet before login and authentication. Up to 20 addresses or domain
names of the websites can be defined in this list. Users without the network access right in the list can make use of
the actual network service free of charge.
Please enter IP Address or Domain Name of the website in the list. The settings will be effective immediately after
clicking Apply.
The Walled Garden supported by the system provides free surfing areas for clients to access before they are
authenticated by the system. An example may be seen in hotels, where guests without network access right are
allowed to utilize the network service free of charge such as accessing the Hotel's homepage.

(i) Walled Garden List

Walled Garden List

ftem Address Item Address

1 2

E
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4.2.5 Proxy Server Properties

The DSA-6100 supports Internal Proxy Server and External Proxy Server functions. Please perform the necessary

configurations. Please click Apply and these settings will become effective immediately. For an example of Proxy

Configuration, please go to Appendix C. Proxy Configuration.

Proxy Server Properties

External Proxy Server

Item

1

2

10

11

12

13

14

15

16

17

18

149

20

Server IP

Proxy Server Properties

Internal Proxy Server

) Enable & Disable

Port

* Internal Proxy Server: The DSA-6100 has a built-in proxy server. If this function is enabled, the end users will

be forced to treat the DSA-6100 as the proxy server regardless of the end-users’ original proxy settings.

* External Proxy Server: Under the DSA-6100 security management, the system will match the External Proxy

Server list to the end-users’ proxy setting. If a match is not available, the end-users will not be able to reach the

login page and thus unable to access the network. If a match is available, the end-users will be directed to the

system first for authentication. After a successful authentication, the end-users will be redirected back to the

desired proxy servers depending on various situations.
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4.2.6 Dynamic DNS

The DSA-6100 provides a convenient dynamic DNS (DDNS) function to translate the IP address of the WAN port
to a domain name that helps administrators easily memorize and connect to the WAN port. When the DHCP is
activated at WAN port, this function will also update the newest IP address regularly to the DNS server if the WAN1

interface is set to Dynamic. These settings will become effective immediately after clicking Apply.

S Dynamic DNS

DDNS ) Enable © Disabla
Provider 'DynDNS.Urg(Dvnamic) ~
Host name

Username E-mail

PasswordKey

* DDNS: Dynamic DNS, choose to enable or disable of this function.

* Provider: Select the dynamic DNS service provider.

* Host name: The IP address/domain name of the WAN port.

* Username/E-mail: The register ID (username or e-mail) for the dynamic DNS service provider.

* Password/Key: The register password for the dynamic service DNS provider.

Please click Apply and these settings will become effective immediately.
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4.2.7 1P Mobility

The DSA-6100 supports functions of IP PNP, Mobile IP and Cross-Subnet Login.

IP Mobility

IP PNP [1Enakle
Mohile IP [1Enakle
Cross-Subnet Login [JEnahle

* Enable IP PNP
Allow or disallow users with wrong IP configuration. Clients can use any IP address to connect to the system.
Regardless of what the IP address at the client end is, he or she can still authenticate through the DSA-6100
and access the network.

* Enable Mobile IP
Allow or disallow users to move from one LAN segment to another without login again. When Mobil IP is
enabled, wireless clients roaming from two subnets behind the DSA-6100 with the same SSID will be able to
stay connected with the system, and disconnection will not occur. For example, when downloading data,
transmission will not be interrupted even while clients are roaming.

* Enable Cross-Subnet Login
If connecting a router between the LAN ports and the end computer (users, access points, etc), this function
must be enabled. Unlike bridge, switch, and hub, a router only use IP address to recognize source and
destination, thus by enabling this function, the DSA-6100 is able to use IP address as the only information to

process the request from the end computer.
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4.3 AP Management

This section includes the following functions: AP List, AP Discovery, Manual Configuration, Template Settings,

Firmware Management and AP Upgrade.

D-Link

Building Networks for People ® admin -

]

* DSA-B100
i System Configuration
- Metwork Configuration

= AP Digcovery
=1 Manual Configuration

= Template Settings

=1 Firmweare Management

= AP Upgrade

i User Authentication
[+ Btatus

E=3 AP Management

AP List

AF Discovery

Manual Configuration

Template Settings

Firmware Management

AP Upgrade

AP Management

The list shows the current AP summary including type, name, P,
MAC and online status. It also provide the operation for each AP on
reboot, enable, disable, delete, apply a new template, and to do
further examination or detailed configuration.

This discovery function is to detect the unmanaged APs within LANS
and assign the desired [P for the future management. With the AP
access  information, administrator  is ahle to  manually or
autarnatically discover AF on the selected LAN.

Administrators who are familiar with the new AP can set it up
manually by filling in the necessary information. There are three
templates from the drop-dovwn box that can be chosen

Administrators can edit template settings here. These templates
are saved and can he used in "Manual Configuration” and "AP
Dizcovery' sections.

This page etz administrators manage firmwares and shows each
firmware's functions. Administrators can upload new firmwares and
have a choice of deleting or downloading already uploaded
firmwares:

Shows names and versions of the ariginal firmwares and the time
they were upgraded. Administrators can choose a firmware version
from the drop-down box to upgrade APS. Several AP uparades can
he processed simultaneously by checking the upgrade hoxes.

- W e

DSA-6100

2 Help

Wireless Access Controller

p Logout
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4.3.1 AP List

All of the managed APs will be shown in the list. The list is empty during first setup. To add APs to the list, the
administrator should first discover the manageable APs from AP Discovery or the Manual Configuration menu.
After the APs are added, this list will show the current status of all managed APs, including AP type, AP name, IP
Address, MAC Address, and Status. To perform functions for the specific APs on the list, select the check boxes of

the APs and click on Reboot, Enable, Disable, Delete or Apply Template.

AP List
IP Address
"] AP Type AP Name Status
MAC Address
"] Dil-2100AP Location-A-2100 192.168.1.18
- ocation-A- i
001 9:56:88:74:51 Dnline
_ 192.168.1.149 _
"] Dil-2100AP Location-B-2100 Offline
001 9:58:88:74.56
; 182.1658.1.20 ;
"] DL 3200AP-v2.3+ Lacation-B-3200 Offline
001 9:58:36:E2:40
_ 192.168.1.21 ;
"] DWYL-8200AP Location-C-2200 Offline

001 T 9AD2:AG40

[ Rehoot ][ Enahle ][ Disahle ][ Delete ][ Anply Template

(Total: 4) First Prev Mext Last

* AP Type: This is the supported type of the AP for centralized management, including DWL-2100AP (v2.20eu,
v2.20na, v2.30eu, and v2.30na), DWL-3200AP (v2.30), DWL-8200AP (v1.20)

* AP Name: This is the mnemonic name of the AP. By clicking the hyperlink of AP Name, you can do further
configurations, including General Settings, LAN Interface Setting, Wireless Interface Setting and Access
Control Setting.

e Status: Current status of the AP, including Configuring, Online, Offline, Upgrading, and Lost/Unknown.

(1) Configuring: Itis displayed as Configuring when the newly discovered AP is being added to the list (and
being configured) or new setting is being applied to the AP.

(2) Online: The hyperlink of Online (Enabled) indicates that the AP is currently online and in service; Online_
(Disabled) indicates that the AP is currently online but not ready in service.

(3) Offline: The AP is currently offline; for example: it is displayed as Offline when the power of the AP is off

for any reason.
(4) Upgrading: The AP is undergoing firmware upgrade.
(5) Lost/Unknown: After DSA-6100’s rebooting and before it tries to probe the AP and determine the exact

status, the status will be displayed as Lost or Unknown temporarily.

Note: The supported types and firmware of APs are subject to change for different DSA-6100 firmware releases.
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General

Wireless LAN

Access Control

General Settings

Name Location-B-3200
Remark Mone
Firmware Unknown
LAN Interface Setting
P 192.168.1.20
Gateway 19216811

Wireless Interface Setting
Channel Auto

Data Rate Auto

Access Control Setting

Status Digablad

Number of MAC

0
Addresses

General Settings: Click General to enter the General Settings interface. Revise the AP Name, Admin

Password, SNTP/NTP, SMTP, Syslog and Remark here if desired. Firmware information can also be

viewed here.

AP Name

Admin Password

SNTPNTP

SNMP

Syslog

SMTP

Firmware

Remark

General Settings

Laocation-B-3200 =
1234 "
Tirme Zahe

(GMTY Greenwich Mean Time: Duhling Edinburgh, Lishon, Londan »

Server IP

Daylight Saving Time Disahled w
Disabled |»

Systerm Activity Enabled
Wireless Activity Enahled
Motice Enabled
Remote Syslog Server Dizahled

Disabled

Atoffice Location B

LAN Interface Settings: Click LAN to enter the LAN Settings interface. Input the data of LAN including IP
Address, Subnet Mask and Default Gateway of AP.

LAN Settings
IP Address 192.168.1.149
Subnet Mask 2552552550
Default Gateway 192.168.1.1
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» Wireless Interface Setting: Click Wireless LAN to enter the Wireless interface. The data of Properties

and Security need to be filled.

Wireless
Channel Auto v
Basic Disabled v
' -

- Super G Mode o .
Settings I S.uper Mode can only be changed when Multi-SS10 is
dizabled.

Internal S‘lfmon Enabled
Connection
Data Rate Auto w

100
(Default: 100; Range: 20~1000 msec)

Beacon Interval (ms)

1
(Default: 1; Range: 1~255)

2346
(Default: 2346; Range: 266~2346)

DTIM

Performance Fragment Length

Settings
RTS Length £kl
(Default: 2346; Range: 266~2346)
Transmit Power Full v
Wireless B/G Mode Mixed v
Preamble Short and Long »
Multi-SSID Disabled v
- Load Balance Disabled
Connection
ERllings Link Integrate Dizahled »
Antenna Diversity Diversity v
Multi-SSID Settings
Ho. SsID Security Status Config
Frimary dlink Mone Enahled

Basic Settings:

Channel: Select the appropriate channel from the list to correspond with the network settings; for
example, 1 to 11 channels are suitable for the North America area.

Super Mode: Select either Disabled, Super Mode with Turbo or Super Mode without Turbo.
When Multi-SSID is selected as enabled, the item Super Mode cannot be active. Super G Mode can
only be changed when Multi-SSID is disabled.

Internal Station Connection: Select either Enabled or Disabled. The connection allows clients to

communicate with each other when enabled.

Performance Settings

Data Rate: The default is Auto. Available range is from 1 to 54Mbps. The rate of data transmission
should be set depending on the speed of the wireless network. Select from a range of transmission
speed or keep the default setting, Auto, to make the Access Point automatically use the fastest rate
possible.

Beacon Interval (ms): Enter a value between 20 and 1000 msec. The default value is 100
milliseconds. The entered time means how often the beacon signal transmission between the access
point and the wireless network.

DTIM: Delivery Traffic Indication Message. Enter a value between 1 and 255.
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Fragment Length: The fragmentation threshold determines whether packets will be fragmented. Enter
a value between 256 and 2346.

RTS Length: Enter a value between 256 and 2346.

Transmit Power: Select either Full, Half(-3dB), Quarter(-6dB), Eighth (-9dB) or Minimum (minimum
power).

Wireless B/G mode: Enable supporting 802.11mixed mode 802.11b or 802.11g only.

Preamble: The length of the CRC (Cyclic Redundancy Check) block for communication between the

Access Point and roaming wireless adapters. Select either Short Preamble or Long Preamble.

Connection Settings:

Multi-SSID: Select Disabled, Multi-SSID with VLAN or Multi-SSID without VLAN. While Multi-SSID
enabled, Super G Mode will be disabled automatically. While selecting Multi-SSID with VLAN,
Multi-SSID settings could configure up to multiple SSID. Click Configure button to setup SSID
Configuration, the information of SSID, Broadcast SSID, WMM, and Security.

SSID Configuration Page:

>  SSID: Service Set Identifier.

»  Broadcast SSID: Select this option to enable the SSID to broadcast in your network. When
configuring the network, it is suggested to enable this function but disable it when the
configuration is complete. With this enabled, someone could easily obtain the SSID information
with the site survey software and get unauthorized access to a private network. With this
disabled, network security is enhanced and can prevent the SSID from being seen on
networked.

»  WMM: WMM stands for Wi-Fi Multimedia, by enabling this feature. It will improve the user
experience for audio and video applications over a Wi-Fi network.

»  Security: Choose one of security types from SSID Configuration, also selecting whether WEP

included or not.
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Basic
Settings

Channel

Super G Mode

Internal Station
Connection

Data Rate

Beacon Interval (ms)

Wireless

Auto v

Super bdode can only be changed when Multi-S5I0 i

dizabled.

Enabled
Auto v
100

(Default: 100; Range: 20~1000 msec)

1

DTIM
(Default: 1; Range: 1~255)
Performance Fragment Length cEh
Settings (Default: 2346; Range: 256~2345)
RTS Length £kl
(Default: 2346; Range: 256~2345)
Transmit Power Full v
Wireless B/G Mode Mixed v
Preamble Short and Long »
Multi-SSID hulti- 2510 with WLAR v
Connection Load Balance Disabled
ERllings Link Integrate Dizahled »
Antenna Diversity Diversity w
Ho. SsID Security VLAN Status Config
Primary dlink MNaone 1 Enahled
1 dlink-1 MNaone 1 Disabled
2 dlink-2 MNaone 1 Disabled
3 dlink-3 MNaone 1 Disabled
4 dlink-4 MNaone 1 Disabled
5 dlink-5 MNaone 1 Disabled
B dlink-G MNaone 1 Disabled
7 dlink-7 MNaone 1 Disabled
SSID Configuration
Active Mode Enabled
SSID dlink *
Broadcast SSID Enahled
WMM Enabled
Security Open System ¥ | | MNone »

. .
|

Load Balance: When enabled, you allow several APs to balance wireless network traffic and wireless

clients among APs in the networks. Assign each access point a different non-overlapping channel.

»  User Limit: Enter the number of the limit of load balancing users from 0~64.

Link Integrate: Enable or disable the feature.

Antenna Diversity: Choose from Diversity, Left Antenna or Right Antenna. Radio is connected to

each antenna and supports auto diversity mode by default. The access point will auto switch to the

antenna with better RSSI value.
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»  Access Control Setting: In this function, when the status is Enabled, only these clients which MAC
addresses are listed in the list can be allowed to connect DSA-6100. When Disabled is selected, all
clients can connect DSA-6100. The default is Disabled.

Access Control Setting

Status Disabled

A Control
e Number of MAC 0 ]

Adiresses

Access Control

Status Disabled

MAC Address List
1 00:00:00:00:00:00 2 00:00:00:00:00:00

3 00:00:00:00:00:00 4 00:00:00:00:00:00

Status

After clicking the hyperlink in the Status column, there are two areas of information shown: AP Status
Summary and AP Status Details. AP Status Summary includes AP Name, AP Type, LAN interface MAC
address, Wireless interface MAC address, Report Time, Number of Associated Clients and Remark. AP
Status Details include System Status, LAN Status, Wireless LAN Status, Access Control Status and

Associated Client Status.

AP Status Summary

AP Name Location-B-3200
AP Type DiyL-3200AP-v2. 3+
LAN MAC 00:19:5h:36:22:40
Wireless LAN MAC 00:19:5h:36:22:40
Report Time 2007-07-02 14:04:36
Number of Associated Clients 1]
Remark
AP Status Detail
System Status
LAN Status
Wireless LAN Status

Access Control Status

Associated Client Status

* AP Name: Mnemonic name of the specified AP.

* AP Type: This is the supported type of APs for centralized management.
* LAN MAC: The LAN’s Media Access Control address.

*  Wireless LAN MAC: The wireless LAN’s Media Access Control Address.
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» System Status: The table shows the information about AP Name, AP Status and Last Reporting Time.

System Information
AP Name Location-B-3200
AP Status Offline

Last Reporting Time

» LAN Status: The table shows the information about IP Address, Subnet Mask and Gateway.

LAN Interface

IP Address 19216812
Subnet Mask 255.255.255.0
Gateway 19216811

> Wireless LAN Status: The table shows all of the related wireless information.

Wireless Interface

Beacon Interval {ms) 100
RTS Threshold 2346
Channel 1

Transmission Rate Auto

Preamble Type Short and Long

Multi-SSID
Mo, SsSID Security
1 dyl 21 00-p0-cy Open System

» Access Control Status: The table shows the lists of MAC of clients under the control of the AP.

Access Control

Status Dizahbled

» Associated Client Status: The table shows the clients connecting to the AP and the related information of

the client.

Client List

Mo. SSID MAC Userld Band Authentication Signal Power Save Mode
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4.3.2 AP Discovery

Use this function to detect and manage all the supported APs in the network segments.

AP Discowery
AP Type LiL-21 UUAF -
Imzrtace LAMY
Facten Detaun
L& Kanual
Ahirrin Sedtingps Usea b I Address (192160050 192160050
[ canaei
Login 1D | sdrmin
Fassword |admin
|y lﬂlﬁlr:si.'. of APs afion Etart [P Addeeg=s 1931861 3
Dimcanaey
| Sean Mow |
Hackgromiel AR INEC oy
Status [¥eahied [ consgure |
Mscoweny Besulls
I Nililress AF Nwna Temglate
AP Ty | Al
ML Adidiess Passwoid Clinnied

{Total 00 First Prev Mext Lasd

* AP Discovery Settings
When the administrator tries to discover a new AP, select Factory Default or Manual in Admin Settings Used
to Discover field; enter the current IP range of the APs if they are not in default value. Then click Scan Now
button. If the new AP has been discovered, it will appear in the following Discovery Results list. If there is a
warning message showing below the Discovery Settings, follow the instructions to change configurations.

Please fill in the required data.

Note: The APs (and the firmware version as well as the hardware number) that are supported include:
1. DWL-2100 (FW v2.20/2.30eu and v2.20/2.30na;HW A4),

2. DWL-3200-v2.3+ (FW v2.30; HW B1)

3. DWL-8200 (FW v1.20; HW A2)

* To discover AP manually, please selectffill in the required data.
» AP Type: List the current AP types to choose from.
» Interface: Select between LAN ports where the APs are connected.
»  Admin Settings Used to Discover: Select Manual, enter the current IP range of the APs in IP
Address field if they are not in default value. The IP of AP with factory default setting is "192.168.0.50".
If the AP was discovered before, the IP address of the AP should have been changed. Please enter the

right IP address of the AP or reset the AP to default values. Login ID is the admin ID of the AP. Password
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is the admin password of the AP. If the AP is in default value, just select Factory Default, system can
discovery the APs.

» IP Addresses of APs after Discovery: The start IP to be assigned will be entered here.

»  Scan Now: Click the Scan Now button and the APs that match the given settings will be shown in the
Discovered Results below. If any IP address among the IP range assigned for a specific AP is used,
there will be a warning message showing up. Please change the IP Addresses of APs after Discovery
and then click Scan Now again. For the desired AP, input the desired AP nhame and admin password,
select one template to apply, select the check box, and click Add to add the discovered AP to the List.

For more information about the template, please refer to 4.3.4 Templates.

Background AP Discovery

The system supports discovering APs periodically in background. The New IP Address Assignment and
Access to the AP Admin Interface configuration in Background Auto Discovery page are the same as in the
Discovery Settings. Click Configure and then select Enable to set the configuration. When Auto Adding AP to
the list is enabled, the system will add the discovered APs into the List table automatically and apply the
selected template in the Template Applied option to the AP. When the configurations are set as requirement,
the system will discover new APs periodically and automatically in background.

Click Configure to enter the Background AP Discovery page to have further configuration.

Background AP Discovery

I

Status Disabled
Background AP Discovery
AP Type DWWL-21 00AR v
(Supported FW w2 20eu, v2.20na, w2 306U and w2 30na; HW: 443
Interface LART »
O Factory Default
&) Manual
Admin Settings Used to IP Address |192.168.0.50 ~ |192.168.0.50
Discover

Lagin 1D (admin
FPassword

I Gy el Ll ity Start IP Address: [192.168.1.1

Discovery
@ Enable O Disable
Interval | 10 minutes s
Auto Adding AP to The
Status ! List @ Enahle O Disable

Template Applied | TEMPLATET

Channel |6 A

Channel will be setto & ifthe "Super G Mode" in the template is "Super G with Dynamic Turbo"
The Interface, Admin Settings Used to Discover and IP Addresses of APs after Discovery configurations
are the same as the settings mentioned above. Check Enable in the Status field to have more configuration.
Select Interval setting from the drop-down menu to set the system to scan periodically according to this setting
(the default value is 10 minutes). If Auto Adding AP to the list is enabled, a new detected AP will be assigned
an available IP address from the IP address range set in IP Addresses of APs after Discovery and applied

with the selected template automatically.
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Discovery Results

Then click the Scan Now button and the APs that match the given settings will show in the Discovery Results
below. If any IP address among the IP range assigned for a specific AP is used, there will be a warning
message showing up. For the desired AP, input the desired name and password, select one template to apply,

select the check box, and click Add to add the AP to the AP List. (About the template, please see 4.3.4

Template Settings).
When the matched AP is discovered, it will be shown in the AP List below and be given a new IP address as

set previously (ex: 192.168.2.2). Check the Add box to add the AP, and it will be listed in the AP List.

Click Configuring to go to the related configuration. For the details, please refer to 4.3.1 AP List.

Discovery Results
IP Address AP Name Template
AP Type
MAC Address Password Channel
(Taotal: 0 First Prev Mext Last

Last discovery was done at 2007 September 20, 12:16:02.

Channel will be setto 6 ifthe "Super G Mode" in the template is "Super G with Dynamic Turbo "
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4.3.3 Manual Configuration

The administrators who choose to configure an AP manually can utilize this page, in which provides several fields
to be filled in. The supported APs (such as DWL-2100AP) can also be added manually. Enter the related
information of the AP and select a Template. Click Add and then the AP will be added to the List. Similar to the AP
added after discovery, a manually added AP will show up with a status of “configuring” in the AP List initially. The
system will attempt to configure the AP with the value specified. A couple of minutes later, the AP’s status will

become “online” or “offline” on the AP List.

Manual Configuration

cHLee S?l?pLo-i;guFﬁ: VQ.QDe:, w2 20na, v2 30eu and v2 30na; HWW: A4
AP Name Location-A-2100

Admin Password 1234

IP Address 192.168.1.18
MAC Address 0019:58:88:74:51

Remark Location &

Template Applied TEMPLATET »
Channel AUTO &

Channel will be setto & ifthe "Super G Mode" in the termplate is "Super G with Dynarmic Turbo "

* AP Type: The type of supported AP.

* AP Name: The mnemonic name of the specific AP.

* Admin Password: The password of the AP for the system to access it.

* |P Address: The IP address of the AP.

* MAC Address: The Media Access Control (MAC) address of the AP.

* Remark: The administrator can add some extra information for the AP in this field if desired.
* Template Applied: The template which will be applied to the AP.

* Channel: The RF channel to be used in the added AP.
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4.3.4 Template Settings

Atemplate is a model that can be copied to every AP without having to configure the each AP individually. The
system supports up to three templates which include configurations of APs. The administrator can configure the
setting together in the template instead of logging the AP management interface to set the configurations one by
one. Click Edit to go to configuration. Select the AP type and one of the three available Template Name, and then

click Edit to have the Template Editing page.

Template Settings

Template Settings

[DWL-21004P v
(Supported FW: w2 208U, w2 20na, v2.30euU and v2.30na; HWW, A4) Edit
Template Namea -TEMPLATE1 w

AP Type

Except configuring all the template setting manually, copy the configuration of an AP to the template by selecting a
Copy Settings From and revise some settings is also acceptable. Please select None if configuring the whole
template from the draft is desired. Enter the Name and Remark (optional) and click Configure to have further

configuration.

Template Editing

Name TEMPLATE1
Copy Settings From Maone R
Remark DiwL-21004P 1

* Template Editing
The administrator can set the template configuration manually or copy the configurations from a specific

existing managed AP by Copy Settings From option. Click Configure button to have detailed configurations.
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DWL-2100AP

DWL-2100AP includes all standards 802.11b/g. The connection can be select to enable 802.11b/g or disable.
The DWL-2100AP is fully compatible with the IEEE 802.11b and 802.11g standards.

Subnet Mask

General

255.255.255.0

Default Gateway 192168.1.1
SNMP Disabled
System Activity Enahled
Wireless Activity Enahled
Syslog
Motice Enabled

Basic
Settings

Beacon Interval {ms)

Performance

Remate Syslog Server Dizahled »

SSID Broadcast

Super G Mode

Internal Station
Connection

Data Rate

DTIM

Fragment Length

Wireless

Enabled

Disabled

Super bMode can only be changed when Multi-S5I0 iz dizabled.

Enabled
Auto v
100

(Default: 100; Range: 20~1000 msec)

1
(Default: 1; Range: 1~255)

2346
(Default: 2346; Range: 266~2346)
2346
(Default: 2346; Range: 266~2346)
Full A
hixed R

Short and Long »

Enabled
Disabled v
Disabled

Disabled

Multi-SSID Settings

Security Status

Mone Enabled

Access Control by MAC Address

Settil
ML RTS Length
Transmit Power
802,119 Only
Preamble
WMM
Multi-SSID
Connection i 1.
Settings Load Balance
Link Integrate
No. SSID
Frimary dlink
Status

Access Control List

General

Accept

Configure

Subnet Mask: The default is 255.255.255.0. All devices in the network must share the same subnet mask.

Default Gateway: The default is 192.168.1.1. Enter the gateway IP address for the network, typically a router.

SNMP

» Public Community: When enabled, change the Public Community Name here.

» Private Community: When enabled, change the Private Community Name here.

» User Status Notification: Enable or Disable the feature.
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Syslog

>

System Activity: Select “Enable” to allow the logging of system actions, such as logging a firmware
upgrade.

Wireless Activity: Select “Enable” to allow the logging of any wireless clients that connect to the AP.
Notice: Select “Enable” to allow all other information to be logged.

Remote Syslog Server: If you require more space to hold your logs, please provide the IP address of the

Server. The embedded memory can only have up to 300 logs.

Wireless

Basic Settings:

>

SSID Broadcast: Select this option to enable the SSID to broadcast in your network. When configuring the
network, it is suggested to enable this function but disable it when the configuration is complete. With this
enabled, someone could easily obtain the SSID information with the site survey software and get
unauthorized access to a private network. With this disabled, network security is enhanced and can prevent
the SSID from being seen on networked.

Super G Mode: Select either Disabled, Super G Mode with Turbo or Super G Mode without Turbo.
When Multi-SSID is selected as enabled, the item Super Mode cannot be active. Super G Mode can only
be changed when Multi-SSID is disabled.

Internal Station Connection: Select either Enabled or Disabled. The connection allows clients to
communicate with each other when enabled. If this is disabled, wireless stations of the selected band are

not allowed to exchange data through the access point.

Performance Settings:

>

Data Rate: The default is Auto. Available range is from 1 to 54Mbps. The rate of data transmission should
be set depending on the speed of the wireless network. Select from a range of transmission speed or keep
the default setting, Auto, to make the Access Point automatically use the fastest rate possible.

Beacon Interval (ms): Enter a value between 20 and 1000 msec. The default value is 100 milliseconds.
The entered time means how often the beacon signal transmission between the access point and the
wireless network.

DTIM: Delivery Traffic Indication Message. Enter a value between 1 and 255. DTIM is a countdown
informing clients of the next window for listening to broadcast and multicast messages.

Fragment Length: The fragmentation threshold determines whether packets will be fragmented. Enter a
value between 256 and 2346.

RTS Length: Enter a value between 256 and 2346. When wireless clients would like to send a packet
which is larger than this value, it transmits an RTS and waits for reply.

Transmit Power: Select either Full, Half(-3dB), Quarter(-6dB), Eighth (-9dB) or Minimum (minimum
power).

802.11g Only: The function allows you to configure the wireless network with IEEE 802.11g only, Mixed.

Preamble: Select Long Only or Short and Long. A short preamble is recommended for high-traffic
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networks.

» WMM: WMM stands for Wi-Fi Multimedia, by enabling this feature. It will improve the user experience for

audio and video applications over a Wi-Fi network.

Connection Settings:

» Multi-SSID: Multiple Service Set Identifier. Select either Disabled, Multi-SSID with VLAN or Multi-SSID

without VLAN.

» Load Balance: When enabled, you allow several APs to balance wireless network traffic and wireless

clients among APs in the networks. Assign each access point a different non-overlapping channel.

0 User Limit: Enter the number of the limit of load balancing users from 0~64.

» Link Integrate: Enable or disable the feature.

Multi-SSID Settings: Select Disabled, Multi-SSID with VLAN or Multi-SSID without VLAN. While
Multi-SSID enabled, Super G Mode will be disabled automatically. While selecting Multi-SSID with VLAN,

Multi-SSID settings could configure up to multiple SSID. Click Configure button to setup SSID Configuration,

the information of SSID and Security.

MuliSSID | MuliESDwa AN ] |
':';';;m':“ Load Balance | Dizablad
Liinik: veap it Dizablad
hilti- S50 Setlings
Ha, S50 Saurty VLAN status
Prirnary dlink Honge 1 Engbled
dlink-1 Ko 1 Digabiled
2 dlink-2 Honge 1 Ditgabled
3 dlink-3 Ko 1 Digabiled
4 dlink-4 Mona 1 Lusabled
5 dlink-5 Honge 1 Ditgabled
] dlink-f Ko 1 Digabiled
f dlink-{ Mona 1 Lusabled
SSID Configuration
Active Mode Enabled
SSID dlink
Security Qpen Systemn W | |[Maone w

o  SSID Configuration Page:

» SSID: Service Set Identifier.

Configime
oo ]
[ consgure |
[ consgure |

P! JIL
Configura b

» Security: Choose one of security types from SSID Configuration, also selecting whether WEP

included or not.
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Access Control by MAC Address: MAC address based control for access the network (AP). This function

provides to control the clients’ devices that are allowed to associate with the APs applied with the desired

template setting. Choose Disabled or Enabled in the Status column and enter the desired clients’ MAC

addresses in the MAC Address List. When this function is enabled, please make sure the MAC Address List is

not empty.

Access Control by MAC Address

Status

Access Control List

Status
1 01:01:01:01:01:01
3 00:00:00:00:00:00

Disabled

Access Control

Digabled

MAC Address List
2

4

00:00:00:00:00:00

00:00:00:00:00:00
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DWL-3200AP-v2.3+

DWL-3200AP version 2.3 Templates settings allow users to configure wireless 802.11b/g mode settings.
DWL-3200AP includes all three standards 802.11b/g mixed, 802.11b only and 802.11g only. Firmware upgrade
from DWL-3200AP v2.20 to v2.3 is NOT supported by the system.

General
Subnet Mask 255.255.255.0
Default Gateway 192.168.1.1
Time Zone
(GMT+08:00) Taipei v
NP Server IP
Daylight Saving Time
SNMP Disabled
Systern Activity Enahled
Wireless Activity Enabled |+
Syslog
Matice Enabled |+
Remote Syslog Server Disabled v
SMTP Disahle w
Wireless
Disabled A
. Super G Mode Super Mode can only be changed when Multi-SSI0 is
Basic )
- disabled
Settings -
Internal Station Enablad |
Connection
Data Rate Auto v
100

Beacon Interval {ms)

DTiM

Performance Fragment Length

(Default: 100; Range: 201000 msex)
1
(Default: 1: Range: 1~255)

2346 =
(Default: 2346; Range: 256~2348)

Settings
RTS Length ZEL
[Default: 2395; Range: 266~2345)
Transmit Power Full hd
Wireless B/G Mode | 110 Only «
Preamble Short and Long |+
Muli-Ssin Disabled v
. Load Balance Disahled +
Connection
ST Link lntegrate Disahled
Antenna Diversity Diversity v
Multi-SSID Settings
No. SSID Security Status Configure
Primary DSA-G100-ssidl  WPARADIUS  Enablad

Access Control by MAC Address

Status Disabled
Access Control List

General

Subnet Mask: The default is 255.255.255.0. All devices in the network must share the same subnet mask.
Default Gateway: The default is 192.168.1.1. Enter the gateway IP address for the network, typically a router.
SNTP/NTP: The time server IP address, time zone, and the local time will be displayed.

» Time Zone: Select your time zone from the drop-down menu.

> Server IP: Enter the IP address of a SNTP/NTP server.

» Daylight Saving Time: Check the box to enable daylight saving time.

SNMP
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» Public Community: When enabled, change the Public Community Name here.

» Private Community: When enabled, change the Private Community Name here.

Syslog

» System Activity: Select “Enable” to allow the logging of system actions, such as logging a firmware
upgrade.

» Wireless Activity: Select “Enable” to allow the logging of any wireless clients that connect to the AP.

» Notice: Select “Enable” to allow all other information to be logged.

» Remote Syslog Server: If you require more space to hold your logs, please provide the IP address of the
Server. The embedded memory can only have up to 300 logs.

SMTP

» SMTP Server IP: IP address of SMTP Server

» SMTP Sender: The sender’s Email address

» SMTP Recipient: The receiver’s Email address

Wireless

Basic Settings:

» Super G Mode: Select either Disabled, Super G Mode with Turbo or Super G Mode without Turbo.
When Multi-SSID is selected as enabled, the item Super Mode cannot be active. Super G Mode can only
be changed when Multi-SSID is disabled

» Internal Station Connection: Select either Enabled or Disabled. The connection allows clients to

communicate with each other when enabled.

Performance Settings:

» Data Rate: The default is Auto. Available range is from 1 to 54Mbps. The rate of data transmission should
be set depending on the speed of the wireless network. Select from a range of transmission speed or
keep the default setting, Auto, to make the Access Point automatically use the fastest rate possible.

» Beacon Interval (ms): Enter a value between 20 and 1000 msec. The default value is 100 milliseconds.
The entered time means how often the beacon signal transmission between the access point and the
wireless network.

» DTIM: Delivery Traffic Indication Message. Enter a value between 1 and 255. DTIM is a countdown
informing clients of the next window for listening to broadcast and multicast messages.

» Fragment Length: The fragmentation threshold determines whether packets will be fragmented. Enter a
value between 256 and 2346.

» RTS Length: Enter a value between 256 and 2346. When wireless clients would like to send a packet
which is larger than this value, it transmits an RTS and waits for reply.

» Transmit Power: Select either Full, Half(-3dB), Quarter(-6dB), Eighth (-9dB) or Minimum (minimum
power). This tool can be helpful for security purpose if you wish to limit the transmission range.

» Wireless B/G mode: Choose between Mixed, 11b only or 11g only. The function allows you to configure
the wireless network with IEEE 802.11g only, IEEE 802.11b only, or IEEE 802.11g with backward
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interoperability with IEEE 802.11b.
0 Mixed: Select when using 802.11b and 802.11g wireless device.
0 802.11g Only: Select when using all 802.11g wireless device.
0 802.11b Only: Select when using all 802.11b wireless device.
» Preamble: Select Long Only or Short and Long. A short preamble is recommended for high-traffic

networks.

Connection Settings:

» Multi-SSID: Multiple Service Set Identifier. Select either Disabled, Multi-SSID with VLAN or
Multi-SSID without VLAN.

» Load Balance: When enabled, you allow several APs to balance wireless network traffic and
wireless clients among APs in the networks. Assign each access point a different non-overlapping
channel.

0 User Limit: Enter the number of the limit of load balancing users from 0~64.

» Link Integrate: Disable or Enable this feature.

» Antenna Diversity: Radio is connected to each antenna and supports auto diversity mode by
default. The access point will auto switch to the antenna with better RSSI value.

o Diversity: The AP will auto switch to the antenna with better RSSI value.

0 Left Antenna: The AP will not switch antenna and the radio will use the left antenna to transmit
and receive packets.

o Right Antenna: AP won’t switch antenna and the radio will use the right antenna to transmit and

receive packets.

Multi-SSID Settings: Select Disabled, Multi-SSID with VLAN or Multi-SSID without VLAN. While
Multi-SSID enabled, Super G Mode will be disabled automatically. While selecting Multi-SSID with VLAN,
Multi-SSID settings could configure up to multiple SSID. Click Configure button to setup SSID Configuration,
the information of SSID, Broadcast SSID, WMM and Security.
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Multi-SSID MUlt-SSI0 with VAN v |
Connection Load Balance Dizahled »
ERllings Link Integrate Dizahled »
Antenna Diversity Diversity w
Multi-SSID Settings
Ho. SsID Security WVLAN Status Configure
Primary dlink None 1 Enabled | Configure ||
1 dlink1 MNane 1 Disabled
2 dlink-2 MNane 1 Disabled
3 dlink-3 MNane 1 Disabled
4 dlink-4 MNane 1 Disabled
5 dlink-5 MNane 1 Disabled
B dlink-& MNane 1 Disabled
7 dlink-7 MNane 1 Disabled
SSID Configuration
Active Mode Enabled
SSID dlink *

Broadcast SSID Enabled
WM Enabled

Security Open System | | Mone w

SSID Configuration Page:

» SSID: Service Set Identifier.

» Broadcast SSID: Select this option to enable the SSID to broadcast in your network. When
configuring the network, it is suggested to enable this function but disable it when the configuration is
complete. With this enabled, someone could easily obtain the SSID information with the site survey
software and get unauthorized access to a private network. With this disabled, network security is
enhanced and can prevent the SSID from being seen on networked.

» WMM: WMM stands for Wi-Fi Multimedia, by enabling this feature. It will improve the user
experience for audio and video applications over a Wi-Fi network.

» Security: Choose one of security types from SSID Configuration, also selecting whether WEP

included or not.
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Access Control by MAC Address: MAC address based control for access the network (AP). This function
provides to control the clients’ devices that are allowed to associate with the APs applied with the desired
template setting. Choose Disabled or Enabled in the Status column and enter the desired clients’ MAC

addresses in the MAC Address List. When this function is enabled, please make sure the MAC Address List
is not empty.

Access Control by MAC Address

Status Disahled
Access Control List ] F

Access Control by MAC Address

Status Disabled v
MAC Address List
1 00:00:00:00:00:00 2 00:00:00:00:00:00
3 00:00:00:00:00:00 4 00:00:00:00:00:00
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lll. DWL-8200AP
DWL-8200AP includes all three standards 802.11a, 802.11b and 802.11g. DWL-8200AP Templates settings
allows users to configure 802.11a and 802.11b and g mode settings. The connection could be select to enable
802.11a, 802.11b/g, or disable. Compatible with 802.11a, 802.11b and 802.11g Devices that is fully compatible
with the IEEE 802.11a, 802.11b and 802.11g standards, the DWL-8200AP can connect with existing 802.11b-,
802.11g- or 802.11a-compliant wireless network adapter cards. It is compatible with the 802.11b standard to
provide a wireless data rate of up to 11Mbps.

General

Subnet Mask

255.255.255.0

Default Gateway  |192.165.1.1

SNTP

Time Zane

(GMT+02:00) Harare, Pretaria

Server IP
Daylight Saving Time
SNMP Dizabled
Systern Activity Enahled |+
Wireless Activity Enabled |+
Syslog
Motice Enabled
Remote Syslog Server Dizabled +
SMTP Disable
Wireless
202.11a Super A Mode Super Awithout Turho »
Basic "
Settings Internal St:mon Enapizdl
Connection
Data Rate: Auto v
Beacon Interval {ms) 100
802.11a DTIM 1
Performance
Settings Fragment Length 2346
RTS Length 2346
Transmit Power Full Rs
Disabled -
802.119 Super G Mode Super Mode can only be changed when Multi-551D is
Basic disablad
Settings - —
Internal Station Enablad i
Connection
Data Rate Auto w
Beacon Interval {ms) iy
(Default; 100; Range: 20~1000 meac)
1
DTIM
(Default: 1: Range: 1~255)
802.11¢9 Fragment Length 2348
Performance (Default: Z296; Range: 266~2346)
Settings
RTS Length 2
(Default: 2346; Range: 256m2346)
Transmit Power Full v
Wireless B/G Mode 11h Only »
Preamble Short and Lang |»
Multi-SSID Dizahled
Load Balance Disabled |+
Connection
- Internal Station
Setti
I Connection Between | Enabled |+
802.11a and 802.11g
Antenna Diversity Enahled
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802.11a Multi-SSID Settings

Ho. SSID Security Status Configure

Primary dlink WPA-RADIUS  Enahbled

802.119 Multi-SSID Settings

No. SSID Security Status Configure

Primary dlink WPA-RADIUS  Enabled

Access Control by MAC Address

Status Disabled
Access Control List

General

Subnet Mask: The default is 255.255.255.0. All devices in the network must share the same subnet mask.

Default Gateway: The default is 192.168.1.1. Enter the gateway IP address for the network, typically a router.

SNTP/NTP: The time server IP address, time zone, and the local time will be displayed.

» Time Zone: Select your time zone from the drop-down menu.

> Server IP: Enter the IP address of a SNTP/NTP server.

» Daylight Saving Time: Check the box to enable daylight saving time.

SNMP

» Public Community: When enabled, change the Public Community Name here.

» Private Community: When enabled, change the Private Community Name here.

Syslog

» System Activity: Select “Enable” to allow the logging of system actions, such as logging a firmware
upgrade.

» Wireless Activity: Select “Enable” to allow the logging of any wireless clients that connect to the AP.

» Notice: Select “Enable” to allow all other information to be logged.

» Remote Syslog Server: If you require more space to hold your logs, please provide the IP address of the
Server. The embedded memory can only have up to 300 logs.

SMTP

» SMTP Server IP: IP address of SMTP Server

» SMTP Sender: The sender’s Email address

» SMTP Recipient: The receiver’s Email address

Wireless

802.11a Basic Settings / 802.11g Basic Settings:

» Super Mode A/G Mode: Select either Disabled, Super A without Turbo, Super G without Turbo or
Super G with Dynamic Turbo. When Multi-SSID is selected as enabled, the item Super Mode cannot be
active. Super G Mode can only be changed when Multi-SSID is disabled.

o Disabled: Standard 802.11a/g support, no enhanced capability.
0 Super A/G without Turbo: Capable of Packet Bursting, FastFrames, Compression, and no Turbo
mode.

0 Super G with Dynamic Turbo: Dynamic Turbo Mode is only enabled when all devices on the wireless
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>

network are configured with Super Mode with Dynamic Turbo enabled.
Internal Station Connection: Select either Enabled or Disabled. The connection allows clients to

communicate with each other when enabled.

802.11a Performance Settings/ 802.11g Performance Settings:

>

Data Rate: The default is Auto. Available range is from 1 to 54Mbps. The rate of data transmission should
be set depending on the speed of the wireless network. Select from a range of transmission speed or keep
the default setting, Auto, to make the Access Point automatically use the fastest rate possible.
Beacon Interval (ms): Enter a value between 20 and 1000 msec. The default value is 100 milliseconds.
The entered time means how often the beacon signal transmission between the access point and the
wireless network.
DTIM: Delivery Traffic Indication Message. Enter a value between 1 and 255. DTIM is a countdown
informing clients of the next window for listening to broadcast and multicast messages.
Fragment Length: The fragmentation threshold determines whether packets will be fragmented. Enter a
value between 256 and 2346.
RTS Length: Enter a value between 256 and 2346. When wireless clients would like to send a packet
which is larger than this value, it transmits an RTS and waits for reply.
Transmit Power: Select either Full, Half(-3dB), Quarter(-6dB), Eighth (-9dB) or Minimum (minimum power).
This tool can be helpful for security purpose if you wish to limit the transmission range.
Wireless B/G mode: Choose between Mixed, 11b only or 11g only. The function allows you to configure
the wireless network with IEEE 802.11g only, IEEE 802.11b only, or IEEE 802.11g with backward
interoperability with IEEE 802.11b.

0 Mixed: Select when using 802.11b and 802.11g wireless device.

0 802.11g Only: Select when using all 802.11g wireless device.

0 802.11b Only: Select when using all 802.11b wireless device.
Preamble: Select Long Only or Short and Long. A short preamble is recommended for high-traffic

networks.

Connection Settings:

>

>

>

>

Multi-SSID: Multiple Service Set Identifier. Select either Disabled, Multi-SSID without VLAN 802.11g
mode only, Multi-SSID without VLAN 802.11b mode only, Multi-SSID without VLAN for both modes or
Multi-SSID with VLAN.
Load Balance: Select either Enabled or Disabled. When enabled, you allow several APs to balance
wireless network traffic and wireless clients among APs in the networks. Assign each access point a
different non-overlapping channel.

0 User Limit: Enter the number of the limit of load balancing users from 0~64.
Internal Station Connection Between 802.11a and 802.119g: Select Enabled or Disabled the connection
feature.

Antenna Diversity: When enabled, each radio will automatically switch to the antenna with the greatest
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RSSI value. When disabled, each radio will use its main antenna.

802.11g Multi-SSID Settings /802.11a Multi-SSID Settings: Select Disabled, Multi-SSID without VLAN
802.11g mode only, Multi-SSID without VLAN 802.11b mode only, Multi-SSID without VLAN for both
modes or Multi-SSID with VLAN. While Multi-SSID enabled, Super G / A Mode will be disabled automatically.
While selecting Multi-SSID with VLAN, Multi-SSID settings could configure up to multiple SSID. Click
Configure button to setup SSID Configuration, the information of SSID, Broadcast SSID, WMM and

Security.
Multi-SSID MUMti-SSI0 with YLAN v
Load Balance Dizahled »
C;g:‘;?:g“ Intern_al Station
Connection Between Enahled
802.11a and 802.119
Antenna Diver sity Enahled
802.11a Multi-SSID Settings
Ho. SsID Security VLAN Status Configure
Frimary dlink Mone 1 Enahled
1 dlink1 MNane 1 Disabled
2 dlink-2 MNane 1 Disabled
3 dlink-3 MNane 1 Disabled
4 dlink-4 MNane 1 Disabled
5 dlink-5 Nane 1 Disabled
B dlink-& MNane 1 Disabled
7 dlink:T MNane 1 Disabled
802.119 Multi-SSID Settings
Mo. SSID Security VLAN Status Configure
Primary dlink Nane 1 Enahled
1 dlink-1 MNane 1 Disabled
2 dlink-2 Nane 1 Disabled
3 dlink-3 MNane 1 Disabled
4 dlink-4 Mane 1 Disabled
5 dlink-5 MNane 1 Disabled
B dlink-& Mane 1 Disabled
7 dlink-7 MNane 1 Disabled 4

Click button of Configure to further setup Multi-SSID Settings.

802.11a SSID Configuration
Active Mode Enabled
SsiD dlink =

Broadcast SSID Enabled

WM Enabled +
Ethernet LAMT (Primanyd
Security Qpen Systermn W | |Mone w
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SSID Configuration Page:

>
>

SSID: Service Set Identifier.

Broadcast SSID: Select this option to enable the SSID to broadcast in your network.
When configuring the network, it is suggested to enable this function but disable it when
the configuration is complete. With this enabled, someone could easily obtain the SSID
information with the site survey software and get unauthorized access to a private
network. With this disabled, network security is enhanced and can prevent the SSID from
being seen on networked.

WMM: WMM stands for Wi-Fi Multimedia, by enabling this feature. It will improve the user
experience for audio and video applications over a Wi-Fi network.

Security: Choose one of security types from SSID Configuration, also selecting whether
WEP included or not.

Access Control by MAC Address: MAC address based control for access the network (AP). This function

provides to control the clients’ devices that are allowed to associate with the APs applied with the desired

template setting. Choose Disabled or Enabled in the Status column and enter the desired clients’ MAC

addresses in the MAC Address List. When this function is enabled, please make sure the MAC Address List is

not empty.

Access Control by MAC Address

Status Disabled

Access Control List ] 5

Access Control by MAC Address

Status Dizahled

MAC Address List
1 00:00:00:00:00:00 2 00:00:00:00:00:00

3 00:00:00:00:00:00 4 00:00:00:00:00:00
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4.3.5 Firmware Management

This is where AP’s firmware can be uploaded. The current firmware can also be downloaded to the local storage if

required.

The system supports the firmware management of APs to upload new firmware, delete the existing firmware, and

download the firmware to managed APs. Note that the AP’s firmware version must be one that has been

integrated.

Firmware Management

Firmware Upload

File Name Upload
List
File Name
AP Type Version Size Actions
Checksum

File Name: The name of the AP firmware to be uploaded.

List: All uploaded firmware will be listed here.

AP Type: The AP type of the firmware.
Version: The version of the firmware.
Size: The file size of the firmware.

Download: Click Download to save the selected firmware to local disk.
Do you want o save this fila?

Mame; Firmware.rom
Type;  Unknown File Type, 670 KB
From: 10.2.3.112

Upload: Click Upload button to upload the file from a local disk to the system.

Checksum: The automatically detected security identification of the firmware.

While files from the ntemet can be useful, some files can potentially
ham your computer. If you do not trust the source, do not save this
file. What's the risk?

Delete: Can be clicked to delete the current firmware.
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4.3.6 AP Upgrade

The administrator can upgrade the firmware of selected APs individually or at the same time by checking the check
box of the APs in Selection column. Note that both the version before upgrade and the next version must be ones

that have been integrated with the system. Check the APs which need to be upgraded and select the upgrade

version of firmware, and click Apply to upgrade firmware.

AP Upgrade

AP List
Last
Name Type Version  Upagrading Mew Version Selection
Time
w3200 DWL-3200AF  v2.30 i) MIA ]
dwl2100 DWL-21008P  v2.308u [ /A, []
w8200 DWL-8200AP ¥1.20 [ NIA ]

e Last Upgrading Time: The time when the AP was last upgraded.

* New Version: The firmware version to be upgrade to the AP.
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4.4 User Authentication

This section provides information on the following functions: Authentication Configuration, Policy

Configuration, Black List Configuration, Guest User Configuration and Additional Configuration.

D-Link
Building Networks for People

i

2 Toal

aclmin -

DSA-6100

Wireless Access Controller

= DSA-E100
| Systern Canfiguration
e Metwark Configuration
L0 AP Management

Authentication Configuration
Policy Configuration

Black List Configuration
Guest User Configuration
Additional Configuration

e Status

Authertication
Configuration

Policy Configuration

Black List Configuration

Guest User Configuration

Additional Configuration

User Authentication

User Authentication

Systern provides 9 external server configurations (PORP 3, RADILIS,
LOAFP and KT Domain), one internal user DB (Local User) and
two pre-defined mechanisms far paying users (On-Demand User
and PME) to authenticate user access. Each authentication
method can apply one Black List profile and one Policy for traffic
cortral,

Regarding paying users, On-Demand Server Configuration
supports printout of user account information fram an optional
ticket printer. As for PMS, PMS Server Configuration supports

unified Micros Fidelio Propery Management System Billing.

Systern supports one Global and 10 policies for traffic control.
Administrator can defing a policy with the firewall profile, specific
route profile, login schedule profile, and bandwidth,

Systern supports & Black Lists for authentication.
On-Demand and PMS Server DOES MOT support Black List

configuration.

Systerm provides up to 10 guest accounts, Guest accounts have
permission different from general User accounts. Guest accounts
are stored on embedded-database under Global policy,

Systern supports other authentication settings, such as:
ldlefSession timeout, Multiple login enableidisable, Friendly
logout, and Permit MAC address list.

It alzo suppors uploading customized logindogout pages and
certificate file.

i

? Help B Logout
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4.4.1 Authentication Configuration

The system supports up to 9 external user authentication servers of using one of the RADIUS, LDAP, POP3, and
NT Domain, plus three internal user authentication servers of Local User, On-demand User and PMS User. The
system may authenticate users based on external authentication servers and/or local user database. Each user is
distinguished by the postfix with the username. This function is to configure the settings for different authentication
servers. Using the DSA-6100, on-demand user and PMS user can be administered with different policy. Click on
the server name to set the related configurations for that particular server. After completing and clicking Apply to
save the settings, go back to the previous screen to choose a server to be the default server and enable or disable

any server on the list.

) Authentication Configuration

Authentication Configuration

Server Mame Auth Method Fostiix Folicy Default  Enable
Local Server LOCAL Postfix Palicy (O]
POF3 Server POP3 Postfixd Policyt ] 1
RADIUS Server RADIUS Postix3 Palicy & a
LDAP Server LDAR Postfixd Palicy & A
MT Dornain MNTOOMAIN Postfixg Falicyt & A
BOF3 Server FOR3 Postfixg Falicy & "]
RADIUS Server RADIUS Postfixy Policyt ] 1
LDAF Server LDAR Postiixg Palicy & A
MNT Diarnain RTOOMAIN Postiixg Palicy & A
EOP3 Server FPOF3 Postfixl 0 Falicyt & A
On Demand User OHDEMAND ondermand Falicy & "]
EMS User FMS pms Palicyl & "]

* Server Name: There are several kinds of authentication options supported by DSA-6100: Local Server, POP3
Server, RADIUS Server, LDAP Server, NT Domain, On-demand User and PMS User. Click the hyperlink of the
respective Authentication Option to enter the Authentication Option page.

* Authentication Method: The field selects the authentication method used in the server. There are different
authentication methods supported in DSA-6100 Authentication Database: Local, POP3, RADIUS, LDAP, NT
Domain, On Demand and PMS.

* Postfix: Set a postfix that is easy to identify (e.g. local) for the authentication option by using numbers (0~9),
alphabets (a~z or A~Z), dash (-), underline (_) and dot (.) within a maximum of 40 characters. All other

characters are not allowed.
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4411 Local Server

This server is only for “Local User” and the authentication method can not be changed for this server which
manages user accounts on lists of the local user setting.

Choose “Local Server” in the Server Name field, the hyperlink beside the pull-down menu will become setting of
“Local Server”.

Authentication Server - Local Server

Server Name Local Servar Folts server name.)
Server Status Enable
Paostfix Postfix F(lts postfic name.)
Blacklist Mone -
Local User Account Local User Sefting
Policy Hame Folicyl

/ooy X Clear ]
. Server Name: Set a name for the server using numbers (0~9), alphabets (a~z or A~Z), dash (-), underline ()
and dot (.) with a maximum of 40 characters, all other letters are not allowed.
d Sever Status: The status shows that the server is enabled or disabled.
. Postfix: Set a postfix that is easy to distinguish (e.g. Local) for the server using numbers (0~9), alphabets
(a~z or A~Z), dash (-), underline (_) and dot (.) with a maximum of 40 characters, all other letters are not

allowed.

Warning: The Postfix Name cannot contain these words: MAC and IP.

. Blacklist: There are five sets of the black lists. Select one of them or choose “None”. Please refer to 4.4.3
Black List Configuration.
. Local User Account: Click the Local User Setting hyperlink to set the further configuration.

. Policy Name: There are ten policies to choose from to apply to this particular server.

Clicking in the Local User Setting:

Local User Setting
Edit Local User List

Radius Roaming Out ) Enahble &) Disable
802.1x Authentication ) Enahble &) Disahle

/_nepy M X Clear ]

. Edit Local User List: Click this to enter the “User List” screen. View, add, delete and backup user accounts.

. Radius Roaming Out: Enable or disable roaming out. When enabled, this system becomes a RADIUS
server for other external RADIUS clients.
. 802.1x Authentication: Enable or disable 802.1x Authentication. When enabled, this system becomes a

RADIUS server for other external RADIUS clients as long as the RADIUS clients are configured accordingly.
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[ Add User | [ ImportList | [ ExportList | [ Refresh |

| |[ Search ]
Policy
Username Password MAC Del All
Remark
’ " Mare
User user Deleta
Mare
123 123 Delete

{Total:2y First Prev Mext Last

Add User: Click this button to enter into the Add User interface. Fill in the necessary information such as
“Username”, “Password”, “MAC” and “Remark”. Select a desired Maximum Bandwidth, Request
Bandwidth and Policy. “Username” and “Password” are required information, the rest are optional,

For the Policy configuration, please check section of Policy Configuration.

Add User

Username Maximum Bandwidth Policy
ftem . Mf‘c o
(OO
Passwaord Request Bandwidth Remark
[Sibps v | [Policyl ~]
1 L
Zwps v | |
[10Mbps v | [Policys ~]
2
none v | |
[Unlimited v | [Policy2 ~|
3 [ ]
Noe ] | |
[ ] [Unlimited v | [None  +|
4 [ ]
[ None | | |
I:I |Un|imited V| |N0ne V|
: [ ]
] Noe ] | |
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Click Apply to complete adding the user or users

Successillly added user(s):
Alice Bob Cathy

Add User

Username Maximum Bandwidth Policy
Item o MftC . .
(EXDOCKXXKXHKK)
Password Request Bandwiidth Remark
[ ] [Uniimited +| [None |
1 [ ]
] e |
[ ] | Uniimited v | [None v |
2 [ ]
L [Nome ] | |
l:l |Un|imited V| |N0ne V|
3 [ ]
L] [Mone w| | |
. Import User: Click this to enter the Upload User interface. Click the Browse button to select the text file for

the user account upload. Then click Submit to complete the upload process.

Mote: The format of each line is "ID, Password, MAC, Policy, Remark” or "ID, Password, MAC, Max bandwidth, Request
bandwidth, Policy, Remark” without the quotes. There must be no space between the fields and commas. The MAC field
could be omitted but the trailing comma must be retained. When adding user accounts by uploading a file, existing accounts
inthe embedded database that are also defined in the data file will not be replaced by the new ones.

Upload User Account

File Name | |(Browse... |

The uploading file should be a text file and the format of each line is "ID, Password, MAC, Policy, Remark"

or “ID, Password, MAC, Max bandwidth, Request bandwidth, Policy, Remark” without the quotes. There
must be no spaces between the fields and commas. The MAC field can be omitted, but the trailing comma
must be retained. When adding user accounts by uploading a file, the existing accounts in the embedded

database will not be replaced by new ones.

password policy

ID MAC remark

( ca-:'ion,caclion,[][]:DD:DD':DD:DD:DD,i,the admin ]

( test,test,,?, testing account ]

D policy

password remark
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request bandwidth
password remark
ID | MAC  max bandwidth policy |
! I ! T | l |
cadon,cadon,00:00:00:00:00:00, 128kbps, 256kbps, 1,the admin

[test test,, 128kbps 256kbps 2 Jtesting account ]

ID | max bandmdth

I
I pollcy remark
password

request bandwidth

Export List: Click this to create a .txt file and then save it on disk

File Download

X]

Do you want to open or zave this file?

Marne:  LocalUserList,kxt

Type: Text Document, 122 bytes
From: 10.29.5.61

Open ] [ Save ] i

Cancel |

whhile files from the Internet can be useful, some files can potentially
harm pour computer. IF pou da not trust the source, da not open o
save this file, What's the rigk?
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Refresh: Click this to renew the list. Refresh button.

[ adduser | [ ImportList | [ EmportList | [ Refresh ]j

| |[ search |

Policy

Username Password MAC Del All
Remark
. Policyl

Alice alice Delete
Falicy3

Boh bt 04:03:11:18: 20034 Deleta
Palicy2

Cathy cathy e Delete
Policy3

Bok (ululs} 04:03:11:18:20:34 Delete

Search: Enter a keyword of a username to be searched in the text filed and click this button to perform the

search. All usernames matching the keyword will be listed.

[ addUser | [ importlist | [ Esportlist | [ Refresh |
| Cathy |[ search |
Policy
Username Password MAC
Remark
Cathy cathy i

Delete

Del All: click on this button to delete all the users at once and click on Delete to delete the user individually.

Policy
Username Passwori MAC l Cial All

Remark

) . Folicy1
Alice alice
B Delete

FPalicy3
Bob bob 04:03:11:18:2D:3A

(Total:2) First Prev Mext Last
Edit User: If editing the content of individual user account is needed, click the username of the desired user
account to enter the Edit User Interface for that particular user, and then modify or add any desired
information such as “Username”, “Password”, “MAC”, “Maximum Bandwidth”, “Request Bandwidth”,

“Policy” and “Remark” (optional) . Then, click Apply to complete the modification.
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Edit User
Username |Cathy
Password |cathy1234
MAC | 223312523054
Maximum Bandwidth | 10 Mhps  »
Request Bandwidth | Mone v
Policy | Palicyd |+

Remark |long term

ooy X Clear ]

RADIUS Roaming Out / 802.1x Authentication: When RADIUS Roaming Out is enabled, this system
becomes a RADIUS server for other external RADIUS clients. The Local user with RADIUS roaming out
permission need to be configured in the Radius Client List first. The Local user in the list may then log on the
system via the other domain, such as a branch office, as long as the RADIUS clients are configured
accordingly. Selecting either of the options will bring up the hyperlink called RADIUS Client List.

Local User Setting

Edit Local User List

Radius Roaming Qut (® Enahle) O Disahle
802 1x Authentication O Disahle

Radius Client Lisi]

RADIUS Client List: Configure RADIUS clients and secret key. Local user may log on any of the listed

RADIUS clients as long as the RADIUS clients are configured accordingly.

Click the hyperlink RADIUS Client List to enter the RADIUS Client Configuration interface. Choose the
desired type, Disable, Roaming Out or 802.1x and key in the related data and then click Apply to complete
the settings.

Radius Client Configuration

Mo. Type IP Address Segment Secret
1 | 802.1x W | 192.168.1.4 255 255 255 255 (J32) v | |12345678
28021 W (101.1.2 255 255 255 255 (J32) v | |12345678

3 | Disable h 2552655255 255 (J32) »

802.1x Authentication: 802.1x is a security standard for wired and wireless LANSs. It encapsulates EAP
(Extensible Authentication Protocol) processes into Ethernet packets instead of using the protocol's native
PPP (Point-to-Point Protocol) environment, thus reducing some network overhead. It also puts the bulk of the
processing burden upon the client (called a supplicant in 802.1x parlance) and the authentication server

(such as a RADIUS), letting the "authenticator" middleman simply pass the packets back and forth.
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44.1.2 POP3 Server

The system may authenticate users using their POP3 email account. You may configure both primary and
secondary POP3 server for fault tolerance. POP3 refers to Post Office Protocol 3, a standard protocol used to
retrieve email stored in a mail server. The system may authenticate users by using POP mail accounts. Two POP3
servers are supported by the system, primary and secondary. When POP3 Server is enabled, at least one POP3
server is needed. Choose “POP3” in the Server Name field, the hyperlink beside the pull-down menu will become
“POP3 Setting”.

Authentication Server - POP3 Server

Server Name PCOP3 Server Ptz zenrer name.)
Server Status Dizahble
Postfix Fostiix2 Fo(lts postfic name.)
Blacklist Mone v
Authentication Method FOF3 A POP3 Setiing
Policy Name Policyl  w

/ fopy QX Clear ]

Click the hyperlink POP3 Setting for further configuration. Enter the related information for the primary server
and/or the secondary server (the secondary server is not required). The blanks with red star are necessary

information. These settings will become effective immediately after clicking the Apply button.

Primary POP3 Server

Server IP FiDomain HamedP Address)
Part 110 FiDefault: 1103
551 Setting [] Enable S5L Connection
Secondary POP3 Server
Server IP
Port
S5L Setting [] Enatle S5L Connection

e Server IP: Enter the IP address/domain name given by the ISP.
e Port: Enter the Port given by the ISP. The default value is 110.
e SSL Setting: If this option is enabled, the POP3 protocol will perform the authentication.
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4.4.1.3 RADIUS Server

The system supports 802.1x Authentication using external RADIUS server. You may configure both primary and
secondary RADIUS server for fault tolerance. RADIUS refers to Remote Authentication Dial-In User Service, an
authentication and accounting system used by many Internet Service Providers (ISPs). The system may
authenticate users using external RADIUS server including both primary and secondary RADIUS server. Choose
“RADIUS Server” in the Server Name field, the hyperlink beside the pull-down menu will become “RADIUS
Setting”.

Authentication Server - RADIUS Server

Server Name RADIUS Server Ptz zenrer name.)
Server Status Dizahble
Postfix Fostixd Fe(lts posti name.)
Blacklist Mone v
Authentication Method Radius A BADIUS Setting
Policy Name Policyl  w

/ fopy QN X Clear ]

Click the hyperlink RADIUS Setting for further configuration. The RADIUS server sets the external authentication
for user accounts. Enter the related information for the primary server and/or the secondary server (the secondary
server is not required). The blanks with red star are necessary information. These settings will become effective

immediately after clicking the Apply button.
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o
oog
ooo,

Radius Configuration

802 1% Authentication
Trans Full Mame

Class Mapping

RADIUS Setting
& Enable O Disahle

Radius Client List
3 Enable O Disahle
&) Enahle O Disahle

Mapping List
Primary RADIUS Server

Server P
Authentication Port ' hepetautt 18129
Accaurting Port Fibefault 1813)

Secret kKey

Accounting Service ) Enaghle O Disahle
Authentication Protocol . CHAP

Secondary RADIUS Server

Server P

Authentication Port

Accounting Port

Secref Key
Accounting Service (=) Enable O Disable
Authentication Protocol | CHAP v

802.1X Authentication: When enabled, this system can authenticate RADIUS clients against the external
RADIUS server. Enable this function and the hyperlink of RADIUS Client List will appear. Click the hyperlink to
get into the RADIUS Client Configuration list for further configuration. Please refer to RADIUS Roaming
Out/802.1x Authentication in 4.4.1.1 Local Server.

RADIUS Client List: The administrator could further set up for the 802.1x capable device that are allowed to
be authenticated against the external RADIUS server via this system. Select type “802.1x Authentication” from
the drop down list, and then enter IP address, Subnet Mask, and shared Secret Key of the authorized devices.
Trans Full Name: When enabled, both the username and postfix will be transferred to the RADIUS server for
authentication. When disabled, only the username will be transferred to RADIUS server for authentication.
Class Mapping: Class Attribute can be specified to map to internal Policy.

Server IP: Enter the IP address/domain name of the RADIUS server.

Authentication Port: Enter the authentication port of the RADIUS server and the default value is 1812.
Accounting Port: Enter the accounting port of the RADIUS server and the default value is 1813.

Secret Key: Enter the key for encryption and decryption.

Accounting Service: Select this to enable or disable the “Accounting Service” for accounting capabilities.
Authentication Protocol: Define authentication transmission protocol. Configurations must match remote
RADIUS configurations. PAP (Password Authentication Protocol) transmit password in plain text without
encryption. CHAP (Challenge Handshake Authentication Protocol) is a more secured authentication protocol

using hash encryption.
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Notice: If RADIUS Server does not assign idle-timeout value, DSA-6100 will use the local idle-timeout instead.

Class Mapping
In DSA6100, each authentication server can be associated with a policy.
The policy at this level is to provide a default policy value. Under a server, a different policy may be further

specified for a specific sub-group or a specific user to override the default policy.

Semver Name Auth Method Postiix Policy  Defaull  Enable

Local Server LOCAL Pastfiit palicyl ®
FOP r POP3 Postii? policy! ® m|

RADIL rar RADIUS posticd policyl ) |l

For a RADIUS server, if a class mapping is enabled, a configuration page allows the mapping of RADIUS
class attributes to a policy on DSA-6100. If there is no policy chosen for a RADIUS Class attribute, the total
bandwidth for that RADIUS Class is bounded by the total bandwidth of the default policy of the authentication
server. If there is a specific policy selected for that RADIUS Class attribute, the total bandwidth of that class is
bounded by the total bandwidth of the chosen policy. The maximum bandwidth allowed for the users of a

class is also set in this page of RADIUS Class configuration.

RADIUS Setting
802.1x Authentication O Enahle & Disahle
Trans Full Mame ) Enable (® Disahble
Class Mapping ® EnablelO F)lsahle | |_J
Mapping List h

Class Mapping List

Mazimum Request

- Class Bandwidth  Bandwidth 'Y Remark

1 {[1 |[128kops v | Mone | [Mone v |[class=1, 128k |
2 |2 | 256 Kbps | Mone v | [mMone v [class=2, 256K |
3 [z | 512 Kops | Mone  v||mMone v |class=3, 512k |
4 |[4 |[1mbps v | mone v [none v |[class=4, 1m |
5 |5 [l2mbps  v| mMone  w|[Mone v |[clss=5, 2m |
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4.4.1.4 LDAP Server

The system may authenticate users using external LDAP server. You may configure both primary and secondary
LDAP server for fault tolerance. LDAP refers to Lightweight Directory Access Protocol, a set of protocols for

accessing information directories. The system may authenticate users using external LDAP server including both
primary and secondary. Choose “LDAP” in the Server Name field, the hyperlink beside the pull-down menu will

become “LDAP Setting”.

Authentication Server - LDAP Server

Server Name LOAF Server Pl senrer name.)
Server Status Disable
Postfix Postiixd Pl postix name.)
Blacklist MHone v
Authentication Method LDAP W LOAP Sefing
Paolicy Name Folicyl |«

Click the hyperlink LDAP Setting for further configuration. Enter the related information for the primary server

and/or the secondary server (the secondary server is not required). The blanks with red asterisk are necessary

information. These settings will become effective immediately after clicking the Apply button.

Primary LDAP Server

Sefver P FiDomain HamedP Address)
Fart FiDefault: 2207
Base DM FICN=, de=,do=)
Binding Type User Account »
Accaunt Attribute ®uD O

Secondary LDAP Server

Sefver IP
Port
Baze DM
Binding Type UserAccount »
Accaunt Attribute un Oor

e Server IP: Enter the IP address/domain name of the LDAP server.

* Port: Enter the Port of the LDAP server, and the default value is 389.

¢ Base DN: Enter the distinguished name of the LDAP server.

e Binding Type: There are four binding types, User Account, Anonymous, Specific DN and Windows AD to
select.
» User Account: Use the user account’s login username and password of the system, and then select one

Account Attribute (UID, CN) to access the LDAP server.
* Account Attribute: Attribute of LDAP accounts.
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Sefver IP
Port
Base DM
Binding Type

Account Attribute

Primary LDAP Server
Filromain HamefP Address)
FrLefault: 3890
F(CN=,do=,do=)

Uzar Account »

®up OcN

Anonymous: Access the LDAP servers without requiring authentication but only select one Account

Attribute (UID, CN or Account Name).

Sefver IP
Port
Base DM
Binding Type

Account Attribute

Primary LDAP Server
Filromain HamefP Address)
FrLefault: 3890
F(CN=,do=,do=)
ANONYIMOUS

®up OchN O saMAccountharme

Specified DN: Entering the specific DN username and password in the “Bind RDN” and “Bind

Password” fields, and then select one Account Attribute (UID, CN or Account Name) to access the

LDAP server.

Server IP
Port
Base DM
Binding Type
Bind ROM:
Bind Password:

Account Atribute

Primary LDAP Server
Filomain Hame/IP Address)
FrLefault: 3890

FICN=,de=,de=)

Specified DM »

®up OcN O saMaccountame

Window AD: Enter the domain name of Windows AD to access the LDAP server.

Server P
Port
Base DM
Binding Type

Dormain

Primary LDAP Server
Filomain HameflP Address)
FiDefault: 2297

FICH=,de=,de=)

Windows AD
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4415 NT Domain Server

This system may authenticate users using external MS Domain Server. NT Domain Server refers to external MS

Domain Server. Choose “NTDomain” in the Server Name field, the hyperlink beside the pull-down menu will
become “NT Domain Setting”.

Authentication Server - NT Domain

Server Name MT Darnain Fe(lts server name.)
Server Status Disable
Paostfix Postixs (It postfix name.)
Blacklist Mone v
Authentication Method MTDomain » T Domain Setting
Policy Name Policyl

Click the hyperlink NT Domain Setting for further configuration. Enter the server IP address and enable/disable

the transparent login function. These settings will become effective immediately after clicking the Apply button.

Domain Controller

Server P Address =
Transparent Lagin & Enahle O Disahle

e Server IP Address: Domain Server IP address. Enter the server IP address of the domain controller.

e Transparent Login: Enable this option for transparent user login to MS Domain.
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4416 On Demand User

This is needed in a retail environment. When customers need to use wireless Internet in a store, they have to get a
printed receipt with username and password from the store to log in the system for wireless access. Choose “On
Demand User” in the Server Name field, the hyperlink beside the pull-down menu will become “On-Demand

User Server Configuration”.

On-Demand User Server Configuration

Server Status Disable
Postfix ondemand “{=.g. endemand. Max: 40 char)
Receipt Header 1 Welcome! [e.g. Welcome!)
Receipt Header 2 Header2
Receipt Footer Thank You! (e.g. Thank You!)
Honetary Uni ®nNone O £68p O€EUR O $usp
O {Input other desired monetary unit, e.g. AU}
Policy Name Policyl |»
WLAN ESSID default {e.g. default)
Wireless Key
Remark {for customner)
Billing Notice Interval @ 10mins O 15mins O 20mins

Users List Billing Configuration Create On-Demand User

/ooy X Cear

> Server Status: The status shows that the server is enabled or disabled.

»  Postfix: Set a postfix that is easy to distinguish (e.g. Local) for the server using numbers (0 ~ 9),
alphabets (a ~ z or A~ Z), dash (-), underline (_) and dot (.) with a maximum of 40 characters. All other
letters are not allowed.

» Receipt Header 1/2: There are two fields, Receipt Header 1 and Receipt Header 2, for the receipt’s
header. Enter receipt header message or use the default.

Receipt Footer: Enter receipt footer message here or use the default.

»  Monetary Unit: Select the desired monetary unit for a region or input the needed monetary unit if not
listed.

»  Policy Name: Select a policy for the on-demand user.

>  WLAN ESSID: Enter the ESSID of the AP.

»  Wireless Key: Enter the Wireless key of the AP.

» Remark: Enter any additional information that will appear at the bottom of the receipt.

»  Billing Notice Interval: While the on-demand user is still logged in, the system will update the billing

notice of the login successful page by the time interval defined here.
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A. User List: The page shows all valid on-demand accounts and their status. Click to enter the On-demand User
List screen. In the On-demand User List, detailed information will be documented here. By default, the

On-demand user database is empty.

| [ search |

On-demand User List

Remain

TimeNolume Status Expire Time Cielete All

Username Password

3086  Hk74gEsg DNOUrSImIn3E o UK T Delete
sec 04:04:45
0061 2101-
B4TE  73BSTUDS 12 hour Marmal e Delete

(Total:2) Eirst Previous Mext Last

d Search: Enter a keyword of a username to be searched in the text filed and click this button to perform the
search. All usernames matching the keyword will be listed.
. Username: The login name of the on-demand user.
. Password: The login password of the on-demand user.
d Remain Time/Volume: The total Time/Volume that the user can use currently.
. Status: The status of the account.
»  Normal indicates that the account is not in-use and not overdue.
»  Online indicates that the account is in-use and not overdue.
»  Expire indicates that the account is overdue and cannot be used.
. Expire Time: The expiration time of the account.
. Del All: This will delete all the users at once.

. Delete: This will delete the users individually.
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B. Billing Configuration: This page allows administrators to change the billing configuration for on-demand

accounts. Click this to enter the Billing Configuration screen. In the Billing Configuration screen, the

Administrator may configure up to 10 billing plans.

Billing Configuration

Plan Status

(&) Enable
O Disable

) Enable
® Dizable

O Enable
& Disahle

O Enable
® Disable

O Data

® Tirme

O Data

O Time

O Data

O Time

) Data

O Time

Type

Elmmrte
Hrs
Elh.ﬂins
Elh.ﬂbyte
a

Hrs
0 Mins
0 lwyte
0 Hrs
0 Mins

e Status: Select to enable or disable this billing plan.

Expiredinfo VA price
S A
%E?:S 0 |pays |0 |
— o b Joas[o |

o o -

* Type: Set the billing plan by “Data” (the maximum volume allowed is 9,999,999 MByte) or “Time” (the

maximum days allowed are 999 days).

* Expired Info: This is the time that the system will store this account information after the account generation, if

the account is not activated during this time, the account will self-expire (the maximum time allowed is 999

days). Valid Duration: This is the time that the end-user can use the account after the account is activated.

Atfter this time, the account will self-expire (the maximum time allowed is 999 days) and end-user will be logged

out from the system (the maximum time allowed is 999 days).

* Price: The price charged for this billing plan.
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C. Create On-Demand User: This page allows administrators to create on-demand accounts. Click this to enter

the On-Demand User Generate screen.

On-Demand User Generation

Plan Tvpe Status Function
1 12 hrs 0 ming Enahled Create
2 1Y Disabled Create
3 (I Disabled Create
) [LliA, Disabled Create
& [, Disabled Create
] [NiA, Disabled Create
7 [, Cisabled Create
g INiA, Disabled Create

] [l Dizahled Create

I" IJ I" IJ I" IJ I" IJ I" I"

10 (K1Y Disakled Create

Pressing the Create button for the desired plan, an On-demand user will be created, then click Printout to

print a receipt which will contain this on-demand user’s information.

Welcome!
Username MICNE@ondemand
Password STMK996Y
Price 3
Usage 12 hrs 0 mins

ESSID : default
Shared Wireless Key:

Vaild to use until: 2007/10/30 15:39:05

Thank You!

Notice: Printout is related to a local printer connected or configured at the Administrator’s computer.
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4.4.1.7 PMS User

The system integrates a hotel indoor billing system, PMS (Property Management System), developed by Micros
Fidelio, and it usually used in a hotel environment. When the customers need to use wireless Internet in the hotel,
they have to get a printed receipt with username and password form the hotel to log in the system for wireless
access. Choose “PMS User” in the Server Name field, the hyperlink beside the pull-down menu will become

“PMS User Configuration”.

(=) Authentication Configuration

PMS User Configuration

Server Status Disable
PMS Server IP .:1E.g 10,0.0.1)
PMS Server Port 9877
Postfix épms *(e.g- pms. Max: 40 char)
Policy Name f Policy1 -
Receipt Header 1 \Welcome! e 5. Weioaren
Receipt Header 2 ;Eliu_oy your éia_y
Receipt Footer [Thank You | |3, Thankvou
WLAN ESSID |defautt (.. default)
Wireless Key ' ]
Remark Ha\-e a nice day! o mernrs

Users List Billing Configuration Create PMS User

»  Server Status: The status shows that the server is enabled or disabled.

»  PMS Server IP: Enter the IP address of the PMS server.

>  PMS Server Port: Enter the Port of the PMS server.

»  Postfix: Set a postfix that is easy to distinguish (e.g. Local) for the server using numbers (0 ~ 9), alphabets (a
~zor A~ Z), dash (-), underline (_) and dot (.) with a maximum of 40 characters. All other letters are not
allowed.

Policy Name: There are five policies to select from.

» Receipt Header 1/2: There are two fields, Receipt Header 1 and Receipt Header 2, for the receipt’'s header.
Enter receipt header message or use the default.

» Receipt Footer: Enter receipt footer message here or use the default.

>  WLAN ESSID: Enter the ESSID of the AP.

»  Wireless Key: Enter the Wireless key of the AP.

» Remark: Enter any additional information that will appear at the bottom of the receipt.
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A. Users List: This page shows all valid PMS accounts and their status. Click to enter the PMS User List screen.
In the PMS User List, detailed information will be documented here. By default, the PMS user database is

empty.

PMS User List

Room  USer  p. cword  RemainTime Statys DPirevalid Delete All
Mo.  Name Time

(Total: O
First Prev Mewt Las

e

Search: Enter a keyword of a username to be searched in the text filed and click this button to perform the

search. All usernames matching the keyword will be listed.

Room No.: The room number of the PMS user.

Username: The login name of the PMS user.

Password: The login password of the PMS user.

Remain Time: The total time/Volume that the user can use currently.

Status: The status of the account.

»  Normal indicates that the account is not in-use and not overdue.

»  Online indicates that the account is in-use and not overdue.

»  Expire indicates that the account is overdue and cannot be used.

Expire/Valid Time:

»  The Valid Time indicates the duration of time that the end-user can use the account after the activation
of the account. After the time, the account will self-expire (the maximum time allowed is 999 days).

»  Expire Time: This is the time that system will store this account information after the account
generation, if the account is not activated during this time, the account will self-expire (the maximum
time allowed is 999 days).

Delete All: This will delete all the users at once.

Delete: This will delete the users individually.

Redeem: This is used to increase the remaining time of the account. When the remaining time or data quota

is insufficient, the user has to pay for adding credit at the counter and the user will get a new username and

password.
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B. Billing Configuration: This page allows administrators to change the billing configuration for PMS accounts.
Click this to enter the Billing Configuration screen. In the Billing Configuration screen, Administrator may

configured up to 5 billing plans.

PMS User Billing Configuration

Hr. Purchased  Walid Period g ; Frice

Flan Status P tHou) Assign to Policy (e.g.0 10.00)

’ (& Enahle 5 b 0:MOME  w 1.00
O Disable

,  OEnable 5 0 DMOME  +| |0
(%) Disahle

5 OEnable 5 0 DMOMNE  »| |0
(&) Disable

s (O Enatle 0 0 D NONE  » g
(=) Dizahle

. (O Enatle 0 0 DNOMNE  » g
(*) Disahle

Status: Select to enable or disable this billing plan.
Hr. Purchased: This is the duration of time that the user can use the account after the activation of the
account. After this duration, the account will self-expires. 1-999 hours can be entered.

Valid Period: This is the duration of time that the user .
Welcome 1o Cipher Hotel!

needs to activate the account after the generation of Bnioy your stay

. . . . Room Number 12345
the account. If the account is not activated during this

9 Uzername B225@ Hotel
duration, the account will self-expires. 1-999 hours can Fassward BEIZENTO
. =
be entered. —— e
Uzage 10 hrs

Assign to Policy: Assign a policy for this billing plan. -
Price: The price charged for this billing plan. Shared WEF keys:

Concurent user acoess: 1

Must login before: 200501526 22:21.58

Note: There is an Auto Expired built-in mechanism Creating Time: 20050126 112158
Thank You !
that helps monitor accounts that are created but 11 | YT | 1
never logged-in. If this account exists, it will Room Humber 12345
. . . . Username B225@Hotel

automatically expire, and become invalid after a , ,

Price 102
period of time. Usage 10 hes
The auto expired time =the exact created time Concurment ussr access: |
of the account + Valid Period. Must lopin before: 20050126 22:21:58

Signature:

Creating Time: 20050026 112158

Printouwt Close
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C. Created PMS User: This page allows administrators to create PMS accounts. Click this to enter the PMS User

Generate screen. There are 5000 PMS user accounts available.

PMS User Generation

Plan  Type Price

2

! hrs
z hEs
3 hEs
4 hEs
s hEs

1.00

1]

Status

Enabled

Disabled

Disabled

Disabled

Disabled

Configuration

Room Number:

|

Maximum User:| 1

!

Room Number:

]

Maximum User:| 1

!

Room Number:

]

Maximum User:| 1

!

Room Number:

]

Maximum User:| 1

H
WL

Room Number:

Maximum User:| 1

]

Function

Create

Create

Create

Create

Create

By default, the PMS user database is empty. After entering the “Room Number” and “Maximum User”,

select the desired plan and press the Create button. A PMS user will be created. Click Printout to print a

receipt which will contain this PMS user’s information.

> Maximum User: The maximum number of accounts in one room.

Notice: Printout is related to a local printer or configured at the computer of the hotel counter.
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4.4.2 Policy Configuration

System supports up to 10 individual policies, each of which consists of access control profiles that can be applied
to a certain group of users. In the DSA-6100 system architecture, a group of users are associated with an
authentication method which is defined by Authentication Server configuration. On the other hand, the Global

policy also consists of access control profiles and can be globally applied to all users.

I. Global Policy:
Global Policy is the system’s universal policy including Firewall, Specific Route and VLAN Isolation Profiles
constrained all network users unless the network user is already regulated and followed the control rules of the
other policies. The Global Policy applies to all users. Once a policy is configured, you may assign the policy to

any authentication server. Two authentication servers may share the same policy.

Policy Configuration
Policy Configuration

Select Policy: | Global  »

Firewall Profile Setting

Specific Route Profile Setting

VLAN Isolation Profile Setting
Maximum Concurrent Sessions | 500 | Sessjons per User

»  Select Policy: Select Global for setting up Global policy configuration.

»  Firewall Profile: Global firewall rules can be defined and applied to all users.

»  Specific Route Profile: Static routing rules can be specified to route IP traffic from the system
to the destination in a controlled fashion.

» VLAN Isolation Profile: Default isolation rule can be selected to pass or to block all traffic
between VLAN and LAN interfaces. In addition, exception rules can be set up to accompanied
with the Default rule.

»  Maximum Concurrent Sessions: The maximum number of concurrent sessions which is

allowed to be established by each user.

= Select Profile: Select Global to set the Firewall Profile, Specific Route Profile and VLAN Isolation
Profile.

= Firewall Profile: Click the hyperlink of Setting for Firewall Profile, the Firewall Profiles list will appear.
Click the numbers of Filter Rule Item to edit individual rules and click Apply to save the settings. The

rule status will show on the list. Check Active to enable that rule.
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Profile Name: | Global

Firewall Profile

Filter Rule tem  Active Action Name SourcelP DestinationlP Protocol MAC

Selecting the Filter Rule ltem 1:

vV V V V

1 Pass Any Any TCP
2 J Block Any Any ALL
a3 | Block Any Any ALL
4 ] Block By By ALL
5 Ir] Block Any Any ALL
[ O Block Ay Ay ALL
T J Block Any Any ALL
8 | Block Any Any ALL
a O Block Ay Ay ALL
10 J Block Any Any ALL J
(Total:50) First Previous Nesxt Last v
Edit Filter Rule
Rule Item: 1
Rule Name: [] Enable this Rule
Action :| Block v Protocol ;| ALL v
Source MAC Address: (For Specific MAC Address Filter)
Interface MetworkilP Address Subnet Mask
Source ALL v 0.0.0.0 0.0.0.0 ¢ay v
Destination ALL v 0.0.0.0 0.0.0.0 ¢ay v

Rule Item: This is the rule selected.

Rule Name: The rule name can be changed here.

Enable this Rule: After checking this function, the rule will be enabled.

Action: There are two options, Block and Pass. Block is to prevent packets from passing and
Pass is to permit packets passing.

Protocol: There are three protocols to select, TCP, UDP and ICMP, or choose ALL to use all
three protocols.

Source MAC Address: The MAC address of the source IP address. This is for specific MAC
address filter.

Source/Destination Interface: There are four interfaces to choose, WAN1, WAN2, LAN1 and
LAN2.

Source/Destination IP: Enter the source and destination IP addresses.

Source/Destination Subnet Mask: Enter the source and destination subnet masks.
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= Specific Route Profile: Click the hyperlink of Setting for Specific Route Profile, the Specific Route

Profile list will appear.

Specific Route Profile

Profile Name: | Global Specific Route |

Global Route Table

Route No.

4

5

Destination

NetworkIP Address

Subnet Mask

View

em Route Table

Gateway

IP Address

|255.255.255.255 {32

3

|255.255.255.255 {32

S

|255.255.255.255 {132

S

|255.255.255.255 {3z

v

|255.255.255.255 {3z

v

»  Profile Name: The profile name can be changed here.

»  Network/IP Address (Destination): The destination network address or IP address of the
destination host. Please note that, if applicable, the system will calculate and display the

appropriate value of address based on the combination of Network/IP Address and Subnet

Mask that are just entered and applied.
»  Subnet Mask: The Subnet Mask of the destination network or just 255.255.255.255(/32) if the

destination is a single host.

» IP Address (Destination): The destination IP address of the host or the network.

»  View System Route Table: Click the hyperlink View System Route Table to see the routing

information for the entire system.

System Rouie Table

Metwork Address

192162.1.0
10.0.1.0
103000
127.00.0
0.0.0.0

Gateway

0.0.0.0
0.0.0.0
0000
0.0.0.0
10.30.1.254

Interface

LANZ
LAM1
WA

lo

WWAN1T

Metric
0

a
0
a
]

= VLAN Isolation Profile: Click the hyperlink of Setting for VLAN Isolation Profile, the VLAN Isolation

Profile list will appear. The isolation rules apply to all users including authenticated users,

non-authenticated users, privileged users, VPN users, users on a non-authenticated port, DMZ clients,

and virtual servers. While the system is not set in Bridge mode, the isolation rules will be displayed in

two tiers, a default rule accompanied by some exceptional rules.

Note: For more information, please refer to Appendix E. VLAN Isolation.

103



DSA-6100 User Guide

£ VLAN Isolation Profile

VLAN Isolation Profile

Default Rule () Pass All Traffic () Black Al Traffic

Exception Rules (Block The Following Traffic)

No. Active Interface Interface
1 O [ALL v ALL v
2 ] AL v AL v
3 O [aLL | (AL v

VLAN Isolation Profile

Default Rule ) Pass All Traffic () Block Al Traffic

Exception Rules (Pass The Following Traffic)

No. Active Interface Interface
1 "] ALL W ALL w
2 ] ALL v ALL w
3 ] ALL v ALL s

»  Default Rule: It is to specify the default action that the system should perform for the traffic
between all VLAN interfaces as well as the LAN interfaces.

o Pass All Traffic: When selected, the system allows all traffic to travel between all VLAN
interfaces as well as the LAN interfaces.

o Block All Traffic: When selected, the system does not allow any traffic to travel between all

VLAN interfaces as well as the LAN interfaces.

»  Exception Rule: The default action for the traffic between all interfaces could be either Pass All
or Block All. If traffic between any particular interfaces has to be blocked or passed,
administrators will need to create the custom, exceptional rules to block or to pass the traffic that
are traveling between the selected interfaces.

o Active: Select the check box to activate the exception rule.
o Interface: Use the drop-down list to select the interfaces where the traffic will be blocked or
passed, according to the Default Rule.

= Maximum Concurrent Sessions: The maximum number of concurrent sessions which is allowed to be
established by each user. Use the drop-down list to select the maximum number of concurrent sessions
which is allowed to be established by each user.

Note: For more information, please refer to Appendix F. Session Limit and Session Log.
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Policy 1~Policy 10:

10 individual policies, each policy consists of three different network related access profiles and bandwidth

controls.

E2) Policy Configuration

Select Policy: | Policyl (v

Policy Name 1 ;| Policy

Firewall Profile

Specific Route Profile

Schedule Profile

Bandwidth

Maximum Concurrent Sessions

YV V. V V V V

Policy Configuration

Setting

Setting

Setting
Unlimited

500 % | Sessions perUser

Select Policy: Select Policy1~10 for setting up policy configuration.
Firewall Profile: Policy firewall rules can be defined.

Specific Route Profile: Define up to 10 static routes.

Schedule Profile: Define allowed access hours.

Bandwidth: Define maximum bandwidth allowed.

Maximum Concurrent Sessions: The maximum number of concurrent sessions which is

allowed to be established by each user.

Select Policy / Policy Name: Select a desired policy and rename it in the Policy Name field if desired.

Select Policy1~Policy10 for setting up 10 policies configuration.

Firewall Profile: Click the hyperlink of Setting for Firewall Profile, the Firewall Profiles list will appear.

Click the numbers of Filter Rule Item to edit individual rules and click Apply to save the settings. The rule

status will show on the list. Check “Active” to enable that rule.

£ Firewall Profile

Profile Name: |IF Filter 1

Firewall Profile

Filter Rule ltem

2

(== I~ = I [4=

=]

Active

O

(IR T T (AT (AN TR AT (AT

Action Name SourcelP DestinationlP  Protocol MAC

Block Ay Ay ALL
Block Ay Ay ALL
Block Ay Ay ALL
Block Ay Ay ALL
Block Ay Ay ALL
Block Ay Ay ALL
Block Ay Ay ALL
Block Ay Ay ALL
Block Ay Ay ALL
Block Ay Ay ALL

(Total:20y First Previous Mex Last

JiL
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Selecting the Filter Rule ltem 1:

Edit Filter Rule
Rule Item: 1
Rule Name: Enable this Rule
Action ;| Block Protocol :| ALL v
Source MAC Address: {For Specific MAC Address Filter)
Interface MetworkilP Address Subnet Mask
Source ALL v 0.0.0.0 0.0.0.0 ¢ay v
Destination ALL v 0.0.0.0 0.0.0.0 ¢ay v

Rule Item: This is the rule selected.
Rule Name: The rule name can be changed here.

Enable this Rule: After checking this function, the rule will be enabled.

YV V V VY

Action: There are two options, Block and Pass. Block is to prevent packets from passing and

Pass is to permit packets passing.

»  Protocol: There are three protocols to select, TCP, UDP and ICMP, or choose ALL to use all
three protocols.

»  Source MAC Address: The MAC address of the source IP address. This is for specific MAC
address filter.

»  Source/Destination Interface: There are five interfaces to choose, ALL, WAN1, WAN2, LAN1
and LAN2.

»  Source/Destination IP: Enter the source and destination IP addresses. Domain Host filtering is

supported but Domain name filtering is not.

»  Source/Destination Subnet Mask: Enter the source and destination subnet masks which

Specific Route Profile: Click the hyperlink of Setting for Specific Route Profile, the Specific Route

Profile list will appear.
Specific Route Profile

Profile Name: Specific Route 1

Specific Route Profile

Destination Gateway
Route No. Default

NetworkIP Address Subnet Mask IP Address

1 255.255.2556.258 (J3Z8) v F]

2 255.255.255.255 (J3Z) » F]

3 255.255.255.255 (j32) (™ -

4 299.255.255255 (32 v -

g 295.205.250.255 (32) v Ir]

»  Profile Name: The profile name can be changed here.
»  Network/IP Address (Destination): The destination network address or IP address of the

destination host. Please note that, if applicable, the system will calculate and display the
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appropriate value of address based on the combination of Network/IP Address and Subnet
Mask that are just entered and applied.
»  Subnet Mask: The Subnet Mask of the destination network or just 255.255.255.255(/32) if the
destination is a single host.
» IP Address (Gateway): The IP address of the next router to the destination.
»  Default: Select the check box to activate the routing rule as the default route.
=  Schedule Profile: Click the hyperlink of Setting for Schedule Profile to enter the Schedule Profile list.
Select “Enable” to show the list. This function is used to restrict the time the users can log in. Please
enable/disable the desired time slot and click Apply to save the settings (on the screen below is shown
only for 0 to 10, but the system can be configured based on 24 hours). These settings will become
effective immediately after clicking the Apply button.

Login Schedule Profile

Profile Name: Schedulet ® Enable O Disable
HOUR SUN MON TUE WED THU FRI SAT
o
1
2
3
4
5

= Bandwidth: Use the drop-down list to select the maximum bandwidth for the users who are assigned to
this policy.
Policy Configuration
Select Policy: | Policy! |+

Policy Name 1: |Folicy

Firewall Profile Setting
Specific Route Profile Setting
Schedule Profile Setting

Bandwidth 16 Kbps  w

Unlimited |

l=sions per user

Maximum Concurrent Sessions

7 oo (LA clear
256 Kbps
a12 kKhps
1 Mbps
2 Mhps
3 Mbps
A hhps
8 Mbps
11 Mhps
22 Mhps
a4 Mhps
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Maximum Concurrent Sessions: The maximum number of concurrent sessions which is allowed to be

established by each user. Use the drop-down list to select the maximum number of concurrent sessions

which is allowed to be established by each

user.

Note: For more information, please refer to Appendix F. Session Limit and Session Log.

Maximum Concurrent Sessions

200

¥ | Sessions per User

ooty

Unlimited
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4.4.3 Black List Configuration

These user accounts in the black list cannot access network even with correct user name and password. The
administrator can add, delete, or edit the black list for user access control. There are 5 sets of black lists provided
by the system. Each black list can include up to 40 users. A user account listed in the black list is not allowed to log
into the system, the client’s access will be denied. The administrator may select one black list from the drop-down

menu and the black list can be applied to this specific authentication option.

Black List Configuration

Black List Configuration
Select Black List: | 1:Blacklist!
Name |El|acklist1
User Remark

(Total:0) Eirst Prev Mext Last

Add User to List Import Black List Export Black List

e Select Black List: There are 5 lists supported by DSA-6100 for selections.
* Name: Set the name of the black list and it will show in the pull-down menu above.
* Add User to List: After clicking this, the Add Users to Blacklist page will appear for adding users to the

selected black list.

Add Users to Blacklist - Blacklist1

No Username Remark

10
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After entering the usernames in the “Username” blanks and the related information in the “Remark” blank

(not required).

2} Add Users to Blacklist
Added User(s): aaa, bbb, coo, ddd, eee, fif, gag, hhh, i, jii

10

Click Apply to add the users.

Add Users to Blacklist - Blacklist1

Username Remark
James |fraud

|Henry |hacker

Mary

|Iason

5 Add Users to Blacklist

Added User(s): James , Junior, Mary, Henry, Jason, Jim, Aa, Bb, Cc, Dd |

Add Users to Blacklist - Blacklist1

1

2

Username

Remark

e CRT
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Check Black List Configuration screen; the added black list usernames will be shown on the list.

Black List Configur ation

Select Black List:

Names giackiist2 |
fa | 3Blacklists
Bhb
Cr
O
Henry
James fraud
Jason
Jdirm

Junior hacker

|

@y

(Total: 4 First Prev Mex Last

Add User to List import Black List Export Black List

If the administrator wants to remove a user from the black list, just select the user’s “Delete” check box and

then click the Delete button to remove that user from the black list.

Black List Configuration

Select Black List: | 1:Blacklistl v

Name Blacklist1
User Rernark
James fraud
SRUl icrosoft Internet Explorer
45 ]
[ O
dddc]
[ ook | [ Cancel O
jerny O
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Import Black List: Click this to enter the Upload Black List Account — (Blacklistl) interface. Click the
Browse button to select the text file for the user account upload to the black list. Then click Submit to

complete the upload process.

Note 1:The format of each line is "ID, Remark”™ without the quotes. There must be no space between the fields and commas.
When adding user accounts by uploading a file, any existing account inthe embedded database that has the same user
name as the one defined in the uploaded file will not be replaced by the new one.

Upload Black List Account

File Name

The uploading file should be a text file and the format of each line should be "ID, Remark" without the quotes.
There must be no spaces between the fields and commas. When adding user accounts by uploading a file,
existing accounts in the embedded database that are also defined in the data file will not be replaced by new

ones.

ID remark

(telst,the admin ]

Export Black List: Click Export List to create a .txt file and then save it on disk.
File Download x|

Do you want to open or zave thiz file?

Mame: blacklist_1.kxk
Type: Text Document, 45 bvtes
From: 10.29.5.61

Qpen ][ Save ]| Cancel |
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4.4.4 Guest User Configuration

System provides 10 guest accounts with customized session length. This function can permit guests to log into the

system. Select “Enable Guest User” and click Apply to save the settings.

B} Guest User Configuration

Guest User Configuration
() Enable GuestUser (O Disable Guest User

Guest User Configuration i pe s

Session Length | 12 | hours

Guest User List: The DSA-6100 offers ten guest users for log in. To activate a guest user, just enter the password
in the corresponding “Password” text field for that guest account. Guest accounts with blank password will not be
activated.

Guest User Configuration

@ Enable Guest User G Dizable Guest User

Guest User Configur ation e R

Session Length |12 Vihnurs

Session Length: This restricts the connection time of the guest users. The default session length is 6 hours and
the available session time ranges from 1 to 12 hours or unlimited

Click on “Guest User List” and add the password for the Guest accounts:

Guest Users List

ftem Username Password
1 guest] | |
2 guestz | |
3 guest3 | |
4 guest | |
5 guests | |
B guests | |
7 guest? | |
8 guests | |
g guests | |
10 guestin | |
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4.4.5 Additional Configuration

In this section, additional settings are provided for the administrator to the following for user management.

Additional Configuration

Additional Configuration

Idle Timer; |10 minutes “(Rangs: 1-1440)
Multiple Login [
User Control (On-Cemand User and RADIUS accounting do not support

multiple login.)
Friendly Logout [
Session Timeout: 5 minutes “Range: 514400

Roaming Out Timer Idle Timeout: 3 minutes “Range: 1-120
Interim Update: 1 minutes “Range: 1-1201

Cedificate Login Page Logout Page
Customize Login Pages Lodgin Success Page for On-Dermand
Login Success Page  Logout Success Page

Volurme (8 Enable O Disable
1 Mhyte =Cefault: 1; Range: 1-10)
Credit Reminder
Time (& Enable O Disakle
S minutes  “befault: 5; Range: 1-30
POP3 Message Edit hiail Message

® Enable O Disahle
MAC Address Control

Enhanced User Authentication

A. User Control: Functions under this section applies for all general users.
Idle Timer: If a user has been idled with no network activities, the system will automatically log out the user.
The logout timer can be set in the range of 1~1440 minutes, and the default logout time is 10 minutes.
Multiple Login: When enabled, a user can log in from different computers with the same account. (This
function doesn’t support On-demand users and RADIUS accounting.)
Friendly Logout: When a user logs into the network with wireless connection, a small window will appear to
show the user’s information and there is a logout button for the logout. If enabled. When the users try to close
the small window, there will be a new popup window to confirm the logout in case the users click the logout
button by accident.

B. Roaming Out Timer: This function refers to RADIUS Roaming Out, which includes the following:
Session Timeout: The time that the user can access the network while roaming. When the time is up, the
user will be kicked out automatically.
Idle Timeout: If a user has been idled with no network activities, the system will automatically log out the
user.

Interim Update: The system will update the users’ current status and usage according to this periodically.
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C. Customize Login Pages: The system allows the great customization on end-user interface. Administrators
may upload device certificate, customized login, and logout webpage.
1). Certificate: The administrator can upload new private key and customer certification, external certificate
issued by public or private authority. Click the first Browse button to select the Private Key. Click the
second Browse button to select the file for the certificate upload. Next, click Apply to complete the upload

process.

Upload Certifizat?)

Upload Private Key

File Name

Upload Customer Certificate

File Name

Set To Default

Click Set To Default and then click restart to use the default certificate and key.

Use Default Private Key & Certification

You just overwrote the KEY & Certificate with default KEY & default Certificate file!

You should reboot DSA-6100 to activate the modification.Click to restart.

2). Login Page: The administrator can use the default login page or get the customized login page by setting
the template page, uploading the page or downloading from the specific website. After finishing the setting,
Click Preview to see the login page.

a. Choose Default Page to use the default login page.

Upload(Cogin Page)

Login Page Selection for Users

(¥) Default Page O Termplate Page

OUpIoaded Fage OE}demalF’age

Default Page Setting

This is default login page for users.
You could click preview link to preview the default login page.
Thanks.

Ereview

/_fppy N X Clear ]
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b. Choose Template Page to make a customized login page. Click Select to pick up a color and then

fill in all of the blanks. Click Preview to see the result first.

Login Page Selection for Users

ODefauItPage @Template Fage

O Uploaded Page ) External Page

Template Page Setting

Color for Title Background |:| Select (RGB walues in hex mode)

Color for Title Text I:I Select (RGH values in hex mode)

Color for Page Background | | Select (RGB values in hex mode)

Color for Page Text I:IM (RGE values in hex mode)

Title |UserLUgin Fage |
Welcome |We|c0me To User Login Fage |
Information |P|ease Enter Your Marne and Passwiord to Sign In |
Username | Username |
Password |Password |
Submit |Submit |
Clear |Clear |
Remaining |Remaining |
Copyright | Copyright c) |

Prewiew
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c. Choose Uploaded Page and upload a login page.

Login Page Selection for Users

() Default Page O Template Page
) Uploaded Pagd () External Page

Uploaded Page Setting

Browse...

File Name

Existing Image Files:
Total Capacity: 512 £

Now Used: 1 1

Upload Image Files

Upload Images
Submit
Preview:

/ooy X Clear ]

Note: The user-defined login page must include the following HTML codes to provide the necessary fields

for username and password.

<form action="us erlogin.s htmIl” method="post” name="E nter”=>

<input type="text” name="myus ername >

<input type="password” name="mypassword”

<input type="submit” name="submit™ value="Enter"-

=

<input type="reset” name="clear” value="Clear”=>

<farms=

And if the user-defined login page includes an image file, the image file path in the HTML code must be the

image file to be uploaded.

<imq src="images/xx.jpq"=
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Click the Browse button to select the file to upload. Then click Submit to complete the upload process.

Uploaded Page Setting

File Name | |[ Browse.. ||
Choose file
Lok in: |,’ﬂ My Pictures L] L=l i
__:...: | Mame = Size  Type Date Moni
Lx:}" {55 Sample Pictures 1KB Shortcut 12{27 /20
My Recent [ Fr—— |

67 KB JPEG Image 1/aj2007 |
Documents o o

F
E:

m

Next, enter or browse the filename of the images to upload in the Upload Images field on the Upload
Images Files page and then click Submit. The system will show the used space and the maximum size of
the image file of 512K. If the administrator wishes to restore the factory default of the login page, click the

Use Default Page button to restore it to default.

Total Capacity: 512 |
Now Used: 1 K

Upload Image Files

Upload Images |CiDocurnents and Sett[ Bowse. |

Erewiew

After the image file is uploaded, the file name will show on the “Existing Image Files” field. Check the file

and click Delete to delete the file.

Existing Image Files:
untitled JPG [

After the upload process is completed and applied, the new login page can be previewed by clicking

Preview button at the button.

Lizar Mame:

Fassword:
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In DSA-6100, the end user first gets a login page when she/he opens its web browser right after associating
with an access point. However, in some situations, the hotspot owners or MIS staff may want to display “terms
of use” or announcement information before the login page. Hotspot owners or MIS staff can design a new
disclaimer/announcement page and save the page in their local server. After the agreement shown on the
page is read, users are asked whether they agree or disagree with the disclaimer. By clicking | agree, users
are able to log in. If users choose to decline, they will get a popup window saying they are unable to log in.
The basic design is to have the disclaimer and login function in the same page but with the login function
hidden until users agree with the disclaimer.

If the page is successfully loaded, an upload success page will show up.

Successful!

You just uploaded page:default_login_with_disclaimer.html
Preview

“Preview” can be clicked to see the uploaded page.

Ve may collect and stoce the folloving pecsonal -
informat iomn:

e-mall addiess, physical contact information,

cradit card nunbers And transactional information
basad on YOUF ACtivities on Ehe Internet Service
provided by us.

If the information you provide cannot be
Prerified, we may msk you to send uz sddicional
informacian (such as your driver license, credic
eard scacesmenc, and/or a peeent ucilicy Bill ar
other lnfersation confirming your addcesa),; o to
mnawer additional questicns to help werify your

infoarmat lam. )

=
' | ageita
o I digagrie
Mt
N 7

hit K R i redil Cart Ol

If user checks “1 agree” and clicks Next, then he/she is prompted to fill in the login name and password.

Lizar Mame:

Fassword:

[/ Bubmit —J{ V" Claar '/ Ramaining |
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If user checks “1 disagree” and clicks Next, a window will pop up to tell user that he/she cannot log in

le may collect and store the following personal :I
information:

emall address, physical contact information,

credit card numbers and transactional

informat ion based on your activities on the

Internet service provided by us.

|1f the information you provide cannot bhe

Microsoft Intermet Explover

1 ': Yo disagres with the dusclnimer, tharefom you will NOT be able to Jog 1

Yes =
O | mgrés
& | disagree

limﬂ[

d. Choose the External Page selection and get the login page from the specific website. In the
“External Page Setting”, enter URL of the external login page on the external web server and then

click Apply.

Uplosd (Cagin Fage)

Login Page Selection for Users

() Default Page (O Template Page

O Uploaded Page () External Page

External Page Setting

External URL : | htp:ii

Preview
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After applying the setting, the new login page can be previewed by clicking Preview button at the
bottom of this page.

3 D5A-6100 - Micresall Inbernal Exglorar

Fls fdb Yew Fgeorder Took b Ly
‘B A F =

¥ o (B (& T o Search T 7 Favarbes 8 25
rmes | 4] Wtpe 1005, 61 fogrpageslireview sherd My | Achox pm =

ser Login Page

User Mama

FPassword:

| (]|
1] & et

The user-defined logout page must include the following HTML codes to provide the necessary fields for
username and password.
<form action="usedcgout.shtml"” method="post” name="E nmer">
<input type="text” name="nmyusemanms">
< input ty pe=""pa ssword” name="Typasswornd™>
< input ty pe=""submit” name=""submit” value="Logowut™>
<input type="resat” name=""clear” value="Clear -
< form=
3). Logout Page: The users can apply their own logout page in the menu. As the process is similar to that of

the Login Page, please refer to the “Login Page” instructions for more details.

Configure/Logout Page
(&) Internal Page () External Page

Configure Logout Page

File Name | ![ Browse... ]

[ Submit H se Default Page ]

Existing Image Files :

Total Capacity: 512 K
Now Used: 1 1<

Upload Image Files

File Name | |[ Browse...

Preview
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4),

Note: The different part is the HTML code of the user-defined logout interface must include the following
HTML code that the user can enter the username and password. After the upload is completed, the
user-defined login user interface can be previewed by clicking Preview at the bottom of this page. If
restore to factory default setting is needed for the logout interface, click the “Use Default Page” button.

<form action="userdogout.shtml” method="post" name="E nter"-

<input ty pe="text” name="myusemamse"">

<input type="pa ssword” name="mypassword"”">

<input ty pe=""submit” name="submit” value="Logowunt™=

<input type="res<t” name=""clear” value="Clear"-

< form=

Login Success Page: The administrator can use the default login success page or get the customized
login success page by setting the template page, uploading the page or downloading from the specific
website. After finishing the setting, click Preview to see the login success page.

a. Choose Default Page to use the default login success page.

Upluad[LDgin Success Pagaﬂ

Login Success Page Selection for Users

® Default Fage OTempIate Fage
O Uploaded Page O External Fage

Default Page Setting

This is default success login page for users.
You could click preview link to preview the default success login page.
Thanks.

Preview:

 Aepy X Clear ]
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b. Choose Template Page to make a customized login success page. Click Select to pick up a color and

then fill in all of the blanks. Click Preview to see the result first.

(&) Upload(Login Success Page)

Login Success Page Selection for Users

ODefauItPage @Template Page

O Uploaded Page ) External Page

Template Page Setting

Color for Title Background Select (RGBvalues in hex mode)
Color for Title Text Select (RGBvalues in hex mode)
Color for Page Background Select (RGB values in hex mode)
Color for Page Text Select (RGH values in hex mode)
Title Laogin Succeed Page

Welcome Hello

Information Pleaze click this button to

Logout Logout

Information2 Thank yau

Login Time Lagin Tirme
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c. Choose Uploaded Page and get the login success page to upload. Click the Browse button to select

the file for the login success page upload. Then click Submit to complete the upload process.

Upluad(Lngin Success Page for 1:rn-ciems|nci:I

Lagin Success Page Selection for on-demand Users

() Default Page O Template Page
@Uplaaded FPage OE}dernalF’age

Upload Login Success Page for on-demand
File Name

Existing Image Files:

Total Capacity: 512 K
Now Used: 1

Upload Image Files

Upload Images
Preview

After the upload process is completed and applied, the new login success page can be previewed by

clicking Preview button at the bottom.

If the user-defined login success page includes an image file, the image file path in the HTML code must

be the image file to be uploaded.
<img src="images/xx.jpg"=

Next, enter or browse the filename of the images to upload in the Upload Images field on the Upload
Images Files page and then click Submit. The system will show the used space and the maximum size of
the image file of 512K. If the administrator wishes to restore the factory default of the login success page,
click the Use Default Page button to restore it to default.
Total Capacity: 512 K
Now Used: 6l
Upload Image Files

Upload Images |C\Docurnents and Sett

Ereview

After the image file is uploaded, the file name will show on the “Existing Image Files” field. Check the file

and click Delete to delete the file.
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Existing Image Files:
urtitled JPG [J

Choose the External Page selection and get the login success page from the specific website. In the
“External Page Setting”, enter URL of the external login page on the external web server and then click
Apply. After applying the setting, the new login success page for On-Demand can be previewed by
clicking Preview button at the bottom of this page
Upload
Login Page Selection for Users

() Default Page O Termplate Page

OUpIDaded Fage &) External Page

External Page Setting

External URL : | hitpoy

Preview

(Voo X Cear ]
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5). Login Success Page for On-Demand: The administrator can use the default login succeed page for
On-Demand or get the customized login success page for On-Demand by setting the template page,
uploading the page or downloading from the specific website. After finishing the setting, click Preview to
see the login success page for On-Demand.

a. Choose Default Page to use the default login success page for On-Demand.

Upload(Login Success Page for on-demand ]

Login Success Page Selection for on-demand Users

@DefauItF'age OTempIate Fage

OUpIDaded Fage OE}demalF’age

Default Page Setting

This is default success legin page for on-demand users.
You could click preview link to preview the default success login page.
Thanks.

Ereview

[V woy -
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b. Choose Template Page to make a customized login success page for On-Demand. Click Select to

pick up a color and then fill in all of the blanks. Click Preview to see the result first.

Upload(Login Success Page for on-demand)

Login Success Page Selection for on-demand Users

() Default Page
(O Uploaded Page

Color for Title Background
Color for Title Text

Color for Page Background
Color for Page Text

Title

Welcome

Information

Logout

Information2

Remaining Usage

Day

Hour

Min

Sec

Login Time

Redeem

(*) Template Page

(O External Page

Template Page Setting

I:I Select (RGA values in hex mode)
| |setect ReBvalues in hex mode)
I:IM {RGH values in hex mode)
| |setect ReBvalues in hex mode)

|L0gin Succeed Page for on-demand

|We|c0me

|Please click this button to

|L0g0ut

Thank yau

|Remaining Usage

\Day

|H0ur

Min

sec

|L0gin Time

\Redeem

Prewiew

[ /_Rrov i 5_Clear __}
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Choose Uploaded Page and get the login success page for On-Demand by uploading. Click the

to complete the upload process.

Upload [_Dgin Success Page for Dn-demand]

Login Success Page Selection for on-demand Users

O Default Page O Template Page
() Uploaded Page ) External Page

Upload Login Success Page for on-demand
File Name
Submit

Existing Image Files:

Total Capacity: 512 K

Now Used: 1 |
Upload Image Files
Upload Images
Preview

ooyl X Clear ]

Atfter the upload process is completed and applied, the new | login success page for On-Demand can be

previewed by clicking Preview button at the bottom.

If the user-defined login success page for On-Demand includes an image file, the image file path in the

HTML code must be the image file to be uploaded.

<img src="images/xx.jpg"=

Browse button to select the file for the login success page for On-Demand upload. Then click Submit
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Next, enter or browse the filename of the images to upload in the Upload Images field on the Upload
Images Files page and then click Submit. The system will show the used space and the maximum size of
the image file of 512K. If the administrator wishes to restore the factory default of the login success page

for On-Demand, click the Use Default Page button to restore it to default.

Total Capacity: 512
Now Used: 1 1

Upload Image Files
Upload Images |C:\Docurments and Sett

Ereview

After the image file is uploaded, the file name will show on the “Existing Image Files” field. Check the file

and click Delete to delete the file.

Existing Image Files:
untitied JPG [

d. Choose the External Page selection and get the login success page from the specific website. Enter
the website address in the “External Page Setting” field and then click Apply. After applying the
setting, the new login success page for On-Demand can be previewed by clicking Preview button at

the bottom of this page.

Upload Login Success Page for on-demand

Login Success Page Selection for on-demand Users

() Default Page ) Template Page

OUpIUaded Fage @E}demaIPage

External Page Setting

External URL @ | hitp:ir

/Aoy N X Clear
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6). Logout Success Page: The administrator can use the default logout success page or get the customized
login success page by setting the template page, uploading the page or downloading from the specific
website. After finishing the setting, click Preview to see the logout success page.

a. Choose Default Page to use the default logout success page.

Upload(Logout Success Page |

Logout Success Page Selection for Users

(*) Default Page O Terplate Page
OUpInaded FPage OE}dernalF’age

Default Page Setting

This is default logowut success page for users.
You coulil click preview link to preview the default logout success page.
Thanks.

Preieny

b. Choose Template Page to make a customized logout success page. Click Select to pick up a color

and then fill in all of the blanks. Click Preview to see the result first.
Upload Logout Success Page)

Logout Success Page Selection for Users

O Default Page (&) Termplate Page

OUpIDaded Fage O External Page

Template Page Setting
Color for Title Background I:I Select (RGB walues in hex mode)
Color for Title Text I:I Select (RGB values in hex made)

Color for Page Background | | Select {RGB values in hex mode)

Color for Page Text |:| Select (RGE walues in hex mode)
Title |L0g0ut5ucceed Page |
Information |L0g0ut successully |

Freview
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Choose Uploaded Page and get the logout success page to upload. Click the Browse button to select

the file for the logout success page upload. Then click Submit to complete the upload process.

Upload(Logout Success Page)

Logout Success Page Selection for Users

() Default Page O Template Page

@Upluaded Fage OE}dernalPage

Upload Logout Success Page
File Name

Existing Image Files:

Total Capacity: 512 1<
Now Used: 1 K

Upload Image Files

Upload Images
Subrnit
Preview

After the upload process is completed and applied, the new logout success page can be previewed by

clicking Preview button at the bottom.

If the user-defined logout success page includes an image file, the image file path in the HTML code must

be the image file to be uploaded.

<imq src="images/xx.jpq"=

Next, enter or browse the filename of the images to upload in the Upload Images field on the Upload
Images Files page and then click Submit. The system will show the used space and the maximum size of

the image file of 512K. If the administrator wishes to restore the factory default of the login success page,

click the Use Default Page button to restore it to default.

Total Capacity: 512 |
Now Used: 1 K

Upload Image Files

Upload Images |CiDocurments and Sett

Preview

After the image file is uploaded, the file name will show on the “Existing Image Files” field. Check the file

and click Delete to delete the file.

131



DSA-6100 User Guide

Existing Image Files:
untitied JPG [

d. Choose the External Page selection and get the logout success page from the specific website. Enter
the website address in the “External Page Setting” field and then click Apply. After applying the
setting, the new logout success page can be previewed by clicking Preview button at the bottom of

this page.

Upload(Logout Success Page

Logout Success Page Selection for Users

() Default Page ) Template Page

OUpIDaded Fage '@Ex‘temaIPage

External Page Setting

External URL : |hitp:ir

Prrewieny

Credit Reminder: The administrator can enable this function to remind the on-demand users before their
credit run out. There are two kinds of reminder, Volume and Time. The default reminding trigger level for

Volume is 1Mbyte and the level for Time is 5 minutes.

Yolurne () Enable O Disable

1 Mbyte *Default: 1; Range: 1-10)
Credit Reminder

Time (&) Enable O Disable

5 minutes  “(Default: 5; Range: 1-30)

POP3 Message: If a user tries to retrieve mail from POP3 mail server before login, the users will receive a

welcome mail from DSA-6100. The administrator can edit the content of this welcome mail.

Edit Mail Message

<!DOCTYPE HTML PUELIC ™-//W3C//DTD HTHL :J
4.0 Transitional//EN">

<HTML><HEAD:>

<HMETL HTTP-EQUIV="Content-Type"
CCHTENT="text/html; charset=us-ascii":>
</HEAD>

<BODY>

<DIV>

<DIV>

<FONT face="Times New Roman™ size=6>
<STRONG>We leowe ' </ STROMNGS

</FONT=>

</ DIV

<DIV>

<FONT size=4><3TRONG:</STRONG:

</FONT> =l

ooy X Clear ]

Text
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Enhance User Authentication: With this function, only the users with their MAC addresses in this list can log
into the DSA-6100. There will only be 40 users allowed in this MAC address list. User authentication is still
required for these users. Please enter the MAC Address Control to fill in these MAC addresses, select

Enable, and then click Apply.

MAC Address Control

tem MAC Address em MAC Address
1 I 2 L
3 ] ¢ [ ]
5 [ ] 6 [ ]
7 [ ] d [ ]
9 I 10 L

(Total ;40 First Prev Mext Last

Caution: The format of the MAC address is: XX:XX: XX XX XX:XX OF XX-XX-XX-XX-XX-XX.
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4.5 Status

This section is to display information on System Status, Interface Status, Current Users, Traffic History,

Notification Configuration and Online Report.

D-Link DSA-6100

Building Metworks for People © admin - Wireless Access Controller

.

* DSA-6100 () Status
[ Systern Configuration

Status

System Status Display the current system settings.

Interface Status Drisplay WART, AR 2, and LANS configurations and status.

Display online user information including: Username, P, MAC,
Current Users packet count, byte count and idle time. Administratar may also kick

= Notification Gonfiguration outany on-line user from here.

2 Online Report Traffic History Display detail usage information by day. A maximum of 3 days of
history can be logged inthe systam volatile memory.
= - Historical usage log can be sent automatically to a specific e-mail
C:‘:ft:]_lﬁra;?i;]n address defined here. Exernal syslog server can be configured
: here.
Online Report Display the online status for the system, senices, network

interfaces, and network sessions.

@0
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4.5.1 System Status

configurations and the system time.

System Status

System Status

Current Firmware Version

Build

System Name

Home Page

Syslog Server - Traffic History

Proxy Server

Friendly Logout

Internet Connection Detection

WAN Failover

Management

History

Time

User

DNS

PMS

Session Log

Remote Management IP

SNMP
Retainable Days
Traffic log Email To
NTP Server
Date Time
ldle Timer
Multiple Login
Guest Account
Preferred DNS Server
Alternate DNS Server
Server Status
IP:Port
Syslog Server
Email To

FTP Server

The System Status function provides an overview of the system, the important system, network, user

2.00.00
00300
DSA-6100
hitpcffannne e com
TSR LA
Disahled
Enabled
Disabled
Disahled
10.0.0.0/8
Disabled
3 Dayis)
happyerici@live.com
tock.usno.nawy.mil
2007/08521 14:45:45 +0800
10 Min(s)
Disabled
Disahled
168.95.1.1
iy
Disabled
MrASETT
Dizabled
phil huana@cip.com

10.2.3169:21

The following is a description of the information available in System Status:

ltem

Description

Current Firmware Version

The present firmware version of the DSA-6100.

System Name

The system name. The default is the DSA-6100.

Home Page

The page the users are directed to after initial login

Success.
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Syslog Server- Traffic History

The IP address and port number of the external Syslog

Server. N/A means that it is not configured.

Proxy Server

Enabled/disabled indicates whether the system is

currently using a proxy server.

Friendly Logout

Enabled/disabled indicates whether a logout confirmation
message has been set for display when users click the

logout button.

Internet Connection Detection

Show a warning message when Internet connection is

down.

WAN Failover

Show WAN1 and WAN2 status when WAN Failover is

enabled.

Remote Management IP

The IP addresses of remote computers that are allowed to

access the management interface.

Management
SNMP Enabled/disabled indicates the current status of the SNMP
management function.
The maximum number of days for the system to retain the
Retainable Days
) users’ traffic information.
History
) ) The email address that the traffic history information will
Traffic log Email To
be sent to.
NTP Server The network time server that the system is set to align.
Time
Date Time The system time is shown as the local time.
] The number of minutes allowed for the users to be
Idle Timer ) .
inactive.
) ) Enabled/Disabled indicates whether the current setting
User Multiple Login
allow/disallow multiple logins from the same account.
Enabled/Disabled indicates whether the current status
Guest Account
allows Guest Accounts log in.
Preferred DNS Server |IP address of the preferred DNS Server.
DNS
Alternate DNS Server |IP address of the alternate DNS Server.
PMS Server Status The current status of the PMS server.

IP:Port

The IP and Port information of the PMS server.

Session Log

Syslog Server

Shows Disabled or Enable the IP address and port

number of the Syslog Server in Session Log.

Email To

The email address of the receiver.

FTP Server

Shows Disabled or Enabled the IP address and port

number of the FTP Server in Session Log.
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45.2 Interface Status

The Interface Status function provides an overview of the interfaces on the network, including WAN1, LAN1 and

LAN2 interfaces.

) Interface Status

WAN 1

LAN 1

LAN 2

Click on VLAN hyperlink to enter VLAN Interface Status, including status of LAN DHCP Server, LAN Tag# and

LAN Tag# DHCP Server.

LAN1

LAN1
DHCP Server

LAN1 - Tag#200

LAN1 - Tags200
DHCP Server

Interface Status

MAC Address

IP Address

Subnet Mask

Connection Status

Mode

MAC Address

Connection Status

Mode

MAC Address

Connection Status

Interface Status - LAN1

Mode

MAC Adidress

IP Adidress

Subnet Mask

Status

Preferred DNS Server

Alternate DNS Server

WINS IP Address

Start IP Address

End IP Address

Lease Time

Mode

IP Adidress

Subnet Mask

Status

Preferred DNS Server

Alternate DNS Server

WINS IP Address

Start IP Adiress

End IP Address

Lease Time

00:90:0B:08:09:90

1023106
25512552550
Up
YLAR
00:90:0B:08:08:91
Drowen

WLARN

00:90:0B:08:09:93

Diaven

AT
00:90:08:08:09:91
10.1.1.1
265.295.255.0
Enahled
168.95.1.1
RIS
MiA
10.1.1.2
10.1.1.254
1440 Mings)
MAT
10.3.200.254
2852552550
Enabled
168.95.1.1
MiA
RIS
10.3.200.1
10.3.200.100

1440 Min(s)
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The following is a description of the information available for Interface Status:

DHCP Server

WINS IP Address

ltem Description
MAC Address The MAC address of the WAN1 port.
IP Address The IP address of the WAN1 port.
WAN1
Subnet Mask The Subnet Mask of the WAN1 port.
Connection Status  |The status of connection in active or inactive.
Mode The mode of the LAN port.
MAC Address The MAC address of the LAN.
LAN1/LAN2 IP Address The IP address of the LAN.
Subnet Mask The Subnet Mask of the LAN.
Connection Status  |The status of connection in active or inactive.
Status Enabled/Disabled indicates the status of the DHCP server
on the LAN.
Preferred DNS Server |The primary DNS server of the LAN.
Alternate DNS Server |The secondary DNS server of the LAN.
LAN1/LAN2 The WINS server IP on DHCP server. N/A means that it is

not configured.

Start IP Address

The start IP address of the DHCP IP range.

End IP Address

The end IP address of the DHCP IP range.

Lease Time

Minutes of the lease time of the IP address distributed by
the DHCP server.

LAN1/2- Tag#

Tag numbers of VLANs under LAN1/LAN2 interface.

LAN1/2- Tag# DHCP Server

DHCP settings for the VLANs under LAN1/LAN2 interface.
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4.5.3 Current Users

In this function, each online user’s information including Username, IP Address, MAC Address, Pkts In, Bytes In,
Pkts Out, Bytes Out, Idle and Kick Out can be obtained. Administrator can use this function to force a specific
online user to log out. Just click the hyperlink of Logout next to the online user’s name to logout that particular user.

Click Refresh to renew the current users list.

i) Current User List

Current User List

Username Pkts In Bytes In Source AP
ftem Idle
P MAC Pkts Owt  Bytes Out Kick Ot

/ Refresh .
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4.5.4 Traffic History

This function is used to check the history of the DSA-6100. Administrator may keep the following records for up to 3
days. All records are sorted by date and listed accordingly. Please note that these records are stored on the volatile

memory and will be lost if the system is turnoff.

@ Traffic History

f
i
i
i

L. demmnd Lser Log

&
L
i
3

f
]
i
i

Foarming O Traffic History
fieiiis. Dhivinipal il Lhebeie

H

Inegitece Perfoomance

Disie [T Trawnlivinl Dielete
20081220 T LewmiDsd Drelte
2001318 1153 Pewninsg Eelele
2001218 el Deemiogd Delsle

Dinte LT Drawetdlnad Dislete
L000-12-20 I Qoeninsd Deleie
ADDE13-19 it Revnioag Rrelein
Z0DE-12-18 1552 RaenieEd Relete

Dt e Dovrlinaed Deleta
Z00%-12-20 <k Lowmioad Lslete
20081319 iBe Dreeniosd Dlple
20081318 200 Direfilosd Eelple
Thats Netiis Dievisahinaed Delets

20013 & Cowniosd Qelete

Caution: Since the history is saved in the DRAM, if you need to restart the system and keep the history, you will

have to manually copy and save the information before restarting.
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Click Download to save every history log in a text file.

File Download x|

Do you want to open ar gave this file?

Mame: TrafficHistory _2005-08-23, bk
Type: Text Document
From: 10.2.3.207

Open Save

harm pour computer. |f pou do not trust the source, do not open or

@ ‘while fileg from the Intermet can be useful, zome files can potentially
save this file. ‘What's the risk?

If the History Email has been entered under the Notification Configuration page, then the system will

automatically send out the history information to that email address.

e Traffic History
Sorted by time, the traffic history provided all login and logout activities of the specific date. It includes User
Name, IP address, MAC address, In-bound Packet Count, Out-bound Packet Count, In-bound Byte Count, and
Out-bound Byte Count. As shown in the following picture, each line is a traffic history record consisting of 9

fields, Date, Type, Name, IP, MAC, Pkts In, Bytes In, Pkts Out, and Bytes Out, of user activities.

Trafhic Hlanady FOOT 0160

Fis Fuls - Bvivs | Eyies
Dale Tves Mg it i d g | b

In ' Ol - in it

B0 o SanLOGOUTuser¥Postfinl 10 1.1:23300:D0-59:CO-45ICL 0 P 1300 L1413
18 aangr-OLok) NoGINusersosttinl 101 1 73300100 69:COVRECL B 0 0 o
(a1l AL Lot Taner#Postl int 10 1.1 23900 D0 59 C0. 85 CL 93 9213070 11465
13 A LoGTHaser#Postfintl0 1 1 23300(D0:FICOSMEICL 0 0 [0 o
1B e LOGONT user#ost ix110.1 1 23300:D059.C0 45 C1 %7 = 3213234 11488
1o EDETOLEY 1oGTuser#Post w10 1 1. 23300 DO 59-CO a5 OO ii [0 u
18iat oy e LOCOUT uemr#Toetf 12101 1. 72200 DO0-50:CO 45 CF 304 109 S507L 23406
1o i T-ALoE S ecrNsser#iostix1ii0 1 1 2330000 84 CO A5 CL O 0

(Tonak &}

Elisl Priedday [éged Lus!
* On-demand User Log
This page includes the on-demand user account status changes and the traffic history. As shown in the
following picture, each line shows a on-demand user log record consisting of 13 fields, Date, System Name,
Type, Name, IP, MAC, Pkts In, Bytes In, Pkts Out, Bytes Out, Expiretime, Validtime and Remark, of user

activities.
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Vb |l | g T B0

Chreats 08 Bewr (BE  0.0.0.0 04 0l I fcng ¢ T

yiatm 00 Bawr CHMD a8, oo a0 a0 aooGban BB [ 5 i e Sk

(Tetsl B
Erm Fremea bied iag

¢ PMS User Log
This page includes the PMS user account status changes and the traffic history. The following picture shows
each line of the on-demand user log record consisting of 14 fields: Date, Posting Number, Type, Name,

Room ID, IP, MAC, Packets In, Packets Out, Bytes In, Bytes Out, ExpireTime, ValidTime and Remark.

PMSUserLogName 2007-01-09

date postingMum ype name roomlD Ip mac packetsin packetsOul bylesin btesOutexpitime validime  remark
2007-01-p9 459

10:50:1% 2724 Create PHS UserT744 12340.0.0,000:00:00:00:00:00 0 i} 0 0 0 - 13596400
+0800 - 2E

* Roaming Out Traffic History
This page includes all traffic history of the users who have roamed out to the other hotspots. The following
picture shows each of the roaming out traffic history record of user activities, consisting 14 fields: Date, Type,
Name, NSID, NASIP, NASPort, UserMAC, SessionID, SessionTime, Bytes in, Bytes Out, Pkts In, Pkts
Out and Message.

Roaming Cut Traffic History 2007-01-09
Date Type Name NASID NASIP NASPort UserMAC sessionlD | sessionTime Bytesin Bytes Out Pkisin Pkis Out Message

. Roaming In Traffic History
This page includes all traffic history of the users who have roamed into this system. The following picture
shows each line of the roaming in traffic history record of user activities, consisting of 15 fields: Date, Type,
Name, NSID, NASIP, NASPort, UserMAC, UserlP, SessionID, SessionTime, Bytes in, Bytes Out, Pkts In,
Pkts Out and Message.
Roaming In Traffic History 2007:01-09
Date Type Name NASID NASIP NASPort UserAC UserP SessionlD’ SessionTime Bytes In Bytes Out'Plds In Pkis Out Message
* Interface Performance
As shown in the following picture, the history record consists of 5 fields for WAN and LAN status: Interface,
Speed-IN (bps), Speed-OUT (bps), Packet-IN (pps) and Packet-OUT (pps).
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Interface Performance (2006-12-13

Internal Service

Interface S’J(EEEB'N Spe(gg"s?w PacketIN (pps) PackebOUT (pps)
- 23:55..
WWIANZ 0.00 0.00 0.00 0.00
VAN #1891 376,37 0.8z 055
LAN2 0.00 0.00 0.00 0.00
LANT 0.00 0.00 0.00 0.00
2350~
ViANZ 0.00 0.00 0.00 0.00
WIAN 741,82 279.27 118 055
LANZ 0.00 0.00 0.00 0.00
LANT 0.00 0.00 0.00 0.00
2345
WIANZ 0.00 0.00 0.00 0.00
WeN1 | 2825863K | D0.200000K 260 060
LAN2 DO0K 0.00 K 0.00 0.00
LANT 000K .00 K 0.00 0.00
2340
wenz | ook 0.00 K 0.00 0.00
WANT | 71440k 307.20K 140 0.60
LANZ 000K 0.00 K 0.00 0.00
LANT DO0K 000K 0.00 0.00

This page shows the history records of the internal daemon services. As shown in the following picture, the
history record consists of 6 fields for network service status: DHCP Server, Syslog Server, SNMP Server,
HTTP Server, Agent, SSH Server, RADIUS Server, Proxy Server and Redirector Server.

Internal Service Status (zoos-12-13

Service Status
- 23:55
DHCR Running
Syslog Stap
SHMP Stap
HTTP Running
Agent Running
5EH Running
RADILS Stap
PROMY Running
Redirector Running
~-23:50--
DHCR Running
Syslog Stop
SrMP Stap
HTTP Running
Agent Running
BEH Running
RADILS Stap
PRO=Y Running
Redirector Running

* System Performance
This page shows the history records of the CPU and memory usage. As shown in the following picture, the
history record consists of 5 fields of the DSA-6100 status: CPU Usage %, Memory Usage %, Total Memory
(KB), Memory Used (KB) and Memory Free (KB).
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System Performance (z006-12-13)

CPU Usage Memory Usage  Total Memory | Memory Used | Mermory Free

(%) (%) (KB} (KB} (KB}
' ~23:55...
0 20.94 513840 107612 406228
2350
1 20,93 513840 107568 406272
2345
0 20,85 513840 107156 406684
2340
0 20.94 513840 107616 406224
~23:35.
1.98 20,92 513840 107528 406312
2330
1 20,82 513840 107028 406812
2325
0 20.91 513840 107438 406352
2320
0 20,92 513840 107540 406300
2315
1 20,82 513840 107008 406832

Monthly Report
Monthly traffic statistics. As shown in the following picture, the monthly report consists of 5 fields: Local,

Roaming in, Roaming out, On Demand Users, PMS Users.

Monthly Report (zoo6-12)
Mumber of people Total minutes
Local a 0 min 0 sec
Roaming in 0 0 tmin 0 sec
Raaming out i 0 rrin 0 st
On Demand Lsers 0 0 min 0 sec
PMS Users 0 O rin  sec
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4.5.5 Notification Configuration

As earlier mentioned, the DSA-6100 will save the traffic history into the internal DRAM. If the administrator wants
the system to automatically send out the history to a particular email address, a notification configuration may be
set as shown in the picture below. Please enter the related information in these fields.
f) Notification Configuration
Notification Configuration
Sender's Address

Receivet's Address

Send Log ervery 1 Hour  »
Traffic History Email
SMTF Server
SMTF Auth Method HOME v
SMTP Setting Test Send Test Log
Syslog Server IP Address Port

Session Log for the Entire System

@ Enable O Disakle
Syslog Server
IP Address 10.28.1.249 part|1234

Send Log {to Email & FTP) ervery | 2 Hours  +

& Enable O Disakle

Sender's Address sendername@yahoo.com
Email Box Receiver's Address receivername@yahoo.com
SMTP Sefver Frail SRVENETIE. CO T
SMTP Auth Method NOMNE v
SMTF Setting Test
(O Enable & Disable
IP Address 10.29.1.248 Port|12345
Anonymous Cives G N
FIP Server Username dlink
Password (YT

FTP Setting Test Send Test Log

Notification Configuration
. Traffic History Email: The system will send Traffic History and On-demand User Log automatically to any
valid email account and external Syslog Server. Administrator can configure the sending interval of each
notification email. SMTP Server and a valid email account are required to send notification email.
»  Sender’s Address: The e-mail address of the administrator in charge of the monitoring. This will show
up as the sender’s e-mail.
»  Receiver’s Address: The e-mail address of the person whom the history email is for. This will be the
receiver’s e-mail.

»  Send Log every: The time interval to send the e-mail report.
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»  SMTP Server: The IP address or domain name of the SMTP server.

»  SMTP Auth Method: The system provides four authentication methods, Plain, Login, CRAM-MD5 and
NTLMv1, or “None” to use none of the above. Depending on which authentication method selected,
enter the Account Name, Password and Domain.

NTLMv1 is not currently available for general use.

Plain and CRAM-MD?5 are standardized authentication mechanisms while Login and NTLMv1 are
Microsoft proprietary mechanisms. Only Plain and Login can use the UNIX login password. Netscape
uses Plain. Outlook and Outlook express uses Login as default, although they can be set to use
NTLMv1. Pegasus uses CRAM-MD5 or Login but which method to be used can not be decided
manually.

»  SMTP Setting Test: Click Send Test Log button to send a test email of the report.

. Syslog Server: Enter the IP address and Port number of the Syslog server.

Note: When the number of a user’s sessions (TCP and UDP) reaches the session limit specified in the policy, a

record will be logged to this Syslog server. For more information about Session Limit, please refer to Appendix F.

Session Log for the Entire System
When enabled, the system can record connection details of each user accessing the Internet. In addition, the
log data can be sent out to specified Syslog Server, Email Box or FTP Server.

Note: For more information, please refer to Appendix F. Session Limit and Session Log.

. Syslog Server
» IP Address: The IP address of the external Syslog server.
»  Port: The port number of the Syslog server setting.
. Send Log (to Email & FTP) every: The time interval to send the log data to Email Box and FTP server.
. Email Box: Send Log to Email Box.
»  Sender’s Address: The sender’s Email address.
»  Receiver’s Address: The receiver’s Email address.
»  SMTP Server: The IP address of the SMTP server.
»  SMTP Auth Method: Specify the authentication method used for the SMTP server.
»  SMTP Setting Test: For the first time, it is useful the SMTP setting by sending a test log.
. FTP Server: Send Log to FTP Server.
» IP Address: The IP address of the external FTP server.
»  Port: The port number of the FTP server setting.
» Anonymous: "Yes": send the log data to FTP server without entering username and password; "No":
administrators must provide the username and password.

> Username: The username of the FTP account.

Y

Password: The password of the FTP account.

Y

FTP Setting Test: For the first time, it is useful to test the FTP setting by sending a test log.
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4.5.6 Online Report

This function provides real time on-line report of the DSA-6100 system including System Status, Service Status,

Network Interface Status and Network Session Status.

Online Report
Online Report

System Status
Service Status
Network Interface Status

Metwork Session Status

* System Status
The page shows the current CPU and memory usage. This online report of DSA-6100 status consists of 5

fields: CPU Usage, Memory Usage, Total Memory, Memory Used and Memory Free.

System Performance

CPU Usage memory Usage | Total Memory | Memory Used | Memory Free
(%) (%) A=) (KB) A=)

0.a9 3123 513856 160524 353332

* Service Status
This page shows the current status of the internal daemon service. The online report for network service status
consists of 6 fields: DHCP Server, Syslog Server, SNMP Server, HTTP Server, Agent, SSH Server,

RADIUS Server, Proxy Server and Redirector Server.

Internal Service Status

Service Status
DHZP Running
Syslog Stop
ShIMP Stop
HTTP Running
Agent Funning
S55H Running
RADILIS Stop
PR Running
Redirector Running
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Network Interface Status
This page shows current throughput of every WAN and LAN interface. The online report for WAN and LAN
status consists of 5 fields: Interface, Speed-IN (bps), Speed-OUT (bps), Packet-IN (pps) and Packet-OUT
(pps).

Interface Performance

Speed-In Speed-Cut Facket-In Facket-Cut

Interface thps) thps) {pps) (pps) Status
WA g445.00 472.00 1.25 062 LIF
WA 2 0.oa 0.oa 0.00 0.oa Do
LAMT 0.oo 0.o0 0.00 0.o0 Do
LAM2 0.oa 0.oa 0.00 0.oa Do

Network Session Status

This report tells how many connections (TCP and UDP) each IP address is using now. The online session
information report consists of 3 fields: IP, TCP session count and UDP session count. This report tells how
many connections each IP address uses currently.

Session Information

IP TP Session Counted IJDFP Session Counted
19216811 &1 0
10.28.2180 1 0
10.2.3.230 0 1
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46 Tool

This section provides information on four utilities used for customizing and maintaining the system, including

Change Password, Backup/Restore Setting, Firmware Upgrade, Ping Utility and Restart.

D-Link DSA-6100

Building Networks for People e i Wireless Access Controller

Ll

L

Change Password
* I8 Backup / Restore Setting

o (SR Upstads Welcome to Administration System
Fing Utility
Restart : i . r :
N T T e T In this web administration interface, you may configure networking parameters, enable and
- [ Status customize network services, as well as manage and monitor all users.

Administration functions are separated into several cateqgories:
System Configuration , Network Configuration , AP Management , User Authentication and Status.

149



DSA-6100 User Guide

4.6.1 Change Password

The administrator can change the passwords of the system. Enter the required fields marked with red asterisks as
show in the picture below. Please enter the current password and then enter the new password twice to verify.

Click Apply to activate the new passwords.

Change Password

Change Admin Password

Old Password

New Password

Verify Password

Change Manager Password

New Password

Verify Password

Change Operator Password

New Password

Verify Password

Change Frontdesk Password

New Password

Verify Password

The DSA-6100 supports three types of account interface: admin, manager, operator or frontdesk. These
account interfaces are authenticated to access only certain configuration pages. The default usernames and

passwords are as follow:
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Admin: The administrator can access all configuration pages of the DSA-6100.

User Name: admin

Password: admin

Welcome Ta Administrator Login Pagel
Please Enter Your Liser Mame and Password Ta

Sign In.

User Mame: |admin |

Passward: [sncee |

[ Enter || cLEar |
DSA-6100

P RITH Do e

L B

Welssms fo Admindstreiion Sysiem

In s wak elminiehien bemitie, gew ey coalgms Eimelieg passeie seikis ssd
T It Wttt ] o g b ol ST

yam Conby Pt | il o i - e —

Manager: The manager can only access the configuration pages under User Authentication to manage the

user accounts, but has no permission to change the settings of the profiles for Firewall, Specific Route and

Schedule.

User Name: manager

Password: manager

EX
7
Welcome To Administrator Login Page!
Please Enter Your User Mame and Password To

Sign In.

User Mame:

Password:

[manager |

[ Enter || cLEar | ‘J\}

B Uinr Mntseric stian

e Bl
e pewen § e v e #F | ALY

bt —
e

s b £ i B M el s by
BT T S (8 W v
S LN | @ e § Ry e e e YR IR
R B LT [ L
Vel Lt 1B b Lo B B s
Bk Ll gl Ly D g P Baeme DUW R AT gt B
R
el LA e LR T e
et | o . ey (P e e
B R A R S
Bl il e B W e s b
S T - e

e —— wEmaaa b
Py reeg
1A .
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Operator: The operator can only access the configuration page of Create On-demand User to create and

print out the new on-demand user accounts.

User Name: operator

Password: operator

Welcome Ta Administrator Login Pagel
Please Enter Your User Mame and Passward Ta

Sign In.

User Mame: |operator |

Password: |........ |

[ EnTER  |[ cLEAR

J

L——:' ]

@ OnDemars Uaer Ganarsiion

T

st A R A
[ W [Fea— .
Voo o
vi s
e e e
A= T
e -
=
1 X —— (SO,
S G

DEA-6100

Wersigun Acceny Cariralier

Frontdesk: The frontdesk can only access the configuration page of PMS Frontdesk Tools to view the PMS

users list or create and print out the new PMS users.

User Name: frontdesk

Password: frontdesk

[ ¢

t% f\\
{1

Welcome To Administrator Login Page!

Flease Enter Your User Name and Password To

Sian In.

UserMame:  [frontdesk |

Password: |llllllll. |

[ entER |[  cCLEAR

J
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DSA-6100

Wt R b

D-Link . DSA-5100

iy, mr L S SR Ve Socruh Cisdinied

=

e

© PUA Uuer List

3
N W e Sl i TV

e
e P Bl Lt

1 FUL Priens Taam

PMS User List

D5A

LD e ]

i i ﬂﬂlllhﬂ'ﬁ-'-trlﬁnn

T [ -

PR

PMS User Creation

Caution: If the administrator’s password is lost, the administrator’s password can still be changed through the text

mode management interface on the console port.
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4.6.2 Backup/Restore Setting
This function is used to backup/restore the DSA-6100 settings. The DSA-6100 can also be restored to the factory
default settings using this function.

Backup/Restore Setting

Backup Current Setting

Restore system settings

File Name

[ Restore system settings ]

Reset to the factory-default settings

e Backup Current Setting: Click Backup Settings to save the current system configuration to a backup file on
a local disk of the management console. The backup file keeps the current system settings as well as the local

user accounts information.

File Download x|

Do you want to open or zave this file?

ﬂ Mame: 20061130.db

Type: Data Base File
From: 10.29.5.61

Open ][ Save ]| Cancel |

Always ask before opening this twpe of file

* Restore System Setting: Click Browse to search for a .db database backup file created by the DSA-6100 and

click Restore System Setting to restore to the same settings at the time the backup file is created.

* Reset to the Factory-Default Setting: Click Yes to load the factory default settings of the DSA-6100.

Restore Facutory Default

Are you sure you want to load factory default setting and reboot the system 2

Caution: Resetting to factory default settings will clear all settings such as policies, billing plans, all user

databases, and any configuration to the initial states.
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4.6.3 Firmware Upgrade

The administrator can download the latest firmware from the website and upgrade the system. Click Browse to
search for the firmware file and click Apply to go on with the firmware upgrade process. It may take a few minutes

before the upgrade process completes. Upon completion, the system will need to be restarted for the firmware to

take effect.
@ Firmware Upgrade

Firmvedane Uparadls

Currem Version 1.01.03

File Mams Bliowe,.,

Mode: For maletenanc s 13505, we strandghy reconmandd you hackup systean semim)s hators upip ading
Twnwane,

Warning: 1. Firmware upgrade may sometime result in loss of some data. Please ensure you read the release
notes to understand the limitations before upgrading the firmware.
2. Please restart the system after upgrading the firmware. Do not interrupt upgrade process such as
power on/off the system during the upgrade or the restart process as it may damage the system and

cause it to malfunction.
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4.6.4 Ping Utility

This utility is for administrator’s convenience to easily test the network connection on the DSA-6100 administration

interface. Enter IP address or domain name in Host field and press Ping button. The results will show whether the

connection is successful.

Ping Utility

Ping Utility

(Host

Ewmv.'fahno.u:om] ' Ping |

Status

Done

PING www.yahoo-ht3.akadns.net (209.131.36.158): 56 octets data
64 octets from 209.131.36.158; icmp_seq=0 t=52 time=154.6 ms
64 octets from 209.131.36.158. icmp_seq=1 {tI=53 time=358.2 ms
B4 octets from 209.131.36.158 icmp_seq=2 =53 time=366 2 ms
64 octets from 209.131.36.158; icmp_seq=3 =52 time=153.6 ms

— www.yahoo-ht3 akadns.net ping statistics —
4 packets transmitted, 4 packets received, 0% packet loss
round-irip minfavg/max = 153.6/258 2/366.2 ms
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4.6.5 Restart

This function allows the administrator to safely restart the DSA-6100. The process should take about three minutes.
Click YES to restart the system; click NO to go back to the previous screen. Please wait for countdown timer to
finish before accessing the system management webpage again. If turning off the power is necessary, restart the

DSA-6100 and wait for it to complete the restart process before turning off.

£ Restart

Do you want to Restart DSA-61007

Rebooting Now...Please wait for a while ...

Count down seconds : |52

Motice ; If the login page does not appear normally after
the countdown, please manually click the refresh
Inrton of the browser.

Caution: The connection of all online users on the system will be disconnected when the system is in the process
of restarting.
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4.7 Help

The Help button is at the upper right corner of the DSA-6100 display screen.

Click Help for the Online Help window, and then click the hyperlink of the relevant information required.

D-Link : DSA-6100

Building Networks for People admin - Wireless Access Controller

el

7
 Tool

: ﬁSvstem o — Welcome to Administration System

[ Network Configuration
[ AP Managernent

{8 User Authentication In this web administration interface, you may configure networking parameters, enable and
[ Status customize network services, as well as manage and monitor all users.

Administration functions are separated into several categories:
System Configuration , Network Configuration , AP Management , User Authentication and Status.

\ 4

Online Help

Cwerview

System Configuration
Swsterm Information
WiANT Configuration
WiARZ & Failower
LAM Configuration

Metwaork Configuration
Metwork Address Translation
Frivilege List
Manitar P List
Wialled Garden List
Prowy Server Properties
Dynamic OMS
IP tdability

AP Management
AP List
AP Discavery
Manual Configuration
Template Settings
Firmware Management
AP Upigrade

User Authentication
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Appendix A. External Network Access

Upon completing this process, the DSA-6100 will be connected to a managed network in a controlled network

access environment.

1. Connect a client’'s device such as a PC to the Public LAN port of the DSA-6100. The device will get an IP
address automatically via DHCP. Next, open a web browser and access any URL. The default User Login
Page will appear. Enter the User Name and Password created in the local user account database by the

Configuration Wizard, then click Submit (e.g. test@Local for the username and test for the password).

‘User Login Page

LUiser Name: i'-'sbi;&i.oca'l

Password: 888

[ St Yl 7 Glear—Jl ¥ Remainng

2. If the Login page appears, it means the DSA-6100 has been installed and configured successfully. The client

user can now browse the network or surf the Internet!

Hello, test@Local

Please close this window or click this button to
«/ Logout

Thank you.

Login time: 2006-11-29 6:1:30
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3. Ifamessage “Sorry, this feature is available for on-demand user only” appears instead, it means a wrong

button has been clicked. “Remaining” is only for on-demand users. Please click the Submit button instead.

 Sorry, this feature is available for
on-demand or PMS user only.

4. An on-demand user can enter the username and password in the “User Login Page” and click Remaining

button to know the remaining time or data quota of the account.

er Login Page

User Name: |9ACT@Ondemand |

Password: |""n |

(/= Submit '~ Cloar — Jll J Remaning

5. When an on-demand user logs in successfully, the successful Login screen will appear, which differs from the
usual user’s login successfully screen, as it contains an extra line showing “Remaining usage” and a
“Redeem” button.

* Remaining usage: Shows the remainder usage time that the on-demand user can surf the Internet.
* Redeem: When the remaining time or data size is insufficient, the user will have to pay to add credit at the
counter, where the user will then get a new username and password. After clicking the Redeem button, the

following screen will show up.
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Hello, SHN79&ondermand

Please close this window or click this button to

Thank you?!

Femaining Usage:

1 |H|:|ur|59 |Mini35 | Sec
Login time: 2006-12-21 20:14:54

=

Enter the new username and password obtained, and click the Redeem button to merge the two accounts to

add up the available usage time and data size by the system. The total available usage time and data size after
adding credit will then be shown.

Welcome To Administrator Login Page!
Please Enter ¥our Liser Mame and Passward To

Sign In.

Lizer Mame: | |

Fassword: | |

[ Eewter || cLEarR |

Caution: The maximum session time/data transfer is 24305 days/2003 Mbyte. If the redeem amount exceeds this

number, the system will automatically reject the redeem process.
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Appendix B. Console Interface Configuration

Upon completing this process, the console interface configuration will be accessible via the console port to handle

problems and situations occurring during operation.

1. To connect to the console port of the DSA-6100, a console, modem cable, and a terminal simulation program
such as the Hyper Terminal will be required.

2. Set the parameters as 9600,8,n,1 for Hyper Terminal.

Fart Settings I
Bitz per zecond: ISEDD _'_l
[Drata bits: IE LI
Parity: INc.ne ;i
Ston s -
Flow control: INDI"IE Li
Bestore Defaults |
k. I Cancel | Apply |

Caution: the main console is a menu-driven text interface with dialog boxes. Please use arrow keys on the

keyboard to browse the menu and press the Enter key to make selection or confirm what you enter.

3. Once the console port of the DSA-6100 is connected properly, the console main screen will appear
automatically. If the screen does not appear in the terminal simulation program automatically, please try to
press the arrow keys so that the terminal simulation program will send out some messages, and the welcome
screen or the main menu will then appear. If the welcome screen or the main menu of the console still does not

appear, please check the connection of the cables and the settings of the terminal simulation program.

———————————  D-Link DSA-6100 Bazic Configuration —
Please select functions:

(Clal b= ghhat-Rola Rabs Rl = =170 ke Configuration
Wrility Debugging Ucilities
¥assword Change admin password
Bleset Restore factory default
Bestart Restart D-Link DSA-6100
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. Utilities for network debugging
The console interface provides several utilities to assist the Administrator to check the system

conditions and perform debugging. The utilities are described as following:

Please select utilitcy:

Ping host (IP)

Trace routing path

Display interface settings
Display routing table
Display ALRP tahle

Dizsplay iptables=

Display CPU and RAM by topo
Display network traffic
Display system up time

Check serwvice status
Synchronize clock with NTP serwver
Print the kernel ring huffer
Hain menu

» Ping host (IP): By sending ICMP echo request to a specified host and wait for the response to test
the network status.

= Trace routing path: Trace and inquire the routing path to a specific target.

= Display interface settings: Displays the information of each network interface setting including the
MAC address, IP address, and netmask.

= Display the routing table: The internal routing table of the system is displayed, which may help to
confirm the Static Route settings.

= Display ARP table: The internal ARP table of the system is displayed.

= Display system live time: The system live time (time for system being turn on) is displayed.

= Check service status: Check and display the status of the system.

= Set device into “safe mode”: Used when the administrator is unable to access the Web
Management Interface via the browser or when it fails inexplicitly. The Administrator can choose this
utility and set the DSA-6100 into safe mode to manage the device using a browser.

= Synchronize clock with NTP server: Immediately synchronize the clock through the NTP protocol
and the specified network time server. Since this interface does not support manual setup for its

internal clock, reset of internal clock can only be performed through the NTP.
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. Change admin password
Besides supporting the use of console management interface through the connection of null modem,
the system also supports the SSH online connection for the setup. When using a null modem to connect
to the system console, there is no need to enter that administrator’s password to access the console
management interface. When connecting the system via SSH, however, the username and password
will be needed.
The username and the default password is “admin” by default, which is similar to the web management
interface. The administrator’s password can be changed. Even if the password is forgotten and the
management interface cannot be accessed from the web or the remote end of the SSH, the null modem
can still be used to connect the console management interface where the administrator’s password can

then be reset.

Caution: Although it does not require a username and password for the connection via the serial port, the same

management interface can be accessed via SSH. Therefore, it is recommended that you immediately change the

DSA-6100 Admin username and password after logging into the system for the first time.

. Reload factory default
Choose this option to reset the system configuration to the factory default settings.
. Restart DSA-6100
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Appendix C. Proxy Configuration

For Hotspot

A hot spot is a wireless LAN node provides Internet connection and virtual private network access from a given
location, such as a coffee shop, hotel, or a public place where Wi-Fi service is made available for mobile and users.

A hotspot is usually implemented without sophisticated network architecture via proxy servers from Internet
WAN1

Public LAN
\I I ‘\%

A
S

Service Providers.

3

B

ISP Proxy

Server
ATU-R

DSA-G100

In a hotspot environment, users usually enable their proxy setting at their browsers, such as IE and Firefox.
Likewise, the DSA-6100 also needs to set some proxy configuration in the Gateway. Follow these steps to
complete the proxy configuration

1. Login Gateway by using “admin”.

2. Click the Network Configuration from top menu and the homepage of the Network Configuration will

appear.
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3. Click the Proxy Server Properties from left menu and the homepage of the Proxy Server Properties will
appear.

Proxy Server Properties

Internal Proxy Server

O Enable & Disable

External Proxy Server

Item Server IP Port

o [ ] I

4. Add the ISP’s proxy Server IP and Port into External Proxy Server Setting.
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5.

6.

Enable Built-in Proxy Server in Internal Proxy Server Setting.

Proxy Server Properties

Internal Proxy Server
(® Enahble O Disable

External Proxy Server

Item

Server IP

Port

G

10.2.3.203

6588

)

2

3

4

il

I
I
I
L]

Click Apply to save the settings.

I
L
I
L]
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For Enterprise

Enterprises usually isolate their intranet and internet by using more elaborated network architecture. Many

enterprises have their own proxy server which is usually located at the intranet or DMZ under firewall protection.

Firewall Router

Core Switch

DSA-6100 L2 Switch

Desktop Public LAN
77 If -\%, $ §
AP\ . ‘
Proxy Web Ma
N § Server Server Server
DMZ

In enterprises, network managers or MIS staff may often ask their users to enable their proxy setting of the

browsers such as IE and Firefox to reduce the internet access loading. Therefore some proxy configurations in the

Gateway need to be set.

Caution Some enterprises will automatically redirect packets to proxy server by using core switch or Layer 7
devices. By the way, the clients don't need to enable their browsers’ proxy settings, and administrators don't need

to set any proxy configuration in the Gateway.

Please follow the steps to complete the proxy configuration

= Gateway setting

1. Login Gateway by using “admin”.
2. Click the Network Configuration from top menu and the homepage of the Network Configuration will

appear.
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3. Click the Proxy Server Properties from left menu and the homepage of the Proxy Server Properties will
appear.

Proxy Server Properties

Internal Proxy Server

() Enable &) Disable

External Proxy Server

tem Server IP Port

1 — I
2 —

4.  Add your proxy Server IP and Port into External Proxy Server Setting.

H

5. Disable Built-in Proxy Server in Internal Proxy Server Setting.
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Proxy Server Properties

Internal Proxy Server

[ @ Enable O Disahle ]

External Proxy Server

Item Server IP

Port

1 [ 10.2.3.203

6588

2

6. Click Apply to save the settings.

Warning If your proxy server is disabled, it will make the user authentication operation abnormal. When users

open the browser, the login page will not appear because the proxy server is down. Please make sure your proxy

server is always available.

= Client setting

Adding a default gateway IP address into proxy exception information is a necessity for clients so that the user

login successful page can show up normally.

1. Use the command “ipconfig” to obtain the Default Gateway IP Address.

C-~Documents and Settings“Administrator>ipconfig

Windows IP Configuration

Ethernet adapter L:

Connection—specific DNS
IP Addres=s. . . . .
Subnet Mask . . . .
Default Gateway . .

C:“Documents and Settings“Administrator>

dlink.com

192.168_.1.64
255 .255_255.8
192 .168_1.254

170



Appendix C. Proxy Configuration

2.

Open the browser to add the default gateway IP address (e.g. 192.168.1.254) and logout page IP address
“1.1.1.1" into the proxy exception information.

For Internet Explorer

For Mozilla Firefox

Proxy Settings

Servers

e

Tvpe Procey address to use Pork

HTTE: | 102320

Secure: |

|+ ]
|+ ]
ETP: | ||
|+

Socks! |

[¥]Use the same proxy server For all protocols

Exceptions

B Dopotuse proxy server for addresses beginning with:

G=

192.166.1.254,1.1.1.1]

Use semicolons [ 1 to separate entries,

Cancel

ok ||

Comnection Settings

Coalypus Frocoss o Aeosss e Lokoel
7 Dueet comuechen 4o Ue Lukowl
(7 Aumo-debect pooscy settngs Bor this netwark
(=) Mnmal preey configimtion:
BTTPPmy  ID23M02 Fort | A5ER

=] Tl this sepver for ol
e this ey fior all prodoenls

Bo Fooy Toe. | 1920680 24,0010
Eaample: mozieorg, metnz, 192 16010024

7 Aubomabe poory eonligusbon UEL:

[ [ Concel ][ Help

l

171



DSA-6100 User Guide

Appendix D. Certificate Setting for IE6 and IE7

Certificate setting for the company with Certificate Authority

= Background information

Any website or high-value Web Applications will require a client to access their websites via Secure Sockets
Layer (SSL). The browser will automatically ask for a public SSL certificate from the website and check if it is
valid. The public SSL Certificate consists of the public key and identity information which can be signed by
any established certificate authority (e.g. VeriSign). The certificate authority guarantees that the public key
belongs to the named entity. Usually, website’s security certificate encounters problem occurs only if the
security certificate presented to the browser has not been signed by any certificate authority which can be
trusted.

As long as the SSL function is enabled in the DSA-6100, there must be a public SSL certificate signed by an
established certificate authority. To avoid the error message in the browser, a company should have its own
Certificate Authority (CA). The IT department must therefore install the SSL certificate for each normal user
when deploying the DSA-6100.

= Secure Certificate setting for both IE6 and IE7

For the company with its own Certificate Authority (CA), the certificate of the company should be trusted by all
his employees’ computers, and the certificate should be delivered through a trusted media. For example, the
MIS staff should install the CA certificate in each computer. The company CA will issue a certificate for the
DSA-6100 and export it to the DSA-6100.

Note: If the DSA-6100 is installed in a company, the administrator can create a certificate using some

software instead of purchasing a public trusted certificate.

1) Certificate setting for the company without Certificate Authority

For a company that does not have it own Certificate Authority (CA), the administrators should first create a
certificate either by applying for a trusted one or by some certificate software. Second, the administrators
should use some trusted media to install this certificate (as trusted CA) in each employee’s computer. In the
meantime, export this certificate to the DSA-6100.

In certain condition, the company without Certificate Authority can follow the steps below to avoid error
message. When in the LAN environment of the office rather than when in wireless environment,

administrators may already have recognized certificates in the system, which CA must be verified as secured.
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2) Certificate setting for Internet Explorer 7

For IE7, certificate issues caused by certificate publisher not trusted by IE7, the following steps may be taken

to provide a workaround or to bypass the issue.

a. Open the IE7 browser, and you will be redirected to the default login page. If the certificate is not trusted,

the following page will appear.

Click “Continue to this website”.

7 Cmileate Eriee. Peergation loched  Windses brivime Dwiere
[ o o] - W o

S e e R, Saed 5+ - (g

e Thars [ & problem with this wabsita's security cartificats

Pt

o el (Tal yoru chode This seebpage ami @ oot Costinges To Tl wrlelie

i
] ). |

X

e e L -

b. The default User Login Page will appear and the users can then login normally.

[T Fr.

Faupwnrd

R L TR
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For installing a trusted certificate to solve the IE7 certificate issue, please follow instructions below.

a. When the User Login page appears, click “ Certificate Error” at the top.

Liwen fraee

Faupwnrd

b. Click “View Certificate”.
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c. Click “Certification path”.

| IR S PR
o _ﬁ
CE N TP

e (emra]

E © vl o o G v

Thas O Wt wri i e in vl ivssadmll Ton wmnsbde resi
L L e R T e e Y
Bt ey e

mdne [lsaon

[

e T

i Cepr

174



Appendix D. Certificate Setting for IE6 and IE7

d. Select root certification, then click “ View Certificate”.

[ T —
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e. Click “Install Certificate”.
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f. Click “Next”.
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g. Select “Automatically select the certificate store based on the type of certificate”, then click “Next”.

h. Click “Finish”.

Click “Yes”.
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J-

Click “OK".

(T T —
o O e

Launch a new IE7 browser. The certificate is now trusted via IE7 according to the key symbol shown at top

next to the address field.
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= Certificate setting for Internet Explorer 6

For issues relating to IE6 certificate error, the following information provides the step to proceed when the

certificate publisher is not trusted by IE6.

1. Open an IE6 browser, the Security Alert message will be appeared if the certificate is not trusted. Click “ Yes”

to proceed.

Security Alert

o
s

Infarmation you exchange with this site cannat be viewed or
changed by others. However, there iz a problem with the zite's
zecurity certificate.

& The zecurity certificate wags izsued by a company you have
niot chogen to bust. Yiew the certificate to determine whether
oL want ko trust the certifying autharity.

e The zecurity certificate date is valid.

& The name on the secunty certificate iz invalid or does not
match the name of the site

Do you want to proceed?

e ] i Ho i [ Wiew Certificate

X

2. The User Login Page will appear.

jare
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Pasnwprd
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3. The user can now login normally.
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Appendix E. VLAN Isolation

VLAN mode

In the VLAN mode, the system can serve both tagged and untagged packets at the same time and LAN
interface will also be associated with an IP address. Currently, there are 32 VLANs available on each LAN

interface. Therefore, there will be total thirty-three “subnets” connected to each LAN port.

User/VLAN Isolation

ernet
|

? DSA-6100

Traffic
Blocked

~ VLAN
Switch

As shown in the above example diagram, the traffic between VLAN1and VLANZ2 will travel through the

DSA-6100. When the specific VLAN isolation rule (which is applicable to VALN1 and VLAN2) is activated in

DSA-6100, the traffic will be blocked by DSA-6100 and therefore the users on two VLANSs are “isolated” from

each other. For more information about the VLAN isolation, here are the details:

1) The VLAN isolation rules are configured in “Global Policy” and therefore apply globally to the entire system.
In other words, the rules apply to all users, including authenticated users, users on a non-authenticated

port, privileged users, VPN users, DMZ clients, and virtual servers.
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2)

3)

4)

5)

If the system is not in Bridge mode, the isolation rules are applied in two tiers, a big default rule and up to
ten exceptional rules. The default action (the big default isolation rule) for the traffic between all interfaces
is either Pass All or Block All. If traffic between any particular interfaces has to be blocked or passed,
administrators will need to create the custom, exceptional rules to block or to pass the traffic that are
traveling between the selected interfaces.

The following table shows the choices and conventions of the interfaces for exception rules.

Convention Description

ALL All the LAN interfaces and VLAN interfaces on LAN1 and LAN2 ports.

LAN1-Tag#nnnn The VLAN with Tag ID “nnnn” on LAN1 port
(for example, LAN1-Tag#1111 is the VLAN with Tag ID 1111 on LAN1)

LAN2-Tag#nnnn The VLAN with Tag ID “nnnn” on LANZ2 port
(for example, LAN2-Tag#3333 is the VLAN with Tag ID 3333 on LAN2)

LAN1-Untagged The LAN interface on LAN1 port

LAN2-Untagged The LAN interface on LAN2 port

Please note that the exception rule is bi-directional. For example, the pair {LAN1-Tag#1111,

LAN2-Tag#3333} is the same as the pair {LAN2-Tag#3333, LAN1-Tag#1111}.

An Example: The Default Isolation Rule specifies “Block All Traffic” and an exception rule says “Pass” the

pair {LAN1-Untagged, ALL}. In this example, the system will block all traffic between all VLAN interfaces,

except for the traffic between VLAN1 and other VLANS.

The priority of basic system security rules:

a. When the Default Isolation Rule is “Pass All Traffic”, the priority of exception rules (Block) is higher
than the firewall rules. In other words, in this case, the exception rules will block traffic between the
specified interfaces, even when the Firewall rules are configured to pass all traffic.

b. When the Default Isolation Rule is “Block All Traffic”, the priority of exception rule (Pass) is lower than
the firewall rules. In other words, in this case, the exception rules will not pass traffic between the
specified interfaces, if the Firewall rules are configured to block traffic between the specified interfaces.

c. Walled Garden will not be blocked by VLAN isolation rules. For example, there is a server in Walled
Garden in VLAN1. The “Block All Traffic” rule will not prevent users on VLANZ2 from seeing the server
in Walled Garden.

d. DMZ and Virtual Servers are subject to VLAN isolation rules. For example, there is a virtual server in

VLAN1. A “Block All Traffic” rule will prevent users on VLANZ2 from seeing the virtual server.
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Appendix F.

Session Limit

Session Limit and Session Log

To prevent ill-behaved clients or malicious software from using up system’s connection resources,

administrators will have to restrict the number of concurrent sessions that a user can establish.

»  The maximum number of concurrent sessions (TCP and UDP) for each user can be specified in the

Global policy, which applies to authenticated users, users on a non-authenticated port, privileged users,

and clients in DMZ zones.

»  When the number of a user’s sessions reaches the session limit (a choice of Unlimited, 10, 25, 50, 100,

200, 350, and 500), the user will be implicitly suspended upon receipt of any new connection request. In

this case, a record will be logged to the Syslog server specified in the Notification Configuration - please

refer to 4.5.5.

»  Since this basic protection mechanism may not be able to protect the system from all malicious DoS

attacks, it is strongly recommended to build some immune capabilities (such as IDS or IPS solutions) in

the network deployment to protect the network in daily operation.

Session Log

The system can record connection details of each user accessing the Internet. In addition, the log data can be

sent out to a specified Syslog Server, Email Box or FTP Server based on pre-defined interval time.

»  The following table shows the fields of a session log record.

Field Description

Date and Time The date and time that the session is established

Session Type [New]: This is the newly established session.

[Blocked]: This session is blocked by a Firewall rule.

Username The account name (with postfix) of the user; It shows “N.A.” if the user
or device does not need to log in with a username. For example, the
user or device is on a non-authenticated port or on the privileged
MAC/IP list. Note: Only 31 characters are available for the
combination of Session Type plus Username. Please change the
account name accordingly, if the name is not identifiable in the record.

Protocol The communication protocol of session: TCP or UDP

MAC The MAC address of the user’s computer or device

SIP The source IP address of the user’s computer or device

SPort The source port number of the user’s computer or device

DIP The destination IP address of the user’s computer or device

DPort The destination port number of the user’s computer or device
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>

The following table shows an example of the session log data.

Jul 20 12:35:05 2007

Jul 20 12:35:05 2007

Jul 20 12:35:06 2007

Jul 20 12:35:06 2007

Jul 20 12:35:07 2007

Jul 20 12:35:09 2007

Jul 20 12:35:10 2007

[New]user1@local TCP MAC=00:09:6b:cd:83:8¢ SIP=10.1.1.37 SPort=1626 DIP=203.125.164.132 DPort=80
[New]user1@local TCP MAC=00:09:6b:cd:83:8c SIP=10.1.1.37 SPort=1627 DIP=203.125.164.132 DPort=80
[New]user1@local TCP MAC=00:09:6b:cd:83:8¢ SIP=10.1.1.37 SPort=1628 DIP=203.125.164.142 DPort=80
[New]user1@local TCP MAC=00:09:6b:cd:83:8c SIP=10.1.1.37 SPort=1629 DIP=203.125.164.142 DPort=80
[New]user1@local TCP MAC=00:09:6b:cd:83:8c SIP=10.1.1.37 SPort=1630 DIP=67.18.163.154 DPort=80
[New]user1@local TCP MAC=00:09:6b:cd:83:8c SIP=10.1.1.37 SPort=1631 DIP=202.43.195.52 DPort=80

[New]user1@local TCP MAC=00:09:6b:cd:83:8¢ SIP=10.1.1.37 SPort=1632 DIP=203.84.196.242 DPort=80
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