USER MANUAL
DSD-150

VERSION 1.1

D-Link SECURITY



Table of Contents

Table of Contents

Product OVerview.......ccoeeccceecccnsssecrrseseescc s 3
Package Contents ........cccccccuumieiiniiiiiiiiiiieiiieeeeeeeee 3
System Requirements ..........ccccocvieeeeieeieeiiciieeeen 3
INtroduUCtioN ..o 4
Features. ..., 5
Hardware OVEIVIEW .........cccceeeeeeieiiiiiieiiceee e 6
Hardware Installation...........cccccoiiiiiiiiiicii e, 7

Configuration........... e 13
Account INfO......ooeiieiii e 14

Account SUMMATY ... 15
Billing Information ..........ccccccvviiiiiiin. 16
Contact Information ..........cccceeeeeiiiiiiinieiiiies 17
Password Security .........ccccooiii 18
Client SECUritY..........uuuuiiiiiiiiiiiiiiiieiieeieeeeeeeeee 20
Parental Control.............ccceeiiiiiiiiiieee e 21
Categories ... 22
Website LiStS.......coviiieiiiiiieiiieiice e 23
Parental Control Options..........ccccceeeveeeiieeeneeee. 24
Scheduling ... 25
ProfileS ... 26
Edit Computer.......cccoovveiiiiiiiccceee e 27
Create Profile........coovvveeiiiici e 28
Firewall ..o 29
Security Settings........ccccceiiiiiiiiiiiiiiiiieeee 30
Software Selections ..........cccceevviiiiiiiiiieiiiiiinnns 31

Download Blocking Options...........ccccevveeieeenneeee. 32
Software Blocking Options.............ccoveveveviinnnes 33
Identity Protection ... 34
Reporting ......oooeeeveiiieee e 35
Email Addresses..........ooviiiiiiiiiiiiiiieeieeeeee 36
Reporting OptionS......ccoooovvivieiiiiiiiciieee e 37

Popup BIOCKET........oiiieeii e 38
ANtiVIruS/SPyware .......coooeeeiiiiiiiiiiiiee e 39
SPam BIOCKET ......ovvieiiiiieiiieeeeeeeeeeei e 40

ST 0 =10 ¢ T - To [ RPTRR 41
Networking BasicCs ........cccceeeiiinimmmmessnnnnnnemssnnnnnnaans 42
Check your IP Address........ccovvveeevieeciiiiiee e 42
Statically Assign an IP Address.......ccccceeveeeeeeeennee. 43
Apple Macintosh® OS X.......oovviiieeieiiiiiiie, 44
Technical Specifications........cccceeeeemeeeiiiiiiinnnnnnnnnnn.s 45
Contacting Technical Support.......cccceeemccciineennn. 46
Warranty .......ccccciiinimmmeeirrrnne - 47
Registration.............cccoimmmmmmmmm s 52

D-Link DSD-150 User Manual



Section 1 - Product Overview

Package Contents

e D-Link DSD-150 Internet Security Adapter
e CAT5 Ethernet Cable

* Power Adapter

e Manual and Software on CD

Note: Using a power supply with a different voltage than the one included with
your product will cause damage and void the warranty for this product.

If any of the above items are missing, please contact your reseller.

System Requirements

e Windows® 2000/XP or Macintosh OSX 10.3, and 10.4
* At least 256MB of memory (512MB recommended)
* Internet Explorer 6.x or higher Internet Web Browser
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Section 1 - Product Overview

Introduction

D-Link SecureSpot is the first all-in-one desktop Internet security device designed for protecting the home and family.
The home broadband user now has access to a comprehensive, effective, and easy-to-use desktop security device
that eliminates the need for multiple (and frequently incompatible) complex and expensive software solutions.

SecureSpot effectively and concurrently combats a variety of threats--viruses, network attacks, malicious code, hacker
exploits, and hybrid threats such as SQL Slammer, Code Red, and MS Blaster—ultilizing a proprietary technological
breakthrough. SecureSpot is designed to perform multiple security functions with a single device and a web-hosted
control center, putting an end to the need for consumers to purchase and use stand-alone firewalls, pop-up Kkillers,
reporting applications, content filters, spam filters, and antivirus protection.

SecureSpot consolidates firewall, antivirus, intrusion detection, pop-up killer, spyware killer, and content filtering into
one plug-and-play appliance. Utilizing Bsecure Technologies’ extensive ASP network, all services are run under one
web-managed system providing protection at the network and PC level. For the first time, PC security has been made
comprehensible and affordable for residential consumers—thanks to SecureSpot.
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Section 1 - Product Overview

Features

* Pervasive protection: D-Link’s SecureSpot uniformly protects broadband network, multiple PCs, and family
from multiple Internet threats better than any other software options currently available.

* Plug and Play Ease-of-Use: SecureSpot is easy to install. Simply plug the SecureSpot device between the
existing broadband modem and router. It's compatible with D-Link and/or any other branded router. Its unique
auto-sensing technology identifies local network devices and makes it easy for any home user to set up.

* Ease of Monitoring: Web browser-based Control Panel and setup wizard for easy administration of single or
multiple PCs. Tasks like changing virus scan times can be done anywhere for one or all PCs. Services can also
be easily mixed and matched (ala carte) based on customer’s unique preferences.

* Layered Protection: Multi-layered “blended threat” security design protects valuable data at both the gateway
and PC levels.

* Fluidity and Flexibility: Real-time network databases allow SecureSpot to react quickly to new threats as they
develop. Virus definitions, URL databases, spyware lists, spam server lists, application lists, and more are
network-based and automatically updated in real-time.

» Compatibility: The D-Link SecureSpot Device works with Windows 2000 and up and supports Macintosh OSX
10.3, and 10.4.
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Section 1 - Product Overview

Hardware Qverview

LAN Port Reset Button
Connects to the WAN Port of a Broadband Pressing this button restores the DSD-150
Ethernet Router. to its original factory default settings.

RESET 5V==2A

Power Receptor '

WAN Port
Connects to a Cable or DSL Broadband
modem.
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Section 2 - Installation

Hardware Installation

Turn on the computer and insert the D-Link DSD-150 Driver CD in the CD-ROM drive.

INTERNET SECURITY ADAPTER

CIICk Insta" Securespot ' @ [nstall SecureSpot
@ View Manual

= Extras
= Adobe Reader
= Support

= Registration

DSD-150

If the CD Autorun function does not automatically start on your computer, click Windows® Start > Run. In the Run
command box type “D:\DSD150.exe”, where D: represents the drive letter of your CD-ROM. If it does start, proceed

to the next screen.
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Section 2 - Installation

INTERNET SECURITY ADAPTER

Thank you for your purchase. This wizard will guide you through
the setup of your new SecureSpot DSD-150.
Before you begin, check to make sure you have all these contents:

Click Next ' )

_ SecureSpot DSD-150
- Ethernet cable
- AC Power adapter

DSD-150

INTERNET SECURITY ADAPTER

Click Next ' Step 1 of 8

Disconnect Power from the Router

DSD-150
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Section 2 - Installation

INTERNET SECURITY ADAPTER

Click Next ' Step 2 of 8

Disconnect Power from the Modem

+. Go Back

DSD-150

INTERNET SECURITY ADAPTER

Click Next '
Step 3 of 8

Unplug the Ethernet Cable from the Modem and
Connect it to the LAN Port on the DSD-150

». Go Back

4 Exit N\ DSD-150
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Section 2 - Installation

INTERNET SECURITY ADAPTER

Click Next '

Step 4 of 8

Take the new cable that came with the DSD-150

and Connect one end to the Ethernet port on the
Modem and the other end to the WAN port on the
DSD-150.

+. Go Back

DSD-150

INTERNET SECURITY ADAPTER

Click Next '

Step 5 of 8
Power on the DSD-150.

». Go Back

4 Exit N\ DSD-150
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Section 2 - Installation

INTERNET SECURITY ADAPTER

Click Next ' Step 6 of 8

Power on the Modem.

+. Go Back

DSD-150

INTERNET SECURITY ADAPTER

Click Next ' Step 7 of 8

Power on the Router.

». Go Back

4 Exit N\ DSD-150
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Section 2 - Installation

INTERNET SECURITY ADAPTER

Click Next " 'S

Step 8 of 8

Now that the SecureSpot hardware is installed,
your SecureSpot Security Services need to be
configured to enable total network protection.

ne
ervice il B pnlable therlty

e 0 1ot CS0H T s o LTI G Feboad Tt (438 i L it
etk connecTion K being mestsed

Note: You may see the above web page. Do noft click refresh
or try to browse elsewhere, the page will refresh automatically.

DSD-150

INTERNET SECURITY ADAPTER

i L
Click Next ; Congratulations!

You have finished installing your SecureSpot DSD-150.
Click Next to return to the main menu.

DSD-150
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Section 3 - Configuration

Configuration

This section will show you how to configure your new DSD-150.

securespet

Coe T G Teowmn [oweem [
Welcome to the Secure "My Account” Web Control Center.

D-Link customers who've already registered their SecureSpot use this page to change their settings,
update contact info and administer their filtering and security services. (You may access this page
and make changes from anywhere on the Internet.)

Email Address: |

Password: I
Faorget your password?

Copyright & 2006 D-Link Systems, Inc. | Powered by Bsecure Technologies
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Section 3 - Configuration

Account Info

Click Account Info &

, b - The Account Info section is used to view and editimportant contact, billing, active system and password
e —— information. The Account Summary option is the place to download thin client licenses to your computer.

ACCOUNT SUMMARY BILLING INFORMATION

The Account Summary option is used to view and edit The Billing Information opfion is used to view and edit
contact information. This section is also the right place to billing infarmation.
Identity download the thin client.

Protection

CONTACT INFORMATION PASSWORD SECURITY

The Contact Information seclion is used o view and edit The Password Security section sels up security question

AL | imporant contact information. information needed to retrieve 3 forgotten password,

CLIENT SECURITY

The Client Security section allows (or disallows) network
computers to attach to the internet without needing the thin
client software.

Copyright € nc. | Powered by Bsecure Technologi

The Account Information page is where you go to view and edit contact, billing, and password information.
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Section 3 - Configuration

Account Summary

The Account Summary page is where you go to view
your account information and download the licenses
you need to be fully protected.

To Download a License:

From the drop-down menu provided under the
Registered Systems heading, select the operating
system your computer uses and click Download
Client License.

Logged In: Joe Tester
- ®
D-Link

ACCOUNT SUMMARY

securespet

The Account Summary option is used to view and edit contact information. This seclion is also the right place to download
and install the |atest version of the thin client security application to each computer on your network:

@ Firewyall

IMPORTANT DATES

Quick Ave. Account Created: 9122005
Apt 4 i :
A Next Billing Date: 3/13/2007
/\ [dentity m@ed9g.com
? Frotection

REGISTERED SYSTEMS

The Registared Systems section is used to view and edit the list of active computers on your local network. You may also
download and install the latest version of the thin client security application to each computer on your netwark.

@ Reporting

Mote: If you are re-installing the thin client, the program will first uninstall any existing programs, reboot, then ingtall the new

client,
|Wind0ws LI Downloadclientljcensel

Last Authentication

MAC Address
T 11:44:34
22:22:22:22:22:55

Computer Name
CWLAPTOP
BS09PL5-CB7

Description
CWLAPTOP1
Home Desktop

Copyright® 2006 D-Link Systems, Inc. | Powered by Bsecure Technologies
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Section 3 - Configuration

Billing Information

The Billing Information page is where you go to view Logged i: Joe Tester
and edit your credit card information.

D-Link securespet

To edit contact information, type in the appropriate | e R B
information in the fields provided. :

Credit Card Number: me_m_m)(_1 111

Expiration Date: [ =] [2008 |

Credit Card Address: |123 Happy Street

Line2: |
City [ State | Zip:  [Dgstin [Florida =] [22578
Country: [United States =] Currency: [US Dollar 7]

EE Apply| cancer |

Copyright @ 2006 D-Link Systems, Inc. | Powered by Bsecure Technologies
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Section 3 - Configuration

Contact Information

The Contact Information page is where you go to

view and edit your contact information. . _
y D-Link

securespet

Logged In: Joe Tester

To edit contact information, type in the appropriate -

information in the fields provided.

Country:

Timezone:

E-mail Address:

First Name: |J0e

EDIT YOUR CONTACT INFORMATION

Last Name: ITest&r

Address: |Quick Ave.

Line 2: IADl 4

ity State /Zi0: iz

I United States 'l

| (c8T) Central Standard Time

W Observe Daylight Savings

|m@edg9.com

Alt, E-mail Address: [m@yahoohoo.com

Phone: [(350) 585-6672

k| Acpty| Cancel

Copyright® 2006 D-Link Systems, Inc. | Powered by Bsecure Technologies
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Section 3 - Configuration

Password Security

Password Security

The Password Security page is where you go to view et o e
and edit your password information.

securespet

In the fields provided, enter a security question and | IR N N
answer. © s

The Password Security section sets up security question information needed to refrieve a forgoften password.

Password Security

The Password Security section allows you to add or edit information needed to retrieve a forgotten administration
password via email without having to contact Customer Support. If you forget your password and are unable to log in
under My Account section, simply click on Forgot Password? link to have an email sentto your main email contact
address.

Flease Iry to create a question and answer combination that children or other adults will not know the answer to.

Security Question: =l My school mazcot? |h1yrat‘sname

Security Answer: [Eeempls Jaguas ||att; cutie

Copyright © 20086 D-Li

tems, Inc. | Powered by Bsecure Technologies
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Section 3 - Configuration

The Master Password section of the Password
Security page is where you go to update your

password.

Master Password

HOME

unt

securespet

T N T
PASSWORD SECURITY

The Password Security section sets up security question information needed to retrieve a forgotten password.

Master Password

The Master Password is the password you created when registering your secu respol This is the password thatis used
to login to My Account.

Ta better protect your account, make sure that your password is memarable for you but difficult for others to guess. Do
nal share your password with anyone, and never use the same password that you've used in the past.

Current Password:
Hew Password:
Confirm Password:

D-Link DSD-150 User Manual
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Section 3 - Configuration

Client Security

The Client Security provides an option to allow (or Logged n: Jos Tester
disallow) network computers to attach to the Internet
without needing the thin client software.

securespet

| wowe | wews | sweorr | wcoor | |
) ur CLIENT SECURITY

The Client Settings section provides an option to allow (or disallow) network computers te attach to the internet without
needing the thin client software. Example: If you want to prevent the attachment of new computers without Antivirus and
Spyware protection, cheose Kedium or High Security,

" Low Security - Allow computers to attach to the network without requiring a thin client install for AV and Spyware. This
works well in public areas and hotspots where many users come and go. If Parental Confrols are enabled, itis possible to
bypass protection by removing the securespot device or altaching to another network,

= Medium Security - (default) Automatically requires all computers to have a thin client install far AV and Spyware, but
Frotection does allow computers to roam outside the local network, If Parental Controls are enabled, itis possible to bypass
protection by removing the securespot device or attaching to another netwaork.
Reporting i E il X " 1 . .
High Security - Automatically prompt new computers with a registration page that requires a thin dient install for
Antivirus and Spyware protection. If Parental Controls are enabled, this ensures that children can MOT circumvent the
filtering protection by remaoving the device from the netwaork. If computers roam outside the network, they require the admin
password to connect to the Internet.

Default Settings |

D-Link DSD-150 User Manual 20



Section 3 - Configuration

Parental Control

The Parental Conftrols feature protects your home from dangers of the Internet. giving you flexible control

. T — ! over websiles and internet applications.
CIICk Parental Control I \ '_' ¥ Enable Parental Controls

——

CATEGORIES

The Categories section allows you to customize the list of The Website Lists section allows you create custom lists of
default categories that are blocked. blocked /unblocked sites.

The Optlons section allows you enable key filtering features | [ The Scheduling section allows you to control Internet
of Password Override and Safely Lock access by days and times of the day.

PROFILES

The Group Profiles section allows you to manage settings
by global network, each computer andfor by person.

Copyright ® 2008 D-Link Systems, Inc. | Powered by Bsecure Technologies

The Parental Control feature contains options that enable you to adjust the default filter settings to your unique needs.
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Section 3 - Configuration

Categories

The Categories feature facilitates more explicit Logged nJ
content filtering through website category blocking
and unblocking.

securespet

HOME
_/' > l CATEGORIES THESE SETTINGS APPLY TO | [RaleETRE 2Ty g

The Categories section allows you to customize the list of categaries Age Group: [NotSelected =]
blocked by default. Check (or uncheck) the types of sltes you'd like to
see blocked
% Alcohol W Health/Medical ¥ Pomography =
I A M Holistic R Rated
¥ sutomobile M Humor ¥ Real Estate
¥ Banner Ads W Information Technology I Recreational
I~ Books and Literature ' Instant Messaging ¥ Reference
¥ Chat [ Internet Radio [ Religion
¥ Child Porn W Internet Senice Provider M Religious Opinion
™ comics W Legal ¥ search Engine
¥ Community Organizations ¥ Lifestyle ¥ Self Defense ~|

Defauit Settings | View Cateqory Definiions Apply | cancel

Copyright & 2006 D-Link Systems, Inc. | Powered by Bsecure Technologies
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Section 3 - Configuration

Website Lists

The Website Lists feature enables you to block or
allow specific websites by URL, and create “black”
or “white” lists if desired to control content filtering

more specifically. I N T T
2

The Website Lists section allows you create custom lists of blocked f unblocked sites. Choose eitherthe Allowed and
Blocked tab, then enter the web site URL to create your custom lists,

Allowed Websites

Enter new URL and press Add: ¥ = allow only these sites

[ntto:n

Clear List|
Default Settings OK | | Apply || Cancel
| Detautt settings | Lok ][ appiy | | cancel

*Please Mote: If you check the "Allow only these sites” option, itwill limit the user o yvour custom list only!

Copyright © 2006 D-Link Systems, Inc. | Powered by Bsecure Technologies

Enter the URL of all blocked websites.

WEBSITE LISTS THESE SETTINGS APPLY TO |[RGIetTRRE2 Ty o

The Website Lists section allows you create custom lists of blocked f unblocked sites. Choese eitherthe Allowed and
Blocked tab, then enter the web site URL to create your custom lists.

Blocked Websites Website List Available Space -Infinily

* Reporting

Enter new URL and press Adad: " = Block sites that are not categorized

Popup Ihlip:.rJ

@ Remove | | Clear List I
Default Settings OK | | Apply || Cancel
| Lok ] [apay] |

*Please Mote: If you check the "Allow only these sites” option, itwill limitthe user ta your custom list oniy!
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Section 3 - Configuration

Parental Control Options

The Parental Control Options area is where you go
to turn on or turn off content filtering. You may also
turn on or turn off the “password override” feature
that allows you to type in a password to override
any individual sites that are blocked. The safety
lock feature is designed to protect against users
accessing multiple blocked sites.

Logged In: Joe Tes!

D-Link securespst

PARENTAL CONTROLS OPTIONS THESE SETTINGS APPLY TO |[RalerTRE 00T fiai

The Options section allows you enable key filtering features of Password Override and Safety Lock.

STATUS | PASSWORD OVERRIDE SAFETY LOCK OPTION

e This option will allow you to Set up unique computer Low Medium High
B - and user profiles instead of one global policy for all. =
-: Firewall Leaving this unchecked is simpler but less flexible.

Saftey Lock Option - What does itmean?

i W Enable Parental Controls (Per Profile) This option helps prevent attempts to bypass the
( \ Ef&ﬂ?’n o e i N Confent Flilter. It forces the user to restart the
> This option will allow you to type in the administrator computer after specified number of attempls result in
7 = ETB;W;"C‘ l?) U‘_‘temde the black page and access blocked pages. Please move he above slider to
» T OChEC WEL Sias enable this option and determine what criteria will be
gg Reporting used for the saftey lock.

™ Enable Password Override for Blocked Sites

2 Default Settings |

Apply | [ Cancel

Copyright & 2006 D-Link Systems, Inc. | Powered by Bsecure Technologies
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Section 3 - Configuration

Scheduling

The Scheduling feature enables the control of
Internet access for each user profile on the account ink securespst
if desired. Web browsing can be controlled by time

[ wome | wews ] sweonr | ocor | |
of day and each day of the week.

SCHEDULING THESE SETTINGS APPLY TO ([RT==TRETELI Ty

The Scheduling section allows you to control Internet access by days and times of the day.
Click on the black slider confrols and move them to adjust times. You can drag one slider . Blocked . Unblocked
over another to set blocked times in the middle of the day.
&AM 12 PM & PM
Sunday Blocked B30 AM to 130 FM
Monday Unblocked 45 AM to 12:00 AWM
Tuesday Blocked 230 AM 1o 845 FM
Wednesday Blocked 445 AM 1o 616 FI
Thursday Unblocked 12:00AM to 330 PM
Friday Unblocked 145AM to 12:00 A
Saturday Unblocked F45AM to 12:00 A
5 AM 12 PM & PM

[Reset] - [ok] [appty] [ ca ncel |

MHote: You have the ability to create individual schedules by network, computer or user profile level by using the drop down list
inthe top right cormer.

Copyright & 2006 D-Link Systems, Inc. | Powered by Bsecure Technologies
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Section 3 - Configuration

The Profiles feature helps you to more explicitly
configure and manage Internet protection services
by enabling you to set up individual profiles for each
family member and/or computer, and to create or
edit profile passwords and associations.

After clicking on the edit icon to the right you can edit
the description name of the device.

You can also edit all of the registered computers that
appear on your SecureSpot network.

You can create user profiles, as well as link link the
profile to a Windows login.

Profiles

D-Link

PROFILES

Logged In: Jo

securespet

Contrel security policies for each computer or confrol them for each user,

User Group

18

Cable/DEL - .
Motam -
i | L",‘J Adrninistrator
securespt

LéJGJest

Computers

This window displays system information for your Securespot device.
Click on the editicon to the right to change the description

Description Signup Date Last Modified
12/12/2005 11:50;27 AW 12/27/2005 10:55:27 PM

Local MNetwork

tasdasdss

Copyright & 2006 D-Link Systems, Inc. | Powered by Bsecure Technologies

Computers Users

This window displays system information Tor your Securespot device.
Click on the editicon to the right to change the description.

Description Signup Date Last Modified
Local Metwork |tasuasdss 1201272005 11:59:27 AM 12/27/2005 10:55:27 PM ' o

This window displays all the registered computers on your Securespot network.
Click on the editicon to the right to add this computer to the group profile list.

MAC Address Computer Name Description
1L11:1111:11:34 CWLAPTOP CWLAPTOP1 5] ]
22:22:02:22:9255 BS09OPLS-CB7 Home Deskiop 9

Add Profile I

Devices Computers

This window lists all created user profiles. Click on the Add User Profile button an the far right to create a new user profile

Click an the Assaciate Windows Profiles buttan te autematically link this profile ta a Windews legin. By doing this, the user
will leg in automatically to his/her personal setlings when logaing into Windows.

[Fromie |
| arofitet 3 |

Max Profiles; 4 Associate Windows Profiles I | Add User Profile |

D-Link DSD-150 User Manual
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Section 3 - Configuration

Edit Computer

The Edit Computer section is where you go to edit
computer information.

Accaurt
lglis}

arefita
antro

securespet

SUPPORT LOGOUT

This window allows vou 1o adit individual computer infarmation. You may also changa vour compubar login password, Click

an OK to sawe 2ny changes.
Ofd Password:

Computer's Hame:
Compaters MAC Addrega: I‘I‘I:H"I‘I:‘H:H'!-ll HNew Pagsword:
Confirm Password:

CWLAPTOP

Mate: Passwoards must be atleast § characiers long. Store this informalion in a safe place

Description:  [CWLAPTORA
oK || cancel

Copyright @ 2006 D-Link Systemns, inc. | Powered by Baecure Technologles
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Section 3 - Configuration

Create Profile

The Create Profile section is where you go to add,
edit, and delete profiles.

securespet

HOME
2\

This window allows you to create individual user profiles with different security settings. Create a profile name and
password, then click OK to save. An example of use is creating unique parental control settings for different age groups.

Profile Name: I Example: Juan
Password: I
Confirm Password: |

Note: Usernames and passwords must be atleast 6 characters long. Store this information in a safe place.

NEWS SUPPORT

Another window should open with local Profile options, if this window does not appear, please click here to retry. If the
window fails to appezr, the D-Link Thin Client applications are not found on this computer, Click here o download and install
the D-Link Thin Clignt to your lacal system.

D-Link DSD-150 User Manual
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Section 3 - Configuration

Click Firewall »

Firewall

D-Link securespet
_

PERSONAL FIREWALL OPTIONS

The Firewall increases nebwork security by blocking entry and exit points for hackers, Trojan pregrams and
other threats.

¥ Enable Firewall

SECURITY SETTINGS SOFTWARE BLOCKING <]

—

Adjust default port lists commonly used by malicious code Control the execution of unknown or undefined software.

or create custom lists.

SOFTWARE SELECTIONS @ || POWNLOAD BLOCKING OPTIONS ]

Control usage of messaging, P2P and other popular Control different file types entering your network with this
programs known as security risks. advanced feature.

INTRUSION DETECTION

View or modify the permissions for all Undefined Internet-
based Applications

Copyright & 2006 D-Link Systems, Inc. | Powered by Bsecure Technologies

The Firewall further increases PC security by enabling the block of specific incoming and outgoing ports that may be
used as entry points by hackers and Trojan programs. The firewall has three levels of default port settings, but you may
add and delete ports according to your unique needs.

D-Link DSD-150 User Manual
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Section 3 - Configuration

Security Settings

The Security Settings page is where you go
to configure and modify your firewall and port securespet

settings.

ITY SETTI THESE SETTINGS APPLY T

Security Level

" pisabled & Low " Medium " High
The firewall has three levals of pre-set port lists. These settings block pons (or backdoors) commonly used by malicious
cade, In the Blocked Ports and Allowed Ports list below, advanced users may adjust port settings according te their custorn
naeds.

™ This feature allows you to better “hide” your systern from hackers by blacking requests for "ping™.

Blocked Ports

Port Number | Descnption | = Part Mumber | Description | |
3000 b ] 31337 ]
G348 b
6350 b
GEE6 b
G667 b ]
8311 v}
12345 i ]
12346 P =
AggNewFort [0 | @ 7cP Cupp | Block Port|

To deleta a port. click the trash bin icon next to the port number. To add a port, type the number in Add [ ey [ ey
New Port and click the Block Port button, then Apply or OK to save and exit @ "QD_WI ﬂl

Another window should opan with local Intrusion Detection options, ifthis window does not appear, please click here to retry,
If the window fails to appear, the D-Link Thin Client applications are notfound on this computer. Click here to download and
install the D-Link Thin Client to your local system.

Parental
_ontrol
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Section 3 - Configuration

Software Selections

The Software Selections area is where you go to
allow certain applications or computer programs.

SOFTWARE SELECTIONS THESE SETTINGS APPLY TO [E:L=1R0 T

The Software Seleclions section allows you to confrol usage of several messaging, Peer to Peer (P2P) and other popular
programs known as possible security andior safety risks, Check the boxes of software you wish to block,

Application Name | Category =
™ Adium Instant Messaging j
W Adware/Spyware AdwareiSpyware

I~ 2oL M Instant Messaging

W tres Peer-to-peer

W' Bear Share Peer-to-peer

¥ BifTorrent Peer-to-peer

¥ Bopup Messenger Instant Messaging j

| Default Semnqsl ﬂ] | nwvl Cancel |

Copyright & 2006 D-Link Systems, Inc. | Powered by Bsecure Technologies
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Section 3 - Configuration

Download Blocking Options

Download Blocking Options is where you can
configure whether or not to block the download of
applications to a PC.

DOWNLOAD BLOCKING OPTIONS

¥ Block all FTP downloads
M Block all HTTP (web) based downloads

Logged In: Joe T

securespet

THESE SETTINGS APPLY TO |[Mele={NRE 1

Download Options section allows advanced control of which files are downloaded onto your systems. For example, you
would like user “Juan” to be prevented from downloading mp3 and mpeg file types.

™ au ™ git
™ avi Ogz
¥ bmp ™ gzip
™ cab I jar
" class ™ java
I css ¥ jpeg
™ doc " ipg
I exe Cjs

Choosing to block the following file types will prevent any download of all files of that type,

™ movie Cra

™ mp2 I ram
W mpeg T m
W mpo I swi
W pdf [ tar
I~ png M igz
™ ppt I tf

It
I b
™ wav
™ wmnif
I xmi
I sl
I¥ zip

Default Settings |

Copyright @ 2006 D-Link

lems, Inc. | Powered by Bsecure Technologies
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Section 3 - Configuration

Software Blocking Options

The Software Blocking Options area is where you go Logged i Joe

to block certain applications or computer programs 2t
. D-Link securespet
that may be harmful to your PC or its users. P
= e —
SOFTWARE BLOCKING OPTIONS THESE SETTINGS APPLY TO

The Software Elocking section allows you to control the execution of software that is not already defined in an approved list
of known software.

@ Block unknown software
' Allow unknown software
' Prompt for action concerming unknown software

75 Identity iR -
,3 |l tu A | Default Settings |

Copyright & 2006 D-Link Systems, Inc. | Powered by Bsecure Technologies
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Section 3 - Configuration

Identity Protection

Prevent unwanted diclosure of your private and personal information. All personal or private information s
encrypted and contained within the device.

Another window should open with local Identify Protection options, if this window does not appear, please click here to retry. Iif
the window fails to appear, the D-Link Thin Client applications are notfound on this computer. Click here to download and

install the D-Link Thin Client to your local system.

Click Identity Protection &
ﬁ

The Identity Protection page is where you can enter private information, such as SSN, credit card numbers, bank
account numbers, etc. to prevent this information from being transmitted from your computers. For example, if a user
attempts to send an online form containing their SSN, they will receive a prompt notifying them of the fact that their
correspondence contains private information and asking them to verify that they want to send this information.

D-Link DSD-150 User Manual 34



Section 3 - Configuration

Click Reporting ¢

Reporting

D-Link securesp@t
e e e e )

TAMPER PROOF REPORTING OPTIONS

The Reporing Option creates a historical record of web sites that can not be alterad or earased. Use this
areato enable and configure reporting.

I¥ Enable Metwork Reporting

EMAIL ADDRESSES

OPTIONS

sentto.

Manage which email addresses your reports are being

Modify the collection options and the password of your
Accountability Pariner.

VIEW DEVICE LOG

—

Click to view the Device's Log file.

ARCHIVED REPORTS

Il o Bad Content [[] Questionable Content [ll Bad Content Blocked

s M T w T 5
25 27 28 1 2 3 4
B 6. 7 8 & 10 @il

Archive Date: 3M52006 Hits: MN/A
Rating: Mo Data Available
12 13 14 [REW 16 17 18 | Usethis at-a-glance calendar to spot attempted blocked sites. Click on any colored

19 20 21 22 23 24 25 block to display that day's detailed history.

26 27 28 29 30 31 1
8 T 8

Copyright & 2006 D-Link Systems, Inc. | Powered by Bsecure Technologies

Internet reporting contains an historical record of web history that is not able to be tampered with or erased by clearing
browser history files. The Reporting area is where you configure and manage Internet activity reports. They contain date,
time, website visited, website category, etc. and may be displayed at any time by the administrator or accountability

partner.
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Section 3 - Configuration

Email Addresses

This is where you set up the e-mail addresses to
which you want reports sent.

EMAIL ADDRESSES THESE SETTINGS APPLY TO RTINS

The Internet Activity (History) Report is server-based, meaning that the web history cannot be tampered with on
your computer, It records online activity by user andtime period, Rwill be automatically emailed to your choice
of email addresses on a weekly basis or upon demand using My Account

| Iﬁl Remove |

To add another email address, simply type it in here and click Add. When through with adding, Tok| [apew| [Cancet|
click the OK button to save. lﬂl EI ﬂl

006 D-Link Sy:

stems, Inc. | Powered by Bsecure Technologies
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Section 3 - Configuration

Reporting Options

This is where you go to edit what type of reporting you Logged n: Jos
receive and to modify the accountability password

The accountability password is a password known D-Link securespet

only fo the person accourable for montoring the A e
Web brOWSIng aCtIVIty Of anOther IndIVIduaI aun REPORTING OPTIONS THESE semnr,s:\ppur'ro

Accountability Password: |AAD

An Accountability partner is a trusted third party who receives the web history report. The 1 1T —a
Accountability Password seclion sets a password for a third pary to access the online history ﬂl | Apply Ca—l

reporting.

Copyright ® 2006 D-Link Systems, Inc. | Powered by Bsecure Technologies
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Section 3 - Configuration

Popup Blocker

Logged In: Joe Tester

securespet

Another window should open with local Popup Blocker options, if this window does not appear, please dlick here to retry. Ifthe
window fails to appear, the D-Link Thin Client applications are notfound on this computer. Click here to download and install
the D-Link Thin Clientto your local system

Click Popup Blocker }
é

Copyright & 2006 D-Link Systems, Inc. | Powered by Bsecure Technologies

The Popup Blocker blocks unwanted and annoying popups from appearing while you browse the web.
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Section 3 - Configuration

AntiVirus/Spyware

Logged In: Joe Tester

securesp@t

Another window should open with local AntiVirus/Spyware options, if this window does not appear, please click here to retry. If
the window fails to appear, the D-Link Thin Client applications are not found on this computer, Click here to download and
install the D-Link Thin Client to your local system.

Click AntiVirus/Spyware }
ﬁ

Copyright ® 2006 D-Link Systems, Inc. | Powered by Bsecure Technologies

The Antivirus/Spyware protection feature protects your computer from viruses that wreak havoc on your system and
from spyware that steals your personal information and tracks your web-browsing habits.
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Section 3 - Configuration

Spam Blocker

Logged In: .\

D-Link securespet

The Spam feature saves time and protects your computers by helping redirect junk, phishing and
pharming emails to spam folders.

I¥ Enable the Spam fiter

SPAM TAG

Use this area to define a personal “tag™ for unwanted emails, This feature uses a series of techniques to tag” unwanted
emails with a user defined prefix. Suspected junk email will contain this prefix in the subject line of your incoming mail.
tity Simply setup a rule in your Quliook, Oullook Express or any other POP2 email client to redirect this tagged email to a spam

ntity
Protection ot

Reparting

Click Spam Blocker " >

Copyright @ 2006 D-Link Systems, Inc. | Powered by Bsecure Technologies

The Spam Blocker feature saves time and protects your computers by helping redirect junk, phishing and pharming emails
to spam folders. Use this area to define a personal “tag” for unwanted emails. This feature uses a series of techniques
to “tag” unwanted emails with a user defined prefix. Suspected junk email will contain this prefix in the subject line of
your incoming mail. Simply set up a rule in your Outlook, Outlook Express or any other POP3 email client to redirect
this tagged email to a spam folder.
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Section 3 - Configuration

In the field provided, enter the desired subject tag Loggedin
for spam e-mail.

securespet

SPAM TAG SELECTED: BE:BE:BE:BE:EEBE ¥

Spam Subject Tag: [SPAN

Use this area to define a personal “tag” for unwanted emails. The default is "SPAM"

Copyright @ 2006 D-Link Systems, Inc. | Powered by Bsecure Technologies
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Appendix A - Networking Basics

Networking Basics

Check your IP Address

After you install your new D-Link adapter, by default, the TCP/IP settings should be set to obtain an IP address from a
DHCP server (i.e. wired/wireless router) automatically. To verify your IP address, please follow the steps below.

Click on Start > Run. In the run box type emd and click OK.

At the prompt, type ipconfig and press Enter. 5 C:\WINDOWS\system32\cmd.exe

Microsoft Windows HP [Uersion 5.1.26080]
CC» Copyright 1985-28081 Microsoft Corp.

This will display the IP address, subnet mask, and
the default gateway Of your adapter C:“Documents and Settings*ipconfig

Mindows IP Configuration

Ethernet adapter Local Area Connection:

If the address is 0.0.0.0, check your adapter

Connection—specific DMS Suffix . = dlink

installation, security settings, and the settings Ibfddresss =5 SRS e S : 3655385 555 .0

Default Gateway

on your router. Some firewall software programs
may block a DHCP request on newly installed
adapters.

C:~Documents and Settings>_

If you are connecting to a wireless network at a
hotspot (e.g. hotel, coffee shop, airport), please contact an employee or administrator to verify their wireless network
settings.
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Appendix A - Networking Basics

Statically Assign an IP Address

If you are not using a DHCP capable gateway/router, or you need to assign a static IP address, please follow the steps
below:

Step 1
Windows® XP - Click on Start > Control Panel > Network Connections.
Windows® 2000 - From the desktop, right-click My Network Places > Properties.

Step 2
Right-click on the Local Area Connection which represents your D-Link network adapter and select Properties.

Step 3
Highlight Internet Protocol (TCP/IP) and click Properties.

Step 4
Click Use the following IP address and enter an IP address that is on the same subnet as your network or the LAN
IP address on your router.

Internet Protocol (TCP/IP) Properties

[General |
Example: If the router’s LAN IP address is 192.168.0.1, make your IP address || yecng e i ssised aionsica i yus ek supors

thiz capabili_ty. Dtherwi_se, you need to azk your netwaork, administrator for
192.168.0.X where X is a number between 2 and 99. Make sure that the number | ™™™

. . Obtain an [P addiess automaticall
you choose is not in use on the network. Set Default Gateway the same as the LAN ..

IP address of your router (192.168.0.1). B ;:;12:225 502
ubnet mask: : - :
Drefault gateway: :192188 i _

Set Primary DNS the same as the LAN IP address of your router (192.168.0.1). The

Secondary DNS is not needed or you may enter a DNS server from your ISP. 8 U r RS dd';sm? :
Prefered DNS server: s 188, 0 1 |
Alternate DNS server: ‘_ . . . :'
Step 5
. . . Advance d...
Click OK twice to save your settings. (—— B
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Appendix A - Networking Basics

Apple Macintosh® 0S X

Go to the Apple Menu and click on System Preferences, and select Network.

Click Network

Select Built-in Ethernet in the Show |

pull down menu.

Select Using DHCP in the Configure |

pull down menu. l

The IP address information, the Subnet Mask, the Router’s IP address, and the Ethernet

adapter address will appear.

Click Apply Now and restart your

computer (if necessary).

—

(-XS)
Show All
Personal
= O =
] H EE m @) ‘@‘_Ji @
esktap. K General Inty Universal
Access
Hardwar
=i [
¢ ® ¢y m § 4
ColorSync ; board  Mouse d
Intern. e] & Network
nnnnnnn Netwark QuickTi h:
System
i 0 l
2 @ @ § B 2
Classic Date & Time ftware  Speecl h Startup Disk ~ Users
nnnnnn
806" Network =1
« =8 3
ShowAll | Displays Sound Network Startup Disk
* Location: | Automatic '31
Show: | Built-in Ethernet =
—J Manually
Manually using DHCP Router
[sCLLETTE v Using DHCP
Servers (Optionall
T Search Domains (Optional)
DHCP Client ID:
(Optional)
Example: apple.com, earthlink.net
Ethernet Address
@ Click the lock to prevent further changes. Apply Now
86C Network =1
w = AQ 3
ShowAll | Displays Sound Newwork Startup Disk
Location: | Automatic ':j
Show: | Built-in Ethernet [
- \
frcepie) eeroe | appleTalic | Proxies
Configure: | Using DHCP |

Domain Name Servers (Optional)

IP Address: 192.168.0.160
(Provided by DHCP Server)

Subnet Mask: 255.255.255.0

Router: 192.168.0.1 S et

DHCP Client ID:
(Optional)

Example: apple.com, earthlink.net
Ethernet Address: 00:06:96:79:de:5a

= ”%} - Agply Now
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Appendix C - Technical Specifications

Technical Specifications

Networking Protocols
* TCP/IP, HTTP

Connectivity
* 10/100Mbps Fast Ethernet
* Auto Negotiation

Security
e Administrator and User Group Protected
* Password Authentication

Operating System
¢ Microsoft Windows® XP/2000
e Macintosh OSX 10.3, and 10.4

Browser
* Internet Explorer v6
e Safari
* Firefox

Power
* External Power Supply
* 5V DC 2.0A
* Power Consumption 5.5W

Dimensions
* 3" (L) x3.5” (W) x 1.875” (H)

Warranty
* 1-Year
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Appendix D - Technical Support

Contacting Technical Support

You can find software updates and user documentation on the D-Link website.

D-Link provides free technical support for customers within the United States and within Canada for the
duration of the warranty period on this product.

U.S. and Canadian customers can contact D-Link technical support through our web site, or by
phone.

Tech Support for customers within the United States:
D-Link Technical Support over the Telephone:
(877) 453-5465
24 hours a day, seven days a week.

D-Link Technical Support over the Internet:
http://support.dlink.com/contact/

Tech Support for customers within Canada:
D-Link Technical Support over the Telephone:
(800) 361-5265
Monday to Friday 7:30am to 9:00pm EST

D-Link Technical Support over the Internet:
http://support.dlink.ca
email:support@dlink.ca

D-Link DSD-150 User Manual
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Appendix E - Warranty

Warranty

Subject to the terms and conditions set forth herein, D-Link Systems, Inc. (“D-Link”) provides this Limited Warranty:

* Only to the person or entity that originally purchased the product from D-Link or its authorized reseller or distributor, and
* Only for products purchased and delivered within the fifty states of the United States, the District of Columbia, U.S. Possessions
or Protectorates, U.S. Military Installations, or addresses with an APO or FPO.

Limited Warranty:

D-Link warrants that the hardware portion of the D-Link product described below (“Hardware”) will be free from material defects in
workmanship and materials under normal use from the date of original retail purchase of the product, for the period set forth below
(“Warranty Period”), except as otherwise stated herein.

* Hardware (excluding power supplies and fans): One (1) year
* Power supplies and fans: One (1) year
* Spare parts and spare kits: Ninety (90) days

The customer’s sole and exclusive remedy and the entire liability of D-Link and its suppliers under this Limited Warranty will be, at D-Link’s
option, to repair or replace the defective Hardware during the Warranty Period at no charge to the original owner or to refund the actual
purchase price paid. Any repair or replacement will be rendered by D-Link at an Authorized D-Link Service Office. The replacement
hardware need not be new or have an identical make, model or part. D-Link may, at its option, replace the defective Hardware or any part
thereof with any reconditioned product that D-Link reasonably determines is substantially equivalent (or superior) in all material respects
to the defective Hardware. Repaired or replacement hardware will be warranted for the remainder of the original Warranty Period or ninety
(90) days, whichever is longer, and is subject to the same limitations and exclusions. If a material defect is incapable of correction, or if
D-Link determines that it is not practical to repair or replace the defective Hardware, the actual price paid by the original purchaser for the
defective Hardware will be refunded by D-Link upon return to D-Link of the defective Hardware. All Hardware or part thereof that is replaced
by D-Link, or for which the purchase price is refunded, shall become the property of D-Link upon replacement or refund.
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Appendix E - Warranty

Limited Software Warranty:

D-Link warrants that the software portion of the product (“Software”) will substantially conform to D-Link’s then current functional specifications
for the Software, as set forth in the applicable documentation, from the date of original retail purchase of the Software for a period of ninety
(90) days (“Software Warranty Period”), provided that the Software is properly installed on approved hardware and operated as contemplated
in its documentation. D-Link further warrants that, during the Software Warranty Period, the magnetic media on which D-Link delivers the
Software will be free of physical defects. The customer’s sole and exclusive remedy and the entire liability of D-Link and its suppliers under
this Limited Warranty will be, at D-Link’s option, to replace the non-conforming Software (or defective media) with software that substantially
conforms to D-Link’s functional specifications for the Software or to refund the portion of the actual purchase price paid that is attributable
to the Software. Except as otherwise agreed by DLink in writing, the replacement Software is provided only to the original licensee, and
is subject to the terms and conditions of the license granted by D-Link for the Software. Replacement Software will be warranted for the
remainder of the original Warranty Period and is subject to the same limitations and exclusions. If a material non-conformance is incapable
of correction, or if D-Link determines in its sole discretion that it is not practical to replace the non-conforming Software, the price paid by
the original licensee for the non-conforming Software will be refunded by D-Link; provided that the non-conforming Software (and all copies
thereof) is first returned to D-Link. The license granted respecting any Software for which a refund is given automatically terminates.

Non-Applicability of Warranty:

The Limited Warranty provided hereunder for Hardware and Software portions of D-Link’s products will not be applied to and does not cover
any refurbished product and any product purchased through the inventory clearance or liquidation sale or other sales in which D-Link, the
sellers, or the liquidators expressly disclaim their warranty obligation pertaining to the product and in that case, the product is being sold
“As-Is” without any warranty whatsoever including, without limitation, the Limited Warranty as described herein, notwithstanding anything
stated herein to the contrary.

Submitting A Claim:
The customer shall return the product to the original purchase point based on its return policy. In case the return policy period has expired
and the product is within warranty, the customer shall submit a claim to D-Link as outlined below:

* The customer must submit with the product as part of the claim a written description of the Hardware defect or Software
nonconformance in sufficient detail to allow DLink to confirm the same, along with proof of purchase of the product (such

as a copy of the dated purchase invoice for the product) if the product is not registered.

* The customer must obtain a Case ID Number from D-Link Technical Support at 1-877-453-5465, who will attempt to assist
the customer in resolving any suspected defects with the product. If the product is considered defective, the customer must
obtain a Return Material Authorization (“RMA”) number by completing the RMA form and entering the assigned Case ID
Number at https://rma.dlink.com/.
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* After an RMA number is issued, the defective product must be packaged securely in the original or other suitable shipping
package to ensure that it will not be damaged in transit, and the RMA number must be prominently marked on the outside
of the package. Do not include any manuals or accessories in the shipping package. DLink will only replace the defective
portion of the product and will not ship back any accessories.

* The customer is responsible for all in-bound shipping charges to D-Link. No Cash on Delivery (“COD”) is allowed. Products
sent COD will either be rejected by D-Link or become the property of D-Link. Products shall be fully insured by the customer
and shipped to D-Link Systems, Inc., 17595 Mt. Herrmann, Fountain Valley, CA 92708. D-Link will not be held responsible
for any packages that are lost in transit to D-Link. The repaired or replaced packages will be shipped to the customer via
UPS Ground or any common carrier selected by D-Link. Return shipping charges shall be prepaid by D-Link if you use an
address in the United States, otherwise we will ship the product to you freight collect. Expedited shipping is available upon
request and provided shipping charges are prepaid by the customer. D-Link may reject or return any product that is not
packaged and shipped in strict compliance with the foregoing requirements, or for which an RMA number is not visible from
the outside of the package. The product owner agrees to pay D-Link’s reasonable handling and return shipping charges
for any product that is not packaged and shipped in accordance with the foregoing requirements, or that is determined by
D-Link not to be defective or non-conforming.

What Is Not Covered:

The Limited Warranty provided herein by D-Link does not cover:

Products that, in D-Link’s judgment, have been subjected to abuse, accident, alteration, modification, tampering, negligence, misuse, faulty
installation, lack of reasonable care, repair or service in any way that is not contemplated in the documentation for the product, or if the
model or serial number has been altered, tampered with, defaced or removed; Initial installation, installation and removal of the product for
repair, and shipping costs; Operational adjustments covered in the operating manual for the product, and normal maintenance; Damage
that occurs in shipment, due to act of God, failures due to power surge, and cosmetic damage; Any hardware, software, firmware or other
products or services provided by anyone other than D-Link; and Products that have been purchased from inventory clearance or liquidation
sales or other sales in which D-Link, the sellers, or the liquidators expressly disclaim their warranty obligation pertaining to the product.

While necessary maintenance or repairs on your Product can be performed by any company, we recommend that you use only an Authorized
D-Link Service Office. Improper or incorrectly performed maintenance or repair voids this Limited Warranty.

Disclaimer of Other Warranties:

EXCEPT FOR THE LIMITED WARRANTY SPECIFIED HEREIN, THE PRODUCT IS PROVIDED “AS-IS” WITHOUT ANY WARRANTY
OF ANY KIND WHATSOEVER INCLUDING, WITHOUT LIMITATION, ANY WARRANTY OF MERCHANTABILITY, FITNESS FOR A
PARTICULAR PURPOSE AND NONINFRINGEMENT.
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IF ANY IMPLIED WARRANTY CANNOT BE DISCLAIMED IN ANY TERRITORY WHERE A PRODUCT IS SOLD, THE DURATION OF
SUCH IMPLIED WARRANTY SHALL BE LIMITED TO THE DURATION OF THE APPLICABLE WARRANTY PERIOD SET FORTH ABOVE.
EXCEPT AS EXPRESSLY COVERED UNDER THE LIMITED WARRANTY PROVIDED HEREIN, THE ENTIRE RISK AS TO THE QUALITY,
SELECTION AND PERFORMANCE OF THE PRODUCT IS WITH THE PURCHASER OF THE PRODUCT.

Limitation of Liability:

TOTHE MAXIMUM EXTENT PERMITTED BY LAW, D-LINK IS NOT LIABLE UNDER ANY CONTRACT, NEGLIGENCE, STRICT LIABILITY
OR OTHER LEGAL OR EQUITABLE THEORY FOR ANY LOSS OF USE OF THE PRODUCT, INCONVENIENCE OR DAMAGES OF ANY
CHARACTER, WHETHER DIRECT, SPECIAL, INCIDENTAL OR CONSEQUENTIAL (INCLUDING, BUT NOT LIMITED TO, DAMAGES FOR
LOSS OF GOODWILL, LOSS OF REVENUE OR PROFIT, WORK STOPPAGE, COMPUTER FAILURE OR MALFUNCTION, FAILURE OF
OTHER EQUIPMENT OR COMPUTER PROGRAMS TO WHICH D-LINK’S PRODUCT IS CONNECTED WITH, LOSS OF INFORMATION
OR DATA CONTAINED IN, STORED ON, OR INTEGRATED WITH ANY PRODUCT RETURNED TO D-LINK FOR WARRANTY SERVICE)
RESULTING FROM THE USE OF THE PRODUCT, RELATING TO WARRANTY SERVICE, OR ARISING OUT OF ANY BREACH OF
THIS LIMITED WARRANTY, EVEN IF D-LINK HAS BEEN ADVISED OF THE POSSIBILITY OF SUCH DAMAGES. THE SOLE REMEDY
FOR A BREACH OF THE FOREGOING LIMITED WARRANTY IS REPAIR, REPLACEMENT OR REFUND OF THE DEFECTIVE OR
NONCONFORMING PRODUCT. THE MAXIMUM LIABILITY OF D-LINK UNDER THIS WARRANTY IS LIMITED TO THE PURCHASE
PRICE OF THE PRODUCT COVERED BY THE WARRANTY. THE FOREGOING EXPRESS WRITTEN WARRANTIES AND REMEDIES
ARE EXCLUSIVE AND ARE IN LIEU OF ANY OTHER WARRANTIES OR REMEDIES, EXPRESS, IMPLIED OR STATUTORY.

Governing Law:

This Limited Warranty shall be governed by the laws of the State of California. Some states do not allow exclusion or limitation of incidental
or consequential damages, or limitations on how long an implied warranty lasts, so the foregoing limitations and exclusions may not apply.
This Limited Warranty provides specific legal rights and you may also have other rights which vary from state to state.

Trademarks:
D-Link is a registered trademark of D-Link Corporation/D-Link Systems, Inc. Other trademarks or registered trademarks are the property
of their respective owners.

Copyright Statement:

No part of this publication or documentation accompanying this product may be reproduced in any form or by any means or used to make
any derivative such as translation, transformation, or adaptation without permission from D-Link Corporation/D-Link Systems, Inc., as
stipulated by the United States Copyright Act of 1976 and any amendments thereto. Contents are subject to change without prior notice.

Copyright 2006 by D-Link Corporation/D-Link Systems, Inc. All rights reserved.
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CE Mark Warning:

This is a Class B product. In a domestic environment, this product may cause radio interference, in which case the user may be required
to take adequate measures.

FCC Statement:

This equipment has been tested and found to comply with the limits for a Class B digital device, pursuant to part 15 of the FCC Rules.
These limits are designed to provide reasonable protection against harmful interference in a residential installation. This equipment
generates, uses, and can radiate radio frequency energy and, if not installed and used in accordance with the instructions, may cause
harmful interference to radio communication. However, there is no guarantee that interference will not occur in a particular installation. If
this equipment does cause harmful interference to radio or television reception, which can be determined by turning the equipment off
and on, the user is encouraged to try to correct the interference by one or more of the following measures:

* Reorient or relocate the receiving antenna.

* Increase the separation between the equipment and receiver.

* Connect the equipment into an outlet on a circuit different from that to which the receiver is connected.
* Consult the dealer or an experienced radio/TV technician for help.

For detailed warranty information applicable to products purchased outside the United States, please contact the corresponding local D-Link
office.
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Registration

Register your product online at:
http://support.dlink.com/register

Product registration is entirely voluntary and failure to complete or return this form will not diminish your warranty
rights.

Version 1.0
March 17, 2006
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