D-Link

Building Networks for People

WIRELESS

Port Forwarding Guide

This document will detail how to configure Port Forwarding on the following models
DSL-2730B Revision T1 Firmware AU_2.00
DSL-2740B Revision F1 Firmware AU_2.00
DSL-2750B Revision B1 Firmware AU_2.00

NOTE:

It is recommended that your PC is configured with a Static IP when
using Port Forwarding. See page 6 - how to configure Windows 7 with a
static IP.
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1. Log in to the modem with the computer connected to the modem via Ethernet.
URL: http://192.168.1.1 (default)

Username: admin

Password: admin (default)

PO~ B¢ X || & ADSL Router

Product Page: DSL-2730B

Welcome to DSL-2730B Web Management

Username: admin ~
Password: eeees|

[] Remember my login info.

WIRELESS

Copyright © 2008-2011 D-Link Systems, Inc.

3:42PM
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& http://192.168.1.1/indexhtml

Product Page: DSL-2730B

Configure your wireless basic settings.
Port Triggering

ADVANCED WIRELESS -- ADVANCED SETTINGS

Allows you to configure advanced features of the wireless LAN interface.

I Advanced Settings

ADVANCED WIRELESS -- MAC FILTERING

Allows you to configure wireless firewall by denying or allowing designated MAC addresses.

MAC Filtering

Routing
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3. Select PORT FORWARDING in the left menu.

P - B¢ X | @ D-Link ADSL Router

Site Map Firmware V

Configure your wireless basic settings.

ADVANCED WIRELESS -- ADVANCED SETTINGS

Allows you to configure advanced features of the wireless LAN interface.

I Advanced Settings

_ ADVANCED WIRELESS -- MAC FILTERING
outing

Allows you to configure wireless firewall by denying or allowing designated MAC addresses.

Schedules

Logout MAC Filtering

4. Click ADD to create a new port forwarding rule. In this guide, a rule for Remote Desktop is
created.

2.168.1.1/indexhtm| Link ADSL Router

Product Page: DSL-2730B

Port Forwarding allows you to direct incoming traffic from the WAN side (identified by protocol and
external port) to the internal server with a private IP address on the LAN side. The internal port is
required only if the external port needs to be converted to a different port number used by the
server on the LAN side. A maximum of 32 entries can be configured.

Select the service name, and enter the server IP address and click "Apply” to forward IP packets for
this service to the specified server. NOTE: The "Internal Port End" cannot be changed. It is the
same as "External Port End" normally and will be the same as the "Internal Port Start” or
"External Port End" if either one is modified.

PORT FORWARDING SETUP

External Internal Seryer
Port  Pprotocol
Start End

Use Lan Schedule
Interface Loopback Rule
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5. The DSL-2730B allows you to select a preset rule or create a manual rule.
-Select a Service: these are presets included in the unit’s configuration.
-Server Name: this option allows you to create a manual port forward rule if no preset for

your service exists e.g. Remote Desktop

@ http://192.168.1.1/indexhtml P ~ 8¢ X || @ D-Link ADSL Router x

PORT FORWARDING SETUP

Remaining number of entries that can be configured: 32

Use Interface  : pppoe_0_8_35/ppp0 ~

Selecta :
o s Click to Select] o
° Service (Click to Select)
O Custom Server :
Schedule : Aways ~ view Available Schedules

Server IP Address :  192.168.1.

External Port  External Port
End

Internal Port  Internal Port L
Start Start

Looj
TP v i

Protocol

TP v i

TCP M 1

e A i
TCP - [
TP - i
TCP - i
Tcp - il

TCP - [
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6. Select the Server Name option to create your own rule.

7. Enter a name for the Server Name e.g. RDP-MyPC used in this example (RDP = Remote
Desktop).

’ @ http://192168.1.1 /indexhtml @ D-Link ADSL Router

Remaining number of entries that can be configured: 32

Use Interface :  pppoe_0_8_35/ppp0 -

~ Selecta
~ Service

© Custom Server : RDP-MyPC
Schedule : Aways v View Available Schedules
Server IP Address :  192.168.1.3

Port Port 1 Port
Start End Start

8. If you would like the rule to always be active, leave the Schedule as ALWAYS. You may also
create a schedule by clicking ‘View Available Schedules’

9. Enter the IP Address of the system running the Remote Desktop service. The system in this
configuration was set with a Static IP — 192.168.1.3

-External Port Start: 3389
-External Port End: 3389
-Protocol: TCP

-Internet Port Start: 3389

NOTE:
If you have multiple PC'’s you wish to enable a service such as Remote Desktop

on, you will need to create a different External Port Start and End for each PC
e.g.

-PC 1: 3389 (standard)
-PC2:3390
-PC3:3391

10. Click APPLY to save and activate the rule created.
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-To check whether the port is successfully forwarded, go to www.canyouseeme.org and enter
the ‘external port’ used in your port forwarding rule and click Submit. It will return with a

Success or Error message.
How to configure Windows 7 with a static IP Address.

1. Click the ‘Network’ icon in the windows task tray.

2. Select Open Network and Sharing Center

Currently connected to:

Network 11
=255 Nolnternet access

Dial-up and YPM
D-Link Dial-Up PPP Connection

VPN Connection

Open Metwork and Sharing Center

P 11.15AM
- [_E s
el W03 s a010 Wl

—
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3. Select Change Adapter Settings from the left menu panel.

=3 ECH 5

= » Control Panel » All Control Panel ltems » Metwork and Sharing Center - |#, | | Search Con... 2O |

@

GO

Control Panel Home

View your basic network information and set up connections

ceth 1 i See full map
[_C_hanqe aclacter.ettlnqg Lb-h.h 4 x ‘Q’U [

Change advanced sharing

settings USER-PC Metwork 11 Internet
(This computer)
View your active networks Connect or disconnect
Access type: Mo Internet access
Network 11 H a Beadyt .
omeGroup: leady to create
t‘ l_// Home netwark e - -
- Connections: § Lecal Area Connection 1
Change your networking settings
‘E. Set up a new connection or network
] R X .
Set up a wireless, breadband, dial-up, ad hoc, or VPN connection; or set up a router or access
point.
=§. Connect to a network
Connect or reconnect to a wireless, wired, dial-up, or VPN network connection,
. *% Choose homegroup and sharing options
See also
Access files and printers located on other network computers, or change sharing settings,
HomeGroup

Internet Opticons Troubleshoot problems

Windows Firewall Diagneose and repair network problems, or get troubleshooting information,

4. Right Click the icon of the adapter which you are using to access the Internet e.g. Local Area

Connection (Wired) or Wireless Network Connection (Wireless) and select Properties.

[

l. D-Link Dial-Up PPP Connection : Local Area Connection 1

'@' Bridge Connections

Create Shortcut

i’ 1 .| .
@uv| ﬁl-' » Control Panel » Metwork and Internet » Metwork Connections » - | +3 | (
Organize * Disable this network device Diagnose this connection Rename this connection b o

VPN Connection

- :'A_ Disconnected e Metwork 11 - :.'h" Disconnected
':;‘ D-Link USE ADSL WAN Modem @ Marvell Yukon 88ES0F> —1 == Akl b L inort (KEv
B Disable
Status
Diagnose

Delete
B Rename
'@.‘ Properties
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5. Select Internet Protocol Version 4 (TCP/IPv4) and click the Properties button.

P 4

4 Local Area Connection 1 Properties @

Metworlding

Connect using:

E'* Marvell Yulon 88E2053 PCI-E Gigabit Ethemet Controller

This connection uses the following items:

0% Cliert for Microsoft Networks

g.ﬁ.NDD Metworlk Securty Fitter driver

[ QQDS Packet Scheduler

[ gFlle and F‘nnter Shanngfur Mlu:n:usu:lﬂ Metwarks

Liscoveny Wapper /0 Driver
[l s Link- La}'er Topalagy Discoveny Responder

[ Imstall... ] Uninstall l

Description

Transmission Control Protocol/Intemet Protocal. The default
wide area networlk protocol that provides communication
across diverse interconnected networks.

QK ] [ Cancel

6. Select the radio button beside Use the following IP address:

-Enter the static IP you wish to assign your PC. It will need to be in range of your router LAN
subnet e.g. 192.168.1.x

-In this example, the modem LAN IP is 192.168.1.1 and therefore 192.168.1.3 is used for this
particular PC’s IP Address

-Subnet mask: automatically filled for the user
-Default Gateway: 192.168.1.1 (modem IP address)

-DNS Servers: in this example the modem is used as the Primary DNS server (192.168.1.1).
However this can be assigned with your ISP’s DNS or alternative DNS servers.
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Internet Protocol Version 4 (TCP/IPv4) Properties

General

You can get IP settings assigned automatically if vour network supports
this capahbility, Otherwise, you need to ask yvour network administrator
for the appropriate IP settings,

() Obtain an IP address automatically

IF address:
Subnet mask:

Default gateway:

Obtain DMS server address automatically

i@ Use the following DMS server addresses:

[y

Preferred DS server: 192 . 168 . 1

Alternate DMS server; |

[ validate settings upon exit

7. Click OK to save and activate the changes, followed by OK or CLOSE on the window

following.
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