Forgot Wireless Security Password

This document details how to locate your Wireless Security Password
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1. Open your Internet Browser and in the address field type http://192.168.1.1.
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Log in to the router
User Name : |
Password : Log In

[] Remember my login info. on this computer

BRORADBAND

100% v .

2. Type in the Username and Password you assigned to your modem when you were setting it up. If you did not
change them, the factory defaults are:

Username: admin
Password: admin

If you cannot recall the password you assigned to your modem you will need to reset the modem to factory
defaults by pressing the reset button for 10 seconds. Please note that this will revert all the settings in the
modem to factory settings and you will have to reconfigure it with your Internet settings and Wireless
security.

3. You should now be presented with your modem’s configuration pages:
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Product Page: Firmware

DSL-27408 SETUP ‘ ADVANCED MAINTENANCE STATUS “

There are two ways to set up your Intemet connection: you can use the Web-based
Intemet Connection Setup Wizard, or you can manually configure the connection.

Please make sure you have your ISP's connection settings first i you choose to setup
manualy.

INTERNET CONNECTION WIZARD

You can use this wizard for assistance and quick connection of your new D-Link Router to
the Intemet. You wil be presented with step-by-step instructions in order to get your
Intemet connection up and running. Click the button below to begin.

Note: Before bunching the wizard, please ensure you have correctly folowed the steps
outlined in the Quick Instalation Guide included with the router.
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4. Please click on Setup > Wireless Settings > Manual Wireless Connection Setup button:

Wizard
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Wireless Settings ' Setup wizard or you can manually configure the connection.
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There are 2 ways to setup your wireless connection.You can use the Wireless Connection

Please note that changes made on this section will also need to be duplicated to your
wireless clients and PC.

WIRELESS CONNECTION SETUP WIZARD

If you would like to utilize our easy to use Web-based Wizard to assist you in connecting
your new D-Link Systems Wireless Router to the Internet, click on the button below.

[ Wireless Connection Setup Wizard ]

Note:Before launching the wizard,please make sure you have followed all steps outlined in
the Quick Installation Guide included in the package.

ADD WIRELESS DEVICE WITH WPS(WI-FI PROTECTED SETUP) WIZARD

This wizard is designed to assist you in connecting your wireless device to your router.It wil
quide you through step-by-step instructions on how to get your wireless device
connected.Click the button below to begin.

[ Add Wireless Device with WPS ]

MANUAL WIRELESS CONNECTION OPTIONS

If you would like to configure the Wireless settings of your new D-Link Router manually,
then click the button belo

Manual Wireless Connection Setup

Copyright @ 2005-2012 D-Link Systems, Inc.

5. Scroll down to middle of the page, to the Wireless Security Mode section:

WIRELESS NETWORK SETTINGS

Enable Wireless : Always ¥
Wireless Netwo;l;sﬂla[;r;? MyWirelessSSID
Country : AUSTRALIA-AU v
Wireless Channel: Auto ¥
802.11 Mode : Mixed 802.11n, 802,11gand 802.11b ¥
Bandwidth : Auto 20/40MHz ¥

Transmission Rate : Best (automatic) ¥ (Mbit/s)
Hide Wireless Network : []
AP Isolation : []

Firmware Version: AU_2.00

curing your
wireless network. Change it
to a familiar name that does
not contain any personal
information.

Enable Auto Channel Scan so
that the router can select the
best possible channel for your
wireless network to operate
on.

Choosing to hide your
wirel ety so helps to
Secure your k,

network listed

scan for a

To connect your wirel
devices to the router you will
need to manually

(Please take a note of your
SSID and keep it to hand).
If you have enable: eless
security, please ma

you take a note of your
encayp 7. You will need
to enter this and the SSID on
any wirs device that you
connect to your network.

-
D'Lmk D-Link Technical Support — How to locate Wireless Security Password

TechSupport

Page 3 of 4



If the Security Mode is set to [None], it means there is no Wireless Security Password configured for this modem.
Your wireless network is open to everyone.

WIRELESS SECURITY MODE

To protect your privacy you can configure wireless security features. This device supports
three wireless security modes including: WEP, WPA, WPA2 and Auto.

The WEP mode is the original wireless encryption standard.WPA provides a higher level of
security.

For maximum compatibility,use WPA.This mode uses TKIP cipher.Some gaming and legacy
devices work only in this mode.For best security,use WPA2 mode.This mode uses AES
(CCMP) cipher and legacy stations are not allowed access with WPA security.Use Auto
(WPA or WPA2) mode to achieve a balance of strong security and best compatibility. This
mode uses WPA for legacy clients while maintaining higher security with stations that are
WPA2 capable.Also the strongest cipher that the client supports wil be used

To achieve better wireless performance use WPA?2 security mode (or in other words AES
cipher).

Security Mode : None v

If the Security Mode is set as [WEP], [WPA] or [WPA2], it means your wireless network is protected with a password.

WIRELESS SECURITY MODE

To protect your privacy you can configure wireless security features. This device supports
three wireless security modes including: WEP, WPA, WPA2 and Auto.

The WEP mode is the original wireless encryption standard.WPA provides a higher level of
security.

For maximum compatibility, use WPA. This mode uses TKIP cipher.Some gaming and legacy
devices work only in this mode.For best security,use WPA2 mode. This mode uses AES
(CCMPY) cipher and legacy stations are not allowed access with WPA security.Use Auto
(WPA or WPA2) mode to achieve a bakince of strong security and best compatibility. This
mode uses WPA for legacy clients while maintaining higher security with stations that are
WPAZ2 capable.Also the strongest cipher that the client supports will be used

To achieve better wireless performance use WPA2 security mode (or in other words AES
cipher).

Security Mode :  WPA2 * (AES)

WPA2

WPA-Personal does not require an autherntication server.The WPA-Enterprise option
requires an external RADIUS server

WPA Mode : WPA2-PSK (Personal) ¥

Group Ke T
P Inrval: 1800 (seconds)

PRE-SHARED KEY

Pre-Shared Ke[: password123 |

The Entry inside the [Pre-Shared Key] section or [WEP Key 1] is your Wireless Security Password.
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