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Section 1 - Product Overview

]

DO DO E

Package Contents

DSL-5300 Tri Band Wireless AC5300

Gigabit VDSL Modem Router Wi-Fi Configuration Card

DSL Phone Cable D-Link Cloud Service Mobile Apps Guide

Splitter
Quick Installation Guide

Ethernet Cable
Wall Mount Hardware

Power Adapter

If any of the above items are missing, please contact your reseller.

Note: Using a power supply with a different voltage rating than the one included with the DSL-5300 will cause damage and void the warranty

for this product.
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Section 1 - Product Overview

System Requirements

« An Ethernet-based cable or DSL modem
+ 802.11ac/n/g/b/a wireless or Ethernet port

Computer with the following:
« Windows®, Macintosh, or Linux-based operating system
+ An installed Ethernet adapter

Browser Requirements:
« Internet Explorer 9 or higher
« Firefox 20 or higher
- Safari 5.1 or higher
« Chrome 25 or higher

Windows® Users: Make sure you have the latest version of Java
installed. Visit www.java.com to download the latest version.

D-Link DSL-5300 User Manual
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Section 1 - Product Overview

Introduction

The D-Link DSL-5300 Tri-Band Wireless AC5300 Gigabit VDSL Modem Router shares your DSL Internet connection over a
blazing-fast Wireless AC connection using advanced AC beamforming technology to maximize the speed and range of your
wireless signal to significantly outperform 802.11n and other 802.11ac devices. It also comes equipped with four Gigabit ports
to provide speeds up to 10x faster than standard 10/100 ports. With the addition of Advanced Quality of Service (QoS), data
streams are separated, which helps organize and prioritize your network traffic so your video streaming, gaming, and VolP calls
run smoother over both your wired and wireless network.

The Tri-Band Wireless AC5300 Gigabit VDSL Modem Router supports VDSL2 to help you make the most of your broadband
subscription. With download speeds of up to 100Mbps, the DSL-5300 provides more than enough bandwidth for multiple
devices streaming HD video, playing intense online games, or multiple simultaneous file transfers. With VDSL2 and a
compatible ISP, you can say goodbye to buffering, queuing, and compromises for bandwidth-intensive applications.

File sharing technology lets you take advantage of the USB 3.0 port found on the back of your DSL-5300 (as well as an
additional USB 2.0 port). Plug in a USB storage drive and you can use the access files, stream videos, view photos, or listen to
music on your laptop or mobile devices.

The DSL-5300 Tri-Band Wireless AC5300 Gigabit VDSL Modem Router provides incredible speeds, smart antenna technology,
fast ports, and cloud features. It also features an innovative design and easy installation options.

D-Link DSL-5300 User Manual 3



Section 1 - Product Overview

Features

« Faster Wireless Networking - The DSL-5300 uses Smart Connect, a D-Link feature, when combined with
additional 5 GHz antennas, can provide up to a full 5300 Mbps” wireless connection with concurrent 801.11ac
and 802.11n wireless clients. It operates on both the 2.4 GHz and 5 GHz bands to allow separation of traffic so
users can participate in high-bandwidth activities, such as video streaming, online gaming, and real-time audio,
without affecting low-priority traffic like email and web surfing.

« Compatible with 802.11n/g/b/a Devices - The DSL-5300 is fully compatible with the 802.11n, IEEE 802.11g and
802.11a standards, so it can connect with existing 802.11n, 802.11g, 802.11b, and 802.11a wireless devices.

« Advanced Firewall Features - The web-based user interface displays a number of advanced network
management features including:

- Content Filtering - Easily applied content filtering based on MAC address, URL, and/or domain
name.

« Scheduling - The Firewall, wireless, and port forwarding features can be scheduled to be active on
certain days, or for a duration of a set number of hours.

« User-friendly Setup Wizard - Through its easy-to-use web-based user interface, the DSL-5300 lets you control
what information is accessible to those on the wireless network, whether from the Internet or from your
company’s server. Configure your router to your specific settings within minutes.

« Fast VDSL2 - VDSL2 support for up to 100 mbps broadband speeds lets you make the most of your high-speed
connection. Plenty of bandwidth for every family member to each stream their own HD content and ultra-
responsive for the most intense games, real-time video conferencing, or large file transfers.

* Maximum wireless signal rate derived from |IEEE Standard 802.11a,802.11b,802.11g,802.11n, and 802.11ac specifications. Actual data throughput will vary. Network conditions
and environmental factors, including volume of network traffic, building materials and construction, and network overhead, lower actual data throughput rate. Environmental
conditions will adversely affect wireless signal range.
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Section 1 - Product Overview

Antenna Setup

The DSL-5300 is designed to give you the fastest, most stable network connection possible. In order to maximize performance,
potition the antennas at an angle, pointing outward and away from the base unit.

NOTE: Attach the antennas to the router before powering it on.

D-Link DSL-5300 User Manual 5



Section 1 - Product Overview

i |'l.1' j
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Hardware Overview
Connections

O ©06 0060 7 O 0

DSL Port Connect to a DSL-enabled telephone line with the supplied microfilter/splitter.
USB 3.0 Port Connect a USB flash drive to share content or connect it to a USB printer to share it on your network.
USB 2.0 Port Connect a USB flash drive to share content or connect it to a USB printer to share it on your network.
Reset Button Insert a paperclip in the hole and wait for several seconds to reset the router to default settings.
WPS Button Press to start the WPS process and automatically create a secure connection to a WPS client.

Gigabit WAN Port

Connects to Ethernet WAN devices.

Gigabit LAN Ports (1-4)

Connect Ethernet devices such as computers, switches, storage (NAS) devices, and game consoles.

Power Button

Press the power button to turn the router on or off.

OW 00 N & 1| A WN =

Power Connector

Connector for the supplied power adapter.

D-Link DSL-5300 User Manual




Section 1 - Product Overview

Hardware Overview
LEDs

® 060 00

16/

1 Power LED A solid green light indicates a proper connection to the power supply. The light will be solid red during
boot up.
2 USB 3.0/2.0 LED A solid green light indicates that a USB device was detected in the USB 3.0 port.
e A solid orange light indicates that a USB device was detected in the USB 2.0 port.
3 | Wireless (2.4 GHz) LED | A solid green light indicates that the 2.4 GHz wireless band is enabled.
4  Wireless (5 GHz) LED | A solid green light indicates that the 5 GHz wireless band is enabled.
5 DSLLED A solid green light indicates a proper connection to a DSL-enabled telephone line.
6 Internet LED A solid green light indicates a proper connection to a broadband service.

D-Link DSL-5300 User Manual




Section 2 - Installation

Installation

This section will walk you through the installation process. Placement of the router is very important. Do not place the router in
an enclosed area such as a closet, cabinet, attic, or garage.

Note: This installation section is written for users who are setting up their home Internet service with the
DSL-5300 Tri-Band Wireless AC5300 Gigabit VDSL Modem Router for the first time. If you are replacing an existing DSL modem
and/or router, you may need to modify these steps.

Before you Begin

« Make sure to have your DSL service information provided by your Internet Service Provider handy. This
information is likely to include your DSL account's Username and Password. Your ISP may also supply you with
additional WAN configuration settings necessary to establish a connection. This information may include the
connection type (DHCP IP, Static IP, PPPoE, or PPPoA) and/or ATM PVC details.

- If you are connecting a considerable amount of networking equipment, it may be a good idea to take the time to
label each cable or take a picture of your existing setup before making any changes.

« We suggest setting up your DSL-5300 from a single device and verifying that it is connected to the Internet before
connecting additional devices.

- If you have DSL and are connecting via PPPoE, make sure you disable or uninstall any PPPoE connection software
such as WinPoET, BroadJump, or EnterNet 300 from your computer as the DSL-5300 will provide functionality.

D-Link DSL-5300 User Manual 8



Section 2 - Installation

Wireless Installation Considerations

The D-Link wireless router lets you access your network using a wireless connection from virtually anywhere within the
operating range of your wireless network. Keep in mind that the number, thickness and location of walls, ceilings, or other
objects that the wireless signals must pass through may limit the range. Typical ranges vary depending on the types of
materials and background RF (radio frequency) noise in your home or business. The key to maximizing wireless range is to
follow these basic guidelines:

1. Keep the number of walls and ceilings between the D-Link router and other network devices to a minimum -
each wall or ceiling can reduce your adapter’s range from 3-90 feet (1-30 meters.) Position your devices so that
the number of walls or ceilings is minimized.

2. Be aware of the direct line between network devices. A wall that is 1.5 feet thick (0.5 meters), at a 45-degree
angle appears to be almost 3 feet (1 meter) thick. At a 2-degree angle it looks over 42 feet (14 meters) thick!
Position devices so that the signal will travel straight through a wall or ceiling (instead of at an angle) for better
reception.

3. Building materials make a difference. A solid metal door or aluminum studs may have a negative effect on
range. Try to position access points, wireless routers, and computers so that the signal passes through drywall or
open doorways. Materials and objects such as glass, steel, metal, walls with insulation, water (fish tanks), mirrors,
file cabinets, brick, and concrete will degrade your wireless signal.

4. Keep your product away (at least 3-6 feet or 1-2 meters) from electrical devices or appliances that generate RF
noise.

5. If you are using 2.4 GHz cordless phones or X-10 (wireless products such as ceiling fans, lights, and home
security systems), your wireless connection may degrade dramatically or drop completely. Make sure your 2.4
GHz phone base is as far away from your wireless devices as possible. The base transmits a signal even if the
phone is notin use.

D-Link DSL-5300 User Manual



Section 2 - Installation

Manual Setup

Position your router close to a wall jack that provides DSL service. Place the router in an open area of your
intended work area for better wireless coverage.

a Connect your existing phone cable from a telephone outlet to the LINE port on the microfilter and your
telephone handset into the PHONE port.

Caution: - To reduce the risk of fire, use only No. 26 AWG or larger telecommunication line cord.

Telephone Outlet LINE
Ny <
PHONE - \
g« Microfilter

7”1

e Connect the phone cable from the DSL port on the Microfilter to the ADSL port of the modem router.
L

¢
1

DSL-5300

D-Link DSL-5300 User Manual
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Section 2 - Installation

G If you wish to use a wired connection, connect the Ethernet cable from a LAN port of the DSL-5300 to the
Ethernet port on your computer.

DSL-5300

1 |
Ethernet Cable ‘*}\ Computer

9 Plug the power adapter into your modem router and connect it to an available power outlet or surge
protector.

Caution: - Use only the included power adapter with this product.

DSL-5300

Power Adapter

, >
l ‘ﬁ Computer

D-Link DSL-5300 User Manual 11



Section 2 - Installation

G Press the power button and verify that the power LED is lit. Allow 1 minute for the router to boot up.

If connecting to the DSL-5300 wirelessly, access the wireless utility on your computer or mobile device. Scan
for available Wi-Fi networks (SSID). Select and join a Wi-Fi network and use the password corresponding to
the information on the supplied Wi-Fi Configuration Card.

D-Link DSL-5300 User Manual 12



Section 3 - Getting Started

Getting Started

There are two ways you can configure your router to connect to the Internet and connect to your clients:

« D-Link Setup Wizard - This wizard will launch when you log into the router for the first time. Refer to page "Setup Wizard"
on page 14.

- Manual Setup - Log into the router and manually configure your router. Refer to "Configuration" on page 20.

D-Link DSL-5300 User Manual 13



Section 3 - Getting Started

Setup Wizard

If this is your first time installing the router, open your web browser and
enter http://dlinkrouter.local./ in the address bar. Alternatively, enter
the IP address of the router (default: http://192.168.1.1).

The wizard is designed to guide you through a step-by-step process to
configure your new D-Link router and connect to the Internet.

Click Next to continue.

Ensure that your DSL phone cable is connected to both the router and
the wall jack.

Click Next to continue.

Please wait while your router detects your Internet connection type. If
the router detects your Internet connection, you may need to enter your
ISP information such as username and password.

[e@ dlinkrouter.local.

o-a-|

Internet DSL-5300 Wi-Fi Client

This wizard will guide you through a step-by-step process to configure your new D-Link
device.

Step 1: Install your device
Step 2: Configure your Network and Wi-Fi settings

Step 3: Set your router password

Next

Configure Your Internet Connection ><

Internet DSL-5300 Wi-Fi Client
Detecting Internet Connection...
e
<

D-Link DSL-5300 User Manual
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Section 3 - Getting Started

If the router does not detect a valid Internet connection, a list of
connection types to choose from will be displayed.

Select your Internet connection type (this information can be obtained
from your Internet Service Provider) and click Next to continue.

If the router detected or you selected PPPoE, enter your PPPoE username
and password and click Next to continue.

Note: Make sure to remove your PPPoE software from your computer. The
software is no longer needed and will not work through a router.

:
w) ([l

Internet DSL-5300 Wi-Fi Client

Please select your WAN Access Type:
() Ethernet WAN

O ADSL
@ VDSL

Enable Tagged VLAN: Enabled I

VLAN ID: ‘ ‘

X
w) ([l

Internet DSL-5300 Wi-Fi Client

To set up this connection you will need to have a complete list of IP information from your
Internet Service Provider. If you have a Static IP connection and do not have this
information, please contact your ISP.

Username: ‘ ‘

Password: ‘

D-Link DSL-5300 User Manual
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Section 3 - Getting Started

If the router detected or you selected PPPoA, enter your PPPoA username
and password and click Next to continue.

Note: Make sure to remove your PPPoA software from your computer. The
software is no longer needed and will not work through a router.

If the router detected or you selected Static, enter the IP and DNS settings
supplied by your ISP. Click Next to continue.

) ([

Internet DSL-4320L Wi-Fi Client

To setup this Internet connection, you will need to have a User Name from your Internet
Service Provider. If you do not have this information, please contact your ISP.

Username: | ‘

Password: | ‘

Back Next
| Back |

® —w) ([

Internet DSL-5300 Wi-Fi Client

To set up this connection you will need to have a complete list of IP information from your
Internet Service Provider. If you have a Static IP connection and do not have this
information, please contact your ISP.

IP Address: |

Subnet Mask

Gateway Address

Primary DNS Address

Secondary DNS Address

D-Link DSL-5300 User Manual
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Section 3 - Getting Started

You may be prompted to select a country. If you are not in Australia or
New Zealand, select Others and configure the Asynchronous Transfer
Mode Permanent Virtual Circuit (ATM PVC) settings manually. We
suggest using the default Virtual Path Identifier (VPI), Virtual Channel
Identifier(VCl), and Logical Link Control (LLC) encapsulation settings

unless directed by your ISP.

These settings may be adjusted later from the Web Configuration
Utility. For more information refer to "ATM" on page 42.

Click Next to continue.

Create a Wi-Fi password (between 8-63 characters). Your wireless clients
will need to have this passphrase or key entered to be able to connect

to your wireless network.

Click Next to continue.

:
w) ([l

Internet DSL-6300 Wi-Fi Client

Please select your country below to configure a ATM PVC.

@ Australia

PVC 8/35 is commonly used in Australia.

O New Zealand

PVC 0/100 is commonly used in New Zealand.

O Others

Configure PVC manually.

Please select the encapsulation mode below.

@ LLC Ovc Mux

Internet DSL-5300 Wi-Fi Client

To setup a Wi-Fi network you will need to give your Wi-Fi network a name(SSID) and
password.

2.4GHz Wi-Fi Network Name: | Cobra-2 4G |

5GHz Wi-Fi Network Name: | Cobra-5g |

Secondary 5GHz Wi-Fi Network Name: | Cobra-5G2 |

The Wi-Fi Network Name is up to 32 characters. You will need to join your Wi-Fi network
using this Network Name (SSID).

2.4GHz Wi-Fi Password:| A_StrOng_P@ssWaord! |

5GHz Wi-Fi F'assword:| A_StrOng_P@ssWaord! |

Secondary 5GHz Wi-Fi Password: | A_StrOng_P@ssWord! |

The password must contain at least 8 characters. You will need to join your Wi-Fi network

using this password.

D-Link DSL-5300 User Manual
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Section 3 - Getting Started

Enter a new administrator password. You will be prompted for this
password every time you want to use the router’s web configuration
utility. Click Next to continue.

The Summary window will display your settings. Click Next if you are
satisfied, or click Back to make changes to them.

x
st [ ]

Internet DSL-5300 Wi-Fi Client

By default, your new D-Link device does not have a password configured for administrator
access to the Web-based configuration utility. To secure your new device, please create a
password below.

Device Admin Password: | StrOng_P@ssWord |

w) ([l

Internet DSL-5300 Wi-Fi Client

Below is a summary of your Wi-Fi security and device password settings. Please make a
note of your settings and click "Next".

Connectien Type: Dynamic |IP (DHCP)
2.4GHz Wi-Fi Network Name: Cobra-2.4G
2.4GHz Wi-Fi Password: A_StrOng_P@ssWord!
5GHz Wi-Fi Network Name: Cobra-5g
5GHz Wi-Fi Password: A_StrOng_P@ssWordl
Secondary 5GHz Wi-Fi Network Name: Cobra-5G2
Secondary 5GHz Wi-Fi Password: A_StrOng_P@ssWord!
Device Admin Password: String_P@ssWord

D-Link DSL-5300 User Manual



Section 3 - Getting Started

At the end of the wizard, you will be presented with a final summary of
your settings. Click Finish to close the wizard.

Congratulations

Congratulations, your device has been configured. You can now connect to your Wi-Fi
network by using the new Wi-Fi Network Name and Password you created

J Connection Type: Dynamic IP (DHCP)
J M Device Admin Password: DOCSDOCS

2.4GHz Wi-Fi Network Name: Cobra-2.4G
2.4GHz Wi-Fi Password: A_StrOng_P@ssWord!
5GHz Wi-Fi Network Name: Cobra-5g

J 5GHz Wi-Fi Password: A_String_P@ssWord!

Secondary 5GHz Wi-Fi Network Name: Cobra-5G2
Secondary 5GHz Wi-Fi Password: A_String_P@ssWord!

D-Link DSL-5300 User Manual
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Section 4 - Configuration

Configuration

To access the configuration utility, open a web-browser such as Internet Explorer and enter
http://192.168.1.1 in the address bar.

Enter your password. If you previously followed the Setup Wizard (see page 14), please
use the admin password you entered during the wizard. Otherwise, leave the password
blank. Click Log In to proceed.

Note: If you cannot remember your password and cannot log in, press the reset button (see page
6) to restore the router to its default settings.

Home

l e@|m dlinkrouter.local.

o-a>|

Admin Password:

The Home page displays the current status of the router in the form of an interactive diagram.
There are four main sections: Internet, DSL-5300, Connected Clients, and USB Device. You
can click each icon to display information about each section at the bottom of the screen.
The menu bar at the top of the page will allow you to quickly navigate to the Settings and
Management functions. You may quickly jump back Home at any time.

Note: The system will automatically log out after a period of inactivity.

D'Li!lk Home Settings

@ Internet Connected

Click on any item in the diagram for more information.

DSL-5300

3

v

Internet

WAN Interface: PTMO MAC Address:
Cable Status: Connected 1P Address:
Connection Type: Dynamic IP (DHCP) Subnet Mask:
Network Status: Connect ted Default Gateway:

Connec tion Uptime: 1 Day 3 Hour 50 Min 58 Sec Primary DNS Server:

Secondary DNS Server:

COPYRIGHT © 2016 D-Link

e

DSL/ IPv4 / IPV6
FRFRFFFFFRFF
172.17.5.120

255.255.255.0

1721751 >
1721755

1721756

Gotosetings (3)

D-Link DSL-5300 User Manual
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Section 4 - Configuration

To bring up more details about your Internet connection, click on the Interneticon.
You may cycle through the WAN interfaces at the bottom of the page by clicking on
the arrows on the left and right sides of the screen. The Internet Connection status at
the top of the diagram will reflect the status of the currently selected WAN interface.

If your Internet is disconnected, you can click Click to repair to bring up the Setup

Wizard.

For each of the WAN interfaces, you can see the connection status, IPv4, and IPv6
information. Clicking the DSL button will display DSL port information.

Internet

D-Link
DSL:5300 HW:A1 FW:1.00

Home Settings

® Internet Connected

Click on any item in the diagram for more information.

Internet DSL-5300

® F—v—

Features Management

Connected Clients: 1

q |

USB Device
lE
Internet
DSL [ IPv4 | IPve
Cable Status: Connected MAC Address: 00:19:91:01:02:6A
Connection Type:  Dynarmic P (DHCP) IP Address: 192.168.27.100
Network Status:  Connected Subnet Mask: 2552562550
Connection Uptime: 0 Day 1 Hour 10 Min 43 Sec Default Gateway: 192.16827.1
Primary DNS Server:  192.168.27.1
Release IP Address
Secondary DNS Server: Not Available
Go 1o settings (3)
COPYRIGHT © 2016 D-Link
o
D-Link Home Settings Features Management
DSL-5300 HW-A1 FW:1.00

@ Internet Disconnected

Click on any item in the diagram for more information.

Internet DSL-5300

@ A ua

Internet
Cable Status: Disconnected MAC Address:
Connection Type:  Dynamic IP (DHCP) IP Address:
Network Status: Disconnected Subnet Mask:
Connection Uptime: Not Available Default Gateway:

Primary DNS Server:

Connected Clients: 1

q |

USB Device

o
w

DSL / IPv4 | IPvE
Not Available

Not Available
Not Available
Not Available
Not Available

Secondary DNS Server: Not Available

COPYRIGHT © 2016 D-Link

Go to settings (3)

D-Link DSL-5300 User Manual

21




Section 4 - Configuration

IPv4

Click the IPv4 button to see the IPv4 information for each WAN interface.

Cable Status:

Connection
Type:

Network Status:

Connection
Uptime:

Release/Renew
IP Address:

Displays the current cable connection status.

Displays the network protocol used to obtain an IP address.

Displays the current network connection status.

Displays the amount of time the connection has been connected.

Releases/Renews the current WAN IP address.

D-Link T home

DSL-5300 HW-A1 FW:1.00

® Internet Connected

Click on any item in the diagram for more information.

v

Internet

Cable Status: Connected
Connection Type:  Dynamic IP (DHCP)
Network Status: Connected

Connection Uptime: 0 Day 0 Hour 1 Min 27 Sec

Release IP Address

Settings Features Management

Connected Clients: 1

q |

DSL-5300

Liaill

USB Device
lE

DSL / IPv4 | IPvE
MAC Address: 00:19:91:01:02:6A

IP Address: 192.168.0.52
Subnet Mask: 255.2656.255.0
Default Gateway: 192.168.0.1
Primary DNS Server: 192.168.0.1
Secondary DNS Server: Not Available

MAC Address: The WAN interface's MAC address is listed here.
IP Address: The WAN IP address is listed here.

Default The default gateway IP address is listed here.
Gateway:

Primary DNS Displays the current primary DNS server.
Server:

Secondary DNS Displays the current secondary DNS server.
Server:

Click the Go to settings button to be taken to Internet on page 29.

COPYRIGHT ® 2016 D-Link

Go to settings (3)
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Section 4 - Configuration

IPv6

Click the IPv6 button to see the IPv6 information for each WAN interface.

Connection
Type:

Network
Status:

Connection
Uptime:

WAN IPv6
Address:

Default
Gateway:

Primary DNS
Server:

Secondary
DNS Server:

Displays the network protocol used to obtain an IP address.

Displays the current network connection status.

Displays the amount of time the connection has been connected.

The WAN IPv6 address is listed here.

The default gateway IP address is listed here.

The primary DNS server IP address is listed here.

The secondary DNS server IP address is listed here.

Click the Go to settings button to be taken to IPv6 on page 45.

D-Link

-5300 HW-A1 FW-1.00

® Internet Connected

Click on any item in the diagram for more information

Internet

Internet

Connection Type:  Auto Detection
Network Status: Connecting

Connection Uptime: Not Available

Settings Features

Connected Clients: 1

q |

DSL-5300

Uil

USB Device

==}
B

Management

DSL / 1Pv4 | IPvE

WAN IPvE Address: Not Available
Default Gateway: Not Available
Primary DNS Server: Not Available
Secondary DNS Server: Not Available

Go to settings (3)

COPYRIGHT © 2016 D-Link
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Section 4 - Configuration

DSL

Click the DSL button to see the DSL hardware connection information.
DSL Phy Displays the DSL Phy version.

Version:
Cable Status:
DSL Status:
Mode:

Link Power
State:

SNR Margin (0.1
dB):

Attenuation (0.1
dB):

Output Power
(0.1 dBm):

Attainable Rate
(Kbps):

Rate (Kbps):
CRC Errors:
FEC Errors:

HEC Errors:

Displays the current cable status.
Displays the current negotiation state of the DSL port.
Displays the current DSL mode.

Displays the current link power state.

The DSL connection's signal-to-noise ratio is listed here.

The DSL connection's attenuation is listed here.

The DSL connection's power output is listed here.

The measured maximum attainable rate is listed here.

The negotiated connection speed is listed here.
Displays the number of Cyclic Redundancy Check errors.
Displays the number Forward Error Correction Errors.

Displays the number of Header Error Control Errors.

Click the Go to settings button to be taken to Internet on page 29.

D-Link )

-5300 HW-A1 FW-1.00

® Internet Connected

Click on any item in the diagram for more information

Internet

v

Internet

DSL Phy Version: A2pvi042j1.d26k1

Status: Enabled

Mode: VDSL2 Annex A

Link Power State: LO

DSL Uptime: 0 Day 6 Hour 48 Min 47 Sec

Settings Features Management

Connected Clients: 1

DSL-5300

Uil

(N
USB Device
lE
DSL / IPv4 | IPvE
UpLink/DownLink
SNR Margin(0.1 dBm):  32.5/24.8
Attenuation(0.1 dBm):  0.0/0.0
Output Power(0.1 dBm): 13.1/5.1
Attainable Rate(Kbps): 61460/138770
Rate(Kbps): 32553/65113
CRC Errors: 0/
FEC Errors 0/
HEC Errors: 0/

Go to setfings (3)

COPYRIGHT © 2016 D-Link
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Section 4 - Configuration

DSL-5300

Click on the DSL-5300 icon to view details about the router and its wireless settings.

Here you can see the router’s current wireless networks and passwords, as well as
the local area network MAC, IPv4, and IPv6 addresses.

To reconfigure the network settings, click the Go to settings link, from the Settings
menu at the top of the page, select Network. Refer to page 65 for more information.

To reconfigure the wireless settings, click the Go to settings link, from the Settings
menu at the top of the page, select Wireless. Refer to page 59 for more information.

D-Link

DSL-5300 HW-A1 FW-1.00

Home Settings Features

@ Internet Connected

Click on any item in the diagram for more information.

Internet

DSL-5300

& 1Pva Network
MAC Address:
Router IP Address: 192.168.1.1

00:19:91:01:02:65
Subnet Mask: 2552552550

& 1pvs Network

v

DSL-5300

Laill

Link-Local Address: FE80::21%91FF:FEQ1:265

Router IPv6 Address: Not Available
DHCP-PD: Enabled
Assigned Prefix: /64

Go to settings (3)

COPYRIGHT ® 2016 D-Link

Connected Clients: 1

USB Device
lE

7 Wi-Fi 2.4GHz
Status: Enabled
Wi-Fi Name (SSID): Cobra-2. 4G
Password: DOCSDOCS
7 Wi-Fi 5GHz
Status: Enabled

Wi-Fi Name (SSID): Cobra-5g

Password: DOCSDOCS

2 Wi-Fi 5GHz Secondary
Status: Enabled
Wi-Fi Name (SSID): Cobra-5G2

Password: DOCSDOCS

Go to settings (3)

Management
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Section 4 - Configuration

Click on the Connected Clients icon to view details about the router and its wireless

settings.

On this page, you can see all the clients currently connected to the router and their

IP addresses.

To edit each client’s settings, click the pencil icon on the client you want to edit.

Connected Clients

. —_—
D-Link . Home Settings

DSL-5300 HW-A1 FW-1.00

@ Internet Connected

Click on any item in the diagram for more information.

Internet DSL-5300

® —v— Ul

Connected Clients

You can block a device from accessing your network completely.

08307PCWINTE F
Universal Glo. 192.168.1.197

Connection Type: LAN
Parental Control: Disabled

COPYRIGHT ©2016 D-Link

Features Management

Connected Clients: 1

q ]

USB Device

==
5

Host / Parental Control

D-Link DSL-5300 User Manual

26



Section 4 - Configuration

Click on the Connected Clients icon to view details about the router and its wireless

settings.

On this page. you can see all the clients currently connected to the router and their

I[P addresses.

Connected Clients (Cont)

To edit each client’s settings, click the pencil icon on the client you want to edit.

Edit Rule

Name:

Vendor:

MAC Address:

IP Address:

Reserve IP:

Parental Control:

Enter a custom name for this client.
Displays the vendor of the device.

Displays the MAC address of the device.

Enter a specific IP address for this client if Reserve IP is enabled.

Enable to reserve this IP address for this client.
Allow or Block access to the router.

Click Save when you are done.

Edit Rule X

Name: | Your PC ‘

Vendor: Unknown Vendor
MAC Address: ff:ff:ff:ff:ff:ff
IP Address: 192.168.1.165

IP Address (Reserved):

Reserve IP: BEGEL][lel

Parental Control: BESgEle][Te)

Save

D-Link DSL-5300 User Manual
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Section 4 - Configuration

USB Device

Click on the USB Device icon to view details about the currently connected USB
device, SharePort, and Windows File Sharing.

If you have a USB device connected, you can see its name and how much free space
it has.

To configure your SharePort settings, click Go to settings and refer to page 67
for more information.

Home Settings

@ Internet Connected

Click on any item in the diagram for more information.

Internet DSL-5300

® —v— Ul

USB Device

+<+ USB Port: Not Available

Features Management

Connected Clients: 1

q |

USB Device

==
5

[ DLNA Media Server

No USB device detected Status: Enabled

m FTP Server

COPYRIGHT ©2016 D-Link

Service Name: DSL-5300

Windows File Sharing
Status: Enabled

Status: Enabled

Go to settings (3)

«<-USB Port: Transcend 32GB

[ DLNA Media Server

Status: Enabled

Available Space: 553 GB
Total Space: 2041GB

Service Name: DSL-5300

5] Windows File Sharing

Status: Enabled

m FTP Server

Status: Enabled

CORYRIGHT ©2016 D-Link

Go to settings (3)
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Section 4 - Configuration

Settings
Wizard

In the Settings menu on the bar on the top of the page, click Wizard to open the setup wizard. This is the same wizard that appears when you start

the router for the first time. Refer to Setup Wizard on page 14 for more information.

Internet

In the Settings menu on the bar on the top of the page, click Internet to see the
Internet configuration options. Click Advanced Settings... to expand the list and
see all of the options.

You will see the settings for your IPv4 connection.

To configure the advanced DSL settings, click the DSL link. Refer to DSL on page 41.
To configure the ATM settings, click the ATM link. Refer to ATM on page 42.

To configure the PTM settings, click the PTM link. Refer to PTM on page 43.

To configure the VLAN settings, click the VLAN link. Refer to VLAN on page 44.

To configure an IPv6 connection, click the IPv6 link. Refer to IPv6 on page 45.

D-Link

Internet

Use this section to configure your Internet Connection type. There are several connection types to choose
ion

from Static IP, DHCP, PPPoE, PPPoA, PPTP, L2TP, and DS-Lite. If you are unsure of

your connecti

method, please contact your Intemet Service Provider. Note: If using the PPPoE cpt\on’ you will need to

remove or disable any PPPoE client software on your computers

DSL ATM PTM

WAN Access Type: | VDSL Router v
PVC: | Default Connection ~

enabe TaggeavLan: [EEEN |

My Internet Connection is” | Dynamie IP (DHCP) v

NAT Enabled: En

Host Name:

Primary DNS Server
Secondary DNS Server:

MTU: [ Auto

i

Advanced Settings..

Advanced Settings

Mac Address Clone: | 00:19:91:01:02:84 ‘ ‘ << MAC Address

COPYRIGHT © 2016 D-Link
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Section 4 - Configuration

In the Settings menu on the bar on the top of the page, click Internet to see the
Internet configuration options. Click Advanced Settings... to expand the list and
see all of the options.

WAN Access Select whether the device should act as an ADSL Router, a VDSL
Type: Router, a Residential Gateway, or a 3G/4G Dongle.

PVC: Use the default setting unless otherwise instructed by your ISP.
Ether WAN Port: If you selected Residential Gateway, select the Ethernet port that
will connect to the WAN. Use this setting if you do not intend to use

the built-in DSL modem.

Enable Tagged Enable or disable Tagged VLAN.
VLAN:

VLAN ID: Enter the VLAN ID.
My Internet Choose your Internet connection type from the drop-down menu.

Connection Is: You will be presented with the appropriate options for your
connection type.

For Dynamic IP (DHCP) refer to Dynamic IP (DCHP) on page 31.
For Static IP refer to Static IP on page 32.

For PPPoE refer to PPPoE on page 33.

For PPPoA refer to PPPoA on page 34.

For PPTP refer to PPTP on page 35.

For L2TP refer to L2TP on page 37.

For DS-Lite refer to DS-Lite on page 39

For Bridge refer to Bridge on page 40.

D-Link

Home Settings Features Management

Internet

Use this section to configure your Internet Connection type. There are several connection types to cheose
from Static IP, DHCP, PPPoE, PPPoA, PPTP, L2TP, and DS-Lite. If you unsure of your connection
method, please contact your Intemet Service Provider. Note: If u: gth PPF E o p( n, you will need ta
remove or d\same any PPPoE chemsuﬁware on your computers.

‘n
‘)
B
<
(=
=
2

SR— - |
o

My Internet Connection is: | Dynamic IP (DHCP) ~

Advanced Settings

NAT Enabled.

Host Name:

Primary DNS Server:

| I

MTU: [ Auto

Mac Address Clone: | 00:19:91:01:02:6A ‘ ‘ << MAC Address

COPYRIGHT © 2016 D-Link
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Section 4 - Configuration

IPv4

Dynamic IP (DCHP)

Select Dynamic IP (DHCP) to obtain IP address information automatically from your Internet Service Provider (ISP). Select this option if your ISP
does not give you an IP address to use.

Host Name: The host name is optional but may be required by some ISPs. Leave

. . D-Link jome ettings eatures Vianagement
it blank if you are not sure. DSLE0 WA P11 ’ o ’ o
. . . . Internet
Primary DNS Enter the primary DNS server IP address assigned by your ISP. This e s sctontoconur your et Gonnecton ype. Thre s sevral conecion bpes o chse
Server: address is usually obtained automatically from your ISP. o i ot o it S Fovd. . 103 6 PP iy ot
Secondary DNS Enter the secondary DNS server IP address assigned by your ISP.This SEEIETIEY -
Server: address is usually obtained automatically from your ISP. S S B |
s e -
MTU: Maximum Transmission Unit - you may need to change the MTU for A

optimal performance with your ISP.
MAC Address The default MACaddressis set to the Internet port’s physical interface
Clone: MAC address on the router. You can use the drop-down menu to
replace the Internet port’s MAC address with the MAC address of a

connected client.

Secondary DNS Server.

Click Save when you are done.

Mac Address Clone: ‘ 00:19:91:01:02.6A ‘ ‘ << MAC Address

Advanced Settings

NAT Enabled: Enabled I

Il
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Section 4 - Configuration

Static IP

Select Static IP if your IP information is provided by your Internet Service Provider (ISP).

IP Address: Enter the IP address provided by your ISP.
Subnet Mask: Enter the subnet mask provided by your ISP.

Default Enter the default gateway address provided by your ISP.
Gateway:

Primary DNS Enter the primary DNS server IP address assigned by your ISP.
Server:

Secondary DNS Enter the secondary DNS server IP address assigned by your ISP.
Server:

MTU: Maximum Transmission Unit - you may need to change the MTU for
optimal performance with your ISP.

MAC Address The default MACaddressis set to the Internet port’s physical interface
Clone: MAC address on the router. You can use the drop-down menu to
replace the Internet port’s MAC address with the MAC address of a

connected client.

Click Save when you are done.

Home Setiings Features Management

Internet

Use this section to configure your Internet Connection type. There are several connection types to choose
from Static IP, DHCP, PPPoE, PPPoA, PPTP, L2TP, and DS-Lite. If you are unsure of your connection
method, please contact your Intemet Service Provider. Note: If using the PPPoE option, you will need ta
remove or disable any PPPoE client software on your computers.

DsL ATM PT™ VLAN 1Pv6 “

WAN Access Type: | VDSL Router v
FVC: | Default Connection v

Advanced Settings..

My Internet Connection is: | Static IP v

P Agdress,
Subnet Mask:
Default Gateway
Primary DNS Server.

Advanced Settings

NAT Enabled: Enabled

Secondary DNS Server.

gl

MTU: | Auto

Mac Address Clone:

‘ ‘ << MAC Address

COPYRIGHT © 2016 D-Link
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Section 4 - Configuration

PPPOE

Select PPPoE if your Internet connection requires you to enter a PPPoE username and password. This information is provided by your Internet
Service Provider (ISP).

Username:
Password:

Reconnect
Mode:

Address Mode:

IP Address:
Service Name:

Primary DNS
Server:

Secondary DNS
Server:

MTU:

MAC Address
Clone:

Enter the username provided by your ISP.

Enter the password provided by your ISP.

Select either Always-on, On-Demand, or Manual.

Select StaticIP if your ISP assigned you the IP address, subnet mask,
gateway, and DNS server addresses. In most cases, select Dynamic IP.
Enter the IP address provided by your ISP (Static IP only).

Enter the ISP service name (optional).

Enter the primary DNS server IP address assigned by your ISP.
Enter the secondary DNS server IP address assigned by your ISP.
Maximum Transmission Unit - you may need to change the MTU for
optimal performance with your ISP.

The default MAC address is set to the Internet port’s physical interface
MAC address on the router. You can use the drop-down menu to

replace the Internet port’s MAC address with the MAC address of a
connected client.

Click Save when you are done.

D-Link

Home Settings Features Management

Internet

Use this section to configure your Interet Connection type. There are several connection types to choose
from Static IP, DHGP, PPPoE, PPPoA, PPTP, L2TP, and DS-Lite. If you are unsure of your connection
method, please contact your Intemnet Service Provider. Note: If using the PPPoE option, you will need to
remove or disable any PPPOE client software on your computers.

A e “

DSL ATM

o
=

WWAN Access Type: | VDSL Router v

FVC: | Default Connection

I

Advanced Settings..

My Internet Connection is: | PPPOE v

Usemame:

Password

Reconnect Mode: | Always on

Il

Advanced Settings

NAT Enabled: Enabled I
Address Mode: | Dynamic IP

Service Name:

Primary DNS Server:

Secondary DNS Server:

Il

MTU: | Auto

Mac Address Clone

‘ << MAC Address
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PPPoA

Choose PPPoA if your Internet connection requires you to enter a PPPoA username and password. This information is provided by your Internet
Service Provider (ISP).

Username:
Password:

Reconnect
Mode:

Address Mode:

IP Address:

Primary DNS
Server:

Secondary DNS
Server:

Enter the username provided by your ISP.

Enter the password provided by your ISP.

Select either Always-on, On-Demand, or Manual.

Select StaticIP if your ISP assigned you the IP address, subnet mask,
gateway, and DNS server addresses. In most cases, select Dynamic IP.
Enter the IP address provided by your ISP (Static IP only).

Enter the primary DNS server IP address assigned by your ISP.

Enter the secondary DNS server IP address assigned by your ISP.

Click Save when you are done.

Dimk =~

Home Settings Features Management

Internet

Use this section to configure your Internet Gonnection type. There are several connection types to choose
from Static IP, DHCP, PPPE, PPPoA, PPTP, L2TP, and D3-Lite. If you are unsure of your connection
method, please contact your Intemet Service Provider. Note: If using the PPPoE option, you will need to
remove or disable any PPPoE client software on your computers.

DSL ATM PTM VLAN IPv6 “

WAN Access Type' | ADSL Router v

Advanced Settings

My Internet Connection is: | PPPoA v

Usemame:
Password
Reconnect Mode: | Always on
Advanced Settings.
NAT Enabled: [EtE ]

Primary DNS Server:

Secondary DNS Server:

bl
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PPTP

Choose PPTP (Point-to-Point-Tunneling Protocol ) if your Internet Service Provider (ISP) uses a PPTP connection. Your ISP will provide you with a

username and password.

PPTP Server IP Enter the PPTP server IP address provided by your ISP.
Address:

Username: Enter the username provided by your ISP.
Password: Enter the password provided by your ISP.

Reconnect Select either Always-on, On-Demand, or Manual.
Mode:

Maximum Idle Enter a maximum idle time during which the Internet connection
Time: is maintained during inactivity. To disable this feature, enable Auto-
reconnect.

Address Mode: Select StaticIP if your ISP assigned you the IP address, subnet mask,
gateway, and DNS server addresses. In most cases, select Dynamic IP.

PPTP IP Enter the IP address provided by your ISP (Static IP only).
Address:

PPTP Subnet Enter the subnet mask provided by your ISP (Static IP only).
Mask:

PPTP Gateway Enter the gateway IP address provided by your ISP (Static IP only).
IP Address:

Primary DNS Enter the primary DNS server IP address assigned by your ISP.
Server:

Home

Internet

Use this section to configure

Settings Features Management

your Internet Connection type. There are several connection types to choose

from Static IP, DHCP, PPPoE, PPPoA, PPTP, L2TP, and DS-Lite. If you are unsure of your connection

method, please contact your

Intemet Service Provider. Note: If using the PPPoE option, you will need to

remove or disable any PPPGE client software on your computers

WAN Access Type:

ATM PT™ VLAN IPv

Advanced Settings

My Intemet Connection is: | PPTP v

PPTP Server IP Address:

Usemame:

Password,

Reconnect Mode:

NAT Enabled;

Address Mode:

Primary DNS Server:

Secondary DNS Server.

MTU:

ligull

Aways on

Advanced Settings.

Enabled

Dynanmic P

Auto
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Section 4 - Configuration

Secondary DNS Enter the secondary DNS server IP address assigned by your ISP. Lin
Server: - Home Setlings Features Management

DSL-5300 HW:A1 FW:1.00

MTU: Maximum Transmission Unit - you may need to change the MTU for e

Use this section to configure your Internet Connection type. There are several connection types to choose

O pti m a | pe rfo rm a n Ce Wit h yo u r IS P from Static IP, DHCP, PPPoE, PPPoA, PPTP, L2TP, and DS-Lite. If you are unsure of your connection

method, please contact your Intemet Service Provider. Note: If using the PPPOE option, you will need ta
remove or disable any PPPoE client software on your computers.

‘WAN Access Type: | VDSL Router

Click Save when you are done.

Advanced Settings

My Internet Connection is: | PPTP v

PPTP Server IP Address:
Usemame:
Password:

Reconnect Mode: | Always on

Advanced Settings..

NAT Enabled: [REtE ]
Address Mode: | Dynamic IP
Primary DNS Server:

Secondary DNS Server.

liggll

MTU: | Auto

COPYRIGHT © 2016 D-Link
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L2TP

Choose L2TP (Layer 2 Tunneling Protocol) if your Internet Service Provider (ISP) uses an L2TP connection. Your ISP will provide you with a username
and password.

L2TP Server IP Enter the L2TP server IP address provided by your ISP. .
Address: giqu: = Home Settings Features Management
. Internet
Username: Enter the username provided by your ISP. o S N ——
rf':ertr)"v:; ;\e‘:seD:ii;:TS:urfn;:nltgeﬁz: Pi:\:er rjnltjes \fL:s\rl;vtha PPF’uonES cptlo:\y ynucviﬁln:;;d to
. remove or disable any PPPoE client software on your comput
Password: Enter the password provided by your ISP.
Reconnect Select either Always-on, On-Demand, or Manual. -
Mode:
Advanced Settings
Maximum Idle Enter a maximum idle time during which the Internet connection
. . . . . . . . . . . My Internet Connection is: v
Time: is maintained during inactivity. To disable this feature, enable Auto- '
reconnect.
Address Mode: Select StaticIP if your ISP assigned you the IP address, subnet mask, — ]
gateway, and DNS server addresses. In most cases, select Dynamic IP.
Advanced Settings.
L2TP IP Enter the IP address provided by your ISP (Static IP only). Enm|
Address: &
. . Secondary DNS Server |:|
L2TP Subnet Enter the subnet mask provided by your ISP (Static IP only).
Mask:

L2TP Gateway Enter the gateway IP address provided by your ISP (Static IP only).
IP Address:

Primary DNS Enter the primary DNS server IP address assigned by your ISP.
Server:
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Section 4 - Configuration

Secondary DNS Enter the secondary DNS server IP address assigned by your ISP. DLink
Server: & Home Settings. Features Management

DSL-5300 HW:A1 FW:1.00

MTU: Maximum Transmission Unit - you may need to change the MTU for e

Use this section to configure your Internet Connection type. There are several connection types to choose

Optlma| performance Wlth your ISP from Static IP, DHCP, PPPoE, PPPoA, PPTP, L2TP, and DS-Lite. If you are unsure of your connection

method, please contact your Intemet Service Provider. Note: If using the PPPOE option, you will need ta
remove or disable any PPPoE client software on your computers.

‘WAN Access Type: | VDSL Router

Click Save when you are done.

Advanced Settings

My Internet Connection is: | L2TP v

L2TP Server IP Address:
Usemame:
Password:

Reconnect Mode: | Always on

Advanced Settings..

NAT Enabled: [REtE ]
Address Mode: | Dynamic IP
Primary DNS Server:

Secondary DNS Server.

liggll

MTU: | Auto
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DS-Lite

Choose DS-Lite if your ISP uses a Dual Stack Lite connection. Your ISP will provide you with the required information. Thisoption is typically used for
DSL services.

D-I‘i“'k Home Settings Features Management
DS-Lite Select DS-Lite DHCPv6 Option to have the DS-Lite IPv6 address
Configuration: automatically assigned by the DHCPv6 server. Select Manual Internet
Configuration to enter the IPv6 information manually. Use s seton o confgure your IfrnetComnection ype: There ae sveral comnecton types 1 choose

from Static IP, DHCP, PPFoE, PPPoA, PPTP, L2TP, and DS-Lite. If you are unsure of your connection
method, please contact your Intemet Service Provider. Note: If using the PPPoE option, you will need to
remove or disable any PPPoE client software on your computers.

AFTR IPv6 Enter the AFTR IPv6 address provided by your ISP (Manual
Address: configuration only). o | M | BM | uA | B “
B4 IPv6 Enter the B4 IPv6 address provided by your ISP (optional).

Advanced Settings

Address:
M\ Internet Connection is:

Advanced Settings
Click Save when you are done. s contquraion | vamai conuaion |18

AFTR IPv6 Address:

B4 1Pv4 Address: 192.0.0 l:l

WAN IPv6 Address: Not Available

|

IPVE WAN Default Gateway: Not Available
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Bridge

Choose Bridge to configure the device as a network bridge.

. P
D-Link Home Settings Features Management
DSL-5300 HW-A1 FW:1.00

MTU: Maximum Transmission Unit - you may need to change the MTU for
optimal performance with your ISP. Internet

Use this section to configure your Internet Connection type. There are several cannection types to choose
from Static IP, DHCP, PPFoE, PPPoA, PPTP, L2TP, and DS-Lite. If you are unsure of your connection
method, please contact your Intemet Service Provider. Note: If using the PPPoE option, you will need to
remove or disable any PPPoE client software on your computers.

DSL ATM PTM VLAN IPv6
s o [ |8

PVC: | Default Connection

Advanced Settings

I I

My Internet Connection is: | Bridge

Advanced Settings.

1500

MTU: | Manual v
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DSL

On this page, you can configure your DSL settings. If you are unsure, you can obtain these settings from your ISP.

DSL Select whether to enable or disable each DSL modulation option. DLink bome | [TRT] | Fesres | Maragomen
Modulation: Usually, it is best to use the default settings, unless otherwise E—

instructed by your ISP. Internet
Use this section to configure your Interet Connection type. There are several connection types to choose

from Static IP, DHGP, PPPoE, PPPoA, PPTP, L2TP, and DS-Lite. If you are unsure of your connection
Click Save when you are done.

method, please contact your Intemnet Service Provider. Note: If using the PPPoE option, you will need to
remove or disable any PPPOE client software on your computers.

DSL ATM PTM VLAN IPv6

WAN Access Type: | VDSL Router v
PVC: | Default Connection v

Advanced Settings.

My Internet Connection is: | Bridge

I

Advanced Settings

1500

MTU: | Manual v
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ATM

On this page, you can configure your Asynchronous Transfer Mode (ATM) settings. If you are unsure, you can obtain these settings from your ISP.

Interface: Select the ATM interface from the drop-down menu.

s N
_D'L“'lk o Home Settings Features Management

VPI: Enter the Virtual Path Indicator (0 - 255). Internet

Use this section to configure your Internet Connection type. There are several connection types to choose
from Static IP, DHCP, PPPoE, PPPoA, PPTP, L2TP, and DS-Lite. If you are unsure of your connection

VCI: Enter the Virtual Channel Indicator (32 - 65535) melhod e T T e, r A e e T ret e PP b Sl e e

remove or disable any PPPOE client software on your computers

Latency: Select the latency from the drop-down menu. SBEIEIETIEY - |
WAN Access Type
Encapsulation: Select the method of encapsulation provided by your ISP. You can e [oemncomerion |8

select LLC or VCMUX. Adanced Setings

My Internet Connection is: | Bridge

I

ATM QoS: Select the Quality of Service type from the drop-down menu.

Advanced Settings..

Click Save when you are done.

MTU: | manual v
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PTM

On this page, you can configure your Packet Transfer Mode (ATM) settings. If you are unsure, you can obtain these settings from your ISP.

Interface: Select the PTM interface from the drop-down menu.

Latency: Select the latency from the drop-down menu.

Click Save when you are done.

Ll

PTM

o configure your PTM Setting

Management

43
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VLAN

The VLAN bridging feature allows advanced users to enable 802.1Q VLAN tagging on the WAN interface. If you have an Ultra Fast Broadband
(UFB) fiber optic connection, your ISP may offer High Priority Committed Information Rate (CIR). This guarantees the bandwidth required for real-
time voice and video applications.

In order to utilize the CIR, you must know the proper 802.1Q VLAN tags that your ISP uses. To enable this functionality, define the VLAN IDs,
apply the VLAN to the desired interface, and connect your devices.

VLAN: Select Enable to enable VLAN support.

D'I-i'_lk s Home Settings Features Management
Internet VLAN Enter a VLAN ID between 2 and 4094 that will be used for your TN
ID: Internet ConneCtion' A Triple-Play (VLAN) is a switched network that is logically segmented by function, project team, or
application, without regard to the physical location of the users. You can configure which hardware port
will be assigned to a VLAN, and all packets from a network device in a VLAN will only be forwarded to
IPTVVLAN ID: Enter a VLAN ID between 2 and 4094 that will be used to connect
to IPTV services os | am | em | me | pw m
Triple-Play
VOIPVLAN ID Enter a VLAN ID between 2 and 4094 that will be used for VolP von [ |
services. e
LAN Port1-4: Assign a VLAN identifier to each LAN port. e
VOIP VLAN ID: (2*4094\
Wireless: Assign a VLAN identifier to the main wireless connections. —
Wireless Guest Assign a VLAN identifier to the Wireless Guest Zone (if enabled).
Zone:
Wireless Guest Zone: v

Click Save when you are done.
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IPv6

To configure an IPv6 connection, click the IPv6 link. To return to the IPv4 settings, click IPv4.

My Internet Choose your IPv6 connection type from the drop-down menu. You
Connection Is: will be presented with the appropriate options for your connection
type. Click Advanced Settings... to expand the list and see all of

the options.

For Auto Detection refer to Auto Detection on page 46.
For Static IPv6 refer to Static IPv6 on page 47.

For Auto Configuration (SLAAC/DHCPvV6) refer to Auto Configuration (SLAAC/
DHCPv6) on page 49.

For PPPoE refer to PPPoE on page 51.

For IPv6 in IPv4 Tunnel refer to IPv6 in IPv4 Tunnel on page 53.
For 6 to 4 refer to 6 to 4 on page 55.

For 6rd refer to 6rd on page 56.

For Local Connectivity Only refer to Local Connectivity Only on page 58.

-
D'Ill“-k Home Settings Features Management
Al of your IPv6 Internet and network connection details are displayed on this page
DSL ATM PTM VLAN Pv4 “
My Internet Connection is: ‘ Auto Detection
IPv6 DNS SETTINGS
DNS Type: ‘ ‘Obtain a DNS server address automatically
LAN IPv6 ADDRESS SETTINGS
Enable DHCP-PD;
LAN IPv6 Link-Local Address: fe80::219:91fffe01:265
Advanced Settings..
ADDRESS AUTOCONFIGURATION SETTINGS
Enavle Automatc IPYS Address Assgnmen
Enable Automatic DHCP-PD in LAN: [SIETE] I
Autoconfiguration Type: ‘ SLAAC+RDNSS

Router Advertisement Lifetime: minutes
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Auto Detection

Auto Detection mode (not Auto-Configuration mode) automatically detects IPv6 the connection method used by your Internet Service Provider
(ISP). If your ISP provides an IPv6 service and Auto Detection failed to detect it, the user must manually select another IPv6 connection type (such

as PPPoE, Auto Configuration, 6rd, DS-Lite etc.)

Enable Automatic Enable or disable the Automatic IPv6 Address Assignment feature.
IPv6 Address

Assignment:

Enable Automatic Enable or disable automatic DHCP-PD services.
DHCP-PD in LAN:

Autoconfiguration Select Stateful (DHCPv6), SLAAC + RDNSS or SLAAC + Stateless
Type: DHCPv6.

Router Enter the IPv6 address lifetime (in minutes).
Advertisement
Lifetime:

Click Save when you are done.

DLink Home

IPv6

All of your IPv6 Internet and network connection details are displayed on this page.

DsL ATM PTM

VLAN

My Internet Connection is: ‘ Auto Detection

IPv6é DNS SETTINGS

DNS Type ‘ Obtain 2 DNS server adal

ress automatically

LAN IPv6 ADDRESS SETTINGS

Enable DHCP-PD: Enabled

LAN IPVE Link-Local Address: fe80::219:81177e01:265

ADDRESS AUTOCONFIGURATION SETTINGS

Enable Automatic IPv6 Address Assignment Enabled

Enable Automatic DHCP-PD in LAN Enabled

Autoconfiguration Type:

SLAAC+RDNSS

Router Advertisement Lifetime: minutes

COPYRIGHT & 2016 D-Link

D-Link DSL-5300 User Manual

46



Section 4 - Configuration

Static IPv6

Select Static IP if your IPv6 information is provided by your Internet Service Provider (ISP).

Use Link-Local Enable or disable a link-local address. .
D-Link Home Settings Features Management
Address: DOLSD KA FYEADD
. . . IPv6
IPv6 Address: If you disabled Use Link-Local Address, enter the address supplied
by your ISP.

Subnet Prefix If you disabled Use Link-Local Address, enter the subnet prefix SBEREIETIEY - |
Length: Iength Supplied by your |SR My Internet Connection is ‘ Static IPv6
Default Enter the default gateway for your IPv6 connection. o P ‘

Gateway: S ——
Default Gateway ‘ ‘
Primary DNS Enter the primary DNS server address. prray s s \
Server: Secondary DNS Server | |
LAN IPv6 ADDRESS SETTINGS
Secondary DNS Enter the secondary DNS server address. P s | -
Server: h Advanced Setting
ADDRESS AUTOCONFIGURATION SETTINGS
LAN IPv6 Enter the LAN (local) IPv6 address for the router. Enatk Atomate (e s st
Address: Autoconfiguration Type: ‘ SLAAC+Stateless DHCP
Router Advertisement Lifetime: minutes
LAN IPv6 Link- Displays the router’s LAN link-local address.
Local Address:
Enable Check to enable the Automatic IPv6 Address Assignment feature.
Automatic
IPv6 Address
Assignment:

D-Link DSL-5300 User Manual
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Autoconfiguration
Type:

Router
Advertisement
Lifetime:

Select Stateful (DHCPv6), SLAAC + RDNSS or SLAAC + Stateless

DHCPvé.

Enter the IPv6 address lifetime (in minutes).

Click Save when you are done.

Home

IPv6

Settings

Features Management

Al of your IPV Internet and network connection details are displayed on this page

DSL ATM

PTM

VLAN

E
£

My Internet Connection is ‘ Static IPv6

a

Use Link-Local Address: D

IPVE Address ‘

Subnet Prefix Length:

Default Gateway ‘

Primary DNS Server: ‘

Secondary DNS Server: ‘

LAN IPv6 ADDRESS SETTINGS

LAN IPv6 Address’ ‘

‘ 164

LAN IPVE Link-Local Address: fe80::219:81177e01:265

Advanced Settings

ADDRESS AUTOCONFIGURATION SETTINGS

Enable Automatic IPv6 Address Assignment Enabled I

Autoconfiguration Type: ‘ SLAAC+Siateless DHCP

Router Advertisement Lifetime: minutes
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to make some settings on your side before your router can connect to the IPv6 Internet.

DNS Type:

Enable IANA:

Primary DNS
Server:

Secondary DNS
Server:

Enable DHCP-
PD:

LAN IPv6
Address:

LAN IPv6 Link-
Local Address:

Enable
Automatic
IPv6 Address
Assignment:

Enable
Automatic
DHCP-PD in
LAN:

Auto Configuration (SLAAC/DHCPv6)

This is a connection method where the ISP assigns your IPv6 address when your router requests one from the ISP’s server. Some ISPs require you

Select either Obtain DNS server address automatically or Use the
following DNS address.

Enable this option to enable Internet Assigned Numbers Authority
IPv6 Compatibility.

If you selected Use the following DNS address above, enter the
primary DNS server address.

If you selected Use the following DNS address above, enter the
secondary DNS server address.

Enable or disable prefix delegation services.
If you disabled DHCP-PD, enter the LAN (local) IPv6 address for the
router.

Displays the router’s LAN link-local address.

Enable or disable the Automatic IPv6 Address Assignment feature.

Enable or disable automatic DHCP-PD services.

. —
D'I-l“-k o Home Settings Features Management
All of your IP6 Internet and network connection details are displayed on this page
SL ATM PTM VLAN IPvd “
My Internet Connection is: ‘ ‘Auto Configuration (SLAAC/DHCPVS)
Enavie A
IPv6 DNS SETTINGS
DNS Type: ‘ Use the following DNS address.
Primary DNS Server. ‘ ‘
Secondary DNS Server. ‘ ‘
LAN IPv6 ADDRESS SETTINGS
Enable DHCP-PD: Enabled I
LAN IPv6 Link-Local Address: fe80::219:91f1.fe01:265
Advanced Settings
ADDRESS AUTOCONFIGURATION SETTINGS
Enable Automatic IPv6 Address Assignment: [Enabled I
Enable Automatic DHCP-PD in LAN: [Enabled I
Autoconfiguration Type: ‘ SLAAC+Stateless DHCP

Router Advertisement Lifetime: minutes
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Autoconfiguration Select Stateful (DHCPv6), SLAAC + RDNSS or SLAAC + Stateless
Type: DHCPv6.

Router Enter the IPv6 address lifetime (in minutes).
Advertisement

Lifetime:

Click Save when you are done.

Home Settings Features

IPv6

Al of your IPv6 Intemet and network connection details are displayed on this page

pSL | AM | PIM | wian

¥l
|
=

My Internet Connection is: ‘ Auto Configuration (SLAAC/DHCPv6)

<

Enable IANA. IESIERIE]

Management

IPv6 DNS SETTINGS

DNS Type: ‘ Use the following DNS address

<

Primary DNS Server

Secondary DNS Server.

LAN IPv6 ADDRESS SETTINGS

Enable DHCP-PD: Enabled

LAN IPv6 Link-Local Address: fe60:219:9117e01:265

Advanced Settings

ADDRESS AUTOCONFIGURATION SETTINGS

Enable Automatic IPV6 Address Assignment: [Enabled

Enable Automatic DHCP-PD in LAN: [Enabled

Type: ‘ SLAAC DHCP

Router Advertisement Lifetime: minutes
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Select PPPoE if your Internet connection requires you to enter a username and password. This information is provided by your Internet Service

Provider (ISP).

PPPoE Session:

Enable IANA:

Username:

Password:

Address Mode:

IP Address:

MTU:

DNS Type:

Primary DNS
Server:

Secondary DNS
Server:

PPPOE

Choose Share with IPv4 to re-use your IPv4 PPPoE username and
password, or Create a new session.

Enable this option to enable Internet Assigned Numbers Authority
IPv6 Compatibility.

If you selected Create a new session above, enter the PPPoE
username provided by your ISP here.

If you selected Create a new session above, enter the PPPoE
password provided by your ISP here.

Select Static IP if your ISP assigned you the IP address, subnet mask,
gateway, and DNS server addresses. In most cases, select Dynamic IP.

Enter the IP address provided by your ISP (Static IP only).

Maximum Transmission Unit - you may need to change the MTU for
optimal performance with your ISP.

Select either Obtain DNS server address automatically or Use the
following DNS address.

If you selected Use the following DNS address above, enter the
primary DNS server address.

If you selected Use the following DNS address above, enter the
secondary DNS server address.

. —_—
_l)'Ill“-k N - Home Settings Features Management
All of your IPv6 Internet and nefwork connection details are displayed on this page
DSL ATM PTM VLAN Pv4 “
My Internet Connection is: ‘ PPROE
Enavie A
PPPOE Session: ‘ Create a new session
Address Mode: ‘ Static IP
1P Address. ‘ ‘
Reconnect Mode: ‘ Always on
MTU: | 1492 | bytes
IPv6 DNS SETTINGS
DNS Type: ‘ Use the following DNS address
Primary DNS Server. ‘ ‘
Secondary DNS Server. ‘ ‘
LAN IPv6 ADDRESS SETTINGS
LAN IPv6 Address ‘ ‘ 164
LAN IPVB Link-Local Address: e50::219:9111-7e01:265
Advanced Settings
ADDRESS AUTOCONFIGURATION SETTINGS
Enable Automatic [PV Address Assignment
Autoconfiguration Type: ‘ SLAAC+Stateless DHCP

Router Advertisement Lifetime: minutes
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Enable DHCP-PD:
LAN IPv6 Address:

LAN IPv6 Link-
Local Address:

Enable Automatic
IPv6 Address
Assignment:

Enable Automatic
DHCP-PD in LAN:

Autoconfiguration
Type:

Router
Advertisement
Lifetime:

Enable or disable prefix delegation services.
Enter the LAN (local) IPv6 address for the router.

Displays the router’s LAN link-local address.

Enable or disable the Automatic IPv6 Address Assignment feature.

Enable or disable DHCP-PD for other IPv6 routers connected to the
LAN interface.

Note: This feature requires a smaller subnet prefix than /64 (i.e. allowing
for a larger address allocation), such as /63. Contact your ISP for more

information.

Select Stateful (DHCPv6), SLAAC + RDNSS or SLAAC + Stateless
DHCPv6.

Enter the IPv6 address lifetime (in minutes).

Click Save when you are done.

Diink

Home Setiings

IPv6

All of your IPv6 Internet and network connection details are displayed on this page

DSL ATM

il
=

VLAN

Features

My Internet Connection is. ‘ PPPOE

Enable IANA Enabled I

PPPoE Session: ‘ Create a new session

Management

Address Mode: ‘ Static 1P

IP Address: ‘

Reconnect Mode ‘ Aways on

MTU: | 1492 | bytes

IPv6 DNS SETTINGS

DNS Type: ‘ Use the following DNS address

Primary DNS Server: ‘

Secondary DNS Server: ‘

LAN IPv6 ADDRESS SETTINGS

LAN |Pv6 Address: ‘

LAN IPv6 Link-Local Address: fe80::219:91fffe01:265

Advanced Settings..

ADDRESS AUTOCONFIGURATION SETTINGS

Enable Automatic IPv6 Address Assignment. =BT =] I

Autoconfiguration Type: ‘ SLAAC+Stateless DHCP

Router Advertisement Lifetime: minutes
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IPv6 in IPv4 Tunnel

The user can configure the IPv6 connection to run in IPv4 Tunnel mode. IPv6 over IPv4 tunneling encapsulates IPv6 packets in IPv4 packets so
that IPv6 packets can be sent over an IPv4 infrastructure.

Remote IPv4
Address:

Remote IPv6
Address:

Local IPv4
Address:

Local IPv6
Address:

Subnet Prefix
Length:

DNS Type:

Primary DNS
Server:

Secondary DNS
Server:

Enable DHCP-
PD:

LAN IPv6
Address:

Enter the IPv4 remote address you will use.

Enter the IPv6 remote address you will use.

Enter the IPv4 local address you will use.

Enter the IPv6 local address you will use.

Enter the subnet prefix length supplied by your ISP.

Select either Obtain DNS server address automatically or Use the
following DNS address.

If you selected Use the following DNS address above, enter the
primary DNS server address.

If you selected Use the following DNS address above, enter the
secondary DNS server address.

Enable or disable prefix delegation services.

If you disabled DHCP-PD, enter the LAN (local) IPv6 address for the
router.

IPv6

Home Settings

Features Management

All of your IPv8 Internet and network connection details are displayed on this page

DSL ATM PTM

VLAN

‘E
2
=

My Internet Connection is: ‘ IPVE in IPV4 tunnel

Remote |Pv6 Address ‘

<

Local IPv4 Address: 192 168 27100

Local IPv6 Address: ‘

Subnet Prefix Length: l:l

IPv6 DNS SETTINGS

Primary DNS Server: ‘

Secondary DNS Server ‘

LAN IPv6 ADDRESS SETTINGS

DNS Type: ‘ Use the following DNS address

Enable DHCP-PD: a

LAN IPv6 Link-Local Address: fe50:219:9111e01:265

ADDRESS AUTOCONFIGURATION SETTINGS

Enable Automatic IPY6 Address Assignment
Enable Automatic DHCP-PD in LAN

Autoconfiguration Type ‘ SLAAC+Stateless DHCP

Router Advertisement Lifetime: minutes

Advanced Settings
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LAN IPv6 Link-
Local Address:

Enable
Automatic
IPv6 Address
Assignment:

Enable
Automatic
DHCP-PD in
LAN:

Auto
Configuration

Type:

Router
Advertisement
Lifetime:

Displays the router’s LAN link-local address.

Enable or disable the Automatic IPv6 Address Assignment feature.

Enable or disable automatic DHCP-PD services.

Select Stateful (DHCPv6), SLAAC + RDNSS or SLAAC + Stateless
DHCPve.

Enter the IPv6 address lifetime (in minutes).

Click Save when you are done.

D-Link

DSL-5300 HW:A1 FW:1.00

Home

IPv6

All of your IPv6 Internet and network connection details are displayed on this page

DSL ATM

Settings

PTM

VLAN

Features

Pv.

My Internet Connection is: ‘ IPVE in IPV4 tunnel

[<|

Remote IPv4 Address:

Remote IPv6 Address

|

Local IPv4 Address: 192.168.27.100

Local IPv6 Address: ‘

Subnet Prefix Length. l:l

Management

Save

IPv6 DNS SETTINGS

DNS Type: ‘ Use the following DNS address

Primary DNS Server:

Secondary DNS Server:

LAN IPv6 ADDRESS SETTINGS

Enable DHCP-PD: Enabled

LAN IPv6 Link-Local Address: fe80::219:91fffe01:265

Advanced Settings..

ADDRESS AUTOCONFIGURATION SETTINGS

Enable Automatic IPv6 Address Assignment

Enable Automatic DHCP-PD in LAN

Enabled

Enabled

Type. ‘ SLAAC+Statels

DHCP

Router Advertisement Lifetime: minutes
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6to4

In this section the user can configure the IPv6 6 to 4 connection settings. 6to4 is an IPv6 address assignment and automatic tunneling
technology that is used to provide unicast IPv6 connectivity between IPv6 sites and hosts across the IPv4 Internet.

6 to 4 Address: Displays the 6 to 4 address.
:l?-:l‘iq R Home Settings Features Management
6 to 4 Relay: Enter the 6 to 4 relay supplied by your ISP. IPV6
v
. Al of your IPv8 Internet and nefwork connection details are displayed on this page
Primary DNS Enter the primary DNS server address.
Server:
Secondary DNS Enter the secondary DNS server address. et i B
Server: 6to4 Add 2002:c0a8:1b64::1
LAN IPv6 Address: Enter the LAN (local) IPv6 address for the router. S |
Secondary DNS Server: ‘ ‘
LAN IPV6 Llnk- LAN IPv6 ADDRESS SETTINGS
Local Address: Displays the router’s LAN link-local address. an e actes: 2o0zcoseres || s1ves
LAN IPv6 Link-Local Address: fe80::219:31fffe01:265 R
Enable Automatic ADDRESS AUTOCONFIGURATION SETTINGS
IPv6 Address Check to enable the Automatic IPv6 Address Assignment feature. e A P s st
Assignment: Autoconfiguration Type ‘ SLAAC+Staleless DHCP
Router Advertisement Lifetime: minutes
Autoconfiguration Select Stateful (DHCPv6), SLAAC + RDNSS or SLAAC + Stateless

Type: DHCPv6.
Router Enter the IPv6 address lifetime (in minutes).
Advertisement

Lifetime:

Click Save when you are done.
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6rd

In this section the user can configure the IPv6 6rd connection settings.

Assign IPv6
Prefix:

Primary DNS
Server:

Secondary DNS
Server:

Enable Hub and
Spoke Mode:

6rd
Configuration:

6rd IPv6 Prefix:

6rd Border
Relay IPv4
Address:

LAN IPv6
Address:

LAN IPv6 Link-
Local Address:

Enter the IPv6 prefix.

Enter the primary DNS server address.

Enter the secondary DNS server address.

Enable if you want to minimize the number of routes to the
destination by using a hub and spoke method of networking.
Choose the 6rd DHCPv4 Option to automatically discover and
populate the data values, or Manual Configuration to enter the
settings yourself.

Enter the 6rd IPv6 prefix and mask length supplied by your ISP
(manual configuration only).

Enter the 6rd border relay IPv4 address settings supplied by your ISP
(manual configuration only).

Enter the LAN (local) IPv6 address for the router.

Displays the router’s LAN link-local address.

- —
_l_)-_l'l“'k I Home Settings Features

IPv6

All of your IPv8 Internet and network connection details are displayed on this page

DSL ATM

o
=

VLAN

5]
£
=

My Internet Connection is: ‘ 6rd

<

Assign IPVG Prefix. Not Available

Primary DNS Server: ‘

Secondary DNS Server. ‘

Management

6RD MANUAL CONFIGURATION

Enable Hub and Spoke Mode:
6rd Configuration ‘ Manual Configuration
WAN IPv4 Address: 192.168.27.100 D
Brd Border Relay IPv4 Address l:l

LAN IPv6 ADDRESS SETTINGS
LAN IPv6 Address: Not Available
LAN IPv6 Link-Local Address: fe80::219:911.fe01:265

Advanced Settings.

ADDRESS AUTOCONFIGURATION SETTINGS

Enable Automatic IPV6 Address Assignment

Autoconfiguration Type ‘ SLAAC+Stateless DHCP

Router Advertisement Lifetime: minutes
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Enable Automatic
IPv6 Address
Assignment:

Autoconfiguration
Type:

Router
Advertisement
Lifetime:

Check to enable the Automatic IPv6 Address Assignment feature.

Select Stateful (DHCPv6), SLAAC + RDNSS or SLAAC + Stateless
DHCPve.

Enter the IPv6 address lifetime (in minutes).

Click Save when you are done.

Home Settings

IPv6

Features

Management

All of your IPv6 Internet and network connection details are displayed on this page.

DsL ATM

o
=

VLAN

<
=

My Internet Connection is. ‘ 6rd

Assign IPv6 Prefix: Not Available

<

Primary DNS Server: ‘

Secondary DNS Server ‘

6RD MANUAL CONFIGURATION

Enable Hub and Spoke Mode: Enabled I

6rd Configuration ‘ Manual Configuration

WAN IPv4 Address’ 192.168.27.100 / l:l
sapovermeay P Aess: | ]

LAN IPv6 ADDRESS SETTINGS
LAN IPve Address. Not Available
LAN IPv6 Link-Local Address: fe80::219:31fffe01:265

Advanced Settings

ADDRESS AUTOCONFIGURATION SETTINGS

Enable Automatic IPv6 Address Assignment: ISR I

Autoconfiguration Type: ‘ SLAAC+Siateless DHCP

Router Advertisement Lifetime: minutes

COPYRIGHT ©2016 D-Link

D-Link DSL-5300 User Manual

57




Section 4 - Configuration

Local Connectivity Only

Local Connectivity Only allows you to set up an IPv6 connection that will not connect to the Internet.

Enable ULA: Click here to enable Unique Local IPv6 Unicast Addresses settings.

P'I-illk . Home Settings Features Managemen t
Use Default Checking this box will automatically configure the ULA prefix for TOVE
ULA Prefix: the default setting. N ,
All of your IPv6 Internet and network connection details are displayed on this page.
ULA Prefix: If you wish to choose your own ULA prefix, enter it here.

Current IPv6 This section will display the current settings for your IPv6 ULA.
ULA Settings:

My Infernet Connection is” | Local Connectivity Only

< |

Advanced Settings
IPV6 ULA SETTINGS

Click Save when you are done. Enatie ULA

Use Default ULA Prefix: D

ULA Prefix ‘ /64

CURRENT IPv6 ULA SETTINGS
Current ULA Prefix. Not Available
LAN IPv6 ULA: Not Available
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Wireless

In the Settings menu on the bar on the top of the page, click Wireless to see the
wireless configuration options. To configure the router’s guest zone, click the Guest
Zone link. Refer to 61 for details. Click Advanced Settings... to expand the list
and see all of the options. The following options apply to both the 2.4 GHz and the
5 GHz wireless frequency bands:

Smart Connect:

Status:

Wi-Fi Name
(SSID):

Password:

Security Mode:

802.11 Mode:

Wi-Fi Channel:

Transmission
Power:

Channel Width:

Enable this option to have the DSL-5300 automatically manage the
2.4 GHz and 5 GHz wireless networks. Disable this option if you want
to manually configure the 2.4 GHz and 5 GHz wireless networks.
Enable or disable the wireless frequency band.

Create a name for your wireless network using up to 32 characters.
Create a password to use for wireless security. Wireless clients will
need to enter this password to successfully connect to the network.
Choose None, WEP, or WPA/WPA2-(Personal) (recommended).
Select the desired wireless networking standards to use. The available
options will depend on the wireless frequency band, as well as the
currently selected security mode.

Select the desired channel. The default is Auto (recommended).
Select the desired wireless transmission power.

Select Auto 20/40 if you are using both 802.11n and non-802.11n

wireless devices, or select 20 MHz if you are not using any 802.11n
wireless clients.

D-Link

Smart Connect

Wi-Fi 2.4GHz:

Home Settings

Wireless

Use this section to configure
n

Features

wireless
changes made in this section will need to be updated on your wireless device

Status:

Status:

Wi-Fi Name (SSID):

Password:

Security Mode:
802.11 Mode:

Wi-Fi Channel
Transmission Power:
Channel Width:
HT20/40 Coexistence:
Visibility Status:

Schedule

[Enabled

Cobra-2. 4G

DOCSDOCS

WPA/WPA2-Personal

Mixed 802.11b/g/n

Auto

High

Auto 20/40 MHZ

En:

Visible

Always Enable

I

L1
S

<HE<P<R<

<

<

<

Advanced Settings.

Management

the wireless settings for your D-Link Router. Please make sure that any
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Visibility Status:

Schedule:

WPS-PBC
Status:

WPS-PIN Status:

WPS status:
Device PIN:

Generate New
PIN:

PBC Start

PIN Start:

The default setting is Visible. Select Invisible if you do not want to

broadcast the SSID of your wireless network.

Use the drop-down menu to select the time schedule that the rule
will be enabled on. The schedule may be set to Always Enable, or
you can create your own schedules in the Schedules section. Refer

to page 83 for more information.

Enable or disable Wi-Fi Protected Setup Push Button Configuration

(WPS-PBC) functionality.

Enable or disable WPS-PIN functionality.

Note: WPS-PIN functionality has known security vulnerabilities and is
disabled by default for your protection. It is provided for compatibility

only.

Displays WPS status.

Displays the current PIN. Use of WPS-PIN is not recommended.

Generates a new, random PIN. Use of WPS-PIN is not recommended.

Enables you to start PBC pairing from the web Ul.

Allows you to pair a client device configured with a PIN without

enabling PIN support on your router.

Click Save when you are done.

Wi-Fi 5GHz

Status: [Enabled

Wi-Fi Name (SSID): | Cobra-5g

Password: | DOCSDOCS

Security Mode: | WPAWPA2-Personal

<

802.11 Mode: | Mixed 802.11a/n/ac

I

Wi-Fi Channel: | Auto

<

Transmission Power: | High

II

Channel Width: | Auto 20/40/80 MHz

Visibility Status: | Visible

<

Schedule | Always Enable

I

Wi-Fi 5GHz_2

Status: Enabled

Wi-Fi Name (SSID): | Cobra-5G2

Passwerd: | DOCSDOCS

Security Mode: | WPAWPA2-Personal

<

802.11 Mode: | Mixed 802.11a/n/ac

II

Wi-Fi Channel: | Auto

Transmission Power: | High

<

Channel Width: | Auto 20/40/80 MHz

I

Visibility Status: | Visible

<

<

Schedule | Always Enable

Wi-Fi Protected Setup

WPS-PBC Status: Enabled I

WPS-PIN Status:

[ —

WPS status: Enabled/Configured

Device PIN: | 10699508 Generate New PIN

| Save Device PIN | Reset to Unconfigured |

Connet to Device
PBC: | PBC Start

PIN PIN Start

|LPIN Start |

H{
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Guest Zone

The guest zone feature will allow you to create temporary zones that can be used by
guests to access the Internet. These zones will be separate from your main wireless
network. You may configure different zones for the 2.4 GHz, primary, and secondary
5 GHz wireless bands.

In the Settings menu on the bar on the top of the page, click Wireless, then click
the Guest Zone link. Click Advanced Settings... to expand the list and see all of the
options. Each band can be configured separately:

Status: Enable or disable the guest zone for each wireless frequency band.

Wi-Fi Name Enter a wireless network name (SSID) that is different from your main
(SSID): wireless network.

Password: Create a password to use for wireless security. Wireless clients will
need to enter this password to successfully connect to the guest zone.

Schedule: Use the drop-down menu to select the time schedule followed by
the guest zone.. The schedule may be set to Always Enable, or you
can create your own schedules in the Schedules section. Refer to
page 83 for more information.

Internet Access Enabling this option will confine connectivity to the Internet,
Only: disallowing guests from accessing other local network devices.

Click Save when you are done.

D-Link

2.4GHz

5GHz

5GHz_2

Home Network Access

Home Settings Features Management

Guest Zone

This page lets you enable and configure a Wi-Fi Guest Zone. Users connected to a Guest Zone cannat
communicate or detect devices on your home network unless Intemet Access Only is disabled under
Home Network Access

IR - |

S C=—
Status: Enabied j

wiNamessoy [
I
L= -

o [am

Status:

e B—
e —
S -

;
s [owr |8

Status:

I —
e —
S e —

Intermet Access Only ‘
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Advanced Settings

The Advanced Settings menu allows you to configure advanced wireless features
to optimize performance and compatibility. These are advanced settings that can
safely be ignored by most users.

Enable Radio:

Set AP Isloated:

Roaming
Assistant:

RSSI
Trigger(dBm):

Enable IGMP
Snooping:

Multicast Rate
(Mbps):

AMPDU RTSL:

RTS Threshold:

Select this option to enable the Wireless radio. Disabling will disable
for the specified band. This feature is enabled by default

Select this option to prevent wireless clients from communicating
with each other. This feature is disabled by default.

The roaming assistant allows clients to more easily move between
APs or repeaters. This feature disconnects the client bellow a certain
RSSI (Received Signal Strength Indicator) threshold to connect to a
stronger signal (see below). This feature is enabled by default.

Sets the RSSI (Received Signal Strength Indicator) to drop the client
from the network to allow it to reconnect to a repeater or AP.

Allows monitoring of IGMP (Internet Group management Protocol) to
optimize wireless multicast traffic. The feature is enabled by default.

Allows you to specify the maximum speed which multicast packets
are sent. Auto is the default and recommended setting.

The AMPDU (Aggregated-MAC Packet Data Unit) is a feature of the
802.11e and 802.11n standards that allows groups of frames to
be transmitted together. The default and recommended setting is
Enable.

RTS (Request to Send) indicates the maximum number of bytes per
packet. Reducing this may improve communication in crowded
wireless environments. The default and recommended setting is
2347.

.
D-Link Home | Settings Features Management
DSL-5300 HW-A1 FW:1.00

Advanced Settings

Use this section to configure the wireless settings for your D-Link Router. Please make sure that any
changes made in this section will need to be updated on your wireless device.

Mac Filter Guest Zone v i

Band

= m

Settings
Enavie Radio
Set AP Isolated: Enabled I
Roaming Assistant:
RSS! Trigger(dBm)
Enable IGMP Snooping: Enabled I
Multicast Rate(Mbps);
AMPDU RTS
RTS Threshold
OTIM Intervat
Beacon Interval
Enable TX Bursting
Enable WMM APSD: Enabled I
Optimize AMPDU Aggregation
Modulation Scheme: | Up to MCS 11 v
Alrtime Faimess:
Muti-User MIMO:
Explicit Beamforming: Enabled I
Universal Beamforming:
Reducing USB 3.0 interference: Enabled I
1AS Enabled
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DTIM Interval:

Beacon Interval:

Enable TX
Bursting:

Enable WMM
APSD:

Optimize
AMPDU
Aggregation:

Modulation
Scheme:

Aitrime
Fairness:

Multi-User
MIMO:

Explicit
Beamforming:

The DTIM (Delivery Traffic Indication Message) interval set the wake-
up interval in power saving mode. The default and recomended
setting is 3 ms.

The Beacon Interval is the time in milliseconds between one DTIM
and the next. Lower this for unstable connections and roaming
devices. The default and recommended setting is 100 ms.

Transmission Bursting improves transmission speed between the
router and 802.11g devices. The default and recommended setting
is Enable.

Enable WMM APSD (Wi-Fi Multimedia Automatic Power Save
Delivery) to improve power management between wireless devices.

AMPDU (Aggregated-MAC Packet Data Unit) optimizes the number of
MSDUs (MAC Service Data Units) to avoid packet loss in error-prone
wireless channels.

Specifies the modulation scheme used for wireless transmission.

By default, wireless networks reduce speed to the slowest client. This
setting allocates time equally among clients, each running at their
highest speeds. The default setting is disabled.

Multi-User MIMO (Multiple Input Multiple Output) allows
transmissions to take multiple paths using multiple antennas,
dramatically increasing throughput. The default and recommended
setting is Auto.

Explicit Beamforming can be used when all clients support beam
forming, and allows use of channel estimation and direction steering
to improve link speeds.

Band

Home ‘ Settings

Advanced Settings

Features Management

Use this section to configure the wireless settings for your D-Link Router. Please make sure that any
changes made in this section will need to be updated on your wireless device.

Mac Filter Guest Zone

Band: | 2.4GHz

I

Settings

Enable Radio: ENSETTES]
Set AP Isolated: Enabled

Roaming Assistant: En:

IE

RSSI Trigger(dBmy). | -75

Enable IGMP Snooping: En;

i

Multicast Rate(Mbps). | Auto

I

AMPDU RTS: (=

H

RTS Threshold: | 2347

DTIM Interval: | 3

Beacon Interval: | 100

Enable TX Bursting: (=

4 |

Enable WMM APSD: En:

Optimize AMPDU Aggregation: =t

:

Medulation Scheme: | Up to MCS 1

<

Alrtime Faimess: (=

H

Muti-User MIMO: | Auto

I

i

Explicit Beamforming: En:

Universal Beamforming: =yt

i

Region: | United States

I

Reducing USB 3.0 interference: Enabled

IAS Enabled: Enabled
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Universal
Beamforming:

Region:

Reducing
USB 3.0
Interference:

IAS Enabled:

Universal beamforming allows basic beamforming features in
compatibility mode to support legacy adaptors. This feature is
disabled by default.

Setyour region correctly to ensure compatibility with local equipment
and compliance with local laws. The default setting is Australia.

USB 3.0 sometimes interferes with 2.4 GHz wireless transmissions.
This setting moderates the speed of the included USB 3.0 port to
reduce interference. This setting is enabled by default.

Select to enable IAS (Internet Authentication Service). This feature

is disabled by default.

Click Save when you are done.

DLink

DSL-5300 HW:A1 FW:1.00

Band

Home | Settings Features Management

Advanced Settings

Use this section to configure the wireless settings for your D-Link Router. Please make sure that any
changes made in this section will need to be updated on your wireless device.

Mac Filter Guest Zone Wi-Fi

Band: | 2.4GHz

Save

Settings

Enable Radio: Enabled

Set AP Isolated: Enabled
Roaming Assistant: Enabled
RSSI Trigger(dBmy). | -75
Enable IGMP Snooping: Enabled
Multicast Rate(Mbps). | Auto
AMPDU RTS: Enabled
RTS Threshold: | 2347
DTIM Interval: | 3
Beacon Interval: | 100
Enable TX Bursting: Enabled
Enable WMM APSD: Enabled
‘Optimize AMPDU Aggregation: Enabled
Modulation Scheme: | Up to MCS
Alrtime Faimess: Enabled
Muti-User MIMO: | Auto
Explicit Beamforming: Enabled
Universal Beamforming: Enabled
Region: | United States

Reducing USB 3.0 interference: Enabled

< < < < <

IAS Enabled: Enabled
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Network

This section will allow you to change the local network settings of the router and to
configure the DHCP settings. In the Settings menu on the bar on the top of the page,
click Network. Click Advanced Settings... to expand the list and see all of the options.

LAN IP Address: Enter the IP address of the router. The default IP address is
192.168.0.1.

If you change the IP address, once you click Save, you will need
to enter the new IP address in your browser to get back into the
configuration utility.

Subnet Mask: Enter the subnet mask of the router. The default subnet mask is
255.255.255.0.

Management The default address to access the router’s configuration is
Link: http://dlinkrouter.local./ Here, you can replace dlinkrouter with
a name of your choice.

Local Domain Enter the domain name (optional).
Name:

Enable DNS Disable to transfer the DNS server information from your ISP to your
Relay: computers. If enabled, your computers will use the router for a DNS
server.

Status: Enable or disable the DHCP server.

DHCP IP Enter the starting and ending IP addresses for the DHCP server’s IP
Address Range: assignment.

Note: Ifyou statically (manually) assign IP addresses to your computers
or devices, make sure the IP addresses are outside of this range or you
may have an IP conflict.

D-Link

Network Settings

DHCP Server

Advanced Settings

Home Settings Features Management

Network

Use this section to configure the network setfings for your device. You can enter a name for your device in

the management link field, and use the link to access web Ul in a web browser. We recommend you
change the management link if there are more than one D-Link devices within the network

Save

LAN IF Address’ | 192.168.1.1
Subnet Mask: | 255.255.255.0

Management Link: http://| dlinkrouter local/

Local Domain Name:

Enable DNS Relay ]

|

Advanced Settings.

s ||
DHCP IP Address Range: 192.168.1 to 1921681
DHCRP Lease Time: minutes

Always Broadcast
(compatibility for some DHCP Clients)

e |

s vancas svears: [ |
v vancas svears: [ |
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DHCP Lease
Time:

Always
Broadcast:

UPnP:

IPv4 Multicast
Stream:

IPv6 Multicast
Stream:

Enter the length of time for the IP address lease in minutes.
Enable this feature to broadcast your networks DHCP server to LAN/
WLAN clients.

Enable or disable Universal Plug and Play (UPnP). UPnP provides
compatibility with networking equipment, software, and peripherals.

Enable to allow IPv4 multicast traffic to pass through the router from
the Internet.

Enable to allow IPv6 multicast traffic to pass through the router from
the Internet.

Click Save when you are done.

D-Link

300 HW-A1 FW:1.00

Network Settings

Home Settings Features Management

Network

Use this section to configure the network settings for your device. You can enter a name for your device in
the management link field, and use the link to access web Ul in a web browser. We recommend you
change the management link if there are more than one D-Link devices within the network:

Save

LAN IP Address: | 192.168.1.1

Subnet Mask: | 255.255.255.0

Management Link: htip://| dlinkrouter local/

Local Domain Name

Enable DNS Relay Enabled

Advanced Settings

DHCP Server

LLH

Status: EESIEIEL]

DHCP IP Address Range: 192.168.1 to 1921681

DHCP Lease Time: | 10080 minutes

il

Always Broadcast
(compatibility for some DHCP Clients)

Advanced Settings

WAN Port Speed: | Auto

upnP: EESIEE

1Pv4 Multicast Streams: [E=IEEN]

<

IPV6 Multicast Streams: [E=SIEEN]
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SharePort

This page will allow you to set up access to files on an external USB device plugged
into the router. You can do this through the local network or from the Internet using
either a web browser or an app on your smartphone or tablet. In the Settings menu
on the bar on the top of the page, click SharePort.

Status:
UPnP Media
Server:
Windows
File Sharing
(SAMBA):

FTP File Access:

Check to enable the media server functions, allowing connected
clients access to media files over the network.

Choose a name for your media server so that it can be found.

Choose either Allow all users to access (no password) or Require
router’s admin password to specify whether the router’s password
will be required for access.

To allow file access via FTP, ensure that the Status is Enabled. Enable
Remote FTP Access allows users to access files from outside the
network via FTP. If this is enabled, enter the Maximum Users, Login
Timeout, and the Maximum Idle Time.

Click Save when you are done.

To manage user accounts for SharePort access, click Create User and refer to the
next page for details.

Management

. —_—
D'I.lllk Home ‘ Settings Features

SharePort

SharePort allows you to share photos, music, movies and files simply by connecting a USB drive to your
router. Access your files locally and remotely using the free mydlink SharePort app for your iOS or Android
devices, or access them on a computer through the SharePort Web Access. The built-in Digital Living
Network Alliance (DLNA) media server allows you to stream multimedia content to any DLNA compliant
devices such as smart TVs and games consoles.

Create User Save

DLNA Media Server

Status: Enabled

DLNA Media Server | DSL-5300

Windows File Sharing (SAMBA)

Status: Enabled

Windows File Sharing: | Require router's admin

FTP Server

Status: IS

Enable Remote FTP Access: =

Maximum Users: | 1

Login Timeout: | 15

Maximum Idel Time: | 5
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Create User

The Create User page allows you to manage your SharePort user accounts. The current
list of user accounts will be displayed, along with their current permissions and access
path. If they do not have an account set up, users will be restricted to guest access;
only having access to the “Guest”folder on the media server. The router can store a
maximum of ten accounts (including the “Admin” account).

If you wish to remove an account, click on its trash can icon in the Delete column. If
you wish to edit an account, click on its pencil icon in the Edit column. If you wish to
create a new account, click the Create User button. If you edit or create a user, the
following options will appear:

User Name: Enter the desired user name for the new account.
Password: Enter the password the user will need to enter when logging in.
Status: For each connection type, choose to Enable or Disable

Permission: Select either Read Only or Read/Write to control whether the user
can edit, add, or delete files on the device.

Folder: Choose the parent folder that the user will be able to access. Files
and folders on a higher level will be unavailable. “root” means that
the user can access all files on the device. To change the selected
folder, click Browse and browse to the desired folder.

Click OK when you are done. The new user should be added to the
list of user accounts. To save the new list, click Save. To return to the
SharePort page, click SharePort.

User

Use this page to create user accounts to manage access to senvices provided by the router.

admin Read/Write Read/Write

COPYRIGHT © 2016 D-Link

Create New User

User Name:

Status Enabled
Permission: | Read Only
Folder.

FTP
Status Enabled

Permission: | Read Only

Folder:

H [ — [ —
< <
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Features
QoS Engine

This section will allow you to prioritize particular clients over others so that those
clients receive higher bandwidth. For example, if one client is streaming a movie
and another is downloading a non-urgent file, you might wish to assign the former
device a higher priority than the latter so that the movie streaming is not disrupted
by the traffic of the other devices on the network.

In the Features menu on the bar on the top of the page, click QoS Engine.

Under All Devices, you will see device cards representing each connected client. If
some are off-screen, you can use the < and > buttons to scroll through the cards.

A maximum of one device can be assigned Highest priority.

A maximum of two devices can be assigned High priority.

A maximum of eight devices can be assigned Medium priority.

If no devices are explicitly assigned a priority, they will all be treated with equal

priority. If some devices are not assigned a priority and others are, the unassigned
devices will be treated with the lowest priority.

To assign a priority level to a device, drag the device card from the All Devices list
over an empty slot and release the mouse button. The card will remain in the slot.
If you want to remove a priority assignment from a device and return it to the All
Devices list, click the cross icon in the top right of the device card.

Click Save when you are done.

- —_—
P'!‘!“-k . . Home Settings Features Management

QoS Engine

Connected clients can be assigned Intemet access priority. Click and drag client cards into open slots.

Save

Connected Clients

COPYRIGHT & 2016 D-Link
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Firewall Settings

The router’s firewall protects your network from malicious attacks over the Internet.
In the Features menu on the bar on the top of the page, click Firewall Settings. Click
Advanced Settings... to expand the list and see all of the options.

Enable DMZ: Enable or disable Demilitarized Zone (DMZ).This completely exposes
the client to threats over the Internet, and is not recommended in
ordinary situations.

DMZ IP If you enabled DMZ, enter the IP address of the client you wish to
Address: expose, or use the drop-down menu to quickly select it.

Enable SPI IPv4: Enabling Stateful Packet Inspection (SPI) helps to prevent cyber
attacks by validating that the traffic passing through the session
conforms to the protocol.

Enable Enable this feature to protect your network from certain kinds of
Anti-Spoof “spoofing”attacks.
Checking:

IPv6 Simple Enable or disable IPv6 simple security.
Security:

IPv6 Ingress Enable or disable IPv6 ingress filtering.
Filtering:

PPTP: Allows multiple machines on the LAN to connect to their corporate
network using the PPTP protocol.

m
p—Llllk - Home | Setlings Features

Firewall Settings

Your router's high-performance firewall feature continuously monitors Internet traffic,
network and connected devices from malicious Internet attacks

IPv4 Rules IPv6 Rules

Enable DMZ ]

protecting your

DMZ IP Address: ‘ ‘ ‘ << Computer Name

Enable SPI IPvd ]

Enable Anti-spoof Checking ]
IPV5 Simple Security ]

IPv6 Ingress Filtering ]

Application Level Gateway (ALG) Configuration

e NN |
s o [ |
wrse: [ |

o I |
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IPSec (VPN):

ALGL2TP:

ALGH323

RTSP:

SIP:

Allows multiple VPN clients to connect to their corporate network
using IPSec. Some VPN clients support traversal of IPSec through
NAT. This Application Level Gateway (ALG) may interfere with the
operation of such VPN clients. If you are having trouble connecting
to your corporate network, try turning this ALG off. Please check with
the system administrator of your corporate network whether your
VPN client supports NAT traversal.

Allows multiple VPN clients to connect to their corporate network
using L2TP. Some VPN clients support traversal of IPSec through
NAT. This Application Level Gateway (ALG) may interfere with the
operation of such VPN clients. If you are having trouble connecting
to your corporate network, try turning this ALG off. Please check with
the system administrator of your corporate network whether your
VPN client supports NAT traversal.

Enable pass-through for the H.323 protocol often used for VolP calls.

Allows applications that use the Real Time Streaming Protocol (RTSP)
to receive streaming media from the Internet.

Allows devices and applications using VolP (Voice over IP) to
communicate across NAT. Some VolP applications and devices have
the ability to discover NAT devices and work around them. This ALG
may interfere with the operation of such devices. If you are having
trouble making VoIP calls, try turning this ALG off.

Click Save when you are done.

D-Link |

Settings Features Management

Firewall Settings

‘Your router's high-performance firewall feature continuously monitors Internet traffic, protecting your

network and connected devices from malicio

Enavie o1z |

us Internet attacks

IPv4 Rules

D Rlles “

DMZ IP Address: ‘

| ‘ << Gomputer Name

Enable SPI IPv4: :|

enave st crecog: TSI |
v smpe secury: [ |

v ngess rere: [T |

Application Level Gateway (ALG) Configuration

ALGL2TP: msiElEL]

=

ALGH323. psELY

IPSec (VPN).

RTSP: pE=iEL

H B B

e | e e e 1

]
=

Bl  Enabled

E

Advanced Settings..
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IPv4/IPv6 Rules

The IPv4/IPv6 Rules section is an advanced option that lets you configure what kind
of traffic is allowed to pass through the network. To configure the IPv4 rules, from
the Firewall Settings page click IPv4 Rules. To configure IPv6 rules, from the Firewall
Settings page click IPv6 Rules. To return to the main Firewall Settings page, click
Security Check.

To begin, use the drop-down menu to select whether you want to ALLOW or DENY
the rules you create. You can also choose to turn filtering OFF.

If you wish to remove a rule, click on its trash can icon in the Delete column. If you
wish to edit a rule, click on its pencil icon in the Edit column. If you wish to create a
new rule, click the Add Rules button. Click Save when you are done. If you edit or
create a rule, the following options will appear:

Name: Enter a name for the rule.

Source IP Enter the source IP address range that the rule will apply to, and using
Address Range: the drop-down menu, specify whetheritisa WAN or LAN IP address.

Destination IP Enter the destination IP address range that the rule will apply to, and
Address Range: using the drop-down menu, specify whether it is a WAN or LAN IP
address.

Port Range: Select the protocol of the traffic to allow or deny (Any, TCP, or UDP)
and then enter the range of ports that the rule will apply to.

Schedule: Use the drop-down menu to select the time schedule that the rule
will be enabled on. The schedule may be set to Always Enable, or
you can create your own schedules in the Schedules section. Refer
to page 83 for more information.

Click Apply when you are done.

D'Llﬂk Home | Settings Features

Firewall Settings

The IPv4 rule section is an

Advanced IPv6 Rules

‘ Turn IPv4 Filtering OFF

Name Schedule Edit

Add Rule Remaining: 15

COPYRIGHT 2016 D-Link

advance feature used to deny or allow traffic from passin

Management

ng through the device.

Save

Delete

Create New Rule

Source P Address Range | WAN ‘ |
Destination IP Address Range | WAN ‘ |

Port Range | TCP ‘

Schedule: | Always Enable v

Apply
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Port Forwarding

Port forwarding allows you to specify a port or range of ports to open for specific
devices on the network. This might be necessary for certain applications to connect
through the router. In the Features menu on the bar on the top of the page, click
Port Forwarding.

If you wish to remove a rule, click on its trash can icon in the Delete column. If you
wish to edit a rule, click on its pencil icon in the Edit column. If you wish to create a
new rule, click the Add Rules button. Click Save when you are done. If you edit or
create a rule, the following options will appear:

D-Link Home | Setings Features Management

Port Forwarding

Your router helps share a single IP address assigned by your ISP among several clients in your home

g c
Port forwarding allows traffic requests from a specified application to be directed to a specified client
Virtual Server Save
status Name Local IP TCP Port UDP Port Schedule Edit Delete

Add Rule Remaining: 15

COPYRIGHT ©2016 D-Lint

Name: Enter a name for the rule.

Local IP: Enter the IP address of the computer on your local network that you
want to allow the incoming service to. Alternatively, select the device
from the drop-down menu.

TCP Port: Enter the TCP ports that you want to open. You can enter a single
port or a range of ports. Separate ports with a comma (for example:
24,1009,3000-4000).

UDP Port: Enter the UDP ports that you want to open. You can enter a single
port or a range of ports. Separate ports with a comma (for example:
24,1009,3000-4000).

Schedule: Use the drop-down menu to select the time schedule that the rule
will be enabled on. The schedule may be set to Always Enable, or
you can create your own schedules in the Schedules section. Refer
to 83 for more information.

Click Apply when you are done.

Create New Rule

Local IP | ‘ ‘ << Computer Name

Schedule: | Always Enable v

Apply
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Virtual Server

The virtual server allows you to specify a single public port on your router for
redirection to an internal LAN IP Address and Private LAN port. To configure the
virtual server, from the Port Forwarding page click Virtual Server. To return to the
main Port Forwarding page, click Port Forwarding.

If you wish to remove a rule, click on its trash can icon in the Delete column. If you
wish to edit a rule, click on its pencil icon in the Edit column. If you wish to create a
new rule, click the Add Rules button. Click Save when you are done. If you edit or
create a rule, the following options will appear:

Name: Enter a name for the rule.
Local IP: Enter the IP address of the computer on your local network that you
want to allow the incoming service to. Alternatively, select the device

from the drop-down menu.

Protocol: Select the protocol of the traffic to allow or deny (TCP, UDP, Both,
or Other).

Protocol If you entered Other above, enter the protocol number.
Number:

External Port: Enter the public port you want to open.
Internal Port: Enter the private port you want to open.
Schedule: Use the drop-down menu to select the time schedule that the rule
will be enabled on. The schedule may be set to Always Enable, or
you can create your own schedules in the Schedules section. Refer

to page 83 for more information.

Click Apply when you are done.

D'Llﬂk ) Home Settings Features Management

Virtual Server

Your router helps share a single IP address assigned by your Intemet service provider among several
clients in your home. Virtual servers are preset port mappings for popular services, like a web or e-mail
server, that route traffic to a specified client inside.

Port Forwarding Save

‘Add Rule Remaining: 15

COPYRIGHT ® 2016 D-Link

Create New Rule

Name: | ‘ | <= Application Name

Local IP: | ‘ | << Computer Name

External Port: |:|
Internal Port: I:I

Apply
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Website Filter

The website filter settings allow you to block access to certain websites. You can
either create a list of sites to block or create a list of sites to allow (with all other sites
being blocked).

In the Features menu on the bar on the top of the page, click Website Filter.

If you want to create a list of sites to block, select DENY computers access to ONLY
these sites from the drop-down menu. All other sites will be accessible. If you want
to specify a list of sites to allow, select ALLOW computers access to ONLY these
sites from the drop-down menu. All other sites will be blocked.

You may specify a maximum of fifteen websites. To add a new site to the list, click
Create New Rule. Next, under Website URL/Domain enter the URL or domain. If you
wish to remove a rule, click on its trash can icon in the Delete column. If you wish to
edit a rule, simply replace the URL or domain.

Click Save when you are done.

Dlink

Home | Settings Features Management

The website filters feature allows rules to be set that restrict access to a specified web address (URL) or
e URL. You can use Website Filter to restrict access to potentially harmful

Save

Website URL/Domain Delete
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Static Routes

The Static Routes section allows you to define custom routes to control how data

trafﬁc |S moved arou nd your network. lz'Li!lk - Home | Settings Features Management

In the Features menuon the bar on the top Of the page’ CliCk Static ROUtes' iziwtiidliggisuswmmerautumaﬂ:al\ybui\dsroulmg\ablestha(delermmewheretrafﬁt

TO Conﬁgure IPV6 ru|eS, CI|Ck IPV6 and refer tO page 77 for more information. To ﬂu;‘\gfesem Static routes can override this process, allowing traffic to be directed to a specific client or
return to the main IPv4 static routes page, click IPv4.

If you wish to remove a rule, click on its trash can icon in the Delete column. If you

Status Name Destination Network Mask Gateway Metric Interface Edit  Delete

wish to edit a rule, click on its pencil icon in the Edit column. If you wish to create a s
new rule, click the Add Rules button. Click Save when you are done. If you edit or
create arule, the following options will appear:

Name: Enter a name for the rule.
Create New Route

Destination IP: Enter the IP address of packets that will take this route. Name |

Destination Network: |

Gateway |

|
|
Netmask: Enter the netmask of the route. Mask | |
|
Gateway: Enter your next hop gateway to be taken if this route is used. |

Metric |

Metric: The route metric is a value from 1 to 16 that indicates the cost of N
using this route. A value 1is the lowest cost and 15 is the highest cost. o

Interface: Select the interface that the IP packet must use to transit out of the
router when this route is used.

Click Apply when you are done.
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IPv6

To configure IPv6 rules, on the Static Routes page click IPv6. To return to the main
IPv4 static routes page, click IPv4.

If you wish to remove a rule, click on its trash can icon in the Delete column. If you
wish to edit a rule, click on its pencil icon in the Edit column. If you wish to create a

new rule, click the Add Rules button. Click Save when you are done. If you edit or
create a rule, the following options will appear:

Name: Enter a name for the rule.

DestNetwork: This is the IP address of the router used to reach the specified
destination.

PrefixLen: Enterthe IPv6 address prefix length of the packets that will take this
route.

Metric: Enter the metric value for this rule here.

Interface: Select the interface that the IP packet must use to transit out of the
router when this route is used.

Click Apply when you are done.

D'L'“-k o Home | Settings Features Management

Static Routes

Once connected to the Internet, your router automatically builds routing tables that determine where traffic
should be sent. Static routes can override this process, allowing traffic to be directed to a specific client or
location

1Pv4 Save

Status Name DestNetwork PrefixLen Gateway Metric Interface Edit Delete

CGOPYRIGHT ®2016 D-Link

Create New Route

Name |

DestNetwork: |

Gateway |

PrefixLen: | |

Metnc: |

Apply
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Dynamic DNS

Most Internet Service Providers (ISPs) assign dynamic (changing) IP addresses. Using
a dynamic DNS service provider, people can enter your domain name in their web
browser to connect to your server no matter what your IP address is.

In the Features menu on the bar on the top of the page, click Dynamic DNS.

Enable Enabling dynamic DNS will reveal further configuration options.
Dynamic DNS:

Status: Displays the current dynamic DNS connection status.

Server Address: Enter the address of your dynamic DNS server, or select one from
the drop-down menu.

Host Name: Enter the host name that you registered with your dynamic DNS
service provider.

User Name: Enter your dynamic DNS username.
Password: Enter your dynamic DNS password.
Time Out: Enter a timeout time (in hours).

Click Save when you are done.

At the bottom of the page are the IPv6 host settings. To configure an IPv6 dynamic
DNS host, refer to 79 for more information.

Diink

Home | Settings Features Management

Dynamic DNS

Dynamic Domain Name Service allows your router to associate an easy-to-remember domain name such
as [YourDomainName] com with the regularly changing IP address assigned by your Intenet Service
provider. This feature is helpful when running a virtual server

Save

Enable Dynamic DNS: ]

Status: Disconnected

Server Address ‘ dyndns.com H dyndns.com

R

Host Name IPvE Address Edit Delete

COPYRIGHT © 2016 D-Link
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IPv6 Host

The IPv6 host settings are found at the bottom of the Dynamic DNS page.

If you wish to remove a rule, click on its trash can icon in the Delete column. If you
wish to edit a rule, click on its pencil icon in the Edit column. If you wish to create a
new rule, click the Add Rules button. Click Save when you are done. If you edit or
create a rule, the following options will appear:

Host Name: Enter the host name that you registered with your dynamic DNS
service provider.

IPv6 Address: Enterthe IPv6 address of the dynamic DNS server. Alternatively, select
the server device in the drop-down menu.

Click Apply when you are done.

IPV6 Address. Edit

COPYRIGHT @ 2016 D-Li

nk

Delete

Create New Record

Host Name: |

IPv6 Address: |

| ‘ =< Computer Name

Apply
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VPN

This page allows you to configure the DSL-5300 as a VPN server. We recommend
configuring Dynamic DNS before proceeding with VPN setup. If your router is
assigned an IP address from your ISP using DHCP, it may frequently change, requiring
clients credentials to be set up again and a simple DDNS address will be easier than

an IP address.

Enable PPTP
VPN Server:

Username:

Password:

Network
Place (Samba)
Support:

Broadcast
Support:

Authentication:

MPPE
Encryption:

Connect to
DNS Server
automatically:

Select to enable the PPTP VPN server.

Enter the Username that will be required to log into the server
remotely.

Enter the Password that will be required to log into the server
remotely.

Select Enable to enable support for SAMBA and Windows networking
over the PPTP connection.

Note that this will expose your network to anyone able to log in.
Select to Enable broadcast support over PPTP.

Select to enable broadcast support over VPN connections.

Choose the authentication protocol type: Auto, MSCHAPv1, and
MSCHAPv2. Auto is the default.

Select encryption to be supported by the PPTP tunnel. Choose from
MPPE-128 or MPPE-40 from Microsoft Point-to-Point Encryption
(MPPE). Select No Encryption to disable encryption. Select multiple
options to allow the client to choose between them.

Select to automatically connect to the router's DNS server to resolve
DNS queries.

Diink

Basic settings

Advanced

VPN

Wherever you are, you can access your home network content via a virtual private network (VPN) server.

Enable PPTP VPN Server [IIY
Usemame
Password:

Network Place (Samba) Support

Advanced Settings..

i SHHA

Broadcast Support: [IN=E

Authentication: | Auto v

MPPE Encryption: (] yppe-128 (] MPPE-40 ] No Encryption

Connect to DNS Server automatically: [Enabled

Connect to WINS Server automatically: IS

MRU: | 1450

MTU: | 1450

Client IP address: | 192.168.10.2

~ 192.168 19 Maximum 30 clients

COPYRIGHT @ 2016 D-Link
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Connect to Select to automatically connect to the router's WINS server to resolve
WINS Server net NetBIOS names.
automatically:

MRU: Enter the maximum receive unit (MRU) packet size. The default is
1450 to allow additional overhead for the VPN protocol.

MTU: Enter the maximum transmission unit (MTU) packet size. The default
is 1450 to allow additional overhead for the VPN protocol.

Client IP Enter a range of IPs to assign to VPN clients. Note that regardless of
address: the range specified, the device cannot support more than 30 clients.

Click Save when you are done.

D-Link

DSL-5300 HW:A1 FW:1.00

Basic settings

Network Place (Samba) Support

Home Setiings Features Management

VPN

Wherever you are, you can access your home network content via a virtual private network (VPN) server.

Enable PPTP VPN Server: [Enabled
Usemame:

Password:

i

Advanced Settings..

Advanced

Connect to WINS Server automatically: [Enabled

Broadcast Support: [NELE

Authentication: | Auto v

MPPE Encryption: (] yppe-128 (] MPPE-40 ] No Encryption

Connect to DNS Server automatically: [ESE

il

MRU: | 1450

MTU: | 1450

Client IP address: | 192.168.10.2 ~ 192.168 19 Maximum 30 clients
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Management
Time & Schedule

Time
H H H H D-Link jome Settings eatures Vianagemen
The Time page allows you to configure, update, and maintain the correct time on o : e o enaenen
the internal system clock. From here you can set the time zone, the Network Time :
Protocol (NTP d enable or disable daylight saving ti N
rOtOCO (NT ) Server’ and enable or disa S ay Ig t SaVIng tlme’ Your router's intemal clock is used for data logging and schedules for features. The date and time can be
synchronized with a public time server on the Internet, or set manually.
In the Management menu on the bar on the top of the page, click Time & Schedule.
Schodule “
Time Zone: Select your time zone from the drop-down menu. Time Confguration
Time Zone: | (GMT) Greenwich Mean Time : Dublin, Edinburgh, Lisbon,
Time: 2017/08/23 06:03:33 PM
Time: Displays the current date and time of the router.
Automatic Time Configuration
Daylight Enable or disable daylight saving time. UpsteTme s aniTe e [ |
Saving: NTP Server: ‘ D-Link NTP Server H D-Link NTP Server

Update Time Enable ordisabletoallowan NTP server on the Internet to synchronize
Using an NTP the time and date with your router. If you enable this option, select
Server: an NTP server from the drop-down menu. To configure the router's
time and date manually, disable this option and use the drop-down

menus that appear to input the time and date.

Click Save when you are done.

To configure and manage your schedules, click Schedule and refer to page 83 for
more information.

D-Link DSL-5300 User Manual



Section 4 - Configuration

Schedule

Some configuration rules can be set according to a pre-configured schedule. To
create, edit, or delete schedules, from the Time page click Schedule. To return to
the Time page, click Time.

If you wish to remove a rule, click on its trash can icon in the Delete column. If you
wish to edit a rule, click on its pencil icon in the Edit column. If you wish to create a

new rule, click the Add Rules button. Click Save when you are done. If you edit or
create a rule, the following screen will appear:

First, enter the name of your schedule in the Name field.

Each box represents one hour, with the time at the top of each column.Toadd atime
period to the schedule, simply click on the start hour and drag to the end hour. You
can add multiple days to the schedule, but only one period per day.

To remove a time period from the schedule, click on the cross icon.

Click Apply when you are done.

-
D-Link Home Settings Features Management
DSL-5300 HW-A1 F
Some features, such as the firewall and website filters, can be turned on or off based on a schedule. One
common use of schedules is to control access to the Intemet by a specified device during specified time
periods.
—
Name Schedule Edit Delete
Mon : 5:00 - 17:00
Tue - 5:00 - 17:00
test Wed - 5:00 - 17:00 rd L
Thu : 5:00 - 17-00
Fri- 5:00-17:00
Add Rule Remaining: 9

COPYRIGHT @ 2014 D-Link

9 10 11 12 13 14 15 18 17 18 19 20 21 22 23

Apply

8:00

-19:00

8:00

-19:00

8:00

- 19:00

8:00

- 19:00

|0600

800

- 18:00
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System Log

The router keeps a running log of events. This log can be sent to a Syslog server or
sent to your email address. In the Management menu on the bar on the top of the
page, click System Log.

System Log:
Enable Logging
to Syslog
Server:

Syslog Server IP
Address:

Enable Email

Notification:

On Log Full:

On Schedule:

Schedule:

Click Check System Log to view the full log in-browser.

Check this box to send the router logs to a SysLog Server. If this is
disabled, there will be no other options on this page.

Enter the IP address for the Syslog server. If the Syslog server is
connected to the router, select it from the drop-down menu to
automatically populate the field.

If you want the logs to be automatically sent to an email address,
enable this option.

Enter the settings for your email account. These are obtained from
your email service provider.

If email notification is enabled, this option will set the router to send
the log by email when the log is fully.

This option can be enabled to send an email according to a pre-
configured schedule. See below.

If you enable On Schedule is enabled, use the drop-down menu
to select the time schedule that the rule will be enabled on. The
schedule may be set to Always Enable, or you can create your own
schedules in the Schedules section. Refer to page 83 for more
information.

Click Save when you are done.

-
P'Ll“k Home Settings Features Management

5300 HW-A1 FW:1.00

System Log

On-board diagnostics run continually in the background to monitor the health of your router. The results
are recorded in the system log if it is enabled. This info can be used to diagnose common problems or
help Customer Support resolve issues more quickly

Log Settings

System Log Check System Log

Enavie Lagging oSy sever [ Y |

SysLog Server IP Address ‘

SysLog Settings

[ <ecompuernane

E-mail Settings

enave - oo [JEEEY |
Fomemaagsess| ]
T
swPseneradgress | |
swresenerpon | ]

enavie s o [JEEERY |
accountmame| ]

E-mail Log When Full or On Schedule

senavmen g ur [FEERY |
sens o sencue: [ R |
Schedule: | Always Enable v

COPYRIGHT @

D-Link DSL-5300 User Manual

84




Section 4 - Configuration

Admin

This page will allow you to change the administrator (Admin) password and enable
remote management.

-
D'Ll“k B Home Settings Features Management

. . Admin
In the Management menu on the bar on the top of the page, click Admin. e s e L

Password:

Enter a new password for the administrator account. You will need to
enter this password whenever you configure the router using a web
browser.

account a strong password

Admin Password

S “

Enable Enables a challenge-response test to require users to type letters or S m——— R
Graphical numbers from a distorted image displayed on the screen to prevent S ‘
Authentication online hackers and unauthorized users from gaining access to your
(CAPTCHA): router’s network settings. crae 77 ener: [ERIERY |
Enable Telnet If youwantto allow router setup via the protocols, you can configure wseseres: [ |

Server:

Enable HTTPS

Server:

Enable Remote
Management:

it here. For Telnet, click Enable Remote Management to allow
administrators to configure the network from outside. If you enabled
remote management, enter the remote port number that the router
will use for that protocol.

Check to enable HTTPS to connect to the router securely. This means
to connect to the router, you must enter https://dlinkrouter.local./
instead of http://dlinkrouter.local./

Remote management allows the DIR-860L to be configured from the
Internet by a web browser. A password is still required to access the web
management interface.

COPYRIGHT @ 2016 D-Link
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Remote Admin The port number used to access the DIR-860L is used in the URL.
Port: Example: http://x.x.x.x:8080 where x.x.x.x is the Internet IP address
of the DIR-860L and 8080 is the port used for the web management

interface. DLink
Note: Ifyou enabled HTTPS Server and wish to access the router remotely Admin
and Securely, yOU must en i'el’ hﬂ'pS.’//at the beginning Ofthe address. Zch:eoauﬁn:;r:o?;;;;z\:;:ﬁamg& all router settings. To keep your router secure, you should give the admin

Click Save when you are done.

m“

Admin Password

Enable Graphical Authentication (CAPTCHA):
Advanced Settings
Administration
Enable Telnet Server
Enable HTTPS Server

Enable Remote Management [Enabled

Remote Admin Port | 8061 Use HTTPS:

COPYRIGHT @ 2016 D-Link

To load, save, or reset settings, or reboot the router, click Save.
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System

This page allows you to save the router’s current configuration, load a previously saved
configuration, reset the router to its factory default settings, or reboot the router.

From the Admin page, click System. To return to the Admin page, click Admin.

Save Settings
To Local Hard
Drive:

Load Settings
From Local
Hard Drive:

Restore To
Factory Default
Settings:

Auto Reboot
Configuration

Reboot The
Device:

This option will save the current router configuration settings to a file
on your computer.

This option will load a previously saved router configuration file. This
will overwrite the router’s current configuration.

This option will restore all configuration settings back to the settings that
were in effect at the time the router was shipped from the factory. Any
settings that have not been saved will be lost, including any rules that
you have created. If you want to save the current router configuration
settings, use the Save Settings To Local Hard Drive button above.

You may configure the router to automatically reboot at a set time.
Please note, the router will be temporarily unavailable while rebooting.

Click to reboot the routerimmediately.

Click Save when you are done.

DLink

System

Home Settings Features Management

System

This page lets you save your router's current settings to a file, restore your settings from a file, restore
your router to factory default settings, or reboot the device. Please note that restoring the settings to the
factory defaults will erase all seftings, including any rules you have created.

Admin

Save Settings To Local Hard Drive:

Load Settings From Local Hard Drive:

Restore To Factory Defautt Settings

Rebaot The Device:
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Upgrade

This page will allow you to upgrade the router’s firmware or language pack, either
automatically or manually. To manually upgrade the firmware or language pack, you
must first download the relevant file from http://support.dlink.com.

In the Management menu on the bar on the top of the page, click Upgrade.

Firmware The current firmware’s version and date will be displayed.
Information:

Check for New Click this button to prompt the router to automatically check for a new
Firmware: firmware version.If a newer version is found, it will prompt you to install
it.

Upgrade If you wish to upgrade manually, first download the firmware file you
Firmware: wish to upgrade to. Next, click the Upgrade Firmware button and
browse to the file to install the new firmware. You can also browse to a

language pack file to install a new language pack.

n =
D'Ll“k »u Home Settings Features Management

System

This page lets you save your router's current settings to a file, restore your settings from a file, restore
your router to factory defauit settings, or reboot the device. Please note that restoring the settings to the
factory defaults will erase all settings, including any rules you have created

Admin

System

Save Settings To Local Hard Drive

Load Settings From Local Hard Drive:

Restore To Factory Defautt Settings

Reboot The Device:

o
<1
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Statistics

On the Statistics page, you can view the amount of packets that pass through the
router on the WAN, LAN, and wireless segments.

In the Management menu on the bar on the top of the page, click Statistics.
You can view the Internet, LAN, Wi-Fi 2.4 GHz, Wi-Fi 5 GHz, or Wi-Fi 5 GHz by

clicking on the respective tabs at the top. The graph will update in real time. To clear
the information on the graph, click Clear.

The traffic counter will reset if the device is rebooted.

.
!_)_Ll_nk Home Settings Features Management
. This page gives you various statistics about data transmitted and received by your router through the
/ Internet, on your wired network (LAN), and through your wireless networks.
=
100 KB/s
75 KB/s
50 KB/s
25 KBis
0 KB/s

Sent:

Received:

Total Packets

Total KByte(s)

KBytel/sec

5393

4056

2

Session

8778

1309

2

1|
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Connect a Wireless Client to your Router
WPS Button

The easiest and most secure way to connect your wireless devices to the router is with WPS (Wi-Fi Protected Setup). Most
wireless devices such as wireless adapters, media players, Blu-ray DVD players, wireless printers, and cameras will have a WPS
button (or a software utility with WPS) that you can press to connect to the DSL-5300 router. Please refer to your user manual

for the wireless device you want to connect to make sure you understand how to enable WPS. Once you know, follow the steps
below:

Step 1 - Press the WPS button on the DSL-5300 for about 1 second. The Internet LED on the front will start to blink.

WPS Button

Step 2 - Within 2 minutes, press the WPS button on your wireless device (or launch the software utility and start the WPS
process).

Step 3 - Allow up to 1 minute for your connection to be configured. Once the Internet light stops blinking, you will be
connected and your wireless connection will be encrypted with WPA2.
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Windows® 10

When connecting to the DSL-5300 wirelessly for the first time, you will need to input the wireless network name (SSID) and Wi-Fi password (security
key) of the device you are connecting to. If your product has a Wi-Fi configuration card, you can find the default network name and Wi-Fi password
here. Otherwise, refer to the product label for the default Wi-Fi network SSID and password, or enter the Wi-Fi credentials set during the product
configuration.

To join an existing network, locate the wireless network icon in the taskbar, next to the time . 11:24 AM
display, and click on it. AT B e

Wireless Icon

Clicking on this icon will display a list of wireless networks within range of your computer.

Select the desired network by clicking on the SSID. e

Secured

N

dlink-2802-5GHz

Secured

N

dlink-2802

Secured

(@

dlink-jjing

Secured

N

dlink_DWR-953_2.4G_F98B

Secured

A
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To connect to the SSID, click Connect.

To automatically connect to the router when your device detects the SSID, click the Connect
Automatically check box.

You will then be prompted to enter the Wi-Fi password (network security key) for the wireless
network. Enter the password into the box and click Next to connect to the network. Your
computer will now automatically connect to this wireless network when it is detected.

You can also use Wi-Fi Protected Setup (WPS) to connect to the router. Press the WPS button
on your D-Link device and you will be automatically connected.

ﬁ dlink-1654

Secured

Connect automatically

Connect

ff' dlink-1654

Secured

Enter the network security key

You can also connect by pushing the button on
the router.
B share network with my contacts

Cancel
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Windows® 8
WPA/WPA2

It is recommended that you enable wireless security (WPA/WPA2) on your wireless router or access point before configuring
your wireless adapter. If you are joining an existing network, you will need to know the security key (Wi-Fi password) being
used.

To join an existing network, locate the wireless network icon in the

_ : 11:35 AM
taskbar next to the time display.

1/21/2013

T W |-i

gl )

Wireless Icon

Clicking on this icon will display a list of wireless networks that are
within connecting proximity of your computer. Select the desired st T
network by clicking on the network name.

Airplane mode

off i
SWSWsSW
ASUS_Guestl

TP-PLC Router

AirPort Express

AirPort Express 5GHz
Book-600M +

DIR-505-Claire

DIR-835-Hans-5
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You will then be prompted to enter the network security key (Wi-Fi

password) for the wireless network. Enter the password into the box and @ NErrvar e
click Next.

d-link-07725

If you wish to use Wi-Fi Protected Setup (WPS) to connect to the router,
you can also press the WPS button on your router during this step to Enter the network security key

enable the WPS function. I
@ You can also connect
ad by pushing the button
on the router.

Cancel

When you have established a successful connection to a wireless
network, the word Connected will appear next to the name of the
network to which you are connected to.

Networks

Airplane mode

Off 0

Wi-Fi

d-link-07725 Connected
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Windows® 7
WPA/WPA2

It is recommended that you enable wireless security (WPA/WPA2) on your wireless router or access point before configuring
your wireless adapter. If you are joining an existing network, you will need to know the security key or passphrase being used.

1. Click on the wireless icon in your system tray (lower-right corner).

11:21 AM
9/7/2009

Wireless Icon

2. The utility will display any available wireless networks in your area.

Mot connected =
I:E[[!] Connections are available E‘
Wireless Network Connection ~
dlink |
kay2690_24 M
AllenH DIR-655 -
SD6_WLAN M
DAP-2690g L
wpstestl A
BEIQ633304WPAZ 1.\_1!'
Eddie APMAS A
Open Network and Sharing Center
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3. Highlight the wireless connection with Wi-Fi name (SSID) you would
like to connect to and click the Connect button.

If you get a good signal but cannot access the Internet, check your
TCP/IP settings for your wireless adapter. Refer to the Networking
Basics section in this manual for more information.

4. The following window appears while your computer tries to connect
to the router.

Mot connected =
I:EIIH Connections are available -
Wireless Metwork Connection ~
dlink A |
[V] Connect automatically

- kay2690_24 L A
james2690g I~
ALPHA =M
dlink 8388 !._HE
SD6_WLAN "
DAP-2690qg ol T

Open Metwork and Sharing Center

r'

T;E}" Connect to a Network

Getting information from dlink...
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5. Enter the same security key or passphrase (Wi-Fi password) that is on
your router and click Connect. You can also connect by pushing the
WPS button on the router.

It may take 20-30 seconds to connect to the wireless network. If the
connection fails, please verify that the security settings are correct. The
key or passphrase must be exactly the same as the one on the wireless
router.

& Connect to a Network @
Type the network security key
Security key: |
[] Hide characters
You can also connect by pushing the
butten on the router.
— —
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WPS

The WPS feature of the DSL-5300 can be configured using Windows® 7. Carry out the following steps to use Windows® 7 to
configure the WPS feature:

1. Click the Start button and select Computer from the Start menu.

PJ Paint

II:" Getting Started TLo2
G Windows Media Center Documents
alculstar

"\ Sticky Notes

% Snipping Tool
% Remote Desktop Connection
@3 e

IOJ Solitaire

> AllPrograms

[[search programs and fites

% ) Computer » - [*2
S

2. CIiCk Network on the Ieft Side, Organize »  System properties  Uninstall or change a program  Map network drive > =~ O @

457 Favorites 4 Hard Disk Drives (3)
P Desktop Local Disk (C:) Local Disk (D:)
18 Downloads w ——
| = 2.39 GB free of 10.0 GB €S0 227 6B frez o 00 6B
%] Recent Places
DATA (E)
4 Libraries 37 305 68 free of 53. G

& [F Documents
> o) Music

1 4 Devices with Removable Storage (1)
3 Pictures
= DVD RW Drive (F)
- B Videos =
i
| 4% Computer J

l i & Local Disk (C)

I 3 Local Disk (D3

b =5 DATA (E)
» € Network
A A100 Workgroup: WORKGROUP Memory: 2.00 GB
Processor: Intel(R) Core(TM)2 CPU..
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3. Double-click the DSL-5300.

4. Input the WPS PIN number (on the router label) in the Setup >
Wireless Setup menu in the Router’s Web Ul) and click Next.

€ > Network b

e

- \&: N[ search Netwerk 2|

Organize *  Networkand Sharing Center  Add aprinter  Add a wireless device

F- 0@

4750 Favorites — < Computer (1)
l (5 Recently Change,

M Desktop igﬁ SP3X3-PC

8 Downloads
"] Recent Places 4 Media Devices (1)

4[4 Libraries a m; SP3X3-PC: SPIE:

& [Z| Documents

b gt Music 4 Network Infrastructure (1)
o [i=] Pictures
» B Videos ) DSL5300

& ) Homegroup

48 Computer
> & Local Disk (C1)
» =g Local Disk (D:)

Select a file to preview.

18 Puhlic pyspaxa-l T ¢ L2 %
 zitems l
)
=

@ @ Set Up a Network
-

You can find the numeric PIN on a label attached to the
router or in the printed information that came from the
fl manufacturer,

pIn: |

To set up a network, type the 8-digit PIN from the router label
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5. Type a name to identify the network. —
@ @ Set Up a Network

Give your network a name

Your network needs a unique name so that it can be easily identified. It is best to keep the name short (25
characters or less) and recognizable.

Type your network name: r@' Security-enabled network
D-Link_Nef Your network is being set up using WPA2-Personal.

Change passphrase, security level and encryption type (advanced)) ————— \:'

'@' Upgrade or replace the router using the network settings stored on this computer

6. To configure advanced settings, click the ™' icon. i
@ @ Set Up a Network

Give your network a name

Click Next to co nti n ue Your network needs a unique name so that it can be easily identified. It is best to keep the name short (25
. characters or less) and recognizable.
Type your network name: r@' Security-enabled network
D-Link Net Your network is being set up using WPA2-Personal.

Change passphrase, security level and encryption type (advanced):

Security key: Security level:
f6mm-gizb-9vmv [WP.AZ-Personal (Recommended) - ]
Connect automatically Encryption type:

[AES (Recommended) ']

'@' Upgrade or replace the router using the network settings stored on this computer

f
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7. The following window appears while the Router is being configured.

Wait for the configuration to complete.

8. The following window informs you that WPS on the router has been
set up successfully.

Make a note of the security key as you may need to provide this

security key if adding an older wireless device to the network in the
future.

9. Click Close to complete WPS setup.

= L=
— -
& @ Set Up a Network

Setting up D-Link_Net...

— -
|
(=] s
=T
. P— pr— . — -
u IQ_"SetUpaNethk— E—— — —

D-Link_Net has been successfully set up

To add an older wireless device to this network, you might need te provide this security key

894g-eyd5-gSwb

You can print these network settings for future reference.

For gaming consoles or computers running Windows XP, copy the network profile to a USE drive for
easier set up.

Close
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Windows Vista®

Windows Vista® users may use the built-in wireless utility. If you are using another company’s wireless utility, please refer to the
user manual of your wireless adapter for help connecting to a wireless network. Most wireless utilities will have a“site survey”

option similar to the Windows Vista® utility as seen below.

If you receive the Wireless Networks Detected bubble, click on the
center of the bubble to access the utility.

or

Right-click on the wireless computer icon in your system tray (lower-
right corner next to the time). Select Connect to a network.

The utility will display any available wireless networks in your area. Click
on a network (displayed using the SSID) and click the Connect button.

If you get a good signal but cannot access the Internet, check you
TCP/IP settings for your wireless adapter. Refer to the Networking
Basics section in this manual for more information.

Mot Connected

‘. Wirelezs networks are available.
-

Connect to a network
Metwork and Sharing Center

-fil LU Fivi

4 817/2007

SE)
& % Connect to a network
Disconnect or connect to another network
Show (Al -
-
ﬁ, WOIPtest Unsecured network !!JJJ
,ﬁ' dlink Unsecured network 15]_U
-l -
&- tuesday Security-enabled network !!JJJ L
[=l
Set up 3 connection or network
QOpen Metwork and Sharing Center
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WPA/WPA2

It is recommended that you enable wireless security (WPA/WPA2) on your wireless router or access point before configuring

your wireless adapter. If you are joining an existing network, you will need to know the security key or passphrase being used
1.

Open the Windows Vista® Wireless Utility by right-clicking on the
wireless computer icon in your system tray (lower right corner of
screen). Select Connect to a network.

Mot Connected

;. Wireless networks are available.
-, 3

Connect to a network
Metwork and Sharing Center

?il Ladll Fivl
- T - Foday
M 871772007
2. Highlight the Wi-Fi name (SSID) you would like to connect to and
click Connect.

) ? Connect to a network

=Hac)

Disconnect or connect to another network

Show (Al

.
_%, VOIPtest Unsecured network A i
_%, dlink Unsecured network !!']_U
_E_! tuesday Security-enabled netwark e 1)
E
Set up a connection or network
Open Metwork and Sharing Center
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3. Enter the same security key or passphrase (Wi-Fi password) that is on =)
your router and click Connect. O F Comectioansvon

Type the network security key or passphrase for Candy

It may take 20-30 seconds to connect to the wireless network. If the

connection fails, please verify that the security settings are correct. The
key or passphrase must be exactly the same as the one on the wireless i i<
router.

The person who setup the network can give you the key or passphrase.

[ Display characters

s [fyouhave a USE flach drive with netwark settings for Candy, insert it now.
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Windows® XP

Windows® XP users may use the built-in wireless utility (Zero Configuration Utility). The following instructions are for Service
Pack 2 users. If you are using another company’s utility, please refer to the user manual of your wireless adapter for help with
connecting to a wireless network. Most utilities will have a“site survey” option similar to the Windows® XP utility as seen below.

If you receive the Wireless Networks Detected bubble, click on the
center of the bubble to access the utility.

or

Right-click on the wireless computer icon in your system tray (lower-
right corner next to the time). Select View Available Wireless
Networks.

The utility will display any available wireless networks in your area. Click
on a Wi-Fi network (displayed using the SSID) and click the Connect
button.

If you get a good signal but cannot access the Internet, check you
TCP/IP settings for your wireless adapter. Refer to the Networking
Basics section in this manual for more information.

671 Wireless networks detected x

One or more wireless networks are in range of this computer,
To see the list and connect, dlick this message

Change Windows Firewall settings

Open Netwark Connections

Repair

Yiew Available Wireless Networks

'3 Wireless Network Connection 6

Network Tasks

% Refresh network list

Related Tasks

i) Learn about wireless
networking

¢ Change the order of
preferred networks

(3 Change advanced
settings

Choose a wireless network

Click an item in the list below to connect to a wireless network in range or to get more
information.

X

((ﬂ)) Test

Unsecured wireless network II]["]“
Q) default

ﬂ Unsecured wireless network I[l[l[l[l
«Q) salestest

ﬁ 5 Security-enabled wireless netwark l.uuu

oy testl

ﬂ Security-enabled wirelessnetwork — #lllY

This network requires a network key. If you want to connect to this

network, dick Connect.

DGL-4300

((ﬁ})

1>

=
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WPA/WPA2

It is recommended to enable WPA on your wireless router or access point before configuring your wireless adapter. If you are

joining an existing network, you will need to know the WPA key being used.

1. Open the Windows® XP Wireless Utility by right-clicking on the
wireless computer icon in your system tray (lower-right corner of
screen). Select View Available Wireless Networks.

2. Highlight the Wi-Fi network (SSID) you would like to connect to and

click Connect.

Change Windows Firewall settings

Qpen Metwork Connections

Repair

Yiew Available Wireless Networks

" Wireless Network Connection 6 |z|

Network Tasks

g Refresh network list

<2 Setup a wireless network
for a home or small office

Related Tasks

\dJ Learn about wireless
networking

ﬂiﬂ Change the order of
preferred networks

'@w Change advanced
settings

Choose a wireless network

Click an item in the list below to connect to a wireless network in range or to get more
information.

Test e
(tlﬂ)) = =
Unsecured wireless netwark lu['[lﬂ
default
(ti)) i 4
Unsecured wireless netwark IEI[IUU
lestest
(« i)) saleste
*:;J Security-enabled wireless network l.n[lﬂ 1
\y testl
ﬁ Seaurity-enabled wirelessnetwork il
This network requires a network key. If you want to connect to this
network, dick Connect.
DGL-4300
(D)
f |
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3. The Wireless Network Connection box will appear. Enter the WPA- Wireless Network Connection
PSK Wi-Fi password and click Connect.

The network 'test1' requires a network key (also called a WEP key or WPA key). A network
key helps prevent unknown intruders from connecting to this network.

It may take 20-30 seconds to connect to the wireless network. If the Type the key, and then clck Connect.

connection fails, please verify that the WPA-PSK settings are correct. The Networkkey: [ |
Wi-Fi password must be exactly the same as on the wireless router. | |

Connect ] [ Cancel ]
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Troubleshooting

This chapter provides solutions to problems that can occur during the installation and operation of the DSL-5300. Read the
following descriptions if you are having problems. The examples below are illustrated in Windows® XP. If you have a different
operating system, the screenshots on your computer will look similar to these examples.

1. Why can’t | access the web-based configuration utility?

When entering the IP address of the D-Link router (192.168.1.1 for example), you are not connecting to a website, nor do you
have to be connected to the Internet. The device has the utility built-in to a ROM chip in the device itself. Your computer must
be on the same IP subnet to connect to the web-based utility.

« Make sure you have an updated Java-enabled web browser. We recommend the following:

- Microsoft Internet Explorer® 7 or higher
- Moxzilla Firefox 3.5 or higher

- Google™ Chrome 8 or higher

- Apple Safari 4 or higher

- Verify physical connectivity by checking for solid link lights on the device. If you do not get a solid link light, try using a
different cable, or connect to a different port on the device if possible. If the computer is turned off, the link light may not be
on.

- Disable any Internet security software running on the computer. Software firewalls such as ZoneAlarm, BLACKICE, Sygate,
Norton Personal Firewall, and Windows" XP firewall may block access to the configuration pages. Check the help files
included with your firewall software for more information on disabling or configuring it.
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- Configure your Internet settings:

- Go to Start > Settings > Control Panel. Double-click the Internet Options Icon. From the Security tab, click
the button to restore the settings to their defaults.

« Click the Connection tab and set the dial-up option to Never Dial a Connection. Click the LAN Settings button.
Make sure nothing is checked. Click OK.

« Go to the Advanced tab and click the button to restore these settings to their defaults. Click OK three times.
« Close your web browser (if open) and open it.

« Access the web management. Open your web browser and enter the IP address of your D-Link router in the address bar. This
should open the login page for your web management.

- If you still cannot access the configuration, unplug the power to the router for 10 seconds and plug back in. Wait about 30
seconds and try accessing the configuration. If you have multiple computers, try connecting using a different computer.

2. What can | do if | forgot my password?
If you forgot your password, you must reset your router. This process will change all your settings back to the factory defaults.
To reset the router, locate the reset button (hole) on the rear panel of the unit. With the router powered on, use a paperclip

to hold the button down for 10 seconds. Release the button and the router will go through its reboot process. Wait about 30
seconds to access the router. The default IP address is 192.168.1.1. When logging in, leave the password box empty.
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3. Why can’t | connect to certain sites or send and receive emails when connecting through my router?

If you are having a problem sending or receiving email,or connecting to secure sites such as eBay, banking sites, and Hotmail,
we suggest lowering the MTU in increments of ten (Ex. 1492, 1482, 1472, etc).

To find the proper MTU Size, you'll have to do a special ping of the destination you're trying to go to. A destination could be

another computer or a URL.

« Click on Start and then click Run.

« Windows® 95, 98, and Me users type in command (Windows® NT, 2000, XP, Vista®, and 7 users type in cmd) and

press Enter (or click OK).

« Once the window opens, you'll need to do a special ping. Use the following syntax:

ping [url] [-f] [-]] [MTU value]

Example: ping yahoo.com -f -1 1472

C=~>ping vyahoo.com —f -1 1482
Pinging yahoo.com [66.74.234.131 with 1482 bhytes of data:

Packet needs to he fragmented but DF set.
Packet needs to he fragmented but DF set.
Packet needs to he fragmented but DF set.
Packet needs to bhe fragmented but DF set.

Fing statistics for 66.94.234_13:
Packets: Sent = 4, Recedived = B, Lost = 4 (1688x loss),
Approximate round trip times in milli-—seconds:

Minimum = Bms, Maximum = ®ns,. Average = Bms
C=~>ping vahoo.com —f -1 1472
Pinging yahoo.com [66.94.234.131 with 1472 bytes of data:

Reply from 66.94.234.13: bytes=1472 time=?3ms TIL=52

Reply from 66.94.234.13: bytes=1472 time=10%ms TTL=52
Reply from 66.94.234.13: bytes=1472 time=125ms TTL=52
Reply from 66.94.234.13: bytes=1472 time=203ms TTL=52

Fing statistics for 66.94.234_13:

Packet=z: Sent = 4, Recedived = 4, Lost = B (Bx loss>,
Approximate round trip times in milli—seconds:

Hinimum = 93ms,. Maximum = 283ms, fAverage = 132ns

Canz
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You should start at 1472 and work your way down by 10 each time. Once you get a reply, go up by 2 until you get a
fragmented packet. Take that value and add 28 to the value to account for the various TCP/IP headers. For example, lets say
that 1452 was the proper value, the actual MTU size would be 1480, which is the optimum for the network we're working with

(1452+-28=1480).

Once you find your MTU, you can now configure your router with the proper MTU size.

To change the MTU rate on your router follow the steps below:
- Open your browser, enter the IP address of your router (192.168.1.1) and click OK.

« Enter your username (admin) and password (blank by default). Click OK to enter the web configuration page for
the device.

« Click on Setup and then click Manual Configure.
- To change the MTU, enter the number in the MTU field and click Save Settings to save your settings.

« Test your email. If changing the MTU does not resolve the problem, continue changing the MTU in increments
of ten.
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Wireless Basics

D-Link wireless products are based on industry standards to provide easy-to-use and compatible high-speed wireless
connectivity within your home, business, or public access wireless networks. Strictly adhering to the IEEE standard, the D-Link
wireless family of products will allow you to securely access the data you want, when, and where you want it. You will be able to
enjoy the freedom that wireless networking delivers.

A wireless local area network (WLAN) is a cellular computer network that transmits and receives data with radio signals
instead of wires. Wireless LANs are used increasingly in both home and office environments, and public areas such as airports,
coffee shops and universities. Innovative ways to utilize WLAN technology are helping people work, and communicate more
efficiently. Increased mobility and the absence of cabling and other fixed infrastructure have proven to be beneficial for many
users.

Wireless users can use the same applications they use on a wired network. Wireless adapter cards used on laptop and desktop
systems support the same protocols as Ethernet adapter cards.

Under many circumstances, it may be desirable for mobile network devices to link to a conventional Ethernet LAN in order to
use servers, printers or an Internet connection supplied through the wired LAN. A wireless router is a device used to provide
this link.
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What is Wireless?

Wireless or Wi-Fi technology is another way of connecting your computer to the network without using wires. Wi-Fi uses radio
frequency to connect wirelessly so you have the freedom to connect computers anywhere in your home or office network.

Why D-Link Wireless?

D-Link is the worldwide leader and award winning designer, developer, and manufacturer of networking products.
D-Link delivers the performance you need at a price you can afford. D-Link has all the products you need to build your
network.

How does wireless work?

Wireless works similarly to how cordless phones work, through radio signals that transmit data from one point A to point B. But
wireless technology has restrictions as to how you can access the network. You must be within the wireless network range area
to be able to connect your computer. There are two different types of wireless networksl: Wireless Local Area Network (WLAN),
and Wireless Personal Area Network (WPAN).

Wireless Local Area Network (WLAN)

In a wireless local area network, a device called an Access Point (AP) connects computers to the network. The access point
has a small antenna attached to it, which allows it to transmit data back and forth over radio signals. With an indoor access
point the signal can travel up to 300 feet. With an outdoor access point the signal can reach out up to 30 miles to serve places
like manufacturing plants, industrial locations, university and high school campuses, airports, golf courses, and many other
outdoor venues.
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Wireless Personal Area Network (WPAN)

Bluetooth is the industry standard wireless technology used for WPAN. Bluetooth devices in WPAN operate in a range up to 30

feet away.

Compared to WLAN the speed and wireless operation range are both less than WLAN, but in return it doesn’t use nearly as

much power. This makes it ideal for personal devices, such as mobile phones, PDAs, headphones, laptops, speakers, and other

devices that operate on batteries.

Who uses wireless?

Wireless technology as become so popular in recent years that almost everyone is using it, whether it's for home, office,
business, D-Link has a wireless solution for it.

Home Uses/Benefits
- Gives everyone at home broadband access
« Surf the web, check email, instant message, etc.
« Gets rid of the cables around the house
- Simple and easy to use

Small Office and Home Office Uses/Benefits
- Stay on top of everything at home as you would at office
- Remotely access your office network from home
« Share Internet connection and printer with multiple computers
- No need to dedicate office space
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Where is wireless used?

Wireless technology is expanding everywhere, not just at home or office. People like the freedom of mobility and it's becoming
so popular that more and more public facilities now provide wireless access to attract people. The wireless connection in public
places is usually called “hotspots”.

Using a D-Link CardBus adapter with your laptop, you can access the hotspot to connect to the Internet from remote locations
like: airports, hotels, coffee shops, libraries, restaurants, and convention centers.

Wireless network is easy to setup, but if you're installing it for the first time it could be quite a task not knowing where to start.
That's why we've put together a few setup steps and tips to help you through the process of setting up a wireless network.

Tips

Here are a few things to keep in mind, when you install a wireless network.

Centralize your router or access point

Make sure you place the router/access point in a centralized location within your network for the best performance. Try to
place the router/access point as high as possible in the room, so the signal gets dispersed throughout your home. If you have a

two-story home, you may need a repeater to boost the signal to extend the range.

Eliminate Interference

Place home appliances such as cordless telephones, microwaves, and televisions as far away as possible from the router/access
point. This would significantly reduce any interference that the appliances might cause since they operate on same frequency.

Security
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Don't let your next-door neighbors or intruders connect to your wireless network. Secure your wireless network by turning on
the WPA or WEP security feature on the router. Refer to the product manual for detail information on how to set it up.

Wireless Modes

There are basically two modes of networking:
- Infrastructure - All wireless clients will connect to an access point or wireless router.

« Ad-hoc - Directly connecting to another computer for peer-to-peer communication using wireless network
adapters on each computer, such as two or more DSL-5300 wireless network CardBus adapters.

An Infrastructure network contains an access point or wireless router. All the wireless devices, or clients, will connect to the
wireless router or access point.

An Ad-hoc network contains only clients, such as laptops with wireless CardBus adapters. All the adapters must be in Ad-hoc
mode to communicate.
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Networking Basics

Check your IP address

After you install your new D-Link adapter, by default, the TCP/IP settings should be set to obtain an IP address from a DHCP
server (i.e. wireless router) automatically. To verify your IP address, please follow the steps below.

Click on Start > Run. In the run box type ecmd and click OK. (Windows® 7/Vista® users type cmd in the Start Search box.)

At the prompt, type ipconfig and press Enter. st C:\WINDOWS\system32\cmd. exe

Microsoft Windows HP [Uersion 5.1.260881]
<C» Copyright 1985-2881 Microsoft Corp.

This will display the IP address, subnet mask, and the
default gateway Of your adapter' C:“\Documents and Settings>ipconfig

MHindows IP Configuration

If the address is 0.0.0.0, check your adapter Pt ailiien lesel (men GonmEsEhon:

installation, security settings, and the settings on fP Radnaas orcoific DS Suffix - 1 0010 114
your router. Some firewall software programs may DeFault Gateusy g™
block a DHCP request on newly installed adapters. EEE D D A
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Statically Assign an IP address

If you are not using a DHCP capable gateway/router, or you need to assign a static IP address, please follow the steps below:

Step 1
Windows® 7 - Click on Start > Control Panel > Network and Internet > Network and Sharing Center.
Windows Vista® - Click on Start > Control Panel > Network and Internet > Network and Sharing Center > Manage
Network
Connections.
Windows® XP-  Click on Start > Control Panel > Network Connections.

Windows® 2000 - From the desktop, right-click My Network Places > Properties.

Step 2
Right-click on the Local Area Connection which represents your network adapter and select Properties.

Step 3
Highlight Internet Protocol (TCP/IP) and click Properties.

Step 4 Internet Protocol (TCP/IP) Properties
Click Use the following IP address and enter an IP address that is on the same subnet Gererd | NSRRI ol sl R SR
as your network or the LAN IP address on your router. Eiﬁpgﬂplﬂtpultph“igy“dfﬁy'“””tk‘dkﬂ?‘f
Example: If the router’s LAN IP address is 192.168.0.1, make your IP address 192.168.0.X =g
where X is a number between 2 and 99. Make sure that the number you choose is not [Fiees FERETNCA
in use on the network. Set the Default Gateway the same as the LAN IP address of your Zf;gtky ————
router (I.E. 192.168.0.1). ' :

@.Ll.se the‘F;IIow ng‘d‘S eeeeeee ddiesses: 5
Set Primary DNS the same as the LAN IP address of your router (192.168.0.1). The B oo 1[_1__9_2__5_1__@@_5__@__5 2 J'
Secondary DNS is not needed or you may enter a DNS server from your ISP. e

Advance d.

Step 5 —

Click OK twice to save your settings.
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Wireless Security

This section will show you the different levels of security you can use to protect your data from intruders. The DSL-5300 offers the
following types of security:

« WPA2 (Wi-Fi Protected Access 2) « WPA2-PSK (Pre-Shared Key)
« WPA (Wi-Fi Protected Access) « WPA-PSK (Pre-Shared Key)

What is WPA?

WPA (Wi-Fi Protected Access), is a Wi-Fi standard that was designed to improve the security features of WEP (Wired Equivalent Privacy).

The 2 major improvements over WEP:

- Improved data encryption through the Temporal Key Integrity Protocol (TKIP). TKIP scrambles the keys using a hashing
algorithm and by adding an integrity-checking feature, ensures that the keys haven’t been tampered with. WPA2 is
based on 802.11i and uses Advanced Encryption Standard (AES) instead of TKIP.

- User authentication, which is generally missing in WEP, through the extensible authentication protocol (EAP). WEP
regulates access to a wireless network based on a computer’s hardware-specific MAC address, which is relatively simple
to be sniffed out and stolen. EAP is built on a more secure public-key encryption system to ensure that only authorized
network users can access the network.

WPA-PSK/WPA2-PSK uses a passphrase or key to authenticate your wireless connection. The key is an alpha-numeric password between

8 and 63 characters long. The password can include symbols (17*&_) and spaces. This key must be the exact same key entered on your
wireless router or access point.

WPA/WPA2 incorporates user authentication through the Extensible Authentication Protocol (EAP). EAP is built on a more secure public
key encryption system to ensure that only authorized network users can access the network.
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Appendix C - Technical Specifications

Technical Specifications

Device Interfaces USB Port Power

+802.11 ac/n/g/b/a wireless LAN «5V/09A

« DSL Port

« Four 10/100/1000 Gigabit LAN ports Operating Temperature

- Two USB ports (one USB 3.0, one USB 2.0) -0to40°C(32to 104 °F)
Antenna Types Operating Humidity

. Six external antennas + 10% to 95% maximum (non-condensing)
Standards Certifications

« [EEE 802.11ac « CSA/LVD

«[EEE 802.11n «CEClass B

- |[EEE 802.11¢g «RCM

- IEEE 802.11b « Wi-Fi Protected Setup (WPS)

- |[EEE 802.11a « Wi-Fi Multimedia (WMM)

- [EEE 802.3

. IEEE 802.3u Dimensions

«225.20 mm (8.87 inches)
«342.70 mm (13.49 inches)

Security ’
« 100.88 mm (3.97 inches)

« WPA™ - Personal/Enterprise
+« WPA2™- Personal/Enterprise .
- Wi-Fi Protected Setup (WPS) PIN/PBC Weight
+970 g (2.13 lbs)
Power
« Input: 100 to 240V AC, 50/60 Hz
«Output: 12V DC, 5 A

Note:

* Maximum wireless signal rate derived from IEEE Standard 802.11a, 802.11g,802.11n, and 802.11ac specifications. Actual data throughput will vary. Network conditions and environmental factors,
including volume of network traffic, building materials and construction, and network overhead, lower actual data throughput rate. Environmental factors will adversely affect wireless signal range.

* Frequency Range varies depending on country’s regulation.

* The DSL-5300 does not include 5.25-5.35 GHz & 5.47-5.725 GHz in some regions.
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