Password “admin”

3 Wireless ADSL VPN Router - Microsoft Internet Explorer provided by D-Link Australia

File  Edit Wew Favorites Tools  Help

: Address |@ http:ff192.168.1.1/

Connect to 192.168.1.1

WebAdmin
Lser name: |ﬁ admin v|
Password; | T |

[]remember my passward

L oK ][ Cancel J

2l Wireless ADSL VPN Router - Microsoft Internet Explorer provided by D-Link Australia

File Edit ‘iew Favorites Tools Help

 Address €] htep:ff192.168.1.1/

Authentication
Authentication failed

‘fou need to supply a valid user name and password.



DSL-G804Y |

{

Wizard

Wireless

DHCP

DNS Relay

Logout

ififiils

Home [CIEL BT Status Help
Setup Wizard
The DSL-GB04V is a Wireless ADSL VPN Router which is ideal for home and
small business networking. The setup wizard will guide you to configure the DSL-
GBO4V to connect to your ISP (Internet Service Provider). The DSL-GB0V’s easy

setup will allow you to have Internet access within minutes, Please follow the
setup wizard step by step to configure the DSL-G804V.

Help




2 hitp://192.168.1.1 - Setup Wizard - Microsoft Internet ... [2 |[8][X]

ISEEGB04ViSetup Wizard

Welcome to the DSL-GE04Y Setup Wizard The Wizard will quide you through
these four quick steps. Begin by clicking on Next.

Step 1. Setyour new password
Step 2. Set Internet connection
Step 3. SetWireless cannection

Step 4. Save configuration

@ 0
Mext  Exit
&] Done & Internet




A hitp:f1192.168.1.1 - Setup Wizard - Microsoft Internet ... |:||E||X|

D-Link DSIEGB04V Setup Wizard




3 http://192.168.1.1 - Setup Wizard - Microsoft Internet ... [2 |[8][X]

D-Link DSIEGB04V Setup Wizard

$ Internet



2 http://192.168.1.1 - Setup Wizard - Microsoft Internet ... |:||E||X|

D-Link DSIEGB04V Setup Wizard

Modem iz WOT in IHOWTIME yet i
v

$ Internet




A http://192.168.1.1 - Setup Wizard - Microsoft Internet ... [ |[B][X]

DSL-Gal4qVv oetup vvizard
Configure Internet Connection Type

Connection Type | FPPoE [ RFC2516, PPP over Ethernet ) - |

WPl |8 | PPPoE [ RFC2516, PPP over Ethernet ) b
PPPOE [ RFC2316, PPP over Ethernet )

Vel 35

PPPoa, [ RFC2564, PPP over AAL5 )
MPod, [ RFCH 433RFC2E654)
IPos [ RFC15YT, Classic IP and ARP over ATh

PPP Information

Pure Bridge
lsername | |
Fassword | |
Advanced PPP Option
MAT ) Enable () Disable
IP Address |D'D'D'D - | ;
(0.0.0.0:0btain an IP address automatically)
Metmask ||:I.|:I.|:I.D |
Gateway | |

Enahle Ohtain DMS automatically
Primary DNS |

Secondary DRE | |

O W w 0
Back Cancel Next Exit
@ & Internst




2 hitp://192.168.1.1 - Setup Wizard - Microsoft Internet ... [2 |[8][X]

DSEGSUS VS ELUPIVYIZard
Set Wireless connection

For security reasons, the wireless paortion ofthis device is disahled by
default. To enable this and setup wireless security, please check the
"Enable Wireless LARN" checkbox below. Click Mext to continue.

Enable Wireless LAN:

O W v U
Back Cancel Next Exit
&] & Internet




2 hitp://192.168.1.1 - Setup Wizard - Microsoft Internet ... [2 |[8][X]

DSEGSUS VS ELUPIVYIZard
Set Wireless connection

Enterin the 3510 name and Channel numhberto be used for the
Wireless Access Point. Click Next to continue.

Metwork ID(SSID) | DLINK_WRELESS |

Channel ID | Channel 6 (2437 GHZ) v |

Security Mode | Disakle »

WWFAT Pre-Shared Key
WWPAZ Pre-Shared Key
VWEP

O W @ 0

Back Cancel Next  Exit

&] & Internet




2 hitp://192.168.1.1 - Setup Wizard - Microsoft Internet ... [2 |[8][X]

Dsl-Gau4qVv oetup yvizard
Set Wireless connection

Enterin the 3510 name and Channel numhberto be used for the
Wireless Access Point. Click Next to caontinue.

Metwork ID(SSID) | DLINK_WRELESS |

Channel D | Channel 6 (2.437 GHz) v |

Secutity Mode | WPA1 Pre-Shared Key v |

WPA Shared Key | |

Group Key Renewsal |EDD |sen:|:|nds

ldle Timeout |3600 seconds (120~65535)

O W v U
Back Cancel Next Exit
&] & Internet




2 hitp://192.168.1.1 - Setup Wizard - Microsoft Internet ... [2 |[8][X]

Dsl-Gau4qVv oetup yvizard
Set Wireless connection

Enterin the 3510 name and Channel numhberto be used for the
Wireless Access Point. Click Next to caontinue.

Metwork ID(SSID) | DLINK_WRELESS |

Channel D | Channel 6 (2.437 GHz) v |

Secutity Mode | WPAZ Pre-Shared Key v |

WPA Shared Key | |

Group Key Renewsal |EDD |sen:|:|nds

ldle Timeout |3600 seconds (120~65535)

O W w0
Back Cancel Next Exit
&] Done & Internet




2 hitp://192.168.1.1 - Setup Wizard - Microsoft Internet ... [2 |[8][X]

USEGOUSVISELUPIVYIZATT
Set Wireless connection

Enter in the S5I0 name and Channel numhber to he used far the
Wireless Access Point. Click Next to caontinue.

Metwork ID(SSID) | DLINK_WRELESS |

Channel ID | Channel & (2437 GHz) v |

Security Mode |WEP v|

WEF Authentication
WEP Encryption (%) WEP &4 OWEF’HB

Default Used WEFP Key |1 |.:1 ey

Key 1 |00-00-00-00-00 |

Key 2 |00-00-00-00-00 |

Key 3 |00-00-00-00-00 |

Key 4 |00-00-00-00-00 |

O W v 0
Back Cancel Next Exit
&] Done & Internet




2 hitp://192.168.1.1 - Setup Wizard - Microsoft Internet ... [2 |[8][X]

ISEEGB04ViSetup Wizard

Setup Complete

The Setup Wizard has completed. Click on Back to modify changes ar
mistakes. Click Save configuration to save the current settings ofthe
DSL-Ga0dy,

O @ U

Back SaveConfig Exit

@ javascripk:document. Forms[0].su $ Internet




DSL-G304V I

WAN

VT

.

TG Advanced  Tools

Status  Help

WAN Settings
Pleaze select the appropriate option to connect to your ISP,

| FPPOE ( RFC2518, PPF over Etharnet ) ~ |

PPPaE [ RFCZ516, PPP aver Ethernet ) W

. PFP aver Ethernet 1

ATM VC Setting (
PRPoA ( RFC2864, PRR over A805 )

VPl o0 MPOA { RFC1483/RFC2684. Multiprotocol Encapsulation over AALS )
I IPoA ( RFC157Y, Classic IP and ARP over ATh )
Vel 0 ;
Pure Bridoe
PPPoE

Username | |

Paszword | |

IP Address | |

(0.0.0.0:0btain an IP address automatically)
_— P —
Authentication Protocol | Chapiauto) »

Connection | Always on v
Idle Timeout iEI |minutes
RIP O riPvt O RIPv2 O RIP v2 Multicast
MTL) [1482 |
MAT & Enable O Disahle
TCP MEE Clamp @ Enable O Disable
ATM

ATHM Class

@ 90O

Apply Cancel Help

WAN Services Table
Mame  Description Creatar WEI Wi
wanlink PPPoE Routed WebAdmin 8 358 B




Home [.UVGL0ED Tools Status Help
DSL-G804Y !
LAN Settings
V & LAN IP Configuration () Ethernet Client Filter (O Ethernet Port Setting
Primary IP Address
IP Address Moz |hes | |1 |
r WAN Metmask l2ss  [fzss  ||zs | |o |
RIP CIrIPv I RIP¥2 [ RIPv2 Multicast
LAMN
T— 9 © O
Apply Cancel Help
-F
il IF Alias
. Fart Group
—
DNS Relay
(e

Logout




DSL-G804Y I

N

Wizard

DHCP

DMS Relay

==
—

Logout

DSL-G804V I

Wizard

B ¢

WAN

' Wireless

DHCP

DNS Relay

JHOH:

Logout

" IP Alias

IP Address
Metmask

Secutity Interface

IP Alias List

IP Address Subhletmask

Advanced

Tools Status

Help

® Internal O External O DMZ

Q 9 VWO

Back Apply Cancel Help

Security Interface

Home [CIELLEEREE T Status Help

Port Group

Logical Ethernet Interface
ethernet

ethernet!
ethernet2

ethernet3

Device Management

Management Interface

Physical Ethemet Port(s)
Mr1 Pz FPa [FP4
P1 P2 P3 P4
P1 P2 [ P3| |P4
P1 P2 [ P3| |P4

%) sthernet

Q 9 OV O
Back Ap

ply Cancel Help




DSL-G804Y |

Wizard

[k

WAN
LAN
I Wireless
DHCP

DN Relay

—
s
-

Home [CUETTT RER T IE Status  Help

LAN Settings
) Ethernet Port Setting

O LAMN IP Configuration (&) Ethernet Client Filter

Etlhernet Client Filter
Filter Action @ Disable O Allowed (Whitelist) O Blocked ¢ Blacklist)

MAC Address List (MAC Address Format Is xeoooaaeaec) - Click to list active clients

|
9 O 0

Apply Cancel Help

3 http://192.168.1.1/dlink/mactable. html - Microsoft Int... [=|[B][X]

Active PC in LAN
IP Address

[]192168.1.115 0000 76E52:Thi31

'It"] E“':ii ‘U i"ﬁ:u;" Jj‘td-".. r’:J

MAC Address

¢ 9

Apply Exit

@ Dane

$ Internet




DSL-G804V | |

If

Wizard

I WAN

LAN

DHCP

DNS Relay

LEL

Logout

DSL-G804V |

Wizard

0

WAN

I LAN

Wireless
DHCP
DM5 Relay

Logout

ifill

Status

Advanced

Tools
LAN Settings .

2 LAM 1P Configuration ) Ethernet Client Filter (¥ Etherret Port Setting
Port Setting
Port1 Connection Type Auto “ Ao L
Port2 Connection Type Auto A" T —
Fort3 Connection Type Ao b 1 Ohdfuliciuples:
S ———- 1000balfdugple:
Portd Connection Type |.ﬂ-.ut|:| V| 100Mfullduplex

[Pvd TOS Priority Contral

Set High Priarity TOS
COe2 Oe2 Os1 Oeo Osa Css Cs7 Cse Css Clas [s2 sz 51
Clso D40 Cl42 D47 Cl4s a5 O 44 D42 Claz O 40 Cag [as
a7 Oas Oas 24 a2 O3z O O20 C2e C2s (27 C2e 25
2423 22 21 E2c Flag i F1r Fas Flis 443 Bz
Fli FioFlaoFlsFlyFeFlsF4F2F2FE D Fo

9 90O

Apply Cancel Help

) Enable & Dizable

S5ID Broadcast
Channel ID

AP MAC address
AP Firmwware Yersion

Advanced Security

G0 B Advanced Tools  Status Help
Wireless Settings
WILAN Radia ®on O o
551D S0211b+ g

|DLINK_WIRELESS | a02.11k
@ Enable O Disable ([8211d

| Channel & (2437 GHz) v |
00:17:9a:0:ae:5a
1.0.4.0

9 9O

Apply Cancel Help




When you click on Advanced Security on the Home > Wireless page you get the below.
Supports WPA, WPA2 and WEP, wee the wizard shots for what options are here.

Advanc Tools Status
DSL-GB04V I m i ______BE — -~

Help

Wireless

E @wiireless Security ) Wireless Client Filter
Virtual Server Wireless Security

e
= These are the wireless settings forthe AP { Access Paoint ) portion.
e

ewall
pr—
2 O O
ey —

Security Mode |Disable v|

Wireless

Wireless

Ciireless Security @ \wireless Client Filter

Wireless Client Filter

Filter Action @ Disable O Mlowed O Blocked
MAC Address List (MAC Address Format is weoeceoeseced) - Clickto list active clients

9 9O

Apply Cancel Help




DSL-G804Y |

Wizard

[k

WAN
I LAN
I"ﬁreless.

DHCP

DNS Relay

i

Logout

Advanced

"~ Tools

Status

The DSL-GBO4Y can be setup as a DHCF Server to distribute IP addresses to the LAN

netaark.
) Disable DHCP

(&) DHCP Server

() DHCP Relay

DHCP Serve
Allow Bootp
Allow Unknown Clients
Ize Default Range
Starting IP Address
Ending IP Address
Default Lease Time

Maximum Lease Time

lJse Router as DME Senver

Frimary DMNS Server Address

Choose this option.The IP address must be manually
assigned at each device to connectto DSL-GE04Y,

Choose this option to setup as a DHCP serverto
distribute IP addresses to the LAN netwark,

Choose this option to setup as a DHCP Relay to Relay
DHCP request to the target DHCP server.

(= Enable O Disahle
@ Enable O Disable
.

1921681100

|
1921681199 |
|
]
[

I43'2'3|U seconds
!354'3"3 |seconds

oo |

Secandary DS Server Address | 000 |

Lze Router as Default Gateway

Static DHCP

9 O 0O

Apply Cancel Help




DSL-G804V |

Wizard

[ik

4

WA

Wireless

i

DHCP

DNS Relay

Logout

ifi

DSL-G804V |

| {

Wizard

: WAN

I

Tools

Home [ CUENEL

Static DHCP

Static DHCP is used to allow DHCP serverto assign same IP to specific MAC address.

Marme | |
IP Address | |
MAC Address \00:00:00:00: 0000 |- Click to list active clients
Maximum Lease Time | |
Back Apply Cancel Help
Marme IP Address MAC Address Maximum Leasze Time
Home [.GUELGED B ES Status Help

DNS Relay Configuration
The DME configuration allows the user to setthe configuration of DMNS relay.

[¥]Enable
Primary DN | |

Ohtain DS autamatically

Secondary DS | |

9 VO

Apply Cancel Help




Microsoft Internet Explorer, r>__<|

L] : Successful
L

Microsoft Internet Explorer

The \Web page you are viewing is krying to close the window,

&

Do you wank to close this window?

[ tes i [ Mo ]

o

Help

ﬁ Advanced [ uilb Status Help
DSL-G804V | : . .
Virtual Server
v Dbweays On %
: ) . Disakled
@ Add virtual Server O Edit DMZ Host O Edit One-to-one NAT :
TimeSlot1
TimeSiot2
Virfus Surver o ) TimeSlot3
_ Virtual Server Entry TimeSlotd
e TineSiots
Firewall Sehenile | Always On (% Timeslots
Mame Helper | Time=lot?
- _ TimeSlots
I VBN Protocol Type |t|:|:| w Timeslota
_ e | Timeslot 0
Public Port(s) top % from[o ta |0 | TimeSlot 1
; : Timeslot 2
DDNS Private Port(s) o frn:um|'3' !tn 0 | TimeSlat! 3
i I iQmg TimeSlat1 4
Private IP Candidates . | | St
Routing ipif TimeSlot16
egp
udp a ;-'r',’
Wireless rEvp
gre Apply Cancel
ospf

ADSL

Virtual Server List
Mame  Schedule Protocol
IP QoS

Time Slices

Email

Public Port{s) Private Port{s) Private I[P

Device

IGMP

VLAN Bridge

HEEEEEROER

Logout




Helper brings up the below.

A hitp:#/192.168.1.1/dlink/helper. himl - Microsoft Inter... [= |/T1[X]

DSIFGE04VaESetupWIizards

Active PC in LAN

Applicatian Protocal Fort Number

QO FTP TCP 21

O ssH TGP 22

O TELMET TCP 23 )
O smTP TCP 25

O HTTP_Server TCP ed

QO PoP3 TCP 110

O MTP UDP 123

) EMMP UDP 161

O HTTPS TCP 443

ﬂ Internet

A hitp://192.168.1.1/dlink/helper. html - Microsoft Inter... [= |/C1[X]
LS

O IKE UDP 500

O syslog UDP 514

7120 TGP 1603
O LaTP UDP 1701
OH323 TCP 1720
QO PPTP TCP 1723
O Radius UDP 1812
) Radacct LDP 1813
O pearywhere TGP 5631
O NG TCP 5900
O cUSeeMe TCF TE48

itk v

@l Done ﬂ Internet




Candidates brings up the below.

3 http://192.168.1.1/dlinkfiptable. himlzrc-@rf-0001 -... [= |[B[X]

DSIFGE0AV/SetupWizard

Active PC in LAN

IP Address MAC Address

(1921681115 0000 7652:Thi31

J

Exit

&] Done & Internet

m Advanced IR T LR
IJSL-sanwl :

Virtual Server

{

O add virtual Server (30 Edit DMZ Host O Edit One-to-one MAT

Virtual Server
Edit DMZ Host

Firewall DMZ Host for ipwan' IP interface () Enable &) Disable

Private IP Candidates | |

{i

VPN

.I DDNS a Q o

Apply Cancel Help




Advanced | 0 Status Hel
DSL-G804V I m S

Virtual Servei

E O add virtual Server O Edit DMZ Host (2 Edit One-to-one MAT

Virtual Server

Global IP Pool in 'ipwan' IP interface

il
Firewall MAT Type ) Disable O Public to Private Subnet ) Public to DMZ Zone
- : Global IP Addresses ® Subnet OIP Range
R —
VPN IP Address | |

Metmask | |

DDNS

' Routing o s‘3 0

Apply Cancel Help

' Wireless One-to-one MAT Table Add Entry
Mame Schedule Protocol Puhblic Portfsy Private Por(s) Private IP

Ll

ADSL

Add Entry
Advanc Tools Status Hel
s | BUIIEN Advanced _ Help

Add Virtual Server in 'ipwan’ IP interface

¢

Virtual Server Entry

Schedule Always On W

Virtual Server Fame Helper |:|
' 1 Protocol Type
Fublic Por(s)
IT- frnm|'3' |t|:||'3' |
Private Por(s) from |0 ta |0 |

DDNS Private IP Candidates | |

Routing B.Gd‘ o

Apply Cancel Help

[

|

Wireless




Advanc ~ Tools  Status
n5L-Ganw| m — 2 :

Firewall
V Firewall can be used to allow ar deny traffic from passing through the DSL-GE04Y,

l Virtual Server General 5""7?““:}4

Security () Enahle & Disable
Firewall Palicy Medium securty level

Block WAN Request (O Enahle & Disahle

rmre—

VPN

m— K

Next Apply Cancel Help

I Routing

Once Security is enabled you can select the Policy

| Home [UPYYYSR Tools  Status Help
DSL-G304V |
Firewall
V Firewall can be used to allow ar deny traffic from passing through the DSL-GB04Y.
I Virtual Server General c.‘.u-':ﬂi'i*:_l‘;."
: Medium security level b
Securi i
b @ Enapls ID Didble High security level
Firewall Policy | Medium security level % | Mecium security level
d Liowy security level
Block WaAN Reguest O Enable & Disahle 1l blockeddser-defined

@ Q9 VO

Next Apply Cancel Help

I Routing

NOTE: Before you can click next you need to click apply to enable the security.
Microsoft Internet Explorer, E3

Each Policy has different rules, see the next few pages for what each level has.




All Blocked / User-defined

Advanced TR Status  Hel '
|:|5L-sanw| m dv 2 : _

Firewall

Fireweall can be used to allow or dery traffic from passing through the DSL-GE04Y,

A

(& Add TCRIUDF Filter () Add Raw IP Filter { Intrusion Detection
VRN OrNes O URL Filter O Firewall Log
Firewall Add TCPIUDP Filter
- Mame |
—
VPN Schedule Always On %

Source IP Addressies) | Netmagk|U.D.D.D |

=aRE=]
=R =1
oo
oo

- Destination IP Address(es) | Netmask|D.D.D.D |

' Type TCP (%

- Source poris) 0 |-|E:5535 |

I — Destination pors) o |-|55535 |

Inbound

Outbaund

| 9 O O

-I Apply Cancel Help

Filter List

- e BDurFe IEINetmask BretoeD BnurFe ;:!Dm:s} Inhaund
Destination P [ Metmask Destination port(s) Outhound

e Mo Filter Defined

L o
[

Device




Low Security level

DSL-G804V |

1§

Virtual Server

Firewall

VPN

DDNS

Routing

Wireless

ADSL

IP Qos

Time Slices

Email

Device

IGMP

VLAN Bridge

L il

Logout

" Home PUTIIPUE Tools | Status | Help

Firewall

Firewall can be used to allow or deny traffic from passing through the DSL-GE04Y,
%) Add TCPAJDP Filter  Add Raw IP Filter ) Intrusion Detection
O URL Filter ) Firewall Log

Add TCPIUDP Filter

Marre

Schedule Alyvarys 0N W

Source [P Addressies) | NetmaskiD-U-D-D |

Destination IP Address{es) | NEtmaSk|D.D.D.D |

ol [o

ol
e WA
oo ‘

Type TCP »

SOUrce HOrE) o |-I55535 |
Destination pors) |EI |- |ess3s |
Inbound I@

Cutbhound Allasay W

9 O 0O
Apply Cancel Help

H a &
Filter List

; Source P S Netmask Source por(s) Inbound
Fule Mame e Destination 1P Frotocol
Schedule Destination port(s) Cutbound
Metmask
; 0.0.0.0/000.0 0 ~ 65535 Block  [ATj
lei_http  Always On TCF
0.0.0.0/0.0.0.0 80 ~ 80 Allow
_ 0.0.0.0/000.0 0 ~ 65535 Block  [AT
lei_dns  Abways On IDP -
0.0.0.0/0.0.0.0 53 ~53 Allow
_ 0.0.0.0/0.00.0 0 ~ 65535 Block  [ATj
lei_tdns  Ahways On TCP
0.0.0.0/0.0.0.0 53 ~53 Allow
0.0.0.0/00.0.0 0 ~ 65535 Black [ 4T
lei_fip  Always On TCP ’
0.0.0.0/40.0.0.0 21 ~ 21 Allow
0.0.0.0/0.0.0.0 0 ~65535 Block i
lei_tnet  Always On TCP 40

0.0.0070.0.00 23 ~123 All o




lei_smitp

lei_pop3

lei_nintp

lei_ray

lei_icmp

lei_h323

lei_t120

lei_ssh

lei_sntp

lei_https

lei_icqg

lei_msntcp

Always On

Always On

Always On

Always On

Always On

Always On

Always On

Always On

Always On

Always On

Always On

Always On

lei_msnudp Alvays On

lei_msnvda Always On

lei_hitpp

Always On

0.0.0.0/70.0.0.0
0.0.0.0/70.0.0.0
0.0.0.0/70.0.0.0
0.0.0.0/70.0.0.0
0.0.0.0r0.0.0.0
0.0.0.0r0.0.0.0
0.0.0.0r70.0.0.0
0.0.0.0r70.0.0.0
0.0.0.0r70.0.0.0
0.0.0.0f0.0.0.0
0.0.0.0f0.0.0.0
0.0.0.0f0.0.0.0
0.0.0.0f0.0.0.0
0.0.0.0f0.0.0.0
0.0.0.0f0.0.0.0
0.0.0.0f0.0.0.0
0.0.0.0f0.0.0.0
0.0.0.0f0.0.0.0
0.0.0.0f0.0.0.0
0.0.0.0f0.0.0.0
0.0.0.010.0.0.0
0.0.0.010.0.0.0
0.0.0.010.0.0.0
0.0.0.0f0.0.0.0
0.0.0.0f0.0.0.0
0.0.0.0/70.0.0.0
0.0.0.0/70.0.0.0
0.0.0.0/70.0.0.0
0.0.0.0/70.0.0.0
0.0.0.0/70.0.0.0

TCP

TCP

TCP

LDF

[P

TGP

TGP

TGP

LDP

TCP

TP

TCP

DR

TCP

TCP

0~ 65535
25~ 25

0~ 65535
110 ~ 110

0~ 65535
119 ~119

0~ 65535
7070 ~ 7070
i,

i,

0~ 65535
1720 ~1720
0~ 65535
1503 ~ 1503
0~ 65535
22~ 22

0 ~B5535
123 ~123

0~ 65535
443 ~ 4473

0~ 65535
5190 ~ 5180
0~ 65535
1863 ~ 1863
0 ~B5535
7001 ~ 7001
0~ 65535
5000 ~ 9000
0~ 65535
8080 ~ 8080

Block
Allowy
Block
Allowy
Block
All oy
Al oy
Al oy
Block
Al oy
Al oy
Al oy
Al oy
Al
Block
Al
Block
Al o
Block
Al o
Al oy
Al oy
Al oy
Al o
Al o
Allowy
Block
Allowy
Block
Allowy

§ 2 EEEEEEEEEEEE W



Medium Security level

QLTI Advanced
DSL-G804Y | :

Firewall

(&) Add TCPIUDP Filter

1§

Virtual Server {3 URL Filter
Firewall Add TCPIUDP Filter
_ ' Mame
Pr—
VPN Schedule

Source IP Addressies)

‘Tools  Status

Help

Firewall can he used to allow ar deny traffic from passing through the DSL-GE04Y.

O Add Raw IP Filter ) Intrusion Detection

i Firewall Log

Alvways On W

| NetmaskiD.D.D.D |

) 0.0.0.0
I r
DDNS Destination IP Address(es) |0.0.00 | Netmagk|D.D.D.D |
PrT—
bt Source port(s) 0 HESSSS |
Destination port(s) 0 . Bss3s |
Wireless
Inbound Allowy W
' | Cuthound Al W
ADSL J
9 VO
PR
IP QoS Apply Cancel Help
Filter List
f Time Slices Bile Hime Source P Betmask Source poris) Inbound
inati Frotocol
Mame Schedule Destination IF { Destination port(s) Quthound
P Metrashk
0.0.0.0/0.0.0.0 0 ~ 65535 Block [ 4T
mei_http  Alwvays On TCF
: 0000750000 80 ~80 Allow
FE— o
0.0.0.0/0.0.0.0 0 ~B5535 Block  [4T
mei_dns Always On LIDP -
) 000050000 53 ~453 Allow
I 000050000 0-~E5534 Block B
ARTETE mei_tdns  Always On TCF B tﬁ
: 000070000 53 ~453 Allow
I ; 0.0.0.040.0.0.0 0 ~E5535 Block (&%
VLAN Bridge mei_fip  Always On TCF El]
000050000 21 -2 Allow
S ; 0.0.0.0/0.0.0.0 0 ~ 65535 Block B
Logout mei_tnet  Always On TCP £l
0.000r70000 23 ~23 Allow



mei_smitp

mei_pop3

mei_nntp

rmei_raw

mei_icmp

mei_h323

mei_t120

mei_ssh

mei_sntp

mei_hitps

mei_hitpp

Alwigys 0N

Always On

Always On

Alwigys 0N

Alwigys 0N

Always On

Always On

Alwigys 0N

Always On

Always On

Alwigys 0N

0.0.0.070.0.0.0
0.0.0.0/70.0.0.0
000070000
0.0.0.0/0.0.0.0
0.0.0.0/0.0.0.0
000070000
0.0.0.0/0.0.0.0
0.0.0.0/0.0.0.0
000070000
0.0.0.0/0.0.0.0
000070000
000070000
0.0.0.0/0.0.0.0
000070000
000070000
0.0.0.0/0.0.0.0
000070000
0.0.0.0/70.0.0.0
0.0.0.0/0.0.0.0
000070000
0.0.0.0/70.0.0.0
0.0.0.0/0.0.0.0

TCP

TCF

TCP

LIDP

ICMP

TCR

TCP

TCP

LDF

TCP

TCP

0-~B5535
25 ~25
0~65535
110 ~110

0 ~HB55345
119-~1149

0 - B5534
o070 -~ oo
RIS

P18,
0~65535
1720 ~1720
0~B5535
1503 ~ 1503
0~65535
22~ 323
0~65535
123 ~123
0~65535
443 ~ 443

0 -~ 65535
8080 ~ 3080

Block
All oty
Block
Allow
Block
Allowy
Allow
All oty
Block
Allow
Block
Allowy
Block
Allowy
Block
Allow
Block
Allow
Block
Allowy
Block

Allowy

Lo BB BB BBk



High Security level

Advanced B (TE Status ‘Hel
DSL-G804V | m i P

Firewall

Firewall can be used to allow or deny traffic from passing through the DSL-GA04Y,

1

@P«dd TCR/UDP Filter D.&.dd Rany I[P Filter O Intrusion Detection
Virtual Server ) URL Filter O Firewall Log
Firewall Add TCPIUDP Filter
: Mame

[
VPN Schedule Always On w

Saource [P Addressies) 0.0.00 mMetrnask (0000 |
DDNS Destination IP Addressies) (0000 | Metrnask (0000

.|

-
. Type TCP |»
—
bl Source por(s) ||:| |- |ess3s |
Destination port{s) o | |ss3s |
Wireless
Inbound Allowy W
l_ Cuthound Allowe  w
BB [ Alow | |
9 VO
—
IP QoS Apply Cancel Help
Filter List
| Time Slices Rule Time Source IP [ Metmask Source por(s) Inbound
Marme  Gchedule  Destinationify OED et s Culboun
- Metmask
_ 0.0.0.0/0.0.0.0 0 ~B5535 Black [ 4T
hei_http  Always On TCP
0.0.0.0/0.0.0.0 80 ~ 20 Al
e i
0.0.0.0/0.000 0 ~B5535 Block [ 4T
hei_dns  Always On LDFP
0.0.0.0/0.0.0.0 53 ~ 53 Al
| 0.0.0.0/0.0.0.0 0 ~B65535 Block Ti
TR hei_tdns  Aklways On TCFP E Eﬁ
0.0.0.0/0.0.0.0 53 ~ 53 Al
f - 0.0.0.0/0.0.0.0 0 ~G65535 Block i
VLAN Bridge hei fip  Always On TCP E
0.0.0.0/0.0.00 21~ 71 Block
Jo——— 0.0.0.0/0.0.0.0 0 ~G65535 Block Ti
Logout hei_tnet  Always On TCP £
0.0.0.070.0.0.0 23 ~133 Block
_ 0.0.0.0/0.0.0.0 0 ~B5535 Block [ 4T
hei_smtp Always On TCP

0.0.0.0s0.00.0 259 ~ 25 Al



hei_pop3

hei_nntp

hei_rav

hei_icmp

hei_h323

hiei_t120

hei_ssh

hei_sntp

Always On

Always On

Alwiays On

Always On

Always On

Always On

Always On

Alwiays On

0.0.0.0/0.0.0.0
0.0.0.0/0.0.0.0
0.0.0.0r0.0.0.0
0.0.0.0r0.0.0.0
0.0.0.0f0.0.0.0
0.0.0.0f0.0.0.0
0.0.0.0f0.0.0.0
0.0.0.0f0.0.0.0
0.0.0.0f0.0.0.0
0.0.0.0f0.0.0.0
0.0.0.0/0.0.0.0
0.0.0.0/0.0.0.0
0.0.0.0r0.0.0.0
0.0.0.0r0.0.0.0
0.0.0.0f0.0.0.0
0.0.0.0f0.0.0.0

TCP

TCPR

LDF

[P

TCP

TCP

TCPR

LDF

0 ~B5534
110 ~110

0 ~EB55345
119 ~1149

0 ~E65535
oo ~Fo7a
MIA

PIA,
0~B5535
1720 ~1720
0 ~B5534
1503 ~1503
0 ~EB55345
2232

0 ~E65535
123 ~123

Block
Allowe
Block
Block
Block
Block
Block
Allowy
Block
Block
Block
Block
Block
Block
Block

Allow

B B BB Lk




Once inside the firewall page there are 4 different settings as below.

Add TCP/UDP Filter

m Advanced | .00 Status Help
DSL-G804Y | e :
Firewall
V Firewall can he used to allow ar deny traffic from passing through the DSL-G304%,
. . () Add TCP/UDF Filter () Add Raw IP Filter O Intrusion Detection
—
Virtual Server ) URL Filter O Firewsall Log
Firewall Add TCPIUDP Filter
- - Marme | |
—
VPN Schedule

- Source [P Addressies) ||:|.|:|.|:|.I:| | Netmask|U-U-U-U |
[ —
DDNS Destination IP Address(es) ||:|_|:|_|:|_|:| | Netmagﬂn.n.n.u |
g Type TCP »
e
Rt Source poris) 0 - lgss3s |
Destination pori(s) [ -|gssas |
Wireless
Inbound
I— Cuthound Blloey
BEL [atow ]
If
IP QoS Apply Cancel Help
Add Raw IP Filter
m Advanced b Status Help
DSL-G804V I -~ Seathinhaetetiod -
. Firewall
v Firewall can be used to allow or deny traffic frorm passing through the DSL-G304Y.
O Add TCPILDP Filter & Add Raw IP Filter ) Intrusion Detection
P
Virtual Server O URL Filter O Firewsall Log

Add Raw IP Filter

Firewall
- - Mame | |
0.0.0.0

Source IP Addressi{es) | Netmask!ﬂ-ﬂ-ﬂ-ﬂ |

DDNS Destination IP Address(es) [0.0.0.0 | Metmask|0.0.0.0 |

Protocal Mumber
Routing Inbound Allowy W

Cuthaound Allanay W

i

Wireless

Ll

@ 90

ADSL
Apply Cancel Help




Intrusion Detection

DSL-G804V I

Virtual Server

1

I
VPN

DDNS

Routing

Wireless

ADSL

L

IP Qo5

LTI Advanced RCTTE

Firewall

Fireweall can be used to allow or deny traffic frorm passing through the DSL-GE04Y.
) Add TCPIUDP Filter O Add Raw IP Filter
3 URL Filter > Firewall Log

Intrusion Detection
Intrusion Detection
Yictirm Protection Block Duration
Scan Aftack Block Duration
D05 Attack Block Duration
Maximum TCP Open Handshaking Count
Maximum Ping Caount

Maximurm [CMP Count

Clear Blacklist

& Intrusion Detection

) Enable & Digable

85400

1800

100

5

100

seconds
seconds
seconds
per second
per second

per second

Status Help

9 90

Apply Cancel

Help



URL Filter

DSL-G804V I
=

Routing

Wireless

p—
i
o
_

ADSL

Keywords Filtering

m Advanced Dh I Status

Help

Firewall

Fireweall can be used to allow or deny traffic from passing through the DSL-GE04Y,

() Add TCPIUDP Filter ) Add Raw IP Filter O Intrusion Detection
® URL Filter O Firewsll Log
LURL Filter
URL Filtering (O Enable @ Disahle
Schedule
Kewwards Filtering L] Enable Details
Damaing Filtering [] Enable Details
[] Dizahkle all WEB traffic except for Trusted Domains
Restrict URL Features [ Block Java Applet

[ Block surfing by IP address

@ 9 0O

Apply Cancel Help

kenyward |

S ¥ VO

Back Apply Cancel Help

Block WEB URLs which contain these keywords

Mame

Domains Filtering

Domain Mame

Domains Filtering List
Type

Domain Mame

Feyword

| | Forhidden Domain s
Forhidden Domain

Trusted Domain

9 U W ©

Back Apply Cancel Help




This is the last option in the Firewall section.

DSL-G804V |

Firewall

VPN

Routing

Firewall

ST Advanced RETIE

Status

Help

Firewall can he used to allow ar deny traffic from passing through the DSL-G304Y.

) Add TCPIUDP Filter
(O URL Filter

Firewall Log
Filtering Lo
Intrusion Log

IURL Blocking Log

3 add Raw IP Filter
¥ Firewall Log

) Enable & Disable
() Enable & Disable
) Enahble (& Disable

) Intrusion Detection

@ O 0O

Apply Cancel Help



m Advanced | 1.1 Status Help
DSL-G804V | - . = .

VPN

@ PPTFP CIPSec CrL2TP
Virtual Server
PPTP
Firewa Enable after ‘Apply’ Cives @ NOD

Connection Mame

|

Remate Access ¥

| Dial out [ Connect to below: Server IP address or FODM 1 %

Connection Type

Semvice Type

DDNS

IP Address

Dial out { Connect to below Server IP address or FQDN 1

IR

Dial out [ Connect to helowe Server P address or FEDMN )
B . ) Dial in (Assign below [P address to dail-in user )

P Account Configuration
Wireless

Password

Authentication Type Chap(auta) + |

AD "
Idle Timeout a0 minutes

[ Active as default route

Q

Encryption Sefting
Diata Encryption

Auto

40 bits
128 bits

Email Key Length

9 9O

Apply Cancel Help

Ll

Device

IGMP

VLAN Bridge

Logout

ilild

VPNIPPTP List

Marme Suliatal Serice Type  Status
Twpe
[ test remoteaccess dialin Inactive

Wiew PPTP Status

Enable

no o (4T




ST Advanced JRETIE Status
DSL-G804V | - . —
_ VPN
V CrprTP E1Psec OLzP
TR s
Virtual Server IPSec
Enable after ‘“pply Oves ®NO
fEE——— Connection Marme | |
Local Metwork Single Address W Single Address

<
b
z

IF Address | | Single Address

Remote Secure Gateway |P | | FRenge

DDNS
Remote Metwark Single Address v
IP Address

-
I*
Routing
Proposal ®Esp OaH
f Wircless Authentication Type Mone w0 2DES -
Encryption 3DES w RMILILL
T DES
' ADSL Perfect Forward Secracy |MODP1DZ4(GrDup2) v|
AES 128
_ Fre-shared Key | | AES 103
[ IP QoS AES 256
Time Slices
Apply Cancel Help
VPNIIFSec List view |PSec Status
Email
Mame Local Subnet  Remate Subnet gg{g;t:y IPSec Praposal Enable
| _ AB8.1. A68.100. : 3 &
R P tast 192.168.1.2 192.168.100.1 207 176 109.84 AH:none Mo L“”ﬂ

-192.168.1.254 --192.168.100.254 ESF:md5,3DES




DSL-G804Y | ._

Virtual Server
Firewall

VPN

|
|
|

GEEOEEEREEE

DDNS

' Routing

ADSL

IP QoS5

Time Slices

Email

Device

1IGMP

* YLAN Bridge

Logout

L ¢

| Home PUIYITYR Tools  Status Help
ETTTEEES ; — :
I PPTP O IPSec & L2TP
L2TP

Enable after Spply' Oves @NO

Remote Access
LARNto LAN

Service Type | Dial out { Connect to helow Server IP address or FQDR ) %

IP Address |

Account Configuration
sername

Passwoaord
muthentication Type

|dle Timeout 0 minutes

[ Active as default route

ClEnahle IPSec
Authentication Mone

Remote Access W

Connection Mame

Connection Type

Encryption MULL

Perfect Forward Secrecy  tlone

Fre-sharad Key | |

] Enable Tunnel Authentication

Secret | |
Remote Host Mame | |{Optinna|}
Local Host Mame | |(0ptiunal)

9 90O

Apply Cancel Help

VPNILZTP List

Narne CONMEcion  oopica Type  Status Enable
Type

] test remuoteaccess dialin Inactive Mo Bf‘ﬂ

Wiew LZTP Status




DSL-G804V | |

Virtual Server

Firewall

|0 §

VPN

i

Routing

' Wireless

LTI Advanced

[i‘.-':.-l‘i:-u'nli.c DHS

Tools

Status Help

Use Dynamic DMS ifyou want to use your DOME account. sy ynicns. org Cdynamic)
Dynamic DS JEnahble & Disable ey oynodns org (custom)
: ; i foyndnE . org (dynamic)

Dwnamic DMS Server |Www.dyndn3.urg [chynamic) V| v dynons org (static)
Wildeard D Enahle ey Zoneedit .com

wewewy orgdns arg
Haost Mame | | vy bz org

ey dyns .ox
Usermame/Email | | ey Jdomain bk

WY MI0-iF SO
Passwiordi<ey | | ey 3322 org

; dyndnz .dk

Refresh Period 25 |Davis) v R

ey EMI0M GO

The route below is in there by default.

DSL-G804Y I

Virtual Server

I

Firewa

Routing

I Wi

reless

m Advanced

‘Static Route

Houris)

Tools

Destination

|
Metmask |
|

Gateway

Cost |1

Routing Table
Destination
0000

MHetmask
n.0.0.0

Gateway
0.0.0.00 ipwan

9 9O

Apply Cancel Help

Status

Help

9 OO

Apply Cancel Help

Yalid

v [0



DSL-G804V |
ADSsl
__—-"."-'r i ADSL LV
v T
Connect Mode | ADSL v|
P Modulation | Muttimocle v |
Virtual Server . . o ADSL2M+
Coding Gain |auto w | \
T Tx Aftenuation ‘Dmt_oDB v | auto Muttimode
Firewall : ) AL T ]
DSP Firmivare Wersion EBT 212 1 :ﬁfg
- Operational Mode Inactive 2 g.ll'rte
I VPN Annex Type Annexs, 3 rultimaoce
. ALCTL 14
Upstream Bit Rate 1] g aLCTL
P e Downstrearn Bit Rate 0 A0
DDNS 7
Dmt ODB | |Dmt_ODB | -
Routing ~ | |Biz_11DB A
Dmt_01A0B | [Biz_120B8 b
. Dimt_0.2D8 Bis_130B Apply Cancel Help
I Dirt_0.308 Biz_140B
RIS Dimt_0.4DB Bis_150B
Dirt_0.50E Bis_160B
Dt _0.EDB Bi=_17CH
ADSL Dimt_0.7DB Biiz_1506
Dent_0.80B Bi=_19CB
l_ Dmt_0.508 Bi=_200B
IP QoS Dirt_10B Biz_2108
Dmt_208 Bis_220B
Dt 308 | |Bis_230E
l - = Dmit_40B Bis_240CH
Dirt_SOE Bis_25DE
Dimit_B0B Biz_2ECH
E——— Dt_708 Bis_27DB
Email Dit_8DB Biz_280B
Drmt_908 Bis_2908
i Dt _10DE » |Biz_300B
F Device Dmt_1108 Bis_310B
Dirt_1 208 Bis_520B
Bi=_0DB Bis_33CH
T Biz_0.108 Biz_34DB
IGMP Bis_0.208 Bis_350B
Biz_0.308 Bis_360E
I_ Bis_0.408 Bi=_37CH
VLAN Bridge Bi=_0.508 Bi=_330B
Bi=_0.60H Biz_390B
——— Biz 0708 | |Bis 400B ¥
Logout




DSL-G804Y I

o
oo
e

Virtual Server

Firewall

Routing

Ll

ADSL

IP QoS

Time Slices

(| Home [.UIPYYTTR Tools Status Help

IP QoS

(® Packet Prioritization

Facket Prioritization
Marme
Schedule
Priority
Protocol
Source portis)
Destination port{s)

Source IP Address Range

Destination IP Address Range !D.D.D.D

DECP Marking

2 outhound Throttling

Alweays O (W

—
b ]

() Inbound Throtiling

Packet Prioritization List

Sehedule Protocals

NEEE Priarity

0.0.0.0 | joooa |
|Joooo |
| Disabled v |
Apply Cancel Help
Source portisil o e Py D3GR
Destination — ppastination 1P Marking

part(s)




Advanc Tools Status Hel,
DSL-G804V | m anced - _

IP QoS

(O Packet Prioritization & Outhound Thraottling ) Inbound Thrattling

Outbound Throttling ifrom LAN to WAN packetf)

Schedule Always On W
Frotocol

Source port(s) D
Destination portls) D

Source P Address Range |E|.|:|.|:|.I:| HD.D.D.D |

Destination IP Address Range |E|.|:|.|:|.I:| HD.D.D.D |

Rate Limit 1 |*32 (kbps)
9 O 0O

Apply Cancel Help

Outbound Throttling List

Source portis)f
MHarme Schedule Protocol  Destination port
(5]

Source IPf
Destination IF

IP QoS

Rate Limit

- Li

ime Slices




Advanc Tools Status  Hel
DSL-G804V | m ; ‘W_ EE — - P

IP QoS

(O Packet Prioritization ) Outbound Throttling (&) Inbound Thrattling

Virtual Server Inbound Throttling (from WaAN ta LAN packet)

Firewall MName |:
Schedule
Frotocol

Source port(s) DD
DDNS Destination portis) |:|

Source P Address Range ||:|.|:|.E|.I:| HD.D.D.D |

{ilI

<
=

[-]

[

Routing Destination IP Address Range ||:|.|:|.E|.I:| HD.D.D.D |

Rate Limit 1 Ir32 (kbps)
9 OO

ADSL Apply Cancel Help

Wireless

!

P Qo8 Inbound Throttling List
Source por(s)f Soutce I

Marme Schedule Protocol E;r?gigr;atinn Gestinatinn 1P Rate Limit

Time Slices

i




m Advanced il Status  Help
nm-sanwl :

Time Slices

i D Marme Diayis) in aweek Start Time End Time
— 1 TimeSlot  sMTWTFs g - 00 18-00 45
Virtual Server
2 TimeSlot2  sMTWTFs 0800 18:00 [l
e —— 3 TimeSlot3  sMTWTFs 08:00 18:00 45
Firewall _
4 TimeSlotd  sMTWTFs 08:00 18:00 4 i
i 3 2 .
PRt 5 TimeSlots  sMTWTFs 08 : 00 18:00 EEI[
B TimeSlots  sMTWTFs 08:00 18:00 4l
I pons 7 TimeSiot?  sMTWTFs 08 : 00 1800 4]
a TimeSiots  sMTWTFs 08:00 18:00 45
l Routing g TimeSlotd  sMTWTFs 0800 1600 (4 Tl
; 10 TimeSlotl0  sMTWTFs 08:00 18:00 (4l
: %
- 11 TimeSlotl1  sMTWTFs 08:00 18:00 4 5
: 12 TimeSlot1 2 sMTWTFs 0% 00 18:00 B
———
ADSL 13 TimeSlot 2 sMTWTFs 0800 18:00 8]
14 TimeSlot14  sMTWTFs 08:00 18:00 41l
[ 5
IP QoS 15 TimeSlot1s  sMTWTFs 08:00 18:00 B4
16 TimeSlotl & sMTWTFs 08:00 18:00 4 5l
Help

Click on the edit, you get the below.

Time Slices
ID 1
Day Clsun. #mon. [ Tue [#wed [ Thu [Fri. [ sat.
Start Time ERE
End Time 18 v |:|00 v

Q ¥ VO

Back Apply Cancel Help



DSL-G804V |

Virtual Server

Firewall

0 ¢

=
k)
=

DDNS

Routing

' Wireless

" ADSL

IP QoS

Time Slices

il

. Home PEITLTLE Tools

Status

Help

Check Email

Check Email ® Disahle

|
Passwaord | |
|

|minutes

() Enable

Account Mame

POP3 Mail Server

Period 60

[ ] autarnatic Dial-out for Checking Emails
Wiewy Email Status

@ O O

Apply Cancel Help




Email Status Yiew Email Setting
Ermail Account
Mo accounts specified

Help
m Advanced [l Status Help
DSL-GB04Y I e R
1 Device Management
V Device Host Name
Host Marme DSL-GA04Y |
=
Embedded Web Server
*HTTF Port 50 (B0 i default HTTP pord)
_ Management IP Address ||:|.D.I:|.I:| |('D.D.D.D'means Ayl
VPN Auto-Logout Tirner |18|:| |gec|:|n|j5
Universal Plug and Play (UPnF)
_ UPnP & Enable O Disahle
Routing *UPnP Port 2800 |
SMMP V1 and V2
Read Community ‘public |
Read Restricted IP Address |0.0.0.0 |
- Write Community |passwurd |
Wirite Restricted IP Address 0.0.0.0 |
S Trap Community | |
Trap Restricted IP Address | |
Username | |
_lfevice Passgward | |
o Access Right @ Read O Readirite
IP Address | |

*: This sefting will become effective afteryou save to flash and restart the rauter.

VLAN Bridge

Logout a 8 o

Apply Cancel Help

il
p—




DSL-G804V I

Virtual Server

Firewall

lil

=
=

p

DDNS

Routing

Wireless

" ADSL

" IP Qo5

Time Slices

Email

Device

UOHEREED

BT Advanced

Tools

Status Help

IGMP

IGMP Forwarding
IGMP Snooping

& Enable O Disable
{0 Enable & Disable

@ O 0O

Apply Cancel Help




DSL-G804V | |

Virtual Server

Firewall

<

10§

=

P

DDNS

Routing

' Wireless

" ADSL

IP QoS

Time Slices

Email

[REEEEEE

Device

I IGMP

m Advanced BhilE Status Help

Create VLAN

VLAN Marme | |

YLAN 1D | |(2-4094)
Tagged Member Part(s) [ ethermet [ wireless
Untagged MemberPDr‘t{S} D ethernet D wireless

9 OO
Apply Cancel Help
VLAN Bridge List

Mame YLAR 1D Tagoed Forts nTagged Ports
Defaultvlan 1 Mane ethernetywireless,




DSL-G804V |

{

Admin

Date & Time

System

{ili

1
=
3

ware

emnte Access

i

Logout

DSL-G804Y |

Admin

¢

:

System

Firmware

emnte Aceess
Logout

il

P el Tools

Current Defined Users

Username| |

Mew Password I:

Reconfirm Password l:l
valid | faize v |

Cumment:

Walid Iger Comment

true admin Default admin user

Tools

Home Advanced

Date & Time
Device Time Thu, 01 Jan 1970 - 00:48:53
(& Enahble NTP to Synchronize Date and Time Autormatically

Default TR Server
¥ |carl.css.guv

| 7. |india.cnlnradu.edu |

3. |1ime.ni3t.gm-' | 4. |1ime-b.nis:t.guv |

Time ZLone List by
& By City O By Time Difference
Tirme Zane (+-GMT Tirme)

Status

@ OO

Apply Cancel Help

E

| [GMTIEreenwich Mean Time

Resync with MTF Sener after
|144U |minutes

(7 SetDevice Date and Time Manually

Year| 2002 % | Manth:|Jan v | Day 01 v
HUU[‘:IDD w |‘|,|1inL|tEZ SECEII"IUZ

Autormatic Daylight Saving

Y < I+

Apply Cancel Help




‘Home Advancedllh (TI"SR Status Help
usL-saow|

System Settings

Save Settings To Local Hard Drive

Backup Setting

Load Settings Fram Local Hard Drive
| |[ Browse.. |

Date & Fime

System Save Config to Device Memory
FPlease click 'Save' to start saving configuration to device memory. There will be a delay while
T saving as configuration information is written to device memary.

Firmware
I_

After restarting, please wait for a feww seconds for system to come up. Ifyou would like to reset
all configuration to factory default settings, please select the "Factory Default Settings” option.

Festart Router with @Currentaeﬁings OFactnwDefaultBettinga

o

Help

Advanced Tools

Status Help

Firmware Upgrade

There may be new firrware foryaur DSL-G804Y to improve functionality and perfarmance.
The upgrade procedure takes about 60 secands. Motel Do not power off the unit when it is

N -
heing upgraded.
=
Current Firmware Version: 1.00.04
=
e

Date & Time | |[ Browse... |

System o @ o

Apply Cancel Help

emnte Access

ogout




Home — Advanced iR Pl Status  Help
nsL-sanwl : il

Remote Access

You may permit remate administration ofthis device via HTTP and Telnet.

Admin Currenthy, the remate administration is disabled.
] Enable
Date & Time :
System Apply Help

Firmware

0ED ¢

Remote Access

' Logout

i




Status

DSL-G804Y |

Device Information

Model Name DSL-GE04Y
Host Name DSL-G304Y
System Up-Time 00:580:12s
Current Time Thu, 01 Jan 1870 - 00:50:12
Hardware Version Argon 432 ADSL-AZANG w1.00
Software Version 1.00.04

LAN
Wireless MAC Address 00:17:95F0:AE 59
IP Address 192.168.1.1
Routing Subnet Mask 2552552550
DHCP Server Enabled
WAN

PPTP Status
MAC Address 00:17:9AF0AE 59

PScec Status

WPIIWVCL B ) 35
PPPoE Connection xDSL line is not synchronized
L2TP Status IP Address 0.0.0.0
Netmask 0.0.0.0
DHCP Default Gateway 0.0.0.0 {nterface:ipwan

Remaining Lease Time 43200 seconds
Domain Name Server MNone

HERRCEERAROR: €

Email
Wireless
MAC Address 00:17:9af0.ae5a
Event Log
SSID DLINE_WIRELESS
Security Disahle
Error Log Channel &
Port Status
AT Sessions Port Ethernet  Wireless  ADSL{model LIS/ DS
Connected -~ e »
PnP Paortmap Traffic Statistics
PPPOE WAN Link VP /WGl B/ 35 Fslal
Tw: 90
Logout
. Ry 103171 34
Ethernet Connection T 4080010
R0

Wireless Connection T AIRA0




DSL-G804V |

Device Info

A

ARP

=.w

ireless

DSL-G804V |

Device Info

B

ARP

Wireless

:.R

outing

DSL-G804V |

Device Info

{4

ARP

-

ireless

Routing

Home Advanced Tools status LT
ARF Table
IP <= MAC List
IP Address MAC Address Interface
1921681115 00:0c:76:52:7h: 2 inlan
Help
Home Advanced Tools

status  [LET

Connected Wireless Client List

The Wireless Client tahle helow displays Wireless clients connected to the AP { Access Paoint).
IP Address MAC
Help
Home Advanced Tools

status LTI

Routing Table

Routing Table

Walid Destination Metmask Gatewaylinterface Cost
v no.0.o 0.0.0.0 0.0.0.0f ipwan 1
RIP Routing Table

Walid Destination Metmask Cost

@

Help



DSL-G804Y I

N

PPTP Status

DSL-G804V I

:l De

vice Info

ARP

:l W

ireless

:l R

outing

PP'I'F Status

IPSec Status

Advanced

Home Tools

Status

FPPTF Status

VPNIPPTP for Remote Access Application

Tunnel

Mame Type Enable Active Connected

VPNIPPTP for LAN-to-LAN Application

. Tunnel
Mame Type  Enahble Active Connected
Home  Advanced Tools

Caonnected

Wiew PPTF Setting

Call .
Connected Encryption
Encreption
Help

status [LCTN

IPSec Status

VPN Tunnels

Marme Active Status Statistics  Local Subnet  Remote Subnet

YWiew [PSec Setting

Remote Gateway  SA

o

Help




Advanced Tools

Home

DSL-G804V |
: L2TP Status

V VPNIL2TP for Remote Access Application Wiew LZTP Setting
: Tunnel Call :
MHarme Type Enable Active Encryptian
Connected Connected

=i

VPNILZTP for LAN-to-LAN Application
I ARP . Tunnel Call .

MHarme Type  Enahle Active Connected Connected Encryptian
= e
=i =
e
FSnc Status

L2TP 5tatus
Home Advanced Tools BT I Help |

DSL-G804V |

s DHCP Status
_.._--—"""d-g
Allow Bootp true
. Allow Unknown Cliemts true
I Device Info Enable true
Subnet Definttions
T Subnet Value 192162.1.0
ARP
SubNetmask 2552552550

Maximum Lease Time
Default Lease Time

Use lecal host address as DNS server
Routing

286400 seconds
43200 secands
true

status T

Use local host address as default gateway true
Get subnet from IP imterface iplan
IP Range 192 168.1.100-192168.1.1949
Option domain-name-servers= 0.0.0.0

PFTP Status

PSnc Status

il

Expired Table
L2TP Status IP Address TAC Address Client Host Mame Expiny
Fermanent Table
Marme IP Address MAC Address Maximum Lease Time
DHCP
Leased Table
IF Address MAC Address Client Host Mame Expiry

|

Event Log

.

Help




Home Advanced Tools Status
DSL-GR04V I m

- Email Status Yiew Email Setting
Email Account
Mo accounts specified

Device Info

1

ARP
Wireless Help
Routing
PPTP Status

FSm: Status

L2TP Status

HHEDL

DHCP




DSL-GB04Y |

= ]

b

LK

Wireless

Routing

PPTFP Status

TPScc Status

L2TP Status

HHEEE

DHCP

Email

1

Home Advanced Tools Status m

"EventLﬁg

——————————— system log buffer head -—-————-————u——--

Jan 01 00:00:00 home.gateway:ipsec:none: [INFO]3tart IP3EC
Initialize .....

Jan 01 00:00:00 homwe.gateway:ipsSec:none:
Initialize ..... Done

Jan 01 00:00:15 home.gateway: im:none: Changed iplan IF
address to 192.165.1.1

Jan 01 00:00:26 DIL-GE04V:im:none: Reset 2SNMP community to
factory default settings

[INFO] Start IPSEC

Help




Home Advanced Tools Status m

DSL-Ga04v -
Error Log

YWhen Process Etrar Log

Device Info

0!

b
T

Wireless Help

' Routing

'PPTP Status

1PScc Status

L2TP Status

DHCP

Email

i

Event Log

:

Log



Home Advanced Tools Status m
DSL-G804V | : SRR :
I NAT Sessions

No active NAT sessions between interfaces of types

Device Info external and internal.

b
A
o

LK

Wireless
Routing

PPTP Status

FScc Status

' L2TP Status

DHCP o

Email Help

Event Leg

Error Log

HERCEHERD

NAT Sessions



DSL-G804V I

N

Device Info

Wireless

Routing

PPTP Status

TPScc Status

L2TP Status

DHCP

Event Log

Error Lon

AT Sessions

HEECEHEEE

UPnP Portmap

Home Advanced

Tools Status m

UPnP FPortmap

UPnP Fortmap Table

Help




