How to setup IPSec VPN connection between
DSL-G804V and DFL-210/800/1600

This setup example uses the following network settings:

WAN Interface:
202.128.109.84

LAN Interface:

192.168.10.1

DSL-G804V

DFL-210/800/1600
WAN Interface:
202.129.109.82

LAN Interface:
192.168.1.1

LAN 2
192.168.10.0/24

LAN 1
192.168.1.0/24

IP Address: 192.168.10.2
Subnet Mask: 255,255.255.0
Default Gateway: 192.168.10.1

IP Address: 192.168.1.2
Subnet Mask: 255.255.255.0
Default Gateway: 192.168.1.1

In our example the IPSec VPN tunnel is established between two LANs: 192.168.10.x and 192.168.1.x.
NOTE: It is essential to have private networks (LAN 1 and LAN 2) on different subnets.

VPN Setup — DSL-G804V to DFL-210/800/1600 Page 1 of 17



Configuration of the DSL-G804V router on LAN 2
Step 1. Log into the DSL-G804V configuration page, then go to Advanced > VPN and click on IPSec.

Step 2. Set “Enable after Apply” to “Yes”.

Connection Name - Enter a name for the tunnel.

Local Network - select “Subnet”.

IP Address - enter the IP Address of the local network. Note that it should be Subnet ID, not a single IP address (e.qg.
192.168.10.0).

Netmask - enter the Subnet Mask of the local network.

Remote Secure Gateway IP - enter the public IP address of the remote VPN router.

Remote Network - select “Subnet”.

IP Address - enter the IP Address of the remote network. Note that it should be Subnet ID, not a single IP address (e.qg.
192.168.1.0).

Netmask - enter the Subnet Mask of the remote network.

Proposal - select ESP.

Authentication Type - select MD5

Encryption - 3DES

Perfect Forward Secrecy - MODP 1024 (Group 2)
Pre-shared Key - enter the security key you want to use for your VPN connection. The same key will need to be
specified in the VPN router on the other end (on remote network).

D-Link

Euldmg Nebworks for People

Wireless ADSL VPN Router

BTN Advanced RETE Status
DSL-G804Y |
VPN
--_F'H_'____,..-:'-‘
O PPTP ® IPgec OL2TP
e PSar
Virtual Server IPSec
Enable after Bpply O MO
I Eirewall Connection Mame [wiork |
Local Metwark [ Subnet v
VPN IP Address 182166100 |
. \ Netrmask 552550850 |
(— [235255.2550 |
DDNS
Remote Secure Gateway IP |2I:|2.129.1 09.32 |
S Remuote Metwork | Subrnet A
Routing ————
IP Address 192168.1.0
- Metrmask 2552852550 |
: Proposal ®EsP OaH
I ADSL Authentication Type (MDs ~
Encryption 'SDES ol
I IP QoS Perfect Forward Secrecy |MODP1024 [Groug 2) v|
Pre-shared Key [test |
I Time Slices Advanced Options
# '. b
9
. Back Apply Cancel Help
———

Device

Click on the “Apply” button when done.
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Step 3. Go to Tools > System. Click on the “Save” button. This will save the settings into the router's memory.

D-Link

Bulwdmg Networks for People

Wireless ADSL VPN Router
DsL.cau4V | Tools

System S

ings

V Save Settings To Local Hard Drive
!_'
Load Settings From Local Hard Drive
: | | EBrowse.. |
| 7
Date & Fime
System Save Config to Device Memory
Flease click 'Save'to start saving configuration to device mermory. There will be a delay while
I— saving as canfiguration information is written to device memary.

Firmware

—

After restarting, please wait for a few seconds for system to come up. Ifyou would like to reset
all configuration to factory default settings, please select the "Factory Default Settings" option.

Restart Router with & Current Settings 3] Factory Default Settings

o

Help
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Configuration of the DFL-210/800/1600 VPN Firewall on LAN 1

Step 1. Log into the Firewall by opening Internet Explorer and typing the LAN address of the Firewall. In our example we
are using the default 192.168.1.1. Enter Username and Password which you specified during the initial setup of the
Firewall.

Step 2. Go to Objects > Address Book > Interface Addresses. Click on Add and select “IP4 Host/Network”.

[ 4
-L1I
Building Networks for People
“ Home B Configuration ~ It Tools = W Status ~ , Logout @Help
4 DFL210 2, InterfaceAddresses
& @ system i
B0 Objects J  Use an Addrass Foldar to group related address objacts for 2 batter oweriave,
=g Address Book '.d!j
LAilerfaceAddresses E] Edit the settings for this folder
[ ~ppiication Layer Gateways
@y Services ] Addw
i Schedule Profiles 4 1P4 Hostihebaot - -
&Y % 509 Cetificates oLy 1P Address Group Address * UserAuthGroups = Comments ¥
B | YPN Objects W} Ethamat Addres 152.168.1.1 1PAddress of interface lan
@ g Rudes W Ethernet Address Giaup 152.168.1.0/24 The network on interface lan
- Interfaces re . 172.17.100,254 1PAddress of interface dmz
22 Froud = g TTITENTET 172.17.100.0/24 The network on interface dmz
55 iy 4 wan_ip 202.12%.109.92 1PAddress of interface wan
"" &S /0P L wannet 202,129.109.64/27 The netwerk on interface wan
B g User Authendication & wan_defauligv_ip 202.125.105.65
B |5 Tratfic Shaping T dnsserverl_|p 4.2.2.2
] dnsserver_|p 4.2.2.3
9 dheprarver_range 192.168.1,100-192.168.1,200
10 9 dhcpsarvar_natmazk  255.255.255.0
11 dhepgerver defaultge  192.168.1.1
12 dhepaerver_dnsl 4.2.2.2
LY Right-lick on a 1o for furdher oplicns.
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Specify the settings of the remote network on the other end of the VPN tunnel.
Under Name enter “VPN-Remote-LAN".

Under IP Address enter the Subnet ID and Mask Bits for the remote network: in our example it is 192.168.10.0/24.
Click on the OK button.

D-Link

Building Networks for People

@ Horne M Configurat 1 @ Status Brogouwt | (DHelp
9 orL210 4 Untitied
P osmem General ~ User Authentication
B0 Objects
- [, Address Book 4] General [
Lk nterfaceAddresses
l'_..hpplicﬂinn Layer Gatewsys g Use an IP4 address item to define a namie for 2 specifio IPG host, nehwodk or range.
(ByServices
6% Schedule Profies Name: VEN-Remote-LAN
&%%:509 Certificates IP Address: |192,168,10.0¢24 €.g: "172.16.50 &7, "162.168 30.7, 192.182.30.11%, "162.168.7 024" and
B | 4 VPN Cbjects _1?2_'3_2‘5_10”2“_25_6& -g: 172103060, “182.168.30.7, 162.186.30.177, S182. 109, an
g Rules
& g Irterfaces 47 Comments B
[ | g8 Routing
- gIDS FIDP Comments:  Remote VPN LAN
[+ B User Authertication
| = Traffic Shaging
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Step 3. Add another “IP4 Host/Network”. Enter the settings of the VPN endpoint, the public IP address of the router on
LAN 2.
Under Name enter “VPN-Remote-IP”.

Under IP address specify the public IP address of the remote network (the IP address assigned to the DSL-G804V by the
ISP).

D-Link

Building Networks for People

'g Home B Configuration « -i" “Toals « C tus ﬁ:LI:II;I:IIJt ®H|3||:|
3 orLz10 “J VPN-Remote-IP
--voSyﬁem General © User Authertication
=+ T Ohjects
E"'_,{Address Bioak E_",' General 5

| g Interfacefddresses

lj Application Layer Gatevvays
T#yServices

Schedule Profiles MName:

8 Use an P4 Address itemn to define 3 name for a specific IP4 hast, netwod ar range.

YPHM-Remote-IFP

5 % 509 Certificates ]
B L4 VPN Objects IF Addresst 202129,109,54 2.g: ™72 A6 608", 192 168.20.7, 192 16530117,
- gﬁ; | {92 68,7 0424 and "172.16.25.10-172.16.25 50"
~|_# Rules

g nterfaces 4 Comments B
| o Rroutting
- @05/ IDP Bemwents
- g Uzer Authentication
-7 Traffic Shaping

[ Ok ][ Cancel ]

Dynamic IP Address: If remote network has dynamic public IP address, you can utilize one of the “Dynamic DNS”
services available on the Internet. In this case the dynamic IP address of the remote site will be associated with a URL.
To specify a URL as an address use this format: dns:yoursite.dyndns.org. Type the required URL under Interfaces >
IPSec Tunnels > ‘your tunnel settings’ > Remote Endpoint (Step 5).

To configure the VPN firewall to update one of the Dynamic DNS services go to System > Misc. Clients > Add...

When setting up IPSec VPN Tunnel (Step 5) which connects to a site with dynamic IP address or accepts connections
from roaming IPSec clients with dynamic IP addresses, set Remote Network as “Any” and Remote Endpoint as “None”.
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Step 4. Go to Object > VPN Objects > Pre-Shared Keys. Click on Add and select Pre-Shared Key.

D-Link

Building Networks for People

¥ Home  ® Configurationw  Jf To @ Status v Blogout  DHelp

|
¥ DFL-210 il Pr&SharedKeys
= oaysﬁem
B[] Objects
- g Address Book
b Appiication Layer Gateways
'jServicﬁ ] Add -
v—(.: Schedule Profiles ]E_ Pra-Sharad Kay
L% 509 Certificates v Hama * Type ¥ Commants ¥
=~ L5 VPN Objects ) _ i
apre_m Keys (4} Right-click on a rows for further options.
FULDAP Servers
B0 Lists
B\ KE Agorithms
& Psec Algorthms
- g Rues
& | g Interfaces
[#1- 2 Roating
#-[@IDS /1P
[~ | g User Authentication
#- | 7 Traffic Shaping

R Add, remove and modify Pre-Shared Keys, which are used for IPSec authentication purposes.

Enter the Pre-Shared Key settings for your VPN tunnel.
Under Name type “Pre-Shared-Key”.

Under Shared Secret select “Passphrase” and type in the key that you have entered when setting up the DSL-G804V.

Click OK when done.

D-Link

Building Networks for People

¥ Home ® Configuration =  § Tools = W Status = B Logout @Help

¥ DFL-210 a Untitled

2} oSy.ﬂem
B Objects # ] General L]
(- g, Address Book
[.Applicaiion- Layer Caleways a PEK (Pre-Shared Key) authentication is based on a shared secret that is knoven only by the padies involwed,
1 Services
n_‘(.: Schedule Profies Mame:

Pre-Shared-Key
5 ¥ 509 Certificates

B g VPN Cbjects

# ] Shared Secret 51
TP Pre-Shared Keys
FILDAP S
= Breers (¥ Passphrase
o Liss
Y
(LAKE Algorithms Shared Secret | opnne
(3 Psec Algorithms
['} 2 8 Rulss Confirm Secret: [ "
[#]- gy lntertaces
- 23 Routing " Hexadecimal Key
#- gIDS f10P
B User Authertication R
- | 7 Traffic Shaping Generate Random Key

(4] Since regularwords and phrases are wulnerable to dictionan attacks, do not use them as shared secrets.

ﬁ Comments 5

Comments:  Pre-chared key for VPN connection
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Step 5. Go to Interfaces > IPSec Tunnels. Click on Add and select IPSec Tunnel.

Enter your IPSec tunnel settings.

Under Name enter “IPSec-tunnel”.

Under Local Network select “lannet” (this is the private network on this side of the VPN tunnel).

Under Remote Network select “VPN-Remote-LAN?” (this is the private network on the other side of the VPN tunnel, see
Step 2).

Under Remote Endpoint select “VPN-Remote-IP” (this is the public up of the remote network, see Step 3).
Encapsulation Mode should be set to Tunnel.

Under Algorithms set IKE Algorithm to “Medium”. Set IKE/IPSec lifetime to 28800 sec.
IPSec Algorithm - set to Medium. IPSec Lifetime - 3600 sec and 0O kilobytes.

Note: You can modify or add your own set of security algorithms under Objects > VPN Objects > IKE Algorithms and
IPSec Algorithms.

- :
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min - 1921681 2
Building Netwarks for Peaple
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(- g I0S fIDP
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# | Algorithms
[#- | /A Traffic Shaping & Algor 5
IKE Algaorithms: Mediurn -
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IPse Life Time 3gQQ  Serends
IPsec Life Time o/ Kilobytes
# ] Comments 5
Comments: VPN wunnel
" Cancal ]
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Click on Authentication tab. Make sure the Pre-Shared Key option is enabled. Select the “Pre-Shared-Key” in the
dropdown menu (see Step 4).

D-Link : tomesn o s

Building Networks for People

« Home = cConfiguration = il Tools = w Slalu: - 2 Logout @ne!p
| A .
§ bFL210 ‘.j Untitled
4 Bsystem General | Authenticaion | Extended Autherdication (XAuth) | Rouing | IKE Seflings | Keep-aive | Advanced
B Otpects
g Rules 47 Authentication ]
- LagInteriaces
WP Clfwrint {7 X509 Cenificats
W VLAN Root Certificatesk
:j IPgec Tunnels |
@l PRPOE Tuninels
o L2TPPPTP Servers
o LZTRFRTP Clients
R intertace Groups
Gateway Carificate:
& 27P Tabie y i
#- g Rouling Identification List: -
#-(gDS [P % Pre-Shared Key
(- | g User Aughentication Pre-Shared Kay Pra-Shared-Key v
[#1-=) Trafiic Shaping

If the WAN port of the VPN firewall is set with PPPoE authentication, select Advanced tab and change the Route
Metric for the IPSec Tunnel to 80.

General | Authertication | Extended Authertication (XAuth) | Routing | IKE Seftings | Keep-alive | Advanced

# ) Automatic Route Creation B

Automatically add route for remote netwonk.
Add route for remote network

Route Metric: 20

[ ok ][ cancel |
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Click on IKE Settings tab. Under IKE change the DH Group to “2”, Under Perfect Forward Secrecy select “PFS” from the
drop down box and make sure the DH Group is “2”.

Click on the OK button.

D-Link e

Building Networks for People

& Home = Configuration =

J DFL-210 ﬁ IPSEC-tunnel

"OSystem
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I Ohjects @T
£ # Rules
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Step 6. Go to Interfaces > Interface Groups. Click on Add and select Interface Group.

D-Link

Building Networks for People

¥ Home B Configuration=  §T Tools » W Status = Brogout  (DHelp
|
3 orL210 #2 Interface Groups
= ) system
B[] Objects Use interface groups to combine several interdfaces for simplified policy management.
- § Rules
= g INtErTaces
W Ethernet _‘J Add »
) VLAN ! Interface Group
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o 4RP Table
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& ZIDS fIDP

1| @ User Authertication
-5 Tratfic Shaping

Create a group which has your IPSec tunnel and your LAN.
Under Name type IPSec-LAN.
Under Interfaces add “IPSec-tunnel” and “lan” into Selected field.

Click on the OK button.

D-Link

Building Networks for People

« Home nfiguration « 1 Tools= @ Status - Blogout  (DHelp
4 DFL-210 ‘ Untitled
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ﬁ Psec Tunnels
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@l PPPOE Tunnels O = S,
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Wl L2TPPPTP Clients
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[#-| 22 Routing
E- g I0s /0P B
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Step 7. Go to Rules > IP Rules. Click on Add and select IP Rule.

D-Link —_—

Building Networks for People

¥ Home - nfiguration « 14 » W Status - PLogout @He Ip
¥ DFL-210 § IP Rules
& system |
B-J Objects IF Rules are used to filter IP-based netwot traffie. In addition. they provide means for address transiation as well as Server Load
E-[§Rules Balancing.
= § P Rules
§ dmz_to_jan i | Add ~
“§ dmz_to_wan 8 1P Rule
#lan_to_dmz § 1P Rula Foldar | Adionw foUTe _ Souree - Destination D:inaios Sarvica ¥
g lan_to_wan (1} ' ping_fw dllow 8 lan 3 lannet o core 3 lar_ip -u (LR
§ wan_to_dmz inbound
g 1 _§ lan_to_wan
= & - 2 _§ lan_to_dmz
M Access 3 § dmz_to_lan
51 g Intertaces 4 § dmz_to_wan
(- | 8 Roadting 5 g wan_to_lan
-GS fI0P L3 _§ wan_to_dmz
[ | g User Authentication i
[ Traffic Shaping L1 Right-click on a row for further aptions.

This rule will allow communication between the LAN and the IPSec tunnel.

Under Name type “IPSec-Allow”.

Under Action select “Allow”.

Under Service select “all_services”.

Under Address Filter specify the following:

Source and Destination Interfaces: “IPSec-LAN” (this is the group you created in Step 6).
Source and Destination Network: select “all-nets”.

[ !
r ln = Logged in sz administrator

admin - 192 2

Building Networks for People

«* Home B Configuration = Il Tools = W Status = BLogout @Help

T . 8 - .
B @system [General | Log Setlings | NAT | SAT

&) General L]

g dmz_ia_jen g An IF nle specifies what action to perform on nebsodk traffic that matches the spacified filter criteria,
_§ dmz_to_wan
§ Ian_to_dmz Kama! IPSac-Allow
§ lan_lo_wan Actisn: Allow -
_§ wan_lo_dmz
# wan _to_lan Senice: all_services w
M Access Schedule {Hone) v
[ gy Irntertaces
B g Routing # ] Address Filter L]
- DS /0P
m i Spacity source intarface and sourcs nebasd togethar with destination interface and destination nebwode All paramatars have to
SOUR s Auheriicakn iiﬂ mateh for the rale te match.
®-| 7 Traffic Shaping
Source Destination
Interface: 1PSac-LAN o IPSec-LAMN w
Habuod all-nets w all-nats w
# | Comunents ]

Comments.  Rule to allow IPSec - LAM and LAM - IPSec communic ation
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Click on Log Settings tab.
Select the Enable Logging option.
Click on the OK button when done.

. 1
D-Link
Building Networks for People

= Home B Configuration «

i Tools - W Status -

¥ DFL-210

- system

B ] Objects

=1-|_g Rules

= a IF Fdes
# cémz_to_lan
_§ cmz_to_wan
£ lan_to_cmz
§ lan_to_wan
_§ wan_to_dmz
§ wan_to_jan

T Access

52} mInterfaces

B | Routing

Bl s/ oP

B gl User Authentication

B | Traific Shaping

i e

General | Log Seftings |~ NAT | SAT

# ] General

d in a3 adminisiraior
sdimin - 19 ¥,

(I)Help

B Logout

"
‘G’ Select log receivess) and severity to enable logging for thiz object.

[#] Enabla logging
Logte:

" Al receivers

{7 Specific recelverz:

Log with saverity: Hotice »

Step 8. Save the new configuration. In the top menu bar click on Configuration and select “Save and Activate”.

D-Link

Building Networks for People
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. H Bibscard Changaes
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Click on OK to confirm the new settings activation:

.
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admin - 2
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Wait 15 seconds for the Firewall to apply the new settings.
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How to check VPN connection status on the DSL-G804V

On the DSL-G804V click on Status > IPSec Status.
Under VPN Tunnels > Status it should say Connected.

D-Link

Euldmyg Nefworks 1or PEople

Wireless ADSL VPN Router

- Home Advanced Tools Status m

DSL-G804V |

IPSec Status

VPN Tunnels view IPSec Setting
Mame Active Status Statistics Local Subnet  Remote Subnet Remote Gateway SA
T Work v %, Foc 11702 265 255.255.0 265,265 266.0 20212810082 LR mds, Cipher: 3des
I RP 0
Help

Wireless

Routing

PPTP Status

L2TP Status

DHCP

Email

p—
p—
p—
IPSec Status
p—
p—
el
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How to check VPN connection status on the DFL-210
To check the status of your VPN connection, click on Status and select IPSec. If the VPN tunnel is up, you will
see an active entry under IPSec SAs.

' ¥
e ln - Logaed i ae sdeninistrator
Building Networks for People
@ Home M Configuration~ 3 Tools= & Status = Blogout  (DHelp
¥ oFL-z10 % IPsec Status
& ) Syatem - :
B Onjects &% ) Ganeral L]
| g Rues
minteriaces WPH Inteitacs: IPSec-tunnel ¥ R List atl active IKE Sas
roung Send Rate: 0ibps
i Lgos 0P Recaive Rate ohps
i User Authentication
B [ Traffic Shaging &7 Send pate over e past 24 hours L]
20 kbps
10 kbps
O kbps
24 hig age LT
& ) Rocohse rate over the past 24 houns [j
20 kbps
10 kbps
0 kbps
24 b 390 T
4] IPsec SAs L]
Remats Gateway Local Hat Ramots nat Protacol
202.128.109.92 192.140.1.0/24 192,160.0.0/24 ESPi rijndasl-che hmac-mdS-04

In order to trigger the VPN firewall to establish VPN tunnel try accessing any IP address on the remote private network
(e.g. ping an IP address on remote LAN).

You can see the connection log under Status > Logging.

% Log Status

Intemal Logging (1-35) [ Refresh Log ] [ Clear log J
Doate Severity Category Rule Proto Sreif Sre/DetIP Sre/DstPort Details
2006-05-1% £ 152.168.1.2 1030
00136133 Hotice CONN IPSec-allow Uk  lan 152.168.0.243 53 conndestif=IPSec-tunnal
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ggu;o:;w Haotice CONN IPSec-allow ICMP lan 1331233:49 connsreid=512 conndestif=IPSec-tunnel conndestid=512
2006-05-19 _ 192,168.1,2 connsrcid=512 conndestif=IPSec-tunnel conndestid=512 origsent=£0
00:385:35  otice S R IEERC AllcH LR 192.168.0.1 termsent=0
gg?;og;w Hotice CONH IPSec-Allow ICMP lan :giiggéi connsrcid=512 conndestif=IPSec-tunnel conndestid=512
2006-05-19 192.168.1.2 1028
00134115 Hotice CONN 1PSac-Allow upP  lan {35 1ER. G543 %5 conndestif=IPSec-tunnel
2006-05-19 54 ESP[bS70dad] alg [riindael-cbe/16]1+hmac[hmac-md5-96] bundle
00:33:59 Infarmational IPSEC [4.0] pri 0 opts sremiped_subnet{any:0,[0..7]=192,168.0.0/24)

e dst=ipvd_subnetiany:0,[0..7]=192.168.1.0/24)
2006-05-19 S ESP[9e022db6] alg [rindael-cbe/16]+hmachmac-mds-9&]
00133159 Informational IPSEC bundle [4.0] pri 0 opts src=ipv4_subnet{any:0,[0..7]

et =182,1£8.1.0/24) dst=ipud_subnat{any:0,[0..7]=192,1£8.0,0/24)
2006-05-19 Phase-2 [responder] done bundle 4 with 2 SA's by rule 11 ipsec
00:33:%5 Informational IPSEC ipvd_subnet{any:0,[0..7]=192.168.1.0/ 24 )<->ipvd_subnat{any:0,

t [0..7]=192.168.0.0/24)(gwsipvd any:0,[0..3]=202.129.109.93))'

2006-05-19 192.168.1.2 4943
00133145 Haotice CONN IPSac-Allow TCR  lan 192.168.0.149 21 conndectifsIPSec-tunnel origeent=790 termeant=1136
2006-03-19 1PSec- 192.168.0.14% 3844 -
00133116 Motice CONN IPSec-Allow TCPR tarhel  19%.168,1.2 4945 conndestifslan origrents168 termzent=404

VPN Setup — DSL-G804V to DFL-210/800/1600 Page 16 of 17



If VPN Tunnel can not be established:

» Make sure that the modem in front of the DFL-firewall supports VPN passthrough.

» Make sure that both networks are using different IP subnets.

 Check the Pre-shared keys, security algorithms and life times, make sure they match on both VPN routers.
* Restart both firewalls.

Connecting to shared resources via VPN

To connect to shared resources via VPN you can map remote computers’ drives and folders by opening Windows
Explorer and going to Tools > Map Network Drive (you need to specify the IP address of the computer on remote network
and the name of the shared folder):

Map Network Drive 3]

Windows can help vou connect to a shared network Folder
and assign a drive letter ko the connection so that waou can

.\ﬂ access the Folder using My Computer,
e

et | Specify the drive letker For the connection and the Folder
that wou want to connect ko

Drive: £ w

Folder: | 11192.168.1,2005hared Do+

Example: Yserverishare
Reconnect at logon

Conneck using a different Lser name.

Sign up For online storage or conneck to a
netwiork server,

| Finish |[ Cancel ]

Alternatively you can do Search > Computers or People > Computer on Network > specify the IP address of the computer
you are trying to connect to.

If you do not see computers in My Network Places or My Network Neighbourhood you may need to enable NetBIOS over
TCP/IP in Windows.

Note that firewall/antivirus software installed on your or remote computer may stop you from accessing remote network.

VPN Setup — DSL-G804V to DFL-210/800/1600 Page 17 of 17



