[ 8 Version 2.10 | 10/29/2013
-Lin

D-Link (-

User Manual

Xtreme N°® Dual Band USB Adapter

DWA-160



Table of Contents

Table of Contents

Product OVervieW......cccceececccccccsscsnnnnnensessssssssssssssssnsssssseces 3
Package CoNtENTS.......cvieiernisisisisssssssssssssssssssssssssssssenes 3
System ReqUIremMENtS......c.enerencinenisenennesesessssssensssesssssnnns 3
INTFOAUCTION ..ottt aes s aens 4
FRATUIES ..ttt s s e s s sss s s s senens 5
Hardware OVEIVIEW.........ceeeeereeeeeisesseetssesss s sssassessesasens 6

Installation ....cccccvvnnnneecccccsscsnnnneccccssssensnnnsecsssssnsssanssccsssanes 7
Getting STArTEd.....ueeeeeeeeeeerseses s ssss st sesaens 7

Remove Existing Installations ..........ccceeveeveeernerneennnnns 7
Disable Other Wireless Adapters........coeeereereereerrerneenns 8
Wireless Installation Considerations...........cccceeeeeereereennee 10
Adapter INStallation. ... sessessessnes 11

CoNfIGUratioN...cccceeecccssnneecsssnssecsssenseccsssssssesssnnsecsssssnsssse 17

D-Link Wireless Connection Manager..........coeneeseeneens 17
Wireless NEtWOIKS .......oeeeeeeeerrereeieesestesesssesessssesaesans 18
Wi-Fi" Protected Setup (WPS) .....veeeeneerneeneeenennans 19
My Wireless NEtWOIKS ........ccvcverrerneereeneesensenssnseesessenssnnenns 23

Add Profile .ttt esteseestesaesesssesaesans 24
MOdify Profile ... 25
SUPPOIT ettt sssssssss st sesssssssssssssssssssssssssens 26
ADOUL ..ttt ssssssssssssssssssssssssssssssssssens 27

Connect to a Wireless Network......ccccceeeeeecccccccccccsnnneennes 28
WINAOWS® ...ttt sessssesssssssessessssessssassenes 28
WINAOWS® 7.ttt sessssessesssssessssessessssesssssssesseses 30
WINAOWS ViISTa®.....cveeeeerreerretreeresiesesessesssessesssessessssessessssesseses 31
WINAOWS® XP.....eveteerreretneteessesiesssessesssessesssessessssessesessesseses 32

Wireless SECUNItY .cccccccnnnnnnrecccccssssnsssnecccssssnssssssesssssnssnnas 33
WHAt IS WPA™7 ...ttt sssssssssssssssssssssssssssssssssses 33
Configure WPA/WPA2-Personal.........c.cernrssressnsessennes 34

Using the D-Link Wireless Connection Manager.....34
WINAOWS® 7..uerrrinirisisisisisssssssssssssssssssssssssssssssssssssans 36
WINAOWS ViSTa®.....cuererrisissieieisssssissississassssssssssssssssssssens 39
WINAOWS® XP....oeerrirrsisisisiesssssssssssssssssssssssssssssssssssans 41
Configure WPA/WPA2-ENTEIPriSE ...cvvrrererereenseesseesssesaeens 43

Troubleshooting ......eieccccccccccnnnnnecccccsssnnnnsecccssssnnnnnns 44
Windows® 7 Troubleshooting ..........eeeeceneeeeneneenns 48

Wireless BasiCs ..cccceccccscnnssancesssscssssssssecsssssesssssssesssssssssnsas 50
Wireless MOAES........inineinsinsineissinsinsissississesssssssssssssssssssssens 54

Networking BasiCS ....ccccceevcnnnnneeccsscssnnsnnseccsssssessasssccssonnes 55
Check your IP address.....renreneseiseisesensesssssessssssens 55

WINAOWS® 8 USEIS....ccreirrerereiesirsinsississessssssssssssssssssesans 55
Windows® 7/Vista® USErS.....eeeerneenseneenesssesssnssessnsenns 55
WINAOWS® XP USEIS....ocreereereerrerrrirsinsrnsissessssssssssssssssssssanns 55
Statically Assign an IP address.........eeneenreenserseenseennenns 56
WINAOWS" 8 USEIS ....eerrereerrsrnrerersssssnsssssssasssssssssssssssenees 56
Windows® 7/ Vista® USErS .....veneeneeneenerssessssssssensenns 57
Windows® XP/2000 USETS ......ccereerrerreersrrernernsesssnssesensenns 58
Technical Specifications........cccccevccnnnnneeccccccssnnnnnecccsssnnns 59
Warranty . .ccccceeeeececssssssssssssesscessssssssssssssssssssssssssssssssssssssssss 60

D-Link DWA-160 User Manual



Section 1 - Product Overview

Package Contents

D-Link DWA-160 Xtreme N® Dual Band USB Adapter
Cradle (Optional)

CD with drivers and software

System Requirements

« A computer or laptop with an available USB 2.0 port

« Windows® 8, 7, Vista®, XP (Service Pack 2)

« CD-ROM Dirive

« 300MHz processor and at least 64MB of RAM

« A802.11n or 802.11g or 802.11a access point or wireless router
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Section 1 - Product Overview

Introduction

The DWA-160 Xtreme N" Dual Band USB Adapter is a convenient wireless connectivity solution for desktop or notebook PCs. Instead of stringing
Ethernet cables to your PC or dismantling your desktop computer case, the DWA-160 can enable 802.11n wireless connectivity by simply utilizing
your desktop or notebook PC’s USB port.

Powered by Xtreme N" Dual Band technology, the DWA-160 provides a faster wireless connection and superior reception than 802.11a or 802.11g*.
The DWA-160 is designed for use in bigger homes and for those that demand higher networking, and its 5GHz Mediaband helps avoid interference
by providing a clearer wireless band for signals than existing 802.11g products. Maximize wireless performance by connecting this USB Adapter to
a Xtreme N" Dual Band Media router or an Xtreme N" Gaming router, and stay connected from virtually anywhere in the home. This USB Adapter
supports WPA™ and WPA2" encryption to prevent outside intrusion and protect your personal information from being exposed.

D-Link’s Quick Setup Wizard guides you step-by-step through the installation process. You'll be able to configure this USB Adapter without having
to call the teenager from down the street to help you. The D-Link Wireless Manager is included with this product to keep track of all your most
frequently accessed networks.

Compact in size and robust in speed, the DWA-160 adapter is great for travel and a convenient solution for providing high performance wireless
connectivity to your desktop or notebook PC. Enjoy the many benefits of wireless connectivity today!

* Maximum wireless signal rate derived from IEEE Standard 802.11a, 802.11g and 802.11n specifications. Actual data throughput will vary. Network conditions and environmental factors, including
volume of network traffic, building materials and construction, and network overhead, lowers actual data throughput rate. Environmental conditions will adversely affect wireless signal range.
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Section 1 - Product Overview

Features

« Compact size for placement anywhere.

« Convenience of Plug & Play installation.

Fully 802.11g and 802.11a compatible.

« 802.11n compliant.

« Powered by the USB port; no external power source required.
« USB 2.0 standard".

« You can securely connect to a wireless network using WPA™/WPA2" (Wi-Fi" Protected Access) providing you a much higher level
of security for your data and communication than has previously been available.

« Position the DWA-160 almost anywhere in your workspace to achieve the best reception possible.
« Supports Infrastructure networks via an access point

- User-friendly configuration and diagnostic utilities.

* Using a USB 1.1 port will adversely affect throughput.

D-Link DWA-160 User Manual



Section 1 - Product Overview

Hardware Overview

Press the WPS button to automatically connect to a WPS-enabled wireless router or access point
1 WPS Button . .

and establish connectivity. Refer to page 20.
2 USB Connector Used to connect the DWA-160 to your computer.

D-Link DWA-160 User Manual



Section 2 - Installation

Installation

This section will walk you through the installation process. If you have a built-in wireless adapter, please disable it in device manager before installing
your D-Link adapter. Also, if you have previously installed another wireless adapter, please make sure any software is uninstalled.

Getting Started

Before installing your new D-Link wireless adapter, please verify the following:

« Remove any previous installations of wireless adapters

- Disable any built-in wireless adapters
- Verify the settings such as the SSID and security settings of the network(s) you want to connect to

Remove Existing Installations

If you've installed a different manufacture’s adapter or a different model D-Link adapter, make sure the software is uninstalled before installing
the new software. Some utilities may cause a conflict with the new software. If you plan to use multiple adapters at different times, make sure the
utilities are not set to load when your computer boots up. Windows" 7, Vista” and XP users may use the built-in wireless utility for all adapters.

To remove any old software:

Windows® 8 users: Press Windows Key + Q > Control Panel > Uninstall Programs.
Windows® 7 users: Click Click Start > Control Panel > Uninstall Programs.

Windows Vista®/XP users: Click Start > Control Panel > Add or Remove Programs.

D-Link DWA-160 User Manual



Section 2 - Installation

Disable Other Wireless Adapters

Most newer laptops may include a built-in wireless adapter. To prevent any conflicts with the D-Link wireless adapter, it is recommended to disable
the wireless adapter (as well as any unused Ethernet adapters).

From the desktop, right-click on the My Computer icon and select Properties.

L Device Manager

Eile  Action View Help

Click the Hardware tab and then click Device Manager. Scroll down the listand clickthe |22 @ #5 @ a =ma
+ sign to the left of Network Adapters. B

Batteries

g Computer

[+ Disk drives

= § Display adapters

[k DVDJCD-ROM drives

B @ IDE ATA[ATAPT contrallers

[+ IEEE 1394 Bus host controllers
-8 Intel AIM 3.0 Codec

(-4 Keyboards

B+ 7) Mice and other painting devices
B Modems

)

B Monitors
(=58 Metwork adapters
- 11594 Het Adapter
- E8) D-Link D\WA-160 xtreme N Dusl Band LSB Adapter
- E8 Intel(R) PRO/Wireless 2200BG Network Connection

8 Realtek RTLB139/510x Family Fast Ethernet NIC
(- [ PCMCIA adspters
-5 Processors
4B SCST and RAID contrallers

€

Right-click the adapter you would like to disable and select Disable. 5 Device Manager

Fle Action  Yiew Help

= = g 2 =xa
PMLAES1
ﬁ Batteries
i+ i Computsr
[+] %@ Disk drives
& Display adapters
i DVDJCD-ROM drives
=) IDE ATAJATAPI controllers
5 IEEE 1394 Bus host contrallers
& Intel AIM 3.0 Codec
T Keyboards
) Mice and other pointing devices
Modems
[+ Monitaors
|=- B8 Netwark adapters
-8 1394 Met adapter

E

B Y iritel(R) PR
EJ Realtek RTLE139,
PCMCIA adapters |
] Processors |
@l SCS1and RAID controllers
9, Sound, video and game contrallers

¥ i System devices
[+ Universal Serial Bus controllers

Disables the selected device,

Update Driver ..

Uninstall

Scan for hardware changes

Properties
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Section 2 - Installation

Click Yes to disable the adapter.

When the adapter is disabled, a down arrow or a grayed icon will be displayed.

Disabling the adapter will not remove the drivers. If you would like to use the
adapter, simply right-click it and select Enable.

Broadcom 802.11b/g WLAN

' ‘: Disabling this device will cause it to stop functioning. Do you really want to disable it?
-

5 Device Manager,

File  Action Wiew Help

- S 2 =na
ElgPMLAESI

Batteries
Computer
Disk. drives
Display adapters
2l DVDJCD-ROM drives
=4 IDE ATAIATAPT contrallers
&g IEEE 1394 Bus host controllers
- Intel AIM 3.0 Codec
£ Keyhoards
7} Mice and other pointing devices
Modems
% Monitors
= B Network adapters
H HS 1394 Net Adapter

Update Driver,..
sable
Uninstall

[ PcmcIa adapters

4% Processors
& 5CSI and RAID roll
c bk T | Sican for hardware changes

Saund, video and game cantrllers |

System devices
Disables the selected device,

Properties

Universal Serial Bus controllers
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Section 2 - Installation

Wireless Installation Considerations

The D-Link wireless adapter lets you access your network using a wireless connection from virtually anywhere within the operating range of your
wireless network. Keep in mind, however, that the number, thickness and location of walls, ceilings, or other objects that the wireless signals must
pass through, may limit the range. Typical ranges vary depending on the types of materials and background RF (radio frequency) noise in your
home or business. The key to maximizing wireless range is to follow these basic guidelines:

1. Keep the number of walls and ceilings between the D-Link adapter and other network devices to a minimum - each wall or ceiling
can reduce your adapter’s range from 3-90 feet (1-30 meters.) Position your devices so that the number of walls or ceilings is
minimized.

2. Be aware of the direct line between network devices. A wall that is 1.5 feet thick (.5 meters), at a 45-degree angle appears to be
almost 3 feet (1 meter) thick. At a 2-degree angle it looks over 42 feet (14 meters) thick! Position devices so that the signal will
travel straight through a wall or ceiling (instead of at an angle) for better reception.

3. Building materials make a difference. A solid metal door or aluminum studs may have a negative effect on range. Try to position
access points, wireless routers, and computers so that the signal passes through drywall or open doorways. Materials and objects
such as glass, steel, metal, walls with insulation, water (fish tanks), mirrors, file cabinets, brick, and concrete will degrade your
wireless signal.

4. Keep your product away (at least 3-6 feet or 1-2 meters) from electrical devices or appliances that generate RF noise.
5. If you are using 2.4GHz cordless phones or X-10 (wireless products such as ceiling fans, lights, and home security systems), your

wireless connection may degrade dramatically or drop completely. Make sure your 2.4GHz phone base is as far away from your
wireless devices as possible. The base transmits a signal even if the phone in not in use.

D-Link DWA-160 User Manual 10



Section 2 - Installation

Adapter Installation

Warning: Do NOT install the DWA-160 Xtreme N™ Dual Band USB Adapter into your computer before installing the driver software from the
D-Link CD.

Turn on the computer and Insert the D-Link DWA-160 Driver CD in the CD-ROM drive.

If the CD Autorun function does not automatically start on your computer, go to Start > Run. In the run box type “D:\autorun.exe” (where D:
represents the drive letter of your CD-ROM drive).

When the autorun screen appears, click Install Drivers.

Xtreme N Dual Band USB Adapter

View User Manual | nsta! 1

Install Adobe Reader

Technical Support

Register This Product
DLink (5 S

D-Link DWA-160 User Manual 11



Section 2 - Installation

The InstallShield Wizard window will appear. Click Next to continue.

By default setup will install to the default location: C:\Program Files\D-Link\DWA-160,
where C: represents the drive letter of your hard drive. To install to a different location
click Browse and specify the location, then click Next.

Select the Program Files folder location and click Next.

-
D-Link DWA-160 - Driver Install Program

Welcome to the Installation Wizard for DWA-160

The Wizard will install the DWA-160 and Wireless Utility
onto your computer. To continue, click Next.

< Back

-
D-Link DWA-160 - Driver Install Program

The Installation Wizard will install Wireless Utility in the following
folder.

To install to this folder, click Next. To install to a different folder, click
Browse and select another folder.

Destination Folder

C:\Program Files\D-Link\DWA-160

<Back || Hexi> 1§ [ cancel |

.
D-Link DWA-160 - Driver Install Program ‘ |

The Installation Wizard will add program icons to the
Program Folder listed below. You may type a new folder
name, or select one from the existing folders list. Click Next
to continue.

Proaram Folder:
D-Link\DVVA-160]

Existing Folders:

Administrative Tools
Games

Maintenance

Microsoft Visual Studio 6.0
Startup

(i »

1

<Back | Mext= | [ cancel
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Section 2 - Installation

Insert the adapter into an available USB port on your computer. Click Next to
continue.

If the Found New Hardware Wizard appears, click Cancel.

The Wireless Connection Wizard will now appear.

If you want to manually connect to a wireless network, refer to page 15. The
following instructions will connect you to a wireless network using Wi-Fi
Protected Setup (WPS). Click Next to continue.

r =
D-Link DWA-160 - Driver Install Program n

Please plug-in your DWA-160 into a E;are USB port, then Click
Next to continue. If the New Hardware Wizard appears, click
Cancel to abort the New Hardware Wizard and continue with
this installation

<Back | Next>"1

-
D-Link DWA-160 - Driver Install

pe— =)

The Installation wizard is configuring your new software
instaliation

Cancel

r
] wireless Connection Wizard
Jr—

= : ===

Get Connected!
Welcome to D-Link’s Wireless Connection Wizard. Your D-Link
adapter supports the |atest wirsless technology WiFi Protected Setup
(WPS).

Please choose your prefemed method.

" Manualy type your Network Name (SS1D) and Password
(Encryption Key).

" Use the WiFi Protected Setup (WPS) wizard for simplified
Wireless connection

et

D-Link DWA-160 User Manual
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Section 2 - Installation

Push Button Configuration (PBC)

To connect to your network using the WPS push button configuration method, [
click the virtual button as shown in the screenshot.

You have selected WPS

You must press the WPS buiten on your Router. On D-link Routers
this button is located on the righ side of the router.

Note: You may also connect to your network by pressing the WPS button on the
adapter and holding for two seconds until the wizard screen comes up. Then,
press the WPS button on the router/access point to continue.

1. Press the WPS button on the Router/Access Point until it is Iit, the
button will remain active for 2 minutes

r
Wireless Connection Wizard

Press the WPS button on your access point or wireless router within 2 minutes
to establish connectivity.

Please wait ___

This can take up to 2 minutes, if the connection fails please try

again
\Q/
118 y

B | T

When this screen appears, you have successfully connected to your wireless
network. Click Next to complete your setup.

Connected

You have successfully connected to your secured wireless network.
Please click "Next"

Exit Back Next

D-Link DWA-160 User Manual



Section 2 - Installation

To manually connect to your wireless network, select Manually connect to a
wireless network and then click Next.

Enter the network name (SSID) manually. If you enter the SSID incorrectly, you
will automatically be brought to the site survey page. Click Scan to display the
site survey page.

Click the Scan button to display a list of wireless networks (site survey). Click on
the network name (SSID) and click Next.

Get Connected!

Welcome to D-Link's Wireless Connection Wizard. Your D-Link
adapter supports the latest wireless technology WiFi Protected Setup
(WPS).

Please choose your prefemed method.

* Manually type your Network Name {SSID) and Password
(Encryption Key).
These details you should already have from your Router/Access
Poirt.

" Use the WiFi Protected Setup (WPS) wizard for simplfied
Wireless connection

-
[F Wireless Connection Wizard

Get Connected!

Welcome to D-Link's Wireless Connection Wizard. In the next few
steps you'l be asked to enter some information about your Wireless
MNetwork. I you do not cumently have one set up you can always
re-un this wizard to easily connect to your network when it is
ready!

Wireless Network Name(SSID):

I
If you do not know the name of your wireless network, you can
scan for it by clicking the Scan button

Back [ Net |

from the

Wircless Network
Qrorcz o
1S 100% G

1 aioel 100%

i 100%

i Apha 100n &

i dink 8%

% tom miicasa LIV - 2

Secur

Back || Nex
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Section 2 - Installation

When this screen appears, you are successfully connected to your wireless
network. Click Next to complete your setup.

Click Finish to continue. If you are prompted to reboot your computer, select
Yes, | want to restart my computer now.

[¥ Wireless Connection Wizard

Finished!

You should now be connected to your Wireless Network. For your
convienience we have inserted a Profile with this information into
D-Link’s Wireless Connection Manager. Roam effortlessly knowing
that network access is a click away!

| Exit Finish

-
D-Link DWA-160 - Driver Install Program l

Installation Complete

Thank you for purchasing D-Link. For further information
please refer to the manual on the CD.

< Back Cancel

D-Link DWA-160 User Manual
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Section 3 - Configuration

Configuration

This section will show you how to configure your new D-Link wireless adapter using the D-Link Utility as well as Windows® XP Zero Configuration
and Vista® WLAN Auto Configuration.

D-Link Wireless Connection Manager

The D-Link DWA-160 uses the Wireless Connection Manager as the management software. The manager provides the user an easy interface to
change any settings related to the wireless adapter. Clicking on the Wireless Connection Manager icon on the desktop will start the Configuration.

If you are using Windows® 8, 7, Vista®, or XP, please skip to pages 28, 30, 31 or 32 respectively.

Double-click the Wireless Connection Manager icon on your
desktop.

Wireless
Connecti...

D-Link DWA-160 User Manual 17



Section 3 - Configuration

Wireless Networks

The Wireless Networks (Site Survey) page will display all wireless networks that are available in your area. To connect to a network, simply highlight
the wireless network (SSID) and click Connect.

SSID:

MAC:
Signal:

Security:

Channel:

WPS Button:

Refresh Button:

Connect Button:

Activate Button:

The SSID (Service Set Identifier) is the name of the
wireless network.

Displays the MAC address of the wireless device.
Displays the Link Quality of the wireless connection.

If there is a “lock” icon, this means the wireless
network is secure. You must know the encryption
key/security settings to connect.

Displays the channel of the wireless network.

Connect to a wireless network using Wi-Fi*
Protected Setup. Refer to the next page.

Rescans for available wireless networks in your
area.

Highlight a wireless network and click the Connect
button. If the network is secure, a pop-up window
will appear. Enter the security information to
connect (refer to the Wireless Security section for
more information).

Select a wireless network profile from the
drop-down menu and click Activate to connect.
Allow up to 30 seconds to connect.

work Name:

dlinke

WS/ |G E el | Y WIRELESS NETWORKS

5SID | MAC(BSSID) | Signal % | Secuity | Channel |

=4 Roger BigHouse 00:1C:FO:B8:35:3B 100% 11

=4 DAL-2650 00:22:B0:FF-E9:30 100% 11

24 diink 00:1E:58:EE:BFED 100% 10

=i Taco Snack 00:1C:FO:6B:AF:24 100% a 1 £

= DWL-B600 00:22:B0:3C:31:10 100% 11

=i test me 00:21:91:13:A5:01 100% & 3

=i [0CLsb 00:21:91:EECO.EB 00 & 6 a

=L GeorgeAPZ22 00:00-88:A5:5E:53 98% 11

=i Mlaska 00:24:01:85:B1:F2 96% a 1

=i 515 00:18:E7.6A:21:AA 92% a 6

== 3vatar rocks alot 00:26:5A:B8:7A4F 88% a 6

=i vanilla 00:24:01:AB:D1:38 96% a 1

=L 3255555 00:24:01:44:BD:6B BE% 4

=i FBI 00:21:91:E6:5A:00 80 ]

=4 RRRRRRRARRRR 00:21:91:19:03.CE B0% 2

=4 MMPM_Wifi 00:24:01:DE:B2:F4 B0% a 6 -
wps | Refresh | Comnect |

My Wireless Networks
( |diink - dlink ~| _ Acivate |

D-Link DWA-160 User Manual
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Section 3 - Configuration

Wi-Fi’ Protected Setup (WPS)

Wi-Fi Protected Setup (WPS) System is designed for easy setup of
security-enabled Wi-Fi networks. It is recommended to have the access
point or wireless router nearby during setup.

For more information on WPS, visit the Wi-Fi Alliance website at
www.wi-fi.org.

“Push Button Configuration” (PBC) is a virtual button in the utility
that connects you to other WPS-enabled devices. A connection can be
established by clicking on the virtual button, then pushing the physical
button on the access point or wireless router within 120 seconds. Refer
to page 15.

“Personal Identification Number” (PIN) is a unique number generated
randomly by the wireless adapter’s utility. Entering this number in the
utility of the WPS-enabled wireless router or access point connects
you with the intended wireless network. Refer to page 22 for more
information.

D-Link Wi-Fi Protected Setup

Please select the function which you want to run WPS.

f+ PBC (Push Button Configuration)

= PIN (Personal |dentification Mumber)

D-Link DWA-160 User Manual
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Section 3 - Configuration

Push Button

1. To connect to your network, press the WPS button on the
adapter and hold for two seconds until the wizard screen
appears.

2. Press the WPS button located on your access point or router to
continue. This screen will appear once you have successfully
established connection with your network.

D-Link DWA-160 User Manual
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Section 3 - Configuration

Personal Identification Number (PIN)

rﬂ D-Link Wi-Fi Protectad Setup [
If you want to connect using the PBC method, refer to page 20. To use the PIN
method, select PIN (Personal Identification Number) and click Next.

D-Link Wi-Fi Protected Setup

Please select the function which you want to run WPS
{" PBC (Push Button Configuration)

(& PiN (Personal identfication Number)

Bd | Next
(B D-Link Wi Fi Protected Setup [

Make sure your access point or wireless router is close by. Write down the number
on the screen. Enter this number in your access point or wireless router. Please
refer to the manufacture’s manual for instructions.

PIN (Personal Identification Number)

This method allows you to easily connect to your wireless network
through PIN.

Please note that the following PIN information must be entered in the
. access point, and it is recommended that the access point is easily

" | accessble for connectivity.

Once you click Next, you will have 2 minutes to enter this number in your access

point or wireless router.
21985843

Bi | Back || Net |

D-Link DWA-160 User Manual



Section 3 - Configuration

The adapter will try to establish connectivity to your access point or wireless
router.

When this screen appears, you have successfully established connectivity. Click
Finish to complete your setup.

-
B D-Link Wi-Fi Protected Setup

Establishing Connection
PIN Code 21985843

To ensure connectivity, please note that the PIN information must
be entered in the Router/Access point

105
Exit | Back I Firish I
— —
FE Wireless Connection Wizard g‘

Connected

You have successfully connected to your secured wireless network
Please click "Next"

D-Link DWA-160 User Manual
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Section 3 - Configuration

My Wireless Networks

The My Wireless Networks page will allow you to create, edit, and delete wireless network profiles. Every time you connect to a network using the
Wireless Networks page, a profile will automatically be created.

New Button: Click New to create a new wireless network profile
(refer to page 24).

Modify: Click Modify to edit a current profile (refer to page 25). Connecte : EhER
WISENY// |

Delete: Click Delete to remove a profile.

Activate: Click Activate to use a profile. Allow up to 30 seconds — My Wireless Networks
to connect to the wireless network. e )
Modfy |
Profile Details: The Profile Details section will display information Delete
about the wireless network such as the network _ Activaie ]

name (SSID), network type (Infrastructure), and if the
network is secured.

- Profile Details
Network Name: dlink
Metwork Type: Irfrastructure
Security: None

D-Link DWA-160 User Manual 23



Section 3 - Configuration

Add Profile

You may add a new network by clicking the New button from the My Wireless Networks page.

Profile Name:

Enter a name for your profile (e.g. Home, Office,
Coffee Shop).

~— Basic Settings

Profile: Name: Idlink

SSID: Enter the SSID of the wireless network. SSID: |dink
Network Type: (% |nfrastructure " Adhoc

Network Type: Select the network type. If you are connecting to a — Set Securty Option - Passphrase Settings

wireless router or access point, select Infrastructure. " None & Auto  TKIP " AES

. . ™ WEP Key:

Security Type: Se.IeCt the type .of securlty used. Plea.se refer t'o the & WPAMPAZ-Personal [~

Wireless Security section for more information. o _

WPAMNPAZ-Enterprise
OK Button: Click OK to save your settings.
[ Show test in the password fisld
oK | Cancel |
D-Link DWA-160 User Manual 24



Section 3 - Configuration

Modify Profile

You may edit an existing profile by selecting the profile and clicking the Modify button from the My Wireless Networks page.

Profile Name:

Enter a name for your profile (e.g. Home, Office,
Coffee Shop).

~— Basic Settings

Profile Name: I':""-'k

SSID: Displays the SSID of the network. S3ID- Jdink
Network Type: %' |nfrastructure " Adhoc
Network Type: Displays the network type. — Set Security Option .~ Passphrase Seftings
" None i Auto i TKIP £ AES
Security Type: Select the type of security used. Please refer to the ' Wep Key:
Wireless Security section for more information. & WPA/WPA2Persors —
. . e - i
OK Button: Click OK to save your settings. VIPATWPAZ Enterprise
[™ Showtext in the password field
oK | Cancel |
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If you need help, click the Support button. A panel will appear to the right of the utility which will display information about the utility.

owaso YA

-~ My Wirgless Networks

Support

Signal: il Il

1

New I
diink - dlink

— Profile Details

Network Name:
Network Type:

Security:

diink
Irfrastructurs

None

hat is a My Wireless
Network profile?

My Wireless Networks
profiles are settings that
allow you mobile users to
move from one location to
another while easily
connecting to the network
at that specific location.
hese profiles are
automatically created for
you when you first join the
network. So you can have

»

m

D-Link DWA-160 User Manual

26



Section 3 - Configuration

About

The About screen gives you information about the Firmware and Utility Versions of the DWA-160.

Driver Version: [5.0.60
Lhility Wersion: [v2.42
MALC Address: |F0:7D:68:72.CD:DD

(Secured by Odyssey) QK I
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Connect to a Wireless Network
Windows® 8

1. Click on the wireless computer icon in your system tray (lower-right corner

next to the time). Networks

Airplane mode
. . . . off i
2. Alist of available wireless networks will appear.

Wi-Fi 2
00265a493e1e
dlink-5A2C
dlinkedcf
m-lounge

vanilla

3. Click the wireless network (SSID) you want to connect to and then click

Connect. Networks

Airplane mode
off [ |

Wi-Fi 2
00265a493ele
dlink-5A2C
dlinkedcf
m-lounge

vanilla

Connect automatically
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4. If the network is secure/encrypted, enter the Wi-Fi password (security key)
and click Next. (© Networks

vanilla

Enter the network security key

eseed >

5. Click either to enable or disable file sharing.

(© Networks

6. You will now be connected to your wireless network.

VELTET

Do you want to turn on sharing
between PCs and connect to devices
on this network?

No, don’t turn on sharing or
connect to devices
For networks in public places

Yes, turn on sharing and connect
to devices
For home or work networks

If you get a good signal but cannot access the Internet, confirm the encryption by reviewing the profile or check the TCP/IP settings for your wireless
adapter. Refer to the Networking Basics section in this manual for more information.
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Windows® 7

If you receive the Wireless Networks Detected bubble, click on the center
of the bubble to access the utility.

or

Left-click the wireless icon in your system tray (lower-right corner next to
the time) Currently connected to: *5

/y dlink_gq_pew_pew
1287 Internet access

dlink 6
Internet access

Wireless Metwork Connection 2 ~
The utility will display any available wireless networks in your area. Click on a D-Link_Wireless !
network (displayed using the SSID) and click the Connect button.
If you get a good signal but cannot access the Internet, check your TCP/IP Taco Snack M
settings for your wireless adapter. Refer to the Networking Basics section in 1QCLab M
this manual for more information. Jumpstart-P1-dabfcd o

test me fﬂ!!

Open Metwork and Sharing Center
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Windows Vista®

If you receive the Wireless Networks Detected bubble, click on the center [
of the bubble to access the utility. Rl
E. Wireless networks are available,
or -

Connect to a network
Right-click on the wireless computer icon in your system tray (lower-right Network and Sharing Center

corner next to the time). Select Connect to a network.

LUl Pl

il

' Friday
W 8a7/2007

o . . . . . . =ra g
The utility will display any available wireless networks in your area. Click on a _
. . . () ¥ Connecttoanetworl
network (displayed using the SSID) and click the Connect button. e
Disconnect or connect to another network
If you get a good signal but cannot access the Internet, confirm the encryption show (Al =
by reviewing the profile or check the TCP/IP settings for your wireless adapter. B vori e al
Refer to the Networking Basics section in this manual for more information.
ﬁ dlink Unsecured network ol
5' tuesday Security-enabled network !ﬂl]
' E|
Set up a connection or network
Open Network and Sharing Center
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Windows® XP

If you receive the Wireless Networks Detected bubble, click on the center
of the bubble to access the utility.

or

Right-click on the wireless computer icon in your system tray (lower-right
corner next to the time). Select View Available Wireless Networks.

The utility will display any available wireless networks in your area. Click on a
network (displayed using the SSID) and click the Connect button.

If you get a good signal but cannot access the Internet, check the TCP/IP settings
for your wireless adapter. Refer to the Networking Basics section in this manual
for more information.

i) Wireless networks detected x

0One or more wireless networks are in range of this computer.
To see the list and connect, dick this message

Change Windows Firewall settings

COpen Metwork Connections

Repair
Yiew Awvailable Wireless Networks

13" Wireless Network Connection 6

Network Tasks Choaose a wireless network

g Refresh network list Click an item in the list below to connect to a wireless network in range or to get more

information,

2] Test

<2 Setup a wireless network
<a

for a home or small office ({i})
Unsecured wireless network
Related Tasks ({i)) c=erd
i) Leam about wireless Unsecured wireless netwark

networking —

(@) =l=ste
¢ Change the order of
.

preferred networks "_x‘ Security-enabled wireless network.

3 Change advanced
settings

DGL-4300

(lq))

L f

allll

allll
alll

bl
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Wireless Security

This section will show you the different levels of security you can use to protect your data from intruders. The DWA-160 offers the following types
of security:

« WPA/WPA2-Personal
+ WPA/WPA2-Enterprise

What is WPA™?

WPA", or Wi-Fi" Protected Access, is a Wi-Fi standard that was designed to improve the security features of WEP (Wired Equivalent Privacy).
The 2 major improvements over WEP:

- Improved data encryption through the Temporal Key Integrity Protocol (TKIP). TKIP scrambles the keys using a hashing algorithm
and, by adding an integrity-checking feature, ensures that the keys haven’t been tampered with. WPA2" is based on 802.11i and
uses Advanced Encryption Standard instead of TKIP.

« User authentication, which is generally missing in WEP, through the extensible authentication protocol (EAP). WEP regulates access
to a wireless network based on a computer’s hardware-specific MAC address, which is relatively simple to be sniffed out and stolen.
EAP is built on a more secure public-key encryption system to ensure that only authorized network users can access the network.

WPA/WPA2-Personal uses a passphrase or key to authenticate your wireless connection. The key is an alpha-numeric password between 8 and 63
characters long. The password can include symbols (17*&_) and spaces. This key must be the exact same key entered on your wireless router or
access point.

WPA/WPA2-Enterprise incorporates user authentication through the Extensible Authentication Protocol (EAP). EAP is built on a more secure public
key encryption system to ensure that only authorized network users can access the network.
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Configure WPA/WPA2-Personal
Using the D-Link Wireless Connection Manager

Itis recommended to enable WPA/WPA2-Personal on your wireless router or access point before configuring your wireless adapter. If you are joining
an existing network, you will need to know the WPA/WPA2-Personal passphrase being used.

1. Open the Wireless Connection Manager by double-clicking on the D-Link icon on
your desktop.

2. Highlight the wireless network (SSID) you would like to connect to and click Connect.
If the network is using WPA/WPA2-Personal, the screen (as shown to the bottom-right)
will appear.

3. Enter the WPA/WPA2-Personal passphrase exactly as it is on your wireless router or
access point. Click the Show text in the password field box to see the passphrase.
Unchecking it will hide it.

4. Click OK to connect to the network. Allow up to 30 seconds to connect.

If you would like to create a new network and enter the WPA/WPA2-Personal settings, refer
to the next page.

ﬁ D-Link Wireless Connection Manager

WIRELESS NETWORKS I WOR
551D | mAC(BSSID) | _signal_ 7/ | Securty | Charnel |
=i Cdouble 00:14:85:E3:D6:36 4% ﬁ 2
=i dlinike 00:1C:F0:6A:.C8:98 16% 3
=i bobbydearest 00:40:05:25:02.F9 2% 11
= KAK 00:13:46:C5:1C:2A 470 a 6
= 11n_mktg_test 00:19:5B:60:26:FF 445 a 1
= Candy 00:19:58:29:02:B0 My a ]
=i dwlB220_a_mkig_lab 00:11:95:E0:FD-60 60 ﬂ 56
= m-Lounge 00:18:11:54:78:63 S | 2
= DGL4500test 00:1C:FO:6A:AB:5A 100% a g
WPS |  Refresh |  Connect |

My Wireless M

| DGL4500test - DGL4G0Mest | Activate | ]
Connection ﬁ

This networle DGL4500test requires a network key (WPA-PSKAWPAZ-PSK Key)

Key |

[~ Show text in the password field

oK |

Cancel J
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It is recommended to enable WPA/WPA2-Personal on your wireless router or access point before configuring your wireless adapter. Make sure you
enter the passphrase exactly the same on all wireless devices.

1. Open the Wireless Connection Manager by double-clickingonthe D-Link ~ [Pwfile seings [t
icon on your desktop. Click on New to create a new profile or highlight | -~ Basic Setings
an existing profile and click Modify. Frofie Neme: |DGL4500test
S5ID: |DGLA500test
2. Select WPA/WPA2-Personal under Set Security Option. Network Type: & Infrasin.clure " Adhoc
~— Set Securty Option Passphrase Settings
' None + Mo
3. Select TKIP or AES, or Auto. N © At o THP © AES
 WEP Key:
. . . % WPA/WPA2-Personal |
4. Enterthe passphrase exactly asitis on your wireless router or access point. _
" WPA/WPA2-Enterprise

5. Click OK to connect to the network. Allow up to 30 seconds to connect.

[ Show text in the password field

oKk | Cancel |
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Configure WPA/WPA2 Passphrase
Windows® 7

It is recommended to enable wireless security (WPA"/WPA2") on your wireless router or access point before configuring your wireless adapter. If
you are joining an existing network, you will need to know the security key or passphrase being used.

1. Click on the wireless icon in your system tray (lower-right corner).

2. The utility will display any available wireless networks in your area.
Mot connected

dﬂ Connections are available

Wireless Metwork Connection 4

vanilla

-

Taco Snack

]

test me

-

testtest

1QCLab

-

Venage_Dlink7

]

EEEEERE

MMPM_Wifi

-

=

Bring the Rayne

Open Metwork and Sharning Center
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3. Highlight the wireless network (SSID) you would like to connect to and click 2
the Connect button. Pt coneed ¥
I:dﬂ Connections are available 3
If you get a good signal but cannot access the Internet, check your TCP/IP - L
settings for your wireless adapter. Refer to the Networking Basics section Wireless Network Connection A
in this manual for more information. _
dlink Al '
Connect automatically
kay2690_24 M
james2690g ,ﬁ!ﬂ
ALPHA M
dlink 888 M
SD6_WLAN T
DAP-26%0q ol -
i Open Metwork and Sharing Center
T = ﬂ
4. The following window appears while your computer tries to connect to the r@ Connect to a Network

router.
Getting information from dlink...
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5. Enter the same security key or passphrase that is on your router and click
Connect. You can also connect by pushing the WPS button on the router.

It may take 20-30 seconds to connect to the wireless network. If the connection
fails, please verify that the security settings are correct. The key or passphrase
must be exactly the same as on the wireless router.

-
@ Connect to a Metwark

Type the network security key

Security key: |

[C] Hide characters

button on the router.

You can also connect by pushing the

oK
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Windows Vista®

It is recommended to enable wireless security (WPA"/WPA2") on your wireless router or access point before configuring your wireless adapter. If
you are joining an existing network, you will need to know the security key or passphrase being used.

1. Open the Windows Vista Wireless Utility by right-clicking on the wireless Not Connected
computer icon in your system tray (lower right corner of screen). Select Bgi \Vireless networks are svailable.
Connect to a network. -

Connect to a network
Metwork and Sharing Center

=l Lol Fivl
¥il

' Frday
M 817/2007

2. Highlight the wireless network (SSID) you would like to connect to and 7 =
click Connect. U % Connect to a network
Disconnect or connect to another network
Show [All v
% VOlPtest Unsecured network alll
% dlink Unsecured network ol
5,. tuesday Security-enabled network !ﬂj] Ll
=l
Set up a connection or network
Open Metwork and Sharing Center
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3. Enter the same security key or passphrase that is on your router and click Connect. P
@ @ Connect to a network

It may take 20-30 seconds to connect to the wireless network. If the connection fails,
please verify that the security settings are correct. The key or passphrase must be T ek SRS e ey
exaCﬂy the same as on the WireleSS rOUter. The person who setup the network can give you the key or passphrase.

Security key or passphrase:

[] Display characters

i If you have a USE flash drive with network settings for Candy, insert it now.
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Windows® XP

Itis recommended to enable WPA/WPA2-Personal on your wireless router or access point before configuring your wireless adapter. If you are joining
an existing network, you will need to know the WPA/WPA2-Personal key being used.

1. Open the Windows XP Wireless Utility by right-clicking on the wireless
computericon in your system tray (lower-right corner of screen). Select
View Available Wireless Networks. Open Netwark Connections

Repair
Yiew Available Wireless Networks

Change Windows Firewall settings

2. Highlight the wireless network (SSID) you would like to connect to and Laireloss Network Connection & X

Choose a wireless network

click Connect. Network Tasks
g Refresh network list Click an item in the list below to connect to a wireless network in range or to get more
information.
< et up a wireless network D-Link )
~a
for a home or small office ({i))
Unsecured wireless network l[l[l[lﬂ
Related Tasks ({i)) default
@ Learn about wireless Unsecured wireless network l[l[l[lﬂ
networking
* Change the order of
preferred networks
"&@ Change advanced
settings
)|
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3. The Wireless Network Connection box will appear. Enter the WPA/WPA2-Personal
passphrase and click Connect.

It may take 20-30 seconds to connect to the wireless network. If the connection fails,
please verify that the WPA/WPA2-Personal settings are correct. The WPA/WPA2-Personal
passphrase must be exactly the same as on the wireless router or access point.

Wireless Network Connection

The network 'testl’ requires a network key (also called a WEP key or WPA key). A network
key helps prevent unknown intruders from connecting to this netwark.

Type the key, and then didk Connect.

Metwork key: | | |

Canfitr netwark key: | |

L Connect ] [ Cancel ]
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Configure WPA/WPA2-Enterprise

Using the D-Link Wireless Connection Manager

WPA/WPA2-Enterprise is for advanced users who are familiar with using a RADIUS server and setting up certificates.

1. Open the Wireless Connection Manager by double-clicking on the D-Link icon on your desktop. Click on New to create a new profile or highlight

an existing profile and click Modify.
2. Select WPA/WPA2-Enterprise under Set Security Option and then select TKIP or AES.

3. Click on Advanced Config to continue.*

4. Next to EAP Type, select EAP-TLS (XP/2000), or PEAP. Extensible Authentication Protocols allow
devices on the network to request authentication from the RADIUS server in the network. All the
devices on the network must use the same EAP type when using a RADIUS server for authentication.
Some RADIUS servers require that the Validate Server field be selected. Check this field if your

RADIUS server requires validation.
5. Select an User Certificate from the drop-down menu.*
6. Enter the login information required to authenticate.*
7. Click Add to enter the IP address(es) of your RADIUS servers.*
8. Click OK to save your settings.

* If you are using Windows 7/ Vista please skip step3 and 5-7.

Profile Name: [iiric

SSID: [dink

Network Type: & Infrastructure

 Adhoc

~— Set Security Option
" None

" WEP
" WPA/WPA2-Personal

@ WPAMPA2-Enterprise

Advanced Security Settings
@ Auto  TKIP " AES

Advanced Config ) |

OK l Cancel |

EAP Type: [EAP-TLS | =l ‘
User Certificate PEAP j
[T Validate Server Certficate
User Name I Dromain M ame I
Pazzword I
Confirm Pazzwaord I
TTLS Identity |
Add I
Remave I
oKk | Cancel |
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Troubleshooting

This chapter provides solutions to problems that can occur during the installation and operation of the DWA-160. Read the following descriptions
if you are having problems. (The examples below are illustrated in Windows™ XP. If you have a different operating system, the screenshots on your

computer will look similar to the following examples.)

1. How do | know if my adapter is installed properly?

Go to Start > My Computer > Properties.

Select the Hardware Tab, then select Device Manager.

n Command Prompt m Open
= 8 m  Explare
@ Weindaws Movie Maker Search, .,
Manage

O
\g M3H Explorer Map Metwork Drive...

=] Fr|  Disconnect Nebwork Drive. ..
® Windows Media Player Shaw on Desktop

i @ He  Rename
‘@ Tour Windows xP

All Programs D

4 start

Syslem Proparties

Sytem Reshone Sutomatic Updabes Femobe
Genetal Compules Name || Haidwate | Advanced
A Hardware Wizard
i The Add Hardweare 'Wizand helps you instal hardwane

i Harcheraie 'wizand

[Dhervica W anager

Tha Devica Manager stz ol ha handwaie devicas inshallad
on poul compltan. Llis e Device Manager 1o change the
opehies ol any devica

[ DiwSoong | [ DeviceManage

Hawdwaae: Profiles

Hardwsone profikes provicks @ way bon pou bo set up and shons
diffesant hasdssae comfiguiations.

Handveae Piolies

Cancel
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Click the + sign next to Network Adapters.

Right-click on D-Link DWA-160 Xtreme N Dual Band USB
Adapter.

Select Properties to check that the drivers are installed properly.

Look under Device Status to check that the device is working
properly. Click OK to continue.

£ Device Manager

File  Action “iew Help

o DS R A =RE

EA

Batteries
Computer
“age Disk drives
§ Display adapters
b DVDYCD-ROM drives
Floppy disk controllers
ﬁ Floppy disk drives
IDE ATAJATAPI contrallers
Infrared devices
‘2z Keyboards
) Mice and other pointing devices

=) D-Link DWA-160 Xtreme N Dusal Band USB Adapter
PCMCIA adapkers

Parks (COM & LPT)

[+ # Processors

=

2]

General |Advanced | Driver | Resources |

D-Link DWA-160
Bl Xtreme N Dual Band USB Adapter

Device lype: Metwork, adapters
Manufacturer: D-Link
Location: PCI bus 129, device 0, function 0

Device status
Thiz device iz working properly.
[

If pou are having problems with this device, click Troublezhoot to
start the troubleshaooter.

Troubleshoot. ..

Device usage:

i Llze this device [enable] w i

rE—
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2.The computer does not recognize the DWA-160 Wireless Adapter.

Make sure that the DWA-160 Wireless Adapter is properly seated in the computer’s USB port.

If Windows" does not detect the hardware upon insertion of the adapter, make sure to completely remove drivers that were previously loaded.

3. The computer with the DWA-160 installed is unable to connect to the wireless network and/or the Internet.

« Check that the LED indicators for the broadband modem are indicating normal activity. If not, there may be a problem with the
broadband connection.

« Check that the LED indicators on the wireless router are functioning properly. If not, check that the AC power and Ethernet cables
are firmly connected.

« Check that the IP Address, subnet mask, gateway, and DNS settings are correctly entered for the network

« In Infrastructure mode, make sure the same Service Set Identifier (SSID) is specified on the settings for the wireless clients and
access points. By default, the SSID factory setting for D-Link products is blank. (Double-click on the WLAN icon in the taskbar. The
Link Info screen will display the SSID setting.)
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Check that the Network Connection for the wireless client is configured properly. Select AP (Infrastructure) when connecting to an access point.
Double-click on the WLAN icon in the taskbar > click on Configuration to change the settings for the wireless adapter.

If Security is enabled, make sure that the correct encryption keys are entered on both the DWA-160 and the access point. Double-click on the WLAN
icon in the taskbar > click Encryption. Check to see that the key selected is set to the same key as other devices on the network.
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Windows® 7 Troubleshoot

Go to Start > Computer > Properties.

Select the Device Manager

i\a:'j
\H:!I
i\a:'j
i\a:'j

, . 1B v Control Panel » System and Security » System - Search Control Panel pol

Control Panel Home

Device Manager
Remote settings
System protection

Advanced system settings

ing

Thtpd32 g

@ Windows Media Center [ °c

B Do ent:
J‘ Getting Started R cuments

= Pictures
Calculator

Music
Sticky Notes

Games

.O—ké Snipping Tool

Computer

Open

a.,-/'_' Paint »
® | Manage

Control Panel

l; Remote Desktop Connection Map network drive..

Devices and Printg

\-% Magnifier
Default Programs Show on Desktop

Connect Wizard
ﬁ Help and Support [N

Properties

Disconnect network drive...

» Al Programs

Shutdown | * |

==l

View basic information about your computer

Windows edition
Windows 7 Ultimate

Copyright © 2009 Microsoft Corporation. All rights reserved.

System
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Click the + sign next to Network Adapters.

File Action View Help

o= HEE HE B E &S
. . . . & Computer Management (Local | 4 .25 1QC_Lenovo-PC
Right-click on D-Link DWA-160 Wireless Desktop Adapter. T B s
[ . Task Scheduler Dl§| Biometric Devices
b [@ Event Viewer Dg Bluetooth Radios
| &| Shared Folders i+ 18 Computer
i &l Local Users and Groups Du Disk drives
3 @ Performance bl;'," Display adapters
. . . Device Manager 1 L) DVD/CD-ROM drives
Select Properties to check that the drivers are installed properly. . gﬁ,,age ’ . IDEATA/ATAPI controlers
= Disk Management bf Infrared devices
[ _E;g Services and Applications b -&B Keyboards
[+ ﬂ Mice and other pointing devices
.D- Modems

> g Monitors
y l? Network adapters
g 11a/b/g/n Wireless LAN Mini-PCI Express Adapter
¥ Bluetooth Device (Personal Area Network)
¥ Bluetooth Device (RFCOMM Protocol TDI)
D-Link DWA-160 Xtreme N Dual
¥ Intel(R) PRO/L000 PL Network Col

Update Driver Software...

&> 53] PCMCIA adapters Disable
i+ W Portable Devices Uninstall

[ R Processors

pﬂ' Sound, video and game controllers
.D--]-;l System devices

b i Universal Serial Bus controllers

Scan for hardware changes

Properties

D-Link DWA-160 Xtreme N Dual Band USB Adapter(rev.2) Prop... BRESS

Look under Device Status to check that the device is working properly. Click OK to continue.

General |M\ranced I Driver | Details I Power Managamant|

G; D-Link DWA-160 Xtreme N Dual Band USB
ca,

Adapterirev B2)
Device type: MNetwork adapters
Manufacturer: D-Link Cormparation
|
Location: Port_#0004.Hub_#0002
t )
Device status
This device is working property. -
i
L
H

[ ok [ cancel |
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Wireless Basics

D-Link wireless products are based on industry standards to provide easy-to-use and compatible high-speed wireless connectivity within your
home, business or public access wireless networks. Strictly adhering to the IEEE standard, the D-Link wireless family of products will allow you to
securely access the data you want, when and where you want it. You will be able to enjoy the freedom that wireless networking delivers.

A wireless local area network (WLAN) is a cellular computer network that transmits and receives data with radio signals instead of wires. Wireless
LANs are used increasingly in both home and office environments, and public areas such as airports, coffee shops and universities. Innovative ways
to utilize WLAN technology are helping people to work and communicate more efficiently. Increased mobility and the absence of cabling and other
fixed infrastructure have proven to be beneficial for many users.

Wireless users can use the same applications they use on a wired network. Wireless adapter cards used on laptop and desktop systems support the
same protocols as Ethernet adapter cards.

Under many circumstances, it may be desirable for mobile network devices to link to a conventional Ethernet LAN in order to use servers, printers
or an Internet connection supplied through the wired LAN. A Wireless Router is a device used to provide this link.
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What is Wireless?

Wireless or Wi-Fi* technology is another way of connecting your computer to the network without using wires. Wi-Fi uses radio
frequency to connect wirelessly, so you have the freedom to connect computers anywhere in your home or office network.

Why D-Link Wireless?

D-Link is the worldwide leader and award winning designer, developer, and manufacturer of networking products. D-Link
delivers the performance you need at a price you can afford. D-Link has all the products you need to build your network.

How does wireless work?

Wireless works similar to how cordless phone work, through radio signals to transmit data from one point A to point B. But wireless
technology has restrictions as to how you can access the network. You must be within the wireless network range area to be able
to connect your computer. There are two different types of wireless networks Wireless Local Area Network (WLAN), and Wireless
Personal Area Network (WPAN).

Wireless Local Area Network (WLAN)

In awireless local area network, a device called an Access Point (AP) connects computers to the network. The access point has a small
antenna attached to it, which allows it to transmit data back and forth over radio signals. With an indoor access point, the signal
can travel up to 300 feet. With an outdoor access point the signal can reach out up to 30 miles to serve places like manufacturing
plants, industrial locations, college and high school campuses, airports, golf courses, and many other outdoor venues.

Wireless Personal Area Network (WPAN)

Bluetooth’ is the industry standard wireless technology used for WPAN. Bluetooth devices in WPAN operate in a range up to 30
feet away.

Compared to WLAN the speed and wireless operation range are both less than WLAN, but in return it doesn’t use nearly as much
power which makes it ideal for personal devices, such as mobile phones, PDAs, headphones, laptops, speakers, and other devices
that operate on batteries.
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Who uses wireless?

Wireless technology has become so popular in recent years that almost everyone is using it, whether it's for home, office, or
business, D-Link has a wireless solution for it.

Home
« Gives everyone at home broadband access
« Surf the web, check email, instant message, and etc
« Gets rid of the cables around the house
+ Simple and easy to use

Small Office and Home Office
« Stay on top of everything at home as you would at the office
- Remotely access your office network from home
« Share an Internet connection and printer with multiple computers
« No need to dedicate office space
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Where is wireless used?

Wireless technology is expanding everywhere not just at home or the office. People like the freedom of mobility and it's becoming
so popular that more and more public facilities now provide wireless access to attract people. The wireless connection in public
places is usually called “hotspots”.

Using a D-Link USB Adapter with your laptop, you can access the hotspot to connect to the Internet from remote locations like:
Airports, Hotels, Coffee Shops, Libraries, Restaurants, and Convention Centers.

Wireless networks are easy to setup, but if you're installing it for the first time it could be quite a task not knowing where to start.
That’s why we've put together a few setup steps and tips to help you through the process of setting up a wireless network.

Tips
Here are a few things to keep in mind, when you install a wireless network.

Centralize your router or Access Point

Make sure you place the router/access point in a centralized location within your network for the best performance. Try to place
the router/access point as high as possible in the room, so the signal gets dispersed throughout your home. If you have a two-
story home, you may need a repeater to boost the signal to extend the range.

Eliminate Interference

Place home appliances such as cordless telephones, microwaves, and televisions as far away as possible from the router/access
point. This can significantly reduce any interference that the appliances might cause since they operate on the same frequency.

Security

Don't let your next-door neighbors or intruders connect to your wireless network. Secure your wireless network by turning on
WPA"/WPA2" security features on the router. Refer to the product manual for detailed information on how to set it up.

D-Link DWA-160 User Manual

53



Appendix A - Wireless Basics

Wireless Modes

There are basically two modes of networking:

« Infrastructure - All wireless clients will connect to an access point or wireless router.

« Ad-Hoc - Directly connecting to another computer, for peer-to-peer communication, using wireless network adapters on each
computer.

An Infrastructure network contains an Access Point or wireless router. All the wireless devices, or clients, will connect to the wireless router or access
point.

An Ad-Hoc network contains only clients, such as laptops with wireless USB Adapters. All the adapters must be in Ad-Hoc mode to communicate.
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Networking Basics
Check your IP address

After you install your new D-Link wireless adapter and have established a wireless connection, by default, the TCP/IP settings should be set to obtain
an IP address from a DHCP server (i.e., router) automatically. To verify your IP address, please follow the steps below.

Windows® 8 Users

+ Press the Windows key and R together. Type cmd in the box and click OK.

cv C:AWINDOWS\system32\cmd. exe

Microsoft Windows XKP [Uersion 5.1.26881
CC> Copyright 1985-28A1 Microsoft Corp.

+ At the prompt, type ipconfig and press Enter.
IC:“\Documents and Settings>ipconfig

Windows IP Configuration

« This will display the IP address, subnet mask, and default gateway of your adapter.

Ethernet adapter Local Area Connection:

Connection—specific DNS Suffix . =
IP Address : 5.7,
Subnet Mask : 255.255.255.8
Default Gateway : 18.5.7.1

WindOWS® 7/Vista® Users C:~Documents and Settings>_

+ Click Start, type emd in the search box and then click OK.

« At the prompt, type ipconfig and press Enter.

« This will display the IP address, subnet mask, and default gateway of your adapter. |EEacrmEEzEE

Windows IP Configuration

[Ethernet adapter Local Area Connection:

Windows® XP Users EonieSead TRE Rdse R 2 P AR

IPu4 Address 1 192.168.8.197
Subnet Mask 55.255.255.8
Default Gateway 1 192.168.8.1

+ Click on Start > Run. In the run box type ecmd and click OK. funnel adaprer Local frea Gonnectioms 14:
Connection—-specific DNS Suffix . : public.pmlah
Link-local IPub Address . . . . . : feB@::5efe:192.168.8.197228
Default Gateway :

. At the prompt, type Ipconﬁg and press Enter' Tunnel adapter Local Area Connection®* 7:

Media State : Media disconnected
Connection—specific DNS Suffix . :

[E:\Userssadmin >

« Thiswill display the IP address, subnet mask, and the default gateway of your adapter.

If the address is 0.0.0.0, check your adapter installation, security settings, and the settings on your router. Some firewall software programs may
block a DHCP request on newly installed adapters.
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Statically Assign an IP address

If you are not using a DHCP capable gateway/router, or you need to assign a static IP address, please follow the steps below:

Windows" 8 Users

. . . . . [ Internet Protocol Version 4 (TCP/IPvd] Properties @l&]
« Press the Windows key and then type IP. Click Settings on the right side and
then click View Network Connections. General

. . . . . You can get IP settings assigned automatically if your netwerk supports
Right-click on the adapter which represents your D-Link wireless network this capability. Otherwise, you need to ask your network administrator
adapter for the appropriate IP settings.

(7) Obtain an IP address automatically

Highlight Internet Protocol Version 4 (TCP /IPv4) and click Properties. @ Use the following 1P address:

- Click Use the following IP address and enter an IP address that is on the same e el S S h
subnet as your network or LAN IP address on your router or network. Sbnctmek gt Eiy §
Default gateway: 192 . 168 . 0 . 1
Example: If the router’s LAN IP address is 192.168.0.1, make your IP address
192.168.0.X where X is a number between 2 and 99. Make sure that the number it 06 sof Ve axkbess A tnoabicelly
you choose is not in use on the network. @ Use the following DNS server addresses:
Preferred DS server: 192 . 168 . 0 . ﬂ

- Set Default Gateway the same as the LAN IP address of your router or gateway. Altrriats DNS server

« Set Primary DNS the same as the LAN IP address of your router or gateway.

[ 0K _][ Cancel l

« The Secondary DNS is optional (you may enter a DNS server from your ISP).

« Click OK to save your settings.
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Windows® 7/ Vista® Users

+ Click on Start > Control Panel (make sure you are in Classic View). Double-click on the Network and Sharing Center icon. If you are using
Windows Vista, click on Manage network connections along the left panel in the window. For Windows® 7, click on Change adapter
settings.

+ Right-click on the Local Area Connection which represents your D-Link wireless network adapter which will be connected to your network.

- Highlight Internet Protocol Version 4 (TCP /IPv4) and click Properties. [‘Intemet Protocol Version 4 (TCP/IPva) Properties (D [

+ Click Use the following IP address and enter an IP address that is on the same General
subnet as your network or LAN IP address on your router or network.

You can get IP settings assigned automatically if your netwark supports
thiz capability. Otherwise, you need to ask your network administrator

for th i ings.
Example: If the router’s LAN IP address is 192.168.0.1, make your IP address R e

192.168.0.X where X is a number between 2 and 99. Make sure that the number ) Obtain an IP address automatically
you choose is not in use on the network. @ Use the following IP address:
IP address: 192 . 168 . 0 . 52
« Set Default Gateway the same as the LAN IP address of your router or gateway.
Subnet mask: 255,255 .255. 0
Default gateway: 192 . 168 . O . 1

« Set Primary DNS the same as the LAN IP address of your router or gateway.

Obtain DNS server address automatically
« The Secondary DNS is optional (you may enter a DNS server from your ISP). @ Use the folowing DNS server addresses:

. . Preferred DNS : 192.168. 0 . 1
. Click OK to save your settings. R e 4

Alternate DMS server:

[ 0K _][ Cancel l
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Windows® XP/2000 Users

+  Windows® XP - Click on Start > Control Panel. Make sure you are in Classic View. Double-click on the Network Connections icon.
Windows® 2000 - From the desktop, right-click My Network Places > Properties.

+ Right-clickon the Local Area Connection which represents your D-Link wireless network adapter (or other adapter) which will be connected
to your router.

+ Highlight Internet Protocol (TCP/IP) and click Properties.
« Click Use the following IP address and enter an IP address that is on the same subnet as your network or LAN IP address on your router.

Example: If the router’s LAN IP address is 192.168.0.1, make your IP address 192.168.0.X where X is a number between 2 and 99. Make sure
that the number you choose is not in use on the network.

« Set Default Gateway the same as the LAN IP address of your router or gateway.

- Set Primary DNS the same as the LAN IP address of your router or gateway. Internet Protocol (TCP/IP) Properties
-General.|

« The Secondary DNS is optional (you may enter a DNS server from your ISP). I&?:f;pl Eﬁ_fy'_Pulstgéiﬁ_ieefféinﬁgeadufﬁngiﬂﬁﬁi;ﬁ?xé netwak suppans.
the appropriate [P settings.

e C“Ck OK to Save your Settings. () Obtain an IP address automatically
(®) Use the following IP address

IP address: [132.188. 0 .52 |

Subnet magk: ‘ 2

Default gateway: i-_182 1B 4 7

(&) Use the following DNS server addresses:

Prefened DNS serve: ECACREN
Alternate DNS server: ; ; ; J
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Technical Specifications

Standards Weight
«|[EEE 802.11n + 0.1 lbs (.05kg)
- |[EEE 802.119g
- |[EEE 802.11a Certifications
+FCCClassB
Bus Type «IC
+ USB 2.0 (1.1 compatible) « WiFi®
- CE
Security « NCC
« Wi-Fi Protected Access (WPA™ & WPA2™)
- 64/128-bit WEP Warranty
« Wi-Fi Protected Setup - PIN & PBC + 1 Year Limited

Frequency Range
+ 24GHz to 2.483GHz
+5.15GHz to 5.85GHz

Operating Temperature
+ 32°F to 104°F (0°C to 40°C)

Operating Humidity
+ 10% to 90% maximum (non-condensing)

Dimensions
«1.1"x3.4"x0.5"

* Maximum wireless signal rate derived from |IEEE Standard 802.11n and 802.11g specifications. Actual data throughput will vary. Network conditions and
environmental factors, including volume of network traffic, building materials and construction, and network overhead, lower actual data throughput rate.
Environmental factors will adversely affect wireless signal range.
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Warranty

Federal Communication Commission Interference Statement:

This equipment has been tested and found to comply with the limits for a Class B digital device, pursuant to Part 15 of the FCC Rules. These limits are
designed to provide reasonable protection against harmful interference in a residential installation. This equipment generates, uses and can radiate
radio frequency energy and, if not installed and used in accordance with the instructions, may cause harmful interference to radio communications.
However, there is no guarantee that interference will not occur in a particular installation. If this equipment does cause harmful interference to radio
or television reception, which can be determined by turning the equipment off and on, the user is encouraged to try to correct the interference by
one of the following measures:

« Reorient or relocate the receiving antenna.

« Increase the separation between the equipment and receiver.

« Connect the equipment into an outlet on a circuit different from that to which the receiver is connected.
« Consult the dealer or an experienced radio/TV technician for help.

FCC Caution: Any changes or modifications not expressly approved by the party responsible for compliance could void the user’s authority to
operate this equipment.

For operation within 5.15 ~ 5.25GHz frequency range, it is restricted to indoor environment.
IEEE 802.11b or 802.11g operation of this product in the U.S.A. is firmware-limited to channels 1 through 11.

This device complies with Part 15 of the FCC Rules. Operation is subject to the following two conditions: (1) This device may not cause harmful
interference, and (2) this device must accept any interference received, including interference that may cause undesired operation.

IMPORTANT NOTE:

FCC Radiation Exposure Statement:

This equipment complies with FCC radiation exposure limits set forth for an uncontrolled environment. End users must follow the specific
operating instructions for satisfying RF exposure compliance. To maintain compliance with FCC RF exposure compliance requirements, please
follow operation instruction as documented in this manual. This transmitter must not be co-located or operating in conjunction with any other
antenna or transmitter.

SAR compliance has been established in typical laptop computer(s) with USB slot, and product could be used in typical laptop computer with
USB slot. Other application like handheld PC or similar device has not been verified and may not compliance with related RF exposure rule an
such use shall be prohibited.
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Industry Canada statement

This device complies with RSS-210 of the Industry Canada Rules. Operation is subject to the following two conditions:
1) this device may not cause interference and

2) this device must accept any interference, including interference that may cause undesired operation of the device

Caution:
The device for the band 5150-5250 MHz is only for indoor usage to reduce potential for harmful interference to co-channel mobile satellite systems.

Because high power radars are allocated as primary users (meaning they have priority) in 5250-5350 MHz and 5650-5850 MHz, these radars could
cause interference and/or damage to license exempt LAN devices.

IMPORTANT NOTE:

IC Radiation Exposure Statement:

This equipment complies with IC radiation exposure limits set forth for an uncontrolled environment. End users must follow the specific operating
instructions for satisfying RF exposure compliance. To maintain compliance with IC RF exposure compliance requirements, please follow operation
instruction as documented in this manual.

This Class B digital apparatus complies with Canadian ICES-003.

Cet appareil numérique de la classe B est conforme a la norme NMB-003 du Canada.

C-Tick Warning:
In order to use the product safely, it is recommended that you stay at least 1 cm away from the device when using it to limit exposure to electromagnetic
radiation emitted during operation.

LUFERER G B E

FERICEREE S8 (K INEREISREH - JFAERTR] - AR » BREEA BT SEEE TIRE « IIAINREE B REXET 2SR INEE
RINRGBABHZ FRT S ERM L E R TEGEARE  KHRFTERE - BYENFH > HNEEETEIESES %ﬁﬁafﬁﬁﬁ ° HIIRE
FiBE - BKBEEREFRCEREEE - RRFHREWRLBR GARENTLR « ERERAERES B R TE

D-Link DWA-160 User Manual 61



	Product Overview
	Package Contents
	System Requirements
	Introduction
	Features
	Hardware Overview

	Installation
	Getting Started
	Remove Existing Installations
	Disable Other Wireless Adapters

	Wireless Installation Considerations
	Adapter Installation

	Configuration
	D-Link Wireless Connection Manager
	Wireless Networks
	Wi-Fi® Protected Setup (WPS)
	My Wireless Networks
	Add Profile
	Modify Profile

	Support
	About


	Connect to a Wireless Network
	Windows® 8
	Windows® 7
	Windows Vista®
	Windows® XP

	Wireless Security
	What is WPA™?
	Configure WPA/WPA2-Personal
	Using the D-Link Wireless Connection Manager
	Windows® 7
	Windows Vista®
	Windows® XP

	Configure WPA/WPA2-Enterprise

	Troubleshooting
	Windows® 7 Troubleshooting

	Wireless Basics
	Wireless Modes

	Networking Basics
	Check your IP address
	Windows® 8 Users
	Windows® 7/Vista® Users
	Windows® XP Users

	Statically Assign an IP address
	Windows® 8 Users
	Windows® 7/ Vista® Users
	Windows® XP/2000 Users


	Technical Specifications
	Warranty

