Wireess Networ k Security

Part 1. WEP

Part 2: WPA-PSK

Part 3-1: RADIUS Server Installation
Part 3-2: 802.1x-TLS

Part 3-3: WPA

Part 1: WEP

Stepl: Configuration Access Point’s WEP key.

1. Go WEP configuration page where you can find from your Access Point user manual.
Tick WEP option which on the web page “Enabled”.
2. Select “Key Mode”.
Normally two of Key mode you can select: ASCII or Hex
ASCII (Anmerican Standard Code for Information Interchangg):
A standard for assigning numerical values to the set of letters in the
Roman alphabet and typographic characters
HEX (Hexadecimal):
The ordinal number from0to 9, atof.
3. Sdect WEP Key length.
64 bit: 5 of ASCII or 10 of Hex
128 bit: 13 of ASCII or 26 of Hex
4. Select default key.
In standard, there are 4 groups of WEP key can be used. Default key is the one
Access Point check when a station connected (for stations default key is to check
when connected to an Access Point). WEP key can be ignore if Access Point and
Station do not use them (for example if both AP and station select key 1 another three
keys are no need to set)
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5. Press“Apply” to complete your settings.

Step 2: Configuration Station’s WEP Key.

1. Herewill only use Windows XP asa sample for Station’s WEP key setting.

. Right click “My Network Place” on your desktop and click “Properties’ (or go to
“Start/ Settings/ Network” or double click a network icon which represents your
wireless network on system tray where right down your screen).

3. Select your Wireless LAN Card right clicks and selects “Properties”.

Click “Wireless Network”.

4. Select the Access Point which you going to connect and click “Configuration” on its

right.

5. See“Wireless Network Properties’ and tick up “ Data encryption (WEP Enabled)”.

Tick off “The key is provided for me automatically”.

N




Select “key index” which is the default key for your station (Note: Some Windows
versions the indexes are from 0 to 3 it map to 1 to 4 as usua).

Key in your WEP Key value into “Network Key”.

Press “OK” to finish your station setting.

Wireless Hetwork Properties

Metwaork name [S5100; [fast |

Wireless network key [wEF]
Thiz network. requirez a key for the following:

Data enciyption PWEFP enabled)
] Metwark Authentication [Shared mode]

Metwark, key: | 45384 |
K.ep format; | ASCII characters w '
K.ey length: :@_[E-Cm]::il
K.eyindex [advanced): .ﬁl

[] The key iz provided far me autamatically

[] Thiz is & computer-to-camputer (ad hac) network: wireless
access points are ot uzed
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Part 2: WPA-PSK

Cause of WPA-PSK is extending of WEP key, so its configuration will very close to
WEK key which is mach key between Access Point and Stations.

Stepl: Configuration Access Point’s WPA -PSK

1. Go WPA-PSK configuration page where you can find from your Access Point user
manual.

2. Key inyour security code (unless eight characterg
3. Press“Apply” to complete Access Point’s configuration.
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Step2: Configuration Station’sWPA-PSK

1. Herewill use Windows XP sample for Station's WEP key setting.

2. Right click “My Network Place” on your desktop and click “Properties’ (or go to
“Start/ Settings/ Network” or double click a network icon which represents your
wireless network on system tray where right down your screen).

3. Seect your Wireless LAN Card right clicks and selects “Properties”.



4. Click “Wireless Network”.

5. Select the Access Point which you going to connect and click “Configuration” on its
right.

6. See“Wireless Network Properties/Association” and select “WPA-PSK” in “Network
Authentication” then select “TKIP” in “Data encryptior’. ( AES standard is not
finalized yes and most of product are not support AES on market).

7. Key inyour “Network Key” which same as your Access Point and confirm it.

8. Press “OK?” to finish your station setting.

Wireless network properties

Agzociation | Authentication

Metwork, name [SSI0); i |

Wfireless network key

Thiz netwiark, requires a key for the following:

Metwark Authentication: i WA -PSE, " !
C'ata encryphion: | TEIR b |
M etwark, keyw: irl------- |

a2

[] This iz a computer-to-computer [ad hoc) netwark; wireless
access pointz are not uzed

[_ (] l [ Cancel




Part 3: 802.1x and WPA

Part 3-1: RADIUS Server Ingtallation

Firstly, we will configuration a RADIUS Server by using Windows 2000 Server and use

802.1x-TLS as sample.

Prepare to set RADIUS Server up:

Windows 2000 Server has complete Active Directory configuration.
The sample Server had been set be a Domain controller and DHCP/DNS is

enabled on this server.

For 802.1x, Windows 2000 Ser :ver upgrade to unless Service Pack 3 is needed.
For WPA, Windows 2000 Server upgrade to unless Service Pack 4 is needed.

Step 1. Installation Certificate Authority

1.

Windows Components Wizard

Windows Components

Logon into your Windows 2000 server as “Administrator or an ID has Administrator
authority.

Go to “Start>control Panel>Add or Remove programs”.
Select “Add or remove Windows Components”.

Tick on ” Certificate Service” and press “Next”.

“'ou can add or remove components of YWindows 2000,

Ta add or remove a component, click the checkbox. A zhaded box means that only
part of the component will be inztalled. To gee what'z included in a component, click
Details.

Components;

[BA Certificate Services 1.4 MB
[ < Cluster Service 25ME
Z? Indexing Service 0.0mMBE
W & I ntermet Infomatinn Services M15] pa el ¥ [

Description:  Includes Windows Accessones and Utilities for your computer.

Tatal dizk zpace required: 2.1 MB Dietails |
1186.2 MB

Space available on dizk:

< Back I Meut > I Cancel I




5. Click “Enterprise root CA” press “Next”.

Windows Components Wizard

Certification Authority Type
There are four types of certification authonties,

Certification Authority bpes: Descriptior:
{* Enterprize oot Ct The most trusted C in an ;I
enterpnze. Should be installed
™ Enterprize subordinate CA, before any other CA. Requires

Active Directon.
" Stand-alone root C4

" Stand-alone subardinate CA ;I

[~ Advanced options

£ Back I Mewt > I Cancel |

6. Put aCA nameto identify this Certificate Service then press “Next”.

Windows Components Wizard

CA Identifying Information
Enter information to identify thiz Ch,

C& name;

Organization:

Organizational unit;

!
Cily: :
State of province: I Country/region: Ir
E-mail: I
T description: |
Walid for: |2 |Yea,3 v| Enpires: |12;29£an5 F:09 Pt

¢ Back I Meut » I

Cancel

7. Point data storage location, database and recode filesand Press “Next”.




8. You will see “Computer processing Internet information service, you must stop this
service to continue”, Press “Yes” to continue.
9. Press “Complete” to finish Wizard.

Step 2: Configuration Certificate Authority

1. Goto "Start>Program files> System administrative tools>Certificate Authority”.
2. Open “Wireless’ (the one you added into your system), right click on the “Policy

Setting” select “New”

3. Sdect “Certificate to |ssue”

{# Certification Authority

“ Action  Yiew |J o= | | | %

=101 %]

Tres I

@ Certification Authority (Local)
- wireless
-7 Revoked Certificates

----- [Z7 1ssued Certificates
i[] Pending Requests

------ [C Failed Requests

Wiew 4

Refresh
Export Lisk, ..

Help

Llser
[ Fira

|

Marne | Intended Purpose

EFS Recovery Agenk File Recovery

Basic EFS Encrypting File Syskem

Domain Controller Client Authentication, Server Authenkic

B web Server Server Authentication

Computer Client Authentication, Server Authentic
Encrypting File Syskem, Secure Email, ¢

Code Signing, Microsoft Trusk List Signi

| ©

|.ﬁ.|:ld a Certificate Template to the list of Certificate Templates issued by this Certifica |

4. Select " Authenticated Session’” and ”"Smartcard Logon” two Certificate sample by
holding down Ctrl key and press “OK” to continue.




i Select Certificate Template e P

Select a certificate template to izsue certificates

| “
[Jzer Signature Only Secure Email, Clier
Smartcard User

Secure Email, Clier
Authenticated L Client Authenticatic
Smartcard Logon Client Authenticatic

1 Code Signing Code Signing
4 Trust Lizt Signing icrozoft Trust List
Frrnllrment &nent | [ertificate Pemest T
3

k. I Cancel |

5. Goto "Start> Program> System Administrative Tools> Active Directory Users and

Computers”
6. Right Click on your “Domain” and click
“Properties”

{J’ Active Directory Users and Computers

=10l x|
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@ Active Directory Users | Mame I Type I Description I
EI@ [“ARnilkin builtinDomain

- Delegate Contral... Cankainer Default conkainer For upgr...
G- Find... Organizakional ... Default conkainer For new ...
-  Connect to Domain... Container Default container for secu. .,
"'| Connect ko Domain Controller. .. Container Diefaulk conkainer For upar. ..
|  Operations Masters. ..
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All Tasks b
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Refresh
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7. Sdect “Group Policy” tab and tick up “default Domain Policy” click “properties”.
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8. Sdlect "Computer configuration> Security Setting> Public Key Policies>
9. Right Click “Automatic Certificate Request Setting”, select “New” then
Click “Automatic Certificate Request ”



10. The Automatic Certificate Request Setup Wizard will guide you through the
Automatic Certificate Request Setup, Click next to continue.
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Refresh
Export Lisk. ..

Autornatic Certificate Request., ..

Help

|Create a new Automatic Certifrereregmesroomerednd add it o the Security Canfigul

11. Select "Computer” certificate template and press “Next”.

Automatic Certificate Request Setup Wizard

Certificate Template
The next time a computer logs on, a certificate bazed on the template you zelect is

provided.

A, certificate template is a set of predefined properties for certificates issued to

computers. Select a template from the following list.

Certificate templates:

| Intended Purpozes

D
Domain Controller

IPSEC

|

E nrollment Aagent [Computer]

Client Authentication, Server Authenticatior
Client Authentication, Server Authenticatior

Certificate Request Agent
1.36155822

|

< Back I Mext » I

Cancel

12. Press "Complete” to finish Automatic Certificate Request configuration Wizard.
13. Goto “ Start>Run” type “CMD” press Enter



14. Under Dos command type “c:\secedit/refreshpolicy machine_policy”

WINNT System32cmd.exe

Microsoft Windows 2008 [Uersion 5.80.21951]
(G> Copyright 1785-2088 Microsoft Corp.

C:~rsecedit/refreshpolicy machine_policy
Group policy propagation from the domain has heen initiated for thiz computer. I
t may take a few minutes for the propagation to complete and the new policy to t
Eke}effect. Please check Application Log for errors, if any.

NI

15. You can see a message as above.

Step3: Internet Authentication Service (Radius) Configuration

1. Goto "Start>Control Panel >Add or remove program”
2. Sdect “Add or Remove Windows Components”, select ” Network Service”

Windows Components Wizard

Windows Components
“You can add or remove components of \Windows 2000,

To add or remove a component, click the checkbox. & shaded box means that only
part of the component will be inztalled. To zee what's included in a component, click
Details.

Companetnts:

v % Internet Infarmation Services [115] 21.7 MB ﬂ
jj tanagement and Moritoring Tools 52 MB
= Mezzag

25 Other Mehwnrk File And Print S ervires nneR

Deszchphion: Containg a wanety of specialized, network-related services and protocols.
Total disk space required: 0.4 MB
Space available on dizk: 1163.9 MB

< Back | Mext = | Cancel |




3. Press “Details...” and select "Internet Authentication Service”
MNetworking Services x|

To add or remove a compaonent, click the check box. & shaded bow means that only part
aof the component will be installed. To see what's included in a component, click Details.

Subcomponents of Metworking Services:

COM Internet Services Proxy 00ME =
Du:umain Mame Syztem [DMS] 1.1 B
Diynamic Host Configuration Protocaol [DHCF) 0.0mMEB

E':. |nternet Authentication Service 0.0 B

O 105 Admizsion Contral Service n.ome

|:| Simple TCPAP Services 0.0mMEB

[ ™ Site Server ILS Services 1.5MB ﬂ

Dezcrption:  Enables authentication, authorization and accounting of dial-up and WP
uzerz. 145 supportz the RADIUS protocal,

Total dizk zpace required: 0.4 MEe Details |
Space available on disk: 1169.3 MEB

ak I Cancel |

4. Go to "Start>Programs>System Administrative Tools>Internet Authentication
Service”.
5. Right Click on “Client” click “New Client”

“;¢ Internet Authentication Service = O] =]
J&ction Wiew |J¢'-P||E||@ |
Tree I Friendly Mame I Address I Protocol
% Internet Authentication Service (Local)
ER=T Clicr
D Remak ODEH_
% Rerat Mew Client
Mewy 3
i 3
Expork Lisk...
Help

4| | i
| |

6. Put aname to represent your Access Point and press “Next”.




Add RADIUS Client

Client Infarmation
Specify information regarding the client.

Client addresz [IP or DMNS]:

|1 92.168.1.1 Werify,. |

Client-*endar:

|RADIUS Standard

[~ Client must always send the signature attribute in the request

T
Shared secret: I

Confirm shared secret: Ixxxx

< Back I Finizh I

Cancel

7. Key in asharekey for this Access Point.
8. Press “Finish’ to complete.

9. Right click on “Remote Access Policy” and select “New Remote Access Policy’

"__::P Internet Authentication Service ;|g|5|
J Ackion Yiew “1@:' -I|||@ |
Tree I Mame [ order |

%3 Internet Authentication Service (Local) .ﬁ.llaw access if dial-in permission is enabled 1

{:I Clignts
{:l Remaote Access Logging

Mew Remote Access Policy

Tenw 2
Wit 3
Expoart Lisk..,

Help

|E><|:u:urts the current list to a File

10. Type aname for new policy, press “Next”.



11. Select " Day-And-Time-Restrictions’ press “Add”.
: Select Attribute 21|

Select the lwpe of attribute to add, and then click the Add buttan.

Aftribute types;
I ame | Drescription
Called-Station-ld Phane nurber dialed by user
Callirug-Station-1d Phone number from which call onginated
Client-Friendly-H ame Friendly name for the BADIIS client. (145 anly]
Client-IP-Address |F addrezz of RADIUS client. [1AS only)
Client-vendor b anufacturer of BADIIS prosy or HAS. [1AS onl
NETE AN Rt el Time periods and days of week during which use
Framed-Protocol The protocal to be uzed
MaS -ldentifier String identifving the MAS originating the request
MaS-IP-Address |F addrezz of the MAS originating the request [|&
MaS-Port-Type Tuype of physzical port uged by the MAS ariginatin
Service-Tupe Type of service uzer haz requested
Tunnel-Type Tunneling protocols to be uzed
YWindows-Groups YWindows groups that uzer belongs o

J | i

Add. Cancel |

12. Tick “Permitted” and select this service operation time

Time of day constraints |

i 2 4

12:2-4-6-8-10-12- 24 -6+ 8-10-12

Cancel |

" Denied

I i+ Permitted

Sunday through Saturday from 12 &k to 12 Ak




13. Tick “Grant remote access permission” and click “Next”.
Add Remote Access Policy

Permizzions
Dretermine whether to grant or deny remote access permission.

“rou can uze a Remote Acceszs Policy either to grant certain access privileges to a
group of uzers, or to act ag a filker and deny access privileges to a group of users.

If a uzer matches the zpecified conditions:

% Grant remote access permission

" Deny remote access permission

< Back I Mext > I

Cancel

14. Press " Edit Profile”
TLS Properties : ilﬂ

Settings |

Palicy name: TLS

Specify the conditions to match:

[ ap-And-Time-A eztrictions matches '™

L« | |

tdd. | FRemove | Edi.

— If a uzer matches the conditions

% Grant remate access permission
™ Deny remaote access pemizsion

Accezs will be granted with the profile you specify, unless access
iz overidden on a per-uzer bagis.

E dit Profile..

k. Cancel Spply




15. Select Authentication method; tick ”Extensible Authentication Protocol” up and
select “Smart Card or other Certification” in Authentication Press “OK” to complete
configuration.

Note: If you need other authentication method please ticks up here.
Edit Dial-in Profile 2l

Diakin Constraints | IP | Multiink

Authemtication | Enciyption I Advanced

Check the authentization methods which are allowed for this connection.

v Eutenzible Authentication Protocol

Select the EAP tupe which iz acceptable faor thiz policy.

ISmart Card or other Certificate j Configure. .. |

[ Microsoft Encrvpted Authentication version 2 [MS5-CHAP 2]

[ Microsoft Encropted Authentication [MS5-CHAP)

[ Encrypted &uthentication [CH&P]
[ Unenciypted Authentication [FAP, SPAF]

Inauthenticated Access

r Allowe remote PPF clients to connect without negotiating
any authentication method.

16. Put this policy to first order (please be confirmed)

To0 Internet Authentication Service

_ =1
| action  wiew |J = - | | =< | == |J - - |
Tres I Mame [ order |

[#= 1rternet authentication Service (Lacall
- Clients

=11 Remote Access Logging

557 Remote Access Paoliciss

[ [
17. Go to “Start> Program>System Administrative tools> Active Directory Users and




Computers”
18. Right click a user who needs this service.

< Active Directory Users and Computers =
|5 Console  tindow  Help ==
Jatm v &~ 0@ XE0R 2| 00RYRE |
Tree| Users 21 objects

[55 Active Directory Users. | Hame [ Tvpe [ Ceseription |

B Fastlocal €1 Administrator  User Built-in account For admini...

(3 Builtin €737 Cert Publishers  Security Group ... Enterprise certification an, ..
(0 computers  [€FOHCP Admiris... Security Group ... Members wha have admini...
{23) Domain Control (EFDHCP Ussrs Securlty Group ... Members who have view-...
(1 ForsignSecurity | @ onsadmins Security Group ... DRS Administrators Group

/23 Users T DnsUpdatepr... Security Group ... DNS clients who are permi...
€5 Domain Admins  Security Group ... Designated administrators. .
€T Domain Comp... Security Group ... All workstations and serve...

€5 Domain Contr... Security Group ... All domain contrallsrs in th..
€TiDomain Guests  Security Group ... All domain quests
Domain Users  Security Group ... All domain users
€T Enterprise Ad... Security Group ...  Designated administrators. ..
Group Policy ... Security Group ... Members in this group can.
Guest User Built-in account for quest ...
€ 1UsR_FAE34  User Built-in account for anony. .
€ TwaM_FAES4  User Built-in account for Intern. .
o kebtgt User Key Distribution Center Se...
TRAS and 145 ... Security Group ... Servers in this aroup can .
T schems Admins  Security Group ... Designated administrators. ..
3 TsInternetUser  User This user account is used ..,
Copy...
Add members ko a group, ..
Disabla Account
Reset Passward. ..
Move...
Open home page
Send mail
All Tasks »
Delete
Renams
Refresh
Properties
0 I | Help

\ | |
19. Select “Dial-in”, Tick “Allow Access” in Remote Access Permission press “OK” to

complete Configuration.

kent Properktie | =
Remote control I T erminal Services Profile
General I Address | Auccounk | Frofile I Telephones I Crgarization
tAember OF Drial-in E revironment Sezsionzs

— Remote SAcceszs Permizzion [Dial-in or WFPH]
= Allow access
i Deny access

= Conbol access through Femote Access Palicy

I “erify Caller-lm: I
— Callback Options

i Mo Callback
™ Set by Caller [Routing and Bemote Access Service only)

7 Alwayps Callback ko I

T Assign a Static IR Address I
| Spply Static Boutes

D efine routes ta enable far this Dial-in i Blewfisis I
conneckion.

| Ok I Cancel I Apply I




Note: If you will use another authentication method (example M D5 needs CHAP), please
go “Authentication’ page. TLS can use default value.

Edit Dial-in Profile 21 x|
Diakin Canstraints | IP | Multilink
Authentication | Enciyption I Advanced

Check the authentization methods which are allowed for thiz connection.

v Eutenzible Authentication Protocol

Select the EAP tupe which iz acceptable faor thiz policy.

ISmart Card ar ather Certificate j Canfigure... |

[T Microzoft Encrypted Authentication version 2 (MS5-CHAP +2)
[ Microsoft Encrypted Authentication [MS5-CHAP]

[~ Enciypted Authentication [CHAP]
[ Unenciypted Authentication [FAP, SPAF]

IInauthenticated Access

r Al remote PPP clients to connect without negotiating
any authentication method.

| k. I Cancel Spply




Part 3-2: 802.1x TLS Logon

Step 1: Get aCA

1. Connect your computer to a network, which can connect to RADIUS Server (How
ever wired or wireless connection, if you do use wireless connection please turn all
security method off first otherwise you will fail on this step)

2. Open you browser (For Example IE), put “RADIUS Server I1P/certsrv” (for example
“192.168.1.10/certsrv”). Please make sure 11S service of your Windows 2000 server
isturn on.

3. Server will return a message for ID/password request. Please put your I1D/password
(you had setup this ID in previous step).

Connect to 1%2.168.1.10

Connecking to 192.1658.1.10

User name: | € kent fie’ | e

Password: | snew |

[l remember my password

[_ Ok ] [ Cancel ]

4. A Microsoft Certificate Service --- Wireless page jump out, Select "Request a
Certificate” Press “Next.

-2 Microsoft Certificate Services - Microsoft Internet Exploren [ZH'I:TJ |r>z|
Fil= Edit Wiy Fawarites Tools Help z'
D oack ~ € A € ) search 5z Favorites @ Media ) - L
Address Lsg”l http:f{192.1658.1. 10/certsrv) ~ | Go Links >

Microsoft Certificate =

Welcome

You use this web site to request a certificate for your web browser, e-mail client, or other secure program
Cnce you acquire a certificate, vou will be able to securely identify yvourself to other people owver the web, sign
your e-mail messages, encrypt your e-mail messadges, and more depending upon the type of certificate you
request.

Select a task:
O Retrieve the CA certificate or certificate revocation list
@ Request a certificate
O Check on a pending certificate

& Done 49 Internet




5. Select "User certificate request” press “Next’.

2l Microsoft Certificate Services - Microsoft Internet Exploren

File  Edit  Wiew

Fawvorites  Tools  Help zlr
e Back - \J @ @ -’;j /':j Search ‘:T/r\\_r Favorites e Media @ £ &
Address @ http:f{192.168, 1. 10fcertsrv/certrgus, asp

v| Go Links **
Microsoft Cerificat

Choose Request Type

Please select the type of request you would like to make:

@ User certificate request

er Certificate

< Advanced request

@ Done
L —

& Internet

6. User Certificate — Identifying Information, press “Submit”.

2 Microsoft Certificate Services - Microsoft Internet Explorer

File Edit Wiew Favaorites Tools  Help

eBack i \Jj @ @ :;] /'-D Search ‘:;‘:'\?Favorites @Media {1} - _‘

fddress @ htkp: 192,168, 1, 10/ cartsryfcettrabi, asprtype=0

v| Go Links **

User Certificate - ldentifying Information

All the necessary identifying information has already been collected. You may now submit your reguest.
[ MWare Options »» ]

@ Done

® Internet




7. A CA warning POP message jump out, press " Yes”.

Potential Scripting ¥iolation

This Web site is requesting a new certificate on wour behalf, You should allow only
! krusted Web sites to request a certificate For you,
L3

Do you want ko request a certificake now?

w (]

8. Click “Instal this certificate”

<2l Microsoft Certificate Services - Microsoft Internet Explorer

File Edit View Favorites Tools  Help

eBack ™ &l @ @ _h /j Search ‘i‘\'{‘Favorites @Media {‘} =

Address I:g;l http:f {192,168, 1. 10 certsrvfcertfnsh, asp

v| Go Links >

Microsoft Certifica

Certificate Issued

The certificate you requested was issued to you.

Install this certificate

@ Done
9. Confirmto add this CA, press“Yes'.
oot Coriicatssoe——— |

"_i., Do you want ko ADD the Following certificate to the Rook Store?
L3

Subject : Wireless, LS

Issuer : Self Issued

Time Yalidity ; Monday, December 29, 2003 through Thursday, December 23, 2005
Setial Mumber : 47AED71F FD477EBD 40FAADOE S46EAFID

Thumbprint (shal) : C992 1092 DI2C4451 552090EC S4BDERSS SDTEAE10
Thumbprint {mdS) : 71723801 EDAZZE05 6FF11732 614DB755

w [ ]

© Internet




10. Cettificate Install ed.

3 Microsoft Certificate Services - Microsoft Intennet Explorer |"_ H'I:TJ |r><|
File Edit Wiew Faworites Tools Help -l

eBa(k - & @ @ :;j }'—7 Search ‘:,:_r\:(FavDrltEs @A vedia  ££) E:—':- ; =

Address E@ htkp:ff192. 165, 1. 10fcertsry/certrmpn. asp e | Go Links **

Microsoft Certificate

Certificate Installed

Your new certificate has been successfully installed.

] Done & Internet

Step 2: Configuration Access Point
1. Open Access Point Security configuration page

J File Edit V¥iew Favorites Tools Help

J iR Back o= - @ 7t | @Search (3] Favorites @History ||%v =h - @

| address | @] hep://192.168.1.1/adv_802_tx htrl | @ |JLinks =

Lo bl o “ARlus .
High-Speed 2.4GHz Wireless Access Point

BT Advanced Tools  Status  Help

|

|»

DWI.-'T‘ODUAP

802.1X

& Enabled © Disabled
Encryption Key Length & B4 bits © 125 bits
| Lifetirne ISD Minutes vI
" Performance
RADIUS Server 1 P |192.168.D.1D

Port |1812
i Eers

Shared Secrat |“°“°'1

802.1X RADIUS Server 2 IP ID.D.D.D
L [Dptional) Bort IU—

Shared Secret | =

9 90

Apply Cancel Help

| KH

& I_ ’_ |4 Inkernet




2. Select “802.1x"
3. Configuration this page

= Lifetime: A period to change Key

= Length: Encryption Length

= |P: RADIUS Server IP

= Port: Service Port (Standard RADIUS use port 1812)

=  Shared Secret: Share key on RADIUS server (the one you had set for this
AP)

Note: If you have a Backup Server Please setup RADIUS server 2 aswell.

Step 3. 802.1x Connection

1.

Here we will use Windows XP Wireless Zero Configuration Utility to be the sample
connection, please be noted the page might bit different in different Windows XP
version.

Right click “My Network Place” on your desktop and click “Properties’ (or go to
“Start/ Settings/ Network” or double click a network icon which represents your
wireless network on system tray where right down your screen).

Select your Wireless LAN Card right clicks and selects “Properties”.

Click “Wireless Network”.

Select the Access Point which you going to connect and click “Configuration” on its
right.

i Wireless Metwork Connection 2 Properties ? g]

Gene[al: wire-l;eas-f-‘;l-etwnrka iﬁduanced

Usze wWindows to configure my wireless network, zettings

Aivailable networkos:

To connect to an available network., click Configure.

i Gstap A
1 C-test |
e "

FPreferred netwarks:

Automatically connect to available networks in the arder listed

below: _
:
[ Add... ] [ Remowve ] l Froperties ]

Learn about setting up wireless network

[ (0] ] [ Cancel ]




6. Select” OPEN System” on Network Authentication, uses WEP encryption Tick “The
key is provided for me automatically” up.

faet properties

Agzociation | Authentication |

Metwaork name [S5I0): | fae |

whireless network key

Thiz netwark, requires a key for the following:

Metwork, Authentic ation: | Open w |

D'ata encryphion: |

e ey | |

The key iz provided for me automatically

[_ Ok, ] [ Cancel ]

7. Select “Authentication” page. Tick “Enabled I1EEE 802.1xAuthentication for this
Network”, EAP Type selects ”Smart Card or other certificate’. Press “OK”.

faet properties |E] El

Select thiz option ta provide authenticated network. access for
wireless Ethernet network.s,

Enable IEEE 802 14 authentication for this network

EAP type: | Smart Card or ather Certificate ~ |

Authenticate as computer when computer information is available

[] Authenticate as guest when uszer ar computer information iz
unavailable

[ Ok ] [ Cancel ]




8. When Station connected to AP, a connection process request will right on your screen.
Click it you can see a pop window as below (If there has more than a CA on your
system you will see a CA selection screen first)

Note: New Windows version can handle it automatically; you might see the latest step

directly.

Validate Server Certificate

The Roat Certification Autharity For the server's certificate is;
Wireless
If this is the correct certificate, dlick OF to connect and you will not see this
message again. Click CANCEL to drop connection,

[ Wiew Server Certificate

Ok ][ Cancel ]




Part 3-3: WPA Logon

Step 1: Request CA
Please refer the way 802.1x request CA

Step 2: AP Configuration

1. Open security web page on your Access Point.
2. Select WPA on this page, press “ Apply”.

J File Edit ‘Wiew Fawvorites Tools  Help ﬁ
J $GBack ~ = - (G at | i@y search (G Favorites & @History | Eh- S
| address |&] hetp:{/192.168.1.1/h_wireless. htrl ~| @eo ||tnks >

D-Link

Building Networks for People

DWL-2000AP

<
=

Wizard

| v

-‘;dllrjp5 |I..‘IE%' "

High-Speed 2.4GHz Wireless Access Point

(T O Advanced  Tools Status Help
Wireless Settings 1
AP Mare ; [DWL-20004P
5SID : faet

Channel : IB 'l

Authentication :  Open System ' Shared Key & WPA ' WPA-PSK

9 90

Apply Cancel Help

3]

| KH

I_ ’_ |4 Internet

3. G0802.1x Configuration page

Lifetime: A period to change Key

Length: Encryption Length

IP: RADIUS Server IP

Port: Service Port (Standard RADIUS use port 1812)

Shared Secret: Share key on RADIUS server (the one you had set for this AP)

Note: If you have a backup RADIUS server, please set server 2 up as well.




J File Edit View Favorites Tools  Help

e

J aBack - = - () 7o | Qsearch [l Favorites & AHistory ||%v =8

J Address I@ http:ff192.168.1.1/adv_50Z_1:x.html

x| Pa |JLinks =

D-Link “AirPlus

Buflding Networks for People

DWL-2000AP

Xrmremels ™

High-Speed 2.4GHz Wireless Access Point

Help

[ Home MWVCICTUTCBR Tools  Status

|
- % Enabled ¢ Disabled
Encryption Key Length # B4 bits © 125 hits
f Lifetime ISD Minutes vI
Performance
RADIUS Server 1 P 192163.0.10
[re—— Part |1 812
Filters Shared Secret |’“°“°“‘*
802.1X RADIUS Server 2 IP ID.D.D.D
. {Optional) o IU—

Shared Secret |

9 OO0

Apply Cancel Help

]

| KH

I_ ’_ |4 tnternet

Step 3. Connection asWPA

1. Here we will use Windows XP Wireless Zero Configuration U
connection

Note: The setting page might a bit different in different Windows X

tility to be the sample

P version.

2. Right click “My Network Place” on your desktop and click

“Properties’ (or go to

“Start/ Settings/ Network” or double click a network icon which represents your

wireless network on system tray where right down your screen)

3. Sdect your Wireless LAN Card right clicks and selects “Properties”.



"= Network Connections

Fil= Edit Wiew Fawvorites Tools Advanced Help

\_J B \J L@ /:} Search [1__ Falders v

Address d_b, Metwaork Connections

LAN or High-Speed Internet

Local Area Connection
Enabled

= H D-Link DFE-S30Tx PCI Fast EE..,

Network Tasks

!hl Create a new connection

) Set up a home or small
= office network

‘; Diisable this network device
Iim F.ename this conneckion

—hange settings of this
conneckion

Other Places

[}‘ Control Panel
‘Q My Metwork Places
) My Documents

j My Cormpuker

Details
Wireless Network

Connection 2
wireless connection unavailable

Disable
¥iew Available Wireless Networks

R

Bridge Connections

Create Shortout
Delete
Rename

4. Click “Wireless Network”.
5.
right.

-+ Wireless Network Connection 2 Properties

Lﬁenerau Wireless Metworks | ,ﬁ'dvancedl

2X

IJze Windows to configure my wirgless nebwork, settings

Axailable network s

T connect to an available netwark, click Configure.

1 GST-AF . Configure
1 Crest =l

1 faet bl

Preferred networks:

Automatically connect to available netwiorkes in the order listed
belo:
; ‘

Move up

P ove down

[ Add.. ][ Remove ][ Froperties |

Learn about zetting up wireless network,
confiquration.

| ok

][ Cancel J

Select the Access Point which you going to connect and click “Configuration’

on its



4. Select “WPA” on Network Connection, and use “TKIP” for Data Encryption.
Note: Currently, AES standard is not finalized yea. if your Access Point and station do

support AES you can select AES also.

Wireless nebwork properties

Metwork name [SSID); | fact |

wireless network key

Thiz netwark. requires a key far the fallowing:

Metwork Authentication: | WP, w |
Crata encryption: | TEIP T |

[] Thiz iz a computer-ta-computer [ad hoc) network; wireless
access points are not uzed

[. .8 ] [ Cancel ]

5. Select EAP type "Smart Card or other Certificate”, Press “ OK” to complete setup.

Wireless network properties

thentication For this nebwork,

EAP type: I Smart Card or other Certificate b |

Athenticate as computer when computer information iz available

[] Authenticate az guest when user or computer information is
unavailable

[_ ok, ] [ Cancel




6. When Station connected to AP, a connection process request will right your screen.
Click it you can see a pop window as below (If there has more than a CA on your
system you will see a CA selection screen first)

Note: New Windows version can handle it automatically, you might see the latest step

directly.

Validate Server Certificate

The Roat Certification Autharity For the server's certificate is;
Wireless
If this is the correct certificate, dlick OF to connect and you will not see this
message again. Click CANCEL to drop connection,

[ Wiew Server Certificate

Ok ][ Cancel ]




