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About this Guide

This chapter covers the following topics:

e Scope

e Audience

o Related Documents
This document provides the instructions and examples for the configuration of D-LINK's DWR series wireless
mesh routers through the Web-based Management Interface (WMI), and the document’s scope is limited to
as such. For information on DWR series’ Command Line Interface (CLI) or other subjects, please refer to
the CLI Configuration Guide and/or related documents.

Note: All screen shots displayed in this document are captured using an DWR-500 router and is for
demonstration purposes only. The exact screen output may vary depending on the model of the
router used as well as your browser and system settings.

Audience

This document is intended for system/IT or network administrator who is responsible for configuring or
maintaining DWR series routers, this guide assumes the user has knowledge of wireless, wired, Layer-2, and
Layer-3 networking technologies, and is comfortable with the use of an internet browser.

Related Documents

For more information about DWR series, please refer to the following documents:

0 DWR series CLI Configuration Guide
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Web Configuration Overview

The Web-based Management Interface (WMI) of DWR series offers the same configuration functions as the
router's Command Line Interface (CLI) in a graphical interface accessible from most modern internet
browsers, including Microsoft Interface Explorer or Mozilla Firefox. WMI allows administrators to manage a
DWR series router from a remote location conveniently and efficiently.

WMI of DWR series contains the following configuration areas:
¢ Quick Start Configuration

Global Settings

Interface

Network Settings (Routing, DHCP, NAT, Mesh Profiles)

Services (Auto Recovery, Roaming, etc)

Quality of Service

Security (Wep Key Lists, MAC Address Lists)

SNMP Settings

Software Upgrade

The basic software requirement for the web-interface is:
e Web Browser: Internet Explorer 5.5 and above with Javascript enabled
e Optimal Resolution: 1024 X 768 and above

Getting Started

This chapter introduces the basic functionality and layout of the Web-based Management Interface. It
contains the following topics:

e Logging into the Web-based Management Interface
e WMI Basics

Logging into the Web-based Management Interface

To log in the web interface of a DWR series router, input the router IP address and the port address, such as
111.168.15.229 for router IP, and then input http://111.168.15.229:9080 in the web browser address. A pop-
up dialog box would appear and request a username and password (see Figure ).

On an un-configured DWR series router, it can connect a client PC to the router’'s Ethernet 0 port and the
port’s default IP address is 192.168.0.1.

The default username is ‘root’ and password is ‘dlink’. After the successful authentication, the home page for
WMI would appear (see Figure )

DWR Series Web-Based Configuration Guide 5



PEfH 192. 168.0. 2

IWE-500 %Web Configuration
User name: €7 roct w |
Password: sessne |
[ Jremember my password
] | — ]

Figure 1 Logging into Web Management Interface (WMI)

Note: During the log-in process, an option such as “Remember my password” may appear. If this option is
enabled, one would not be required to re-enter the username or password when accessing the WMI. Please
use this option with care.

- -
D.Llnk - Login as administrator DWR‘SOO
Building Networks for People ] root - 192.168.11.199 o e Outdoor Wireless Mesh Router

22 Logout
o enu = Home Page
* Home Page
» Quick Start
» (Global Setting The Running Image
> Interface Partition B
> Network Settings Version 2.6.2
p Create Time  2008/09/19 19:28

> Senices .

Type Official Release
» Quality of Service

i Partition A Partition B

¥ Security

Status [Inactive] Status [Running]
> SNMP X i

Version 3.0.1 Version 2.6.2
* Upgrade - . < .

Create Time  2008/09/24 15:31 Create Time  2008/09/19 19:28
> Help Type Release Candidate 2 Type Official Release
& Save
Bisave 4*Reboot

Figure 2 Web Management Interface Home Page
WMI Basics

The WMI is composed of three components: the title banner (top), the menu tree (left), the configuration
area (right), and the locale selector (bottom) as shown in Figure 3. The title banner shows the router's model
name and the company Logo; the menu tree provides clear, hierarchical navigation to the various
configuration areas. Clicking on one of the choices in the menu tree would cause the area on the right to

DWR Series Web-Based Configuration Guide 6



display the specific configurable settings for that menu choice. The locale selector on the bottom allows
users to change the current language and locale-specific style used by the WMI. Currently, US English and
PRC Chinese are supported.

- -
D.Llnk - Login as administrator DWR'SOO
Building Networks for People ] root - 192.168.11.199 . Outdoor Wireless Mesh Router

————— 22 Logout
o enu = Home Page
* Home Page
» Quick Start
» (Global Setting The Running Image
> Interface Partition B
> Network Settings Version 2.6.2
p Create Time  2008/09/19 19:28
> Senices .
Type Official Release
» Quality of Service
i Partition A Partition B
¥ Security
Status [Inactive] Status [Running]
> SNMP A 8
Version 3.0.1 Version 2.6.2
* Upgrade - . < .
Create Time  2008/09/24 15:31 Create Time  2008/09/19 19:28
> Help Type Release Candidate 2 Type Official Release
& Save
Bisave 4*Reboot
Figure 3 WMI Layout
Home page

After successfully logging into the DWR series Web Management Interface, one is lead directly to the
configuration home page which displays the DWR series image status information as shown in Figure 4.
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Home Page

Software Image Status

The Running Image

Partition B

Version 2.5.2

Create Time  2008/09/19 19:28

Type Official Release

Partition A Partition B

Status [Inactive] Status [Running]

Version 3.0.1 Version 2.6.2

Create Time  2008/09/24 15:31 Create Time  2008/09/19 19:28
Type Release Candidate 2 Type Official Release

Figure 4 Software Image Status

Description of the version fields

Table 1 Software Image Version Fields

Field Description
The Running Image The image that is currently loaded and running
Partition A The information that is preserved in Partition A
Partition B The information that is preserved in Partition B

Obtaining Help

The Web-based Management Interface has a built-in on-line help page which can be accessed any time by
clicking on “Help” at the bottom of the menu tree. The help text is displayed in the configuration area. An
example help page is shown in Figure 5. The help page contains a variety of links to help information about
specific configuration modules and items.

DWR Series Web-Based Configuration Guide 8



D.Li“k % Login as administrator DWR-SOO

Building Networks for People root - 192.168.11.199 OQutdoor Wireless Mesh Router
B Logout
o Menu
Help
* Home Page I II ii
> Qick Start
: 1. Global Settings 4. Senices
* Global Setfing 2. Interface o Auto Recovery
> Interface o FastEthemnet o Roaming Dirix
o Dot11Radio 5. Quality of Semvice
* Metwork Settings = BSS Configuration 6. Security
! = WDS Configuration 0 WEP Key Lists
> Senices 3. Network Settings o MAC Lists
2 2 o Routing 7. SNMP
2 ualily of Seance = Routing Table o SNMP Community
> Security = DDWR o SNMP Trap Receiver
o DHCP o SNMPv3 user
¥ SNMP m DHCP Server 8., Uparade
» DHCP Relay
* Upgrade o NAT
s> cHelp o MESH Profiles
# Save 1. Global Settings
Eigave  4i*Reboot =
\ Setting Explanation
Hostname An identifier for a router containing up to 32 alphanumeric characters.
An IPv4 address that acts as the routers loopback address.
Router ID This address may be arbitrarily assigned as long as itis unigue within a
single network domain.
Aninteger value from 1 to 8191 that also identifies the router. It must be

Figure 5 Sample Help Page
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Quick Start Configuration

Quick Start DWR series routers through WEB Installation Guide. It contains:

e Accessing the Quick Start Wizard
e Using the Quick Start Wizard

Accessing the Quick Start Wizard

To open the Quick Start Wizard, login in the home page, then click “Quick Start” link in the left-side menu
tree. The Step 1 of the Quick Start Wizard appears at the right side of the web page (see Figure 6)

D.Link % Login a= administrator DWR-SOO

Building Networks for People " root - 192.168.11.199 = Outdoor Wireless Mesh Router

2 Logout

o Menu = Quick Start Wizard

* Home Page

# fluick Start

* Global Setting

Select Country Code
> Interface
* MNetwork Settings Please select the country/domain in which this router is being install |FAU (Ausn':ha} N Eull
requency mange
> Senices e

* Quality of Semvice

Please choose an integer ID between 1 and 8191 for this router; it should be

»  Security different from all other routers that will be in the same mesh network as this =1-83191=
one

> SNMP
Select role

* Upgrade

Please select the role of this router within the mesh network

* Help AP: provide access coverage AP
Point: provide backbone conections in the network

Portal: provide connection to the wired network and access coverage

| @ Save |

Bisave 4*Reboot

Figure 6 Web Management Interface Home Page

To open the Quick Start Wizard, click the “Quick Start” link in the left-side menu tree. The Step 1 of the
Quick Start Wizard appears at the right side of the web page (see Figure 7)

DWR Series Web-Based Configuration Guide 10



= Quick Start Wizard

Select Country Code

_n
=

| AU (Australia) v
Frequency Range

Pleaze select the country/domain in which thiz router iz being install

Node 1D

Pleaze choose an integer ID between 1 and 8191 for thiz router; it =hould be

different from all other routers that will be in the same mesh network as this =1-8191=
one

Select role

Plzase select the role of this router within the mesh netwaork
AP provide access coverage
R
Point: provide backbene conections in the network AP
Portal: provide connection to the wired network and access coverage

Mext

Figure 7 Web Management Interface Home Page

Using the Quick Start Wizard

To configure a node with the Quick Start Wizard, answer the questions asked during each step of the wizard.
After entering the answers for all the questions at one step, click the “Next” button to go to the next step.
The “Back” button could be used to return to the previous step, and clicking the “Finish” button at the end of
the wizard completes the configuration.

Example Configuration 1: Portal node

The following figures show how the example portal node can be configured by answering the questions on
each screen.

DWR Series Web-Based Configuration Guide 11



= Quick Start Wizard

Select Country Code

Pleaze select the country/domain in which thiz router iz being install

| AU (Australia) v

p—

Frequency Range
Hode ID

Pleaze choose an integer ID between 1 and 8191 for thiz router; it =hould be
different from all other routers that will be in the same mesh network as this |1 =1-8191=
one

Select role

Plzase select the role of this router within the mesh netwaork

AP provide access coverage -
Point: provide backbene conections in the network

Portal: provide connection to the wired network and access coverage

Figure 8 Configuring the portal node, step 1

= Quick Start Wizard

Router 1D

Please specify a loopback IP address for this router, it should be unigue
within the IP network

IP Address/Netmask

(& Static IP Address/Mask

Please specify the IP address and Metmask for the FagiEthernet 0 port
of this router

) Use DHCP to obtain the IP Address

Gateway

Please specify the IP address of the gateway that the FastEthernst 0 |205 1051
paort is connected to B R

NAT

Pleaze choose whether NAT should be enabled on the FastEthernet 0

port & Enable O Disable

1192.168.10.1 IPv4 Address

206.10.5.2/24 Type:AB.C.DM

TypeAB.CD

Figure 9 Configuring the portal node, step 2

DWR Series Web-Based Configuration Guide
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= Quick Start Wizard

B55 551D

Please specify an S5ID that can be used by wirsless clients to access this .

router |F'ub|||: |

DNS Server IP Address

Please specify a list of DNS addresses for the router |205.1U.1U.12.2[]5.1U.1U.1:| Type:AB.C.DAB.CD..

Figure 10 Configuring the portal node, step 3

= Quick Start Wizard

B35S 551D

Please goecifean

router

Windows Internet Explorer
DNS §

Please \?2 To comlete the quick setup, the router must ke rebooted; please confirm.

AN

Figure 11 Configuring the portal node, step 4

After the last step of confirming the reboot is performed, the web interface would stop responding for a few
seconds while the router reboots itself. Note that since the Quick Start changes the IP address of the
Ethernet O port on the router, you may need to re-open the web interface using the new IP address if you
were using Ethernet 0 to connect to the router.

Example Configuration 2: Point node

The following figures show how the example point node can be configured by answering the questions on
each screen.

DWR Series Web-Based Configuration Guide 13



= Quick Start Wizard

Select Country Code

| AU (Australia) v
Freguency Range

_n
=

Please =elect the country/domain in which thie router iz being install

Node ID

Please choose an integer ID between 1 and 8191 for thiz router; it should be
different frem all other routers that will be in the =ame mesh network as this |1 =1-8181=
ong

Select role

Please select the role of this router within the mesh network

AP provide access coverage -
Point: provide backbeone conections in the network

Portal: provide connection to the wired network and access coverage

MNext

Figure 12 Configuring the point node, step 1

= Quick Start Wizard

Router ID

Pleaze specify a loopback IP addresz for thiz router, it should be unique

within the IP network |192_153_1[]_2 IPv4 Address
IP Addressi/Netmask

Pleaze =pecify the IP address and Netmask for the FastEthernet 0 port & static IP Address/Mask

of this router |‘192.158.1.21’24| Type:AB.C.OM

Figure 13 Configuring the point node, step 2
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= Quick Start Wizard

e Windows Internet Explorer

Pleaze

i To comlete the quick setup, the router must be rebooted; please confirm.
IP Ad

Pleaze| ﬁ%ﬁ:j J [ EF»"{ﬁ

of this

Figure 14 Configuring the point node, step 3

Example Configuration 3: AP node

The following figures show how the example AP node can be configured by answering the questions on

each screen.

= Quick Start Wizard

Select Country Code

| AU (Australia) v

Freguean Range

_n
=

Pleaze select the country/domain in which thiz router is being install

Node 1D

Pleaze choose an integer ID between 1 and 8191 for thiz router; it =hould be

different from all other routers that will be in the same mesh network as this |‘1 | =1-8191=
one

Select role

Please select the role of this router within the mesh netwark

AP provide access coverage AP
Point: provide backbone conections in the network

Portal: provide connection to the wired network and access coverage

Mext

Figure 15 Configuring the AP node, step 1
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= Quick Start Wizard

Router ID

Pleaze specify a loopback IP address for this router, it =hould be unique

within the IP netwark |‘192_‘158_1U_3 IPv4 Address
IP Addressi/Netmask

Pleaze =pecify the IP addrezs and Metmask for the FastEthernst 0 port @ static IP Address/Mask

of this router 1192 168.1.3/24 Type:AB.C.DM

Figure 16 Configuring the AP node, step 2

= Quick Start Wizard

BSS SSID

Please =pecify an S5I0 that can be uzed by wirelezs clients to access this |F’ bli |

router e

DNS Server IP Address

Pleaze =pecify a list of ONS addresses for the router |205_1 0.10.12,206.10.10.1 :| Type'ABCDABCD..

Figure 17 Configuring the AP node, step 3
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Global Settings

This chapter describes the settings that apply globally across a single DWR series router. It contains these
topics:

e Accessing Global Settings

e Configuring Global Settings

e Performing Changes

Accessing Global Settings

Clicking on the menu item “Global Settings" leads the user to the global settings area; this area allows the
user to retrieve and edit configuration settings which take effect globally across the DWR series router. An
example screen is shown in Figure 18

= Global Settings

This section contains configurations used by all functions of this router.

Host Name \DWR-500 |
Mode 1D |1 Value fram 1 to 8191
Router ID 192.168.10.1 |IPv4 Address (AB.C.D)

Regulatory domain code

[ Perfarm Changes ]

_ Ghange Login Password |

Configure the login password.

Old passward | |

Enter new password | |String length 1-32,cannot include blank

Re-enter new password | |

Perform Changes ]

Figure 18 Global Configuration Screen

Frequency Regulations and Standards

DWR Series Web-Based Configuration Guide 17



Frequency Regulations and Standards

Abbreviation Domain Code 2.4 GHz 4.% GHz Frequency Band 4.% GHz Channel 5 Ghz Frequency Band
515 ~ 535G
MA Morth AmericaflJ8A, Canada) Ch1~11 5795 ~ 585G
CH China Ch1=~13 57325 ~5.880G
5.15 ~ 52506
5G Singapore Ch1~13 5735 ~ 585G
5.35 ~ 53506
L Taiwan Ch1~13 5.725 ~ 5.8756
Denmark, Germany,
Iceland, Finland,
Metherlands, Monway, . 5.15 ~ 635G
Eu Sweden, Paland, Ch1-13 547 ~5T26G
Slavenia, Luxernbourg,
South Africa, UK, Ireland
5.04 ~5.08G 8,12, 16; .
4P JEEm B =1 407 ~ 4,985 240, 284, 248, 252 218 ~@HB
515 ~5.350
AL Australia Ch1~13 5735 ~ 58750
LA Latin America Ch1~11 5,725 ~5.825G
KR Karea Ch1~13 5725 ~5825G
I Isteal Ch1~13
515 ~ 535G
usg usa Ch1~11 5795 ~ 58750
246, 247, 248, 245,
260,251, 252, 300,
301, 302, 303, 304,
P3s US Puhblic Safety 4.93 Ch1~11 4,950 ~ 498505 3035, 306, 307, 308,

309,310, 31,312,
313,314, 315, 318,
T, 48

Global Settings Configuration

The global settings are described in Table 2.

Table 2 Global Setting Fields

5 Ghz Channel
36, 40, 44, 48, 52, 56, 60, 64;
149,153,157, 161,165
149,153,157 161, 165

36, 40, 44, 48, 52, 56, 60, 64;
149,153,157, 161, 165

56, 60, 64,
149,153,157, 161

36, 40, 44, 48, 52, 56, 60, 4,

100,104,108 112,116,120, 124,128,132,

136, 140

36, 40, 44, 48, 52, 56, B0, G4
36, 40, 44, 48, 52, 56, 60, B4,
148,153,157, 161, 165
149,153,157, 161
148,153,157, 161

36, 40, 44, 48, 52, 56, 60, 64,
148,153,167, 161, 165

Setting Explanation Default
Hostname An identifier for a DWR series router containing up to 32 | DWR series
alphanumeric characters.
Router ID An IPv4 address that acts as the router’s loopback address 192.168.10.1
This address may be arbitrarily assigned as long as it is unique
within a single network domain.
Node ID An integer between 1 and 8191 that also identifies the router. It | 1
must be unigue with in a single DWR series wireless mesh
network.
Changes to the Node ID would not take effect until the
router is rebooted.
Regulatory Select the domain code; And click every channel link viewing the | US(USA)
domain code | channel information when configuration. Regulatory domain code
changes will be active when rebooted.
Old The current password of the router; this is needed in order to | public
password specify a new password
New The new password of the router; this password will not be shown | N/A
password on screen and should be entered twice for verification

Tip: One could simplify management by configuring all Router IDs in a single mesh network to be located in
the same subnet, for example 192.168.10.1 ~ 192.168.10.20.

Performing Changes

After editing the values for the above fields, one may save the changes by clicking the "Perform Changes"

button. WMI would display whether the setting was saved successfully, as shown in Figure 19.
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= Global Settings

This section contains configurations used by all functions of this router.

Host Mame |DWR—5[JU |

Node ID 1 |Value from 1 to 8191
Router ID 1192.168.10.1 | IPv4 Address (AB.C.D)
Regulatory dormain code UsS (USA)

[ Perform Changes ]

“ your changes have been successiully performed; however, node ID changes do not take effect until
the configuration is saved and the router is rebooted.

Figure 19 Successful change to global settings
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Configuring Router Interfaces

This chapter describes how Router Interfaces are configured using Web-based Management. It covers the
following topics:

e Configuring Physical Interfaces
o FastEthernet Interfaces
o DotllRadio Interfaces
e Configuring Logical WDS Interfaces

o Create
o Configure
o Delete

Configuring Physical Interfaces

Each DWR-500 series router contains two physical 10/100M Ethernet interfaces1 and two physical
Dotl11Radio interfaces. This section describes how these interfaces are configured.

FastEthernet Interfaces

FastEthernet interfaces on the DWR series are used for connecting with Ethernet-only client
devices or with a wired network. For more detailed information on how Ethernet interfaces may be
used, please refer to the CLI Configuration Guide.

Accessing FastEthernet Configuration

Click the “Interface” button in the menu to expand the sub-menu for different types of router interfaces. Then,
click the “FastEthernet” button in the sub-menu to enter the Ethernet interface configuration page. This page
displays the physical Ethernet interfaces on the router. The basic configuration and the running status of the
Ethernet interfaces are displayed in a list as shown in Figure 20.

Interface = FastEthernet

FastEthernet Interfaces

Configurable FastEthernet interfaces that could connect the wireless mesh network with a wired network or device.

Interface IP AddressiMask  Mode R L

Status Status
FastEthernetl 192 168.15.234/124 MNone 1500 Up Up
FastEtherneti 0.0.0.0/0 Mone 1500 Down Down

Figure 20 Fast Ethernet Interfaces Screen

Configuring FastEthernet Interface

To configure a particular Ethernet interface, click the interface name such as “FastEthernet0” in Figure to
enter the edit page as shown in Figure 21.

! Some versions of the DWR series box may only have one Ethernet port enabled (FastEthernet 0)
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= Interface = FastEthernet = Configure FastEthernet

Configure FastEthernet Interface Settings.

Interface FastEthernetd
IP Address Static IP/Mask ¥ |
192.168.15.234/24 | Type:AB.C.OM
Mode
Administrative Status Up |+
DHCP Configuration | Mo DHCP senice | |Conﬂqure DHCP Server Settings Configure

DHCP Relay Settings

[] advanced Settings

l Perform Changes H Cancel Changes ]

FastEthernet0 confﬁuraﬂon

Figure 21 Fast Ethernet Interface Configuration Screen

Basic vs. Advanced Settings

Most configuration screens, including FastEthernet, have both basic settings and advanced settings. Basic
settings are needed for the normal operation of the configured device, while advanced settings are used for
fine-tuning by experienced administrators. Advanced settings should only be modified with extreme care,
because an improper setting may prevent the configured device from functioning properly. For this reason,
advanced settings are usually hidden from view. To see and configure the advanced settings, click the

check box labeled “Advanced Settings” (see Figure 22).

Note: In general, advanced settings can and should be left at their default values.

= Interface = FastEthernet = Configure FastEthernet

Configure FastEthernet Interface Settings.

Interface FastEthernetd
IP Address | Static IP/Mask |
192 168 15 234/24 | Type:aB.COM
Mode
Administrative Status Up i
DHCP Configuration | No DHCP senice | ¥ | Confiqure DHCP Server Seftings Confiqure

DHCF Relay Seftings

dvanced Settings

MTU 11500

Value from 256 bytes to 1500 bytes

[ Perform Changes H Cancel Changes ]

Figure 22 Configuring Advanced Settings

Table 3 below describes the settings for each FastEthernet interface.

FastEthernet0 Confﬁuraﬂon
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Table 3 Fast Ethernet Configuration Fields

Setting Explanation | Default
Basic Settings
IP address/ Set the Ethernet interface IP address and netmask N/A
netmask

Mode

Can be access , gateway or none

Access is for connecting with Ethernet-only client devices, such
as video cameras.

Gateway is for connecting with internet-bound LAN routers.

None is neither access nor gateway

Access Mode

Administrative Status

Can be up or down.
If down, this interface would be inactive (shutdown).

If up, this interface would be active, but it may not be physically
working unless its physical status is also up.

Ethernet0:Up

Ethernetl:Down

DHCP Pool

The type of DHCP Configuration to be used with this Ethernet
port.

No DHCP Service: Do not provide any DHCP service on this
Ethernet port.

DHCP Server: Run DHCP server on this Ethernet port, allowing
connected devices to obtain IP addresses from an
automatically-allocated or manually-configured DHCP pool (see
next setting). DHCP server may be further configured in a
separate module that is accessed via the “Configure DHCP
Server Settings” link or the menu tree selection “Network
Settings,” “DHCP,” “DHCP Server”. Please refer to Chapter 8
for more information.

DHCP Relay: Run DHCP relay on this Ethernet port, allowing
connected devices to obtain IP addresses from an external
DHCP server. DHCP relay may be further configured in a
separate module that is accessed via the “Configure DHCP
Relay Settings” link or the menu tree selection “Network
Settings,” “DHCP,” “DHCP Relay”. Please refer to Chapter 8 for
more information.

Automatic

DHCP Pool

An automatic or manually-configured DHCP Pool; please refer
to Chapter 8 for more information.

Automatic DHCP Pools are allocated by the router software so
no additional configuration is needed.

Using an automatic DHCP Pool overrides any static IP
configuration.

Automatic

Advanced Settings

MTU

Maximum transmission unit in bytes; controls how layer-3
packets would be fragmented when they are sent through this
interface. Range: 256-1500

Use with extreme caution.

1500
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Saving FastEthernet Configuration

To save the configuration after editing the above settings, click the “Perform Changes” button. The browser
will return to the Ethernet interface list after the configuration is successfully performed.

If the user input contains an error, the browser will report it to the user in one of two ways. The errors that
could be detected without sending the configuration information to the router are shown in a pop-up dialog
box. An example is shown in Figure 23

= |nterface = FastEthernet = Configure FasiEthernet

FaleIherneﬂD(h:nfqiuralhnn

Configure FastEthernet Interface Settings.

Interface Windows Internet Explorer
IP Address

!"_\ Invalid IF and Mask address, please 1nput azain.
Mode

Administrative Status

DHCP Configuration | NOUALF seniCe |3 Configure DHCP Server Seftings Configure
DHCP Relay Seftings

Advanced Settings
WTU 1500

Walue from 256 bytes to 1500 bytes

[ Perform Changes H Cancel Changes l

Figure 23 Error message displayed in pop-up dialog box

In the situation that errors cannot be detected until the configuration information is sent re-display the
configuration page with the appropriate error message. An example error message can be found in Figure
24. Note: in this error page the advanced settings are automatically shown because the error message
could be related to some of them.

To discard any changes, click the “Cancel Changes” button.
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= Interface = FastEthernet = Configure FastEthernet

FastEthernetl Co nfiﬂu ration

Configure FastEthernet Interface Settings.

Errors were detected for the following settings:
-Manually assigned IF address will be uninstalled in automatic DHCF server mode.

Interface FastEthernet

IF Address |Static IP/Mask V|

| |T§.fpeiA.EI.C.DJ‘r|J1

Administrative Status Up

| Mo DHCP service “|Cunﬂuure DHCP Server Settings Configure
DHCP Relay Settings

DHCP Configuration

Advanced Settings

MTLI |15E|D |‘\falue from 256 bytes to 1500 bytes

Ferfarm Changes H Cancel Changes ]

Figure 24 Error message displayed in the next page

Dotl11Radio Interfaces

Dotl1Radio interfaces on the DWR series are used for connecting with 802.11-compatible client
devices or with other DWR series routers. For more detailed information on how Radio interfaces may
be used, please refer to the CLI Configuration Guide.

Accessing Dotl1Radio Configuration

Click the “Dot11Radio” item in the “Interface” sub-menu to enter the Radio interface configuration page.
The resulting page displays the router's physical radio interfaces in a list, as shown in Figure 25.

= Interface = Dot11Radio

Dotl1Radio Interfaces
Configurable Dotl1Radio interfaces that could host BSSs (virtual &Ps) or create WOS links to other mesh routers,

Interface Wireless Settings Maode MAC Address Antenna  MTU Status
Dot11Radiod a0211g1 Backhaul 00:17:7B:00:0E:DE8 Smart 1443 Lp
Dot11Radiod 802119 11 Backhaul 00:1T.7BE.00:0E:ED Smart 2200 p

Figure 25 Dotl11Radio Interfaces Screen
Configuring Dot11Radio Interface
To view or change the configuration for a particular radio, click the name of the Radio interface (i.e.

“Dot11Radio0” in Figure 25). The resulting page displays the detailed configuration settings and allows
them to be changed. Figure 26 shows the page with the advanced settings shown.
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Note: Mode Access is configured under interface dotllradio 0 by default, and Radio 1 under
backhaul mode.

Interface = Dot11Radiao = Configure Dot 1Radio Interface

Dotl11Radio0 Configuration

Configure Dotl1Radio Interface Settings.

Interface

Wireless Settings
Mode

Mesh IO
AUtoWD3S

Administrative Status

Advanced Settings

Antenna

CTS Protection

MTL

Unicast Rate for'WDS Links

Dot 1Radio0
80211y % |1 ™ |wireless mode and channel

Backhaul | access rmode only enables BESs! Backhaul mode anly
ehahles WhSs!

Maone | | Confiqure MESH Profile
Disabled »

Lp w

Smart v
Always disabled hd
1453 Value frorm 256 bytes to 2274 bytes

Autornatic w

Ferfarm Changes ] [

Cancel Changes

Figure 26 Dotl11Radio Interface Configuration Screen

Table 4 describes the settings for each Dotl1Radio interface. Detailed description of each parameter
could be found in the CLI Configuration Guide.

Table 4 Dotl1Radio Configuration Fields

Setting | Explanation | Default
Basic Settings
Wireless The 802.11 mode (a/g), and channel 802.11q, 1 for
Settings Dot11Radio0
802.11a, 36 for
DotlRadiol
Mode Can be access or backhaul’. Access for
Dot11Radio0
Access mode allows BSS (virtual APs) to be configured on this
radio interface; BSSs allow 802.11 client devices to connect to | Backhaul for
(associate with) this router. Dotl1Radiol
Backhaul mode allows WDS interfaces to be configured on this
radio interface; WDS interfaces allow this router to form backhaul
wireless links with other DWR series routers.
Auto WDS Can be enabled or disabled; this setting only applies to (and is | Enabled for
only displayed in) backhaul mode. Dot11Radiol

2 A third mode, client, can be set by the CLI but is not supported by the WMI.
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Enabling auto WDS allows routers to use this radio for automatic
neighbor discovery and link establishment. Established links
become auto WDS interfaces for this radio interface. When auto
WDS is enabled on a radio, one cannot configure manual WDS
interfaces on the same radio (see next section on manual WDS
interface configuration)

Disabling auto WDS allows users to configure manual WDS on
this radio interface (see next section on manual WDS interface
configuration)

Maximum
Auto WDS

Set the maximum auto wds numbers that established under radio
interface. Can be 1-6; this setting only applies for backhaul mode
with auto WDS enabled.

Sets the maximum number of auto WDS neighbors that could be
established automatically on this radio interface.

Mesh ID

Selects the Mesh ID for this Radio, which determines which mesh
network this backhaul radio would participate in. All wireless
routers in a single backhaul network should use the same mesh
ID.

The Mesh IDs are defined in mesh profiles; you may configure
mesh profiles by clicking the “Configure Mesh Profile” link or via
the menu item “Network Settings” > “Mesh Profiles”

For detailed information about mesh profiles or mesh IDs, please
refer to the CLI Configuration Guide.

N/A

Administrative
Status

Can be up or down.
If down, this interface would be inactive (shutdown).

If up, this interface would be active, but it may not be physically
working unless its physical status is also up.

Up

Advanced Settings

Antenna Can be Smatrt, 1, or 2. For indoor models:
Smart
Smart: automatically choose one of the two antennas (default
setting). For outdoor models: 1
1: Always use antenna 1
2: Always use antenna 2
This parameter is usually set at deployment time and rarely needs
to change.
CTS Enable/disable CTS protection for handling of a mix of 802.11b | Disabled
Protection and g clients. For more information, refer to the CLI Configuration
Guide.
This parameter is usually set at deployment time and rarely needs
to change
MTU Maximum transmission unit; controls how layer-3 packets would | 1500

be fragmented when they are sent through this interface

Use with extreme caution.
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Unicast Rate | Can be Automatic or a specific rate. Automatic
for WDS Links
Automatic setting allows transmission rate of WDS interfaces to
be automatically determined.

Specific rate setting forces all WDS interfaces on this radio to use
the selected rate.

Saving Dot11Radio Configuration

To save the configuration after editing the above settings, click the “Save Settings” button. The browser
will return to the higher-level page after the configuration is successfully saved. To discard any changes
and return to the previous page, click the “Cancel Changes” button.

Configuring WDS Interfaces

Wireless Distribution System (WDS) is the fundamental technology used by DWR series to establish
backhaul wireless links with other mesh routers. Unlike physical interfaces, WDS is a logical, point-to-
point interface that may be dynamically created or deleted. WDS interfaces may also be automatically
discovered and established by the built-in software intelligence of the mesh router. The WDS interfaces
configured by the user are named “Manual WDS Interfaces” while WDS interfaces established
automatically are named “Auto WDS Interfaces”. For more background information on WDS interfaces,
please refer to the CLI Configuration Guide.

This chapter describes how manual WDS interfaces can be created, deleted, and configured using the
Web-based Management Interface.

Accessing WDS interface Configuration

Click “Interface”->"Dot11Radio”->"WDS” in the main menu to enter the WDS interface configuration
page, which contains the configuration information and state of WDS interfaces (see Figure 27)

Interface = Dot 1 Radio = WDS
WDS Interfaces

Add, configure, and delete 'WDS interfaces (backhaul links to other mesh routers),

Admin Physical

L mterface IP AddressMask Meighbor Type MTU Status Status
[ RadioOwds0 0.0.0.0i0 Mac Address 1500 Lip Diowin
[0 EadioOMyds1 10.1.1.213724 Mode 1D 1500 Up Dowen
[ Radiothds0 101012.2/24 Mode ID 1500 Up Dowen
[0 Radiolbitds1 1010.23.1724 Mode 1D 1500 Up Dowen

[ Add Mew YWDS Interface ] [ Delete Selected WDS Interface ]

Figure 27 WDS Interface Configuration Page

From this page, one may create a manual WDS interface, configure an existing manual WDS interface,
or delete a manual WDS interface.
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Note: The WDS Configuration page also lists the Auto WDS interfaces created by the router.
Because Auto WDS interfaces are automatically managed by the router’s RF Management feature,
users are not allowed to edit or delete Auto WDS interfaces. For more information about Auto WDS
and RF Management, please refer to the CLI Configuration Guide.

Creating a New Manual WDS Interface

To add a manual WDS interface, click the “Add New WDS Interface” button in the WDS Interface
Configuration Page. The Add WDS Interface page appears (see Figure 28 with the advanced settings
shown)

Interface = Dotl 1Radio = WD3S = Add Mew WDES Interface

Add New WDS Interface

Configure a new ¥WDS on a backhaul Radio interface. * reqguired

Interface Dot11Radio 0 » || WdsO « | =
IF Addressitask * Typesi. B.C. O
Administrative Status Up v =

Remote Neighbor Setting
(*) Remote Mode and Radio

Node 1D Value fram 1 to 8191
Radio ID 0
) Remaote MAC Address Type:hh:hh:hh:hhhhchh

[ Advanced Settings

Cancel Changes

This WDS already exists Please change interface configuration to add a new WHS.

Figure 28 Add Manual WDS Interface Page

Table 5 describes the new WDS interface settings in this page.

Table 5 New WDS Interface Configuration Fields

Setting | Explanation | Default
Basic Settings
Interface The name of the interface in the form Radio X MWds Y, where Dot11Radio0O

X represents the index of the Radio interface that will host this MWwWdsO
WDS interface and Y denotes the sub-index of the WDS
interface.

Each Dotl11Radio interface could support six WDS interfaces.

One may not use a WDS name that duplicates an existing WDS
interface, and the name may not be changed after creation.

IP Address/ The IP address and the length of the netmask for a WDS | N/A
Mask interface; typical mask lengths are 24 (mask 255.255.255.0), 16
(mask 255.255.0.0), and 8 (mask 255.0.0.0)
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Example: 10.5.6.2/24

This field is required.

Administrative Status Can be up or down. Up
If down, this interface would be inactive (shutdown).

If up, this interface would be active, but it may not be physically
working unless the physical status is also up.

Remote Node/Radio Information about the remote WDS interface in the logic link. | Node ID and
and Remote MAC May be specified with the combination of remote node id and | Radio ID
Address radio id, or with a single remote MAC address.

This field is required, please see Chapter 11

Remote Node The Radio interface index (0 or 1) and Node ID (1-8191) of the | Radio ID: 0
ID/Radio 1D remote neighbor
Remote MAC Address | The MAC Address of the remote neighbor N/A

Advanced Settings

MTU Maximum transmission unit; controls how layer-3 packets would | 1500
be fragmented when they are sent through this interface

This setting rarely needs to be changed and should be modified
with extreme caution.

QoS Class The QoS Class for which configuration would be applied to this | None
WDS interface.

QoS Classes are configured in a separate module that could be
accessed via the link “Configure QoS Classes” or via the menu
tree selection “Quality of Service”

For more information, please see Chapter 11

Notes:

» Because WDS is point-to-point, the interfaces at the two ends of a WDS link should have IP
addresses from the same subnet.

« To complete the addition of the new interface, click “Perform Changes”

» To discard the new interface, click “Cancel Changes”

« After configuration, the user is brought back to the page with the WDS Interfaces List.

Configuring an existing Manual WDS Interface

Click on the name of an existing WDS interface (for example WDS interface “RadioOMwds0Q”) in the
WDS Interface Configuration page (Figure 27) to change the WDS Interface configuration. The resulting
page is depicted in Figure 29. This page allows the viewing and editing of all WDS interfaces
configuration information described in the previous section except for the interface name.
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= Interface = Dotl 1 Radio = WDS = Configure WD'S Interface

Configure existing WOS interface settings,

Interface RadioOwiNds0
IP Address/Mask 1192.168.1.2/32] | Type:a.B.c.0M
Administrative Status Up ¥

Remote Heighbor Setting
() Remote Mode and Radio

Node ID [ |value from 1 to 8191
Radio ID
) Remote MAC Address |UUZDUZUUZUUZUDZUU |Type:hh:hh:hh:hh:hh:hh

(] Advanced Settings

L Ferform Changes ” Cancel Changes

Figure 29 Manual WDS Interface Configuration Page

Deleting Manual WDS Interfaces

To delete one or more WDS Interfaces, check the boxes beside their names and click the “Delete”
button. A confirmation dialog box would appear. Click “Yes” to confirm the delete, or click “No” to
cancel (see Figure 30)

= Interface = Doll 1Radio = WDS

D

Add, configure, and delete WDS interfaces (backhaud inks to other mesh routers),

Adimin Physical

L[] mtertace IP AddressMask Heighbor Type MU Status Status
RadioOMWds0 0.0.0.0/0 Mat Address 1500 Up Do
[] RadioOMywdzs 10.1.1. 21324 Mode 1D 1500 Up Down

g Yicrosoft Internet Ezxplorer | Down

Down

| Yas | | Ha | Le

Figure 30 Deleting Manual WDS Interface
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BSS Configuration

Configuring 802.11 Basic Service Set (BSS) allows DWR series routers to provide Access Point (AP)
for 802.11 compatible wireless clients. Each radio of DWR series routers, when configured for access
mode, may support up to 4 distinct BSSs, each with its own configuration profile. For more background
information on BSS, please refer to the CLI Configuration Guide.

Accessing BSS Configuration

Click “Interface” > “Dotl1Radio” > “BSS” listed in the main menu tree. The resulting page shows the
configuration and status of all BSSs on the router (see Figure 31).

Interface = Dot11Radio = BES

BSS List

&dd, configure, or delete BSSs (virtual APs),

Awuthentication
a Radio Used IP AddressMask Algorithm Status
O a Dot11Radial 0.0.0.000 Qpen Diawn
[ asdf Dot11Radiod 0.0.0.00m Cpen Diown
| AddNewBSS ||  Delete Selected BSS

Possible reasons for BSS being dow:
=the radio is not in access mode;* BSSs conflicts

Figure 31 BSS List Page

In this page, users could create a new BSS as well as configure or delete an existing BSS.

Creating a New BSS

To create a new BSS, click the “Add New BSS” button in the BSS list page. The “Add New BSS” page
appears (Figure 32)
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281D

Radio Used Dot11Radio 0 »

IP AddressiMask “Tme A B

Authentication Algorithm Open b

WEP key list Mo | Confiqure WEP Kev [igts

DHGP Configuration No LHF S?m“ i Conflgure DHCP Server Selings Configure
DHCF Ralay Sellings

[#] | Aubvanced Sattigs

Meaimiuarm Allcwed Clients 240 \ialue from 0 o 240

Broadcast 551D Enabled

Slabon Inactity Limi 300 Valuae fram 1 second bo E5535 eeconds
Station Inactity Policy Poll station and de-authenticate station if not respond »
Maximurm Rate Nane v,

MAC-Based Access Control Dizable MAC-Based Access Contral %

l

Perform Changes ” Cancel changes |

Figure 32 Add New BSS Page

Table 6 describes the BSS settings in this page.

Table 6 New BSS Configuration Fields

Setting Explanation | Default
Basic Settings

SSID The 802.11 SSID for this BSS, a string of up to 32 alphanumeric | N/A
characters.
Example: public
Each Radio can support up to 4 BSS

Radio Used The physical Radio interface that will host this BSS. Dotl11Radio0

IP Address/ The Static IP address and netmask for this BSS; typical mask | N/A

Mask lengths are 24 (mask 255.255.255.0), 16 (mask 255.255.0.0),

and 8 (mask 255.0.0.0)
Example: 192.168.20.1/24

If BSS uses DHCP server and access the IP address
automatically, DHCP server will allocate an IP address to this
BSS automatically without entering of BSS IP address/mask.

Currently there are maximum 4 BSS are supported to access IP
address automatically.

If BSS uses DHCP server and also uses manual address pool, it
will be OK that the BSS IP address/mask is within this network
address except the broadcasting address, For example:
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Address pool network address is 10.1.1.0/24.BSS IP address is
configured to 10.1.1.1/24-10.1.1.254/24.

Authentication “Open” or “Open wep” or “Shared-key” algorithm for | Open
Algorithm authenticating client associations
“Open” means no authentication needed, however a WEP key
list may still be used for data encryption
“Open wep” and "Shared-key” requires a WEP key and a default
WEP key list, to be exchanged during connection; WEP key list
needs to be configured under administrative status.
WEP Key List The WEP key List to be used with this BSS, or None if not using | None
a WEP Key.
The WEP key lists are configured in a separate module which
could be accessed through the link “Configure WEP Key Lists”
or the menu tree selection “Security” and “WEP Key Lists”; see
chapter 10, Security Configuration, for more information.
DWR series routers support at most 16 key lists. Each WEP Key
Lists consist of four WEP Keys
A WEP Key List is required to use “Shared-Key” authentication
Default WEP Specify which key in the WEP Key List is the default key. 1
Key
This setting is only applicable when a WEP Key List is selected.
DHCP The type of DHCP Configuration to be used with this BSS. No DHCP Service

Configuration

No DHCP Service: Do not provide any DHCP service on this
BSS.

DHCP Server: Run DHCP server on this BSS, allowing
associated clients to obtain IP addresses from an automatically-
allocated or manually-configured DHCP pool (see next setting).
DHCP server may be further configured in a separate module
that is accessed via the “Configure DHCP Server Settings” link
or the menu tree selection “Network Settings,” “DHCP,” “DHCP
Server. Please refer to Chapter 8 for more information.

DHCP Relay: Run DHCP relay on this BSS, allowing associated
clients to obtain IP addresses from an external DHCP server.
DHCP relay may be further configured in a separate module that
is accessed via the “Configure DHCP Relay Settings” link or the
menu tree selection “Network Settings,” “DHCP,” “DHCP Relay.
Please refer to Chapter 8 for more information.

DHCP Pool

An automatic or manually-configured DHCP Pool; please refer
to Chapter 8 for more information.

Using an automatic DHCP Pool overrides any static IP
configuration and manual DHCP Address pool.

Using a manual DHCP Pool overrides any static IP configuration
and the automatic DHCP Address pool.
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Advanced Settings

Maximum
Allowed Clients

The maximum number (0-240) of 802.11 stations or clients that
would be allowed to associate with this BSS at any one time.

240

Broadcast SSID

Whether to allow SSID of this BSS to be broadcasted to the air
periodically.

If enabled, clients will be able to discover the SSID of this BSS
through scanning.

If disabled, clients will not be able to discover the SSID and
must be pre-configured with the SSID to associate with this
BSS.

Enabled

The Maximum
Transmission
Rate

The maximum transmission rate when using rate control
algorism

802.11a:6,9,12,18,24,36,48,54Mbps
802.11b:1,2,5.5,11Mbps
802.119:1,2,5,5,6,9,11,12,18,24,36,48,54Mbps

For example: When using rate control, the default rate will be
adjusted between 6M and 54Mbps under A mode, if configured
the max-rate as 360, the rate control will be adjusted between
6M and 36Mbps

None

Station
Inactivity Limit

The maximum amount of time (1-65535 seconds) a station/
(client) is allowed to be inactive before the inactivity policy takes
effect.

300

Station
Inactivity Policy

The action taken when a particular station (client) becomes
inactive for a very long time (see Station Inactivity Limit)

Policy 0: Use poll frame to detect station's activity. Before
timeout expires, system will send a request control message
when there is no data transmission. If it doesn’t receive the reply
from the remote end, the router will remove this station entry.

Use election frame to detect the client activities. This strategy
detect without data transmission activity. Before the client
expired, the system will send a request control information, if no
client response received, it will remove the this client access.

Policy 1: When there is no data transmission of Client, the
system will delete this client directly from the client list

MAC
Authentication

Type

Determines how the BSS will use MAC addresses to
authenticate stations or clients

Do not use MAC authentication: allow all client access (default)
Allow only MACS in accept list: BSS will only allow the MAC
addresses specified in the accept list, the other MAC are all

denied.

Allow all MACs not in deny list: BSS will deny the MAC address
access specified in MAC list, but allows other MAC access.

Do not use MAC

address access

MAC Access
Control List

The MAC List to be used with Access Control.

The MAC Lists are configured in a separate module which could
be accessed through the link “Configure MAC Lists” or the menu
tree selection “Security” and “MAC Lists”; see chapter 10,
Security Configuration, for more information.

N/A
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MAC access control lists only applies to MAC authentication.

DWR series routers support up to eight MAC access control
lists, and each list can be configured with up to 256 MAC
addresses.

Configuring an existing BSS

To configure an existing BSS, click its SSID to enter the BSS configuration page. (Figure 33) This page
allows the viewing and modification of all settings for the existing BSS.

Interace = Dot 1 Radio » BEE » Configure 888

S50 asdl

Radio Used Dot 1 Radiod

IP AddressiMask 00000 neAR.C DM

Authentication Algorithm Open b

WEP Ky list Mone ¥ | Configure WEP icav Lists

DHCP Configuration Mo DHCP Servce ™| Confiqure DHCP Sener Setlings Configure

DHCE Ralay Satings
Eﬁdhr-uu.' ad Saltimgs
Maimiurm Allowed Clients 240

Walue from 0 1o 240
Broadcast 5310 Enabled
Blation Inacity Limi 300 walue from 1 second to B5535 saconds
Station Inactivity Policy Poll station and de-authenficate station if not respond »
Madmum Rate Mane bt
WAC Authentication Desable MAC-Based Access Contral | »

| Perform Changes || Cancel Changes |

Figure 33 Establishing BSS Configuration Page

All settings are the same as those in the “Add New BSS" page, except that the SSID and the radio used
settings cannot be changed.

Deleting a BSS

To delete the existing BSSs, check the boxes to be deleted beside each BSS and click the “Delete”
button. A dialog will appear to ask for confirmation; click “Yes” to confirm and “No” to Cancel.
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Network Setting

Configuring Routing

Routing is the fundamental service provided by all routers. It is responsible for deciding where data
should be sent and when it is received. There are two basic types of routing: static and dynamic. Static
routes are user-configured that do not change with the network topology. Dynamic routes are
automatically discovered by routing protocols according to the latest network topology. For more
information about routing, please consult the CLI Configuration Guide.

Routing Table Configuration

The Routing Table is the information database used by a mesh router to track the topology of the
network and to determine how each data packet would be forwarded. This chapter describes how
routing table may be viewed using the DWR series’ Web-based Management Interface and how static
routing is configured.

Accessing Routing Table Configuration

In the menu tree, select “Network Settings” > “Routing” > “Routing Table” to bring up the Routing Table
page. This page displays the current routing table in the DWR series routers and allows users to add or
delete static routing. (See Figure 34 for more details)

Metwork Settings = Routing = Routing Takle

Routing Table

Wiewr Systermn Routing Table and Configure Static Routes

Codes: k-kernel route, C-connected, S-static, H-host, D-DOWER, R - Roarming, d - DHCP, =-selected route, *-FIB route

[] Destination Mask Gatewaylmerface Hop Count Type
[J o000 0.0.0.0 §9.9.9.255 150 5
10.0.0.2 255.255.255.255 lo:2 Directly C=*
192168.00 2562552550 fast-ethernet 0 Directly C=*
Add Static Route ] [ Delete Static Route

Figure 34 Network Routing Table Page
Table 7 explains the various fields in the routing table.

Table 7 Routing Table Fields
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Column

Explanation

Destination

The destination network or host address.

Mask

The mask indicating the prefix for the destination; the destination and mask are used
together to determine whether a packet’s destination address matches a particular route

Gateway/
Interface

The gateway IP address or the router interface that this route points to. If an IP address is
shown, then packets matching this route would be forwarded to this address. If an
interface is shown, then packets matching this route would be forwarded using this
interface.

Hop Count

In general, this field shows the number of hops between the DWR series router and the
destination. However, the following special values may apply:

Direct: Indicates route is for a network to which the router is directly connected.

Self: Indicates a host route that points to the router itself. One may exist for each of the
active interfaces (logical or physical) in the router.

N/A: Indicates the hop count is either not available or not applicable for this type of route;
i.e., static routes configured without any hop count information.

Type

A three-character code that indicates the type of the route.

First character: K indicates a kernel route, C indicates a directly-connected route, S
indicates a static route, H indicates a host route, A indicates a route learned by the DDWR
protocol.

Second character: >’ indicates the selected route when there are other routes with the
same destination and mask.

Third character: ‘**' indicates that the route is active in the router kernel.

Adding a Static Route

To add a new Static Route, click the “Add Static Route” button beneath the routing table to bring up the
“Add Static Route” page (Figure 35)

metwork Settings = Routing = Bouting Table = Add Static Route

Add Static Route

Destination
Mask
Gateway

Distance Walue

Add a new static Route *reqguired

*TwpeA B GO
* Twped B.C.O
*TypeA B.C.D

1 *alue from 1 to 255

Ferfarm Changes ] [ Cancel Changes

Figure 35 Add Static Route Page

Table 8 describes the settings for a static routing entry.

Table 8 Static Route Entry Fields
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Setting Explanation Default

Destination The destination network or host address for this route. N/A

This field is required; when creating a default route, use 0.0.0.0

Mask The mask indicating the prefix for the destination; the destination and | N/A
mask are used together to determine whether a packet’'s destination
address matches a particular route

This field is required; when creating a default route, use 0.0.0.0

Gateway The gateway IP address that this route points to. N/A

Distance Value | A value that indicates the distance of the destination network from this | 1
router; can be used to differentiate the different routes to a same
network.

Value Range: 1-255

Deleting a Static Route

To delete an existing static route, check the boxes beside the routes to be deleted and click the “Delete”
button. A dialog box would appear and then ask for confirmation. Click “Yes” to confirm the delete, and
click “No” to cancel.

DDWR Configuration

The DWR series routers support dynamic routing. DDWR is an adaptive, distributed wireless routing
protocol specially designed for the wireless environment. DDWR reacts quickly to the rapid link
changes in a wireless network and converge quickly to form the most efficient routing paths while
avoiding routing loops. DDWR also uses very few computational and data communication resources.
The use of DDWR dynamic routing eliminates the burden of configuring a lot of static routing, and is the
recommended method to configure routing on the DWR series routers.

DDWR Configuration Page

Select “Network Settings” > “Routing” > “DDWR” from the left menu tree to open the DDWR
configuration page. The DDWR Configuration Page appears (Figure 36).

Metwork Settings = Routing = DOWE configuration

DDWR configuration

Enable DDWR protocol to ensure high-performance routing and data forwarding in a wireless mesh environrment.

DOWR Status Enabled »

[ Ferfarm Changes ]

Figure 36 DDWR Configuration Page

Currently, the only setting in the DDWR Configuration Page is to enable or disable DDWR. To change
this setting, simply choose the option and click the “Perform Changes” button. The resulting page
would inform the users if the configuration is successful (Figure 37)
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Retwork Settings = Routing = DOWE configuration

DDWR configuration

Enable DOWWER protocol to ensure high-performance routing and data forwarding in a wireless mesh environrment.,

DOWR Status Enabled

Ferfarm Changes

“ your changes have heen successfully performed.

Figure 37 DDWR Configuration Success Page

Configuring DHCP

Besides routing, DHCP and NAT are also fundamental network services provided by many network
devices, including DWR series Mesh Routers. This chapter describes how these basic services are
configured using the Web-based Management Interface (WMI). The following sections are included:

Configuring DHCP

DHCP (Dynamic Host Configuration Protocol) is an Internet standard that allows client devices with a
physical connection to a network to automatically obtain IP addresses from a DHCP server. DHCP
services can be provided through the configuration of DWR BSS interface or Ethernet interface.

There are two types of DHCP services provided by the DWR series routers: DHCP Server and DHCP
Relay. Using DHCP Server allows the DWR series routers to allocate IP addresses for connected
clients, while using DHCP Relay causes the DWR series routers to relay any DHCP client requests to
an external server that handles the IP address assignment.

For more information about DHCP service, please refer to the CLI Configuration Guide.

DHCP Server Configuration

Enter the DHCP Server configuration page, select “Network Settings” > “DHCP” > “DHCP Server” in the
left-side menu tree.
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Metwork Settings = DHCP = DHCP Server configuration

DHCP Server configuration

Max lease time

DS Addresses

DHCP Server Status

Default lease time

Configure common settings for DHCP Server,

Enabled

B6400 Value from 0 to 31536000 seconds (1
YEAN

86400 Value from 0 to 31536000 seconds (1
WEAN

126.126.126.126 Type:AB.C.OABCD,.

Ferfarm Changes

DHCP Pools

] Pool Hame

Domain Hame Metwork Gateway

Mo DHCP Fool configuration

| Add New Poal ||

Delete Selected Pool

Figure 38 DHCP Server Configuration Page

In this page, the DHCP server may be enabled or disabled and server parameters such as the default
lease time, max lease time, and DNS addresses can be configured.

Table 9 describes the settings for DHCP Server.

Table 9 DHCP Server Settings

Setting Explanation Default
DHCP Server Whether the DHCP server is to be enabled or disabled Enabled
Status
Default lease The amount of time (in seconds) allowed for an IP address | 86400s
time assignment (hereby referred to a lease) before it expires, if the client

did not request for a specific lease length, it will be the default value.
Value Range: 0-31536000s
Max lease time | The maximum amount of time (in seconds) allowed for a lease | 86400s
regardless of the client’s request
Value Range: 0-31536000s
DNS A comma-separated list of DNS server addresses that would be given | N/A
Addresses to clients along with the lease.

Example: 206.56.44.1,206.56.33.1

After making changes in the page, click the “Perform Changes” button to confirm the configuration. The
WMI would indicate to the user if the configuration is performed successfully (as in Figure 39)
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= Metwork Settings = DHCP = DHCP Server configuration

DHCP Server cnnfiﬂuratinn

Configure common settings for DHCP Server,

DHCP Server Status Enabled

Dataul lease fime 86400 | value from 0 o 31536000 seconds ¢
YEAN

W lease fime |554DD |Va|uefmml2|tn 31536000 seconds (1
WEAN

DNS Addresses 1126.125.126.126 Type:AB.CDABCD,..

Ferfarm Changes ]

“ yayr changes have heen successiully performed.

DHCP Pools
[] Pool Hame Domain Name Network Gateway
Mo DHCP Fool configuration
[ Add Mew Pool l ’ Delete Selected Pool

Figure 39 DHCP Server Configuration Success Page

Configuring DHCP Pools

For the proper operation of DHCP server, one or more DHCP pools must be defined. A DHCP pool
defines a set of network addresses from which the DHCP server may allocate IP addresses for clients.
It also includes other settings that control the behavior of the DHCP server for clients connected to
different subnets served by the router. Besides allowing users to manually configure DHCP pools, DWR
series mesh routers can also create DHCP pools automatically. Detailed information about the DHCP
pool can be found in the configuration guide.

The currently available DHCP pools are displayed beneath the DHCP Server Settings.
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= Metwork Settings = DHCP = DHCP Server configuration

DHCP Server cnnfiﬂuratinn

Configure common settings for DHCP Server,

DHCP Server Status Enabled

Default lease fime BE400 | value fror 0 to 31536000 seconds {1
YEAN
Max [ease tirne 156400 |Value from 0 to 31536000 seconds (1
WEAN
DN Addresses 1126.126.126.126 TypeABCDABCD, .
Ferfarm Changes ]
DHCP Pools
] Pool Hame Domain Hame Metwork Gateway
[ oo 2.2.2.0124 2.2.2.1

{automatically created for fast-eth

192 168.0.0/24 1892 168.0.1
ernet 1)

Add Mew Pool l ’ Delete Selected Pool

Figure 40 DHCP Pools List

The DHCP Pools list displays both automatic and manual pools on the router. It also allows users to
create new pools or delete existing pools.

Adding a new DHCP Pool

To add a new DHCP pool, click the “Add New Pool” button beneath the DHCP pools list. The “Add New
DHCP Pool” page appears:

In this page, user may configure network information that is passed to the clients in the DHCP lease
(e.g., Domain name, network, etc), create IP address ranges, and define fixed IP addresses for certain
clients by using their MAC addresses.
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Figure 41 Add New DHCP Pool Page

The network setting for a DHCP pool is described in Table 10.

Table 10 Network Settings for DHCP Pool

Setting Explanation Default
Pool Name An alphanumeric name for the pool to be created. This name must | N/A
start with a letter and cannot contain any spaces.
Example: pooll
This parameter is required and cannot be changed after the pool is
created.
Domain Name The network domain name that will be given to DHCP clients that will | N/A
use addresses from this DHCP pool.
Example: dwrnet.com
Network The network (with mask) from which the IP addresses in this DHCP | N/A
pool will be part of.
Example: 192.168.50.0/24
Gateway The gateway IP address that will be given to DHCP clients that will | N/A

use addresses from this DHCP pool.

Example: 192.168.50.1
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Defining IP Address Ranges

IP address ranges make up the available addresses in this DHCP pool. DHCP clients can only obtain
IP addresses from these ranges. IP address ranges are configured beneath the network settings of the
DHCP pool page.

To add a range, specify the begin IP Address and the end IP Address, then click add:

IP Address Ranges '

Begin IP Address End IFP Address
192.188.5.2 192.168.5.200
TypeABCD Type A B.CD

Figure 1 Adding a New IP Address Range

The IP Address range will be added to the list area. (Figure 42)
IP Adidress Ranges '
Begin IP Address End IP Address

TypeAB.C.D TypeAB.C.D
1921686 21192 168 .5.200

Figure 42 Adding a New IP Address Range Done

To remove an IP address range, select it and click “Delete.

Creating Fixed IP Address Assignments

In general, the DHCP protocol assigns unused addresses arbitrarily from each DHCP pool for each
client. This behavior allows the number of clients that could access the network to be greater than that
of the IP addresses, as long as these clients do not connect at the same time. It also, however, causes
the IP address obtained by the same client to vary from session to session. Sometimes, a network
administrator or client user may have the need to obtain the same IP address at all times. To satisfy this
requirement, user may specify a set of fixed IP Address assignments beneath the IP Address ranges.

Fixed IP assignments are allocated based on the MAC address of each client device. To create a fixed
assignment, specify the MAC Address and the desired IP address, then click Add.
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Fixed Assignmems

MAC Address IP Address
01:02:03:04:05:08 192.168.5.100)]
Type:hh:hh:hhchh:hhckhh TypeABCD

Figure 43 Adding a New Fixed IP Assignment

The fixed assignment will be added to the list area.

Fixed Assignments
MAC Address IP Address

|

Type:hh:hhchhchhchhchh TypeABCD

01:02:03:04:05:06/1592.165.5.100

Figure 44 After Adding a New Fixed IP Assignment

To remove a fixed assignment, select it and click “Delete.”

Confirming the new DHCP Pool Settings

After the various DHCP Pool settings are configured, click “Perform Changes” to confirm the creation of
a new pool, or click “Cancel Changes” to discard it. In either case, the user will be brought back to the
DHCP Pool list page.
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Configuring an existing DHCP Pool

To configure an existing DHCP Pool, click on its name in the DHCP Pool list. The “DHCP Pool
Configuration Page” appears (Figure 45). The settings in this page are the same as the “Add New
DHCP Pool Page,” except that the pool name cannot be changed.

= Metwork Settings = DHCP = DHCP Server = Edit Poal

Edit DHCP Server Pool

Edit the Pool pararmeters.

Fool Mame Qg

Dormain Marme |dwr.|:|:|m |

Netwark 222004 | Type:B.C.0M
Gatewvay |2.2.2.1 |Type:A.El.C.D

IP Address Ranges
Beqgin IP Address End IP Address

| | [Add)
Type:AB.CD Type:AB.C.D

222122212

Delete

Fixed Assignmems

MAC Address IF Address
|| | [Add]
Type:hh:hh:hhchh:hhchh TypeABCD
Delete
Ferfarm Changes ] [ Cancel Changes

Figure 45 DHCP Pool Configuration Page

Deleting an existing DHCP Pool

To delete an existing DHCP Pool, check the box beside it and click “Delete.” A confirmation dialog box
will appear; click “Ok” to confirm the delete and “Cancel” to cancel.

DHCP Relay Configuration

DHCP Relay is a service provided by DWR series mesh routers that allows client devices connecting to
the router to obtain IP Address from an external DHCP server. The mesh router relays both the DHCP
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request from the client to the DHCP server and the reply from the server to the client. For more
information about DHCP Relay, please refer to the CLI Configuration Guide.

Select “Network Settings” > “DHCP” > “DHCP Relay” in the left-side menu tree to open the DHCP
server configuration page. The “DHCP Relay configuration” page appears (Figure 46).

metwork Settings = DHCP = DHCP Relay configuration

DHCP Relay configuration

Configure CHCP Relay Settings.
DHCF Relay Status Disablad »

DHCP Server List TypeABCDABCD, .

Ferfarm Changes

Figure 46 DHCP Relay Configuration Page

In this page, the DHCP relay service may be enabled or disabled and the external DHCP Server list can
be configured.

Table 11 describes the settings for DHCP Relay.

Table 11 DHCP Relay Settings

Setting Explanation Default
DHCP Relay Whether the DHCP relay service is to be enabled or disabled Disabled
Status
DHCP Server A comma-separated list of external DHCP server IP addresses. N/A
List

Example: 206.56.44.1,206.56.33.1

After making changes in the page, click the “Perform Changes” button to confirm the configuration. The
WMI would indicate to the user if the configuration is performed successfully (as in Figure 47)

ketwork Settings = DHCP = DHCP Relay configuration

DHCP Relay configuration

Configure CHCP Relay Settings.

DHCF Relay Status Disablad »

DHCP Server List 206.56.44.1 206 86.33.1 | TypeA BC.DABCD, .

Ferfarm Changes

& ayr changes have heen successfully performed.

Figure 47 DHCP Relay Configuration Success Page

Configuring NAT
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NAT (Network Address Transform) is an Internet standard that allows a LAN to use a set of IP
addresses for internal communication and another set of addresses for external communication. The
portal DWR series routers at the boundary between the wireless mesh and the wired networks could
have NAT service enabled in order to achieve all the necessary IP address transform.

NAT Configuration Page

Select “Network Settings” > “NAT” in the left-side menu tree to enter the NAT configuration page. In this
page (Figure 48), the NAT service may be enabled or disabled and the outgoing Ethernet interface can
be selected.

Metwork Settings = MAT configuration

NAT configuration

Enable Metwork sddress Translation (MAT) to allow the dients and routers within the wireless mesh network to share a single,
external IP address.

MAT Status Dizabled

External Interfaces ClFastEthernet 0 [ FastEthernet 1

Ferfarm Changes ]

Figure 48 NAT Configuration Page
Table 12 describes the settings for NAT.

Table 12 NAT Settings

Setting Explanation Default

NAT Services | Whether the NAT service is to be enabled or disabled Enabled
External The out-going interfaces that the NAT service would be working | FastEthernet O
Interfaces on. More than one interface may be selected.

Only FastEthernet interfaces may be used as external
interfaces.

After the configuration is changed, click the “Confirm” button to save it. The router would indicate to the
user if the configuration is saved successfully as shown in Figure 49.
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= Mletwork Settings = RAT configuration

NAT cnnfiﬂuratinn

Enable Metwork Address Translation (MAT) to allow the clients and routers within the wireless mesh network to share a single,
external IP address.

MAT Status Disabled »

External Interfaces CJFastEthernet 0 [¥] FastEthernet 1

Ferfarm Changes ]

& ayr changes have heen successfully performed.

Figure 49 NAT Configuration Success Page

Configure Mesh Profile

Configure the Mesh ID in mesh profile. All wireless routers in a single backhaul network should use the
same mesh ID. User can configure mesh profiles by clicking the “Configure Mesh Profile” link to
configure the mesh profile.

MESH Profile Configuration

To enter MESH profiles configuration, choose menu bar‘Network Setting > MESH Profiles
Configuration”in the menu bar. Mesh Profile can be added or deleted in this page.

= =kletwark Settings = MESH FProfile

MESH Profile Lists
I EEEE——————————————————

Add, configure, or delete Profile lists,

LI Profile Name MESH ID
[] mesh1122 1122

[ Add MNew Profile ] [ Delete Selected Profile ]

Figure 50 Mesh Profile Configuration

Click “Add New Profile” to add a new mesh ID. Enter the profile names and mesh ID, then click
“perform Changes”. Note that the mesh ID number should be less than 32.
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= =kletwark Settings = MESH Profile = Add Mew Profile

Configure a new MESH profile. *required

Frofile Mame | | *

MESH ID | E

[ Fefarm Changes H Cancel Changes l

Figure 51 Add Mesh Profile

Delete MESH Profile

To delete Mesh Profile, it needs to select the profile names that want to delete, then click “delete
Selected Files”.

= =metwark Settings = MESH Profile

Add, configure, or delete Profile lists,

LI Profile Name MESH ID
mesh1122 1122

[ Add Mew Profile ] L Delete Selected Profile i

Figure 52 Delete Mesh Profile
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Configuring Services

This chapter describes how DWR series mesh router's advanced services such as recovery and
roaming are configured; the following sections are included:

e Auto Recovery

e Roaming Dtrix

Auto Recovery

The Auto Recovery service allows the mesh router to diagnose abnormal conditions during its operation
and to automatically recover from the problems. Enabling auto recovery maximizes the reliability and
availability of the mesh network.

For more information about Auto Recovery, please refer to the CLI Configuration Guide.

Configuring Auto Recovery

Select “Services” > “Auto Recovery” from the left-side menu tree to enter the “Auto Recovery”
configuration page. The resulting page is shown in Figure 53. It displays the status of the Auto
Recovery service and the Portal IP Address List used by the service.

Senices = Auto Recovery configuration

Auto Recovery configuration

Enable auto recovery to dllow autornatic problemn diagnosis and recovery.

Auto Recovery Status Enabled

Portal IP Address List (Optionalp
Partal IP Address Tyoe: ABCD

Fortal IP Address list
(Portal IP addresses in the
list can be deleted)

[ Ferfarm Changes ]

Figure 53 Auto Recovery Configuration Page

Table 13 describes the settings for Auto Recovery.

Table 13 Auto Recovery Settings

Setting Explanation Default
Auto Recovery | Whether the Auto Recovery service is to be enabled or disabled. N/A
Status

For maximum reliability and availability, it is highly recommended that
Auto Recovery be kept enabled.

Portal IP A list of IP Addresses for portal routers that this router would ping to | N/A
Address determine network connectivity; details below.

A list of portal IP addresses may be provided for the auto recovery service to check network
connectivity. When one or more such addresses cannot be reached, the auto recovery service may
take appropriate action, such as changing configuration and/or rebooting the router. For more
information about portal IP addresses, please refer to the CLI Configuration Guide.
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A new IP Address can be added to the portal IP Address List can be configured by specifying the
address and clicking Add, while an existing address may be deleted by selecting the address and
clicking Delete.

After the configuration is changed, click the “Perform Changes” button to activate the change. The
router would indicate to the user wether the configuration is saved successfully as shown in Figure 54.

= Senices = Auto Recovery canfiguration

Auto Recu\rem cunfiiuratiun

Enable auto recovery to allow autornatic problemn diagnosis and recovery.

Auto Recovery Status Enabled

Portal IP Address List (Optional)

Partal IP Address | |[Add | Type: amcD

192 168.1.1
Faortal IP Address list

(Portal IP addresses in the
izt can be deleted)

Delete

[ Ferfarm Changes ]

“ vour changes have heen successiully perfarmed!

Figure 54 Auto Recovery Configuration Success Page

Roaming Dtrix Service

The Dtrix roaming service allows clients to roam freely without interference within a BSS network
switching from a BSS to another BSS, and the IP address remains unchanged. To support client
roaming, Dtrix needs to be enabled on all DWR routers providing BSS services.

For more information about Dtrix, please refer to the CLI Configuration Guide.

Configuring Dtrix

Enter the “Dtrix” configuration page, select “Services” > “Dtrix Roaming” from the left-side menu tree.
The resulting page is shown in Figure 55.

= Services = Roaming Dirix configuration

Rnaminﬁ Dtrix cnnfiauratinn

Enable the roarming Otrix service to allow seamless and session-persistent roaming of wireless clients across the mesh netwiork,

Ditrix Status Disablad »

Gateway | Type:AB.CD

Perfarm Changes ]

Figure 55 Dtrix Roaming Configuration Page
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Similar to DDWR, Dtrix can be enabled or disabled by directly changing the “Dtrix Status” field. Select
the required status and click the “Perform Changes” button, the system will prompt if the configuration is
performed successfully as shown in Figure 56.

Services = Roaming Cirix confiauration

Roaming Dtrix configuration

Enable the roarming Dtrix service to allow seamless and session-persistent roaming of wireless clients across the mesh netwiork,
Drtrix Status Dizabled

Gateway TypeAB.C.D

Perfarm Changes

- your changes have heen successfully performed.

Figure 56 Dtrix Roaming Configuration Success Page

The following table summaries the Dtrix configuration:

Table 14 Dtrix Configuration

Configuration Explanation Default
Dtrix Status Dtrix service enabled or disabled Enabled
Gateways Configure the router IP address of Dtrix gateway N/A

Configuring MAC-IP Mapping
Beneath the Dtrix Roaming settings is the “Peer AP MAC-IP Mappings” table.

Peer AP MAC-IP Mappings
[] MAC Address IP Address Type

[] 12:34:56:78:98:79 ¥58.78.98.65 Manual

[ Add htanual Mapping ] [ Delete Manual Mapping ]

Figure 57 Peer AP MAC-IP Mappings Table

MAC-IP Mappings table records the mapping of MAC address of a BSS to an IP address in a roaming
domain (ESS). Accurate data in this list is required for proper roaming.

MAC-IP mapping can be automatically configured if DDWR is enabled, or through the user manual
configuration (senior). At the same time, manual configuration can coexist with the automatically
configured DDWR MAC-IP mapping table and complement each other, but when the same MAC-IP
configuration entries of BSSID exist in the same list, it will take the manual configured mapping relation
as the standard. Users, however, may only delete manually configured MAC-IP entries and not the
DDWR generated mapping entries.

Table 15 summarizes the information columns of the MAC-IP mapping table.

Table 15 MAC-IP Mapping Table Columns
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Setting Explanation

MAC Address BSSID of routers.
IP Address The corresponding IP Address of the peer AP.
Type Automatic or manual.

Automatic: The mapping entry is automatically made by DDWR.
Manual: The mapping entry is manually configured.

Adding a Manual MAC-IP Mapping

To add an MAC-IP address mapping manually, click the “Add Manual Mapping” button in the page to
bring up the “Add MAC-IP address mappings” page as shown in Figure 58.

Services = Roaming Dirix = Add Manual Mapping

Add new MAC-IP Mappings

Add entries to the MAC-IP mappings. *required

MAC Address * Typechh:hh:hhchichbchb

IP Address *TypeAB.C.D

MAC-IP Mappings

Ferfarm Changes ] [ Cancel Changes

Figure 58 Add New Manual MAC-IP Mappings Page

Specify the MAC and IP address of a BSS and click “Add” to add it to the list. Multiple addresses may
be added in this page. (Figure 59) Once finished, click “Perform Changes” adding the new entries to the
MAC-IP mappings table and return to the Dtrix Configuration page.
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= Services = Roaming Dirix = Add Manual Mapping

Add entries to the MAC-IP mappings. *required

MAC Address AD:B0:C0:D0-E0-FO | * Type:hin:hihichbchbhh

IP Address 192.168.22.1] | * TypeaB.0.0

MAC-IP Mappings  [aa BE:CC:DD:EE:FF/A192.168.11.1

Delate

[ Perform Changes ][ Cancel Changes

Figure 59 Adding Manual MAC-IP Mappings

Deleting a Manual MAC-IP Mapping

To delete a manually configured MAP-IP address mapping, check the boxes beside each entry to be
deleted, and click the “Delete” button. A confirmation dialog would appear. Click “Ok” to perform the
deletion, and click “Cancel” to cancel.

= Sendces = Roaming Dirk configuration

Enable the roaming Dirlx servce to alow seamiess and session-perdstent roaming of wirsless clients across the mesh network,
Hicrosoft Internet Explorer i)_(|

G4 D) Plesse confirn the delete of the salected meousd mapping

I B Yoz | [ Ho ]

Peer AP MAC-IP Mappings

[[] MAC Address IP Adlilress Tvpe
12:34:56:78:88:79 79.78.98.65 Manual

| Add Manual Mapping || Delete Manual Mapping |

Figure 60 Deleting Manual MAC-IP Mapping
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Security Configuration

DWR series mesh routers provide security features such as access control and encryption for both
backhaul and access connections. This chapter describes the security features that may be configured
by the Web-based Management Interface. For full information about security, including some features
that cannot be configured using the WMI, please refer to the CLI Configuration Guide.

The WMI supports Wired-Equivalent Privacy (WEP) and MAC-based security. WEP security use a list
of shared secret keys for access control and encryption, while MAC-based security use a list of MAC
addresses for access control only. Both security methods can be combined. Chapter 6, BSS
Configuration, has already mentioned these lists because they are part of BSS settings.

This chapter contains the following sections:

« WEP Security

0 WEP Key List Configuration

0 Selecting a WEP Key List for a BSS
« MAC-based Security

0 MAC List Configuration

0 Selecting a MAC List for a BSS

WEP Security

Wired-Equivalent Privacy (WEP) is a standard and popular method of securing access to wireless APs.
The WMI support WEP in its security configuration for BSSs.

WEP Key List Configuration

WEP security uses a list of secret keys for access control and encryption. The WEP Key Lists can be
configured by selecting “Security” > “WEP Key Lists” in the menu tree. Figure 61 shows the “WEP Key
Lists Configuration” page, which contains all configured WEP Key Lists. Each key list contains four
keys.

Security = WEP Key Lists

WEP Key Lists

Add, configure, or delete WEP key lists.

[ wep HKey List Name Key 1 Key 2 Key 3 Key 4
O 1 12345
[ wept abcde

| Add MewWEP Key List | | Delete Selected WEP Key List |

Figure 61 WEP Key Lists Configuration
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Adding a New WEP Key List

To add a WEP Key List, click the “Add New WEP Key List” button at the bottom of the page. The “Add
New WEP Key List” page appears:

Security = WEP key Lists = Add Mew WEP Key List

Add New WEP Key List

Configure a new WEP key list, ®required
Each WEP key must meet one of the folowing guidelines:
- Exactly 5, 13, or 16 alphanurnetic characters (Case sensitive)

-- Exactly 10, 26, or 32 characters using 0-9 and &-F (case insensitive)
-- & longer WEP key is more secure than a short one

WEF Key list Mame *
Key 1
ey 2
Key 3

ey 4

Ferfarm Changes ] [ Cancel Changes

Figure 62 Add New WEP Key List Page

The required information in this page is the WEP key list name and four WEP keys. The list name
should be alphanumeric, start with a letter, and contain no spaces. Each WEP key must meet one of
the following guidelines:

« Exactly 5, 13, or 16 alphanumeric characters (case sensitive)

« Exactly 10, 26, or 32 characters using 0-9 and A-F (case insensitive)

« Alonger WEP key is more secure than a short one

After specifying all needed settings, click “Perform Changes” at the bottom of the page to create the
new WEP Key List, or click “Cancel Changes” to cancel. In either case, the user will be brought back to
the WEP Key Lists page.

Configuring an existing WEP Key List

To configure an existing WEP Key List, click on its name in the WEP Key List configuration page. The
“Configure WEP Key List” page appears (Figure 63). The settings in this page are the same as the “Add
New WEP Key List” page, except that the list name cannot be changed.
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= Security = WEP key Lists = Configure WER Key List

_ _

Configure existing WEP key list,

Each WEP key must meet one of the folowing guidelines:
- Exactly 5, 13, or 16 alphanurneric characters (Case sensitive)
-- Exactly 10, 26, or 32 characters using 0-9 and &-F (case insensitive)
-- & longer WEP key is mmore secure than a short one

WER ey list Mame =T

ey 1 |a|:|cde |

Key 2 |ah|:|:|e |

Key 3 |ahcde |Iength:5

Key 4 |a|:n:de| |Iength:5
Ferfarm Changes ] [ Cancel Changes ]

Figure 63 Configure WEP Key List Page

Deleting a WEP Key List

To delete a WEP Key List, check the boxes beside each list to be deleted, and click the “Delete” button.
A confirmation dialog would appear. Click “Ok” to perform the deletion or click “Cancel” to cancel.

Security = WEP Kev Lisls

Ricrozoft Internet Exzplorer

A . e
Add, configur \:.:J Flease confirm the delete of the zelected wep key list.

[ WEP Kef . kev s
R RN e | T .o
F 1

wep] abcde abcde

| Add NewWEP KeyList | | Delete Selected WEP Key List |

Figure 64 Deleting a WEP Key List

Selecting a WEP Key List for a BSS

After the WEP Key Lists are configured, one must select a WEP Key List for each BSS that needs to
use WEP-based security. To do, open the BSS configuration page (Error! Reference source not
found.65) and specify the name of the WEP Key List and a default WEP Key.
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= Interface = Dotl 1 Radio = BSS = Configure BSS

cnnfiaure ESS

Configure existing BSS (virtual AP) settings.

SSID asdf
Radio LIsed Dot11Radiod
IP Address/Mask 0.0.0.010 Type:A.B.C.0M

Authentication Algarithm

YWEP Key list e WER Key Lists

Default WEP Key

DHCP Configuration Mo DHCF Service ™| canfigure DHCP Server Seffings Configure

DHCP Relay Settings

(] Advanced Settings

[ Ferfarm Changes H Cancel Changes

Figure 65 Selecting a WEP Key List for a BSS

MAC-based Security

MAC-based security is also a popular method of controlling access to wireless APs. DWR series
products support MAC-based access control in addition to WEP. Both mechanisms can be active at the
same time, and only clients that satisfy both security requirements would gain access to the BSS.

MAC List Configuration

MAC-based security uses a list of client MAC addresses for access control. The MAC List can be
configured by selecting “Security” > “MAC Lists” in the menu tree. Figure 66 shows the “MAC Lists
Configuration” page, which contains all configured MAC Lists.

= Security = MAC Lists

MAC Lists
I ——————————————

Add, configure, or delete MAC lists,

L] MAC List Name list size
[] mnhun 1
O] dlink 1

| AddNewMAC List | [ Delete Selected MAC List |

Figure 66 MAC Lists Configuration

Adding a New MAC List

To add a MAC List, click the “Add New MAC List” button at the bottom of the page. The “Add New MAC
List” page appears (Figure 67)
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= Security = MAC Lists = Add Mew MAC List

b

Configure a new MAC list, *required

MAC list Name | E

Add MAC address | H*"’\dti e

Mac Address list
(MAC addresses inthe list
can be deleted)

Delete

Fefarm Changes ] [ Cancel Changes

Figure 67 Add New MAC List Page

First, enter a name for the new MAC list. The name should be alphanumeric, start with a letter, and
contains no spaces.

To add an MAC address to the list, specify the MAC and click Add (Figure 68).

Addd MAC address 01-02:03:04-0506] | [Add] Type:hhehh:hhchhehichh

Mac Address list
(MAC addresses in the list
can be deleted)

Delete

Figure 68 Adding an MAC address to the MAC List

The MAC address will be added to the list area.

Add MAC address | I Typechh:hh:hh:hhchhchh

01:02:03:04:05:06

Mac Address list
(MAC addresses in the list
can be deleted)

Delete

Figure 69 After Adding an MAC address

To remove an address, select and click “Delete.”
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After specifying the name and the MAC addresses for the list, click “Perform Changes” at the bottom of
the page to create a new MAC list, or click “Cancel Changes” to cancel. In either case, the user will be
brought back to the MAC Lists page.

Configuring an existing MAC List

To configure an existing MAC List, click on its name in the MAC List configuration page. The
“Configure WEP Key List” page appears

(

= Security = MAC Lists = Configure MAC List

Gnnfiiure MAC List

Configure existing MaC list,

mAC list Mame dlink
Add MAC address | | BATE] Type:hbehiehh: ke hnebin

11:11:11:12:23:23
01:02:03:04:05:06

Mac Address list
(MAC addresses in the list
can be deleted)

Delete

[ Feform Changes ” Cancel Changes ]

Figure 70). The settings in this page are the same as the “Add New MAC List” page, except that the list
name cannot be changed.

= Security = MAC Lists = Configure MAC List

cnnfiaure MAC List

Configure existing MAC list,

MAC list Mame dlink
Add MAC address | | BA99 Type:ish:bhebh: e

111111 12:23:23
01:02:03:04:05:06

Mac Address list
(MAC addresses in the list
can be deleted)

Delete

[ Feform Changes H Cancel Changes

Figure 70 Configure MAC List Page

Deleting a MAC List

To delete a MAC list, check the box beside each list to be deleted, and click the “Delete” button. A
confirmation dialog would appear. Click “Ok” to perform the deletion or click “Cancel” to cancel.
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Secunty = MAC Lists

b

Add, configure, or delete MAC lists

Hicrozoft Internet Ezplorer

(] mAc List Name
rantin

\:,:) Flease confirm the delete of the zelected mac list.

| AddNewMACList ||  Delete Selected MAC List |

Figure 71 Deleting a MAC List

Selecting a MAC List for a BSS

After the MAC Lists are configured, one must select a MAC List for each BSS that needs to use MAC-
based security. To perform this function, open the BSS configuration page and select “Advanced
Settings” (Error! Reference source not found.72). In this page, specify the method of MAC-based
access control and the name of the MAC List.

= |nterface = Dot1 1R adio = BSS = Configure BSS
b

Configure existing BSS (virtual AP) settings.

551D asdf
Radio Used Dot11Radiol

IP AddresaMazk 00000 | Type:a.B.c DM

Authentication Algorithrn

WEP Key list None v | Confiaurs WEP Key Lists

DHCF Configuration | No DHCP Senice v|wm

CDHCFE Relay Settings

Advanced Settings

Maximum Allowed Clients |240 |Va|ue frarm 0 to 240

Broadcast S5ID

Station Inactivity Limit |3EIEI |va|ue from 1 second to 5535 seconds
Station Inactivity Policy | Fall station and de-authenticate station if not respond V|
Maximurn Rate | Mone V[

MAC Authentication Allow only MACs in the selected list  #

MAC list ink ™| Configure MAC lists

Ferfarm Changes H Cancel Changes ]

Figure 72 Selecting a MAC List for a BSS
There are two methods of using the MAC list:
« Allow only MACs in the selected list: this method would allow clients with MAC addresses that

have been specified in the selected MAC list, while denying all other clients; i.e., use the MAC-
list as an “accept list.”
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» Allow all MACs that are not in the selected list: this method would allow all clients except those
that have been specified in the selected MAC list; i.e., use the MAC list as a “deny list”

DWR Series Web-Based Configuration Guide 63



QoS Configuration

Quality of Service (QoS) is the advanced data traffic engineering and bandwidth control feature
provided by DWR series mesh routers. This chapter describes how QoS can be configured using the
Web-based Management Interface. For full information on QoS, please refer to the CLI Configuration
Guide.

This chapter contains the following sections:
« QoS Configuration

» QoS Classes Configuration
« The Assaciation of QoS Class and WDS

Configuring QoS

To enter the “QoS” configuration page, select “Quality of Service” from the left-side menu tree. The
resulting page is shown in Figure 73

= Cuality of Service

QoS confiiuratinn

Enable QoS to control o limit the bandwidth of each WDS linlk,

QoS Status Disabled »

[ Perfarm Changes ]

Figure 73 QoS Configuration Page

Similar to DDWR, QoS can be enabled or disabled by directly changing the “QoS Status” field. Select
the required status and click the “Perform Changes” button, the system will prompt if the configuration is
performed successfully as shown in Figure 74.

= Gality of Service

QoS cnnfiiuratinn

Enable QoS to contral or limit the bandwidth of each WDS link.

Q0s Status

[ Perfarm Changes

“ vour changes have heen successiully performed.

Figure 74 QoS Configuration Success Page

Configuring QoS Classes

A list of QoS Classes are also defined in the router (see Figure 75).
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= Gality of Service

QoS cunfiﬁuratiun

Enable QoS to control or limit the bandwidth of each WDS link,
QoS Status Disablad »

[ Perfarm Changes ]

QoS Class list
[] Class Name Maximum Bandwidth Minimum Bandwitdth
DEFAULT 300 a0
O low 100 20
| Add QoS Class ||  Delete QoS Class |

Figure 75 QoS Class List
Each QoS class describes a particular type of network traffic through the definition of the minimum and

the maximum bandwidth. QoS class is the network default configuration, once it enabled, it can active
automatically.

Adding a QoS Class

To add a QoS class, click the “Add QoS Class” button at the bottom of the list. The “Add new Class for
Qo0S” page appears:

= Quality of Service = Add Mew Class
Add new Class for QoS

Configure a nesy Q0S5 class for traffic control, *required

Clags Mame | | o

Maximum Bandwidth |3E|E| | *alue from 1 ta 500 (in units of 1 00kbps)

Minimurm Bandwidth |50 | *Value frorm 1 to 200 (in units of 100Kbps)
Ferfarm Changes ] [ Cancel Changes ]

Figure 76 Add New QoS Class Page
The allowed maximum QoS class of DWR is 16.

Table 16 summarizes the QoS class settings.

Table 16 QoS Class Settings

Setting Explanation Default

Class Name An alphanumeric name for the class; must start with a letter and not | N/A
contain any spaces.

This parameter cannot be changed after the QoS class is created.

Maximum The maximum bandwidth a traffic flow of the current class would be | 300 (30Mbps)
Bandwidth allowed to consume; entered in units of 100Kbps and the value may
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range from 1 to 200 (100Kbps to 50Mbps)

Minimum The minimum bandwidth a traffic flow of the current class will be | 50 (5Mbps)
Bandwidth allocated during congestion; entered in units of 100Kbps and the
value may range from 1 to 500 (100Kbps to 50Mbps)

Deleting a QoS Class

To delete a QoS class, check the boxes beside each entry to be deleted, and click the “Delete” button.
A confirmation dialog would appear. (Figure 77) Click “Ok” to perform the deletion, and click “Cancel” to
cancel.

» Gualiy of Senice

Enable Qo5 to control or imit the ba -
Nicroszoft Internet Explorer
Qof Status _ D
“:Ir) Please confirm the delata of the selected Clazs.
| Perform Changes
| Tas || Ho |
0oS Class list
] Class Name Batimum Bandwidih - Minimwm Bandwidth
PEFAULT 300 A
low 100 20
| AddQoSClass || Delete QoS Class |

Figure 77 Deleting QoS Class

The Association of QoS Class and WDS

When QoS class configured, it takes effect after the association with WDS. One QoS class can
associate with several WDS.
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SNMP Configuration

DWR series mesh routers all provide remote management through the popular Simple Network
Management Protocol (SNMP). Using SNMP, network management products can read/write
configuration and store data on the mesh routers. For more information on SNMP, please refer to the
CLI Configuration Guide.

This chapter describes how SNMP service can be configured using the web-based management
interface. It includes the following sections:

« Configuring SNMP Communities
« Configuring SNMP Trap Receivers
« Configuring SNMPv3 User Accounts

SNMP Communities

SNMP Communities is the basic authentication scheme used by SNMP v1 and v2. Each mesh router
may have one or more community strings defined; each string can have an access-mode of read-only
or read-write. When the router receives an SNMP command (which is usually a read or a write), it
allows the operation if it matches a known community string with a matching access-mode.

For more information about SNMP Communities, please refer to the CLI Configuration Guide.

Configuring SNMP Communities

Select “SNMP” > “Communities” from the left-side menu tree to enter “SNMP Communities”
configuration page. The result is shown in Figure 78. It displays all of the configured communities and
their access-modes in a table.

ShMP = SHMP Community

SNMP Communities

Configure SMMP w1 and »2 cornrunities for controling access to the Management hformation Base (MIB) on the SMMP Agent.

[ community Name Access Mode
[J public Read Only
[] private Read VWrite

[ Add Community ] [ Delete Community

Figure 78 SNMP Communities Configuration Page

Adding a New Community

To add a community, click the “Add Community” button at the bottom of the table. The “Add New
Community” page appears:
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= SKMP = SMMP Community = Add Commuonity

Add New Cnmmunili

Configure a new community, required

Community Mame | | *
Access mode Read-only |+
Ferfarm Changes ] [ Cancel Changes ]

Figure 79 Add New Community Page

After specifying the community name (which must be an alphanumeric string that starts with a letter and
has no spaces) and access mode in this page, add the community by clicking “Perform Changes” or
cancel by clicking “Cancel Changes.” In either case, the user will be brought back to the community list
page.

Deleting a Community

To delete a Community, check the boxes to be deleted beside each entry, and click the “Delete” button.
A confirmation dialog would appear. Click “Ok” to perform the deletion or click “Cancel” to cancel.

SMMP = SMNMP Communihy

m-ﬂ&mwm A

I-_I_lrlfiu:;l e SMMP w1 and v2 comnimiL

J o the SNMP Anent,

Hicrosoft Internet Explorer

] Comntmmnity Hame
[] public
e — prm— ' - ]

I Add Community ” Celete Comrmunity ]

Figure 80 Deleting a Community

SNMP Trap Receivers

SNMP Trap Receivers are external hosts that receive the SNMP trap message sent by the DWR series
mesh router. These receivers are generally Network Management Systems. Currently, only SNMPv1
trap messages are supported. Each mesh router may configure several receivers, each using a
different trap community.

For more information about SNMP Trap Receivers, please refer to the CLI Configuration Guide.

Configuring SNMP Trap Receivers

Select “SNMP” > “Trap Receivers” from the left-side menu tree to open the “SNMP Trap Receivers”
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configuration page. The result is shown in Figure 81. It displays all of the configured receivers with
their ports and communities in a table.

= SkMF = Trap Receivers

SNMP TI’iE Receivers

add or delete receivers of SHMP traps

[] Receiver Host Receiver Port Trap Community
[ 192.168.11 162 il g
[] 1932168.2.2 162 gt

[ Add Trap Receiver l [ Delete Selected Receiver ]

Figure 81 SNMP Trap Receivers Configuration Page

Adding a New Receiver

To add a receiver, click the “Add Trap Receiver” button at the bottom of the table. The “Add New Trap
Receiver” page appears:

= ShMP = Trap Receivers = Add Trap Receiver

Add New TriE Receiver

Configure a new trap receiver, * required

Feceiver Host | | *TypeAB.C.D
Receiver port |1E2 | *alue from 1 10 65535
Trap Community | | w

Ferfarm Changes ] [ Cancel Changes ]

Figure 82 Add New Trap Receiver Page

Table 17 summarizes the settings for an SNMP Trap Receiver.

Table 17 SNMP Trap Receiver Settings

Setting Explanation Default

Receiver Host | The IP Address for the trap receiver. N/A

Example: 192.168.1.1

Receiver Port The port number at which the trap receiver would receive the trap | 162

messages.
Trap The community string for the trap messages sent to this receiver. The | N/A
Community community must be alphanumeric, starting with a letter, and contain no
spaces.

Example: routertrap
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After specifying the trap receiver settings in this page, add the receiver by clicking “Perform Changes”
or cancel by clicking “Cancel Changes.” In either case, the user will be brought back to the trap
receiver list page.

Deleting a Trap Receiver

To delete a trap receiver, check the boxes beside each receiver to be deleted, and click the “Delete”
button. A confirmation dialog would appear. Click “Ok” to perform the deletion or click “Cancel” to
cancel.

SMMP = Trap Receivers
Add of delete receners of SNME

Hicrosoft Internet Explorer

[] Recebver Host
[] 192.168.1.1 :%) Fleaze confirm the delete of the zelected Trap receivers.

I Add Trap Recemwer ] | Delete Selected Recemver |

Figure 83 Deleting a Trap Receiver

SNMP v3 Users

SNMPv3 introduced the concept of user accounts along with strong encryption and authentication
methods. DWR series mesh routers support SNMPv3 and allows the configuration of multiple SNMPv3
users, each with different access rights as well as authentication and encryption methods.

For more information about SNMPv3 users, please refer to the CLI Configuration Guide.

Configuring SNMPv3 Users

Choose “SNMP” > “V3 Users” from the left-side menu tree to open the “SNMPv3 Users” configuration
page. The page is shown in Figure 84. It displays all of the configured v3 users and their information.

= ShMP = SHMP w3 users

SNMP w3 users
I EE———————————————————

Add or delete SHMPY3 users

[J user Name Access Mode  User Type Auth Password Priv Password
[] read Read-only HoAuthMoPriv 12345678 1234456748

[ write Read-only MoAuthMoPriv - abodefghi ahcdefghi

| Add SNMP 3 User || Delete Selected User

Figure 84 SNMPv3 Users Configuration Page

DWR Series Web-Based Configuration Guide 70



Adding a New v3 User

To add a receiver, click the “Add SNMPv3 User” button at the bottom of the table. The “Add New
SNMPv3 User” page appears (Figure 85)

SHMP = SHMP W3 duser = Add SHMP w3 User

Add a new SNMP v3 User

Configure a nesy SHMP w3 Liser * required

Uzer Mame *

Access Mode Read-only |+

Lser Type MoluthMoPriv »

Auth Password * string length:8-16

Priv Password * giring length:8-16
Ferfarm Changes ] [ Cancel Changes

Figure 85 Add New Trap Receiver Page
Table 18 summarizes the settings for a SNMPv3 user

Table 18 SNMPv3 User Settings

Setting Explanation Default

User Name The SNMPv3 User Name; must be an alphanumeric string, start with | N/A
a letter, and contain no spaces.

Example: read123

Access Mode Can be Read-only or Read-write Read-only

Read-only: the user may retrieve information from the router MIB, but
not change it

Read-write: the user may both retrieve and change information in the
router MIB.

User Type The authentication and encryption methods used by this v3 user; can | NoAuthNoPriv
be NoAuthNoPriv, AuthNoPriv, or AuthPriv.

NoAuthNoPriv: No secure authentication or encryption
AuthNoPriv: Use secure authentication, but do not use encryption.
AuthPriv: Use both secure authentication and encryption

Auth Password | The authentication password used for AuthNoPriv and AuthPriv | N/A
users. Must be an alphanumeric string between 8 and 16 characters
long.

Example: ala2a3ad4a5

Priv Password The encryption password used for AuthPriv users. Must be an | N/A
alphanumeric string between 8 and 16 characters long.

Example: ala2a3a4a5
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After specifying the v3 user settings in this page, add the user by clicking “Perform Changes” or cancel
by clicking “Cancel Changes.” In either case, the SNMPv3 user configuration page will be displayed.

Deleting an SNMPv3 User

To delete a SNMPv3 User, check the boxes to be deleted beside each user, and click the “Delete”
button. A confirmation dialog would appear. Click “Ok” to perform the deletion or click “Cancel” to
cancel.

» SMMP = SNMP v3 users

SNMP v3 users

Add or delete SNMPY3 Lsers

Hicrosoft Internet Explorer

] User Hame Accs
[] read read & ? j Fleass confirm the delete of the selected SHUFv3 user.
[#] write Rea [ Tex 111 Ho ]

[ Add SNMP +3 Llser ] l Delete Selected Usar ]

Figure 86 Deleting a SNMPv3 User
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Other Maintenance

This chapter describes other maintenance tasks that do not involve changing configuration on the
router, such as saving configuration, rebooting the router, and upgrading the router. It includes the
following sections:

« Saving Configuration
« Rebooting
« Upgrading Router Images

Saving Configuration

Configuration changes such as the ones described in the earlier chapters only affect the “running
configuration;” i.e., they only take effect while the router is running, and will be lost once the router is
powered off or rebooted. To make configuration changes persistent (i.e. store them in the “startup
configuration3”), one can use the “Save” button located beneath the menu tree of the Web-based
Management Interface.

& Save

E: Save s Reboot

Figure 87 The Save Function

To save the current running configuration, click on “Save.” A dialog box appears to ask for confirmation.
Select “OK” to save, or select “Cancel” to cancel.

Nicrosoft Internet Ezplorer

\___?/ Saving your changes will make them persistent at each router reboot. Flease confirm.

™ — ] — J

Figure 88 Saving Configuration

% For more information about running configuration and startup configuration, see the Configuration Guide.
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If confirmed and the save is successful, the following page is displayed:

_J/Save Informations

@

Congratulations, yvour changes have been saved successiully.

[ Back to home page ]

Rebooting the Router

Some configuration changes (such as the Node ID) do not take effect until it is saved to the startup
configuration and the router is rebooted. To reboot the router, click on “Reboot” next to the “Save”
located beneath the menu tree of the Web-based Management Interface (Figure 89) A dialog box
appears to ask for confirmation. Select “OK” to reboot the router immediately, or select “Cancel” to
cancel.

Nicrosoft Intermet Exzplorer §|

\:‘E’/ Pleaze confirm the router reboot.

[ Yes | [ He ]

Figure 89 Reboot the Router

If confirmed, the router will reboot.

Upgrading the Router Image

DWR series mesh routers can be easily upgraded by downloading an updated software image file and
upgrading a router’s on-board software with it. To upgrade the router, click on the menu tree item
“Software Upgrade” to open the “Software Image Upgrade” page.

In this page, the user may select the method of downloading the software image file, the location of the
image file, and initiate the upgrade. The WMI supports two methods of downloading the software image
file, URL and FTP. Figure 90 shows the software image upgrade page with the “Download from URL”
method selected, while Figure 91 shows it with the “Download from FTP Server” method.
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Figure 90 Software Image Upgrade using URL
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Figure 91 Software Image Upgrade using an FTP server

Table 19 summarizes the settings in the software image upgrade page.

Table 19 Software Image Upgrade Settings

Setting Explanation Default
Select image to be | Choose which image to be upgraded. Running
upgrade Running: the image that is currently loaded and running

Inactive: the image that is not currently loaded and running
Select boot image Choose which image to be run after rebooting Running
Required Setting for the “Download from URL” method
Image URL The URL of the image file. N/A

Example: http://192.168.1.1/imagefile/image.bin

This option is only applicable to, and only appears for, the
“Download from URL” upgrade method. It is highly recommended
that an IP address to be used in the URL.
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Required Settings for the “Download from FTP Server” method

FTP Server IP The IP address of the FTP server holding the image file N/A
Example; 192.168.1.1

Image File Name The full FTP server path to the image file. N/A
Example: /imagefile/image.bin

FTP User Name The user name for logging into the FTP server. N/A
Example: anonymous

FTP Password The password for logging into the FTP server. N/A

Example: admin@dwrnet.com

After specifying the upgrade method and the download settings, click “Upgrade” to download the image
file and upgrade the router. During the upgrade, the message “upgrading, please wait!” appears and the
WMI is temporarily disabled (Figure 92).

Software Image Upgrade

upgrading, please wait!

Figure 92 Software Image Upgrade In Progress

The upgrade process can last several minutes. After the upgrading is successfully completed, the page

in Figure 93 is displayed. The router must then be rebooted to run the new image.

NOTE: It is highly recommended that the running configuration be saved before rebooting the router, otherwise
any unsaved configuration changes made since the last boot would be lost.

DWR Series Web-Based Configuration Guide

76




= Software Image Upgrade

Upgrade to the latest software image version to ensure maximum performance. Treguired

Selectimage to be
upgraded

Select bootimage

Select upgrade method

Download from URL

The Image URL

{Dn\mlnad from URL v

hittp:if -
Type:http1192.168.1.1fimagesimage.bin

4 Congratulations, You have upagraded successfully!
Please reboot to run the new image!

Figure 93 Software Image Upgrade Successful
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