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(133 D-Link Firewall Installation Wizard (DFL-160) - (o]
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D-Link DFL-160 Firewall

Welcome

Welcome to the D-Link DFL-160 Installation Wizard.
This wizard will guide you through setup of your
D-Link firewall.

; Manual | Adobe Reader Support | Troubleshooting| About

DFL-160 Firewall

Device
Setup Connect the power adapter

Plug the power adapter........ \Wait 90 seconds, then check to
rmake sure that the Power and
Status LEDs are lit solid green.

Aanual | Adobe Reader | Support | Troubleshooting| About
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Device

718
¥pc

Connect your PC's network port
to one of the LAN ports
on the DFL-160.

DFL-160 Firewall

Setup Connect the LAN Ethernet cable

Ensure that the LAN LED on the
front of your DFL-160 are lit solid
green.

Device

internet“?

Connect your Internet cable or
network device to the \WaM port
of the DFL-160.

Support | Trou

DFL-160 Firewall

Setup Connect the WAN Ethernet cable

Ensure that the WAN LED on the
front of your DFL-160 are lit solid
green.




Device
Setup

[1] D-Link Firewall Instalation Wizard (DFL-160) 8 © | oo | =

DFL-160 Firewall

Configure your PC for Dynamic IP

Your PC is currently using Static IP mode,

Local Area

IP address: 10.90.90.89
Subnet mask: 255.255.255.0
Default Gateway: 192.168.0.253

We will need to use Dynarnic IP mode to install the DFL-160,
Dynamic I[P mode allows your PC ta get an IP address from the DFL-160.

Click Next to configure your PC to use Dynamic IP.

Device
Setup

DFL-160 Firewall

O We could not find your firewall.

Please make sure that:

n Manual| Adobe r Support | Troubleshooting| About

_..your cables are connected securely I

...the power and link LEDs are lit on your firewall

_..your PC is connected to a LAN port on your firewall, and not the WAN port

_..your PC is directly connected to a LAN port on your firewall, and not through
a switch or router connected to the firewall

...you are not using a crossover cable to connect your PC to the firewall

260 S0Q®@

--If you still have problems connecting, try resetting your firewall by pressing
the firewall's reset button with an unfolded paperclip for 10-15 seconds while
powering the unit on, then walting for a few minutes to allow the firewall to
reboot

Click Retry to try again, or click Exit to close the wizard.

|
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Device
Setup
2(:omplete

DFL-160 Firewall

Setup is complete!

Your DFL-160 Firewall has been successfully set up,and is ready to use,
IP Address: 192.168.10.1
Firmware Version: 2.25.01

Click Next to continue.

Device
Setup
2Complete

DFL-160 Firewall

Finished - your firewall is now up and running

If you want to log in to the DFL-160 right now, just click on the Device Login
button.

When responding to an https:/f request, the NetDefend0S sends a self-signed l
certificate which will not be initially recognized by your web browser, The browser
will need to be set up to accept the firewall’s certificate for this session and for
future sessions.

Different browsers handle this in slightly different ways. For example, Internet
Explorer will display the following error message:

@ There is @ problem with this website's security certificate.

To continue, you will need to accept the certificate by clicking on the link at the
bottom of the browser window, which looks like this:

@ Continue to this website (not recommended).

Device Login m i

w Manual | Adobe Reader Support | Troubleshooting| About




PLEASE ENTER YOUR USERNAME AND PASSWORD

[admin |

Password: [sseee |

Language:  English

Done € Internet | Protected Mode: Off ®100% ~

SYSTEM FIREWALL ToOoLS STATUS MAINTENANCE
Helpful Hints
MANAGEMENT SETTINGS

WAN LAN DMZ

. Allow HTTP access to the web user interface. HTTP is unencrypted and
Wt O o passwords are sent in dear text.

: Allow HTTPS access to the web user interface. HTTPS is an encrypted and
HTTRS: [ o secure protocol.

AND TIME Ping: =] Allows the firewal to respond to ICMP ECHO requests on the specified interface
B . (s)-

ADMINISTRATOR SETTINGS

Admin Login Name:

ETTI!

Password:

Confirm Password:

[C] Enable Audttor Account:
Audit Login Name:

led if
MP Ping
Password:

Confirm Password:

MANAGEMENT PORTS

HTTP Port:

HTTPS Port:

iI

Copyright D-Link 2009
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Firmware Version:

GENERAL

Configure the connection type used for accessing the Internet.

Internet Connection Type:

DHCP SETUP
‘When using DHCP, the device wil a

MTU: Snoulg normally not be changed

STATIC CONNECTION

Static WAN interface configuration is most commonly used in dedicated-ine Internet connections.

P

Network:

Default Gateway:

Primary DNS Server:

Secondary DNS Server:

MTU: Should normally not be changed

PPPOE CONNECTION

PPP over Ethemet connections are used in many DSL and cable modem networks. Intemet connection
settings are assigned automatically after authentication.

Password:

Confirm Password:

Service Name: Some ISPs require 3 service name
@ Internet | Protected Mode: Off % -

t Explorer provided by D-Link Australia_

]_ i M v @ v [ Page v £} Tooks = @

SYSTEM FIREWALL TOOLS STATUS MAINTENANCE
ts

Helpful
‘Changes in the configuration have not been saved. wnrlies

Save and Activate Discard Changes

Configure the connection type used for accessing the Internet.

DATE AND TIME
Internet Connection Type: S

DHCP SETUP

‘When using DHCP, the device will automatically try to retreive the WAN settings from your ISP.

MTU: Should normally not be changed

STATIC CONNECTION

Static WAN interface configuration is most commonly used in dedicated-line Internet connections.
P: 152.168.03

Hetwork:

Default Gateway:

Primary DNS Server:

Sarandars NS Sanvar:

€ Intemet | Protected Mode: Off #100% v




D-Link Firewall 2.25.01 -

t Explorer provided by D-Link Australia

‘Changes in the configuration have not been saved.

Save and Activate Discard Changes
VIEW CONFIGURATION CHANGES

The following 1 object(s) have been modified:

Configuration object Type Status
[SystemSimpifedInternstConnacton ‘Internet Connection Modified

Copyright D-Link 2009

€ Intemet | Protected Mode: Off ®100% ~

D-Link Firewall 2.25.01 -

Done

et Explorer pravided by D-Link Australia
% % |0

3 v o= v [2hPage v () Tools = &, |

admin - 1

SAVE AND ACTIVATE

Are YOU sure you want to save the configuration?

An administrator needs to log in within 30 seconds to verify the new configuration. Otherwise the unit will assume that you accidentally
locked yourself out, and revert to its previous configuration.

Copyright D-Link 2009

€ Intemnet | Protected Mode: Off £,100% ~

D-Link Firewall 2.25.01 -

Firmware Ve

R AUTHENT

Done

ATION

Saving configuration, please watt.
The changes have been saved, and the unit is now activating the new configuration.

You must reconnect to it within 30 seconds for the canfiguration changes to be finalized. If this fais, the unit will revert to its previous
configuration.

This page will automaticaly refresh in 16 seconds in an attempt to do this automatically.

If the automatic refresh fails, you can:

* Reconnect to the unit manually.
» Work out where to connect by yourself (necessary if interface IP address has changed)

Copyright D-Link 2009
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=3l Google

COMMIT CHANGES
Configuration successfully activated and committed.

Avtempting to use new configuration data...
License file successfully loaded.

Configuration done

Configuration (v2) verified for bi-directicnal commnication

ht D-Link 2009

Done € Intemet | Protected Mode: Off #100% v
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LAN INTERFACE SETTINGS

Use this section to configure the LAN network settings of your firewal. The P address that is configured
here is the IP address that you use for accessing the web-based management interface. I you change the
address settings, you may need to re-adjust your PC's network settings again to access the network.

Interface IP Address:
e

Enable DNS Relay: Relay DNS queries sent to the LAN interface IP.

MODE

Configure the operating mode for this intarface.

Network Address Translation should be enabled, unless the LAN uses public IP
addresses.
In Router Mode, NAT is disabled and clients on the internal networks need to
Use Router Mode be routable from the WAN interface. Local clients use this device as default
gateway.
In Transparent Mode, the frewall can easily be deployed in an already
Use Transparent Mode  established environment without any need for changing the configuration of
the present network devices.
Allow DHCP Requests to be relayed to a DHCP server on the WAN
interface.

DHCP SERVER SETTINGS

Use this section to configure the built-in DHCP server to assign IP addrasses to the network devices on your
local network.

Use NAT Mode (default)

Enable DHCP Server:
DHCP IP Address Range: [152.168.10.100 [ to [1s2188.10.149 | (Addrasses within the LAN subnat)

DHCP Lease Time: minutes

DHCP RESERVATIONS
1P Address: [  Hostspaddres m
MAC Address: |:| Ethemet MAC address, e.g. "12-34-56-78-ab-cd".

1P Address MAC Address =
@ Intemet | Protected Mode: Off 100% ~




(/& D-Link Firewall 22501 -
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licrosoft Internet Explorer provided by D-Link Australia_

1P Address: I:l Host's IP address W

MAC Address: |:| Etheret MAC address, e.g. "12-34-56-78-ab-cd".

1P Addi MAC Add: 2
Done @ Internet | Protected Mode: Off £100% -
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Google - P~
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Use this section to configure the LAN network settings of your firewall. The IP address that is configured
here is the IP address that you use for accessing the web-based management interface. If you change the
address settings, you may need to re-adjust your PC's network settings again to access the network.

Interface IP Address:

Netrmask: 255255 2550

Enable DNS Relay: - thast (31)

- 2 hests {/31)
MODE

Configure the operati

255.255.255.255 sent to the LAN interface IP.
255.255.255.254
255.255.255.252 - 4 hasts (/30)

- 8 hosts (/25)

- 16 hasts (/28)
- 32 hasts (/27)
- 64 hasts (/26)
- 128 hests (/25)

255.255,255.248
255.255,255.240

© Use NAT Mode (d] =252 be enabled, unless the LAN uses public 1

255.255,255,152

* Use Router Mode | 5-255.255.128 Local clients use this device as defauft

- 512 hosts (/23)

~ 255.255.254.0 easily be deployed in an already
) Use Transparant need for changing the configuration of
255.255.252.0 - nak hosts (/27)

- ik hosts (/15)

255.255.0.0
interface.

ed to 3 DHCP server on the WAN

Use this section to configure the built-in DHCP server to assign IP addresses to the network devices on your
local network.

Enable DHCP Server:
DHCP [P Address Range: [182.168.10.100

| to [12188.10.149 | (Addresses within the LAN subnet)

DHCP Lease Time:

AN INTERFACE SETTINGS

clients on the internal networks need to

DHCP SERVER SETTINGS

DHCP RESERVATIONS

P

I

ar [

ADMINISTRATION

= % v @ v Rage v (0 Took v &L
SYSTEM FIREWALL TOOLS STATUS MAINTENANCE

Use this section to configure the DMZ network settings of your frewall. The IP address that is configured
here is the IP address that you use for accessing the web-based management interface. If you change the
address settings, you may need to re-adjust your PC's network settings again to access the network.

Interface IP Address:
s [

Enable DNS Relay: Relay DNS gueries sent to the DMZ interface IP.

Configure the operating mode for this interface.

Network Address Translation should be enabled, unless the DMZ uses public
TP addresses.
In Router Mode, NAT is disabled and clients on the internal netwarks need to
be routable from the WAN interface. Local clients use this device as default
gateway.
In Transparent Mode, the firewall can easily be deployed in an already
established environment without any need for changing the configuration of
the present network devices.

Allow DHCP Requests to be relayed to a DHCP server on the WAN
interface.

@ Use NAT Mode (default)

) Use Router Mode

) Use Transparent Mode

Use this section to configure the built-in DHCP server ta assign IP addresses to the network devices an your
local network.

Enable DHCP Server:
DHCP [P Address Range: [152.166.11.1

|0 [rassinae

DHCP RESERVATIONS
IP Address: 0 Host's IP address

| (Add within the DMZ subnet)

DHCP Lease Time:

MAC Address: Ethernet MAC address, e.g. "12-34-56-78-ab-cd".

DMZ INTERFACE SETTINGS

DHCP SERVER SETTINGS

Helpful Hints

@ Internet | Protected Mode: Off
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Firmware Versi

SYSTEM FIREWALL TooLs STATUS MAINTENANCE
Helpful Hints
SYSLOG SETTINGS

[T] Send log data via the sysiog protocol to one or two syslog servers

Syslog Server 2: l:l (aptional)
—

AUDIT LOGGING

The firewall normally logs denied packets. With audit logging enabled, it wil also log when allowed
connections are opened and dosed.

[T Enable Audit Logging

EMAIL ALERTING

Enable Emai Alerting for IDP (Intrusion Detection & Prevention) events.
Sensitivity: High Specifies the sensitivity level for sending IDP log events
SMTP Server Ip: | Yerv High (send immedistely)

P server for logs
Sender Name: e
Emai Address 1: | Low

Emai Address 2: | Yerylow (delay up to 1 hour

Emai Address3: [ ] (optional)

Copyright D-Link 2009

Done @ Internet | Protected Mode: Off £100% -

SYSTEM FIREWALL ToOLS STATUS MAINTENANCE
C nts

Helpful
GENERAL
Current Date and Time: 2009-10-29 02:07:06

TIME ZONE AND DAYLIGHT SAVING TIME SETTINGS

Enable daylight saving time

Start Date: [M== H ]
End Date: [0 2B 7]

AUTOMATIC TIME SYNCHRONIZATION

) Disabled
D-Link (pre-configured timesync server)
Custom

Time Server Type:
Primary Time Server: l:l E.g. 'dns:ntp.domain.com'
Secondary Time Server: I:l (optional)

Copyright D-Link 2009
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DYNAMIC DNS SETTINGS

Dynamic DNS (Domain Hame Service) is 2 method of keeping a domain name linked to 3 changing (dynamic)
1P address. With most Cable and DSL connections, you are assigned a dynamic IP address and that address is
used only for the duration of that specific connection.

You can seftup your Dynamic DNS service and the DFL-160 wil automatically update your DDNS server every
time it receives 3 new WAN IP address.

DYNAMIC DNS SETTINGS
_ Dynamic DNS Provider: _ The provider to use for dynamic DNS.

Host Name: or ‘myhost.domain.net’
cjbunet

dyns.cc
Password: dyndns.arg
dinkdns.com

e

Username:

Confirm Password:

Copyright D-Link 2009

Done @ Internet | Protected Mode: Off £100% -
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SYSTEM FIREWALL ToOoLS STATUS MAINTENANCE
Predefined Traffic mﬁﬁiﬂ
OUTBOUND LAN TRAFFIC

Traffic initated from internal hasts on LAN to the Internet (WAN).

Service Enable  Schedule
ICMP Ping
HTTP
HTTPS

¥ (ot needed i DNS Relay is enabled)

L

VPM Passthrough
All Services

@ Addicional and more advanced services can be configured on the custom traffic tab

Copyright D-Link 2009
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Custom Traffic

SYSTEM FIREWALL ToOoLS STATUS MAINTENANCE
ints

Helpful

Protocol Dest Ports

(&L Right-click on a row for additional options.

Copyright D-Link 2009
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@ Intemet | Protected Mode: Off

Firmware Ve

OUTBOUND LAN TRAFFIC

Traffic initiated from internal hosts on LAN to the Internet (WAN).

protocol: [T Specifies whether this service uses the TCP or UDP protacol or both.

Port(s: [ Specties the destination port(s) of the traffic to be zlowed.
Schedule: The schedule defines when the speciied traffic should be alowed.

¥ The port field can specify a range or It of alowed ports. E.g. '9000-9008, 10000°

Copyright D-Link 2009

Done € Internet | Protected Mode: Off #100% ~

ernet Explorer provided by D-link Australia_

Firmuare Ve

OUTBOUND LAN TRAFFIC

Traffic initiated from internal hosts on LAN to the Internet (WAN).
Name:

Protocol:

Specifies whether this service uses the TCP or UDP protocol or both.
Port(s):

b destination port(s) of the traffic to be allowed.
User Datagram Protocol

Schedule: le defines when the specified traffic should be allowed.
TCP/UDP  TCP and UDP

@ The port field can specify a range or list of alowed ports. E.g. '9000-9008, 10000'

Copyright D-Link 2009

Done

@ Internet | Protected Mode: Off




/& D-Link Firewall 225,01 - Microsat Intemet Explorer provided by D-Link Australa’

(€18 Y| ooste

w & [@ D-Link Firewall 2.25.01 [7 E Lo = a]'Bage_' G Tools ~ (&,

admin - 192.

L5 Fredefined Traffic w
OUTBOUND DMZ TRAFFIC
_ OUTBOUND DMZ TRAFFIC

LT Traffic initiated from internal hosts on DMZ to the Internet (WAN).

Service Enable
ICMP Ping
HTTP
HTTPS

(Mene)

NenWaorkingHours
Weskdays
Weekends

VPN Passthrough [ WorkingHours

All Services ]

i 5

[y is enabled)

¥ Addtional and more advanced services can be configured on the custom traffic tab

€ Internet | Protected Mode: Off #100% ~

[_ . Yo ggg:ggaga; @ Tools ~ &,

Predefined Traffic Eﬂﬁiﬂ
INBOUND TRAFFIC

Traffic sent from the Intemet to internal hosts on the LAN and DMZ.

Sevice  Enable  Server P Schedule Detais

HTTP | [ B Tcp port 8o

| [ B 7ep port 443
| [Fer= B e port 21

| == B vor port 63
[ B Tep port 25

| o= B Tep port 110
| [ B Tep port 3388
|[f M T port 5900

¥ Additional and more complex services can be configured on the custom traffic tab

INBOUND MULTICAST

Multicast traffic can be forwarded to local clients on LAN and DMZ if the clients have requested the traffic
using the IGMP protocol.

HTTPS

FTP

=]
[w]
o
=]
o
o
=]
o

10MP Ping

[T] Allow requestad mutticast traffic

Multicast Groups: Multicast groups to allow

@ Internet | Protected Mode: Off #100%
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INBOUND TRAFFIC

Traffic sent from the Internet to internal hosts on the LAN and DMZ.

Protocol: TcP = Specifies whether this service uses the TCP or UDP protocol or both.

Destination Port(s): I:l Specifies the destination port(s) of the traffic to be forwarded.

Destination IP: I:l Destination 1P address of lacal server or host.

Schedule: The schedule defines when the specified traffic should be forwarded.

[C] change destination port(s) of incoming traffic to a local port different than the extemal port.

Lacal Destination Port(s): I:l ip;{ﬁes ‘to which port(s) the traffic should be forwarded to on the local server or
ost.

@ The port fields can specify a range of ports to be forwarded. E.g. '9000-9008"

Copyright D-Link 2009
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Firmware Ve

SYSTEM FIREWALL TOOLS STATUS MAINTENANCE
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Helpful

L2TP/PPTP Client | Gm— RemoteGateway
L2TP/PPTP Server

(L Right-click an a row for additional aptions.

Copyright D-Link 2009
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GENERAL

An IPsec tunnel item is used to define an IPsec endpoint for achiving secure communication accross public
networks

AUTHENTICATION

Configure the Pre-Shared Key for this tunnel.
PSK - Pre-Shared Key:

Confirm PSK:

TUNNEL TYPE

The IPsec tunnel can be configured in either roaming mode or LAN-to-LAN mode.

|

Roaming Users

[7] Require user authentication via IKE XAuth to open tunnel.
@ LAN-to-LAN

Remote Network: ]
Remote Gateway: l:l E.g. 10.4.230.2 or dns:gw.domain.com

Pass username and password to peer via IKE XAuth, if the remote gateway requires it

Confirm Password: [

ADVANCED

Advanced settings for the IPsec tunnel interface.

IKE Mode:

II

3 Cancel

@ Internet | Protected Mode: Off

H100% ~

Done

GENERAL

A PPTP/L2TP server terminates PPP (Point to Point Protocol) tunnels set up over existing 1P networks.

Tunnel Protocol:

Require IPsec e Layer 2 Tunneling Protocol
PSK - Pre-Shared Key:

IP POOL SETTINGS

1P Pool Address Range: [192.168.10.150 | to [1s2168. 10158 ]
Relay DNS gueries on behalf of clients.

Copyright D-Link 2009
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Done

AUTHENTICATION

[Z] Allow un-authenticated users.

[7] Allow users to authenticate using PAP.

[Z] Allow users to authenticate using CHAP.
Allow users to authenticate using MS-CHAP.
Allow users to authenticate using MS-CHAP v2.

(User name and password are sent in plaintext)

(MPPE Enaryption Possible)
(MPPE Enaryption Possible)

MICROSOFT POIN 'OINT ENCRYPTION (MPPE)
[ Mone
RC4 40 bit
RC4 56 bit
RC4 128 bit

[7] stateful MPPE (less secure, use only for compatibility)

Copyright D-Link 2009

@ Internet | Protected Mode: Off

Done

USER TIMEOUT

A user not sending any traffic for the specified timeout wil be automatically disconnected.

Idle Timeout: seconds

Copyright D-Link 2009
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Helpful

(L1 Right-click on a row for additional options.

Copyright D-Link 2009

https://192.168.10.1/7Page=Node&OBJ=/Firewall/VPNUsers# @ Internet | Protected Mode: Off

Name:
Password:

Confirm Password:

Copyright D-Link 2009
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Firmware Version:

Dynamic Web Content Filtering EE mﬁ!ﬁ EI
SUBSCRIPTION

License: No Subscription Buy License or Enter License Key

& A service subscription is required before dynamic Web Content Fitering can be used.

WEB CONTENT FILTER

[] Enable Dynamic Web Content Filtering
When Web Content Filtering is enabled, all HTTP connections from LAN and DMZ to WAN wil be checked
| PR | the content of the requested site is zlowed.

CATEGORIES

FiteringCategories
Alowed Blocked

i

Non-Managed Action: I:. Action to take for content that hasn't been classified.

Allow users to override a Restricted Site notice and access blocked content.

Allow users to reciassify blocked content.

@ Internet | Protected Mode: Off £100% -

SYSTEM FIREWALL ToOoLS STATUS MAINTENANCE
Wi

SIS | Static URL Filter Helpful Hints

el an in
Action URL Comments

(&L Right-click on a row for additional options.

Copyright D-Link 2009
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Done

GENERAL
Example for allowing/preventing al access to a whole site

example.com/*
*.example.com/*

Note the traiing slash and double variations to allow/prevent access to "example.com” as well as "www.example.com” without false
positives.

Action:
URL:

COMMENTS

Comments:

Copyright D-Link 2009

@ Internet | Protected Mode: Off £100% -

ANTI-VIRUS DATABASE
Version:  N/A
Signatures: N/A

License: Mo Subscription Buy License or Enter License Key

@ A service subscription is required before anti-virus can be used.

Antivirus scanning can be performed on HTTP, FTP, SMTP and POP3 data.
[ HTTP

[ Fre

[1 smuTP

[] pop3

SCAN EXCLUSION CONTROL

The file extension for the fletypes to be excluded from scanning (e.g. pdf).

Copyright D-Link 2009
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Firmware Version:

ol

IDP DATABASE

Version:  N/A

Signatures: N/A

License: Mo Subscription Buy License or Enter License Key

@ A service subscription is required before TDP can be used.

P - INTRUSION DETECTION AND PREVENTION

Select which mode the firewall should use. Detection wil log that an attack has occurred, but stil allow the
traffic through the firewal. The prevention mode will both log the attack and drop the connection to
protect your server.
Intrusion Detection (log only)
) Intrusion Prevention (log and drop connection}

Selact protocols to protect. The firewal wil scan traffic coming from WAN to LAN and DMZ on the
ports/protocols selected below.

[] HTTP (port 80) Protects an internal web server from attacks

[] sMTP (port 25) Protects an internal mail server from attacks

[C] POP3 (port 110)  Protects an internal POP3 client from attacks

[Z1 FTP (port 21) Protects an internal FTP server from attacks

[Z TFTP (port 69) Protects an internal TFTP server from attacks

[ ssH (port 22) Protects internal S5H servers from attacks

[T vorp Protects internal voice over IP clients from attacks

[7] Remote Access Protects internal host with remote access lke VNC from attacks
[7] Scanners Pratects internal hosts from scanners

[7] waorms and Malware Pratects internal hosts from worms and malware

@ Internet | Protected Mode: Off E100%

DFL-160 // SYSTEM FIREWALL ToOoLS STATUS MAINTENANCE

Start date End date ‘Comments
NonWorkingHours All hours, except Monday to Friday 0B:00-17:00
Weskdays Mondzy to Friday, 00:00-23:53
Weskends Ssturday and Sunday, 00:00-23:53
WorkingHours Mondsay to Friday, 08:00-17:00

1P

Z) Right-click on 3 row for addtional options.
SCHEDULES Ry i

Copyright D-Link 2009
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TP Address: 192.168.11.1
Number of Packets: 4 »

Packet Size: 2 .

Resuits of pinging to 192.168.11.1:

4 packets transmitted, 4 packets received, 0% packet loss.
Round trip time average: 10 ms.

Copyright D-Link 2009

Done @ Intemet | Protected Mode: Off £100% -
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IP Address: 192.168.11.254

Number of Packets: 4 .
t the nety
Packet: Size: ‘m =

4 packets transmitted, 0 packets received, 100% packet loss.
Round trip time average: 0 ms.

Copyright D-Link 2009

Done @ Intemet | Protected Mode: Off £100% -

System Resources System Information

CPU Load Throughput Model:
100% 20Kbps DFL-160
15Kbps System Time:
e L] 2009-10-29 02:02:08
Uptime:
0 days, 00:18:43
Configuration:
Version 1
Firmware Version:
2.25.01.25-12081
Jul1 2009
Last Restart:
Unknown reason
‘Configuration Log:
Error(s): 0
‘Warning(s): 0

SKbps

0% [ I I O e |

28/128m8 [ DN DRSS

31/ 6000 [ N O B |

IPsec: 0/ 30

UTM Statistics

Top 5 Web Content Filtering Categories UTM Information
AV Signatures:

0 Signatures
LA Last updated -
IDP Signatures:
0 Signatures
Last updated -

Total classification count: 0

@ Internet | Protected Mode: Off E100%




o~ o~ gaage; G Tools ~ (&,

Vi 1
Memory Usage £ron

128Mb Firmware Version:

2.25.01.25-12081
SeMs Jul 1 2009
aMb Last Restart:
32mb Unknown reason
‘Configuration Log:
Error(s): 0
Warning(s): 0

CPU Load: 0% [ I ) o B |
RAM: 28/128m [ N S |
Connections: 31/ 6000 [N N |
Psec: 0/ 30

UTM Statistics

Top 5 Web Content Filtering Categories UTM Information
AV Signatures:

0 Signatures
Bn/a Last updated -
IDP Signatures:
0 Signatures
Last updated -

Total classification count: 0

Log History

Severity Category/ID Event/Action

Warning invalid_arp_sender_ip_address

drop
invalid_arp_sender_ip_address
drop
invalid_arp_sender_ip_address
drop

Warning

Warning

invalid_arp_sender_ip_address
drop

rulesst_drop_packst

drap

Warning

Warning

‘Copyright D-Link 2009

@ Internet | Protected Mode: Off

Source Destination
Interface:
IP Address:
Port:
Event: Action:
Severity:  (Any) - Category: (Any) -
Free Text:
Internal Logging (1-100:318)
Next 100 >>
Date Severity Category/ID Rule Proto Src/Dstf Src/DstP Src/DstPort Event/Action
20091029\ AR Defoutt  Rule lon 192.168.0.167 invalid_arp_sender_ip_sddress|
o1:51:32 300049 192.168.0.249 drop
f2-0b hudsst=Ff-f-F-#-H- arp=rag £2-0b d 00-00-00-00-00
2009-1023 - AR e  Rule - 192.168.0.167 invalid_arp_sender_ip_address|
o1:51:21 200048 192.168.0.249 drop
hysender=00-15-e3-fe-fa-0b arp=request srcen
20091029\ ARD Defoutt  Rule lon 192.168.0.167 invalid_arp_sender_ip_sddress|
o1:51:30 300049 192.168.0.249 drop
f2-0b hudsst=Ff-f-F-#-H- arp=rag F-0b d -00-00-00-00-00
2009-10-23 L AR Fault.  Rle — 192.168.0.252 invalid_arp_sender_ip_address|
01:51:15 200048 192.168.0.150 drop
hyssender=00-c0-8f-30-1c-bb o
20091029 L ARD Defoutt_  Rule lon 192.168.0.252 invalid_arp_sender_ip_sddress|
01:51:09 200049 192.168.0.150 drop
o bb hidest=-F-6-H-7-F 5 bb
2009-10-23 L AR Fault.  Rle — 192.168.0.252 invalid_arp_sender_ip_address|
01:51:09 200048 192.168.0.150 drop
hyssender=00-c0-8f-30-1c-bb o
20091029 | L ARD Default_ Rule lon 192.168.0.252 invalid_arp_sender_ip_address|
01:51:09 200049 192.168.0.150 drop |
5 bb hidest=F-f--A-7-f arp: 5 bb d -
€ Internet | Protected Mode: Off #100% ~




Anti-virus is not enabled.

To

J

Source
Interface:
TP Address:
Port:

Event:

Severity:  (any)

Free Text:

Internal Logging (1
Severity

)

Date

Category,

Destination

Action:
Category: (amy)

Rule Proto  Src/DstIf Event/Action

Copyright D-Link 2009
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@ Internet | Protected Mode: Off

| @ D-Link Firewall 2.25.01
-

QU@
"ok [gDerkaEWaHZZSUI

Firmware Vel

To

J

Source
Interface:
TP Address:
Port:

Event:

Severity:  (any)

Free Text:

Internal Logging (1

Date Severity

Destination

Action:
Category: (amy)

Rule Proto Event/Action

Copyright D-Link 2009
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t Explorer provid

| D-Link Firewall 2.25.01 -
-

IDP is not enabled.

by D-Link Australia_

Source
Interface:
TP Address:
Port:

Event:

Severity:  (any)

Free Text:

Internal Logging (1
Severity

0)

Date

Category,

Destination

Action:
Category: (amy)

Event/Action

Rule Proto  Src/DstIf Src/DstIP Src/DstPor

Copyright D-Link 2009
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nternet Explo by D-Link Australia_

FILTER STATE TABLE DISPLAY

Source: Destination:

EB CONTENT FILTER 1P Address:
Interface:
1P Protocol:

Port:

State table contents (max 100 entries)

Source Destination Timeout
I2n:192,168.10.8:64323 ‘core:192,168.10.1:443

lan:192.168.10.8:64309 core:192.168.10.1:443

I2n:192.168.10.8:64313 corai192.166.10.1:443

5

l2n:192.165.10.8:64311 core:192,165.10.1:443 0
o
2
2

Iz2n:152,168.10.8:64315 corei192.168.10.1:443
I2n:192.168.10,8:64317 corei192.168.10.1:443 16

I2n:152,168.10.8:64315 core:152.168.10.1:443 16
I2n:152.168.10,8:64321 corei152.168.10.1:443 P
I2n:192,168.10.8:64339 ‘core:192,168.10.1:443 45
l2n:192.165.10.8:64341 core:192,165.10.1:443 6

lan:192.168.10.8:64343 core:192.168.10.1:443 7

@ Internet | Protected Mode: Off E100%

t Explorer provided by D-Link Australia_

INTERFACE STATUS

Interface: ln ¥
1P Address: 192.168.10.1

Link Status: 1:100F 2:100F 3:100F 4:100F
MAC Addrass: 00-24-01-50-0f-41

Send Rate: 0 kbps

Recewe Rate: 0 kbps

DRIVER INFORMATION / HARDWARE STATISTICS

m 1611  bytes= 176475  erzozs= o
503 bybes= 750704  erzozs=

: Lengeh
In : CBT Ezross

In : FIFO Overruns

: Carrier Erzess
: FIFO Underzuns
Out: Late Collizions

SEND RATE OVER THE PAST 24 HOURS

24h 18h 12h &h now
RECEIVE RATE OVER THE PAST 24 HOURS
2050

Siches _
24h 188 12h &h now
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DFL-160 /” SYSTEM FIREWALL TOOLS STATUS MAINTENANCE

I
IPSEC STATUS
TPsec Interface: fempty] List all active IKE SAs.

SEND RATE OVER THE PAST 24 HOURS

20Kbps

15Kbps

IPSEC SAS

Remote Gateway Local Net Remote net Protocol

Done € Internet | Protected Mode: Off #100% ~

nterface Forcibly Log Out

ht D-Link 2009
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SYSTEM FIREWALL ToOoLS STATUS MAINTENANCE
ROUTING TABLE CONTENTS

Show al routes: [ (including routes to interface addresses and Layer 3 Cache entries)

Do not show single hast routes: [7]

Max routes to display: 100

Routing table contents (max 100 entries)
Netviork
152.168.10.0/24
192.168.11.0/24
0.0.00/0

In the "Fags” field of the routing tables, the following letters are used:
0: Learned via OSPF X: Route is Disabled

M: Route is Monitored  A: Published via Proxy ARP

D: Dynamic (from e.g. Psec, L2TP/PPTP servers, etc.)

Copyright D-Link 2009
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Firmware Vel

Name Interface IP Span
DHCPSrian 192.166.10.100-.143 @ Lazses @ Mappings

DHCPSrvdmz 192.168.11.100- 143 (2L Lemses (& Mappings

DHCP SERVER

Copyright D-Link 2009
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D—L;\k Firewall 2.25.01 - Microsoft | et Bxplorer provided by D-Link Australia

Current Firmware 2.25.01.25-12081
Version:

Click here to go to D-Link's Security Portal to check for firmware updates

Automatic updates can be configured for each service by enabling the corresponding checkbox.

Ant-virus

Intrusion Detection & Prevention

The update functionality for anti-virus and IDP requires valid subscriptions for the services. The firewall must
be registered at D-Link's NetDefend Center prior to any updates are downloaded.

Copyright D-Link 2009
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Firmware Vel

Update Interval

TIMER SETTINGS

Update Daily

Interval:

Hourly Every x Hour
Every x Hour:

Date in
Month:
Day in Week: | Monthy Monthly

Time of Day: El: El (HH:MM)

Weekly Weekly

Copyright D-Link 2009
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‘?é D—L;\k Firewall 2.25.01 - Microsoft | et Explorer provided by D-Link Australia
-

@@" (D) | Google

"ok [GDerwewauzzsm

vare Versi

N T
Wodel Name:  DFL-160

Issued Date: 2009-04-15 09:37:37
Last Madified: 2009-04-15 09:37:37
MAC Address: 00-24-01-50-0F41

Expires
Anti-virus
Intrusion Defection & Pravention

Content Fitering

The activation codes for the included 12 month subscriptions for IDP, Antivirus and Web Content Fitering are provided after registration
at D-Link's NetDefend Center.

Additional 12 month subscriptions for these services can be purchased from your local D-Link dealer. You must have registered at the
NetDefend Center before you submit an activation code.

Connections: 6000
Rules: 300
IPsec Tunnels: 30
PPP Tunnels: 30
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NFIGURATION

Backup/Restore a backup of the cumently running configuration.

SYSTEM

Backup/Restore a system backup containing the unit's running configuration along with the core binaries.

Copyright D-Link 2009
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| @ D-Link Firewall 2.25.01 - i t Explorer provided by D-Link Australia
-

G- (@

RESTART

@ Quick restart - Reset interfaces and re-read configuration
" Full restart - Restart from power-on state

RESET TO FACTORY DEFAULTS

@ Restore the configuration to factory default.
" Restore the entire unit to factory defautts. This includes firmware version, IDP signatures and configuration.
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ware Version:

UPGRADE UNIT'S FIRMWARE

Copyright D-Link 2009
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& o-tink Firevall 22501 -
-

GuU @

admin - 1

SYSTEM FIREWALL TOOLS STATUS MAINTENANCE
DOWNLOAD TECHNICAL SUPPORT FILE

If you have any technical questions, please “click here to connect to D-Link support site” for tr ing help.

TECHNICAL SUPPORT

Copyright D-Link 2009
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File Download ﬂ

Do you want to open or save this file?

A Mame: techsupport-20091029.tet
7| Type: Text Document, 6.61KB
From: 192168.10.1

Open ] [ Save ] [ Cancel ]

ham your computer. F you do not trust the sounce, do not open or

@ While files from the Intemet can be useful, some files can potertially
save this file. What's the risk?




