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31.275. AVOIdr WD PrOXY .uiivniiiiiiiiiiiiis e eie et e e e e e ee et s ean s ean s e eennaes 498
3T.2716. AVEONET oieiiiiiii ettt e e e e 498
31217 AZEESK ettt e e 499
3T.218. AZETONE .. 499
31.219. BO2UNET ettt ettt e e eaaas 499
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31.220. BabyCenter (My Baby Today) .......ccciiiiiiiiiiiiiiiiniiiee e, 500
31.227. BabYHOME.COMEW «oeuiiiiiiiiiee ettt e 500
NI 2T o)V o] g Wele] o N PN 500
31.223. Backpackers.COMLEW ...cuuiiiiiiiiie ettt ei e e e 501
31.224. BAdONGO.COM ..utiiiiiieiiiiiieeetiii e ettt e e ettt e eeeeti s eeeati s eeeana e eeennaaeeeenes 501
31.225.BaganMart ......cunenniiiiiiii e e 501
371.226. BAIAU.COM e e e e ee e ens 501
31.227. Baidu Games (youxi.baidu.com) .........coeeiiiiiiiiiiiiiiiiiiieee e, 502
R I T 2 F 1 To [V - o S PPN 502
31.229. Baidu_Wallet .....ovieniniiiii s 502
371.230. BATKE.COM .ottt 503
31.2371. BalkanWeb.Com ....cu.vnieiiii e 503
31.232.Banco INAUSEIIAl ....ouinieiniii e 503
31.233. BaNCOESTATO ..eviniiiiiii s 504
31,234, BaNCOPOPUIAN ..cuviviiiiiie e e e e e e e e e e e ea e e e ean e 504
371.235.BaneSC.ONING ..ouiviininiii e 504
31.236. Banglan@Ws24.COMmM ....ccuuuuiiiiiiieeeiiiiee ettt e et e e eeeii e eeri e eeaaa e eenes 504
371.237. BanKmellatiir c..oeenininiii e 505
S BT T 7-10 V< £ 1A 505
31.239. BAOfENG.COM ...iiiiiii e e e e e et e e eaeeeeaens 505
371.240. BAZAAIVOICE «.euvneniniiiiii ettt ettt et e e s s e e eeeeenenenenenenanes 506
N I I - - V.o LSO 506
31242, BB ettt 506
31.243. Bhutan Broadcasting Service (BBS) .........couuiiiiiiiiiiiiiiieeiiieeiineeiieeeines 507
31.244. Bank Central Asia (BCA) ..cueuininieieiiie ettt et e e aaaes 507
31245, BA24IIVE .o s 507
I T ST | [o] o L3P 507
31247 . BANEWS24.COM ooiviiniiiiii e ettt ettt et e e e e e e enerenenns 508
371.248. BEaANfUN.COM ..eviiiiiiiieiee et e e eas 508
31.249. BEATPOIT «euieinitiiiiii ettt ettt et et e e e e e e e et e et et e e aaaes 508
371.250. BEIDO.COM w.eniiniiiii e e eas 509
31.25T.BEDO Ml ooonieiiniiii s 509
31.252. BE FOIWAId ...ovniniiiii s 509
31,253, BeITUTPIESS .viririiiiii ittt e et e aea e e e e eneenans 510
N I Y B 5 1T o o T 510
N IV T 1< 1 oK o] 1 o IS 510
31.256. BEEIJA ..eetniiiieiiie ettt eaans 510
31.257. BidOrDUY.CO.ZA .euiiiie e 511
31,258, BIASWITCN ouiveiiii i 511
31.259. BIG5 SPOrting GOOS .....vvuniiiniiiriiiiiiiieieei et et eie et e ei e et eaieanneanenns 511
371.260. BigRYE «.eneeneiiieii e e e e e e e e 512
31.267. BIgIODE.NEJD weneiieiiieeii ettt 512
31.262. BIgPONA IMOVIES ...evniiiieieii e et e e e e et e e e e e e e eenes 512
31.263. BigTent (DY Car€.COM) ....cuuueiei et e et et e et e et et e et e eeneeees 513
31.264. Bigupload ......oeuiiiiiiiiie e e e e a e 513
BT S 111 o o o PP 513
371.266. BIKNIrMa cooovieiiii e 514
31267 . BilAde cncneieii e 514
31.268. Bing.com (formerly MSN Search) ..........ccooiiiiiiiiiiiiiiiii e, 514
31.269. BINT-JDEII «.veeeieieieie e 514
31.270. BiobioChile ..o s 515
31,277 BItOUCKET oeevieiiiieee e 515
31.272. BitDefender Update ........cccuviiiiiiiiiiiiiin it eei e e e eaes 515
31.273. Bitmedian@tWork ......oo.iniuiiiii s 516
31.274. BitTOrrent BUNAIE .......vninieiie e 516
31.275. BizOgraphiCs ..ceuiveiiiiiiiiieeiie e e 516
31.276. BlaCkBerTy.COM ..ivuiiiiiieii et e e e e e e e e e e e e e e eaneeaneeanaes 517
31.277. BlackBerry LOCATE ...cuuiiniiieiineiiiei ettt e et ei e et et e e s e e s eanseaneans 517
31.278. BlackBerry OS Updates ......ceuuniiiiniiiiiieiiineeiineeiineetieeeiineeiineeeineesnneennns 517
31.279. BlackPlan@t.COm ...ouiniinieii e 517
31.280. BlaStiNGNEWS ...evnieiieieeiee e e e e e e e e e e e e e e e e e e e e eanes 518
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31.281. Bleacher REPOIt .....cveiiiie e e e 518
31282, BIICIS ettt eeaas 518
I T 1 el e PP 519
31,284, BIOCKET.SE .uieniiiiiieii ettt et e e e e e e e 519
31.285. BIOG.NU oeiiiiiiiii e e e 519
31.286. BIOGfa.CoM oeueiiiiii et 520
Rl 0 A 1 o T o =Y N 520
371.288. BlOGPArK D tevnieniiieiieiiie e e et e e et e e e e e e e 520
31.289. BIog PhONG ThUY ...cvuiiiiiiiiieiie e e 520
Rl IV L0 2] FoTe [ =] PPN 521
31297, BIOKUS .evvneiiieeiiie ettt ettt e e e e et e et e e et s e aan e eeaans 521
31.292. BIOOMDEIG.COM ...uiiiiiiiiie it 521
31.293. Blue Jay FilMS ... 522
31.294. BIUBWIN.CN «.cenieiii et e e e e ea e 522
31.295. Bank Of AMEIICA ..uuivveniiiiiiii et e e e e eae e eaans 522
31.296. BoldChat Live Chat ......c..viuiiiiiiiiiiii et et e e 523
31.297. BOINA.COM .iiiiiiiiiii ettt e e e a e eaans 523
31298, BOIt ettt eaans 523
31.299. BOMDBOT .eeiiiiiie ettt eeans 523
R I 0[O 2 o] g T F- Tar=1 0 o - ORI 524
31.3071. BONMAICNE ...uiiiiiiiii e e e e e e e e e e e ean e eas 524
31.302. BOOKING.COM L.iiniiiiiiiiiiii et ettt e e et e e e e e e e eae e e s eanseansarnens 524
31.303. BOOKS.COMUEW ..iviniiiinieiineeiiieeeiineeiin ettt e eaineeetneeetieesineeetnseennnsannneennns 525
31.304. BOOEStraPCDN ...iuiiiiiiiiiiiiie e et et e e et et et e e et aaneanaes 525
Sl 0T 2o ) PPN 525
371.306. BOXOPUS «evnivniiniiiiiiiieeieieeie et et eieeteeteeieeteeteeneereeneeneeneereensennensennees 526
31.307. Braintre ouoieiiii i 526
31.308. BranCh METIICS .uuvvuiiiieiiii ettt ete e et e e et e e e ee e b s ea s eaeaineannas 526
3T1.309. BrazZzers ...cueniiiiiiieie et 527
31.310. BHGOLCOVE ..ceviiiiiiii ettt e e e e e e e e 527
I 2 T T T | o4 )| N 527
31312 BAGhTTALK ..o e ettt e e e e e 528
31.313. Bank SOUth PacifiC ...ccvuuiiiiiiieiie e 528
31.314. Bhutan Telecom (bt.bt) ...ooeuviiniiiniiiiiii e 528
Rl T T 21 o | PRSPPI 528
31316, BUGS! ettt eaans 529
R N I 10T ] o - Yo PPN 529
31.318. Agence Bujumbura NEWS ........ccuviiuiiiiieieiiieiie e e e e e e e e e e e e 529
31.3T9. BUKAIAPAK ..evniineiieieii et e e e eas 530
31.320. BUlaWay024 .......couiiiiiiiiii e a e 530
1S 1 I 210 | PP PP P PPRRPURTN 530
31.322. BUSINESSWEEKIY.COMLEW ..uiiiiiiiieiiie ettt eeeans 531
31.323. BUZZFEEA.COM .eiiieiie et e e e e e e e e 531
31.324.BUZZNANd ...oeniiiii e 531
31325 BUZZNET einiiiiiiiii ettt e e e e e e e e eas 532
31.326.BUZZ SENEGAI ...euniiiiiiii e 532
31327 BWIZA .uiiiiiiiieeiie ettt ettt e e et e et aa e eaans 532
31.328. BYPaSSTRAL ..ceuuiiiiiiiiiieiie ettt ettt et et e e e eaas 532
R I 7 T - - < o 1o N 533
31.330. Caasimadda ONliNe .....c.iiuiiiiiiiiii e e e e e e e ees 533
31,331, CaAbIfY eeeieiii e e aaas 533
31.332. Caisse d'Allocations Familiales .........cc.ccoviiiviiiiiiiiiiniiini e, 534
31.333. CafEMOM L.uiiiiiii ettt e et et et e et e et e et eaa e eaas 534
I e 7 B -] =Y o N 534
31.335.CAMA et eaans 535
31.336. CamMErOON.INTO oouuiiiiieiie et e e e e e e e e e e et e e e e ra e eaes 535
31.337. CamPFirE.COM ...ttt et e e e et e e et e e r e e et e e eaneeenes 535
31.338.CANAI RON L..iiiiiiiiiiiie et e e e e et e e et e e et s eaan e aaaneeenes 536
31.339. CaNnVas STUAENT ..uuiiiiniiiiiiiie et et e et e et e e et e et e et e eabeeaanneeanneeees 536
31.340. Capital ONe ..euieeniieiiii e e e e 536
31.34T. CARBONITE ...uniiiieii ettt et et ettt e e e et e e ea e eeans 536
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N Y @ [ (<Y K el o] 1 TP 537
R X T - I 537
31344, CarSAIES v 537
31.345. CartOONNETWOIK ...vvniriii et e e neenenes 538
31,346, CAS.SK vttt 538
31.347. CatchOfTREDAY ...uuiiiiiiiiieeeie ettt eae e e 538
31.348. Cayman NEWS SEIVICE .....euuiiiiiieiieii ettt e e e e ee e ees 538
31.349. CBS VIABO ceiviinitiiiie e 539
371.350. CDISCOUNT .vitititiiitiii ittt et et et eaeaeaeaeeesersssnsenenens 539
R I o I e {17 Wy o V=T PP 539
371,352, CDNEIWOIKS .ovitiiiiieiieiei e e e e e e e e eaeens 540
o I 1T T =Y 1= L 540
31.354. Cellufun (TYIted) .....oeeueiiieeii e 540
N I L T T =T 01 4 (¥ o W e OO 541
31.356. CONTIUMLSK ouivininiiiniii e e erenenns 541
31.357. Channel 4 (Channel Four Television) .......cccovviiiiiiiiiiiiniiiiiieieeeene, 541
31.358. Channel MYanmar .......c...viiueeiiinieiineei et eeie e e e et e eaieeeiaeeeaaeeenans 542
31.359. ChatrOUIEtLE.COM ..ouinieie e ens 542
31.360. Cheetah MODIlE ......c.unieiie s 542
31.361. China-airliN@S.COM ..ovieniniiii e ens 543
31.362. China YOUth LEAQUE ....c.uiviiiiiiiiiiiiie e et ev e ea e 543
371.363. ChiNA.COM oniiiniiiiii ettt et e e e e aeaeans 543
371.364. ChiNA.COMLCIN ..onieininiiiie et ettt et e e e et e e aeeneaseneneens 543
31.365. ChiNa Daily ....eeviniiiiiiiiee et 544
31.366. ChiNANETCENTEN «.v.vnieiiieie e e e e ens 544
31.367. ChiNANEWS.COM ..uiininiiiniii ettt e e e e e enerneaenns 544
31.368. ChiNAREN.COM ..uiviiniiiii e ens 545
31.369. ChinatimES.COM ..uuiniiiiiiiii e e e e e e e aenens 545
371.370. ChiNAZ.COM cunitiiiieiei ettt e e e e e e e te e eaens 545
371.37T. ChOSUN SEIVICES ..uvnivinieeieee ettt ettt ettt e et e e e eneaenes 545
R IR @  To 1 i £V 546
31.373. Google Chrome Remote DeSKIOP .....cvuviiniiiniiiiiiieieiieei e e e 546
31.374. Chrome UPate .....ccvuiiiniiiiiiiiiiei e e et et e e e e e e e e eaa e eaneeaneens 546
31.375.Chunghwa TeleComM ... couiiiiiiiiiieiie e e 547
371.376. CIDEICUDA ...ovvniinii e 547
31,377 CIZEN TV it e e e e 547
31.378. CIIIX ClOUA evinieii e e e ens 547
31.379. GHIIX ONIING vt eas 548
3T.380. CUMAll eeeniniieii e 548
3T1.38T. CKTOT.COM crnitiiiieiiei ettt e e e te et e e e e e e e e e e teraeeaeens 548
R T I @ Y] s Wl o T TP 549
31.383. ClasificadoSONIINE.COM ....uninieiiiii e 549
371,384, ClASSIMATES ..uvninieiiee ittt et e et aeas 549
31,385, JIVE iniiiii i e 550
BT TSI @ [Tr= g Vo Lo NP 550
31,387 ClICKEAIE oveirieiiiei e 550
31.388. CliCkYab e 551
<1 T 1=y o T 551
1 T G 1 N 551
R IR 1o @ oY) o Xelo] o o TN 551
31.392. ClOUAFIAr@ CDN ....ouieiiiiiii et aeans 552
31.393. ClOUINAIY ..iuuiiiiiiiiii ettt e e e e s et e ea s eaeareaines 552
31,394, ClOUAME ... et e e et e e aeees 552
ol L T @ V] o T 553
O BT L I @ 1<) Mo 1 o N 553
31.397. Channel NeWs MaldiVes .......c..coviriiiiniiiiiiiee e 553
31.398. CNN (Cable NeWs NetWOrK) .....cuveniviiiniiiiniii e 554
31.399. China Network TElEVISION .......veniriiiiii e 554
3T.400. CNYES.COM .ouitiniiiii ettt e e et e e e e e eaeeereeeneaenenns 554
S I 10 N I o v oo ] 1 1 IS 555
S B0 N o Tl el o Ll el o] 1 NN PP 555
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31.403. CoColog-Nifty.COM ..eniiiiiiii e 555
31.404. CollegeBlIender.COM .......iiuniiiiieiie e e e e e e e e e e e e 555
3T.405. COMEAST einiiniiiiiieeietie ettt et e ettt ete et et et et eaeereeaseneeneereensenaenennees 556
31.406. Commonwealth Bank of Australia ...........c.cccovviiiviiiiiiiiiniien e, 556
31.407. CommentCaMarche.net ........cviiuviiiiniiiiniei et e e e e eees 556
R B0 R oYy {1 | PPN 557
31.409. CONAUIT SEIVICES onnivniiiiie e et e e et e et e et e e e e e e eanaeans 557
31.4710. ConSTaNt CONTACT ..uuiuiniiniiie ittt e e et e e e e e e e e e eaneaneens 557
314717, CONTENTABC ..ttt e et e et e et e e en et eaenens 557
3T.4712. CONVEISANT ouetniiiiieiiie ettt ettt eie et ettt et et et eaeereenenaeaerernnerarnennees 558
31473, CONVIVA ittt ettt et et et et e et e et e et et eetetnseanseaneenneens 558
R B B e T o] o LTSRN 558
B B o T4 1] (TP 559
31.416. COUChSUITING 1oitniiiiiiie e e e et e e v e eaen s 559
3T.4717. COUPANG ttnitniiniiiieitieitieeieeteeteeneeteeneeteeteeteenserarneenarnsenerssenesnsennees 559
31478, CPASHIEN e 560
BTAT9. CPMSTAR ..ttt ettt ettt e et e e et e e e s e et s e eaas e et e eatneeaanseannns 560
31420, CrAIgSIISt ceuneeien ettt et e e e eaas 560
31427, CrashlytiCs ..ceuniieiiiie et 561
31422, CrROY oot eeaas 561
I T 1 LT T PPN 561
3T.424. CritteICISIM Leuieniin ettt ettt ettt et et et e et et et e e e e ee e e eaneaneeneanaes 561
31.425. Crnobelo.COM ..ouiniiii e 562
31.426. Crocko.cOM (CROCKOTEQC) ..vutuiininiiieee et e et tetesasaenenens 562
31.427. CryPLOSPOUL «..eeneeieteei ettt et et et et e et et eeaeen e e eeneenneeraeenaeenanes 562
31.428. Crystalbet ...ceueiieie e 563
31.429. Chinese Software Developer Network ...........ccoevvviiiiiiiiiiiiniiiineeieeennn, 563
R T @ ] o Xl ] 1 EO PO PRI 563
31.431. CUDAAEDALE ..vuviiiiiiii e e e 563
31.432. CUra Pela NaAtUI@ZaA ......ceuiiniii e e e e e e e 564
310433, CUISE INC. teuiiitie ittt ettt e e e et s e e e e e e e e e e e e 564
31434, CV-ONENE ..ttt et eeaas 564
B T G o T 101 TP 565
31.436. Cable and Wireless Seychelles ..........coveviiiiiiiiiiiiiiiin e, 565
31.437. CYDErCTIVLCOM etiiiiiiiii ettt ettt ettt et e e e eabe e e eeenanes 565
31.438. CYWOIIA.COM L.niiiiieii ettt et et ea e eaans 566
31439, DATYE ettt e e e 566
31.440. Dagbladetino .....cvuiiieiiiiiie e e ea e 566
31.447.Dai Ky NQUYEN .ceniiiiiiiiiie ettt e ee et et e e e e eieenseneennennens 566
31.442. Daily PaKistan .....c..veiuiiiiiiiiineiinei sttt ei e e e e e a e ean e eas 567
31.443. DailyStrength ....cooovuiiiiiiiieei e e 567
31.444. Daily Mail ...coonniiiiiiie e 567
31.445. Dailymotion.COM ...ccuuiiiiiiiei et 568
31.446. DaKaraCtU.COM .....ivniiiniiieeiieei e et ei e e et eae e e e et e et s et eanaaneaaneans 568
RN Yy DT 1o TeTe F-TaTe Kele] o NN 568
3T.448. DANTri.COMVN couiuniiiiiiiie ittt et et s ettt s eneea s e ra s e enseneeaeneees 569
3T.449. Dap-NEWS.COM ..ouiiniiniiiiiieieireie ettt et et et earereeaeereeneneeaeneens 569
31450, Daraz .oueueniniieiie ettt e e e aens 569
% T - = o LU 569
Rl W DT 1V 4 W =) PO 570
31.453. Daum Mail ..ouniiniiiii e a e 570
31.454. DavidOV.dO.@m ...ovuiiiiiiiiieiineie e e a e e e a s ea e eas 570
31855, DAY.AZ e et ettt et e e e e eneas 571
ST B o - TN 571
31.457. DBS Bank (dbS.COM.SG) ovuuirniiiiiiiieieei et e e e e e e e e e 571
31.458. DCARD ..ottt e eaans 571
31.459. DCINSIAE.COM .iuuiiiiiiiiiieie ettt et e e e e e et e et et e e eaeeeansaaneeaneens 572
31.460.DAIARY ...c.uveeniiiiieii et e e e 572
31.46T. DEDIAN oeviiiiiiiiie e e eaans 572
31.462. Debian/Ubuntu Update ..........cc.oviiiiiiiiiiiiiniiieeiie et 573
31.463. DECAYENNE.COM ..eniiiieiieei ettt et e et et e et et e e e e eeneeaaeenaeenaeenaaes 573
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BT464. DEOZEN ouevniiiieiieiie ettt et et et e e et e e et e et e e e et et a et a e e aas 573
31.465. Defimediainfo .....cciuiiiii e 574
31466, DEIfi counieiieeiie e aaans 574
31.467. DEliCIOUS.COM ..euuiiiiiiiii ettt et et e e et e et s e e e e ainees 574
31.468. Delta SEArch .....covuiiiiiii e 574
31.469. DEPOSITFIIES .uneveeieieiiiie e 575
31.470.derStandard.at ..........eviiiiiiiiei e 575
31.47T.DESKAWAY ...cenniiieeii ettt ettt et e e e eeaas 575
N A B T 4| el o] o PN 576
31.473. DEtiKN@WS.COM L.uiiiiiiiiii ittt ettt et e e e e et s et e e e e e ain e 576
3T.474. DeVIaNtAIT.COM ..uniiiiiii ittt et e et e e e e enenes 576
3T.475. DIANPING ceuiiiiiiiii it e e e et 576
R 4N Do To K o] 1 o IO PPN 577
31477.DIgIKala e 577
N 4 T e [ o] PPN 577
31.479. Digital RIVET .oiieiiiiiii ittt e e e e e e e e 578
31.480. DigitalVErSE.0Ig ovuuiiiiniiiieiiiie ettt e e e e et e et et s e eaneaaaeeees 578
31.481. DIOAEO.COM ..uieiiiiiii e e e et e e e e e e e e e e e e e e e e aeeeenaas 578
31482 DIPIY ettt 579
31483, DIrDg et 579
31.484. DIreCtREV.COM ..eniiiiiiiiii et e e e e e eaenns 579
3T.485. DIreCTV.COM .ttt ettt et e e et s e e s e e e e eananes 579
31.486. DIr€TUDE.COM ..oeiniiiiieiiie ettt e e e e e e e e e eaanes 580
31.487. DiSabO0OM.COM ...vuiiiiiii e e e e et e e e e e e aan e 580
31488, DISCUSS tvuevnernirereieetetteeteeteeteeteeteeteeteeteeteeeeeteeeeeteeneetesneerernseseseessnees 580
31.489. Disney Channel .........oooiiiiiiiie e 581
31.490. DISNEY JUNIOT .uiuniiniiiiiieieeieieeie et ettt ete et et eteeneeneeneeneeraennenaennennees 581
3T.49T.DISNEY XD .eeiiieiiieiee ettt ettt et et e e et e e e e eneas 581
31492, DIVAN cuueiiieiii e ettt e et e et e et et e e e e e et e e et s e et e eba e e et e e et eaans 582
31.493. DIVSNAr€.COM ..ouuiiiii e e e e e e et e et e et e e e aanaas 582
31,494, DIMIMLCOJP tetnttntrnineietuneieeteereeteeteeueetetnaeteeeeeteeteeuetueenerseerernsesereessnees 582
31,495, DNEVNIK .. evntieeiiee et e e et e e e e e e e e e e e e et e e e e e a e e e e 582
Lo To T D101 o To o Xl o] s o KPP 583
B3TA97.DNXLIVE ittt e e e e e e 583
3T.498. DOCSTOC.COM Leuiiiiiiiiiiieieieieie ettt ete et ettt et et et easeneeaereenereeaneneens 583
371.499. DOCUSIGN .ueuntiieiie ettt ettt et et e e et et et e e e e e e e eaeebeenaaes 584
31.500. Doisongphapluat.com .......cceuiiiniiiiiiiee e e e e 584
31.507. DOI2daY.COM ..eieiiiiie ettt ettt ea e eeaas 584
371.502. DOMAIN ettt ettt e ettt et et ete et e et et et en et eneereaaenens 585
31.503. DONEDEALIE .uiiuniiiiiieii e a e 585
31.504. DONQGA.COM iuuiiiiiiiiiiiiiiiiiiici e 585
31.505. DONTSTAYIN.COM L.iiiniiiiiieii ettt e et een e eaeeaneens 585
31.506. DOOIDIOGJD weuneerueiiieeiie et ettt 586
31.507. DOIGIOMN L.iuiiiiiiitit ettt ettt e e et e e et e e et s e e e e e e e s e eaneaneanes 586
3T1.508. DOSTON «.vueiniiiieiiie ettt ettt et et e et et ete et e et et et eaeeraenaneeaenens 586
31.509. DOUDAN.COM ..iiiiiiiiiiiii ettt et e s e e s et s e e e e ain e 587
31.570. DOUDIEVETIfY ...eeeiiiieeiii et 587
BT5TT.DOUYU ettt ettt et e e e e e e en e 587
B15T2 DIk et 588
31.5T3. Draugas.lt ..oeeueeeeie e e e e 588
N B B =T T 1= o o T8 A PPN 588
31.515. DreamWIzZ.COM ..ouiiniiiiieiiiei ettt et e et e e et e ereeneeneenennens 588
315716, DIOPDOX ceuiiiiiiiieiiiee ettt et ettt e e e e e e e e et e et e e et e e et e aaaeeaans 589
31.517. Dropbox DoWNIoad ........cccueiiiiiiiiiiieiiei e 589
31.518. DropboX Upload ........cceueiuniiiiiiieie e e e 589
31.5T9. DIOPSNOLS ...eeeiieiieeie ettt e e e e e e e e e 590
31.520. DrukNet.bt (Bhutan Telecom) ......ceuuviiuiiiiiiiiniiineie e 590
31.5271. DrUP@LOIG «eeneieneiieiieii ettt ettt e e e e e e e e et ean e eas 590
31522, DSV tiieiiieiii ettt ettt e e e e e et e et e e e e e aaans 590
31.523. DUDIZZIE.COM .eniiiiii e e e e 591
31.524. DUOAECA IT SEIVICES . evnieeiiieii e e e e e e e e e eaes 591
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N Y T B U (o1 - s Mo 1 1 Y 591
31526, DV.IS ittt aas 592
31527 . DWAIOZN o oo 592
31.528.De Ware Tijd ONlINe ......oiuiiiiiiiiie e e et ea e eanes 592
31.529. Divine Word UNIVErSItY ......cceuvureeiiiiineeiiiiie ettt eeeei e eeevii e eeees 592
31.530. Dynamiclntran@t.Com .......cuuieniiniiiiiiii e 593
31531 EdDOKS weenieiniie e 593
Rl X P = 11 o [€F 14 Welo] o 1 PP 593
31.533. Earthlink T@IECOM ...vivniiiiie e 594
31.534. EQStMONEY.COM .uiiniiiiiiiiiiieieeie et eie et et et eteeaeeneeaereenereenennees 594
31.535. Easytravel.COMAW .ouuniiiiiiieiiiie ettt ettt e e et eees 594
371.536. @BAY.COM oniiiiiiiii ettt ettt e e e e e ees 595
31.537. Ebay.classifieds .........oceuuiiiiiiiie e 595
31.538. ECAYLrade ...ceuuiiiiieiii e ettt et 595
31.530. ECNO360 ..vniniiiniiiiiiie e 596
31.540. EChoroukonlin@.COM . ..oviininiiiii e 596
N DY B T ol U - 1 [ TP 596
31.542. EdgeCast Networks CDN ........oiiuiiiiiiiiiii ettt e e e e e e 596
R Y T oo [V 1o 1< 1 597
R Y ¥ o [§ [or= 1 { (=1 (< 597
31545, EGIOO0S ouiiuniiiiieiie e a e e et e eas 597
31.546. Egnyte Enterprise File Sharing .........cooveiiviiiiiiiiiiniininie e 598
31.547. EKQNTIPUILCOM otutiiiiiiiiiieeiiie ittt e et e et e eeieeetie e et eeaineastnseetneasnneeannss 598
31548, EKSISOZIUK ..ovvvinieiiei e eas 598
31549, EKSKIUZIVA «.evivniniiiiee e 599
31.550. EKStraBladet.dk .......cuvvniniininiii e 599
31551 ELDAIAA eeeeeiiiii i 599
31.552. EINACIONGl et s 599
31553 EIBIOG e 600
Cl 1Y o | oo o] F- NPT 600
31,555, EICAtKg «evnieeii e 600
1T ST = el s o1 o T TN 601
BT W A = [ 1<) o 1= ST 601
31,558, ElCIIONIC AITS wueviiiniiiiit it e e ea e eraeneanas 601
31559, EIfagr .oeieieiie ettt e e e b e eaans 602
371.560. EIftOWN.COM «ouivtiniiiie ettt e e eneaas 602
B IR Yo I = | o = 171 602
31.562. EIHEAAf.COM ceviviiiiiiece e 602
31.563. EINEraldo.nn . ..oeeieieiii e 603
31.564. EINOUITIYA ..oouniiiiiiiiii ettt s ei e e e e e 603
31,565, EIKNAAIA «.oonivniiiii e 603
31.566. EIlE.COMIW eieiinieiiiei et e ee e ens 603
31.567. ElIUMINGTE.COM ce.vtinieiie e ens 604
T T 1[4V - 4PN 604
31.569. EIMUNGAO.ES ..vieniniiiiiiii ettt e reaeans 604
31.570. EINASNIa.ComM couiniiiiiiiii e 605
R YA I = o] { el =] o IO PP 605
31.572. EINUEVODIA.COM utininiitinii ettt e e ee e ens 605
31.573. EINUEVODIAIO.COMNT cevvniiinieiiie i e ens 606
31.574. EINUEVONErald ......oeiriinieii i 606
Rl DY AT = | -1 el ] o TN 606
31.576. EISalvador.COm .....ouiniiii e 606
N By 11111 o o TP 607
31578 EIUNIVEISO «.enieiniiiiie et ettt e e ee e ens 607
31.579. EIWATANNEGWS .oneeieieiiiiie et e e et e e e ens 607
T <10 T =13 - o TN 608
371.587. EMANSION.QOV c.uiuniiniiiiiiiieeie ettt e eae et et e et eaeeneenseneenennens 608
31.582. EMISOras UNidas .....c.cuiuiininiiiiiiiiiieiiee e e eneaens 608
R Y 1o (o] 1 o NPT 609
NS N = 1 0 Vo Lo TS 609
31,585, ENCUENTIA24.C0M 1tiiitiiiiiiiti ittt et ea e e eeet e eneeaeneesesenenenaenens 609
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31.586. ENSIGNTEN ..eeniieii e 609
31.587. EN SON HAbEI ..oveiiiiiiiii e 610
3T1.588. EONS.COM eniiiiiiiiiei ettt et et et ete et e et eaeeneenseneenennens 610
31589, EP@ ettt ettt et eaaas 610
371.590. EPEIMICUS.COM 1ottt e et e e et e e et et et et eaneneaneneaneneneanenenns 611
31.591. English Premier LEagUE ......c..vevuniiiiniiiiieiiiie ettt eeans 611
Sl IR1 N = o To] 1 1 P P TP P TP PPPTPIN 611
371.593. EROOMUNET «.vuiiiiiiiiieie ettt e et e et et e et et e et eaeeteensennenennees 612
31594 ESKIMI eniiiiie ettt 612
371,595, @SNIPS.COM eiiiiiiiiiii ettt ettt ettt et eaeeneeaeereenereenennees 612
31.596. ESPN.QO.COM ..itniiiiiiiie ettt et e et et et e e s e e e e b e ebeebeebaes 613
31.597. ESPNCHICINTO.COM ..iiiiiiiiiii e e e e e e e e e e e 613
Lo Tl LT Ve - N 613
31.599. ESSANA 1.uiiiiiiiiiie it e e e 613
31.600. ESSANIA@ ...uivvniiiiiieiii et aee e eas 614
31.607. ESSIrageNet ...vniiniiiiii et 614
R T 0 5 - Ve [T ORI 614
31.603. Etajakhabar .........viiuuiiiiiiiii e 615
3T.604. ELAO.COM oniniiiiiiiiii ettt e et et et e et e et e e e e et e e eneeneneaeneanenenens 615
31.605. Empresa de Telecomunicaciones de Cuba S.A. .....ccooviiiiiiiiniiniieennne, 615
31.606. EthiojObs ...cceuiiiiiiiie e 615
31.607. EthioTUDE.NET ...iiiiiiii et eans 616
TS e o T - Y 1= PP 616
31.609. Everest TEChNOIOGIES ... c..uiiiniiiiiiie ettt 616
3T.6T0. EVEINOTE .eniniiieei ettt et et et et e et e et et s e e e eeneanens 617
31.6T 1. EVONY.COM Lttt ettt e e e e e e e ens 617
Rl Y A o] oY TS [ o T PPN 617
31.613. Microsoft Excel Online (Office 365) ...uvivvuieiiiiiiineiiiieeiiie e eeineeenens 618
31614, XEIALE ..ottt aa e aaas 618
316715, EXPALIIAtES «oueniniiiiiriiei ettt et et e e e e e et et e e e e e e ens 618
31.6T6. EXPeiaufr ooeeeieeiiee e 618
31.617. EXperienCeProjeCt.CoOmM .....u.iiiiiiiiiiiiii e e e a e 619
R Y 2T =70] (o] oo Nlo] o KU PPN 619
B3T.0T9. EXPIrESSEN ..eniiiiiiieieei ettt et eie et e et et ene e ebeeasebeeaenaens 619
371.620. EYQJOT.COM «eniiiiiiieiii ettt et e et ebe e e e e eaeneens 620
B3T.62T. EYNY.COM ottt e e e e e ens 620
31.622. EZFIY.COM oottt 620
31.623. EZTravel.COMAIW c.einiiiici et e e e e e e e e e e 621
31.624. FACEDOOK ..cuiiiiiie ittt e 621
31.625. FACEDOOK APPS 1 ovniineiintiieieeie ettt et te et s et s e e e e e e eeeaaeeanseaneaanes 621
31.626. FACEDOOK LIt c..uiiiiniiiiiiiiieeiie e et e e e e e ae 622
31.627. Facebook Embedded VIdeo ..........cevvniiiiiiiiiiii e, 622
31.628. Workplace By FAc€bOOK ......cc.uiiiuiiiiiiiiiieiiiee e 622
31.629. FACENAMA.COM 1.iiuiiiiiiiiiiiei et et e e et e e e e e e e et s eneenseneanseneensaneansanns 623
31.630. FACEPAITY.COM couiniiiiiiiiei et sttt eie e s ete et s eieen s e enseneanseneennas 623
31,63 7. FACES.COM euiiiiiiiei ettt ettt et s ee e s ee e s e eanenes 623
31.632. FANPAGE ..ccvviiiiiiiiiiii i 623
31.633. FarmVille ...oeeeeniiii e 624
371.634. FarsNEWS.COM ..iuiiiiii ittt et et et e et e et e e e en e e eneeenees 624
31.635. FashioNGUIAE.COMEW ...vuniieiiiiii e e e e e e ea e eanas 624
31.636. FASTIY oeneeeee it 625
31.637. Fatakat.Com ...uiuniiiiiiiii et e e et e e e e 625
31.638. The Fatu NETWOIK ........viiiiiiiiiieiiiieiii et evi et e e e e e eie e e 625
31.639. FACEDOOK CDN .. ouiiiiiiiiie e e e e e e e e e e e e e eanas 626
31.640. FC2.COM ittt ettt et e e e et e et e et e e et e et eeeans 626
31.641. Firebase Cloud MesSaging .......cccuveiuiiiniiiiiiieiieeieeieeiee e e e e eaneeanaas 626
B3T.642. FEMING couiiniiiiiiee ettt ettt e et e e et e et e et en et eaenens 626
31.643. FEIC TV Lot 627
31.644. FETLIfE.COM 1oiuniiiiiii et e e e et s e aa e eeans 627
3T1.645. FijiTIMES.COM .iiniiiiiiiiii ettt ene e e 627
31.646. FiJIVIllage ....eeeeiiiee e 628
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R T A T Tl B oY o o<1 N 628
31.648. FIlEHOSTE ..ttt 628
31.649. FIlEFACTONY ..ueeiieeiieei ettt 629
31,650, FIlEFIYEN «.eeneeeie et e e s et e e ein e 629
31651, FIlEIIST.rO tevuneiiie e et e et e et e et e e e e e e ees 629
31.652. FIlemail.Com ...ieiice e 630
31653, FIlEPOST .ttt e e e et e e e 630
BT o 1= o V=T 630
31655 FIlERIO evieieiiie ettt 630
31.656. FIleSANYWREIE ..cuviiiiiiiiii e e e s e e e 631
31.657. FIl@SEIVE.COM ...iviniiiiiiii ettt ettt e e e e e e e easeeaeeeeans 631
31.658. Fillos de Galicia (filloS.0rg) .......vveuiiiiiiiiiiiiie e 631
31.659. FIIMAFfiNItY.COM oouniiiiii et e 632
31.660. FINd MY iPRONE ...coniiiie e 632
31661 FINNINO Lottt ettt ettt et e e e et e e e eaai e eeeaes 632
31.662. FIrefoX Update ...ovuuiiiniiiieiiie et e e et e e e e eei e e ei e e aaa e eees 632
31.663. Adobe Flash Plugin Update ..........ccc.oiviiiiiiiriiiiiiiiieiiiiieeceiiie e 633
31.664. FIashtalKing ........ccouuviiiiiiiiiiiie et 633
31665 FIICKI et 633
T e 1o T a1 11T T [ o 634
N TG ol 11] o Yo =T PN 634
31.668. FIIPKAIT.COM L.iuniiiiiiiiie ittt et et e e e et e e e e eaans 634
31.669. FIIXSEEIL.COM 1iuuiiiiniiiieeiie ettt ettt e e et s e et e et s e et e eaaneeenns 635
31.670. FIUMOTION.COM .uiiiiiiiieii e e e e e e e e et e et e et e e e eanes 635
BT T FIUITY oottt et e e et e et eeeans 635
31,672, FIUXIOM.COM o.itiiiiiiieii e et e et e et e et e et e e e e e e e e e e e eaneeaneeaneennes 636
31.673. FIYPrOXY.COM L.iiiiiiiiieeie ettt et eeenas 636
31674, FIYCRILEC et a e 636
31675, FIYCOILIPE et aans 637
31676, FND et e e 637
31.677. Fiji National UniVersity ........c.ceeeuuiiiiiiiiiiieiiiie et 637
31.678. FOQUIreek.COM ..vuiviiiiiii et e e e e e e e 637
31.679. FOrtunechina.Com ......c.iiuiiiiiiiiiii e e ee e e e aes 638
3T.680. FOrUMLGE ouiniieiiiei ettt ettt et et e et et e et e ebeeasenenennees 638
31.68T1. FOKI.COM .iiiiiiiieiiie ettt e e e e e e e e e s e eaaeeaan s 638
31.682. FOtOlOG.COM ..uiiiiiiiieeiie ettt ettt ettt e e e e et eea e eaans 639
31.683. FOtoweb.fotoOWare.Com .......ovuniiiiieiiee e 639
371.684. FOUISQUAIE.COM c.uiuniinieiiiieieieeie et et eteeieeteeteueeneeneeneeneereensennensennees 639
31.685. FOX BUSINESS NETWOIK ....uiviiiiiiiiiiieiieii e et ev e e e e e e 640
371.686. FOXIMOVIES.J «evuerninniiniieieieieieeie et ettt eie et et eneereeneeneeanerernsenernennees 640
3T.687. FOXNEWS «.eeeeeieiiieiii ettt ettt et et e e e easeneaeneens 640
371.688. FOXSPOITS.COM 1iuiiniiiiiiiiiieeie et e eeeie et eie et et eaeetaeteeteeneeneaaaenns 641
31.689. FOXSPOrts AUStralia ........coeuniiiiiieieeiieee e 641
31.690. FOXTEI ..ttt ettt eaa e 641
B1B9T. FIOE ittt ettt et e e eeaas 642
31.692. FreeBSD UpPdates .......couuiiiriiiiiiieiiiiein ettt e et e e eaieean s eaneenneens 642
31.693. Freedom NEWSPAPE! .. ceuieuniiieiieiieeiieeieeteeteeeieerneereeseereesesraeennes 642
31.694. Fre@eTV.COM uiiniiiiiiiei ettt e et et e et e et e et s e eaeanensananeans 642
31.695. Freemail.niU ...covnieniie e 643
371.696. FreePrOXi@S.0rg . vuieniiniin ittt ettt ettt et et et e a et ea et e e et eaneaeaneanees 643
31.697. Fre@WHEEI . .cenieiieii e 643
31.698. FRESH NEWS ASI ..euuiiiiiieeeiiii ettt et e ettt e e et e eeetii e e e eaii e eees 644
31.699. FriendsReUNIted.COM .......iiiuniiiiiriiiie et ea e e 644
31.700. Fruhstuckstreff.de .......cuiiuiiiiie e 644
31.701. FSeCUre UPdate ....uovvniiiiiieiieii e et e e e e e e e e e e e e e e e e ees 645
N V02 2] o - Y el o] o o PNt 645
N IO T (V1 T Y o) (e o - PN 645
31.704. FUNShion vVIdeo Player ......c..viuniiiiiiiiiiiii e 646
I 0T 01 =] OO PPN 646
31.706. GADONIEVIEW . .euiiiiiiieiieeie e et et e e e e et e et e et e ea e et e e eannees 646
31.707. GalaONIiNE.COM ...euiieiiiiieie e e e et e e e e e e e e e e e s e 647
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31.708. APPle GAmME CONTEN ..uuiveniiiieieei ettt e e e e e e e e e e e e e e e e 647
31.709. GAMEDASE.COMEW eeutiiiiiiiii et e ettt et e e et e et e e e een e eeneeeeans 647
371.7710. GAMEI.COMUEW L1eutiniiiinriiein ettt r e et e tnrenetnsenetnseneanseneenseneenseneens 648
317771, GAMES.CO ouriiniiniiiiireiie ettt et e e et s et s et e et eaaeaneesnnaes 648
31.712. GAMESMOMO.NET .outiiiiiiiiiiieieite ettt ettt sttt e e e e e ene e eneens 648
31.773. GaANJICOM ettt ettt et et et et et e e e e e e e et e eneeneaneennees 649
31.7T4. GAaraaN@WS.COM ..euniiiii ettt e ettt ettt e e et e e e e ea e eneeneenaees 649
31775, GACENA ettt ettt et ettt en e e e e e 649
N IV ST -4 1T ol o] o o PN 649
31.717. GatherPlac@net ......ovuiiinii e 650
31.7T8. GAYS.COM cutiiiiiiniiiiiiitiii ittt ettt e b eaa e eaa et et e s eaaeens 650
N A L -V - T o | KON 650
31.720. GAZELABIIC .. eeei e 651
R B A I - V] 1o o] (=TSRRI 651
R BV R Cr- V.74 n - E PP 651
31.723. Google Cloud MESSAQiNg ....ccuierriiniiinieieiineieeieeie et eeineeineenseaneerneens 652
31.724. Google Cloud PIatform .........oviiiiiiiiiiiiin it e e e e 652
31.725. GoOgle CloUd STOMAgE ...cuuuiiineeiiieeiie ettt ettt e e e e e eeas 652
31.726. GENILCOM coiiiiiteii et ettt et e ettt e et et e e e e e een e eaaeeaaeenaeenaaes 652
31.727. GEraSANEWS.COM ..euuiuniiniinneeneeneen et eeneeneeneeneenaertaeeneeneeneenaenneens 653
371,728, GEILYIMAGES +uevnirnieiiiiiieieeieeie ettt ettt eteeteeteeteeteeneenaeneereensenarnennees 653
31.729. GFAN.COM 1etiiiiiii et e e e et e e et e e e e e et e e et e aaneenans 653
31730 GFYCAE wevuneeiiiie ettt ettt ettt eeeab e eees 654
31.731. GhanaWeb.COM ....oiuiiiiiiii et 654
I 2 €1 o T T 1 o [N 654
371,733, GIGASIZE .evniiniiiiiiieee ettt e e e e e e e e e aas 654
31734 GIPHY Lot eeas 655
31.735.GItHUD oo 655
31.736. GlIE SEIVICES ovvuiiiieiiiieeiiie et e et et e et e et e et e e et e e et s e eaaneaaineaeanaas 655
31.737. GlobalpublisShers .........coiiuiiii e 656
31.738. GIODO0.COM .. et 656
31.739. GIYMPSE ettt et ea e eeaas 656
31.740. GMANETWOIK ..iivniiiiiiiii et e e e e e e e e e e e e e eanaes 657
31.747. GMArKet.COKE .ovuniiiiiiii e e e 657
31742, GIMW cetiiiieiiiie ettt et e et e e e e e et ettt s e et e e et s e et e eaaneeabnseasaeasnneenans 657
31.743.GOALCOM ..eiiiiiiiie ettt eaans 657
31.744.GODDO ..o 658
31.745. GOATUDE ...ueiiiiee e 658
3T1.746. GOGO.MIN euiiiiiniiiieieiei et et eteeteteteeneeteneteetaeternsenarnserasnseresnsennees 658
31.747. GOQODOX.COMEW euviiiiiiiiiiii ettt et e et e b e et e ei e e eainees 659
31.748. GONAPPY.COMIW ..iiiiniiiiniiiiiieiiin et et e et e e et e e et e et eeebaeeenaneanneenans 659
31.749. GOIAEN VIllage ...couniiiiiiiiieeei e 659
I 0 o] [o 1= o T o T N 659
31.7571. GOMEETNOW ...cetiiiiiiiii ettt ettt ettt e e et e e ena e enaeenaeenaees 660
31.752. GOMTV.NEL (VOD) .eovuiniiiiiieeeeiiiie ettt e et e et e e erai e 660
Rl B N CToTo N o 1= o B O T PRSP PP TP 660
RN VAT N €leTole [=F-To [ alo] o o KU OPU PR PPR 661
31.755.G00GIE SEAICN ...euiiiiiieii e 661
31.756. GOOGIE ACCOUNTES .uniieiiieiiiieii i e et et e e e e e e e e e e e e e ean e ee e e eennees 661
31.757.GO0GIE AQS ...nieeiieei et ea e 661
31.758. GOOGIE ANAIYLICS ovuuiveiiiiiiiii e e e e e e e e e e e eanaes 662
31.759. GOOgle APP ENGINE ..ouiiiniiiiiiiiiiii et e e e e e e ees 662
31.760. GOOGIE CACKE .. cvviiiiieiie ettt et e et e e aa e eaes 662
31.761. Google Calendar ........ccouuiiiiiiiiiieiie e 663
31.762. GOOGIE ClasSIO0OM .....uuieeiiiieii e e e e et e e e e e e e e e e e e e e e eaeeeneeenaes 663
31.763. GOOGIE COUE ...iniiiiiiieii et et e e e e e et e et e ea e e e ean e 663
31.764. Google Documents (aka GOOgle DIive) .......ceevviviiniiiiiiiiinieneeeeeien, 663
31.765. GOOGIE EArth ..cuuiiniiiiiiiii et a e e e 664
31.766. GOOGIE GENENIC ..eevvueeeiiii ettt e ettt e ettt ettt e e et e e e et e e renaeeeenes 664
31.767. GoOgle LOCal GUIAES ....ceuuiiiieeiiieeei ettt 664
31.768. GOOGIE MAPS . cvnieiiiieii et ettt et e e e e e e et e et e e e e e e e an e 664
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31.769. Google Photos (formerly Google Picasa) .........cccoeeeeueeiiiiiinieiineeinnneen. 665
31.770. GOOGIE PIUS ...nieeiieei et e e e e e e e e et e e e e e ean e 665
31.771. Google Safe BroWSING ......civuniiiieiiieeiiiiecie e e e e e e e e e eaens 665
31.772.GOOGIE SKY ..eeeiiiieeie ettt et e e e e 666
31.773. GOOGIE SPACES ...eevviieeeiiie ettt ettt e ettt e et e et e e e et eeeaba e eeaes 666
31.774. GOOQGIE SPraySCaAPE «.c.uuierineiiieeiiieetii et ettt e et e etieeetieeetieeaineeaaneeenns 666
31.775. Google Secure User Plane Location .........cccceveveiieiiiiiiiieeieceeeieeees 666
31.776. GO0gIe Tag MANAGET ....uivniiniiieiieeeee e e et e e e e e et eaeeaaeaneenns 666
R IV €T | 1o FoTo] I o - | PPN 667
31.778.G00GIe Translate .....cuuiiniiiiieeiie e 667
31.779. Google Trusted Store (Google COMMEICE) ......ccevuureeerirunreeeiineeeeiiaees 667
31.780. Google Web LIght ......ccouuiiiiiiiiieiie e 667
31.781. GOOGIEBOL ...euiieiiiiiiii e 668
N 5 2 1] o] -1 o PN 668
31.783. GOSSIPLANKANEWS.COM ...ivniiiiiiiiiiieiie et e e e et et e ee e e e e e e eaneenneees 668
371.784. GOUGOU.COM .vnirniinirnitnennetnernenenenerenenenetaeneenernserarnserasnsesesnsesnses 668
31.785. GOZambia JOBS .....ovuniiiiiiiie e eaans 669
31,786, GIANMA Luivuiiniiniineieiet et et et et et etet et et eanetnetetnsaneenesassnsenssneensensen 669
31.787. Gratisindo.Co.id .....covniiiiiie e 669
R 4 R €] 1V | - | TSP 670
371.789. GREE GAMIES ..cuveuiiiiieiitiieii et e et s et st e e e e e s ee e s e e e s e e e s eneansenens 670
371.790. GIEENAIEA ..evueeneieieieiete ettt ete et ettt ettt ereeneeretneneranererneerernsesnees 670
31791 GHAMK e e a e e e eaans 671
R 4o R €1 o] o Lo I3 1= AT 671
31,793, GIOUPON «evuitniietet ettt ettt et eteeteeteetetteeteeeeeteessetetseenseneeteeneesnseessnees 671
31.794. GroupWise (NOVEID) ....eeiieiee e e e 671
N VA T €13 s To] o Xl o] 1 KPS 672
31.796. GOOGIE GSTATIC .uuivuniiniiiniiieiitei ettt et e e e ae e e s eanseaneens 672
31.797. GUAMPDINLCOM ..ottt ettt e et e e eaeneens 672
371.798. GUALEVISION 1uitniiniiniiii ettt e e et et et et et et et et et et esnaanesneeneeneen 673
31.799. GUAANGIAgU.COM .uuiieiiiiiiiei e e e e e e e e e e e e e e e e e e eeaeeenaes 673
371.800. GUINEENEWS ..evuerniineiniieieieeieteeieeteeteeteeteeneeteeteenatneennenseresnsenssnsennees 673
31.807T. GUIUP.COM oieeiiiiiii e e e et e e e e e e et eeae e eaens 673
371.802. GUMLIEE.COM teuiriiiniiiiieieieieie ettt ettt eneenereneereenenarneererneerernnennees 674
31.803. GYA0.YAN0O0.COP -nrvvniiiniiieeiiiee ettt e e tie et e e et e e e e e e e e eaaeeaaaeenans 674
R 1075 o F- o] o Yo Xl ] o o USRS 674
=10 LT -1 o =T o N 675
31.806. HamMariWeb .......oivniiiiii e 675
31.807. HAMDASTAGI w.uivunirieiiiiiieiiee e et ettt et e e e et e et e e e aeeeansaansaanens 675
31.808. Hami BOOK .....ccuuiiiiiiiiiiiiiii et e e 676
31.809. Hami ClOUM ...uviiiniiiiiiiie ettt et e e e e e et e aa e eeans 676
31.810. HANAY Caf@ ..evniiiiiieii ettt e e e e e e e eeas 676
31.8TT. HaNQamE.COM .uiiiiiiiii ettt ettt e e e e e e e e e e s aennens 677
31.812. HaNKOOKI.COM ..uiiiniiiiiiiii i e e e e e e e e e e eaneees 677
31.813. HaNKYUNG.COM .uiiiiiiiiiii e e e e e e e e e e e e e e e e ean e 677
31814, HA0T23 oottt et e eenas 677
31815 HAPIOXY eeuiiiiiiiieiiie et e et e et e et e et e e et e e et e e et e et e eabaeeasasannneenans 678
3T.8T6. HAGQIN «oneeniniiiie ettt e e e e et e e e e e e aas 678
31.817. HardseXtUDE.COM ....cvuiiiiiecie et e e e e e e e e e e 678
31.8T8. HardWar€ZONe .......ccuuiuniiiiiiieie et et e e et e et e e e e e e aeeaneeaneeaneeaaeanaes 679
31,819, HateNa NP cueeneiniiniiii ettt et et e et et e e et e e eaaees 679
31.820. HAVEEIU.COMLIMV L.ieiiiiiiiiiiei ettt et e et e et e et et e e e e e e e e eeneeneeneanees 679
31.82T. HBO NOIIC tevuniiiiiiiiieii ettt ettt e e e et e e et e et e e e e e et e aaaneenans 680
31822 HEAP ettt ettt ettt e e e eaans 680
3T1.823. HEAVY.COM L.eniiiiiiiiiiit et aaes 680
31.824. HElPSHift «.oeeeeieiiie e 680
31.825. HEraldm.COM ..ouuiiiiiiiii et e e e e e e e e e e e eaneees 681
31.826. NOKia HEre APL ....oueiiiiiiei ettt a e e s e eas 681
31827 HEIOKU «evvneiiieeiiie et ettt ettt et e e s e et e et e e et s e et e eaan e eaaans 681
371.828. HESPIESS.COM .euiiiiniiiiit ettt ee ettt et et et et e e et eaeneaneneaeenennanenaens 682
31.829. HEUIEKA.CZ ovneeneieei ettt e e e e e e e e e e e e e e eaneees 682



Application Control Signatures

3T1.830. HEXUN.COM ouiiiiiiiiiiiiee e e e e e e e 682
31.83T. HGTV.COM ettt et ettt e e et e eeaa e 683
31832, Hi5uCOM ittt ettt e et e e e e e e eaans 683
31,833, HIDAPIESS ..evuiiiiiiniiieie ettt et a e e e e a e 683
31834 HIAEMYASS ..ot eeii ettt ettt e e e e e s e et e et e et s e et s eaaneeeeans 684
31.835. HIGhWINAS .ceuniiiiiiiie e e 684
31.836. HINI2 .o 684
31.837. HiNet Games (games.hinet.net) .......ccoeveuviiiiiiiiiieie e, 684
31838 HIr24 oo e 685
31839 HIFUFM Lottt e eeaas 685
3T.840. HIFUNBWS ..enniniiiii ittt ettt et et e e e e ens 685
31.84T. HK ODSEIVALOIY ...cevuniiiieiiieetii et et ettt et e e et e e et e eaeeeaanes 686
31.842. HKGOIEN.COM ..euiiniiiii e e e e e e e 686
31843  HLNLDE ..ot 686
31,844, HOCKEY AP tevniiiiieiit ittt et et e e e eee e e e e e s eaneean e e eennes 686
31.845. HOCKEY CUIVE ..ouiiiniiiiie ittt et e e e e e e s e e s eaneees 687
31846, HOIQ .o e eaans 687
31847 HOIA oot 687
3T.848. HOOTSUITE .. vt e e 688
31.849. HospitalityClub.Org .....ceeuniiiieiiieeeie e 688
31.850. HOfIlE.COM ittt eeee 688
3185 T NOTJA weeitieii ettt 689
31.852. HOWSTUFfWOIKS.COM ...eiiiiiiiiiiie e 689
31.853. Hs.fi (Helsingin Sanomat) .........c.oeeeuiiiiiniiiinieiiieeiiie e 689
31.854. HSBC BANK ..ceuniiiieiiee ettt e 690
31.855. HyperText Transfer Protocol .........ccuuuvviiiiiiiiiiiiiineeiiiiee e 690
31.856. HyperText Transfer Protocol ProXy ..........c..eveveiiuireeeiiinneeeiiineeeeiiineeens 690
31.857. HyperText Transfer Protocol VErsion 2 .........cceevuvviiiiniiiniiiinneiiineennennns 690
31.858. HyperText Transfer Protocol SECUIe .........ccuvvviiiviiiiniiiineiiineeiieeeieens 691
31859, HUAWET ..ttt ettt et et e e et ea e eaans 691
31.860. HUFfINGTON POST . .eueiiiiiiei e e e e e e 691
31.861. hUNGrYGOWNEIe ... e 691
31.862. HUOMAO ...uiiniiiniiiiiiiiii ettt e 692
31.863. HUITIYET.COMLEN outieiiiiii ittt e e e e e ees 692
31.864. HVG.NU ovniiiiiiii et e e 692
31.865. HYVES GAMIES . ceuieieiiieiieii et ettt et e ettt e e e e en e e e e eeneees 693
371.866. IGAMEI.COM ..iieiiiieit et et et et et e et et e et e et eeneeeneeaneeaneenaeenneeneennees 693
31.867. i-Part.COMIW ..eeiiici e 693
371.868. [aPP.COMEW Lottt ittt eie et et et e et et e et eneereensenaenennees 694
31.869. IDAY.COMLMY L.iiitiiiiiiiii ettt et e e et e et e e e e eaieeaasernseanearneainaas 694
31.870. 1DIDO.COM ittt ettt e e e eeee 694
31.871. IBM TeAIEAf ....ueiiiiiiiiei e 695
31.872. Internet Content Adaptation Protocol ..........ccoeevviiiiiiiiiniiiniieeeeen, 695
Rl IR TN [« o O PP U OP PP UPPTRPPRPTN 695
31874 TANET ettt eeaas 695
31875 IDNES.CZ e e 696
31876, IAOKEP «.eeve ettt ettt et e e e b eaans 696
31.877. fENG.COM Lottt et e e e e e e eaans 696
31.878. feNG fiNANCE . cevniiiii e 697
31.879. filecloud.io (formerly ifile.it) ......coeviviiriiiiiiieiiii e 697
31.880. IFOIAIIU ..eeiieeiie ettt eeenes 697
31.881.IGINE.COM Lottt et e e e 697
31.882. IHEAITRADIO ....cuuiiiniiiiieeiiieeeie et e e et e eae e et e e et e e e s eetseeaieananaas 698
31883 IKEALCOM ettt ettt ettt et e et e e et e et e e et e e et e eaaeeeaans 698
31884 IKMAN.IK e e 698
31885, KON ettt ettt ea e eaaas 699
31.886. IKUD.AI ..o 699
31887 IIVIA et 699
31.888. lItalehtifi ...cceuniiiiniiiiiei e e 700
31.889. 11ta-SanomMat.fi ......eeeuniiiiiiiie e 700
31.890.IMAgESNACK ...ceeniiiiiee e 700
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31.891. Internet Movie Database ........couvuvinieiinieiiii e 700
N R A 10 g T<T<T o Welo] o o IO OO 701
31,893, IMEET.COM oivitiiiiiii ittt et et e e e e e s e e aese s s sassneenens 701
3T.894. IMQUILCOM Leniiniiiiiiiii ettt ettt ettt ettt et et et eneereeneenerneererneerernennees 701
31,895, IMPIESS.COJP evnernennertneneieteieeieene ettt eteenereeneerernereenerernserarnnerees 702
31.896. IMYANMArNOUSE .....cvuniiiiieiiee ettt et e e e ea e eaans 702
31.897. INDOXIV e s 702
371.898. INAADA MUSIC ..vviniiini et re e aas 703
31.899. INAEKSONIING oevniniiiei e 703
31.900. INAEPENAENT ..eutiiiiiiiii ettt e e e e et e et s e e e e aines 703
31007 INAEXNE et 703
31.902. INAEXNU «vniniii e 704
31.903. Index Exchange (previously Casale Media) ........c.ceccuuveeiuiiiiiieiinneeennnnen. 704
31.904. INAIATIMES «.evieinieeie e e ens 704
31.905. INdONEtWOIK.CO.IMA onivirniniiiiie e ens 705
31.906. INAOWEDSTEI.COM . ouivieiiniiiiiei e et eeeaeans 705
371.907. IN@WSMAITA ..uiviiiiiiiieii e ee e e et e e e 705
31.908. INODAE . ..vieii i 706
31.909. ING BANK enoniiiniiiiit e e eas 706
31.970. INHAN.COM oeee e 706
BT.9TT. INMODI e s 706
N RN I o | o1 -Vl £ YTt 707
B3T.913. INNTIAA conieiii e 707
B IR 7 3 T a Yo V7 e [T 707
319 5 INQUITEE ettt et e et e e e e e e e e e e eanaenens 708
3T1.9716. INSTAGIAM o.iuiiiiiiiiiti ettt et e e et e e et et e e e e et eaneaneanennees 708
IR N I 1o [ { (U el ([ <O PSPPSRt 708
31.978. Intalking.COM oeniiiiii et e e e e e e eaneees 709
319719, INTEIAPI 1eneeiee ittt e a e eaans 709
31.920. INterNatiONS.0rg ...cuiniiiiiii ittt eae 709
R I 1o (= 1 g T<] o ] £« IO PP P PP PP 709
31.922. INtEIrPArK.COM .. evniii it e e e e e e e e e e e e e e e eaneeaeeanaes 710
31,923, INTUIT.COM ettt et et e e e e e e e e e s e eseenens 710
31924 INWI ttiiiiiii et aas 710
31.925. INYArWANAA evuviiiieiiieiii et ettt e et e et s e et e et e e ei e e et e aaaeeaans 711
312926, TQIYT weuneeetneeeie ettt ettt et et ettt e it e e a e eaans 711
31.927. IRC-GAllEIANET ..eeieiiei e 711
31.928. Indian Railway Catering and Tourism Corporation ............cc.ceceuueeeennneenn. 712
37,929, ISSUUL.COM Liuititititit ittt ettt ettt ettt et er et ereresesesesesesesarasnsassnenenens 712
371.930. HAIKI.COM 1evinitiii e et e e e aeananes 712
3T.93 7. ESMY.COM ettt ettt et et et e e ereeaeneeaeneens 713
R R A 41U ] o TN 713
319330 TV PIAYEI ettt e e e 713
31934 IWIWLNU Lo 714
N R K L TN - A LU 714
371.936. JAIKU.COM o.onieiii et aas 714
31.937.JamMaiCa GIEANEY .. ..uiviiiiieieiee e 715
31.938. JAMAICAODSEIVEL .ouviniiiii ettt enes 715
371,939, JaMIiiFOrUMS.COM Liuiiitiii ittt ee e ee e e eteeaerenenaenenens 715
371.940. JamMmMeErDireCT.COM L uiuitititi ettt et ea e e e eeaeaaens 716
R 7N IR -1y Lo To Xalo] 1 H U PO OT PP PTOPPN 716
N R - Y o PPN 716
S IR 7 TN -1 1 1 Y 716
31.944. Java UPdate ....couivuniiiiiiiiii e aa e 717
31.945. JAWabKOM .eivtiniiiii e 717
31.946. JAVEACK ...oeieiii e 717
31.947.JaWhara FM ..o 718
BT.948. JAVHD ... e 718
31.949. Jeta OSh Qef ...veiriiiie e 718
R e YO =Y 1= A (o) o N 719
Sl e T 11 o) - 1 o KN 719
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371.952. JINGDONG ceniiiiiiiie e e e e e e e e e 719
31.953.0Njira.com (JIRA) oeiinieiiiiiie ettt e e e e e e 720
N IR LY S |1 =X o X e PPN 720
31,955, JODS.af i e a e 720
31.956. JODS.DG ouniiiiiiiii e 720
31.957.JODSDB ..ot eaans 721
31.958. JODStIeet.COu c.univniiniiie e 721
oY T T} oo F- T 721
31.960.J00NgaNg Daily .. ccuiiniiiiiiiii e e 722
31.9671.Jeta Osh Qef ....iiiiii e 722
371.962. JQUETY eueineiieiie ettt ettt e e et e et e et e et e et e e et s et e et e et e et eebaas 722
31.963. JUDIi.AK eviiiiiiii e 722
31964, JUMIA e ettt et et e et e et et e e e e e e e enaas 723
31.965. JUNKMAIl c.eeieiiei e 723
31.966. JULAMNJILAT L.ooeiiii e e e e 723
31.967. KahOOt! ....uiiniiiiiiiie ettt e e e e e e s eaneees 724
31.968. Kaieteur News ONliNe .......c.uviiiiiiiiiniiiiieiiineeiin e eei e e e eai e eaanes 724
371.969. KAIOO.COM L.iniiiiiiiiiii ettt ettt e ettt ea e e et e e ea et eneaneneaneneneanenns 724
371.970. KQJOANA.COM ettt ettt e e e e et e te e et een st eneeeneenenenanenns 725
R R A I €1 (0 el o o 725
Rl R (-1 T PP 725
31.973. KaKaoCdi ..c.uuiiiiii i e e 725
31.974. KAKAOSTOIY ..uiiiiniiii ettt et ettt et e et e e e e et s e et s e eaneananas 726
31.975.Kalerkantho ........coouiiiiiiii e 726
31.976. KaNKan.COM ...euiiiniiiiie et e e e e e e e e e e e e e e e eaneeens 726
31.977. KapanLagi NETWOIK .....c.ivniiieiiiiiieie e e e e e e e e e 727
R IRC VAT €Yo To o) & elo] 1 oINS PPN 727
310979, KAr0OS . ettt a e 727
31.980. KASKUS.COM ..uiiiiniiiiiiiiiiii ettt e e et e e e e e e e e eaneeaanes 728
31.981. KaSPEISKY.COM .euuiiiiieiiiieeiii ettt ettt et e e e et et e e e e eeanes 728
31.982. Kaspersky Update .......c..ceeuueiiuiiiiieiiie ettt 728
371.983. KASVYKSTA - eeuneeiieiiie ettt ettt et e et aa e e 729
31.984. KOOKMIN BanK .....cuiiniiiiiii e 729
31.985. Khmer Breaking NEWS .....c.uvivniiiniiiiiieineie ettt et e eai s eaneenneees 729
31.986. KBS (Korean Broadcasting SYStem) ......c..oviiuuveiiireiiineiiineeiineeiineenieenens 729
31.987. KEEZMOVIES.COM .uiniiiiniiiiieie et e it e et et et eea et eneaneneaneneanenensanenaens 730
31.988. Kementerian Hukum dan Hak Asasi Manusia ...........c.cccceevviiiiniinnennnen. 730
31.989. KRAbINI .uueeiieie e 730
31.990. The Kyunghyang ShinmuN ........cooiiiiiiiiiiiinii e e 731
371.99T. KRMEINEWS ..iiiiiiiiiieiie et ettt e e et e e et e ee et s e b s et s et e aineennas 731
31.992. KRMEINOTE oeuiiiiiiiiieiii ettt ettt e et e et e e e e eaeeeaaeeeeans 731
31.993. KNMEI.PIESS enietiiieiieeie ettt et e et e e e e e e e e e e et e et e eaeseeaanaas 732
31.994. KhMEREAA .....covniiiiiiiii et e e e e e e e e e e 732
31.995. Khmerload.Com ......iveiiiiic e 732
31.996. KiCKass TOITENTS ....iuniiieiieiiei et e et e et e et e e e et eaaeeaneaanenns 733
31.997. KigaliToday.CoOm ....iiniiiiiiiiie et e e e v e 733
31998, KiJIJI.CA 1eevueeiineeiie ettt ettt et e e e et e a it e e e aaans 733
31.999. KiNOGO .ueniiiiiiiiiiii ittt ettt 733
31.1000. KIWIDOX ..itniiieiee e e e e e e e e e e e e e e eaaeees 734
31.1001. BCAKIIKPAY ...t 734
R 00 ) 1 o - PP 734
N I 1010 (o o - PPN 735
31.1004. Kohsantepheapdaily ..........cooeviiiiiniiiiiniiiin e 735
31.1005. KOIEKLIV ..eieiieiiie ettt 735
31.1006. KOMPASS.COM ..uiineniininetineneteneteneteneteneneteneeaeneeaeneenenenaenenseneneens 736
371.7007. KOMPASIANA teuevuirniiniineieiereineieeeeeteeteeneeneeteeteeneeneenseneeresnsenesssennees 736
371.7008. KONAMUNETJD +uevniinirniiiiiieieieeietieeie et eieeteereeneereeneeneeneereensereenennees 736
3T.1009. KON wutiniiniiiiiieiiieeieie ettt ettt eie et et eaereeaaereenseneeneerernnerernennees 736
3T.T0T0. KOOOTA.COM L.euiiiiiniiiiinei ettt ettt ettt et et e e ea et eaeaaeeeaneaneaneaneanees 737
31.00TT KPIOXY vttt e ettt eae e et eae et ene e eeeeans 737
T 0 70 el o o o N 737
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31
31
31
31
31
31
31
31
31
31
31
31
31
31
31
31
31
31
31
31
31
31
31
31
31
31
31
31
31
31
31
31
31
31
31
31
31
31
31
31
31
31
31
31
31
31
31
31
31
31
31
31
31
31
31
31
31
31
31
31
31

B O 1S R T ) P 738
NN B 3 G (o - TSR 738
NN T (U (e X o] o o PP 738
10716, KUENSEIONIINE.COM ovivniniiiii i eeaes 739
JOTZ. KUNAO ottt 739
1018, KUpUJEMProdajem ....c.ueieiuniiiieeii ettt et e e e eaas 739
B0 0 R U 1 P 739
1020, KUTIEINFO coniaiiec e eaas 740
B N0 B (0 ) {0 [ Wl o TP PP 740
022 KWEJK ettt e e e e e e 740
1023, LAACIDINET «vniiniitii e 741
1024, LaBanquUEPOSTAlE.fT c...iveiiieii e 741
025 Lady8844.COM ..ueiiiieiieeie ettt ettt ettt et e e 741
B 01T I ' N 741
R EOPYARR- 1ot Ta o] s Welo]1 o -1 SO TR 742
RO R I T - o (=TT o - PPN 742
1029, LaPAGING ennenineiieiie ittt et e e e e e 742
1030, Lapatilla coveeeeeeeee e e 743
LR B -] (=10 1 Kelo] o o IO PP PT TP RRN 743
B ORI o] (< o 1o [ - i [or- NP 743
L0 R I 12 {=Ye (o 1N 1 (= i T 743
T034. LAStIM e 744
L1035, LastPass.CoM .uininiiii e 744
1036, LativeCOmMLIW i e 744
1037 L8ZA0A .. enieiiie e 745
L0 ES R AV =To [T o g ] oY N 745
1039, L8360 uivniniiieiii et 745
040, LEAPFILE .o e e 745
047, LEBONCOINT 1 eniitiiii s 746
N0y R <] o T J PPN 746
B0 10730 TR I Y o P 746
044, Leralinel .veeniniii s 747
1045, 1eteCKAPOSTA.CZ ovviiniiiiieeiie e e e e e e e eas 747
046, LETV.COM eninitii ettt ettt e ea e s eaeaeaeaeenenenaanens 747
.1047. Level 3 Communications CDN ....oouiiniiniiiiiie e 748
048, I@XPIESSIMU .uiieiiiiiieiiee et e e e et e e e e e et e et e et e et e et eenesneeanaeanaennnes 748
B 077 Lo o T=Y VoY o Mo o o NN 748
B L0 YO R ] oY= o Y| N 748
1051, LibraryThing.COM cuueiiiiiiiie et 749
052, LIdEI BEL vt 749
T053. LI it 749
R K0 T =] g Vo] R elo) o o FP T 750
B 0T TR | o) i N 750
LT056. LIGATUS et e e 750
B L0y o1 T TP 751
.1058. LintasBerita.com - LINtas.mMe ....c.iniiiiiiiiiiii e eneeens 751
1059, LIONAILCOIA «iniiniiniiiii e e e 751
L1060, LIONTIAVELCOM cuivniniiiiiei e aas 751
JOBT. LIPULANG ..eieneniiieie ittt e e et e e e e e e e e e e e e eeananes 752
N0 (S Y N 31 o o IR 752
1063, LiStINAIANIO cvvvniviininiii e 752
1064, ListOgrafy.COM c.u.iiueeiiiie it et e e e et e eae e e e e e eaneeeaes 753
.1065. Microsoft Office Live MEETING ....ccuuviiruriiiiniiiinieiiieeiineeieeeiineeiineeniaees 753
L1066, LIVECNAT «.vnininiiii et eeaas 753
B K0y I\ VZ=Te Lo o) ale o o AN 754
068, LIVEINTEINET.IU .oviviviiiiiiiiiiiiee et e e e e e renenens 754
L1069, LivVeJoUINal.com .ouvinii e 754
TO70. LIVEPEISON euiiiiiiiiiiie ittt et et eeee e et e et e e e et e et eaneneanenns 755
JO7T.LIVERAID e 755
KO R W V<L oo ] (T TP 755
1073, Livingsocial.couid convnniiniii i 755
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B3T.T074.LKQD ..eniiiiiieie ettt et e e e e e e e et e e e e et aaeeaaas 756
31.1075. Limelight Networks CDN ......ccouiiiniiiiiiiiie e e e e 756
B1T0T76.LLP et eeaas 756
31.T1077.10@0T0 eviniiiieiii et 757
31.1078. LOCAIYLICS ovvuniiiiiiiieeii et e ettt et e e e et e et e e et e e et e aaaeenans 757
3T.T079. LOGMEIN .eniiiiii ettt e e e e 757
31.1080. LOKaliISteN.de ....eeeeiiiieeiie e e 758
31.1081.LOOP PNG ittt ettt e et e e e eeans 758
311082 LOTAME ..ttt et ettt e e e e e e eeaie e e eeaans 758
3T.T083. LOTOUI.COM .euiiiiiiiiiiieiiieiet ettt eie et et et et eteeteeneeneeneeraenereenennees 759
3T.T084. LOTEE.COM eueiiiiiiiiiiiei ettt ettt ettt et et et ea e eaeeraeneneeanenaens 759
371.71085. LOtteryPOST.COM .uuiiiiiniiiiiiieiieiiee ettt e e et eeeneens 759
31.1086. IBM SMArtCloud .......c..eiuuniiiieiiieeiie ettt et eeia e 759
311087 LIYLaS.IE et 760
31.1088. Liberty TIMES NET ..ccuuiiiiiiiiiiiii et e e e e e e s e s e eeanaes 760
BT089. LT ettt et et ettt et et et ea e ees 760
311090 LUN coiitiiiieeiiie et ettt ettt e et e et ettt e e et s e et e et e eaan e e et e e et eeaaneaaes 761
371.1097. LUNAISTOIMLSE .uiiinieiniiieeii et et et et et et et e et et een e eeneeeneeneeneennes 761
31.1092. LUSAKALIMES ...eeiniiieeii ettt ettt ettt e et ea e eeans 761
31.1093. LVPING.COM 1uiitiiniiiieieieieeieie et eieeneetaeretaeseereeteenaennenneneesnssnennenns 762
31.1094. Microsoft Skype for Business (formerly Microsoft Lync Online) (Office 365) 762
31,1095, LYNA.COM 1euiiitiiiiiitii ettt et e e e teei e et e et e e e et eaneesnseanseaneerneaines 762
31.1096. IMBOO ...cevueeiieiii e et e et e et e et e et e et e e et e e et s e et eetaneeabneeataeaaneenans 763
31.1097. MA@NNEWS.NET ..euiiniiiiiiiii ettt ettt ee e e e e ens 763
31.1098. Mail.fu QAMES ...evnieiiiieie e et et e e e e e e et e e e e e e e e eannaes 763
31.1099. MAILRU LOVE ...cuiiiiiiiiiieei e ettt 763
31.1700. Mail.ru MOIMIE ..ouniiniii e e e e e e e s e s e e s e e e e e eennaes 764
311707 MAKO.COMI ciniiiiiiitii ettt e s et s e e et e e e e e e ees 764
311102 Ml ettt et eeeaas 764
311103 MAlIWED ..t 765
31.1704. Maltapark.COM ....ueieeiee e e e e e e e 765
31.1105. MaltaToday.COMLMT c..uiiiiiiii ettt ettt e et e eea e e eees 765
I B L0 TCN Y T - o 766
31T.1107. MaNGOCITY.COM ..euniniiiieiiieieit ettt ei et s ene e e et s e e e eneeaseneens 766
31.17108. Mang VIieC Lam .....c.viviiiiiiiiiiiiiiiiiii e 766
31.1109. Manorama ONnliNg .....c...viiiiiiiiiiiiii ettt et ea e eeans 766
311170 ManX TEIECOM .uneiiiieii e ettt e e e e e 767
T I I 1 - '] oo PN 767
3117112 MapQUEST.COM eeuiiiiiiiiiieii ettt et et ee e et e e e e 767
BT TT3. MDY ettt ettt ettt e ea e ea e eaaas 768
BT TTT4 MAICA.COM ouitniiniinii ettt ettt et et et e e et e e et et et eaneaaeaaeaaeaneaneanennes 768
311115, MArEDPIESS ..cvnieneiieeie et e et e e e e e e e e et e et e et e ea e et eanaesnnes 768
31.1116. Marktplaats.nl ......eenieie e e 769
31.1117.Mashable.ComM ...ouiii et 769
311118, MatChuCOM et e e e e s e e e eaneeas 769
311119 MAXCDIN ottt ettt e e et e e et eeeebieeeeeaas 769
31.1120. Maybank2U.COM .....coouiiiiiiiiiieeiiiie et 770
31.1121. MBC (Munhwa Broadcasting Corp) ........cceuueeeunreeiuneeiineeiieeeieeenneennn. 770
B1T122. MDBLIS e et eaaas 770
B31T123  MBNLCOKE o 771
311124 MCB HOME ittt ettt et e et s e e e e eeeeen 771
31.1125. Middle East Broadcasting Center (MBC GFrOUP) ....cvvuvevnveineinniennennnennnens 771
31.1126. Media INNOVAtioN GrOUP ....c.uuviniiieiieeieieeieeiee e et e et e e e aaeeaneeanees 772
31.1127. MEAIACONGO .eetineiiieeii ettt et ettt et e et e e e et e e eaeeeaaeeeeans 772
31.1128. MediaFire.Com ..c.uuiiiieii ettt e e 772
31.1129. MediaMath c...ceiiiie e 773
31.1130. MEAIASCOPE ..vvieiiiieii ettt et et et ettt e et e et e eaeeaeeaneaansarneeaneennes 773
BT TT13T. MEETIN.ONG ittt et et ettt e e e 773
3T.T132. MEEIME.COM .ottt ettt ettt et e ettt ere e eneeaeneens 773
31.1133. MEEtTREBOSS.tV ..ceviiiiiiiii et 774
3T 1134 MEETUP «.eneeeieie ittt et e e et et e et et et et e e e e e e e e e eanaenens 774
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31
31
31
31
31
31
31
31
31
31
31
31
31
31
31
31
31
31
31
31
31
31
31
31
31
31
31
31
31
31
31
31
31
31
31
31
31
31
31
31
31
31
31
31
31
31
31
31
31
31
31
31
31
31
31
31
31
31
31
31
31

T35 MEGA oot e e e 774
1136, MEGAPIOXY eneeneeieeieiieee ettt ettt ettt et et et e e e e e enaeenaees 775
17137, MEGASNAIES.COM .uiiiniiieii ittt et et et et e et e et e aaeeaneeaneernseaeennaes 775
JUBBUMEITU et 775
TT39.MEITUAN L.eniiii ettt ettt e e e e eaenes 776
.1140. Mekusharim.walla.co.il ........cooeuiiiiiii e 776
J1471. MeNdeley.COM .uniiiieii et 776
1142, Menstylefashion ..........oviiiiiiiiiiiie e 777
.1143. MercadoLibre (aka MercadoLivre) ........cceiuviiniiiniiiniiiniiieeiieeiee e 777
T4 IMEIOJAX «eueeneeneiitee et et et ettt e e e et et e et et s et e e et eneeneeneneenenns 777
A5 MEITJEP.COM ettt ettt et et et et et e et eneaneneananas 778
TJTAB.IMGID ..t aans 778
B I A YT To o] o IR P PP PT TSP 778
JTAB. MIAOPQAT ..evniiiiiieie e e e 779
B I Lo B Y T (oY i PR 779
1500 MINQ@IU ceniiiiiii ettt e a e e e e eas 779
15T MIhanblog.Com ... 780
1152, MIhanNWEDAdS ...covneiniiii e 780
B I 5 TR 11 e T TN 780
TJU540MILAA <. e 780
B I YT 1V 11 - T [T Tl o F- PPN 781
156, MIAardayo ....eeneeeeiiii e e 781
TJU57.MIMTILAZ o e 781
J158. MilliYET.COMLLE 1ottt e e e e e 782
JT59. MING PAO0 ceniiiiiiiiiie ettt et et e e e e e e e e e 782
J160. MINUEO 30 i ettt et et e et e et e e e e e e 782
16T, MISTIECI.COM Liniiieiiii ettt ettt et et e et e e e e e e e e e e e e e e eaneanes 783
TTB2. MIXIP weneeene ettt ettt et eaane 783
163 MIXPANEL ..t a e 783
B I |l X N 783
JT165. MMM NIGEIIA «ueeieeiee ettt et e et e et e et ea e eeananas 784
166, IMOQAL ..ttt et e e e eaas 784
167. MODAgE GAMES ..cvniiiiiie et 784
TT68. MODBFOX ceutiiiiiiiiiieie et e e e e 785
1169, MODIIE0T.COM 1oiiiiiiiieii et e et e eaneeaans 785
JT70.MOCEAN ..ttt ettt e e e e e et e e e e e e e e e ate et e ate e aans 785
7771, MOCOSPACE.COM cuiiiiitiieiiteie et et e e et e e e e et eaie e eeteeneeteeneateeneeneenaenns 786
TT72. MOB.QOV eniiiiiiiieie ettt et et et e e e e e e e e e et e e s et s aasetsansaneansennannenns 786
TT73. MOGLCOM ettt ettt ettt et s e e e e ete e s et e e et eneeneenseneenenns 786
.1174. Livestream (formerly MogulUuS) .......ocivvviiiriiiineeineiineeiieeeeiieeeiineenens 787
.1175. Ministry Of Interior of Qatar .........ceceevuiieeiiiiiieiiiiineeeie e 787
1176, MOMOSNOP.COMEW oniiniiiiii it e e e e et e e e e e aanes 787
177, MONEX.COM ettt et et et et et eaeten et eneeneneteaenetenseasneenenns 788
178, MONEYTO3.COM .ottt ettt et et e e e e e e 788
1179, MONEYDJ.COM ceuiiiiiiiiiici e 788
T80, MONITOI.COMUG tuiiniiiiniiieiitiei ettt ettt ettt e ettt eneeneeneeneeneenenns 788
T8 MONSTEI.COM euiiniiiiieiieie ettt ettt ettt e et e eneeaeeneenenes 789
TT82. MOOVIMG ittt ettt ettt et e e e e e eaenes 789
183 MOP.COM ittt ettt et e et e et e e e e eaeeaensaeneaaneananes 789
TJ1BA.MOPUD e 790
.1185. MoreFreeCamSecrets.COM ...vuii i ittt et e e e e e e eaeanes 790
1186, MOSAIQUETM L.iiiiiiiiiii e e e e e e et e eaeeeaans 790
1187, MotiKa.COMMK L.viiniiiiii e 790
188 IMOTINEWS eenetiiiei e e ettt et e et e et e et e e et e e eneaeneanenennenas 791
1189 MOULhShUL.COM L.ooeiiiic e 791
TT90. IMOVET ettt ettt ettt e e s e e e s e s e s et s e s etsensateansannanenns 791
JTOT. MOVIE2FIEE ittt et et e e e e e e eaenns 792
JT92. MOVITEL et e e 792
.1193. Mozilla.com - MOZilla.0rg .....uvvevniiiiiiiiineiii e 792
JTO4 IMOZZE ceenieeie ettt e et et e et e e aanas 793
BT YT ) (T R PP PP PRRRN 793
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31.1196. Microsoft Office OneNote (Offic@ 365) ..vvuveviiiiiiiiiiiiiiieireieenennns 793
31.1197. Microsoft Planner (OffiCe 365) ..vuvuiuinieiiieiieeie et eee e 793
31.1198. Microsoft Sway (Office 365) .....uvierneeiiieieiiieeiiieeiiie e e e e erneerieeaaaaas 794
31.1199. Microsoft Translator (Bing Translator) ..........cccevevvevviiiniiiinniiiineiinneennn. 794
I 00 [0 o | PP 794
3T.T20T. MTIN GrOUD «euiiniiniiitiei ettt et et e e e e e e e e e et e e et e e eeeaneaneanennes 794
311202, MTV et ettt et e et et et e e e eaaa e 795
31.71203. MUahumi et 795
31,1204, MUILIPIY.COM outiiiiiii it e et e e e e et s e s e e ean e 795
3T.1205. MUSICA.COM «outiiniiiiiieitie ettt ettt ettt ete et s e ea s e easeneenseneeaeneees 796
31.1206. MUSICChOICE (IMC) c.uuiiiniiiieeiie ettt e e e e e e eaeeeaan s 796
3T.T207. MY.COM ettt ettt et e ettt e e e et e a e ebeeaserenenenenaens 796
31.1208. MY YaN0O ...eiiieiiee ettt ettt aa e 797
31.1209. MYANIMELISTNEL ...ceeiiiiie e e 797
31.12710. Myanmarload .......c.eviunieiiiineineiie e e e e e e e e a e e e e e 797
BTI2TT.MYAULO ettt ettt e et ete et e et en e et eaeereeneneennennees 798
311212, MYChUICR.OIG ..ttt et e e et e 798
B1T2T30MYDIV ettt eaans 798
31.1214. MyDowWNIoader.net ........ccouuiiiiiiiiieii e 799
311215 MYDIIVE ettt 799
31.1216. MyHeritage.com -MyHeritage.fr .........cooevviiiiiiiiiiie e, 799
311217, MYJOYONIING «evniiiiiiiii ittt ettt e e e et s et e e s e eain e 799
311218 MYLIfE.COM oeieiiiiiie ettt eeeee 800
311279 MYMATKET oottt ettt et e et e e e eaans 800
3T.7220. MYOPTUS .eevieeieiiiieiti ettt ettt ettt et et et e e ebeeareneeaenaens 800
31,1227, MYSPACE.COM eniiiiiii ettt et et ettt et et et et e e enaeenaeenaeenaaes 801
31.1222. MySPACE VIAEO ..evniiiiiiiiieii e e et et e e ee e e ea s ea s e e e eaanees 801
BT T223 MYSTAIT ettt ettt et et et et et ea et et eneeaaneaanns 801
S3T1224. MYWAY ..ivniiiniiiiiiii ittt a e 801
31.1225. Mywebsearch.COM .........viiuiiiiieiii ettt e e e e eeees 802
31.1226. MYVIAEO.AE ...ttt 802
311227 . NABIUSEV <.t 802
3T.1228. NACION.COM Leiiiiiiiiiiiiiieeie et eie et ettt ete et et eaeeteeaeeneensereensenaennennees 803
31.1229. NagarikNEWS.COM .....iuuiiiiiiiiieeiieei et et e te e e s et s et s eaneeieanneaanes 803
Rl I {0\ 1 PP 803
31.1231. Nairaland.Ccom ... 804
31.1232. NAaMBAKG covniiniieii e 804
31,1233 Namibian oo e 804
31.1234. Z0one TeleChargement .......vvueiieiiiniei et e e e e e e e e eanseaneees 804
311235  NAPSTEI.COM ettt ettt ettt ete et et et et eneeneeaereenereenennees 805
311236, NASAGOV ..ttt ettt et e e e e et e et e et e e e e et e aa e enans 805
31.1237.Nasza Klasa (NK.PI) oeeeenriiiiee e 805
3T.T238. NATE.COM L.eiiiiiiiii it e e e e e e e 806
31.1239. NAtiON.COKE ..ttt e e e 806
31.1240. NationalGeographiC.COM ... ..ciiuiiiiiiii e e e eaa e 806
31.1247. National-lottery.CO.UK ....c.viiiiiiniiiiii it 807
31.1242. NatiONNEWS.COM ouiiuiiiiiiiiiiii ettt e et e e eeeaeeneanees 807
Rl I D N\ TV 7 T PO OP RPN 807
31.1244. Naver Corporation (formerly NHN Corporation) .........cccceeeeuneeinneeennnnen. 808
31.1245.NAVEI BlOG uuiiiniiiiie it e e e e eas 808
BTT246. NAVEE ouiniiiie ittt e e et e e e et e e et e e et e e e e e e anes 808
311247 NAVEI DIIVE ..eniniiiieie et et e e e e e e e e 808
31.1248. NAVEr Malil cevuniiiiiiiiieii et e e 809
311249, NBALCOM Lottt ettt ettt et e et e e et e et e e et s e eaeeeaaeeeaans 809
31.1250. NDBa China «ceueeeie et 809
BT25T. NBC e ettt et e ea e eenas 810
31.1252. NCAA (National Collegiate Athletic Association ..........c.c.ccevevvviineinnennnns 810
311253, NC0ME ouiiiiiiiii e 810
31.1254. NAUOB.COM Luuiiiiiiiinieii ettt eeie et e et e e et e et e e et e et e eabn e eaaaeeaaneenans 811
311255, NEfSIS.COM euiiiiie ittt e e e e e e eaas 811
311256, NENANET .. ettt ettt eeaas 811
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311257 . NEOBUX.COM aititiiiiiiiiiiiieie ettt ettt et e s ae e e s s srrenenans 812
31.1258. NEP WOIIAWIE ...vninieinieiie e ens 812
311250, NELINE e e 812
BT T1260. NET et aas 812
3T.126T. NEtIOACIN cuuiviiiiiiiei e 813
31.1262. NetMarble.COM ...vninieiii e 813
31,1263 NET PITOIM «.enieiie et 813
311264, NEttDY.NO «.ceeeie e 814
31,1265, NEVEIOCILY .uivviiiiiiiiieiiee e e e e e e e e ea e ean e e eeanes 814
3 B I 1o T\ =1 U1 o] o R Y 814
311267 . NEW REIIC «ovnieiiiiiieee e 815
S I DGy T N L - T o o PN 815
I IO 1730 TR TS 815
K B Iy 0\ LAY o oY o T 816
N I Iy B\ LAY L o] o O 816
31.1272.NeWS24 NPl c.uivuniiiiiiiiii e 816
311273 NEWST8a oottt e 816
N I D 2 L=V o Yo Yo )T 817
311275, NEWSAAY -.evueetieeii ettt ettt ettt e e e et et e et e et e et e eaa e eaans 817
R I T VL= | e | PR PP PPN 817
N B A \\ LAY 1 o o RO 818
31.1278. Nexian.co.id - NeXian.US.tO ....c..ovviniriiiiiiiiieii e 818
N I D4° T\ =)o) g Welo] 1 4 IR 818
371.1280. NEXOPIA.COM 1ouitiiitiiieii ettt et e e et et e et e eteeneaetenseaeneananeenens 818
311281 NEXIMEAIA «oveniniiiiii e e e aas 819
31.1282. National Football League (NFL.COM) ....couivviiniiiiiiiiie e, 819
3T.1283. NGOPOST.OIG wuituieniiniiniiniieiet ettt et et et et et eaneaeaneeneaneeeaneanes 819
311284, NGIOK eiiniiiiieei ettt e e e e 820
3T.1285. NNAAATSO ..vuivniiniiiiie et e e e e e e aa e 820
311286, NIANTIC, INC ceiniiiiii e e e ettt e e eeeneaes 820
31.1287. Nicovideo.jp (aka Nico Nico DOUGA) .......cevuviineiieiieieeeeeieeieeie e, 821
O I D T 1= Y=Y o TR 821
31.1289. NIUWSDIAA ...enieiiiniii e e 821
311290, NIftY.COM iiuniiiiiiiiie ettt et e et e et e et e e et e e et e eaaneeanneaeanns 822
31.12971. NIigEIEMPIOT ..eeeeiiiieeeiiiie ettt e e e 822
311292, NIKE.COM oniiiniiiiei et e e e ens 822
371.1293. NIKKEI.COM vt eas 823
311294 NIMBUZZ «.oneieieie e eas 823
311295  NINGUCOM ittt ettt eie et ettt ete et e et eaeeneenseraensaneenennees 823
31.1296. NINTENAO ouiviininiiiie et e e reaeans 823
311297 NJUSKAIONT Lo 824
B I 7 T o - T 824
B I 2 L T o G- T 824
31.1300. Nonghyup Bank (NOhyup.COM) ...c..uiiiiiiiiiiiiiiiieiiiieei e, 825
31.130T. NOIAEA.AK .vieniiiiitii e 825
311302, NOTICIAS2 oniveenieiiiie e ettt e e e e eaeaeans 825
31.1303. NOVINKY.CZ weuniiiiiiiiiiii et e e e ea e eeans 826
371.1304. NOWNEWS.COM uivitiiiiiiiiiiiiinieeeeeeetererereterererereeeserasarnrreenens 826
311305, NRKINO et eas 826
B I 15101 T N T 826
o I 110 72 [ o Y PN 827
31.1308. New Tang Dynasty Television .........ccooviiiviiiiiiiiiiiiiineiineiin e, 827
3T.T309. NEVLCOJP wennenintiniiiei ettt ettt ettt et st et et et e e et e ene e enens 827
3TI3TO.NTV ONIING e 828
B R T 8 828
SN BN IS I o 10 o o Y Kl 1 4IPSO 828
B I 1 B 1 70 L 1 RPN 829
31.1314. Namibia University of Science and Technology ........c.c.cccevvviiviinnnnnnnn. 829
311315  NYASATIMES ..eniiniiiiiii ettt et e e e e e e e e eeneaneas 829
31.1316. NYDailyNEWS.COM ..uiiiiiiiiiiiiii ettt et ea e eeans 829
o I IS O I \ A T g T=F Tl 1 o P 830
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31
31
31
31
31
31
31
31
31
31
31
31
31
31
31
31
31
31
31
31
31
31
31
31
31
31
31
31
31
31
31
31
31
31
31
31
31
31
31
31
31
31
31
31
31
31
31
31
31
31
31
31
31
31
31
31
31
31
31
31
31

318 . NZHErald.CONZ .oneeieniie e 830
.1319. OCS (Orange CIiNema SEIES) vuvvuiiuiiniiiiiieiieieieeteeieeeereeenernernenennes 830
1320, OCLOPZCOM Luiiiiieiniiei ettt ettt et e e et e e et et et eansaneaneaneansaneanns 831
1321, odsiebie.najlepsze.net .......couuiiiiiiiiii 831
.1322. D0CS.cOM (OffiCE365) ..vvnivniiiiiieiiieie e e e e e e e 831
1323, MiIcrosoft OffiCE@ 365 ...eviniiieiiiiieii e e eaes 831
1324, OfficeDEPOLAT coneeeeie e 832
1325 OffNEWS v 832
1326, OKCUPI oeeiniiieieeie et et e e e e e e e e e e e et e e e e eeanas 832
1327, OKEZONE.COM ouiiniiiiiieie ittt et et e e e e e ete e e etesaeeteeneeneenaenns 833
N T 0] - TN 833
1329, OKWaAVEJP vttt ettt ettt et ettt et e e e e e e e eaas 833
L (A O] - 14 TSR 834
15 R N 834
1332.0NCHEKAAS cvniiniiiiie e 834
B 1C 1S 15 T 0 01T | o RS 835
1334, MicrosOft ONEDIIVE ....u.vvniiiiiieeiecc et e e e e ans 835
.1335. Observatoire National de 'Emploi et de la Formation (ONEF) ................ 835
1336.0NEHUD.COM L.oeiiniiii e e e e eaes 836
1337.0NELIFEIM coviiiii 836
B E< 001 o o PPN 836
1339, 0NEWOITA.ONG covniiiiiiiii ettt e e e en e eaa s 836
1340, ONENEAOWNNET ..ouiiiiiiiiee e e e e e e e e 837
1347, 0NnlNekhabar.Com .....oniini s 837
1342, 0NHNEIDY «ceneiee e 837
B 7 T 00 (=1 PN 838
1344, 00YalAJP .iruiiiiiie et e e e 838
1345, 0peNDIAry.COM .ouiiuiiiiiit ettt ettt et e eie e eneeaenes 838
1346, OpenGW (VPN GATE) evuiiuniiniiiiiiiiiieii et et ettt et et e e een e ean e eaneeans 839
347, OPENRICE wnitniiiiii e e 839
348, OPENRTB ettt aaas 839
1349, OPENSOOT.COM euiiiiiiiineinrenetteeneeteenetteeneeteenseneeneeneenseneeneeneensenesnsenns 839
1350, OpeNnSTIrEEIMAP ...vuiiiiiiiiiie it eaes 840
35T 0PENX ettt e e e eaas 840
1352, 0PEra UPAte ....uuiiviiiiiiiiieiiie et et et e et e ean et e e e e ea e eaas 840
L T O] o] o 1<l -1 1 (1Y AN 841
1354, OPtIMIZEIY ceneeeeieii e 841
355 MYOPIUS o e e 841
B IR F TSI O - Tt [T 842
1357, Orange.COM L.iuiiniiiiii ettt ettt et et e et et et et e e e e e e eaeaeaeanas 842
.1358. Orb (acquired by Qualcomm Connected Experiences) .........c...cc.uueen.. 842
N LY A O - | S TN 843
.1360. Oriental Daily NEWS (ON.CC) ..uiiruniiiiiiiiieeeie et 843
B 1C 1SN I 4T | o E PP PR TR RTRTNY 843
1362, OFGJiNAIE «.eveiieieeie e e e 843
1363, 00G0NU e e 844
B T 04U o] 1 NN 844
1365, OUEAKNISS.COM ouiiniitiiniiiei et et eeeee e e et e et erte e eeternerterneenerneenes 844
366, OULDIAIN e ettt e et e e et e e e aeanas 845
.1367. OUTEVEryWhere.Com .....ceuuiiiieiiie ittt et 845
.1368. Microsoft OUtlook (OffiCE 365) ...cvvuivuriiniiieiieiiieiieeeieeeeieeeee e eneean, 845
1369, Ovaciondigital ......viveveiniiiii e 846
370.0VEI-DIOG e 846
.1371.0pen WhiSper SYSTEIMS ...ccuuiiiieiiieiii et e et eieeeaieeeeans 846
B © ) (U PN 846
A373.Padabum .oeee e aas 847
374, PaIP@I.COM Liiiiiiiiiiii e e e e e e aans 847
375, PalWeatner .. 847
1376.Pandora Radio .......ivveiieiiieiieiiciie e e s 848
Y 1o Ve (o] 7- 1 AV AU U USRI 848
1378, PANEL.COLIL onirniiiiii e 848
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371.1379. PANOramIO uueuniuniiniieiiieiei ettt ettt et eeet et et eaneeneanetneenetneanerneanns 849
371.1380. PantiP.COM cuuiiniiiiiiieiiie ettt e et ettt ete et et eneennennennennenneanas 849
371.1381. ParagQUay.COM ...uuiiniuneiniineinetnetnetneteteteaetnerernetetneaneaneenseneanerennns 849
B3TT382. PArS ettt e e e et et e e e e e aanas 849
311383, PaArtiS.Si «evueeneeneniieiiiei ettt ettt et e e e e e e e b e ena e 850
31.1384. PartnerUpP.COM .uiuiuiiiiiiii ettt e it e e et e et e et et et eaeneaneneaneneananennens 850
31.1385. PartyPoKer.COM ....ccuuiiiiiiie e et 850
31.1386. PasspOrtStamP.COM ...uuiuuiiiiiiiiii ettt et e e e e e e eaeaneanes 851
311387, Pastebin ...vuiieiiiiii e ea e 851
31.1388. Pastebin_POStiNg ......ccuviiiiiieiiiiiii e e 851
371.1389. Pay@asy.COMLEW ..cuuiuniiniiiiiieiiieieteie et et et ereeaereneneenenenenennes 851
31.1390. Paypal.Com ...ttt ettt et e e e e 852
BT.139T.PAzZAI3 ot e et e e e e e e e aaa 852
371.1392. PCamMES.COMLCN tuuivuiinirniinetneteeieueteneeneeneeteeneeneeneenseneeresnsesnsesennees 852
31.1393. PChOME.COMEIW ceutiiiiiiiii e et et et e e e e e e e e e ean e eaneeaneeaneennes 853
31,1394, PCladY.COMLEN Ltiiitiiiiiiieie ettt et e e et e e e ae e b s et s eaneereaineas 853
31.1395. PCIOUA ouniiiiiiiee ettt ettt e et e e e et e e et e aa e eaans 853
31.1396. PCONIINE.COMLCN ..uiiniiiiiiii et e e e et e et e et e e e aan e 853
31.1397. PeacefMONIiNg ......ieeii e 854
311398, PEEICAST wuivuiiniiniiniiii ettt ettt et et e a et et et e e et e e et e e e e e e e aaees 854
371.1399. PENGYOU.COM .evuiiniiniiniiniieieieieeeieneteeneteeneeneenseneensereenseresnsenees 854
31.1400. PEOPIE.COMLEN L.iiiiiiiiiiiiii ettt et et ee e e e e e et e et s eaeaieainaas 855
31.1401. Perfect World ENtertainment ..........coeevuviiiiniiineiiin i eenieeeieeeineeenns 855
N I 10D Y o oY o' T 855
31.1403. PerfSPOt.COM .uiiniiiiii e e et e e e e e et e e e e e e e et e et e eaneeneenneans 856
31.1404. Persianbloguir ...ou.eiee i 856
31.1405. PetiteSANNONCES. P 1.uiiiiiiiieeiiie et e e e e e e e eaeeeeens 856
31.1406. PEYVaNANair ...eveiiiiiiiieeiie et ea e aas 857
31.1407. PhilEN@WS.COM c..uiiiiiiiiiieiiie ettt e et e et e e e e e easeeaa e enans 857
31.1408. PhotobUCKEt.COM . .ouiiiiiici e 857
31.T409. PIKD@ .t 857
31.1410. PIMang.com,PmMang.Com .....cuviuiiuiiueinieneinreneenreneenreneenseneenseneeneenesnnn 858
0 I B I I o0 T ) 7 el o F PRI PRNN 858
K I B I 01 =T (=T PP PP PPN 858
I B B AV o L PPN 859
3T.T4T4. PIXNETEINET ettt e e e et et s e e e e e et eneaeanens 859
I I BT o - 3o Y elo T o N 859
31.1476. PlayStation.CoOM .. ccuuniiiiiiii ettt et e et e e e e eeas 860
31.1417.Plenty Of FiSh ..oouniiiiiie e e e 860
I 0 11U T | PPN 860
I 7 e 1 ORI 860
31.1420. PMNOINEWS ...eviiiiiiieiiee et e e e e e e e e e e e e e et e et e eeneeenaas 861
B3T.T42T. POCOLEN .ttt ettt eeee e e e et e e e e eie et e et et eeteeneeteansatnaeeeenees 861
311422, POGO.COM ctuitniiniieieieieieeieteeieeteeteeteeteeneeteessenesneensensenesnseresesennees 861
0 I I e TR o Y | PN 862
31.1424. Pole-emPlOifr ...oeeeeiiiee e 862
311425, POIItIS NEWS ..eevieiiieeiie ettt et ei e et e et e et e e e s e et e aaaeeenans 862
311426, POPAAS ...ttt eaans 863
311427, POINS S5 ottt e e e e e e e e e e e e 863
31.1428.POrNUD ..o 863
31.1429. Pornhub NETWORK ......iiniiiiiiiiiiieiie e e e e e e e v e ean e eas 864
31.1430. PORN SURVEY ...ouuiiiiiiiiiiiitii et ete e et et e et et eaiseans et seansanneens 864
31.1431. Portalanalitika ........oouunieiiieii e 864
311432, POSTIMEES.EE .euiviniiiiiiiiee et e it et ettt et et et eaaeneaneneanenensanenaens 864
31.1433. Microsoft POWer Bl (OffiC@ 365) ...ouvuiuieieiiiieiiieeeieieeeeeeeeeenenenenenenns 865
31.1434. Microsoft Powerpoint Online (Office 365) ......cccevvveiviieiiiieiiiineeieeeeennns 865
I e T | o I 1 o T PN 865
O I B TG T o o To] 101 o o1 I T OO OT PP PTPPPN 866
B3T.T437. PPIVICOM ottt ettt ettt ettt et et e et e e e e e e ens 866
311438, PreNSa cuvniniiiiiiiiie et e e ettt e et et e a et e e e e eaaaas 866
31.1439. Prensalibre ......oooeeiiniiii e 866
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311440, PreSS24.MK «.uuenieiiieie et eas 867
O B B B o ¢ Y o T [PPSR 867
311442, PriceMIiniSter.COM .. vttt ettt ereneseaeaenenans 867
N I B T o g Tal=] 2 U [ o] 1] Ut 868
B B o g 10 g TV Tt 868
ol I I 7 o 4T Y [ LT 868
O I B Y o g 1Y 7= AU [T 869
311447 . Property GUIU ..ceuueenien ettt et et e e et e e e e eeneans 869
31.1448. ProthOmM AlO ..euiveieiii e aas 869
31.1449. ProtOthema c..o.iviiiii et 869
3T.T450. ProX@aSY.COM .euiunirniinennennenetetennenenenenerenaereenenernrerernnenaennenees 870
31.1451. Proxono.0rg - ProXono.nfo ..........ccceiiiiiiiiniiiiiniiiinecie e 870
I 0 7 o] 5 o o N 870
311453  PSYONIX 1eetiiiiiiiii ettt ettt ettt e e e e 871
I o PN 871
BT 1455, PUBIIC v 871
3T.T456. PUDINEWS ..uvviiniiniitii e et e e e e 872
ol N I Y 0 U] o, - Tl 872
311458, PUIS2A.MK eneniniiei e 872
31.1459. PUISE.COM.ON L oniiiii e 872
31.1460. PUISEPOINT ..enieiiiiiii e e e 873
3T.T46T. PUNYUMUNYU c.ottiiiiiineiieiie et tie et eene e ettt eenetnsenetnseneenseneenseneennen 873
311462, PULIOCKET ..eviniitiiiii et e e 873
31.1463. QatArAIWAYS ...ueeuneeniineeeneeieet et et eeteetaettetneeenereeeeetneeneenserneees 874
31.1464. QatarliVing.COmM ...ounii e e 874
311465, QINIU oeiiniiiiieei e e e e e e e et et e et et et ea et raaeanees 874
I I 1T S T @ o Yo X K PP 875
31.1467. QQBIOG ceuieiiieiie et ai e 875
31.1468. QQ FINANCE ..ovnitiiiiiei et e e e e eas 875
371.1469. QQ GAIMES « vttt ettt ettt e e ereaeataenereaeaereraraenens 875
31.1470. QQ LAY ettt ettt e e e e eeeees 876
R I B R 0O I N 876
N IR 010 X elo] o N O 876
31.1473. QQWEIBO ...viniiiiiie e aas 877
31.1474. QQDOWNIOAA ..ouiviiiiiiiiiii e 877
31.1475. QQVIAEO e.vrinieiiie e 877
N B B A T O [N I-1 | (= 1) PP 878
31.1477. QUArtEITIfE.COM .vniiiie et eaas 878
I < o U ol PN 878
311479, QUICKETIX weivieiiieie e e 878
3T.1480. QUNAI.COM ..tuinitiinitiiei ettt et et et et et e ereenereeeseretesasnesesneresnenesnenenns 879
371.1481. QZONE.GU.COM truitnitnitetniieeieeteeteeteereetaetarteeterteeseeneeterseerersessesseeneses 879
31.1482. RAbODANK ..oeeiieiiiie s 879
R R T Tl ] o - Lol N 880
R I T To 1] o 1 o PPN 880
31.1485. Radio Bethlehem 2000 .........coviniriiniiiie s 880
R I L - To [To X I o) SN 881
R Y T o o N O 1 o 881
R I T T =T [0 o o) 3 1= R 881
31.1489. RAKULEN.COJP tvnrrnriniineiieeie et et eee et e ete et e et e et eetaseaeaaneaaneeaneernaees 881
31.1490. RaMallah NEWS .....oniniiinii s 882
31.149T. RAMDBIEIIU «ovvniniiiii et eeaes 882
31.1492. RapPidShare.ComM ......ccouiiiiiiieiii e e e e e e 882
R I L T T o] o] [ N 883
I B o T (o] o - | { TP 883
31.1495. RaVEIIY.COM ..niiii et 883
N I L T T - OO N 884
31.1497. Royal Civil Service COMMISSION .....ivuviiniiiiiiiiineiineieei et eeineaienns 884
31,1498, REAIESTATE ..uivniiniiiiie et 884
31.1499. REAITOI.COM eueniniiiei e ee e eas 885
B I 1Y 010 T (=T T [ e o T 885
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31
31
31
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31
31
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31

50T, RedHat Update ....u.vveeiii e 885
502, REATUDE . 885
.1503. Reflected NETWOIKS ...c.uiveiiiiiii e 886
504, REKIAMAS.IMK covniniiiiie s 886
B Y 0T (=] o1 (=] o Ko ] o o IR 886
1506, RepUbDIIiCaLit covuieeiiiiec e 887
1507, Republika.Couid ..onniiniiiie e 887
.1508. Republika.slovenija .......cceieiiiiiiii e 887
1509, RESEAICAGATENET .uvnieiiiniiei e eans 888
B N N0 {10 (] (o] o o T 888
B I (Yo 0 £ o} PP 888
1572, ReVErDNATION.COM utiniiiiiii e e e 888
N T (S €Yo X 1 1< PRI 889
B N I 3 2 (=Y o) [Tl YN 889
515 RICArdO.Ch e 889
1516, RiffSY (TENOI.CO) tvvniiiiniiiieeiiee ettt e et e e e e et e et e e e e e atneeeaeeees 890
5717, RIMNOW.COM Lttt ettt e et e et eaeseaeaeseaeaasanens 890
518 RINGIING 1ottt 890
5T RICAN e 891
1520, RIMIX 1ttt et 891
5271, RODOTOIM ooeieiiii s 891
522, ROGEIS TV ettt ettt aa e 891
523 ROIOIA «oveniiniici s 892
B Y 2 T | Lo T | PN 892
L1525, ROVIi COMPOIatioN ..ouiuieiiiiiiiieiie ettt e e e e e aaes 892
.1526. The ROYal GAzZette .....cevuniiiiiiieeii et 893
527 ROYANEWS ..oniiiiiiieiieie ettt 893
528, ROZETKA ..vniviiiniiiiiee et et 893
1520, R S it 894
IR ] 2 o] o o PP 894
53T RTL GrOUD «vniiniiiii ettt ettt et et e e et et e e e e e e e e e e e e e e e eaneanes 894
1532 REVSIOLST vt 895
1533, RUDICON PrOJECE covviiiiiiiii e e e 895
534, RUGAW ooenitiiitie ettt e e e eeaas 895
L1535,  RUNESCAPE ceuiiiiiiieiieiii ettt ettt ettt et e et et et e ea e e e e eanneas 895
1536, RUTEN.COMLEW ottt e et er e e e e reaerenenens 896
1537 RUVLIS ittt ettt ettt aaaas 896
L1538, RYANAINCOM L.iiiiiiiii ettt 896
1530, RYZE i e e e aaas 897
540, S-0MaANNET Loeitiii et aaas 897
.1541. Saavn Bollywood MUSIC .......iiviiiiiiiiieeiie et eer e e e e eaeeeeens 897
A542.SADAN oo 897
B TY o - 1Y 1= ] e N 898
1544, Sabay.comkh ..o 898
1545, Saberindo.Coud ..vniniiii e 898
546, SADG.OTG ceniiiiiiiii e e e 899
547, SAfariCOM oo 899
548, Saf@ WD e 899
U549, SANATAN ooe s 899
L1550, SaharaMedias.Net ......veenieiiie s 900
557, SahibindeN.COM .onniieii 900
1552, SaITEDI.GE . .eveiiiii e e 900
1553, SAKUIANE D iivieiiiiei et e e e e 9201
554, SAlAMNEWS .. 901
1555, SAlESTOICE onenieiie s 901
.1556. Salesforce Chatter ........couiieiiniii e 902
R Y AT 101 T 1 (= L TP 902
L1558, SAMEEIDOOK.COM Louiinitiiit i eanas 902
559, SAMSUNG «.ciiiiiiieiii et 902
1560, SAN@.SY vneiieiie ettt ettt et e e e e e 903
B Y YT o 1= o TN 903
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31
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31
31
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31
31
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31
31
31
31
31
31
31
31
31
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31
31
31
31
31
31
31
31
31
31
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31

1562, SAN00K.COM L.oiniiiiiiieii e e e e e e e e e e 903
L1563, SAP0.MZ - SAPO.PE wuiiiiiiiiiiitie e e 9204
564, SAraN@NEWS ...ovuiiiiiiii it e e e e 904
1565, SArAYANEWS ..euiiniiiiiieiiei ettt ettt e et e et e et ea e eaanas 904
1566. SaVETIIE.COM L.iiiiiiiie e 904
567, SAVEIIOM o.ieiiiiiii et e e e e e e 905
1568, SayCIUD.COM .t 905
1569, SDS.COKE uniiniiiii e a e 905
570, SBS et 906
15771, SCIeNCESTAgE.COM .iiuiiiiiii ittt ettt ee e ene e enes 906
1572, SCISPACE.COM .euuiiiniiieii ettt ettt et et et e te et s et e et e ereeneannees 906
.1573.5corecardResearch ........c..oiiniiiiiiiii e 907
1574, 5C0tADANK ...vinic e 907
575, SCrA.COM ceniiiii e 907
J576.SDE .o 907
N V7AYo (o Xelo] 4 o KPP PRUPRPIN 908
J578.S€AICHNU L.iitiiiiii ettt e e eaas 908
1579, 5econdLife.cOmM ...einniiii e 908
1580, INTEITIUST.COM Leuniiiie ettt et e e et e e e e ea e e eneaennes 909
158, SESAA 1euiuiiiii it e e e e e e aans 909
1582, SEOYE.COM ittt ettt e et e e e e e e aans 909
1583.SEKINAO cunieiiiiii e e ea e 910
B Y YT o K o - Yl SN 910
1585, SENEGO ..ttt et 910
L1586, SENEWED.COM ..uiiiiiiiiii e e e e e 911
1587, S€0ULCOKE v 911
1588, SETOPALT . eueniiiiiti e e 911
1589, SEZNAMLCZ ..eniiiiii e eaas 911
590, SR <ttt ea e aans 912
59T, 8GCAIMANT et e e eans 912
1592.5habiba ...eeeiii 912
1593, Shaparak c..ve i 913
1594, SharebEe.COM ...ivniiiiii e 913
1595, ShArEFIle «oueeiei e 913
.1596. Microsoft SharePoiINt ..........ccuiviiiiiiiiiiiiiineiiin e eeis 913
.1597. Microsoft SharePoint Administration Application .............cccceeevneennen. 914
.1598. Microsoft SharePoint Blog Management Application .......................... 914
.1599. Microsoft SharePoint Calendar Management Application .................... 914
.1600. Microsoft SharePoint Document Management Application .................. 915
.1601. Microsoft SharePoint Online (Office 365) ........oevvvviiiireiiineiiineiiineeiianns 915
1602, SharethroUugh .....cceeeiiii e e 915
1603, Shasha ..eeeiec e 916
B 10 o T=V. T o N 916
1605, SheKUI.COMLAl ...vvniiiii e e 916
1606, SHElfari.com ..oou.iiiii e 917
1607, SRhINhaN.COM oiuiiiii e e e 917
.1608. Shobiddak.COM ....ccuuuiiiiiiiie i e e eaans 917
1609, SHOP.COMUMIM L.t e e e e e e e e e et e e e e aeannaes 918
B SN 0T o Vo o 1T AN 918
611, Showtime ANYEIME ...ieen e 918
16712, SROIPEIAIME .oiniiiiiiii et e e a e 919
16713, ShUtterfly.COmM ..cveeie e e 919
614, SHULEISTOCK «.evvieiiie e e 919
J615.SIEDEl CRM .eeiiiiei et aans 919
1616, SIgMALIVE . 920
B X 70 e o T | N 920
JBT8. SIMPEIIUM ettt s e e e e e e e s ee e s eneaaeenes 920
16719, SIMPIE SPEEA TEST . vvniiiiiieiii ettt e e e s e e e 921
1620.SINADI0OG iiviiiiieiii e aans 921
16271, SINAFINANCE .. 921
622, SINANEBWS ettt e e e e e e e e aans 922
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31
31
31
31
31
31
31
31
31
31
31
31
31
31
31
31
31
31
31
31
31
31
31
31
31
31
31
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31
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31
31
31
31
31
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31
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31
31
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31
31
31
31
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31

1623.SINAWEIDO e 922
1624, SINAVIAEO ..evniiiiiiiie et 922
625, SINOPLIK 1evniiitiiiiie e e e e e 923
626, SIOLNET L e 923
1627, SISTIC SINGAPOIE ceneineiieiieei ettt ettt et et e e e et e e e ebeennes 923
TB28. SHEI et 923
.1629. Sizmek (previously MediaMind) ...........ccoiiiiiiiiiiiiiiiiiiie e, 924
630, SKEIDIULIT e 924
LR N Y (o 1U | v | PPN 924
632, SKY ettt eeaaaaas 925
633, SKYDIOG e 925
T634. SKYCN.COM Lottt ettt e e e eaans 925
1635, SKyNeWsarabia ... ..c.ueiuiiiii e 925
T636.SIACK .. 926
TB37.SI0 et eeaaaes 926
1638, SHAESNAIE ..o 927
1639, SMQAATO «.evniiiiiieiit ittt ettt et et et e e e e e aeeaaes 927
1640, SMAIT AASEIVEY ..uiiiniiieie et e e e e e e e eans 927
B 137 Y o =1 o et 1 N 927
042, SIME.SK eeviiieei et e et e et e e e 928
TB43.SMA Lo e 928
644, SNAPCNAT ..eeeniiiiiiiii e a e a e aa e 928
645, SOCIAI-TVINET Liiiniiii it e e e e e 929
1646, SOftATUNNET ..oveiiiiiiii e e e e e e ees 929
1647, SOftBANK.COM eniieiiiii e e e e e e e ees 930
648, SOftONIC.COM ovvniii it e e e et e e e a e re e eaans 930
1649, SOGOULCOM 1euiiiiiiiiiie ettt ettt et et e et et e et e e e ete e eneeneeneeneeneannenns 930
1650, SONUCOM . iuiiiiiiiii et e e e e e e e e ea s ebeaanees 930
J651.SONUDIOG eviniiiieii e 931
B LT Yo ] (U el ] o o NN 931
1653, S0larWINAS ..eeveeiieeee e 931
1654, S0Mali JODS eniiniiiii e 932
TB55. SOMON ittt et et e e e et e s e e e e e e e e e anes 932
1656, SONELINEJD tueniiiiiiiie ittt ettt e e e e enas 932
1657, SONICO.COM Leiiiniiieii ettt et ettt ettt e et e et et et s eaneebaeereanneas 933
B ST 1S Yo 0 To ] o 1SN 933
1659, SOSO.COM Luiiiiiiiiiit ittt et et e e e e e ee e s e e e e ete e e ateeaeenaaneanns 933
1660, SOUfUN.COM L.uiiiiiiii e e et e e e e e e e e et e e e e e et e eaaaeeaens 933
B [GT5N Yo 10 o Kelo 11 4 P O TP PT TR RTTTN 934
662, SOUICEFOIGE .ottt ea e 934
1663, SOUTNWEST.COM L.uiiiitiiiiiiiie e e e e e e e e eaans 934
TB64. SOY502 ..ttt ettt e et e it eaans 935
TB65. SPDY ettt et eaas 935
.1666. Speedcheck Internet SPeed TeSt .....cvviiiiiiiiieie e 935
667, SPEEALEST ovuiiniiineiieeie e et et et e e e 935
1668, SPIEGELAE «oeeiiiiiie it a e 936
1669, SPIUNK.COM Loeiiiiiii et e et e e e e eaans 936
B Y0 o o] o - | P 936
1671, SPOrtS.CHOSUN.COM .uiiniiiiii e e e e e e e e e e e e eaes 937
O P oTo] 4 1 o117 H PR TRTNN 937
LY Y oo ] 4 4o I- | PPN 937
1674, SPOrts HUSTrated ...o..veniiiniieiie e e e e ea e 938
1675, SPOrtSSEOULCOM ouuiiiiiiiii it eii ettt et et e e e e e e eaineeaieeeineas 938
676, SPOLXCANGE . et 938
B LY 7Y o (=Te | - 1 N 939
B78. SPIINT.ICOM 1euiiiiii ittt et e et s e e e e ee e s ee e s eneaasenes 939
.1679. Microsoft SpyNet (aka Microsoft Active Protection Service) .................. 939
T80, SSIV et e e e eaaaaes 940
1681, St. Lucia NeWS ONliNe ......iiiiiiiiiiiiieiiee et 940
1682, StaCkEXChANGE ..c.uuiiiieiiece e 940
1683, STACKOVEITIOW ..evnieeiieici e e 940
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31
31
31
31
31
31
31
31
31
31
31
31
31
31
31
31
31
31
31
31
31
31
31
31
31
31
31
31
31
31
31

.1684. Stafaband.info ........iiiiiiiiii e 941
1685, STAGEVULCOM ouiiiiiiiiiiiiiiire e e et e e et e e e et e eneetseneeteeneeteeneeteennenaennenns 941
.1686. StandardMedia.co.Ke .....ovuiiniiiiiii e 941
687, STArNIUWS e et et e e e e eanes 942
L1688, STArtiMES.COM L.uiiiiiiiiieie ettt ettt e e e e s e e e eaneeaneens 942
.1689. State Bank of INAia (SBI) ..vuenieininiii e 942
1690, StaYFriends.de ...coeunieiiieiie e 942
697, STCKAMLCOM L.ttt ettt e e e e e 943
1692, STCKYAAS .oivviiiiiiiii et a e aa e 943
1693, STOCKG.OTG evniiiiiiei et aa s 943
1694, StreamAUdIO.COM iiuuiiiiiiie ettt et et e et e et e eei e eeieeeaieesaneeaes 944
695, STreamBRail co.u.eien i 944
1696, STrEaMBROOT ...ceiiieei e e 944
697 STUAIVZINET ettt e e e 945
698, STUFFLCOMNZ covniiii e e e et e et e e e e e e e eaes 945
1699, STUMDIEUPON.COM oiuiiiniiiiieii ettt e e e e e e eaaes 945
.1700. STUPIA VIAEOS .evvniiiiieiiiiieiie et e et e e e e e e e e et e eai e eaaneeaes 946
1707, SUGArCRIVILCOM L.ciiiicii ettt et e et e e e e e e e 946
1702, SUGAISYNC.COM L.eiiiiieiieiieee ettt et e ettt e e et et e e eaneenaeenaeenaees 946
1703, SUGKIONISTIKO ovuevieiieie e e e e e e 946
704, SUN ONBING ettt et e e e e e e e e e e e eaeennaes 947
1705, SUNINGLCOM Lottt ettt ettt e e e et e e e eneenseneannenns 947
B 7 0T UT o 1] o o PR USRRN 947
B 1Y o] = | KRN 948
L1708, SUPPEISOCCEI.CO.I ovniiiniiiiiiei e e e e e e e e e e e 948
1709, SUFESOMIE ..ttt ettt ettt e e et e e e e e 948
1770, SUrrogafierdnfo ... 949
7717, SUrVEYMONKEY.COM Loiiiiiiiii it ee e e eans 949
.1712. Swedbank (formerly ForeningsSparbanken) .........c..cccceuviveiiiiinnecennnnn. 949
J7T3USWILCN o 950
7T SVT PIaY ettt 950
7715 SYMANTEC .. 950
706 SYFT et e 951
J717.T-MODIIE e 951
718, T-MODbile CloUd ..ouuiiiiiiiiie i e e e e 951
779, T-ONMNE.AE «.ciiiiiei et 951
B 7L O R -1 o 1=1 Fo o Tl 1 o NN 952
J7271.Tab00I@ e 952
NP T-ToToT=Te Kele] o KU PPN 952
N I R - Te oo X U RO PP PRIN 953
724, Tahiti INFOS .oeiviiiiii et ea s 953
1725, TAiWanIOttery.COMEW ...iiiiiiiiiiii ettt ea s 953
726, TAJfIl@ e 954
0727.TAKEAIOT .. 954
.1728. Taku File Bin (aka filesend.to) .........ccceviiiriiiiieiiiieiiie e eaiaas 954
729, Talabat .ovneeeiiiiei e 955
.1730. Lafango (formerly TalentTrove) .......cccuueeeiieiiirieiiiineeiiiieeceeie e, 955
1731, TalkbiZNOW.COM ouuiiii e 955
7S VR -1 | (o] o1 - W o) o o [P 955
733, Tamtam INfO coveeniiiii e 956
.1734. Taobao Ad Network and Exchange ...........ccooovviiiiiiiiiiniiniineeceean, 956
B 7 LT - Yo o - Lo R PP PRSPPI 956
B 1 T =Y o 1ol 1 Y- Lo T PPN 957
N WA - Yo I To (010 | o | 1PS N 957
738, TalNQANET ettt ettt e e e aaens 957
1739, TASWEEINEWS.COM euuiiiiiiiieiietie et ettt et e et een e eaneeeneeaneenaeenneenennnees 957
740, TAWAIY.COM Lotuiiiiiiii et ettt s e et s et e s e et st e e seneansenetnsaneenseneansenennnen 958
N B -} V- | - E O PO PP PRTRN 958
742, TAYYAE iiniiiiiiiiiiii e 958
7830 TBS ettt e e 959
J744.TChAtChe ..o e 959
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31
31
31
31
31
31
31
31
31
31
31
31
31
31
31
31
31
31
31
31
31
31
31
31
31
31
31
31
31
31
31
31
31
31
31
31
31
31
31
31
31
31
31
31
31
31
31
31
31
31
31
31
31
31
31
31
31
31
31
31
31

1745, TeaCherTUDE.COM .uvniiiie e 959
746, TEACHSIIEET.COM uiviiniiii i eaes 960
N I 1= o L 9260
748, TEAIUM oeieiiiiiii et aaas 960
J749.TEDYAN e 960
1750, FiXMEdT (TeChINIING) «enenenieieieee et e e 961
751, Telegraafinl ..o 961
Y R 11T |- | P 961
753, Telegrafi .vvveiiie e 962
75, TeIEICA ceniniii s 962
1755, Tempolnteraktif.COmM .....ooviiiiiiie e 962
B AT R K= g [l =] o] A eo ] o o TP 962
B 12 28 1 S 0 £ N 963
B 1741 T Lo | o TU - el 1 o PPN 963
759, Thadinatin couiveieii et eaaaes 963
760, ThESTAR Lot 964
761, Theladbible ...o.vniniii e 964
B Y 1 01T 4 T 1 o Yo o P 964
1763, ThePirat@Bay.s€ ... ceuuniiiieiii ettt e e 965
B R N o<y 4 o V= Yo . AN 965
B I T 1 1<)V o (<o T VAN 965
B 4T T N 111 ] TR 966
767, ThithtoOIWIN ..oeen e 966
1768, Three.o.id = tri.COA vt 966
N IS R 1 a1 (=T= 0 o - NN 966
770, TILESTWIA cuinininiit ittt ettt et et et e aeaeaeaeaesserssnenenens 967
B A T 1 -1 0} V7 E O OO PR 967
1772, TicketmMONSTEI.COKE o.ovininiii i 967
1773, Portal. TidalTV.Com o.eceee e 968
N I T =101 ] o Lo PP PO PPP 968
N AT o 1= - 11 S PO TSP 968
1776, TIMesofMalta.com .u.cvninieiie e 968
A777. TIMESOFOMAN ovtiviiiiiiiiii e ens 969
4 T 1 s Te <] P 969
779 TISTOPY.COM iiniiiiiiiiiiiiiii e eaa e 969
780, TMAllCOM oo 970
78T TN e 970
782 TNT DIAMA ceviiiiiiiiiiiie e et ettt ea e e s et s s s rrenenenenenns 970
783, . TO-MAtINET v et 971
7 T o Tel 0 - R 971
785, TOGGIE ettt e et ea e aans 971
1786, TOKDOX.COM vt 971
N 747/ o] (o] o T- Yo 11 1 el o] o N 972
4TS R o] (o] oL | - TN 972
R 21 R o] o - | (o) o NS PP 972
1790.TOP.Channel ..ooeeieni e 973
J79T. TOP FM RAAIO wuivniiniiniiniinii et e s 973
792, TOPKY.SK ettt et 973
B 1740 K TR o o1V To 1o TN 974
794, TOPVIDEQ ..oeeiiiii et 974
B 74 T o] (o T (o] 1 KPP P TP PPPPPRN 974
B 1 T T Ko £ TN 974
A Y o] 4 1= 5] £ T 975
L1798, TorrentDOWNIOAAS.NET ..o.oviininiiie e 975
1799, TOIrENTKIMS e et ene e 975
0[O Ko 4 7= 5| v TRP 976
18071. TOthemaonling ....cvvnieii s 976
1802, TrackingClick ovnveniieii i 976
1803, Trad@ME.CONZ «.vneniieeieee ettt ettt et e e e e e e anas 977
T804, TraffiC FACTOIY ..vevieiiieeii ettt e e eee 977
805, Traffic JUNKY .o 977
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31
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31
31
31
31
31
31
31
31
31
31
31
31
31
31
31
31
31
31
31
31
31
31
31
31
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31
31
31
31
31
31
31
31
31
31
31
31
31
31
31
31
31
31
31
31
31
31
31
31
31
31
31
31
31
31
31

1806 TRAIMYSPEEA ...ttt e e e e e e 977
.1807. transferbigfiles.com .......cooviiiiiiiii e 978
1808, TravBuddy.COM ..t e e e e e e e e aanas 978
1809, Travellerspoint.COM ...iuuiie it e e et e e e e e e eaanes 978
810, TravelOCity.COM uuiiiiiii it e e e e e e e eaaeeees 979
B R I R = V7 =T Wl XX T 979
B R R 7= o Ve 1= 979
.1813. Trendmicro Update ProtoCol ......oiveeiiniiiiiiiiiieiii e e 980
B B N o TN o =] N 980
815, TrHBUNNEWS.COM oottt e eeneanas 980
816, THNIAAAEXPIESS ..eeveniiiinieiieeiiie et et e et e et e e e et e e et e eataseeaaneeeans 980
B I 1 o A (VT o U= PSP 981
R R T ] o] o )PP 981
819, TrOMBDICOM oeoveii e e 981
1820, TRUS T enitiiitiiei ettt et eaas 982
B F= 7 R L O U U 982
R P U oY N 982
823 TUDES .o 983
1824, TUBEMOGUI .. e e e e e ans 983
825 . TUBEIEI e 983
RSP LT 1Vl [ 10 Ko 1 NP 984
R R P 10 T=] o) d Kelo] o o PPN 984
828, TUKIT e 984
1829, TUKO KENYA ittt e e e e 985
1830, TUMDIE e e 985
83T TUNE iaititiiii ittt ettt et et aaaas 985
183 2. TUNE ettt ittt ettt ettt et a e aaaas 986
1833 TUNEWIKILCOM oaviniiiii e e e ens 986
834, TUNIGALE Levniiiiiiiiiii 986
1835, TUNISIA-SAT.COM ettt eneaenes 987
B < LT VT oo T 987
B R 2 1 VT4 oTo] o] | 987
R T T VT4 o R PPN 988
R R T T 14 o 1= PPN 988
T840, TULDY Lo e ae 988
B K7 R RV <o o o RS 988
842, TU2.AK e 989
B = T Y S 989
B Y o RN 989
845 TVCATChUP et e e e e e e e ans 990
846, TWIPPIE ettt e ea e aans 990
B R VY Vel o TP 990
848, TWILPIC eniniiitiiei ettt e et e et e e e e e eeaenas 991
R e R Y 4 (< GO PP 991
850, TVKING «iiiiitieit ittt a e aas 992
B L1 T Y/ o T 992
852  TVN NOTICIAS 1vuivniiniiniiiieiie ettt e e e e e e e e e aneanaan 992
853 TUNELIV e 993
B ST T Yo Yo Xl o1 1 o 993
BT T 1T o =T U o TS 993
.1856. Uber (formerly UberCab) ..........oeivuiiiiiiiiieiiiie e ee e 993
857 UDUNTU et e 994
1858, UC BIOWSEL .euiviiiiiiii ettt e e e e e e e eae e eaeeneneanns 994
R T Y (@ YA (U T 994
1860, UAN.COM it e e enes 995
BB . UK oo 995
8602, UKWEZE e 995
863 UIIMANOra e s 996
864, UIrashar@net .....cvuivniii e 996
B K13 T U 104 - [ TP 996
866, UMEBNG ettt ettt e et e e et et e e e en e e eeanenes 996
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31
31
31
31
31
31
31
31
31
31
31
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31
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31
31
31
31
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31
31
31
31
31
31

867 UMUIYANGO .iniiiiiiiiiiiiieie ettt e e e e e enes 997
868, UMUSEKE ..t 997
.1869. National Autonomous University of MeXiCO ..........cceeevvneeiineiiineennnnnnn. 997
.1870. University of Namibia .........oooiviiiiiiiiiiiiii e, 998
87T UNCQUI evetiiiiiiiiiici i 998
872, UNted INTEINET ..eeieiieiieeie et 998
.1873. Universiti Brunei Darussalam ............ccooeiiiiiiiiiiiiiiiiineieceiecce e, 999
1874, University Of BOTSWANA ...ovevviniiiiiiieeeiiiiee et et eeeie e eeeianes 999
875, UNIVISION.COM 1.ttt ettt e e e e et e e eaenes 999
JB76. UNTUIY ettt e e e e e e e ans 1000
877 UOL.COMDE ettt ettt e et e e e e e e eaeeee 1000
1878, UpPload.CNet.COM ..u.iieiiicie et e e e aes 1000
1879. UPloadedinetl .....ceeiiiie e 1000
.1880. UPloading.COM ..couiiieiiiiiieii e et e ea e e e e e e e e eaes 1001
1881, Uploadingit.COM .uuiveiii i e e e e 1001
T8B2UPLYNK ettt et e e 1001
U1 (o] o o) QP 1002
1884, UPLOUOWN oeniiiiiiiiie e et e e e e e et e et e et e e e e e e eans 1002
1885, Urbanairship ..oueeee i 1002
BTG T U o [V o oY o | AP 1003
1887, USATOAY.COM .iuiiiiiiitii ettt et e et e et e et e et e e eaieetneeaneerneeaneanneanns 1003
L1888, USEJUMP.COM ittt ettt ettt ettt e e e e e e e e e eanees 1003
.1889. University of the South Pacific ...........cccovviiiiiiiiiiiiiiniini s 1004
1890, USTIEAM ittt et et et e e et e e e b e enaens 1004
T8O . UWI ittt 1004
.1892. University of ZIMbabwWe .........ccouuiviiiiiiiiiiiiiiie e 1005
T893, Wada .o 1005
894, VagULhu oueeieiii e 1005
1895, WaKOOP@.COM uuiiiiiniiiieiiie et et et e et e et e e ean e et e eainseaaneeasaeees 1006
896, WallaCouil c.vvniiieii e 1006
.1897. Wall Street Journal .........viueiiiiiiiei e 1006
.1898. Wall Street Journal China (CN.WSj.COM) ....uiviniiiiiieiieiieeie e, 1007
T899, WalMart cuuveiie i et e e e e et e ea e e e e e e a e e aanas 1007
900 WamDb@ ..t et eeaa 1007
19071, VampireFreaks.Com ....iiuuiiiiiriiin e ettt e e e et e eai e eeanes 1007
1902, WanNdOUJIA ceueeeeniiiieiii ettt et et 1008
.1903. Vanguardngr.COM ....u.vueieeeieeeeeei e e e et e e e te et e e e e e e e eaneeanees 1008
904 WAPA-TV ettt et 1008
1905, Varzesh3.C0m .ouuuiieiiiiii et e e e e 1009
1906, Wasabi.CoM c.uivuiiiiiiiiii ettt ettt e ea e e e e e e e eans 1009
.1907. WashingtonPOSt.COM .....ceiiiuieiiiiieeeiiiiie ettt 1009
TO08. WALV ittt et ettt et e e e e e een 1010
909, WATEAN et 1010
1910, WaYN.COM ettt ettt et e e e e e e en e eneens 1010
.1911. Waze Social GPS Maps & TraffiC .........ccoeeiiiieiiiiiiieie e 1010
T912. VBOXTZ.COM Lottt ettt ettt e e et e e et e e e et e eeeees 1011
913 WEather.COM ..ovuniiiiiiiie ettt e e e e e e e e e eaa e 1011
.1914. Weather2Umbrella.com .......ooouiiiiiiiiiniiic e 1011
J915.Weatherdall ....o..eionie e 1012
1916, WebCrawler.COm ..cc.ueiuiii ettt et 1012
TJOTT7 WD et 1012
.1918. WebBiographi€s.Com .....ccuuiiuiiiiiiiiieeiie ettt e e ees 1013
.19719. Webex WebOFfiCe .....viiuniiie et 1013
1920, WEb0orama ....eveeiiiieeiiee e 1013
J921.Webtretho oeeceeiee e 1014
1922 VBT .ttt ans 1014
1923, VBCEIMNI tuiiiiiieiei et ettt e et e e e e e aann 1014
1924, VEETIE.COM ouviiiiii it 1014
925, WEIPRONE ..ouiiiiiiciee et e 1015
T926. WEllS FArgo cenneieiiiieeeie ettt et 1015
.1927. WeOurFamily.Com .......iiiuiiiiiiie e e 1015
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R TV 4 o o I P 1016
1929, Wer-Kennt-Wen.de ......couieieniniiiieee e e 1016
T30, VIO et 1016
93T, VESTNIKTIM oo 1017
1932, WESTPAC.COMLAU «euitiinitiii ettt e e e et et et e e e et et et eneneaneneanenees 1017
1933, VET0GATE «oeeiiiiii e 1017
RS R oY =Y 1 =1 G 1018
B 2T Yo N T T PN 1018
1936, VIA0EO.COM vttt e e eanas 1018
1937.VIideoBash.COM ...vevnieiic e 1019
T938. VIEOJUG .uiiiieiiieiiie ettt e et e e e et e e et e et e e et e e et e aaa s 1019
1939, VIdEOPIAZA ovnieiiiiiie e 1019
1940, VIdEOSUIT.COM eiviiiii i 1019
B Vo T=To 13N 1020
LTy Y o [ - O TN 1020
L B o [ VYN 1020
TJO44.VIAYArd ovniiineiie ettt e et e aa s 1021
04, VIEtBaAOVN i e e 1021
946, VIEWPAN eeceeiec e 1021
TOA7 VIJESTIIME ittt ettt et s e e e e e e e e e e e e e e 1022
948, WiIKIA.COM et 1022
1949, WIKipedia.COm ..vuniiiiiiii ittt ei e e 1022
1950, WIllNAbEN.At «.vneniiniii e 1023
K TN Y41 U=l T PPN 1023
TO52. WIMP e 1023
1953 WINAMAX ceiriiiiiiiiiiiiiie ettt et e ea et e e s e e e e reenens 1024
.1954. Microsoft Azure (previously Windows AZure) ...........cceeeeeeinineeeennnnn. 1024
1955, WINAOWS UpPdate ...ce.vvniiiniiiiiieiieeieeiie et ee e e e e ees 1024
1956, WINAOWS LIVE ouivviiniiiiiiiiieeee e ee e eaes 1025
1957. WINAOWS LIVE SPACES ..ovniveiiiieieeiieei ettt e e e e e e aes 1025
L1958, WINAOWSMEIA.COM .evivniniiiiiie e e 1025
L1959, ViSa ChECKOUL «.vuvinieiie et anas 1025
960, VISAAA ..eeieiei e 1026
T T VISIELIS oeiviieiieit ettt et 1026
1962, VIVANEWS.COM ettt ee ettt e e e e e e e e eneteseaeaeseanes 1026
10683, WX oeniniiiei e 1027
B R L T ) (I eo ] o TP 1027
1965, VNEXPIESS.INET cueuiiiiiiiiieitie ettt e e e e e e e ee et s ete e e et e eneeneensaneannas 1027
1966, WOOKBANK.COM ouiviiiniiiii e 1028
.1967. Microsoft Word Online (Offic@ 365) .....ovvviviiriiniiiiiiiieieeeieeieiaeenn, 1028
1968, WOIAPIESS.COM ouiiniiniiniitiiiei ettt eeee et et e e e er e ete e erteraeenernees 1028
9609, VOX.COM oiniiitiiiit ittt et ettt e eteeseneaeeaeneasesenensesensasesenensens 1028
B K O 1T o X o P 1029
B R A B! (el o I N 1029
TO7 2 WK e 1029
J973.VTUn (Virtual TUNNED) v 1030
1974, Viunnel.com - VEUNNEIS.INTO c.uuiveiiiiiii e 1030
075 VTV e 1030
TO76. WTV NEEWOIKS w.eeceieiee it et e e e a e anens 1031
977 . VUDB.COM e et 1031
TO78. VUIVIET oot 1031
1979, VYEWLCOM Lottt e et et e e e ete e s e et s eneeaeenennan 1032
T80 VZU I oo 1032
1981, XANGA.COM ittt ettt et e e e 1032
L1082, XDOX ittt 1033
.1983. Xbox Video (Microsoft Movies and TV) ...ceeevevenieieniniieieieeeeeneeeenenns 1033
RO o (e 1 1 1 L PP 1033
985, XENAAN .oeiniiiiiei e 1034
RO Lo T(g F= 10 0 1 (=] o elo) o  J St 1034
R YA (-1 01 1K elo] 1 1 IR TP 1034
L1988, XIAOMI +.enieiiie e 1034
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37.1989. XiNG.COM enitiiiieieeie ettt et et et e et ea et et e e e ean e eseenensaneneaneneananas 1035
31.1990. XiNhUGNET.COM .ivniniiii it eaas 1035
R R Ko B (1 T<] PR 1035
31,1992, XIPN ettt et a e e e e ees 1036
311993, Xl caiiii i e aas 1036
Rl I R (Y7 T o N 1036
31.1995. XLWeEebMail c..cuinieiie e 1037
31.1996. XL.COL o vtiniiiiie e e 1037
R L e I = A T PPN 1037
31.1998. XIOVECAM «.ouiviinitiii ettt ettt e e e e e eneanas 1038
371.1999. SIFIUSXIMLCOM .\ttt et ee et e et et eeeteaenesaeneneeneneanns 1038
31.2000. XMLRPC ..ooniiiiiei ittt ettt e e 1038
312007, XINXX ettt ettt et et e et e e e e e aas 1039
31.2002. XOPOM NEWS ..cvniiniiniieiiieiiieeieeieeineneeieeneeieeteeneeneereeneeneenseneeneenns 1039
371.2003. XREA.COM ouiiiiiiiiiieieee ettt et e e eaes 1039
S B 101070 ¢ o W elo] 1 4 HU U PPN 1039
31,2005, XUITENET ottt et et e e e e e e e e e e e e nenananaes 1040
371.2006. XVIAEOS.COM .viininiininii ittt ettt e et e e et en e eneans 1040
31.2007. XVIAEOSIIVE.COM ...viininiiiie et ans 1041
ol 0[O T < T el o s TN 1041
R L0 [0 L I =T [ o TN 1041
371.20T0. YANOO.COM «ouiviiitiiieei et et e e e e eeaeanas 1042
371.207T7. YAh0O ANSWELS . ouivniiniiniiniitiieiei e eeee e e ereeere et ererneeneeneenes 1042
31.2072. YahoO BUY TAIWEN ...euiniiiiiiiieiiie ettt et e e e e e 1042
31.2013. YAhOO DOUQGA . evuiiiniiiiiiiii e et e e e e e e et e e e e e eenaes 1042
31.20T4. YAh0O GAMES ..ouvniiiinieiei ettt e e e e e eeaeanes 1043
31.2075. YAh0O GEOCIIES ..vivnirieiniiiiiei e 1043
31.20T6. YANOO KOFEA . .uvniviinitiieieiei et e e 1043
31.2077.YAhoO MAPS oeuniiiiniiiieeiie et ettt e et e et et e eaneeaieeei s eaaneeannns 1044
31.20T8. YAhOO HOMES ..ouviiiiniiiie e ee e 1044
31.2079.YahoOo SEAICH ..ceviinieii e 1044
371.2020. YAh0O STOCK ..vuvniniininiii et 1044
31.2021. YAhOO TraVEl .ouvuiviininiiei e e 1045
31.2022. Yahoo 360PIUS VIEetNam ......c..oviiniriiiiiii e 1045
371.2023.YallaKOra . ouvniiniinii i 1045
SN V00 - 10 Ko ] 1 o N PPN 1046
RN IV T - 1001 04 1= g eo] o o PN 1046
31.2026. YANAEXTU .oevivininiiitee ettt et et e ae e e e e eneaaenas 1046
371.2027.YaNdeX DisK ...uuvniniiiniiii e 1047
31.2028. Yandex Fotki (Yandex Photos) ......ceoivveiniiiiiiiiiieiceceeeeean 1047
31.2029. YANAEX MAPS ...evneeineiteineeieeieeiee s eteete et e et eeteeeneeaneeressesnesnnees 1047
31.2030. YANAEX VIAEO ..cvivnieieiiiiiii et e e 1047
BP0 I £-1 o T R P PP PR P TR PPPIN 1048
37,2032, YASOU wuvnininininininet ettt ettt ettt eeeeeerreeenenenererenereneneseaeaesarnrrrrnens 1048
RN P10 C T B -1 o X el o] 1 o H PSRN 1048
N B0 S =] o 1= o T o V= U 1048
N I 0 T T =] 0 a 1= o] o o ) 1049
ol L0 1 T = N 1049
31.2037. YESKY.COM ittt e e 1049
31.2038. Yield Manager ..ccuivuiiiiiieiie e e e e e e e e e e e e e e eans 1050
371.2039. YIeldMO .ouieniiniiii e 1050
31.2040. Yihaodian (YHD) ...cuiniriiiiie e 1050
31204, Yl i i 1050
31.2042. YNEE.COLI 1 rininiiini i 1051
ol 0 s T o Yo [ AN 1051
R B0 Y o] & Welo ] 1 o NN 1051
371.2045. YOMIUILCOJP teuntnininreneenneieinreietireieenreieensenetnsenernsenernsenernsenesnsenns 1052
31.2046. YOUAQ0.COM ..ouiniinitiieinitiiit e ee ettt et e ee et ee e erenereeneneanas 1052
31,2047, YOUKU uiniiriniiiitiiii i it ettt ettt ettt e s eeeeaeneaseseneneanenans 1052
31,2048, YOUMTZ.COM 1uiniitiniiititeieeteneiteteteteeteneieesesensesenenreseresesenenseserenensees 1053
31.2049. CalumBrannNan.Com ......uuiniiinii e 1053
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o I 05T 0 10 o 1o Y Y 1053
31,2057, YOUPOIN 1uitniiniiniieietneteunereueetetueeneenaeneeeeeueessenerssesnsssesesnsenesnsenns 1054
371.2052. YOUT FIrEEAOM ...viviiiiii et eaas 1054
31.2053. YOUIfilE@S.0IZ evvniiiieiiie e e 1054
371.2054. YOUSEEMOIE.COM ..euivniniriiiteieiet e et et et etereeeseeeteeeneseeneseeneneanns 1055
31.2055. Hightail.com ......iiiiiiii e 1055
371.2056. YOUTUDE.COM ouiniiieiieie e enes 1055
31.2057. YOUTUDE KIS ..eovieniniiieiie e 1056
371.2058. YOUTUDE IMIUSIC «.uvenieiiie e e eaas 1056
N 010 Y 4 U PR 1056
371.2060. YUGMA.COM teutrntininniinetnenneietennetenereteteraereretenereneeneeeeeenns 1057
3T.206T. YUUGUU.COM ..ettitiinnetneinenenietee et ea et ea et et et eraetaeaneanenneaneeneeneenns 1057
31.2062. ZANIAA cu.vniniiiiiiee s 1057
37.2063. ZAIUU.COM .evininiiiie e e e e e eneneenas 1058
31.2064. ZambiawatChdOg ......cvuiiniiiiiieein e e 1058
371.2065. ZAMUNAA.NET ..iuiiiniiii et e e e e reneenas 1058
3T.2066. ZEDO ..uiviiiiiiiieiieie e e aaas 1058
31.2067. ZEIUNE .veeiei et 1059
31.2068. ZENAESK ...vneeenieiiee et 1059
312069, ZOIT it 1059
31.2070. ZNINU «oeieinieii s 1060
3120771, ZiddU.COM vttt ettt e e 1060
312072, ZIMEYE weutiiieiiieeiieetieetieeete e et ettt e etineetinseatneesneeeinsaatnsearnneees 1060
3120730 ZINGVN ettt ettt et et ettt e e e et e et e et e e e et eeb e ees 1061
31.2074. ZIPPYSNAIE ...ttt 1061
RN W10 Ae] o To N @14 o o] - 1o ] o I 1061
31.2076.ZON0O CRM ...oieniiiiiie e 1062
31.2077. ZOHO DB and REPOILS ..cvuniviiiiiiiiniiieiineieeie e eeineeieeteeneenneeineannes 1062
31.2078. ZONO MEETING evuviiiiniiii ettt ettt e e et e et e e e e e eaeeees 1062
31.2079. ZOho NOtEhOOK . ouvvieieiiiiie e 1063
31.2080. ZONO PEOPIE ..ceieeieeiei et 1063
31.2081. ZONO PIAaNNEr ...veeeieeee e 1063
31.2082. ZONO SNAIE ... 1063
371.2083. ZON0O SNEET ...vniniiiiiiei e 1064
371.2084. ZONO SNOW ...ouiviiiiiieieee s 1064
371.2085. ZOLCOMLEN vt e 1064
31.2086. Zone Telechargement ..........viuiiniiiieiie e e e eens 1065
31,2087, ZOO.GE utiniintieeieeieeieeieeieeieeiaeteeiattretaetaeiatieeiaetaeaateeaateaeaaaaaaaaanns 1065
371.2088. ZOOMTANZANIA «.euevirinininiririteteeeteeeeeeeeeeereeeeenenereneneneneaeaeeneaanenenens 1065
31.2089. ZOPIM .euniiiiiiieie ettt et e et e et et e et e et s et e ete et e et e et eaneaeeaneaanas 1066
31.2090. ZOUGIA .. eeiiiieeeiiiie ettt ettt e et 1066
31.2091. ZOZNAMLSK ooviininii i 1066
371.2092. ZSNAI.COM eiininiiie i e eaas 1067
31,2093, ZUJi ernieineiiee ettt e e e e r e aans 1067
N B0 17 A ¥ 14's Mo ) o o PP 1067
371.2005. ZUMOAIIVE ..vuvniriiitiiei ettt e e e e eraenenanes 1067
31.2096. ZWHETald ....couivniiiiiiiie e 1068
371.2097. ZYNQA.COM .ettnitiiinineieneneteeeteaeteeneneenenaeteneenereenaeneennenarnenns 1068
32 WEBMAI! e e 1069
32,71, T39MAI e 1070
32.2. Dynamic Internet Messaging Program ...........cceeeveivevinieniiniinnineennennennn. 1070
32.3. FACEDOOK Mail ....vevnieiii i 1070
32.4.G00GIE Mail ...evvniiiiiieiie e ees 1071
325, GMATI BASIC «vininiii i 1071
32.6.GMAIl MODIIE «..veeieii i 1071
32.7. GMX WEDMAI «evinieiii i 1072
32.8.GOOGIE INDOX ..vuiiiiiiieii e e e e aanes 1072
32.9. Internet Messaging Program .........ccoveiiiiiiiiiiiiiiiiii e, 1072
32.10. La Poste Webmail .......covviriiiiiiiiic s 1072
32.11. Windows Live HOtmail ......ouininiiiii e 1073
32.12. Windows Live Hotmail Attachments .........ccoovvieviiiiiiiiiiieeeeee 1073
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32.13. Live hotmail formobile .......coivieinii e 1073
32.T4. MaAIITBO.CN e s 1073
3215, MAILCOM et e 1074
32.16. Mail2000.COMEW .ouiriiniiiiitiiei e et e e e e eeneanas 1074
32.17. Mail.ru Webmail ....c.onieiiii e 1074
32.18. MaKtOOD Mail ..uivniniiiiei e 1075
32.19. IMP MODBIle VEISION ..eeeieiiiiiei e 1075
32.20.NAE Mal weiviiiiiiiie s 1075
32.21.0range Webmail .......oouiiiniiii e 1076
32.22. OUTIOOK WED AP oiiiiiiiiiei e 1076
32.23. QQMaIl cevniriiiii i 1076
32.24. Rambler webmail .......onieiniiii i 1077
32.25.SINAWEBMAI «.uieniniiiei s 1077
32.26. SQUIITEIMAIl ..oeeiiniee e e 1077
32.27.Yandex Webmail ......c.oovieniniiiiii s 1078
32.28.YAh0o Mail ClassiC ....cuvvuiuiiniiiiiiei e 1078
32.29. Yahoo webmail for mobile .........ccooiiiiiiiiiiiii 1078
32.30.Yahoo Mail V.2.0 .einiiniiniii e 1078
32.31.ZIMBbra Webmail .......ouieniniiiii e 1079
32.32. Zimbra Webmail Standard Version ..........ccveiviiiiiiiiiiiiiieiieeeenenns 1079
AlPhabetical INAEX ....iveiiiii e e e e e 1080
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Chapter 1: Antivirus

« Lookout Mobile Security, page 56
« Sophos update, page 56
« ZoneAlarm, page 57

« ZoneAlarm Updates, page 57

1.1. Lookout Mobile Security

All-in-one security software for mobile devices.

Family: Antivirus

Over: http2

Over: https

Over: spdy

Over: ssl

Revision: 1

Risk level: 2

Tag: Mobile Applications
Tag: Antivirus Updater

1.2. Sophos update

Sophos antivirus update protocol.

Family: Antivirus

Over: http

Over: http2

Over: https

Over: spdy

Over: ssl

Revision: 15

Risk level: 1

Tag: Antivirus Updater
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1.3.ZoneAlarm

ZoneAlarm is a personal firewall for Windows.

Family:
Over:
Over:
Over:
Over:
Over:
Revision:
Risk level:

Tag:

Tag:

Antivirus

http

http2

https

spdy

ssl

1

1

Network Utilities
Desktop Applications

1.4. ZoneAlarm Updates

ZoneAlarm is a personal firewall for Windows. This protocol plug-in classifies security updates of

the software.

Family: Antivirus

Over: zonealarm
Revision: 21

Risk level: 1

Tag: Software Update
Tag: Antivirus Updater
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Chapter 2: Application Service

« Exchange ActiveSync (EAS), page 59

« Android connectivity Manager, page 60

« Apple Push Notification Service, page 60

+ Apple App Store, page 60

« Aptoide, page 60

+ Are You a Human, page 61

« Citrix Provisioning Services (PVS), page 61

+ Dictionary Server, page 61

« Elasticsearch, page 61

« EndPoint Mapper, page 62

« exacqvision, page 62

« Financial Information eXchange (FIX), page 62
« Generic Attribute Registration Protocol, page 63
+ GDB Remote, page 63

+ Google Play Store, page 63

« Huawei Update, page 63

«iCloud (Apple), page 64

« Iminent.com, page 64

+i0S over-the-air (OTA) update, page 64

- Lighweight Directory Access Protocol, page 65
- Lighweight Directory Access Protocol Secure, page 65
« Mandriva Update, page 65

+ Mobile Market, page 65
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Chapter 2: Application Service

« IBM Websphere MQ, page 66

« Microsoft Message Queuing, page 66

- Microsoft Notification Protocol, page 66

+ NetBSD Updates, page 67

« ESET NOD32 Antivirus Updates, page 67

« Symantec Norton AntiVirus Updates, page 67
- Name Service Provider Interface, page 67

« OpenBSD Updates, page 68

« Opera Mobile Store, page 68

« Panda Update, page 68

« Perforce Protocol, page 68

« Port Mapper, page 69

« Samsung Apps, page 69

« Samsung Update, page 69

- Service Location Protocol, page 70

« Simple Service Discovery Protocol, page 70
« Microsoft Service Control, page 70

- Syslog, page 70

« Windows Marketplace, page 71

« VMware vMotion, page 71

« Vmware Horizon View (PColP protocol), page 71

« X Font Server, page 72

2.1. Exchange ActiveSync (EAS)

Exchange ActiveSync (EAS) is a mobile data synchronization technology and protocol developed
by Microsoft, originally released in 1996. This protocol is designed for the synchronization of
email, contacts, calendar, tasks and notes.

Family: Mail

Over: rpc

Revision: 20

Risk level: 3

Tag: Network Utilities
Tag: Information Leaking
Tag: Mobile Applications
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2.2. Android connectivity Manager

Android connectivity manager is used by an android device to periodically check and manage

internet connection.

Family: Application Service
Over: http

Over: http2

Over: https

Over: spdy

Revision: 1

Risk level: 1

Tag: Mobile Applications

2.3. Apple Push Notification Service

Apple Push Notification Service is an Apple service which forwards notifications from the servers

of third party applications to iOS devices.

Family: Application Service
Over: http

Over: http2

Over: https

Over: spdy

Over: ssl

Revision: 15

Risk level: 2

Tag: Network Utilities
Tag: Mobile Applications
Tag: Server Applications

2.4. Apple App Store

The Apple App Store is a digital application
maintained by Apple Inc.

distribution platform for iOS developed and

Family: Application Service
Over: itunes

Revision: 15

Risk level: 1

Tag: Mobile Applications
Tag: Non-business Related

2.5. Aptoide

Aptoide is the largest independent Android app store allowing users to setup and manage their

own Android stores.

Family:
Over:

Over:

‘ Application Service
| http
‘ http2

60



Chapter 2: Application Service

Over: https

Over: spdy

Over: ssl

Revision: 1

Risk level: 3

Tag: Mobile Applications

2.6. Are You a Human

Real time human input detection service for websites and applications.

Family: Application Service
Over: http

Over: http2

Over: https

Over: spdy

Over: ssl

Revision: 1

Risk level: 1

Tag: Web Applications
Tag: Non-business Related
Tag: Web Sites

2.7. Citrix Provisioning Services (PVS)

Citrix PVS provides an infrastructure to stream shared Xen Virtual Machine images (vDisk) to
hosts. This protocol plug-in classifies the Soap to Stream Process Manager communication
protocol used by Citrix PVS.

Family: Application Service

Over: udp

Revision: 1

Risk level: 2

Tag: Server Applications

Tag: Application Layer Protocols

2.8. Dictionary Server

The DICT protocol is a TCP transaction based query/response protocol that enables a client to
access dictionary definitions from a set of natural language dictionary databases.

Family: Application Service
Over: tcp

Revision: 18

Risk level: 1

Tag: Server Applications

2.9. Elasticsearch

Elasticsearch is a search engine. It provides a distributed, multitenant-capable full-text search

61



Chapter 2: Application Service

engine

Family: Application Service
Over: http

Over: http2

Over: https

Over: spdy

Over: tcp

Revision: 1

Risk level: 2

Tag: Server Applications
Tag: Application Layer Protocols

2.10. EndPoint Mapper

End Point Mapper is a protocol used by Exchange to determine the ports used by various

services.
Family: Application Service
Over: dcerpc
Over: msrpc
Over: soap
Revision: 18
Risk level: 3
Tag: Network Utilities
Tag: Server Applications
L] L]
2.11. exacqvision
Exacqvision is a software used for video surveillance.
Family: Application Service
Over: tcp
Revision: 1
Risk level: 1
Tag: Streaming Video

2.12. Financial Information eXchange (FIX)

Electronic communications protocol for international real-time transactions and markets
information exchange. This signature classifies all the FIX protocol versions, from FIX 4.0 (13 jan
1996) to FIX 5.0 SP2 (1st mar 2008) and FIXT 1.1.

Family: Application Service

Over: tcp

Revision: 1

Risk level: 2

Tag: Business Applications

Tag: Application Layer Protocols
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2.13. Generic Attribute Registration Protocol

The Generic Attribute Registration Protocol (GARP) provides a generic framework whereby
devices in a bridged LAN can register or delete attribute values between each other.

Family: Application Service
Over: 8021q

Over: eth

Over: gre

Revision: 17

Risk level: 1

Tag: Not Used

2.14. GDB Remote

GDB Remote is a serial protocol used connect
debug it.

gdb to a remote running target program and

Family: Application Service

Over: tcp

Revision: 1

Risk level: 1

Tag: Desktop Applications

Tag: Application Layer Protocols

2.15. Google Play Store

Google Play Store (formerly Android Market) is an online software store developed by Google for

Android OS devices.

Family: Application Service
Over: google_gen
Revision: 16

Risk level: 1

Tag: Bundles Software
Tag: Download Manager
Tag: Software Update
Tag: Mobile Applications
Tag: Non-business Related

2.16. Huawei Update

Huawei Update classifies Huawei mobile device updates.

Family: Application Service
Over: http

Over: http2

Over: https

Over: spdy

Revision: 1
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Risk level: 2
Tag: Mobile Applications
Tag: Non-business Related

2.17.iCloud (Apple)

iCloud is a cloud computing service developed by Apple Inc. which allows to store and share
data, from an iOS mobile (iPhone, iPad, iPod Touch) or a Macintosh.

Family: Application Service
Over: amazon_aws

Over: http

Over: http2

Over: https

Over: imaps

Over: spdy

Over: ssl

Over: windows_azure
Revision: 16

Risk level: 3

Tag: File Storage and Sharing
Tag: Non-business Related

2.18. Iminent.com

Website providing add-ons for most messengers

Family: Application Service
Over: http

Over: http2

Over: https

Over: spdy

Over: ssl

Revision: 2

Risk level: 2

Tag: Instant Messaging
Tag: Web Sites

2.19.i0S over-the-air (OTA) update

iOS OTA Update is the protocol used for iOS updates Over The Air.

Family: Application Service
Over: http

Over: http2

Over: https

Over: itunes

Over: spdy

Revision: 17

Risk level: 1
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Tag: Software Update
Tag: Mobile Applications
Tag: Non-business Related

2.20. Lighweight Directory Access Protocol

LDAP (Lightweight Directory Access Protocol) is a protocol used for accessing directory services.
Windows environments use this protocol to send queries to Active Directory.

Family: Application Service
Over: tcp

Over: udp

Revision: 17

Risk level: 4

Tag: Network Utilities
Tag: Information Leaking
Tag: Server Applications

2.21. Lighweight Directory Access Protocol Secure

Secure LDAP is the Secure version of the LDAP protocol.

Family: Application Service
Over: ssl

Revision: 18

Risk level: 4

Tag: Network Utilities
Tag: Server Applications

2.22. Mandriva Update

This protocol manages the mandriva update operations. It allows identifying package name,
package version, package architecture and distribution, thanks to the HTTP User Agent, the HTTP
Uri and the HTTP method used. The HTTP User Agent must be the Aria2 download manager, the
HTTP URI must be finished with RPM extension and the HTTP method must be a GET request.

Family: Web

Over: http

Over: http2

Over: https

Over: spdy

Revision: 17

Risk level: 1

Tag: Software Update

2.23. Mobile Market

Mobile Market is an online Android and iOS software store developed by China Mobile. This
plugin classifies traffic from Mobile Market Android application.

Family: Application Service
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Over: http

Over: http2

Over: https

Over: spdy

Revision: 1

Risk level: 3

Tag: Bundles Software
Tag: Download Manager
Tag: Mobile Applications

2.24.IBM Websphere MQ

Mq (IBM Websphere MQ) is an inter-application communication protocol.

Family: Application Service

Over: tcp

Revision: 18

Risk level: 3

Tag: Server Applications

Tag: Application Layer Protocols

2.25. Microsoft Message Queuing

Message Queuing (MSMQ) technology enables applications running at different times to
communicate across heterogeneous networks and systems that may be temporarily offline.
Applications send messages to queues and read messages from queues.

Family: Application Service
Over: dcerpc

Over: msrpc

Over: tcp

Revision: 1

Risk level: 2

Tag: Network Layer Protocols

2.26. Microsoft Notification Protocol

Microsoft Notification Protocol (MSNP, also known as the Mobile Status Notification Protocol) is
an instant messaging protocol developed by Microsoft for use by the Microsoft Messenger
service and the instant messaging clients that connect to it, such as Skype since 2014.

Family: Application Service
Over: tcp

Revision: 1

Risk level: 1

Tag: Instant Messaging
Tag: Network Utilities

Tag: Business Applications
Tag: Desktop Applications
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2.27. NetBSD Updates

NetBSD update manages the updates for NetBSD. NetBSD is a Unix-like Open Source operating

system.

Family: Web

Over: http

Over: http2

Over: https

Over: spdy

Revision: 17

Risk level: 1

Tag: Software Update

2.28. ESET NOD32 Antivirus Updates

Virus definitions and engine updates for the ESET NOD32 anti-virus.

Family: Web

Over: http

Over: http2

Over: https

Over: spdy

Revision: 17

Risk level: 1

Tag: Antivirus Updater

Virus definitions and engine updates for the Symantec Norton anti-virus.

2.29. Symantec Norton AntiVirus Updates

Family: Web

Over: http

Over: http2

Over: https

Over: spdy

Over: ssl

Revision: 17

Risk level: 1

Tag: Antivirus Updater

2.30. Name Service Provider Interface

Name Service Provider Interface is a protocol used by Exchange.

Family: Application Service
Over: dcerpc

Over: msrpc

Revision: 17

Risk level: 4
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Tag:

Server Applications

Tag:

Application Layer Protocols

2.31. OpenBSD Updates

This protocol manages OpenBSD updates.

Family: Web

Over: http

Over: http2

Over: https

Over: spdy

Revision: 17

Risk level: 1

Tag: Software Update

2.32. Opera Mobile Store

Opera Mobile Store provides over 300,000 apps and games for more than 7,500 different mobile
phone models across Android, Java, Symbian, BlackBerry, Windows Mobile, Windows Phone and
iOS platforms. In agreement with Nokia, Opera Mobile Store is also replacing the former Nokia

store for legacy Nokia devices.

Family: Application Service
Over: http

Over: http2

Over: https

Over: spdy

Revision: 2

Risk level: 2

Tag: Bundles Software
Tag: Software Update
Tag: Mobile Applications

2.33. Panda Update

Panda_update is the protocol used for panda softwares updates.

Family: Web

Over: http

Over: http2

Over: https

Over: spdy

Over: ssl

Revision: 17

Risk level: 1

Tag: Antivirus Updater

2.34. Perforce Protocol
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Perforce is a commercial, proprietary, centralized revision control system developed by Perforce

Software, Inc.

Family:
Over:
Revision:
Risk level:
Tag:

Tag:

Application Service
tcp

15

2

Business Applications

Server Applications

2.35. Port Mapper

Port Mapper protocol maps RPC program and version numbers to port numbers. This program
makes dynamic binding of remote programs possible.

Family: Application Service
Over: rpc

Revision: 17

Risk level: 3

Tag: Network Utilities
Tag: Server Applications

2.36. Samsung Apps

Samsung Apps is an application store for Samsung mobile and TV users.

Family: Application Service
Over: amazon_aws

Over: facebook

Over: http

Over: http2

Over: https

Over: lInwd

Over: spdy

Over: ssl

Over: twitter

Revision: 15

Risk level: 1

Tag: Mobile Applications

2.37. Samsung Update

Samsung Update classifies Samsung mobile device updates.

Family: Application Service
Over: http

Over: http2

Over: https

Over: spdy

Revision: 1
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Risk level: 2
Tag: Mobile Applications
Tag: Non-business Related

2.38. Service Location Protocol

Service Location Protocol is a decentralized, lightweight, scalable and extensible protocol for
service discovery within a local area network.

Family: Application Service

Over: tcp

Over: udp

Revision: 17

Risk level: 3

Tag: Network Utilities

Tag: Application Layer Protocols

2.39. Simple Service Discovery Protocol

Simple Service Discovery Protocol (SSDP) provides a mechanism whereby network clients can
discover desired network services.

Family: Application Service

Over: udp

Revision: 17

Risk level: 3

Tag: Network Utilities

Tag: Application Layer Protocols

2.40. Microsoft Service Control

This protocol is used to control remotely Windows services. Also known as MS-SCMR (Service
Control Manager Remote Protocol). For further information, see
https://msdn.microsoft.com/en-us/library/cc245832.aspx

Family: Application Service

Over: dcerpc

Over: msrpc

Revision: 1

Risk level: 3

Tag: Allows Remote Control
Tag: Application Layer Protocols

2.41.Syslog

Syslog protocol is used for the transmission of event notification messages across networks
between a client and a server.

Family: | Application Service
Over: ‘ tcp
Over: ’ udp
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Revision: 19

Risk level: 3

Tag: Information Leaking
Tag: Server Applications

2.42. Windows Marketplace

Windows Marketplace is a service by Microsoft for its Windows Phone 7/8 and Microsoft
Windows 8 platforms that allows users to browse and download applications that have been
developed by third-parties. The website of the chain of retail stores Microsoft Store is also

classified.

Family: Application Service
Over: akamai

Over: http

Over: http2

Over: https

Over: spdy

Over: ssl

Revision: 19

Risk level: 2

Tag: Bundles Software
Tag: Software Update
Tag: Mobile Applications
Tag: Web Sites

2.43. VMware vMotion

vMotion is the VMware protocol which allows hot migration of virtual machines between
different vSphere servers running on different hosts.

Family: Application Service

Over: tcp

Revision: 1

Risk level: 2

Tag: Server Applications

Tag: Application Layer Protocols

2.44.Vmware Horizon View (PColP protocol)

Vmware Horizon View is a commercial desktop-virtualization product developed by VMware.
This plugin classifies pcoip streams over UDP, between virtual machines and Mac/Windows

clients

Family: Application Service
Over: udp

Revision: 2

Risk level: 3

Tag: Allows Remote Control
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2.45. X Font Server

X Font Server is a standard communication protocol between an X server and a font renderer.

Family:
Over:
Revision:

Risk level:

Tag:

Application Service
tcp

16

1

Server Applications
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Chapter 3: Audio/Video

+ 050 plus, page 76

- 6play, page 77

« 8tracks, page 77

« Adobe Connect, page 77

« Afreeca TV, page 78

« Air Video, page 78

« AllMusic.com, page 78

« Amazon Music, page 79

+ Aol.On, page 79

« Apple AirPlay, page 79

« Apple HTTP Live Streaming, page 80
« Apple Music, page 80

« Audible, page 80

- Baidu Player, page 81

- BBC Player, page 81

+ SO Base Media File Format, page 81
+VodCCTV, page 82

« CNET Video (aka CNET TV), page 82
+ COMM, page 82

« Crackle, page 83

« Facebook Live, page 83

+ Apple FaceTime, page 83

« Flash Media Playback, page 84
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« Free Music Download Pro - Downloader and Player, page 84
+ Fuze meeting, page 84

+ G090, page 85

+ Google Play Music, page 85

« GoToMeeting Online Meeting, page 85

+ H225, page 86

+ H245, page 86

+ h248 Protocol (Megaco) in binary mode, page 86
- h248 Protocol (Megaco) in text mode, page 86
« Hami Music, page 86

« HBO GO, page 87

+ Horizon GO, page 87

+ Howcast.com, page 87

+ Hulkshare, page 88

« Hulu, page 88

« Inter Asterisk eXchange, page 88

-icall, page 89

- icecast, page 89

«ICY (I Can Yell), page 89

«iFilmTV, page 90

«iTunes, page 90

« Join me, page 90

+ KKBOX, page 91

» magicJack, page 91

- Cisco MeetingPlace, page 91

« Metacafe.com, page 92

- Media Gateway Control Protocol, page 92
« Microsoft Multimedia Streaming, page 92
« MP3 Rocket application, page 93

« MPEG-Transport Stream, page 93

+ Message Session Relay Protocol, page 93

+ Mubi, page 94
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« Netflix.com, page 94

+ OctoShape, page 94

- Paltalk audio chat, page 95

- Paltalk video, page 95

« Periscope, page 95

« PPlive, page 96

« PPStream - P2P based Streamed Media, page 96
+Q.931, page 96

+ QIK Video, page 97

+ QQLive Network Player, page 97

« QQMusic, page 97

+ QVOD Player, page 98

« Real Data Transport, page 98

+ Rhapsody, page 98

« Real Time Control Protocol, page 99

« Real Time Protocol, page 99

« Real Time Streaming Protocol, page 99
« Skinny Client Control Protocol, page 100
« ShoutCast, page 100

« Silverlight (Microsoft Smooth Streaming), page 100
« Session Initiation Protocol, page 101

+ SIP-SOAP, page 101

« Sky Go (formerly Sky Player), page 101
« Slacker Radio, page 102

- Slingbox, page 102

+ SMARTalk, page 102

» Sopcast.org, page 103

« SoundCloud, page 103

- Spotify, page 103

- Storytel, page 104

- Tango Video Calls, page 104

« Telestream, page 105
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- Teltel, page 105

- Tidal, page 105

+ Tuneln, page 106

« TVAnts Protocol, page 106

« TVU Network Player, page 106
« Universal Alcatel/UDP Encapsulation Protocol (UA/UDP), page 107
« Real Time Protocol, page 107

+ UUSee Protocol, page 107

« WebEx, page 108

+VeohTV, page 108

« VEVO, page 108

- Viaplay, page 109

« Viber, page 109

- Videoland, page 110

- Viewster (formerly FilesTube), page 110
+Vine, page 110

+ VK Live, page 111
«Voddler.com, page 111

+Vsee, page 111

+ X.25, page 111

« Xbox Music, page 112

« Xcap, page 112

« XL Nonton, page 112

« Yahoo Screen, page 113

« Yandex Music, page 113

+ Yahoo Messenger Video, page 113

3.1.050 plus

050 plus is a Japanese embedded smartphone application dedicated to audio-conferencing.

Family: Audio/Video
Over: http

Over: http2

Over: https

Over: rtp
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Over: sip

Over: spdy

Over: ssl

Revision: 15

Risk level: 2

Tag: VolP

Tag: Mobile Applications
Tag: Non-business Related

3.2. 6play

French mobile application providing tv live broadcast and catchup TV.

Family: Audio/Video

Over: apple_hls

Over: flurry

Over: http

Over: http2

Over: https

Over: smartadserver
Over: spdy

Over: ssl

Revision: 1

Risk level: 1

Tag: Mobile Applications
Tag: Streaming Video
Tag: Non-business Related

3.3. 8tracks

Internet radio and social networking website based on user-made playlists streaming.

Family: Audio/Video
Over: amazon_aws
Over: http

Over: http2

Over: https

Over: spdy

Over: ssl

Revision: 1

Risk level: 2

Tag: Social Networking
Tag: Streaming Audio
Tag: Web Sites

3.4. Adobe Connect

Adobe Connect is a web communication system for the training, the marketing, the conferences
and the online collaboration.
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Family: Audio/Video

Over: http

Over: http2

Over: https

Over: rtmp

Over: spdy

Over: ssl

Revision: 19

Risk level: 3

Tag: Allows Remote Control
Tag: Web Conferencing
Tag: Non-business Related

3.5. Afreeca TV

This protocol plug-in classifies the http and TCP traffic to the host .afreeca.com.

Family: Audio/Video
Over: http

Over: http2

Over: https

Over: rtmp

Over: spdy

Over: ssl

Over: tcp

Revision: 1

Risk level: 1

Tag: Streaming Video
Tag: Non-business Related
Tag: Web Sites

3.6. Air Video

Air Video can stream videos to your iPhone, iPad and iPod touch.

Family: Audio/Video

Over: apple_hls

Over: http

Over: http2

Over: https

Over: spdy

Revision: 1

Risk level: 1

Tag: Mobile Applications
Tag: Streaming Video

3.7. AllMusic.com

Allmusic is an online music guide service website. This plug-in classifies navigation on the
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AllMusic web service, and MP3 music playback. Video clip streaming is handled by youtube.

Family: Audio/Video

Over: http

Over: http2

Over: https

Over: spdy

Over: ssl

Revision: 2

Risk level: 2

Tag: Non-business Related
Tag: Web Sites

3.8. Amazon Music

Amazon Music is an online music store.

Family: Audio/Video

Over: amazon

Over: amazon_aws
Revision: 1

Risk level: 2

Tag: Streaming Audio
Tag: Non-business Related
Tag: Web Sites

3.9. Aol.On

AOL On is a video streaming web site.

Family: Audio/Video
Over: apple_hls

Over: http

Over: http2

Over: https

Over: spdy

Over: ssl

Revision: 1

Risk level: 1

Tag: Streaming Video
Tag: Non-business Related

3.10. Apple AirPlay

Apple airplay is a protocol for display picture and video to a connected tv from a device

connected to the same private network

Family:
Over:

Over:

| Audio/Video
‘ http
‘ http2
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Over: https

Over: rtsp

Over: spdy

Over: tcp

Over: udp

Revision: 3

Risk level: 1

Tag: Instant Messaging
Tag: Video Conferencing
Tag: VolP

3.11. Apple HTTP Live Streaming

Apple implementation of the HTTP Live Streaming IETF draft. Used on Apple iOS devices.

Family: Audio/Video
Over: akamai

Over: akamai_video
Over: http

Over: http2

Over: https

Over: spdy

Over: turner

Over: videoplaza
Revision: 1

Risk level: 1

Tag: Web Conferencing
Tag: Streaming Video
Tag: Streaming Audio

3.12. Apple Music

Apple Music is an on-demand music streaming service by Apple.

Family: Audio/Video

Over: apple

Over: itunes

Revision: 1

Risk level: 1

Tag: Streaming Audio
Tag: Non-business Related

3.13. Audible

Audible Inc. is a seller and producer of spoken audio entertainment owned by Amazon.

Family: ‘ Audio/Video
Over: | amazon_aws
Over: ‘ http

Over: ‘ http2
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Over: https

Over: spdy

Over: ssl

Revision: 1

Risk level: 2

Tag: Mobile Applications
Tag: Desktop Applications
Tag: Streaming Audio

3.14. Baidu Player

BaiduPlayer is a video player that can play local, online and OnDemand videos.

Family: Audio/Video
Over: facebook

Over: http

Over: http2

Over: https

Over: spdy

Revision: 2

Risk level: 2

Tag: Streaming Video
Tag: Streaming Audio
Tag: Non-business Related
Tag: Web Sites

3.15. BBC Player

BBC Player is an in-browser live video streaming service.

Family: Audio/Video
Over: http

Over: http2

Over: https

Over: rtmp

Over: spdy

Over: ssl

Revision: 17

Risk level: 2

Tag: Streaming Video
Tag: Non-business Related

3.16.1SO Base Media File Format

The ISO Base Media File Format, as described in ISO/IEC 14496-12:2008 (MPEG-4 Part 12).

Family: ‘ Audio/Video
Over: | http

Over: ‘ http2

Over: ‘ https

81



Chapter 3: Audio/Video

Over: spdy

Revision: 12

Risk level: 2

Tag: Streaming Video
Tag: Streaming Audio

3.17.VodCCTV

VodCCTV provides a web on-line video and video on demand client for the CCTV Chinese
television network.

Family: Audio/Video

Over: cntv

Over: rtmp

Over: udp

Revision: 3

Risk level: 2

Tag: Streaming Video

Tag: Non-business Related
Tag: Web Sites

3.18. CNET Video (aka CNET TV)

CNET Video is a web television network.

Family: Audio/Video
Over: akamai

Over: http

Over: http2

Over: https

Over: rtmp

Over: spdy

Revision: 17

Risk level: 2

Tag: Streaming Video
Tag: Non-business Related
Tag: Web Sites

3.19. COMM

COMM is a VoIP and Instant messaging application for mobile phones commonly used in Japan.

Family: Audio/Video
Over: http

Over: http2

Over: https

Over: spdy

Over: ssl

Revision: 2

Risk level: 3
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Tag: Instant Messaging
Tag: VolP

Tag: Mobile Applications
Tag: Non-business Related

3.20. Crackle

crackle is an entertainment network and studio that distributes free movies, television shows and
original programming.

Family: Audio/Video
Over: akamai

Over: akamai_video
Over: http

Over: http2

Over: https

Over: rtmp

Over: spdy

Over: ssl

Revision: 1

Risk level: 1

Tag: Streaming Video
Tag: Non-business Related
Tag: Web Sites

3.21. Facebook Live

Free live video streaming service by Facebook. This signature only classifies the live video
streaming making (upstream) from the official Facebook mobile application. The live video
watching is classified as facebook_video.

Family: Audio/Video

Over: facebook

Revision: 1

Risk level: 3

Tag: Mobile Applications
Tag: Streaming Video

Tag: Non-business Related

3.22. Apple FaceTime

FaceTime is an Apple video calling software which runs on iOS based mobile devices.

Family: Audio/Video

Over: rtp

Over: sip

Revision: 15

Risk level: 3

Tag: Video Conferencing
Tag: Mobile Applications
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| Tag: ‘ Non-business Related

3.23. Flash Media Playback

Adobe Flash Media Playback is a dynamic HTTP streaming protocol used to access video
contents from a smart client application.

Family: Audio/Video

Over: http

Over: http2

Over: https

Over: spdy

Revision: 17

Risk level: 2

Tag: Application Layer Protocols
Tag: Streaming Video

Tag: Streaming Audio

Tag: Non-business Related

3.24. Free Music Download Pro - Downloader and Player

Download, play, sort, organize media files.

Family: Audio/Video

Over: http

Over: http2

Over: https

Over: scorecardresearch
Over: spdy

Revision: 1

Risk level: 3

Tag: Download Manager
Tag: Non-business Related

3.25. Fuze meeting

Video-conferencing application (audio, video HD, desktop sharing, file transfer)

Family: Audio/Video

Over: http

Over: http2

Over: https

Over: spdy

Over: ssl

Revision: 2

Risk level: 3

Tag: Allows Remote Control
Tag: File Storage and Sharing
Tag: Instant Messaging

Tag: Web Conferencing
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Tag: Video Conferencing
Tag: VolP

Tag: Business Applications
Tag: Streaming Video

3.26. Go90

Internet TV service owned by Verizon.

Family: Audio/Video

Over: http

Over: http2

Over: https

Over: spdy

Over: ssl

Revision: 1

Risk level: 2

Tag: Streaming Video

Tag: Non-business Related

3.27. Google Play Music

Google Play Music is a music streaming service and online music locker operated by Google.

Family: Audio/Video

Over: google_gen

Over: gstatic

Revision: 2

Risk level: 1

Tag: Web Applications
Tag: Streaming Audio
Tag: Non-business Related
Tag: Web Sites

3.28. GoToMeeting Online Meeting

GoToMeeting is an online meeting service developed by Citrix.

Family: Audio/Video

Over: http

Over: http2

Over: https

Over: spdy

Over: ssl

Over: udp

Revision: 19

Risk level: 3

Tag: Allows Remote Control
Tag: Web Conferencing
Tag: Video Conferencing




|Tag:

Non-business Related

3.29. H225

The H225 Protocol is a VolP protocol, used for call signaling and RAS (Registration, Admission

and Status).

Family: Audio/Video

Over: q931

Over: udp

Revision: 17

Risk level: 3

Tag: VolP

Tag: Application Layer Protocols

3.30. H245

H245 is a VolP protocol, used for call signaling codec negotiation.

Family: Audio/Video

Over: tcp

Revision: 17

Risk level: 3

Tag: VolP

Tag: Application Layer Protocols

3.31. h248 Protocol (Megaco) in binary mode

h248 Protocol (Megaco) in binary mode.

Family: Audio/Video

Over: udp

Revision: 15

Risk level: 2

Tag: VolP

Tag: Application Layer Protocols

3.32. h248 Protocol (Megaco) in text mode

h248 Protocol (Megaco) in text mode.

Family: Audio/Video

Over: udp

Revision: 15

Risk level: 2

Tag: VolP

Tag: Application Layer Protocols

3.33. Hami Music
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Traffic from Hami Music website.

Family: Audio/Video

Over: http

Over: http2

Over: https

Over: spdy

Over: ssl

Revision: 1

Risk level: 2

Tag: Streaming Audio
Tag: Non-business Related

3.34.HBO GO

On-demand video streaming website powered by the HBO american TV channel.

Family: Audio/Video
Over: http

Over: http2

Over: https

Over: spdy

Over: ssl

Revision: 17

Risk level: 2

Tag: Streaming Video
Tag: Non-business Related
Tag: Web Sites

3.35. Horizon GO

Horizon GO provides live TV, streams movies and series on demand. This plugin classifies the

traffic on horizon.tv and ziggogo.tv.

Family: Audio/Video

Over: http

Over: http2

Over: https

Over: spdy

Over: ssl

Revision: 1

Risk level: 2

Tag: Web Applications
Tag: Mobile Applications
Tag: Streaming Video
Tag: Non-business Related

3.36. Howcast.com
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This protocol plug-in classifies the http and ssl traffic to the host .howcast.com.

Family: Audio/Video

Over: http

Over: http2

Over: https

Over: spdy

Over: ssl

Revision: 16

Risk level: 2

Tag: Streaming Video

Tag: Non-business Related

3.37. Hulkshare

Free Internet Radio service featuring personal audio file uploading and sharing.

Family: Audio/Video
Over: http

Over: http2

Over: https

Over: spdy

Over: ssl

Revision: 1

Risk level: 2

Tag: Streaming Audio
Tag: Non-business Related
Tag: Web Sites

3.38. Hulu

Hulu is a free Video-On-Demand and video sharing service.

Family: Audio/Video
Over: akamai

Over: edgecast

Over: http

Over: http2

Over: https

Over: spdy

Over: ssl

Over: tcp

Over: udp

Revision: 18

Risk level: 2

Tag: Streaming Video
Tag: Non-business Related

3.39. Inter Asterisk eXchange
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Inter Asterisk eXchange (IAX2) is a data exchange protocol between Asterisk servers.

Family: Audio/Video

Over: udp

Revision: 17

Risk level: 1

Tag: VolP

Tag: Server Applications

Tag: Application Layer Protocols

3.40. icall

icall is proprietary voice/video over IP protocol.

Family: Audio/Video
Over: http

Over: http2

Over: https

Over: rtmp

Over: sip

Over: spdy

Over: ssl

Revision: 17

Risk level: 2

Tag: Video Conferencing
Tag: VolP

3.41. icecast

Icecast is a protocol used to stream audio files over HTTP.

Family: Audio/Video

Over: http

Over: http2

Over: https

Over: mms

Over: spdy

Over: ssl

Over: xiph

Revision: 18

Risk level: 2

Tag: Server Applications
Tag: Application Layer Protocols
Tag: Streaming Audio
Tag: Non-business Related

3.42.1CY (I Can Yell)

ICY is the former version of the SHOUTCast streaming protocol, developed by Nullsoft.
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Family: Audio/Video

Over: tcp

Revision: 1

Risk level: 2

Tag: Server Applications

Tag: Application Layer Protocols
Tag: Streaming Audio

Tag: Non-business Related

3.43.iFilmTV

iFilmTV is an iranian television portal, featuring Live TV streaming. This signature classifies live TV,
as well as video trailers and clips playing.

Family: Audio/Video
Over: akamai_video
Over: http

Over: http2

Over: https

Over: spdy

Revision: 1

Risk level: 2

Tag: Streaming Video
Tag: Non-business Related
Tag: Web Sites

3.44.iTunes

iTunes is an Apple proprietary digital media player application, used for playing and organizing
digital music and video files.

Family: Audio/Video
Over: akamai

Over: http

Over: http2

Over: https

Over: spdy

Over: ssl

Revision: 17

Risk level: 2

Tag: Streaming Audio
Tag: Non-business Related

3.45. Join me

This signature detects Join.me, a free service that allows to share a desktop instantly with others.

Family: Audio/Video
Over: http
Over: http2
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Over: https

Over: spdy

Over: ssl

Over: tcp

Over: udp

Revision: 1

Risk level: 4

Tag: Allows Remote Control

3.46. KKBOX

Traffic from KKBOX website.

Family: Audio/Video

Over: http

Over: http2

Over: https

Over: spdy

Over: ssl

Revision: 1

Risk level: 2

Tag: Streaming Audio
Tag: Non-business Related

3.47. magicJack

MagicJack is a VolP service for home and business use, available as a mobile application and also
with a proprietary device (magicJack PLUS).

Family: Audio/Video
Over: http

Over: http2

Over: https

Over: sip

Over: spdy

Over: ssl

Revision: 1

Risk level: 2

Tag: VolP

Tag: Mobile Applications

3.48. Cisco MeetingPlace

MeetingPlace is a protocol used by the Cisco Unified MeetingPlace suite of voice, web, and video

conferencing products.

Family:
Over:

Over:

Over:

Audio/Video
http

http2

https
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Over: soap

Over: spdy

Over: ssl

Revision: 17

Risk level: 3

Tag: Web Conferencing
Tag: Video Conferencing

3.49. Metacafe.com

Metacafe is a popular video sharing website launched in 2002.

Family:
Over:
Over:
Over:
Over:
Revision:
Risk level:
Tag:

Tag:

Audio/Video
http

http2

https

spdy

16

2

Streaming Video

Non-business Related

3.50. Media Gateway Control Protocol

MGCP protocol is used as signaling protocol for voice IP applications.

Family: Audio/Video

Over: tcp

Over: udp

Revision: 17

Risk level: 2

Tag: VolIP

Tag: Application Layer Protocols

3.51. Microsoft Multimedia Streaming

MMS protocol is used extensively nowadays by Microsoft video streaming servers. It enables to
stream a file in real time to many simultaneous viewers.

Family: Audio/Video
Over: http

Over: http2

Over: https

Over: spdy

Over: tcp

Over: turner

Over: udp
Revision: 17

Risk level: 2

Tag: Application Layer Protocols
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Tag: Streaming Video

Tag: Non-business Related

3.52. MP3 Rocket application

MP3 Rocket is a music file downloader application. It uses the Youtube (aka Google Video)
service to search and download video clips, and then transforms them into MP3 files on the host
machine using a MP3 converter. This plug-in only classifies secondary flows of the application,
like client updates. Video clip downloads are classified as youtube.

Family: Audio/Video

Over: http

Over: http2

Over: https

Over: spdy

Revision: 2

Risk level: 3

Tag: Streaming Video

Tag: Non-business Related

3.53. MPEG-Transport Stream

MPEG-Transport Stream is a protocol used for MPEG flows transmission

Family: Audio/Video
Over: apple_hls

Over: http

Over: http2

Over: https

Over: rtp

Over: spdy

Over: tcp

Over: udp

Revision: 19

Risk level: 2

Tag: Streaming Video
Tag: Non-business Related

3.54. Message Session Relay Protocol

Message Session Relay Protocol (MSRP) is a protocol for transmitting instant messages, defined

by RFC 4975.

Family: Audio/Video
Over: tcp
Revision: 16
Risk level: 3
Tag: Instant Messaging
Tag: P2P File Sharing
Tag: Application Layer Protocols
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3.55. Mubi

Mubi is a video streaming platform for mobile devices and PC.

Family: Audio/Video

Over: amazon_aws

Over: apple_hls

Over: http

Over: http2

Over: https

Over: spdy

Over: ssl

Revision: 1

Risk level: 2

Tag: Mobile Applications
Tag: Desktop Applications
Tag: Streaming Video

Tag: Non-business Related

3.56. Netflix.com

NetFlix is a site using Silverlight protocol to stream videos.

Family: Audio/Video
Over: akamai

Over: bmff

Over: http

Over: http2

Over: https

Over: spdy

Over: ssl

Over: tcp

Over: udp

Revision: 18

Risk level: 2

Tag: Streaming Video
Tag: Non-business Related

3.57. OctoShape

Octoshape is a video streaming solution provider for web streaming platforms which uses P2P

technology.

Family: Audio/Video
Over: http

Over: http2

Over: https

Over: spdy

Over: ssl

Over: tcp
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Revision: 1

Risk level: 3

Tag: P2P File Sharing

Tag: Streaming Video

Tag: Non-business Related

3.58. Paltalk audio chat

Proprietary protocol used by Paltalk in audio chats.

Family:
Over:
Revision:
Risk level:
Tag:

Tag:

Audio/Video
tcp

17

3

VolP

Non-business Related

3.59. Paltalk video

Proprietary protocol used by Paltalk in video.

Family:
Over:
Revision:
Risk level:

Tag:

Tag:

Audio/Video

tcp

17

3

Video Conferencing

Non-business Related

3.60. Periscope

Periscope is a live video streaming application.

Family: Audio/Video

Over: amazon_aws

Over: fastly

Over: http

Over: http2

Over: https

Over: spdy

Over: ssl

Over: tcp

Revision: 1

Risk level: 2

Tag: Social Networking
Tag: Information Leaking
Tag: Streaming Video
Tag: Non-business Related
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3.61. PPlive

PPLIVE is an application intended to watch TV in peer-to-peer. The PPLIVE application has two
main functions : live TV(streaming) and on-demand TV (VOD). These are two different protocols.

This protocol plug-in handles both.

Family: Audio/Video
Over: http

Over: http2

Over: https

Over: spdy

Over: tcp

Over: udp

Revision: 19

Risk level: 3

Tag: P2P File Sharing
Tag: Streaming Video
Tag: Non-business Related

3.62. PPStream - P2P based Streamed Media

The PPStream protocol provides audio and video streaming. It is based on bittorent
(peer-to-peer) technology. It is mainly used in China. The PPStream activity was integrated in the

iQiyi video platform by Baidu in 2013.

Family: Audio/Video
Over: http

Over: http2

Over: https

Over: iqiyi

Over: spdy

Over: ssl

Over: tcp

Over: udp

Revision: 19

Risk level: 3

Tag: P2P File Sharing
Tag: Streaming Video
Tag: Non-business Related

3.63.Q.931

The Q.931 protocol enables the use of voice and image on networks for video conferencing. It
provides no flow control, however, or retransmission, since the underlying layers are assumed to
be reliable and the circuit-oriented nature of ISDN allocates bandwidth in fixed increments of 64
kbps. Q.931 does manage connection setup and close. Like TCP, Q.931 documents both the

protocol itself and a state machine.

Family: Audio/Video
Over: tcp
Revision: 18
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Risk level: 3

Tag: Video Conferencing

3.64. QlK Video

QIK is a PC/smartphone application allowing live and VOD streaming from the web. The video
chat additional feature is not supported yet.

Family: Audio/Video

Over: http

Over: http2

Over: https

Over: rtmp

Over: spdy

Over: ssl

Revision: 3

Risk level: 3

Tag: Instant Messaging
Tag: Video Conferencing
Tag: Streaming Video
Tag: Non-business Related
Tag: Web Sites

3.65. QQLive Network Player

QQLive is an application intended to watch TV in Peer-to-Peer mode. QQlive also classifies QQ
live streaming on web browser

Family: Audio/Video

Over: qq_web

Over: stun

Over: tcp

Revision: 17

Risk level: 3

Tag: P2P File Sharing

Tag: Streaming Video

Tag: Non-business Related

3.66. QQMusic

QQMusic is a Chinese peer-to-peer file sharing software. Its purpose is to download/stream audio

files.
Family: Peer to Peer
Over: http
Over: http2
Over: https
Over: qq_web
Over: spdy
Over: tcp
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Over: udp

Revision: 17

Risk level: 3

Tag: P2P File Sharing

Tag: Streaming Audio
Tag: Non-business Related

3.67.QVOD Player

QVOD is a peer-to-peer based Video-On-Demand player.

Family: Audio/Video
Over: http

Over: http2

Over: https

Over: spdy

Over: tcp

Over: udp

Revision: 15

Risk level: 3

Tag: P2P File Sharing
Tag: Streaming Video
Tag: Non-business Related

3.68. Real Data Transport

This protocol is used to transport audio/video data.

Family: Audio/Video

Over: rtsp

Over: udp

Revision: 17

Risk level: 3

Tag: Application Layer Protocols
Tag: Streaming Video

Tag: Streaming Audio

3.69. Rhapsody

Rhapsody is a subcription based music streaming service.

Family: Audio/Video
Over: facebook
Over: fbcdn

Over: http

Over: http2

Over: https

Over: lInwd

Over: rtmp

Over: spdy
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Over: ssl

Revision: 13

Risk level: 3

Tag: Streaming Audio
Tag: Non-business Related

3.70. Real Time Control Protocol

The Real-time Transport Control Protocol (RTCP) allows monitoring of the data delivery in a
manner scalable to large multicast networks, and to provide minimal control and identification
functionality. This plug-in also classifies the encrypted profile of RTCP, known as sRTCP.

Family: Audio/Video

Over: stun

Over: udp

Revision: 18

Risk level: 3

Tag: Video Conferencing

Tag: VolP

Tag: Application Layer Protocols
Tag: Streaming Video

Tag: Streaming Audio

3.71. Real Time Protocol

RTP is the real-time transport protocol used to transmit real-time data, such as audio, video or
simulation data, over multicast or unicast network services. This signature also classifies the SRTP
and ZRTP encrypted transport protocols.

Family: Audio/Video

Over: dtls

Over: http

Over: http2

Over: https

Over: spdy

Over: stun

Over: tcp

Over: udp

Revision: 17

Risk level: 3

Tag: Video Conferencing
Tag: VolP

Tag: Application Layer Protocols
Tag: Streaming Video
Tag: Streaming Audio

3.72. Real Time Streaming Protocol

The Real Time Streaming Protocol (RTSP) is an application-level protocol for control over the
delivery of data with real-time properties. RTSP provides an extensible framework to enable
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controlled, on-demand delivery of real-time data, such as audio and video.

Family: Audio/Video
Over: http

Over: http2

Over: https

Over: spdy

Over: tcp

Revision: 17

Risk level: 2

Tag: Application Layer Protocols
Tag: Streaming Video
Tag: Streaming Audio

3.73. Skinny Client Control Protocol

Skinny Client Control Protocol (SCCP) is a Cisco proprietary protocol used between Cisco Call
Manager and Cisco VOIP phones. It is also supported by some other vendors.

Family: Audio/Video

Over: tcp

Revision: 17

Risk level: 1

Tag: Network Layer Protocols
Tag: VolP

3.74. ShoutCast

Shoutcast is a protocol used to stream audio files over HTTP. This plug-in classifies streaming
from the web version of Shoutcast.

Family: Audio/Video

Over: http

Over: http2

Over: https

Over: spdy

Over: ssl

Revision: 18

Risk level: 2

Tag: Server Applications
Tag: Application Layer Protocols
Tag: Streaming Audio
Tag: Non-business Related

3.75. Silverlight (Microsoft Smooth Streaming)

Silverlight is a Microsoft web browser plugin designed to render programable animations and to
stream videos. It quite similar to Adobe Flash: animated vector graphics, H264 video streaming.
This plug-in classifies the Silverlight applications download over HTTP, and the HTTP video
streaming from these applications.
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Family: Audio/Video

Over: akamai

Over: akamai_video

Over: http

Over: http2

Over: https

Over: spdy

Revision: 21

Risk level: 2

Tag: Application Layer Protocols
Tag: Streaming Video

Tag: Streaming Audio
Tag: Non-business Related

3.76. Session Initiation Protocol

Session Initiation Protocol (SIP) is the Internet Engineering Task Force's (IETF's) standard for
multimedia conferencing over IP. Like other VolP protocols, SIP is designed to address the
functions of signaling and session management within a packet telephony network.

Family: Audio/Video
Over: aim

Over: sip

Over: stun

Over: tcp

Over: udp

Revision: 17

Risk level: 2

Tag: Application Layer Protocols
Tag: Streaming Video
Tag: Streaming Audio

3.77.SIP-SOAP

SIP-SOAP is an extension to the standard SIP protocol allowing for SOAP messages to be passed
over a SIP connection.

Family: Audio/Video

Over: tcp

Over: udp

Revision: 1

Risk level: 2

Tag: VolP

Tag: Application Layer Protocols

3.78. Sky Go (formerly Sky Player)

Sky Go is an online TV service from Sky that allows to watch video content from Mac, Windows
PC, most of mobile phones or video game consoles.
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Family: Audio/Video

Over: http

Over: http2

Over: https

Over: spdy

Over: ssl

Revision: 22

Risk level: 2

Tag: Streaming Video

Tag: Non-business Related

3.79. Slacker Radio

Slacker Radio is an online music streaming service available from web browser and mobile

application.

Family: Audio/Video
Over: http

Over: http2

Over: https

Over: rtmp

Over: spdy

Over: ssl

Revision: 16

Risk level: 2

Tag: Streaming Audio
Tag: Non-business Related

3.80. Slingbox

Slingbox is a streaming protocol over the Internet used to watch and control TV shows received
from your home devices.

Family: Audio/Video

Over: http

Over: http2

Over: https

Over: spdy

Over: ssl

Revision: 17

Risk level: 3

Tag: File Storage and Sharing
Tag: Streaming Video

Tag: Non-business Related

3.81. SMARTalk

SMARTalk is a Japanese VolP application for Smartphones which allows you to save money when
making calls. You can reduce call charges to mobiles and fixed phone lines by using a 050 phone
number.
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Family: Audio/Video
Over: http

Over: http2

Over: https

Over: sip

Over: spdy

Over: tcp

Over: udp
Revision: 1

Risk level: 1

Tag: VolP

Tag: Mobile Applications

3.82. Sopcast.org

Sopcast is a video streaming service based on

Peer-to-peer).

a peer-to-peer protocol : SOP (Streaming Over

Family: Audio/Video
Over: http

Over: http2

Over: https

Over: spdy

Over: udp

Revision: 19

Risk level: 3

Tag: P2P File Sharing
Tag: Streaming Video

3.83. SoundCloud

SoundCloud is an online audio distribution platform where users can upload, promote and share

their sounds with others.

Family: Audio/Video
Over: http

Over: http2

Over: https

Over: spdy

Over: ssl

Revision: 20

Risk level: 2

Tag: Streaming Audio
Tag: Non-business Related
Tag: Web Sites

3.84. Spotify

Spotify is an application of musical streaming.
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Family: Audio/Video
Over: amazon_aws
Over: fastly

Over: google_analytics
Over: http

Over: http2

Over: http_proxy
Over: https

Over: rtmp

Over: socks4

Over: socks5

Over: spdy

Over: ssl

Over: tcp

Over: twitter

Over: udp

Revision: 17

Risk level: 3

Tag: P2P File Sharing
Tag: Streaming Audio
Tag: Non-business Related

3.85. Storytel

Storytel is a digital subscription service that enables audio book listening from browser or

smartphones.

Family: Audio/Video

Over: http

Over: http2

Over: https

Over: spdy

Over: ssl

Revision: 1

Risk level: 1

Tag: Mobile Applications
Tag: Streaming Audio
Tag: Non-business Related

3.86. Tango Video Calls

Tango is an embedded smartphone application dedicated to audio/video-conference.

Family: Audio/Video
Over: amazon_aws
Over: cedexis
Over: edgecast
Over: google_gen
Over: http

Over: http2
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Over: https

Over: jabber

Over: spdy

Over: ssl

Over: stun

Over: tcp

Over: udp

Revision: 17

Risk level: 2

Tag: Video Conferencing

Tag: Mobile Applications

Tag: Non-business Related
3.87. Telestream

Telestream, Inc. is an American privately held provider of software and hardware products for
video capture, encoding, transcoding, and network-based delivery.

Family: Audio/Video
Over: http

Over: http2

Over: https

Over: spdy

Over: ssl

Revision: 1

Risk level: 1

Tag: Web Sites

3.88. Teltel

VOIP software which allows calling other teltel users.

Family: Audio/Video
Over: http

Over: http2

Over: https

Over: spdy

Over: ssl

Revision: 1

Risk level: 1

Tag: VolP

3.89. Tidal

Tidal is a high-fidelity music and video clips streaming service for PC and mobile devices.

Family: Audio/Video
Over: http

Over: http2

Over: https
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Over: rtmp

Over: spdy

Over: ssl

Revision: 1

Risk level: 2

Tag: Streaming Video

Tag: Streaming Audio
Tag: Non-business Related

3.90. Tuneln

Tuneln is an audio streaming platform which gives free access to radios and podcasts.

Family: Audio/Video
Over: http

Over: http2

Over: https

Over: spdy

Over: ssl

Revision: 16

Risk level: 2

Tag: Streaming Audio
Tag: Non-business Related
Tag: Web Sites

3.91. TVAnts Protocol

TVAnts is a peer-to-peer TV software, using the BitTorrent peer-to-peer technology. It provides a
way to watch on the PC most cable and satellite as well as WebTV.

Family: Audio/Video

Over: tcp

Over: udp

Revision: 17

Risk level: 3

Tag: P2P File Sharing

Tag: Streaming Video

Tag: Non-business Related

3.92. TVU Network Player

TVUPIlayer is an application intended to watch TV in peer_to-peer.

Family: Audio/Video
Over: http

Over: http2

Over: https

Over: spdy

Over: ssl

Over: tcp
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Over: udp

Revision: 18

Risk level: 3

Tag: P2P File Sharing

Tag: Streaming Video

Tag: Non-business Related

3.93. Universal Alcatel/UDP Encapsulation Protocol
(UA/UDP)

Telephony protocol by Alcatel-Lucent Enterprise which signals media flows and other control
messages for the phones. The UA/UDP flows contain the Alcatel NOE protocol when the
Q_PROTO_UAUDP_OPCODE attribute value is 0x15 or 0x16. The RTP flows announced by a
UA/UDP session will be classified as uaudp_rtp by the ixEngine.

Family: Audio/Video
Over: udp

Revision: 1

Risk level: 1

Tag: VolP

Tag: Streaming Video
Tag: Streaming Audio

3.94. Real Time Protocol

RTP media flow originated from a UA/UDP (Alcatel-Lucent Enterprise signaling protocol) session.

Family: Audio/Video
Over: udp

Revision: 1

Risk level: 1

Tag: VolP

Tag: Streaming Video
Tag: Streaming Audio

3.95. UUSee Protocol

Uusee is a peer-to-peer TV software, using the BitTorrent peer-to-peer technology. It provides a
way to watch on the PC most cable and satellite TV as well as WebTV on PC. It uses the network
coding technology.

Family: Audio/Video
Over: http

Over: http2

Over: https

Over: spdy

Over: tcp

Over: udp
Revision: 17

Risk level: 3
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Tag: P2P File Sharing
Tag: Streaming Video
Tag: Non-business Related

3.96. WebEx

WebEx is an online meeting, videoconferencing and collaborative application

Family: Audio/Video

Over: http

Over: http2

Over: https

Over: spdy

Over: ssl

Over: tcp

Over: udp

Revision: 17

Risk level: 3

Tag: Allows Remote Control
Tag: Video Conferencing
Tag: Non-business Related

3.97.VeohTV

VeohTV is a VOD streaming service which includes both client software and a website with

embedded flash videos.

Family: Audio/Video
Over: http

Over: http2

Over: https

Over: rtmp

Over: spdy

Over: ssl

Over: udp

Revision: 19

Risk level: 2

Tag: Streaming Video
Tag: Non-business Related
Tag: Web Sites

3.98.VEVO

VEVO is a music video streaming platform sponsored by Google, Universal Music Group and Sony
Music Entertainment

Family: Audio/Video
Over: fastly

Over: http

Over: http2
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Over: https

Over: rtmp

Over: spdy

Over: ssl

Revision: 18

Risk level: 2

Tag: Streaming Video

Tag: Non-business Related
Tag: Web Sites

3.99. Viaplay

Viaplay is a video-on-demand service for the Nordic countries, which uses Silverlight to stream

videos.
Family: Audio/Video
Over: akamai
Over: http
Over: http2
Over: https
Over: level3
Over: silverlight
Over: spdy
Over: ssl
Revision: 1
Risk level: 2
Tag: Web Applications
Tag: Mobile Applications
Tag: Desktop Applications
Tag: Streaming Video
Tag: Non-business Related
Tag: Web Sites

3.100. Viber

Viber is a free embedded voice over-ip application, for smartphones.

Family: Audio/Video
Over: amazon_aws
Over: http

Over: http2

Over: https

Over: spdy

Over: ssl

Over: tcp

Over: udp
Revision: 19

Risk level: 2

Tag: VolP

Tag: Mobile Applications
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3.101. Videoland

Videoland is a video-on-demand service, when video streaming is hosted on NEP Worldwide
servers, this traffic is classified as nepworldwide. This plugin classifies

videoland.com.

the traffic on

Family: Audio/Video

Over: http

Over: http2

Over: https

Over: spdy

Over: ssl

Revision: 1

Risk level: 1

Tag: Streaming Video

Tag: Non-business Related

3.102. Viewster (formerly FilesTube)

Viewster delivers free video.

Family: Audio/Video
Over: akamai_video
Over: amazon_aws
Over: http

Over: http2

Over: https

Over: liverail

Over: lInwd

Over: spdy

Over: ssl

Revision: 2

Risk level: 1

Tag: Streaming Video
Tag: Non-business Related
Tag: Web Sites

3.103. Vine

Vine is a short-form video sharing service.

Family: Audio/Video
Over: amazon_aws
Over: http

Over: http2

Over: https

Over: spdy

Over: ssl

Revision: 1

Risk level: 1
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Tag: Streaming Video
Tag: Non-business Related
Tag: Web Sites

3.104. VK Live

VK Live is an app for live streaming on VK (popular Social Network in Russia).

Family: Audio/Video
Over: vkontakte
Revision: 1

Risk level: 2

Tag: Streaming Video

3.105. Voddler.com

Voddler is a streaming client application distributing movies and television programming using a
patented hybrid peer-to-peer distribution system.

Family: Audio/Video
Over: http

Over: http2

Over: https

Over: spdy

Over: ssl

Over: tcp

Over: udp

Revision: 20

Risk level: 3

Tag: P2P File Sharing
Tag: Streaming Video
Tag: Non-business Related

3.106. Vsee

Vsee is a videoconferencing software

Family: Audio/Video

Over: http

Over: http2

Over: https

Over: spdy

Over: ssl

Over: udp

Revision: 3

Risk level: 1

Tag: Video Conferencing

3.107.X.25
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X.25 is a packet switched data network protocol which defines an international recommendation
for the exchange of data as well as control information between a user device (host), called Data
Terminal Equipment (DTE) and a network node, called Data Circuit Terminating Equipment

(DCE).

Family: Audio/Video
Over: xot

Revision: 18

Risk level: 1

Tag: Not Used

.
3.108. Xbox Music

Xbox Music is an online service for music.

Family: Audio/Video
Over: akamai

Over: akamai_video
Over: http

Over: http2

Over: https

Over: spdy

Over: ssl

Revision: 1

Risk level: 1

Tag: Streaming Audio
Tag: Non-business Related

3.109. Xcap

Xcap (XML Configuration Access Protocol) protocol in VoLTE environnement is used to setup,
enable or disable the Supplementary Services available for a user.

Family: Audio/Video

Over: http

Over: http2

Over: https

Over: spdy

Revision: 1

Risk level: 1

Tag: Network Utilities
Tag: Server Applications

3.110. XL Nonton

XL Nonton offers access streaming contents via PC and Smartphone.

Family: Audio/Video
Over: http

Over: http2

Over: https
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Over: mpegts

Over: spdy

Revision: 1

Risk level: 2

Tag: Streaming Video

Tag: Streaming Audio
Tag: Non-business Related

3.111. Yahoo Screen

This protocol plug-in classifies the http traffic to the host screen.yahoo.com.

Family: Audio/Video

Over: http

Over: http2

Over: https

Over: rtmp

Over: spdy

Revision: 15

Risk level: 2

Tag: Streaming Video

Tag: Non-business Related

3.112. Yandex Music

Yandex Music is a music and radio streaming
classified as yandex only.

web service by Yandex. Most of the traffic is

Family: Audio/Video

Over: yandex

Revision: 1

Risk level: 3

Tag: Web Applications
Tag: Mobile Applications
Tag: Streaming Audio
Tag: Non-business Related
Tag: Web Sites

3.113. Yahoo Messenger Video

(versions prior to 10.0.0.270) This protocol is used by Yahoo Messenger for video conversations.

Family: Audio/Video

Over: tcp

Revision: 18

Risk level: 3

Tag: Video Conferencing
Tag: Non-business Related
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« Challenge Handshake Authentication Protocol, page 114
» Diameter, page 114

« Identification Protocol, page 115

- kpasswd, page 115

« Kerberos, page 115

« Password Authentication Protocol, page 115

« Remote Authentication Dial-In User Service, page 116

+ SOCKet Secure v4, page 116

+ SOCKet Secure v5, page 116

« Terminal Access Controller Access-Control System Plus, page 116
« Yellow Page Passwd, page 117

« Yellow Pages Server, page 117

4.1. Challenge Handshake Authentication Protocol

The CHAP protocol is used to verify the identity of a peer on a point-to-point link.

Family: Authentication
Over: ppp

Revision: 18

Risk level: 4

Tag: Information Leaking
Tag: Server Applications

4.2. Diameter

Diameter is an AAA (authentication, authorization and accounting) protocol for computer
networks and an alternative to RADIUS.
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Family: Authentication
Over: sctp

Over: tcp

Revision: 17

Risk level: 4

Tag: Network Utilities
Tag: Server Applications

4.3. Identification Protocol

The Identification Protocol provides a means to determine the identity of a user of a specific TCP

connection.

Family: Authentication
Over: tcp

Revision: 17

Risk level: 3

Tag: Network Utilities
Tag: Server Applications

4.4. kpasswd

kpasswd is the protocol used to change a Kerberos password. Partial classification over TCP

Family: Authentication

Over: tcp

Over: udp

Revision: 1

Risk level: 2

Tag: Application Layer Protocols

4.5. Kerberos

Kerberos provides a means to verify the identities of the different workstations on an open

(unprotected) network.

Family:
Over:
Over:
Over:
Revision:
Risk level:

Tag:

Tag:

Authentication
msrpc

tcp

udp

17

3

Network Utilities

Server Applications

4.6. Password Authentication Protocol

The Password Authentication Protocol (PAP) provides a simple authentication method over a

PPP link.
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Family: Authentication
Over: ppp

Revision: 18

Risk level: 3

Tag: Network Utilities
Tag: Server Applications

4.7. Remote Authentication Dial-In User Service

RADIUS (Remote Authentication Dial-In User Service) is a client/server protocol that enables
remote access servers to communicate with a central server to authenticate dial-in users and
authorize their access to the requested system or service.

Family: Authentication
Over: udp

Revision: 17

Risk level: 4

Tag: Network Utilities
Tag: Information Leaking
Tag: Server Applications

4.8. SOCKet Secure v4

Socks 4 is an authentication protocol.

Family: Tunneling

Over: tcp

Revision: 18

Risk level: 5

Tag: Non-business Related
Tag: Masquerading Tunnels

4.9, SOCKet Secure v5

Socks 5 is an authentication protocol.

Family:
Over:
Revision:
Risk level:
Tag:

Tag:

Tunneling

tcp

18

5

Non-business Related

Masquerading Tunnels

4.10. Terminal Access Controller Access-Control System

Plus

TACACS+ (Terminal Access Controller Access-Control System Plus) is a Cisco Systems proprietary
protocol which provides access control for routers, network access servers and other networked
computing devices via one or more centralized servers.
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Family: Authentication
Over: tcp

Revision: 16

Risk level: 4

Tag: Network Utilities
Tag: Server Applications

4.11. Yellow Page Passwd

The Yellow Page Password protocol enables

Network Interface System cards.

the modification of logins and passwords in

Family: Authentication
Over: rpc

Revision: 17

Risk level: 4

Tag: Network Utilities
Tag: Server Applications

4.12. Yellow Pages Server

Yellow Pages Server is a protocol used to distribute NIS databases to client systems within an NIS

domain.

Family: Authentication
Over: rpc

Revision: 17

Risk level: 4

Tag: Network Utilities
Tag: Server Applications
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« Compression Control Protocol, page 118

+ COMP, page 118

5.1. Compression Control Protocol

The Compression Control Protocol (CCP) is responsible for configuring data compression
algorithms on a point-to-point link.

Family: | Compression

Over: ‘ ppp

Revision: | 18

Risk level: ‘ 1

Tag: ‘ Network Layer Protocols

5.2. COMP

COMP protocol is used for data compression over PPP.

Family: ‘ Compression

Over: | ppp

Revision: ‘ 18

Risk level: | 1

Tag: ‘ Network Layer Protocols
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+DB2, page 119

« Distributed Relational Database Architecture, page 120
- FileMaker Pro, page 120

« Honeywell Process History Database, page 120
« IBM Informix, page 120

+ Mobilink, page 121

« Mongodb Protocol, page 121

« MySQL Protocol, page 121

« Oracle RAC, page 121

« PostgreSQL, page 122

« Structured Query Language Interface, page 122
- Sybase, page 122

« Tabular Data Stream, page 122

- Transparent Network Service (Oracle), page 122

6.1.DB2

DB2 is a relational model database server from IBM which has its roots in the early 1980s. It runs
on IBM mainframes and is also available for Linux/Unix/Windows.

Family: Database

Over: drda

Over: tcp

Revision: 18

Risk level: 4

Tag: Server Applications
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6.2. Distributed Relational Database Architecture

DRDA is a protocol for carrying out SQL queries and commands.

Family:
Over:
Over:
Revision:
Risk level:

Tag:

Tag:

Database
sna

tcp

17

4

Server Applications

Application Layer Protocols

6.3. FileMaker Pro

FileMaker Pro is a relational database application from FileMaker Inc and which runs on Microsoft

Windows as well as Mac OS.

Family: Database

Over: http

Over: http2

Over: https

Over: iiop

Over: spdy

Revision: 15

Risk level: 4

Tag: Server Applications

6.4. Honeywell Process History Database

Traffic related to Honeywell Process History Database (PHD).

Family: Database
Over: tcp
Revision: 1

Risk level: 1

6.5. IBM Informix

Informix is a family of relational database management systems developed by IBM. IBM acquired
the Informix technology in 2001 but it dates back to 1981.It runs on IBM mainframes and is also

available for Linux/Unix/Windows.

Family: Database

Over: drda

Over: sqli

Revision: 18

Risk level: 4

Tag: Server Applications
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6.6. Mobilink

Mobilink is a proprietary, binary, TCP based protocol which is used to synchronize the contents of
multiple mobile client databases with a central SQL Server. The clients can run on smartphones,
Java applets, etc., in addition to PC computers.

Family: Database

Over: tcp

Revision: 17

Risk level: 4

Tag: Server Applications

6.7. Mongodb Protocol

Mongodb is a relational database management system (RDBMS).

Family: Database

Over: tcp

Revision: 1

Risk level: 4

Tag: Server Applications

6.8. MySQL Protocol

MySQL is an open source relational database management system (RDBMS) that uses Structured
Query Language (SQL), the most popular language for adding, accessing, and processing data in
a database. This plug-in support Bind Variables types and values extraction
(Q_MYSQL_BIND_VARIABLE), using session context storage. This can cause significant
per-session memory consumption, depending on traffic and database usage. Check mysql layer
proto-tunes to define limits related to this usage.

Family: Database

Over: ssl

Over: tcp

Revision: 18

Risk level: 4

Tag: Server Applications

6.9. Oracle RAC

Oracle Real Application Clusters (Oracle RAC) is an option for Oracle Database that provides
clustering and high availability. This protocol plug-in classifies the proprietary Oracle UDP IPC
protocol only, not the Open Source RDS protocol.

Family: Database

Over: udp

Revision: 1

Risk level: 1

Tag: Server Applications

Tag: Application Layer Protocols
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6.10. PostgreSQL

PostgreSQL is a sophisticated Object-Relational DBMS, supporting almost all SQL constructs,
including subselects, transactions, and user-defined types and functions.

Family: Database

Over: tcp

Revision: 18

Risk level: 4

Tag: Server Applications

6.11. Structured Query Language Interface

The SQLI protocol (Structured Query Language Interface) is a proprietary protocol seemingly
used exclusively in IBM Informix servers.

Family: Database

Over: tcp

Revision: 18

Risk level: 4

Tag: Server Applications

6.12. Sybase

Sybase protocols are used to exchange messages (namely authentication and SQL queries)
between database clients and servers developed by the Sybase Company.

Family: Database

Over: mobilink

Over: tds

Revision: 17

Risk level: 4

Tag: Server Applications

6.13. Tabular Data Stream

TDS protocol is used to communicate between SQL applications and a SQL Server.

Family: Database

Over: tcp

Revision: 17

Risk level: 4

Tag: Server Applications

Tag: Application Layer Protocols

6.14. Transparent Network Service (Oracle)

Transparent Network Service (TNS) is the Oracle (version 8 or higher) networking technology that
provides a single application interface to all industry-standard networking protocols. To connect
to a database, users initiate a connect request by passing information (username and password)
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along with a short name for the database service they wish to connect to.

Family: Database

Over: tcp

Revision: 17

Risk level: 4

Tag: Server Applications

Tag: Application Layer Protocols
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« 12P Invisible Internet Project, page 124

« IPsec (AH and ESP), page 125

« Internet Security Association and Key Management Protocol, page 125
« Online Certificate Status Protocol, page 125

« Secure Shell, page 125

« Secure Socket Layer, page 126

- Tor, page 126

« Tor2web, page 126

7.1.12P Invisible Internet Project

I2P (Invisible Internet Project) is an anonymous overlay network - a network within a network. It
is intended to protect communication from dragnet surveillance and monitoring by third parties

such as ISPs.
Family: Encrypted
Over: http
Over: http2
Over: https
Over: spdy
Over: spid
Over: ssl
Revision: 2
Risk level: 5
Tag: Anonymizer
Tag: Encrypts communications
Tag: Tunnels
Tag: Masquerading Tunnels
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7.2.1Psec (AH and ESP)

The IPsec protocol suite includes Encapsulation Security Payload (ESP) and Authentication
Header (AH) protocols.

Family: Encrypted

Over: ip

Over: ip6

Over: udp

Revision: 19

Risk level: 4

Tag: Encrypts communications
Tag: Tunnels

7.3. Internet Security Association and Key Management
Protocol

The Internet Security Association and Key Management Protocol (ISAKMP) defines procedures
and packet formats to establish, negotiate, modify and delete Security Associations (SA).

Family: Encrypted

Over: udp

Revision: 17

Risk level: 4

Tag: Tunnels

Tag: Application Layer Protocols

7.4. Online Certificate Status Protocol

This network protocol is used for validating certificates.

Family: Encrypted

Over: http

Over: http2

Over: https

Over: microsoft

Over: spdy

Revision: 17

Risk level: 4

Tag: Network Utilities

Tag: Application Layer Protocols

7.5. Secure Shell

Secure Shell (SSH), sometimes known as Secure Socket Shell, is a UNIX-based command interface

and a protocol for obtaining secure access to a remote computer.

Family:
Over:

Over:

‘ Encrypted
| http
‘ http2
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Over: http_tunnel

Over: https

Over: net_proxy

Over: spdy

Over: tcp

Revision: 17

Risk level: 4

Tag: Allows Remote Control
Tag: Tunnels

7.6. Secure Socket Layer

Secure Sockets Layer (SSL) is a commonly-used protocol for managing the security of a message
transmission on the Internet. SSL has recently been succeeded by Transport Layer Security (TLS),

which is based on SSL.

Family: Encrypted

Over: cotp

Over: http

Over: http2

Over: http_proxy

Over: https

Over: libjingle_pseudotcp
Over: socks4

Over: socks5

Over: spdy

Over: tcp

Revision: 17

Risk level: 4

Tag: Encrypts communications

7.7.Tor

Tor is an application that intends to provide online anonymity. This protocol plug-in classifies the
usage of the Tor application in the NORMAL MODE only. The BRIDGE RELAY mode is not

supported.

Family: Encrypted

Over: https

Over: ssl

Revision: 17

Risk level: 5

Tag: Anonymizer

Tag: Non-business Related
Tag: Masquerading Tunnels

7.8. Tor2web

Tor2web is a project intended to give Internet users access to Tor Onion Services without the

need to use Tor Browser.
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Family: Encrypted

Over: http

Over: http2

Over: https

Over: spdy

Over: ssl

Revision: 1

Risk level: 5

Tag: Anonymizer

Tag: Encrypts communications
Tag: Tunnels

Tag: Application Layer Protocols
Tag: Masquerading Tunnels
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+ SAP, page 128

8.1.SAP

SAP is both a protocol and the name of an ERP application used by most companies.

Family: ERP

Over: tcp

Revision: 17

Risk level: 4

Tag: Information Leaking
Tag: Business Applications
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Chapter 9: File Server

« Apple Filing Protocol, page 130

« Aimini.net, page 130

« Cross File Transfer, page 130

« File Transfer Protocol, page 130

« File Transfer Protocol Data, page 131

- File Transfer Protocol Secure, page 131

« Gmail drive, page 131

+ HotLine, page 132

« iBackup.com, page 132

« iRODS protocol, page 132

» Mount, page 132

+ Netbios, page 133

« Network File System, page 133

« Network File System version 4.0, page 133

+ Network Lock Manager, page 134

« Veritas Private Branch Exchange protocol (PBX), page 134
+ Quantum DXi, page 134

« Rquota, page 134

« Rstat, page 134

+ Remote synchronous (file transfer), page 135
* Rusers, page 135

- Server Message Block (Windows File Server), page 135

+ Sync, page 135
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- Trivial File Transfer Protocol, page 136
» Worksite, page 136

- Yellow Pages Update, page 136

9.1. Apple Filing Protocol

Apple Filing Protocol (AFP) is a file sharing protocol used on Mac.

Family: File Server

Over: dsi

Revision: 1

Risk level: 4

Tag: File Storage and Sharing

Tag: Application Layer Protocols
9.2. Aimini.net

Aimini is an online solution to store, send and share files.

Family: Web

Over: http

Over: http2

Over: https

Over: spdy

Over: udp

Revision: 15

Risk level: 4

Tag: File Storage and Sharing
Tag: P2P File Sharing

Tag: Social Networking
Tag: Non-business Related
Tag: Web Sites

9.3. Cross File Transfer

CFT (Cross File Transfer) is a file transfer software developed by Axway

Family: File Server

Over: tcp

Over: x25

Revision: 17

Risk level: 3

Tag: File Storage and Sharing

9.4. File Transfer Protocol

The FTP protocol is used for reliable data transfer between a client and a server.

| Family:

File Server
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Over: socks4

Over: socks5

Over: tcp

Revision: 17

Risk level: 4

Tag: File Storage and Sharing
Tag: Application Layer Protocols

9.5. File Transfer Protocol Data

This protocol is used to transport data in data connection of FTP communication.

Family: File Server

Over: http

Over: http2

Over: https

Over: spdy

Over: tcp

Revision: 17

Risk level: 4

Tag: File Storage and Sharing
Tag: Application Layer Protocols

9.6. File Transfer Protocol Secure

Secure version of the FTP protocol.

Family: File Server

Over: ssl

Revision: 18

Risk level: 4

Tag: Encrypts communications
Tag: File Storage and Sharing
Tag: Application Layer Protocols

9.7. Gmail drive

GMAIL Drive is a Shell Namespace Extension that creates a virtual file system around a Google
Mail account, allowing Gmail as a storage medium. GMAIL Drive is only classified over http and
not over https.

Family: File Server

Over: gmail

Revision: 17

Risk level: 4

Tag: File Storage and Sharing
Tag: Information Leaking
Tag: Non-business Related
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9.8. HotLine

The Hotline protocol is used to upload/download files, to chat and to get news about chatters (it

is not a peer-to-peer protocol).

Family: File Server

Over: http

Over: http2

Over: https

Over: spdy

Over: tcp

Revision: 17

Risk level: 3

Tag: File Storage and Sharing
Tag: Non-business Related

9.9. iBackup.com

ibackup is an online file backup protocol.

Family: File Server

Over: http

Over: http2

Over: https

Over: rsync

Over: spdy

Over: ssl

Revision: 18

Risk level: 3

Tag: File Storage and Sharing
Tag: Non-business Related

9.10. iRODS protocol

iRods is an open source massive data management and storage software.

Family: File Server

Over: tcp

Revision: 3

Risk level: 2

Tag: File Storage and Sharing
Tag: Business Applications

9.11. Mount

The Mount protocol is related to the NFS protocol. It provides operating system specific services
to launch the NFS protocol -- looking up server path names, validating user identity, and

checking access permissions.

Family:

File Server
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Over: rpc

Revision: 17

Risk level: 4

Tag: File Storage and Sharing
Tag: Application Layer Protocols
Tag: Non-business Related

9.12. Netbios

NetBIOS defines a software interface and standard methods providing a communication
interface between the application program and the attached medium. NetBIOS is used in various
LAN (Ethernet, Token Ring etc) as well as WAN environments such TCP/IP, PPP and X.25

networks.

Family: File Server

Over: 8021q

Over: gre

Over: ipx

Over: llc

Over: tcp

Over: udp

Revision: 17

Risk level: 4

Tag: Network Utilities
Tag: Information Leaking

9.13. Network File System

The NFS protocol provides transparent remote access to shared file systems across networks as
described in RFC 1813. This plug-in also classifies the experimental legacy version of NFS (v1)
developed by Sun, but does not provide attribute extraction for this version.

Family: File Server

Over: rpc

Revision: 17

Risk level: 4

Tag: File Storage and Sharing
Tag: Application Layer Protocols
Tag: Non-business Related

9.14. Network File System version 4.0

The NFS protocol provides transparent remote access to shared file systems across networks as
described in RFC 7530 and 7531. This plug-in only classifies the version 4.0 of NFS.

Family:
Over:
Revision:

Risk level:

File Server
rpc

1

1

Tag:

File Storage and Sharing
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9.15. Network Lock Manager

The network lock manager is a facility that works in cooperation with the Network File System
(NFS) to provide a System V style of advisory file and record locking over the network.

Family: File Server

Over: rpc

Revision: 17

Risk level: 3

Tag: Network Utilities

Tag: Application Layer Protocols

9.16. Veritas Private Branch Exchange protocol (PBX)

Symantex Private Branch Exchange service protocol, used in the Veritas NetBackup data backup

software.

Family: File Server

Over: tcp

Revision: 1

Risk level: 2

Tag: Server Applications

Tag: Application Layer Protocols

9.17. Quantum DXi

Classifies the Symantec NetBackup streams that use the Quantum DXi replication solution. This
implements the OpenStorage API (OST).

Family: File Server
Over: tcp
Revision: 1

Risk level: 1

9.18. Rquota

The RQuota protocol enables the implementation of quotas on remote machines. It is used in
conjunction with the NFS protocol.

Family: File Server

Over: rpc

Revision: 17

Risk level: 3

Tag: File Storage and Sharing
Tag: Application Layer Protocols

9.19. Rstat

The RStat protocol is used in the Sun NFS family to exchange statistics on network activity.

| Family: File Server
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Over: rpc

Revision: 17

Risk level: 3

Tag: File Storage and Sharing
Tag: Application Layer Protocols

9.20. Remote synchronous (file transfer)

Rsync is a protocol used by various services performing updates. It greatly speeds up the update
process since only the differences between two sets of files are transfered, instead of the whole
new file. Support for extracting files is limited to version 3.1. Recursive Mode and Decompression

Management are not supported.

Family: File Server

Over: tcp

Over: udp

Revision: 18

Risk level: 3

Tag: File Storage and Sharing
Tag: Application Layer Protocols

9.21. Rusers

The RUser's protocol provides a service that lists users currently logged on a remote server.

Family: File Server

Over: rpc

Revision: 17

Risk level: 4

Tag: Information Leaking

Tag: Application Layer Protocols

9.22. Server Message Block (Windows File Server)

The Server Message Block protocol (SMB) provides a method for client applications to read and
write to files and to request services from server programs in a computers network. This protocol
plug-in supports SMB/SMB2 protocols, as well as SMB 3.0 when SMB Multichannel is not in use.
The SMB RDMA (Remote Direct Memory Access) implementation over the iWarp stack (incl. SMB

Direct) is supported.

Family: File Server

Over: netbios

Over: smb_direct

Over: tcp

Revision: 17

Risk level: 4

Tag: File Storage and Sharing
Tag: Information Leaking

9.23. Sync
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The Sync protocol is an RPC service allowing data synchronisation.

Family: File Server

Over: rpc

Revision: 17

Risk level: 3

Tag: Network Utilities

9.24. Trivial File Transfer Protocol

Trivial File Transfer Protocol (TFTP) is a file transfer protocol that is simpler to use than the File
Transfer Protocol (FTP) but that proposes less features. TFTP uses the User Datagram Protocol
(UDP) rather than the Transmission Control Protocol (TCP).

Family: File Server

Over: udp

Revision: 17

Risk level: 4

Tag: File Storage and Sharing
Tag: Network Utilities

Tag: Application Layer Protocols

9.25. Worksite

WorkSite is a Document Management System (DMS) application. It is primarily used by law firms

and corporate legal departments.

Family:
Over:
Revision:
Risk level:

Tag:

Tag:

File Server

rpc

1

1

File Storage and Sharing

Business Applications

9.26. Yellow Pages Update

The Yellow Pages Update protocol enables information updates in Network Information Services

(NIS) cards.

Family: File Server

Over: rpc

Revision: 17

Risk level: 4

Tag: Information Leaking

Tag: Server Applications

Tag: Application Layer Protocols
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« AIM Transfer, page 137

« Background Intelligent Transfer Service, page 137
« WWW File Share Pro (wfshome.com), page 138

- iMessage File Download, page 138

« IRC File Transfer Data, page 138

- Jabber File Transfer, page 139

« My Pocket, page 139

- PalTalk Transfer Protocol, page 139

« Yahoo Messenger Transfer Protocol, page 139

10.1. AIM Transfer

AIM is an instant messaging protocol. This plug-in classifies download flows of files that are
exchanged between AIM application users.

Family: File Transfer

Over: http

Over: http2

Over: https

Over: spdy

Over: tcp

Revision: 18

Risk level: 3

Tag: P2P File Sharing

Tag: Non-business Related

10.2. Background Intelligent Transfer Service

Background Intelligent Transfer Service (BITS) transfers files (downloads or uploads) between a
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client and server and provides progress information related to the transfers.

Family: File Server

Over: http

Over: http2

Over: https

Over: spdy

Revision: 3

Risk level: 1

Tag: Application Layer Protocols

10.3. WWW File Share Pro (wfshome.com)

File transfer application, allowing file sharing on a LAN network, or on the Internet.

Family: File Server
Over: http

Over: http2

Over: https

Over: spdy

Revision: 3

Risk level: 2

Tag: P2P File Sharing

10.4. iMessage File Download

Apple Web Service used to retrieve video messages sent between two iOS devices via the
iMessage application. This signature only classifies video download from the message receiver
device. The video upload from the sender will be classified as apns (Apple Push Notification)

Family: File Transfer

Over: http

Over: http2

Over: https

Over: spdy

Revision: 1

Risk level: 2

Tag: Instant Messaging

10.5. IRC File Transfer Data

This protocol is used to transport data in IRC file transfer.

Family: File Transfer

Over: tcp

Revision: 15

Risk level: 3

Tag: P2P File Sharing

Tag: Non-business Related
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10.6. Jabber File Transfer

Jabber transfer is an open standard to transfer file between two Jabber clients.

Family: File Transfer

Over: tcp

Revision: 17

Risk level: 3

Tag: P2P File Sharing

Tag: Non-business Related

10.7. My Pocket

My Pocket is a service that enables the user to send his smartphone data into the personal cloud.
Data storage and sharing among users form part of the services provided. On the smartphone,
there's an application to manage photos, videos, address book, and can be accessed via the WEB
browser from a computer over the internet.

Family: Web

Over: http

Over: http2

Over: https

Over: spdy

Over: ssl

Revision: 2

Risk level: 3

Tag: File Storage and Sharing
Tag: Mobile Applications
Tag: Non-business Related

10.8. PalTalk Transfer Protocol

Paltalk is an instant messaging protocol

Family: File Transfer

Over: tcp

Revision: 17

Risk level: 3

Tag: Instant Messaging
Tag: P2P File Sharing

Tag: Non-business Related

10.9. Yahoo Messenger Transfer Protocol

This protocol is used for file tranfers over ymsg.

Family: File Transfer
Over: yahoo
Revision: 15

Risk level: 3
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Tag:

P2P File Sharing

Tag:

Non-business Related
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+ Google Groups, page 141

« Internet Relay Chat, page 141

« Internet Relay Chat Secure, page 142
« LinkedIn, page 142

« Windows Live Groups, page 142

+ Mibbit chat network, page 143

+ Network News Transport Protocol, page 143

» Network News Transport Protocol Secure, page 143

« Odnoklassniki.ru, page 144
+R10, page 144

- Tapatalk, page 144

« Vk.com (Vkontakte), page 144

« Yahoo groups, page 145

11.1. Google Groups

Google Groups allows the user to create and post in forums and email-based groups.

Family: Forum

Over: google_gen

Revision: 18

Risk level: 3

Tag: Social Networking
Tag: Non-business Related

11.2. Internet Relay Chat
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IRC (Internet Relay Chat) is an instant messaging protocol.

Family: Instant Messaging
Over: http

Over: http2

Over: https

Over: spdy

Over: tcp

Revision: 17

Risk level: 3

Tag: Instant Messaging
Tag: Social Networking
Tag: Non-business Related

11.3. Internet Relay Chat Secure

IRCs is the secure version of the IRC protocol.

Family: Forum

Over: http

Over: http2

Over: https

Over: spdy

Over: ssl

Revision: 18

Risk level: 3

Tag: Social Networking
Tag: Non-business Related

11.4. LinkedIn

LinkedIn is professional social network.

Family: Forum

Over: http

Over: http2

Over: https

Over: slideshare

Over: spdy

Over: ssl

Revision: 20

Risk level: 3

Tag: Social Networking
Tag: Non-business Related

11.5. Windows Live Groups

Windows Live Groups is an online service by Microsoft that enables users to create their social
groups for sharing, discussion and coordination.
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Family: Forum

Over: http

Over: http2

Over: https

Over: spdy

Over: ssl

Revision: 18

Risk level: 3

Tag: Social Networking
Tag: Non-business Related

11.6. Mibbit chat network

This protocol plug-in classifies the http traffic of any client for chat.mibbit.com. It also classifies
the ssl traffic to the Common Names web2.mibbit.com and chat.mibbit.com.

Family: Forum

Over: http

Over: http2

Over: https

Over: spdy

Over: ssl

Revision: 21

Risk level: 3

Tag: Browser Plugin
Tag: Social Networking
Tag: Non-business Related

11.7. Network News Transport Protocol

The Network News Transport Protocol (NNTP) is used for the distribution, inquiry, retrieval and
posting of net news articles using a reliable stream-based mechanism.

Family: Forum

Over: socks4

Over: socks5

Over: tcp

Revision: 17

Risk level: 1

Tag: Transport Layer Protocols

11.8. Network News Transport Protocol Secure

Secure version of the NNTP protocol.

Family: Forum

Over: ssl

Revision: 18

Risk level: 1

Tag: Application Layer Protocols
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11.9. Odnoklassniki.ru

Odnoklassniki is a Russian social network.

Family: Forum

Over: http

Over: http2

Over: https

Over: jabber

Over: mediascope

Over: rtmp

Over: spdy

Over: ssl

Revision: 18

Risk level: 1

Tag: Social Networking
Tag: Non-business Related

11.10.R10

Turkish forum on multiple subjects.

Family: Forum

Over: http

Over: http2

Over: https

Over: spdy

Revision: 1

Risk level: 2

Tag: Non-business Related
Tag: Web Sites

11.11. Tapatalk

Mobile app which allows to browse forums.

Family: Forum

Over: google_analytics
Over: http

Over: http2

Over: https

Over: spdy

Over: ssl

Revision: 1

Risk level: 2

Tag: Mobile Applications

11.12. Vk.com (Vkontakte)
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vkontakte is an European social network service popular among Russian-Speaking users. It is
quite similar to Facebook.

Family: Forum

Over: http

Over: http2

Over: https

Over: mediascope

Over: rtmp

Over: spdy

Over: ssl

Revision: 19

Risk level: 1

Tag: Social Networking
Tag: Non-business Related

11.13. Yahoo groups

Yahoo! Groups offers free mailing lists, photo and file sharing, group calendars and more.

Family: Forum

Over: yahoo

Revision: 17

Risk level: 3

Tag: Social Networking
Tag: Social Plugins

Tag: Non-business Related
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« Akinator the Genie, page 148
« All Slots Casino, page 148

« Angry Birds, page 149

« Anipang, page 149

« battlenet, page 149

- Battlefield 1, page 150

- Battlefield 4, page 150

« Bitstrips, page 150

« Candy Crush Saga, page 151

« Champion Football, page 151
« Clash of Clans, page 151

- Clash Royale, page 152

« Clumsy Ninja, page 152

« CounterStrike, page 152
 Deer Hunter 2014, page 152
+ Destiny, page 153

« Doodle Jump, page 153

+ Dota 2, page 153

« Empire: Four Kingdoms, page 154
« Eve Onling, page 154

« EverQuest - EverQuest Il, page 154
« Fruit Ninja, page 155

« Gameloft Games, page 155
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« GT Racing 2: The Real Car Experience, page 155
- Half-Life, page 156

« IMVU.com (Instant Message Virtual Universe), page 156
« Infinity Blade Il, page 156

« King Digital Entertainment, page 157

+ LineGames.jp, page 157

« LINE WIND runner application, page 157

+ Lineage Il, page 158

« The Lord of the Rings Online, page 158

« Magu-Magu (aka 2013 for Kakao), page 158
« Minecraft - Pocket Edition, page 158

+ My Talking Tom, page 159

+ Onlive, page 159

« Plants vs Zombies, page 159

- Pokemon GO, page 160

- Poker Stars, page 160

« Pou, page 160

« Playstation Network, page 161

« Puzzle and Dragon, page 161

« PWI, page 161

- QQ dancer, page 161

+QQr2, page 162

- QQ Speed, page 162

+ Quake, page 162

+ QuizUp: The Biggest Trivia Game In The World!, page 163
+ Rocket League, page 163

« Rovio Entertainment, page 163

« Skee Ball Arcade, page 164

- Starcraft 2, page 164

- Steampowered.com, page 164

« Stick Cricket, page 165

« Subway Surfers, page 165
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« Super Mario Run, page 165
« The Simpsons: Tapped Out, page 166

- Tower of Saviors, page 166

« Nintendo Wi-Fi Connection, page 166

» WiiConnect24, page 167

« Vivox, page 167

« World Of Tanks, page 167

« World of Warcraft, page 168

« World Series of Poker, page 168

+ Xbox Live, page 168

« Xbox Live Marketplace, page 169

« Zombie Tsunami, page 169

12.1. Akinator the Genie

Mobile game.

Family: Game
Over: flurry

Over: google_ads
Over: http

Over: http2

Over: https

Over: spdy
Revision: 1

Risk level: 1

Tag: Games

Tag: Mobile Applications

12.2. All Slots Casino

Online casino.

Family:
Over:
Over:
Over:
Over:
Revision:
Risk level:

Tag:

Tag:

Game
http
http2
https
spdy
17

2
Games

Non-business Related
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12.3. Angry Birds

Angry Birds is a mobile game edited by Rovio.

Family: Game

Over: facebook

Over: http

Over: http2

Over: https

Over: spdy

Over: ssl

Revision: 1

Risk level: 1

Tag: Games

Tag: Mobile Applications
Tag: Non-business Related

12.4. Anipang

Anipang for Kakao is a mobile puzzle game where you match animals to earn points and high

scores.
Family: Game
Over: http
Over: http2
Over: https
Over: kakaotalk
Over: spdy
Over: ssl
Revision: 1
Risk level: 1
12.5. battlenet
Online multiplayer gaming server.
Family: Game
Over: akamai
Over: http
Over: http2
Over: https
Over: lInwd
Over: sizmek
Over: spdy
Over: ssl
Over: tcp
Over: udp
Revision: 1
Risk level: 2
Tag: Games
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|Tag:

Non-business Related

12.6. Battlefield 1

Battlefield 1 is a first-person shooter video game published by Electronic Arts and released in

October 2016.

Family: Game

Over: electronic_arts
Over: http2

Over: https

Over: spdy

Over: ssl

Over: tcp

Over: udp

Revision: 1

Risk level: 2

Tag: Games

Tag: Non-business Related

12.7. Battlefield 4

Battlefield 4 is a first-person shooter video game published by Electronic Arts.

Family: Game

Over: akamai

Over: electronic_arts
Over: http

Over: http2

Over: https

Over: spdy

Over: ssl

Over: tcp

Over: udp

Revision: 1

Risk level: 2

Tag: Games

Tag: Non-business Related

12.8. Bitstrips

BitStrips allows to design cartoon versions of yourself and your friends.

Family: Game

Over: amazon_aws
Over: flurry

Over: http

Over: http2

Over: https

Over: spdy
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Over: ssl

Revision: 1

Risk level: 1

Tag: Non-business Related
Tag: Web Sites

12.9. Candy Crush Saga

Candy Crush Saga is a mobile puzzle game edited by King Entertainment

Family: Game

Over: http

Over: http2

Over: https

Over: king

Over: spdy

Revision: 1

Risk level: 1

Tag: Games

Tag: Mobile Applications
Tag: Non-business Related

12.10. Champion Football

Mobile game.

Family: Game

Over: http

Over: http2

Over: https

Over: spdy

Revision: 1

Risk level: 1

Tag: Games

Tag: Mobile Applications

12.11. Clash of Clans

Clash of Clans is a free-to-play mobile MMO strategy video game developed by Supercell.

Family: Game
Over: http
Over: http2
Over: https
Over: spdy
Over: ssl
Over: tcp
Revision: 1

Risk level: 2

Tag: Games
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Tag:

Mobile Applications

Tag:

Non-business Related

12.12. Clash Royale

Clash Royale is an online mobile game by Supercell.

Family: Game

Over: tcp

Over: udp

Revision: 1

Risk level: 1

Tag: Games

Tag: Non-business Related

12.13. Clumsy Ninja

Mobile game.

Family:
Over:
Over:
Over:
Over:
Revision:
Risk level:
Tag:

Tag:

Tag:

Game

http

http2

https

spdy

1

2

Games

Mobile Applications

Non-business Related

12.14. CounterStrike

Cstrike is a protocol used by CounterStrike game, by Steam.

Family: Game

Over: halflife

Over: tcp

Over: udp

Revision: 17

Risk level: 1

Tag: Games

Tag: Non-business Related

12.15. Deer Hunter 2014

Mobile game.
Family: Game
Over: adcolony
Over: http
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Over: http2

Over: https

Over: spdy

Revision: 1

Risk level: 2

Tag: Games

Tag: Mobile Applications
Tag: Non-business Related

12.16. Destiny

Destiny is a first-person shooter video game developed by Bungie and published by Activision.

Family: Game
Over: http
Over: http2
Over: https
Over: spdy
Over: ssl

Over: tcp
Over: udp
Over: xboxlive
Revision: 1

Risk level: 1

Tag: Games
Tag: Non-business Related

12.17. Doodle Jump

Mobile game developed by Lima Sky LLC. It will be classified only in http

Family: Game

Over: flurry

Over: http

Over: http2

Over: https

Over: spdy

Revision: 2

Risk level: 2

Tag: Games

Tag: Mobile Applications
Tag: Non-business Related

12.18. Dota 2

Dota2 2 is a free-to-play multiplayer online battle arena (MOBA) video game developed and

published by Valve Corporation. UDP streams will be classified as steam only

Family:

Over:

Game

http
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Over: http2

Over: https

Over: spdy

Over: steam

Revision: 1

Risk level: 1

Tag: Games

Tag: Non-business Related

12.19. Empire: Four Kingdoms

Mobile game

Family: Game

Over: http

Over: http2

Over: https

Over: spdy

Revision: 1

Risk level: 2

Tag: Games

Tag: Mobile Applications
Tag: Non-business Related

12.20. Eve Online

Eve Online is a multiplayer online game edited by CCP.

Family: Game

Over: amazon_aws
Over: http

Over: http2

Over: https

Over: sip

Over: spdy

Over: ssl

Over: tcp

Over: vivox
Revision: 17

Risk level: 1

Tag: Games

Tag: Non-business Related

12.21. EverQuest - EverQuest i

Everquest is a 3D fantasy massively multiplayer online role-playing game (MMORPG), for
Windows platforms, developed by Sony Online Entertainment(SOE).

Family:

Over:

Game

http
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Over: http2

Over: https

Over: spdy

Over: ssl

Over: udp

Revision: 13

Risk level: 2

Tag: Games

Tag: Non-business Related

12.22. Fruit Ninja

Mobile game.

Family: Game

Over: adcolony

Over: http

Over: http2

Over: https

Over: spdy

Revision: 1

Risk level: 2

Tag: Games

Tag: Mobile Applications
Tag: Non-business Related

12.23. Gameloft Games

Games for mobile devices by Gameloft.

Family: Game
Over: http
Over: http2
Over: https
Over: spdy
Over: ssl
Over: tcp
Revision: 3

Risk level: 2

Tag: Games
Tag: Mobile Applications

12.24. GT Racing 2: The Real Car Experience

Mobile game, edited by Gameloft. Most of the traffic should be classified as gameloft.

Family:
Over:
Over:

Over:

‘ Game
| adcolony
‘ gameloft

‘ http
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Over: http2

Over: https

Over: spdy

Revision: 1

Risk level: 1

Tag: Games

Tag: Mobile Applications

12.25. Half-Life

Half-Life and Half-Life 2 are two first-person shooter video games developed by Valve
Corporation and provide on-line gaming features.

Family: Game

Over: http

Over: http2

Over: https

Over: spdy

Over: udp

Revision: 19

Risk level: 1

Tag: Games

Tag: Non-business Related

12.26. IMVU.com (Instant Message Virtual Universe)

This protocol plug-in classifies the http traffic to the host imvu.com.

Family: Game

Over: http

Over: http2

Over: https

Over: spdy

Over: ssl

Revision: 19

Risk level: 1

Tag: Games

Tag: Non-business Related

12.27. Infinity Blade Il

Mobile game.

Family: Game
Over: http
Over: http2
Over: https
Over: spdy
Over: ssl
Revision: 1

156




Chapter 12: Game

Risk level: 1
Tag: Games
Tag: Mobile Applications

12.28. King Digital Entertainment

King is a mobile game editor. This plug-in handles King games content delivery traffic and

King.com website access.

Family: Game

Over: facebook

Over: http

Over: http2

Over: https

Over: spdy

Over: ssl

Revision: 1

Risk level: 1

Tag: Games

Tag: Mobile Applications
Tag: Non-business Related

12.29. LineGames.jp

This protocol plug-in classifies the http traffic to the host linegame.jp, the portal of various Line

games.

Family:
Over:
Over:
Over:
Over:
Revision:
Risk level:
Tag:

Tag:

Game
http
http2
https
spdy

4

2

Games
Web Sites

12.30. LINE WIND runner application

Line Wind Runner is a popular asian mobile device game accessible from the Line application.

Family: Game

Over: hangame

Over: line_games
Revision: 2

Risk level: 2

Tag: Games

Tag: Mobile Applications
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12.31. Lineage ll

Lineage2 is a MMORPG developed by NCSoft.

Family: Game
Over: http
Over: http2
Over: https
Over: spdy
Over: ssl
Over: tcp
Revision: 12
Risk level: 2

Tag: Games
Tag: Non-business Related

12.32. The Lord of the Rings Online

The Lord of the Rings Online is a video game of type MMORPG inspired of the world of The Lord

of the Rings.

Family: Game
Over: http
Over: http2
Over: https
Over: spdy
Over: ssl
Over: udp
Revision: 1

Risk level: 1

Tag: Games
Tag: Non-business Related

12.33. Magu-Magu (aka 2013 for Kakao)

2013 for Kakao (aka Magu-Magu) is Korean baseball game, developped by CJ E&M corp.

Family: Game

Over: netmarble

Revision: 1

Risk level: 2

Tag: Games

Tag: Non-business Related

12.34. Minecraft - Pocket Edition

Minecraft is a game about placing blocks and going on adventures.

Family: ‘ Game

Over: ‘ http
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Over: http2

Over: https

Over: spdy

Over: ssl

Over: udp

Revision: 1

Risk level: 1

Tag: Games

Tag: Mobile Applications
Tag: Non-business Related

12.35. My Talking Tom

My Talking Tom is a mobile game.

Family: Game

Over: http

Over: http2

Over: https

Over: spdy

Revision: 1

Risk level: 2

Tag: Games

Tag: Mobile Applications
Tag: Non-business Related

12.36. Onlive

Onlive is a platform of cloud gaming.

Family: Game
Over: http
Over: http2
Over: https
Over: rtp
Over: spdy
Over: ssl
Revision: 1
Risk level: 1
Tag: Games
Tag: Web Sites
.

12.37. Plants vs Zombies
Plants vs Zombie is a mobile game.
Family: ‘ Game
Over: | http
Over: ‘ http2
Over: ‘ https
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Over: spdy

Over: ssl

Revision: 1

Risk level: 1

Tag: Games

Tag: Mobile Applications
Tag: Non-business Related

12.38. Pokemon GO

Pokemon GO is an online mobile game by Niantic Labs.

Family: Game

Over: http

Over: http2

Over: https

Over: niantic

Over: spdy

Revision: 1

Risk level: 1

Tag: Games

Tag: Mobile Applications
Tag: Non-business Related

12.39. Poker Stars

Poker Stars is an online poker cardroom.

Family: Game

Over: http

Over: http2

Over: https

Over: spdy

Over: ssl

Revision: 18

Risk level: 2

Tag: Games

Tag: Non-business Related

12.40. Pou

Mobile game

Family: Game

Over: amazon_aws
Over: http

Over: http2

Over: https

Over: spdy
Revision: 1
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Risk level: 1

Tag: Games

Tag: Mobile Applications
Tag: Non-business Related

12.41. Playstation Network

PlayStation Network (PSN) is the on-line gaming service for consoles made by Sony.

Family: Game

Over: amazon_aws
Over: http

Over: http2

Over: https

Over: spdy

Over: ssl

Revision: 17

Risk level: 1

Tag: Games

Tag: Non-business Related

12.42. Puzzle and Dragon

Japanese Mobile game.

Family: Game

Over: http

Over: http2

Over: https

Over: spdy

Revision: 1

Risk level: 1

Tag: Games

Tag: Mobile Applications

12.43. PWI

PWI is a free gaming MMORPG offering an unparalleled character customization tool and a
unique gameplay style in a magical universe.

Family: Game

Over: perfect_world_ent
Over: tcp

Revision: 1

Risk level: 1

Tag: Games

Tag: Non-business Related

12.44. QQ dancer
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QQ dancer is an online multiplayer dancing and music game from Tencent.

Family: Game

Over: http

Over: http2

Over: https

Over: spdy

Over: tcp

Revision: 1

Risk level: 2

Tag: Games

Tag: Non-business Related

12.45.QQr2

QQ R2 is an online multiplayer game from Tencent. The game provides different services :

multiple games, chat and web browsing.

Family: Game
Over: http
Over: http2
Over: https
Over: spdy
Over: tcp
Over: udp
Revision: 1

Risk level: 2

Tag: Games
Tag: Non-business Related

12.46. QQ Speed

QQ speed is an online multiplayer dancing and music game from Tencent.

Family: Game
Over: http
Over: http2
Over: https
Over: spdy
Over: ssl
Over: tcp
Revision: 1

Risk level: 2

Tag: Games
Tag: Non-business Related

12.47. Quake

Quake is a protocol allowing communication between Quake Clients and Quake servers.
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Family: Game

Over: udp

Revision: 17

Risk level: 1

Tag: Games

Tag: Non-business Related

12.48. QuizUp: The Biggest Trivia Game In The World!

Mobile game

Family: Game

Over: amazon_aws

Over: http

Over: http2

Over: https

Over: spdy

Over: ssl

Revision: 1

Risk level: 1

Tag: Games

Tag: Mobile Applications
Tag: Non-business Related

12.49. Rocket League

Rocket League is a game made by Psyonix. This signature only classifies match making
signalization streams. This enables to block the online game workflow.

Family: Game

Over: google_appengine
Over: psyonix

Over: udp

Revision: 1

Risk level: 2

Tag: Games

Tag: Non-business Related

12.50. Rovio Entertainment

Rovio is a mobile game editor. This plug-in handles Rovio games content delivery traffic and
Rovio website access.

Family: Game
Over: akamai
Over: http
Over: http2
Over: https
Over: spdy
Over: ssl
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Revision: 1

Risk level: 1

Tag: Games

Tag: Mobile Applications
Tag: Non-business Related
Tag: Web Sites

12.51. Skee Ball Arcade

Mobile game

Family: Game

Over: amazon_aws

Over: flurry

Over: http

Over: http2

Over: https

Over: spdy

Over: ssl

Revision: 1

Risk level: 1

Tag: Games

Tag: Mobile Applications
Tag: Non-business Related

12.52. Starcraft 2

Starcraft 2 is a real-time strategy video game.

Family: Game

Over: battlenet

Over: udp

Revision: 1

Risk level: 1

Tag: Games

Tag: Non-business Related

12.53. Steampowered.com

Steam is a digital distribution, digital rights management, multiplayer and communications

platform developed by Valve Corporation.

Family: Game

Over: akamai

Over: google_analytics
Over: http

Over: http2

Over: https

Over: spdy

Over: ssl
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Over: tcp

Over: udp

Revision: 19

Risk level: 1

Tag: Games

Tag: Non-business Related

12.54. Stick Cricket

Mobile game

Family: Game

Over: flurry

Over: google_ads

Over: http

Over: http2

Over: https

Over: spdy

Revision: 1

Risk level: 1

Tag: Games

Tag: Mobile Applications
Tag: Non-business Related

12.55. Subway Surfers

Mobile game

Family: Game

Over: http

Over: http2

Over: https

Over: spdy

Revision: 1

Risk level: 1

Tag: Games

Tag: Mobile Applications
Tag: Non-business Related

12.56. Super Mario Run

Online mobile game by Nintendo.

Family:
Over:
Over:
Over:
Over:
Over:

Revision:

Game
http
http2
https
spdy
ssl
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Risk level: 2

Tag: Games

Tag: Mobile Applications
Tag: Non-business Related

12.57. The Simpsons: Tapped Out

Mobile game (EA Games).

Family: Game

Over: http

Over: http2

Over: https

Over: spdy

Over: ssl

Revision: 1

Risk level: 2

Tag: Games

Tag: Mobile Applications
Tag: Non-business Related

12.58. Tower of Saviors

Mobile game

Family: Game

Over: amazon_aws

Over: google_ads

Over: http

Over: http2

Over: https

Over: spdy

Revision: 1

Risk level: 1

Tag: Games

Tag: Mobile Applications
Tag: Non-business Related

12.59. Nintendo Wi-Fi Connection

Wi-Fi Connection (WFC) is the Nintendo on-line gaming service for the Wii and DS videogame

systems.
Family: Game
Over: http2
Over: https
Over: spdy
Over: ssl
Revision: 17
Risk level: 1
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Tag:

Games

Tag:

Non-business Related

12.60. WiiConnect24

WiiConnect24 is an asynchronous communication protocol implemented on the Nintendo Wii
gaming system. It used by some information channels and services embedded in the console,

and by some games too.

Family:
Over:
Over:
Over:
Over:
Revision:
Risk level:

Tag:

Game
http
http2
https
spdy
17

1

Games

Tag:

Non-business Related

12.61. Vivox

Vivox provides managed communication services in the form of integrated voice chat, Instant
Messaging (IM) to online games, virtual worlds and other online communities.

Family: Game

Over: http

Over: http2

Over: https

Over: sip

Over: spdy

Over: ssl

Over: stun

Over: tcp

Over: udp

Revision: 1

Risk level: 2

Tag: Games

Tag: Instant Messaging
Tag: VolP

Tag: Non-business Related

12.62. World Of Tanks

World Of Tanks is a massively multiplayer online belarusian game developed by Wargaming.net

company.

Family:
Over:
Over:

Over:

| Game
‘ http

| http2
‘ https
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Over: jabber

Over: spdy

Over: ssl

Over: tcp

Over: udp

Over: vivox

Revision: 1

Risk level: 1

Tag: Games

Tag: Non-business Related

12.63. World of Warcraft

WOW is an online role-playing game.

Family: Game
Over: akamai
Over: battlenet
Over: http
Over: http2
Over: https
Over: spdy
Over: ssl

Over: tcp
Revision: 17

Risk level: 1

Tag: Games
Tag: Non-business Related

12.64. World Series of Poker

Mobile game.

Family: Game

Over: amazon_aws

Over: http

Over: http2

Over: https

Over: spdy

Over: ssl

Revision: 1

Risk level: 2

Tag: Games

Tag: Mobile Applications
Tag: Non-business Related

12.65. Xbox Live

Online multiplayer gaming and digital media delivery service created and operated by Microsoft

Chapter 12: Game




Corporation.

Family: Game
Over: http
Over: http2
Over: https
Over: lInwd
Over: spdy
Over: ssl
Over: tcp
Over: udp
Revision: 17
Risk level: 1

Tag: Games
Tag: Non-business Related

12.66. Xbox Live Marketplace

Xbox Live Marketplace is a service where users can purchase and download games and

multimedia.

Family: Game

Over: http

Over: http2

Over: https

Over: spdy

Revision: 1

Risk level: 1

Tag: Games

Tag: Non-business Related

12.67. Zombie Tsunami

Mobile game.

Family: Game

Over: flurry

Over: http

Over: http2

Over: https

Over: spdy

Revision: 1

Risk level: 1

Tag: Games

Tag: Mobile Applications
Tag: Non-business Related
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+ AOL Instant Messenger (formerly OSCAR), page 172
« Secure AIM, page 172

« AirAIM.com, page 173

« Amazon Chime, page 173

+ Badoo.com, page 173

« BlackBerry Messenger, page 174

« BlackBerry Messenger Audio, page 174

« BlackBerry Messenger Video, page 174

- beetalk, page 175

« BitTorrent Bleep (aka BitTorrent Chat), page 175
« eBuddy.com, page 175

« Facebook Messenger, page 176

- feiliao, page 176

« Fetion, page 176

« FriendVox.com, page 177

» Gadu-Gadu, page 177

« Google Chat, page 177

« Goodnight, page 177

+ Google Talk (incl. Hangouts and Allo and Duo), page 178
+ Hands On Video Relay Services, page 178

+ Web-ICQ, page 178

« llovelM.com, page 179

« IMO Video Calling Application, page 179

170



Chapter 13: Instant Messaging

« XMPP Protocol (Jabber), page 179

+ Kaixin001.com, page 180

- KakaoTalk, page 180

+ KIK Messenger, page 180

« KoollIM.com, page 181

+ Lava Lava, page 181

+ Line, page 181

« IBM Lotus Sametime, page 182

« Microsoft Skype for Business (formerly Microsoft Lync), page 182
- Maaii application, page 183

« Mail.ru Agent, page 183

» MessengerFX.com, page 183

« MiTalk Messenger (Miliao), page 184
+ M+ Messenger, page 184

« Microsoft Office Communicator, page 185
« Microsoft teams, page 185

« MyPeople Messenger, page 185

» NetMeeting ILS, page 185

- OICQ, page 186

+ Oovoo, page 186

- PalTalk, page 186

- Path, page 187

« Phweet.com, page 187

« CommuniGate Pronto!, page 187
+QQ, page 187

+ RadiusIM.com, page 188

« Alcatel-Lucent Rainbow, page 188

- Signal Private Messenger (Open Whisper Systems), page 189
« Sina.com.cn, page 189

« Skype, page 189

» Snow, page 190

- Softros LAN Instant Messenger, page 190
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- Teamspeak v2, page 190

« TeamSpeak v3, page 191

- Telegram, page 191

« touch, page 191

+ UpLive, page 192

« WeChat, page 192

« WhatsApp Messenger, page 192
+ Yahoo Messenger, page 193

« Yahoo Messenger conference service, page 193
+ Yahoo Webmessenger, page 193
+ Yoono.com, page 194

» Youni SMS, page 194

- zalo, page 194

« Zoho Chat, page 195

« Zoom, page 195

13.1. AOL Instant Messenger (formerly OSCAR)

AIM (originally AOL Instant Messenger) is an instant messaging application. The protocol name is
OSCAR (Open System for CommunicAtion in Realtime) and is used in both ICQ and AIM services.

Family: Instant Messaging
Over: http

Over: http2

Over: http_proxy

Over: https

Over: rtmp

Over: scorecardresearch
Over: spdy

Over: tcp

Revision: 18

Risk level: 3

Tag: Instant Messaging
Tag: Non-business Related

13.2.Secure AIM

AIMS is the secure version of AIM.

Family: Instant Messaging
Over: http
Over: http2
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Over: https

Over: spdy

Over: ssl

Revision: 17

Risk level: 3

Tag: Instant Messaging
Tag: Non-business Related

13.3. AirAlM.com

This protocol plug-in classifies the http traffic to the host airaim.com. It also classifies the ssl
traffic to the Common Name airaim.com.

Family: Instant Messaging
Over: http

Over: http2

Over: https

Over: spdy

Over: ssl

Revision: 20

Risk level: 3

Tag: Instant Messaging
Tag: Non-business Related

13.4. Amazon Chime

Amazon Chime is a fully-managed communications service in the cloud.

Family: Instant Messaging
Over: http

Over: http2

Over: https

Over: spdy

Over: ssl

Over: stun

Revision: 1

Risk level: 2

Tag: Web Conferencing
Tag: Video Conferencing
Tag: VolP

Tag: Web Applications
Tag: Mobile Applications
Tag: Desktop Applications

13.5. Badoo.com

Badoo is a dating oriented social networking website.

Family: Instant Messaging

Over: facebook
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Over: google_maps
Over: http

Over: http2

Over: https

Over: spdy

Over: ssl

Over: tcp

Revision: 19

Risk level: 3

Tag: Instant Messaging
Tag: Social Networking
Tag: Non-business Related

13.6. BlackBerry Messenger

BBM is the messenger/voip/Video protocol for blackberry. This plug-in classifies the audio and

video data flows of BlackBerry Messenger.

Family: Instant Messaging
Over: stun

Over: udp

Revision: 1

Risk level: 2

Tag: Instant Messaging
Tag: Streaming Video
Tag: Streaming Audio

13.7. BlackBerry Messenger Audio

bbm_audio is the voip layer of the blackberry's messenger.

Family: Instant Messaging
Over: bbm

Revision: 1

Risk level: 2

Tag: Instant Messaging
Tag: Mobile Applications
Tag: Streaming Audio

13.8. BlackBerry Messenger Video

BBM_video is the video layer of the blackberry's messenger.

Family: Instant Messaging
Over: bbm

Revision: 1

Risk level: 2

Tag: Instant Messaging
Tag: Mobile Applications
Tag: Streaming Video
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13.9. beetalk

beetalk is an instant messaging software for mobile.

Family: Instant Messaging
Over: akamai

Over: garena

Over: http

Over: http2

Over: https

Over: spdy

Over: ssl

Over: tcp

Over: udp

Revision: 1

Risk level: 2

Tag: Instant Messaging
Tag: Mobile Applications
Tag: Non-business Related

13.10. BitTorrent Bleep (aka BitTorrent Chat)

Bleep is a fully encrypted and distributed instant messaging protocol created by the BitTorrent
team. This protocol plug-in supports both text and voice discussions.

Family: Instant Messaging
Over: udp

Revision: 1

Risk level: 4

Tag: Instant Messaging
Tag: VolP

Tag: Non-business Related

13.11. eBuddy.com

eBuddy is a web and mobile messenger which supports various instant messaging.

Family: Instant Messaging
Over: http

Over: http2

Over: https

Over: spdy

Over: ssl

Over: tcp

Revision: 18

Risk level: 3

Tag: Instant Messaging
Tag: Mobile Applications
Tag: Non-business Related
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13.12. Facebook Messenger

Facebook Messenger is a text and voice messaging application for mobile devices.

Family: Instant Messaging
Over: fbcdn

Over: http

Over: http2

Over: https

Over: rtp

Over: spdy

Over: ssl

Over: stun

Revision: 2

Risk level: 2

Tag: Instant Messaging
Tag: Social Networking
Tag: VolP

Tag: Mobile Applications
Tag: Non-business Related

13.13. feiliao

feiliao is a Chinese instant messaging application. This plug-in classifies file transfers and chats.

Family: Instant Messaging

Over: tcp

Revision: 1

Risk level: 2

Tag: File Storage and Sharing
Tag: Instant Messaging

13.14. Fetion

Fetion is a Chinese instant messaging application provided by China Mobile. This plug-in
classifies file transfers, chat and audio calls.

Family: Instant Messaging
Over: http

Over: http2

Over: https

Over: spdy

Over: ssl

Over: stun

Over: tcp

Revision: 1

Risk level: 2

Tag: File Storage and Sharing
Tag: Instant Messaging
Tag: VolP
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13.15. FriendVox.com

This protocol plug-in classifies the http traffic to the host friendvox.com.

Family: Instant Messaging
Over: http

Over: http2

Over: https

Over: spdy

Revision: 18

Risk level: 3

Tag: Instant Messaging
Tag: Non-business Related

13.16. Gadu-Gadu

Gadu Gadu is a Polish instant messaging protocol.

Family: Instant Messaging
Over: http

Over: http2

Over: https

Over: rtmp

Over: spdy

Over: ssl

Over: tcp

Revision: 18

Risk level: 3

Tag: Instant Messaging
Tag: Non-business Related

13.17. Google Chat

Google chat is an online Webmessenger from Google.

Family: Instant Messaging
Over: google_gen

Revision: 17

Risk level: 3

Tag: Instant Messaging
Tag: Web Applications
Tag: Non-business Related

13.18. Goodnight

Goodnight is a simple voice-chat app for calling and chatting for free, focused on the Korean,
Chinese, and Anglophone markets.

Family: ‘ Instant Messaging

Over: ‘ amazon_aws
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Over: http

Over: http2

Over: https

Over: spdy

Over: ssl

Over: websocket
Revision: 1

Risk level: 3

Tag: Social Networking
Tag: VolP

13.19. Google Talk (incl. Hangouts and Allo and Duo)

Google Hangouts is an instant messaging service available on desktop and mobile devices. The
former Google Talk version uses XMPP, and provides both text and voice communication. This
plug-in also classifies RTP Audio/Video streams of Google Hangouts using DNS Caching.

Family: Instant Messaging
Over: gcm

Over: google_gen

Over: jabber

Revision: 9

Risk level: 1

Tag: Instant Messaging
Tag: VolP

Tag: Web Applications

13.20. Hands On Video Relay Services

This protocol plug-in classifies the http traffic to the hosts i711.com, hovrs.com and purple.us. It
also classifies the ssl traffic to the Common Name hovrs.com.

Family: Instant Messaging
Over: http

Over: http2

Over: https

Over: spdy

Over: ssl

Revision: 21

Risk level: 3

Tag: Instant Messaging
Tag: Streaming Video

13.21. Web-ICQ

This protocol plug-in classifies the http traffic to the hosts icq.com and icq.net. It also classifies
the ssl traffic to the Common Names icq.com and icg.net.

Family: | Instant Messaging

Over: ‘ http
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Over: http2

Over: https

Over: spdy

Over: ssl

Revision: 21

Risk level: 3

Tag: Instant Messaging
Tag: Non-business Related

13.22. llovelM.com

This protocol plug-in classifies the http traffic to the host iloveim.com.

Family: Instant Messaging
Over: http

Over: http2

Over: https

Over: spdy

Revision: 18

Risk level: 3

Tag: Instant Messaging
Tag: Non-business Related

13.23. IMO Video Calling Application

IMO is a instant messaging application which allows the users to exchange messages without
having to pay for SMS, share photos and videos.

Family: Instant Messaging
Over: http

Over: http2

Over: https

Over: spdy

Over: ssl

Over: tcp

Over: udp

Revision: 1

Risk level: 2

Tag: Social Networking
Tag: Mobile Applications
Tag: Desktop Applications
Tag: Non-business Related

13.24. XMPP Protocol (Jabber)

Jabber is an open standard instant messaging and presence system involving the XMPP protocol.

Family: Instant Messaging
Over: google_gen
Over: http
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Over: http2

Over: http_proxy

Over: https

Over: socks4

Over: socks5

Over: spdy

Over: ssl

Over: tcp

Revision: 17

Risk level: 3

Tag: Instant Messaging
Tag: Non-business Related

13.25. Kaixin001.com

This protocol plug-in classifies the traffic to the host kaixin001.com.

Family: Instant Messaging
Over: http

Over: http2

Over: https

Over: spdy

Over: ssl

Revision: 18

Risk level: 3

Tag: Instant Messaging
Tag: Non-business Related

13.26. KakaoTalk

KakaoTalk is an instant messenging platform for mobile devices; users or group of users can send
messages, share photos, videos and contact information. Audio flows are classified as RTP only.

Family: Instant Messaging
Over: http

Over: http2

Over: https

Over: rtcp

Over: rtp

Over: spdy

Over: ssl

Over: tcp

Revision: 14

Risk level: 3

Tag: Instant Messaging
Tag: Mobile Applications

13.27. KIK Messenger
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KIK Messenger is a Chinese Instant Messaging service.

Family: Instant Messaging
Over: amazon_aws
Over: blogger

Over: heroku

Over: http

Over: http2

Over: https

Over: spdy

Over: ssl

Over: tcp

Over: udp

Over: zendesk

Revision: 10

Risk level: 3

Tag: Instant Messaging
Tag: Non-business Related

13.28. KoollM.com

This protocol plug-in classifies the http traffic to the host koolim.com.

Family: Instant Messaging
Over: http

Over: http2

Over: https

Over: spdy

Revision: 18

Risk level: 3

Tag: Instant Messaging
Tag: Non-business Related

13.29. Lava Lava

Lava Lava is a Chinese language based Instant Messaging application.

Family: Instant Messaging
Over: tcp

Revision: 1

Risk level: 1

Tag: Instant Messaging
Tag: Social Networking

13.30. Line

Line is a Japanese Instant Messaging and Voip application for smartphones and PCs. Call
metadata is no more extracted from line, but can be raised from the SIP layer (not valid since
version 3).
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Family: Instant Messaging
Over: http

Over: http2

Over: https

Over: naver

Over: rtcp

Over: rtp

Over: rtsp

Over: sip

Over: spdy

Over: ssl

Over: stun

Over: tcp

Over: udp

Revision: 15

Risk level: 3

Tag: Instant Messaging
Tag: VolP

Tag: Non-business Related

. IBM Lotus Sametime

IBM Lotus Sametime is a client-server application and middleware platform that provides
real-time, unified communications and collaboration for enterprises.

Family: Instant Messaging
Over: http

Over: http2

Over: https

Over: spdy

Over: tcp

Revision: 17

Risk level: 3

Tag: Instant Messaging
Tag: Business Applications

13.32. Microsoft Skype for Business (formerly Microsoft

Lync)

Microsoft Lync IM, VolP and desktop sharing services (Lync Server and Lync Online are
supported).

Family: Instant Messaging
Over: http2

Over: https

Over: rtp

Over: spdy

Over: ssl

Over: stun
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Over: tcp

Over: udp

Revision: 2

Risk level: 2

Tag: Instant Messaging
Tag: Video Conferencing
Tag: VolP

13.33. Maaii application

Maaii is a cross-platform messaging application which allows iPhone and Android users to send
and receive text messages and phone calls for free.

Family: Instant Messaging
Over: http

Over: http2

Over: https

Over: rtcp

Over: rtp

Over: spdy

Over: ssl

Over: udp

Revision: 2

Risk level: 2

Tag: Instant Messaging
Tag: VolP

Tag: Mobile Applications

13.34. Mail.ru Agent

Mail.ru Agent is a cross-platform mobile messaging application supporting text, audio and video.
It is featured by Mail.ru.

Family: Instant Messaging
Over: aim

Over: http

Over: http2

Over: https

Over: spdy

Over: ssl

Over: tcp

Revision: 1

Risk level: 2

Tag: Instant Messaging
Tag: Mobile Applications
Tag: Streaming Video
Tag: Streaming Audio

13.35. MessengerFX.com
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This protocol plug-in classifies the http traffic to the host messengerfx.com.

Family: Instant Messaging
Over: http

Over: http2

Over: https

Over: spdy

Revision: 18

Risk level: 3

Tag: Instant Messaging
Tag: Non-business Related

13.36. MiTalk Messenger (Miliao)

MiTalk (aka Miliao) is a mobile instant messaging application from Xiaomi Tech.

Family: Instant Messaging
Over: http

Over: http2

Over: https

Over: jabber

Over: spdy

Over: ssl

Over: tcp

Over: udp

Revision: 10

Risk level: 3

Tag: Instant Messaging
Tag: Mobile Applications
Tag: Non-business Related

13.37. M+ Messenger

M+ is a taiwanese mobile IM application with audio/image file send feature.

Family: Instant Messaging
Over: http

Over: http2

Over: https

Over: sip

Over: spdy

Over: ssl

Over: tcp

Revision: 6

Risk level: 3

Tag: Instant Messaging
Tag: Social Plugins

Tag: Mobile Applications
Tag: Non-business Related
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13.38. Microsoft Office Communicator

Microsoft Office Communicator is a client software launched in October 2007 for conferences
which aims to communicate between collaborators using instant messaging, VolP and
videoconference.

Family: Instant Messaging
Over: http2

Over: https

Over: spdy

Over: ssl

Revision: 19

Risk level: 3

Tag: Instant Messaging
Tag: Non-business Related

13.39. Microsoft teams

Microsoft Teams is the chat-based workspace in Office 365. Most of the application traffic is
classified as skype or office365.

Family: Instant Messaging
Over: microsoft

Revision: 1

Risk level: 2

Tag: Instant Messaging
Tag: Business Applications

13.40. MyPeople Messenger

MyPeople Messenger is a cross-platform application providing free text, picture, and video

messaging.

Family: Instant Messaging
Over: daum

Over: udp

Revision: 1

Risk level: 2

Tag: Instant Messaging
Tag: Non-business Related

13.41. NetMeeting ILS

Netmeeting ILS is the protocol used between Netmeeting and Internet Locator Servers (ILS).
Netmeeting is a VoIP and multi-point videoconferencing client included in many versions of
Microsoft Window. A Internet Locator Server (ILS) is a directory used to find other users and
facilitate rendezvous.

Family: Instant Messaging
Over: Idap
Revision: 18
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Risk level: 3

Tag: Video Conferencing

Tag: VolP

Tag: Application Layer Protocols

13.42.0ICQ

Oicq is a proprietary messaging protocol developed by Tencent, at the origin of the qq protocol.

Family: Instant Messaging
Over: tcp

Over: udp

Revision: 15

Risk level: 3

Tag: Instant Messaging
Tag: Non-business Related

13.43. Oovoo

oovoo is an instant messenger application, with audio/video support.

Family: Instant Messaging
Over: http

Over: http2

Over: https

Over: jabber

Over: spdy

Over: ssl

Over: udp

Revision: 18

Risk level: 3

Tag: Instant Messaging
Tag: Non-business Related

13.44. PalTalk

Paltalk is an instant messaging protocol.

Family: Instant Messaging
Over: http

Over: http2

Over: https

Over: spdy

Over: ssl

Over: tcp

Over: udp

Revision: 18

Risk level: 3

Tag: Instant Messaging
Tag: Non-business Related
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13.45. Path

It is a free social instant messenger for private messaging and sharing photos, videos, music, etc.

Family: Instant Messaging
Over: amazon_aws
Over: http

Over: http2

Over: https

Over: jabber

Over: spdy

Over: ssl

Revision: 1

Risk level: 3

Tag: Instant Messaging
Tag: Social Networking
Tag: Non-business Related

13.46. Phweet.com

This protocol plug-in classifies the http traffic to the host phweet.com.

Family: Instant Messaging
Over: http

Over: http2

Over: https

Over: spdy

Revision: 18

Risk level: 3

Tag: Instant Messaging
Tag: Non-business Related

13.47. CommuniGate Pronto!

Pronto is the XIMSS protocol used by CommuniGate Pro.

Family: Instant Messaging
Over: http

Over: http2

Over: https

Over: spdy

Revision: 1

Risk level: 2

Tag: Social Networking
Tag: Web Applications
Tag: Mobile Applications
Tag: Desktop Applications

13.48.QQ
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QQ is the most popular free instant messaging computer program in China.

Family: Instant Messaging
Over: http

Over: http2

Over: https

Over: rtmp

Over: socks4

Over: socks5

Over: spdy

Over: ssl

Over: tcp

Over: udp

Over: xinnet

Revision: 17

Risk level: 3

Tag: Instant Messaging
Tag: Non-business Related

13.49. RadiusiM.com

This protocol plug-in classifies the http traffic to the host radiusim.com.

Family: Instant Messaging
Over: http

Over: http2

Over: https

Over: spdy

Revision: 18

Risk level: 3

Tag: Instant Messaging
Tag: Non-business Related

13.50. Alcatel-Lucent Rainbow

Rainbow is an Instant Messaging and VolIP application by Alcatel-Lucent Enterprise.

Family: Instant Messaging
Over: http2

Over: https

Over: spdy

Over: ssl

Over: stun

Revision: 1

Risk level: 2

Tag: Instant Messaging
Tag: VolP

13.51. Signal Private Messenger (Open Whisper
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Systems)

Open Whisper Systems (OWS) instant messaging mobile application that implements the Signal
secured protocol.

Family: Instant Messaging

Over: amazon_aws

Over: ows

Revision: 1

Risk level: 3

Tag: Encrypts communications
Tag: Mobile Applications

Tag: Non-business Related

13.52. Sina.com.cn

Sina is a Chinese chat client similar to MSN Messenger or ICQ. It contains several features like
chat, news portal, micro blogging, music player, online storage (files, photos, etc..).

Family: Web

Over: http

Over: http2

Over: https

Over: jabber

Over: scorecardresearch
Over: spdy

Over: ssl

Over: udp

Revision: 16

Risk level: 3

Tag: File Storage and Sharing
Tag: Instant Messaging
Tag: Non-business Related

13.53. Skype

Skype is a widely used voice over IP protocol. It was merged with MSN service in 2013. It's
required to use this protocol in conjunction with windowslive protocol to optimise the coverage
of traffic generated by Skype clients. This plug-in now includes previous MSN-related flow
signatures to provide both login and chat support. UDP classification is assisted using DNS

Caching.

Family: Instant Messaging
Over: http

Over: http2

Over: https

Over: ms_teams

Over: spdy

Over: ssl

Over: tcp

Over: udp
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Over: windows_azure
Revision: 22

Risk level: 3

Tag: Instant Messaging
Tag: VolP

Tag: Non-business Related

13.54. Snow

SNOW is a video messaging application.

Family: Instant Messaging
Over: http

Over: http2

Over: https

Over: spdy

Over: ssl

Over: tcp

Over: thrift

Over: udp

Revision: 1

Risk level: 2

Tag: Social Networking
Tag: Video Conferencing
Tag: Streaming Video

13.55. Softros LAN Instant Messenger

Softros Messenger is a LAN messaging and file transfer application.

Family: Instant Messaging
Over: tcp

Revision: 1

Risk level: 2

Tag: Instant Messaging
Tag: P2P File Sharing

13.56. Teamspeak v2

The proprietary TeamSpeak2 protocol is used by gamers and oriented TeamSpeak2 VolP

software.

Family: Instant Messaging
Over: udp

Revision: 17

Risk level: 3

Tag: VolP

Tag: Non-business Related
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13.57. TeamSpeak v3

TeamSpeak 3 continues the legacy of the original TeamSpeak communication system.
TeamSpeak 3 is not merely an extension of its predecessors but rather a complete rewrite in C++

of its proprietary protocol and core technology.

Family: Instant Messaging
Over: http

Over: http2

Over: https

Over: spdy

Over: tcp

Over: udp

Revision: 15

Risk level: 3

Tag: VolP

Tag: Non-business Related

13.58. Telegram

Telegram is an instant messaging protocol like Whatsapp.

Family: Instant Messaging
Over: http

Over: http2

Over: https

Over: spdy

Over: ssl

Over: tcp

Over: udp

Revision: 1

Risk level: 3

Tag: Instant Messaging
Tag: Mobile Applications
Tag: Non-business Related

13.59. touch

Touch is a cross-platform application providing free text, picture, and video messaging.

Family: Instant Messaging
Over: http

Over: http2

Over: https

Over: spdy

Over: ssl

Over: tcp

Over: zendesk

Revision: 1

Risk level: 2

191




Chapter 13: Instant Messaging

|Tag:

Instant Messaging

13.60. UpLive

Uplive is a social network mobile for live streaming in around the world.

Family: Instant Messaging
Over: http

Over: http2

Over: https

Over: spdy

Over: ssl

Over: tcp

Over: udp

Revision: 1

Risk level: 3

Tag: Social Networking
Tag: Streaming Video
Tag: Streaming Audio

13.61. WeChat

WecChat is a text and voice messaging application for mobile.

Family: Instant Messaging
Over: http

Over: http2

Over: https

Over: qq_web

Over: spdy

Over: ssl

Over: tcp

Over: udp

Revision: 12

Risk level: 3

Tag: Instant Messaging
Tag: Mobile Applications

13.62. WhatsApp Messenger

WhatsApp Messenger is a cross-platform, instant, mobile messaging application which allows
the users to exchange messages without having to pay for SMS. WhatsApp Messenger is
available for iPhone, BlackBerry, Android and Nokia and yes, those phones can all message each

other.

Family: Instant Messaging
Over: amazon_aws
Over: http

Over: http2

Over: https
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Over: rtp

Over: spdy

Over: ssl

Over: tcp

Over: udp

Revision: 15

Risk level: 3

Tag: Mobile Applications
Tag: Desktop Applications
Tag: Non-business Related

13.63. Yahoo Messenger

Yahoo Messenger is used by the Yahoo Instant Messenger application to send instant messages,
files and emails between users.

Family: Instant Messaging

Over: sip

Over: tcp

Over: yahoo

Revision: 17

Risk level: 3

Tag: File Storage and Sharing
Tag: Instant Messaging

Tag: Non-business Related

13.64. Yahoo Messenger conference service

This protocol is used in signaling part in a conference. Please note that since version 11.5.0, voice
calls are not supported, therefore rtp inheritance is deprecated.

Family: Instant Messaging

Over: tcp

Over: udp

Revision: 18

Risk level: 3

Tag: Video Conferencing

Tag: Application Layer Protocols
Tag: Non-business Related

13.65. Yahoo Webmessenger

Yahoo webmessenger.

Family: Instant Messaging
Over: http

Over: http2

Over: https

Over: spdy

Over: tcp
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Over: yahoo

Revision: 18

Risk level: 3

Tag: Instant Messaging
Tag: Web Applications
Tag: Non-business Related

13.66. Yoono.com

This protocol plug-in classifies the http traffic to the host .yoono.com.
Family: Instant Messaging
Over: http

Over: http2

Over: https

Over: spdy

Revision: 18

Risk level: 3

Tag: Instant Messaging
Tag: Social Networking
Tag: Non-business Related

13.67. Youni SMS

Youni SMS is a totally free mobile messaging application.

Family: Instant Messaging
Over: http

Over: http2

Over: https

Over: jabber

Over: spdy

Revision: 10

Risk level: 3

Tag: Instant Messaging
Tag: Mobile Applications
Tag: Non-business Related

13.68. zalo

Zalo is a vietnamese mobile IM application created by VNG Corporation with audio/image file
send feature. The HTTP/HTTPS traffic generated by this application may either be classified as

Zalo or Zing.
Family: Instant Messaging
Over: http
Over: http2
Over: https
Over: spdy
Over: ssl
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Over: udp

Revision: 1

Risk level: 2

Tag: Instant Messaging
Tag: Non-business Related

13.69. Zoho Chat

Multi-protocol Instant Messaging web service owned by ZOHO Corp.

Family: Instant Messaging
Over: http

Over: http2

Over: https

Over: spdy

Over: ssl

Revision: 20

Risk level: 3

Tag: Instant Messaging
Tag: Social Networking
Tag: Web Applications
Tag: Business Applications

13.70. Zoom

Zoom Video Conferencing, also referred to as Zoom by users, combines video conferencing,
online meetings, and mobile collaboration into one platform.

Family: Instant Messaging
Over: tcp

Over: udp

Revision: 1

Risk level: 3

Tag: Allows Remote Control
Tag: Instant Messaging
Tag: Web Conferencing
Tag: Video Conferencing
Tag: VolP

Tag: Mobile Applications
Tag: Desktop Applications
Tag: Streaming Video
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« Internet Message Access Protocol version 4, page 196
« Internet Message Access Protocol Secure, page 196

» Lotus Notes, page 197

« MS Exchange Message API, page 197

« Post Office Protocol (Version 3), page 197

« Secure POP3, page 197

« Simple Mail Transfer Protocol, page 198

- Simple Mail Transfer Protocol Secure, page 198

14.1. Internet Message Access Protocol version 4

The IMAP protocol (Internet Message Access Protocol Version 4) enables a client to access and
manipulate electronic mail messages on a server.

Family: Mail
Over: socks4
Over: socks5
Over: tcp
Revision: 17
Risk level: 4

Tag: E-mail

14.2. Internet Message Access Protocol Secure

IMAPS is the secure version of the IMAP protocol.

Family: Mail
Over: ssl
Revision: 18
Risk level: 4

Tag: E-mail
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14.3. Lotus Notes

Lotus Notes is a groupware knowledge management system which integrates various services
such as web browsing, calendaring and mailing.

Family: Mail
Over: tcp
Revision: 17
Risk level: 4

Tag: E-mail

14.4. MS Exchange Message API

MS Exchange Message APl is a protocol used by Exchange clients to retrieve their emails.

Family: Mail
Over: dcerpc
Over: http
Over: http2
Over: https
Over: msrpc
Over: spdy
Revision: 17
Risk level: 3

Tag: E-mail

14.5. Post Office Protocol (Version 3)

Post Office Protocol - Version 3 (POP3) allows a workstation to simply and dynamically access a

mail stored on a mail server.

Family: Mail

Over: socks4

Over: socks5

Over: tcp

Revision: 18

Risk level: 4

Tag: E-mail
14.6. Secure POP3

Secure version of the POP3 protocol.

Family: ‘ Mail

Over: | ssl

Revision: ‘ 17

Risk level: | 4

Tag: ‘ E-mail




14.7. Simple Mail Transfer Protocol

The Simple Mail Transfer Protocol (SMTP) is a protocol used for transfering mail reliably and

efficiently.

Family: Mail
Over: socks4
Over: socks5
Over: tcp
Revision: 17
Risk level: 4

Tag: E-mail

14.8. Simple Mail Transfer Protocol Secure

Secure version of the SMTP protocol.

Family: Mail
Over: ssl
Revision: 18
Risk level: 4

Tag: E-mail
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« Microsoft Office Groove, page 199

15.1. Microsoft Office Groove

Microsoft Office Groove is a desktop application designed for document collaboration in teams
with members who are regularly off-line or who do not share the same network security

clearance.

Family: Microsoft Office
Over: http

Over: http2

Over: https

Over: spdy

Over: ssl

Over: tcp

Over: udp

Revision: 17

Risk level: 2

Tag: Desktop Applications
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« Advance Message Queuing Protocol, page 201

- Constrained Application Protocol, page 201

« Distributed Computing Environment - Remote Procedure Call, page 201
« DeltaV, page 201

- Datagram Inter-ORB Protocol, page 202

« General Inter-ORB Protocol, page 202

« General Inter-ORB Protocol Secure, page 202

« Internet Inter-ORB Protocol, page 202

« JAVA-RMI, page 202

+ MQ Telemetry Transport, page 203

« Microsoft PowerShell Remoting Protocol, page 203
+ Microsoft Remote Procedure Call, page 203

« OPC Unified Architecture, page 203

« PI AF, page 204

« Pl Data Archive, page 204

« Process Field Net, page 204

« Remote Method Invocation over Internet Inter-ORB Protocol, page 204
« Remote Procedure Call, page 205

« Simple Object Access Protocol, page 205

+ Temasys, page 205

« Apache Thrift, page 206

« WS-Management, page 206
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16.1. Advance Message Queuing Protocol

AMQP (Advanced Message Queuing Protocol) is an open standard application layer protocol for
message-oriented middleware

Family: Middleware

Over: tcp

Revision: 17

Risk level: 2

Tag: Application Layer Protocols

16.2. Constrained Application Protocol

CoAP (Constrained Application Protocol) is a specialized web transfer protocol for use with
constrained nodes and constrained networks in the Internet of Things.

Family: Middleware

Over: dtls

Over: sctp

Over: tcp

Over: udp

Revision: 1

Risk level: 1

Tag: Application Layer Protocols
Tag: Internet of Things

16.3. Distributed Computing Environment - Remote
Procedure Call

The DCERPC protocol is an RPC implementation used in Distributed Computing Environments.
This protocol is used by many software applications including Microsft Exchange.

Family: Middleware

Over: http

Over: smb

Over: tcp

Over: udp

Revision: 18

Risk level: 3

Tag: Application Layer Protocols

16.4. DeltaV

Traffic related to DeltaV, a distributed control system used in industrial process control (Emerson
Process Management).

Family: Middleware
Over: tcp

Over: udp
Revision: 1
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Risk level:

2

Tag:

Tag:

Internet of Things

Industrial Protocols

16.5. Datagram Inter-ORB Protocol

DIOP is a GIOP implementation over UDP which aims to be more efficient than the TCP one.

Family: Middleware

Over: giop

Revision: 17

Risk level: 1

Tag: Application Layer Protocols

16.6. General Inter-ORB Protocol

The General Inter-Orb protocol (GIOP) is used to make requests or return replies between ORBs in

a Corba environment.

Family:
Over:
Over:

Revision:

Middleware
tcp

udp

18

Risk level:

Tag:

1

Application Layer Protocols

16.7. General Inter-ORB Protocol Secure

This protocol is the secure version of the GIOP protocol.

Family: Middleware

Over: ssl

Revision: 18

Risk level: 1

Tag: Application Layer Protocols

16.8. Internet Inter-ORB Protocol

IIOP is the GIOP implementation over TCP.

Family: Middleware

Over: giop

Revision: 17

Risk level: 1

Tag: Application Layer Protocols

16.9. JAVA-RMI

Classifies the Java Remote Method Invocation (RMI) protocol.
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Family: Middleware
Over: tcp

Revision: 1

Risk level: 2

Tag: Network Utilities

16.10. MQ Telemetry Transport

MQTT (MQ Telemetry Transport) is a machine-to-machine (M2M)/"Internet of Things"
connectivity protocol. It was designed as an extremely lightweight publish/subscribe messaging
transport. It is useful for connections with remote locations where a small code footprint is
required and/or network bandwidth is at a premium.

Family: Middleware
Over: tcp

Revision: 1

Risk level: 1

Tag: Internet of Things

16.11. Microsoft PowerShell Remoting Protocol

Client applications use the MicroSoft PowerShell Remoting Protocol (MS PSRP) to send pipelines
of commands to a server system over a network for execution by the server.

Family: Middleware

Over: http

Over: http2

Over: https

Over: spdy

Over: tcp

Revision: 1

Risk level: 3

Tag: Allows Remote Control
Tag: Network Utilities

Tag: Business Applications

16.12. Microsoft Remote Procedure Call

Microsoft Remote Procedure Call (MSRPC) is the Microsoft implementation of the DCE RPC

mechanism.

Family: Middleware

Over: dcerpc

Revision: 17

Risk level: 3

Tag: Application Layer Protocols

16.13. OPC Unified Architecture

OPC is the interoperability standard for the secure and reliable exchange of data in the industrial
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automation space and in other industries. This plug-in classifies the OPC Unified Architecture
(UA) binary protocol over TCP.

Family: | Middleware

Over: ‘ tcp

Revision: | 1

Risk level: ‘ 1

Tag: ‘ Industrial Protocols

16.14. PI AF

OSI PI Analysis Framework SCADA protocol (AF Server, MDB Sync, etc.).

Family: ‘ Middleware

Over: | tcp

Revision: ‘ 1

Risk level: | 1

Tag: ‘ Industrial Protocols

16.15. Pl Data Archive

OSI Pl DataArchive and Server SCADA protocol (ProcessBook, Datalink, etc.).

Family: | Middleware

Over: ‘ tcp

Revision: | 1

Risk level: ‘ 1

Tag: ‘ Industrial Protocols

16.16. Process Field Net

PROFINET (an acronym for Process Field Net) is an industry technical standard for data
communication over Industrial Ethernet, designed for controlling and collecting data from
equipment in industrial systems, with a particular strength in delivering data under tight time
constraints (1ms or less). The standard is maintained and supported by Profibus & Profinet
International, an umbrella organization headquartered in Karlsruhe, Germany.

Family: Middleware

Over: dcerpc

Revision: 1

Risk level: 1

Tag: Industrial Protocols

16.17. Remote Method Invocation over Internet
Inter-ORB Protocol

RMI-IIOP (Remote Method Invocation over Internet Inter-ORB Protocol) delivers CORBA
distributed architecture to Java 2 platform, using both remote method invocation system RMI
and IIOP protocol.

Family: Middleware
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Revision: 18

Risk level: 1

Tag: Application Layer Protocols

Chapter 16: Middleware

16.18. Remote Procedure Call

RPC (Remote Procedure Call) is an easy and popular paradigm for implementing the client-server
model of distributed computing. A request is sent to a remote system to execute a designated
procedure, using arguments supplied, and the result is returned to the caller.

Family: Middleware

Over: http

Over: http2

Over: https

Over: spdy

Over: tcp

Over: udp

Revision: 19

Risk level: 3

Tag: Application Layer Protocols

16.19. Simple Object Access Protocol

SOAP is a lightweight protocol based on XML intended for exchanging structured information in
a decentralized, distributed environment. Note: this protocol can be found in HTTP requests, but
it won't be classified if some known web application or service was classified instead.

Family: Middleware

Over: http

Over: http2

Over: https

Over: spdy

Over: udp

Revision: 20

Risk level: 1

Tag: Application Layer Protocols

16.20. Temasys

Temasys provides cloud-based WebRTC infrastructure and developer-centric SDKs for
embedding real-time communications into web or mobile apps for interactive video, voice and
data communications.

Family: Middleware
Over: http2

Over: https

Over: spdy

Over: ssl

Over: stun
Revision: 1
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Risk level: 2

Tag: Video Conferencing
Tag: VolP

Tag: Streaming Video
Tag: Streaming Audio

16.21. Apache Thrift

Apache Thrift framework used for serialisation.

Family: Middleware

Over: tcp

Revision: 1

Risk level: 3

Tag: Allows Remote Control
Tag: Transport Layer Protocols

16.22. WS-Management

SOAP-based protocol for managing computer systems (Web Services Management). This
signature classifies the standard HTTP API.

Family: Middleware

Over: http

Over: http2

Over: https

Over: spdy

Revision: 1

Risk level: 3

Tag: Allows Remote Control
Tag: Server Applications

Tag: Application Layer Protocols

206



Chapter 17: Network Management

« Altiris, page 208

« BACnet Application layer, page 208

« BACnet Network Layer, page 208

« BACnet Virtual Link Control, page 208

- Cisco Discovery Protocol, page 209

« Common Industrial Protocol, page 209

« Ethernet/IP, page 209

- Ifix, page 209

- iperf, page 210

- Line Control Protocol, page 210

« Modbus, page 210

+ Key management service, page 210

« Cisco Netflow, page 211

« Network Radar, page 211

+ Nagios Remote Data Processor, page 211

- Nagios Remote Plugin Executor, page 212

« Reservation Protocol, page 212

+ s7 Communication, page 212

- System Center Configuration Manager, page 212
« Simple Network Management Protocol, page 213
« Nortel/SynOptics Netwok Management Protocol, page 213
« Web Cache Communication Protocol, page 213

+ Windows Management Instrumentation, page 213
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+Vnet/IP, page 214

- Zabbix agent, page 214

17.1. Altiris

Altiris provides service-oriented management solutions which allow managing IT infrastructures.

Family: Network Management
Over: http

Over: http2

Over: https

Over: spdy

Over: tcp

Revision: 17

Risk level: 3

Tag: Network Utilities

Tag: Server Applications

17.2. BACnet Application layer

BACnet is a communication protocol for Building Automation and Control (BAC) networks
defined by the standard I1SO 16484-5. The BACnet stack defines different layers, the BACnet
Application Layer (bacnet_app) manages access to objects exposed by BACnet devices and
operations done on them.

Family: Network Management
Over: bacnet_net

Revision: 1

Risk level: 2

Tag: Network Layer Protocols

17.3. BACnet Network Layer

BACnet is a communication protocol for Building Automation and Control (BAC) networks
defined by the standard I1SO 16484-5. The BACnet stack defines different layers, the BACnet
Network Layer (bacnet_net) contains the network addresses required for routing BACnet
messages to BACnet devices.

Family: Network Management
Over: bacnet_vlc

Over: llc

Revision: 1

Risk level: 2

Tag: Network Layer Protocols

17.4. BACnet Virtual Link Control

BACnet is a communication protocol for Building Automation and Control (BAC) networks
defined by the standard ISO 16484-5. The BACnet stack defines different layers, the BACnet
Virtual Link Control layer (bacnet_vlc) is used by BACnet devices over IP networks. It formalizes all
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the services that a BACnet device might require from the link layer but are not readily available

from the underlying IP layer.

Family:
Over:
Revision:
Risk level:

Tag:

| Network Management
‘ udp

|1

2

‘ Network Layer Protocols

17.5. Cisco Discovery Protocol

Cisco Discovery Protocol (CDP) is a layer 2 protocol used by Cisco network equipments to
discover other Cisco network equipments present on a link.

Family: Network Management
Over: 8021q

Over: eth

Over: gre

Over: ppp

Over: snap

Revision: 17

Risk level: 1

Tag: Not Used

17.6. Common Industrial Protocol

The Common Industrial Protocol (CIP) is an industrial protocol for industrial automation

applications.

Family:
Over:
Revision:
Risk level:

Tag:

‘ Network Management
| enip

K

K

‘ Industrial Protocols

17.7. Ethernet/IP

ENIP (EtherNet/IP) is an industrial network protocol that adapts the Common Industrial Protocol

to standard Ethernet.

Family: Network Management
Over: tcp

Revision: 1

Risk level: 3

Tag: Tunnels

Tag: Application Layer Protocols
Tag: Industrial Protocols

17.8. Ifix
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formerly Proficy HMI/SCADA iFIX, is a industrial automation system.

Family:

Network Management

Over:
Revision:
Risk level:

Tag:

tcp
1
2

Internet of Things

Tag:

Industrial Protocols

17.9. iperf

The iperf protocol is used by the self-titled tool for network performance measures.

Family: Network Management
Over: tcp

Over: udp

Revision: 2

Risk level: 1

Tag: Network Utilities

Tag: Application Layer Protocols

17.10. Line Control Protocol

LCP is used to establish, configure and test the data-link connection for a PPP link. This protocol
is used to automatically agree upon the encapsulation format options, handle varying limits on
sizes of packets, detect a looped-back link and other common misconfiguration errors, and
terminate the link. This protocol is used to establish, configure and test the data-link connection

for a PPP link.

Family:
Over:

Revision:

Network Management

ppp
17

Risk level:

Tag:

1
Network Utilities

17.11. Modbus

Modbus is a standard communication protocol in industry for connecting industrial electronic
devices (SCADA). Here, we consider modbus as the combination of Modbus/TCP (Transport layer
for TCP/IP networks) and Modbus (serial communication protocol).

Family:
Over:

Over:

Network Management
tcp
udp

Revision:

Risk level:

Tag:

1
1

Industrial Protocols

17.12. Key management service

Key Management Service (KMS) activates computers on a local network, eliminating the need for
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individual computers to connect to Microsoft. To do this, KMS uses a client server topology.

Family: Network Management
Over: msrpc

Revision: 1

Risk level: 1

Tag: Network Utilities

Tag: Business Applications

17.13. Cisco Netflow

NetFlow is a Cisco protocol that provides nearly real-time traffic monitoring, aggregation and
statistic evaluation, multicriteria data flow selection, using source/destination IP addresses,
protocols, etc.

Family: Network Management
Over: udp

Revision: 18

Risk level: 3

Tag: Network Utilities

17.14. Network Radar

Network Radar is a network scanning and managing tool. This plugin classifies traffic on
www.networkradar.eu.

Family: Network Management
Over: http

Over: http2

Over: https

Over: spdy

Revision: 1

Risk level: 3

Tag: Network Utilities

17.15. Nagios Remote Data Processor

Nagios Remote Data Processor (NDRP) is a flexible data transport mechanism and processor for

Nagios.

Family: Network Management
Over: http

Over: http2

Over: https

Over: spdy

Revision: 1

Risk level: 2

Tag: Network Utilities

Tag: Business Applications
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17.16. Nagios Remote Plugin Executor

Nagios Remote Plugin Executor (NRPE) is a Nagios agent that allows remote system monitoring
using scripts that are hosted on the remote systems.

Family: Network Management
Over: ssl

Revision: 1

Risk level: 2

Tag: Network Utilities

Tag: Business Applications

17.17. Reservation Protocol

RSVP is a Resource reSerVation setup Protocol designed for an integrated services Internet. RSVP
provides receiver-initiated setup of resource reservations for multicast or unicast data flows, with
good scaling and robustness properties. The RSVP protocol is used by a host to request specific
qualities of service from the network for particular application data streams or flows. RSVP is also
used by routers to deliver quality-of-service (QoS) requests to all nodes along the path(s) of the
flows and to establish and maintain state to provide the requested service.

Family:
Over:
Revision:
Risk level:

Tag:

| Network Management
v
|19
|3

‘ Transport Layer Protocols

17.18.s7 Communication

S7comm (57 Communication)

is a Siemens proprietary protocol that runs between

programmable logic controllers (PLCs) of the Siemens S7-300/400 family. It is used for PLC
programming, exchanging data between PLCs, accessing PLC data from SCADA (supervisory
control and data acquisition) systems and diagnostic purposes.

Family: Network Management
Over: cotp

Revision: 1

Risk level: 2

Tag: Network Layer Protocols

17.19. System Center Configuration Manager

System Center Configuration Manager, is a systems management software product by Microsoft
for managing large groups of computers running Windows, Mac OS X, Linux or UNIX, as well as

various mobile operating systems.

Family: Network Management
Over: http

Over: http2

Over: https

Over: spdy

Revision: 1
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Risk level: 3

Tag: Business Applications

17.20. Simple Network Management Protocol

SNMP is a request/response protocol that communicates management information between
two types of SNMP software entities: SNMP applications (also called SNMP managers) and SNMP

agents.

Family: Network Management
Over: hpellc

Over: udp

Revision: 17

Risk level: 3

Tag: Network Utilities

Tag: Information Leaking

Tag: Server Applications

Tag: Application Layer Protocols

17.21. Nortel/SynOptics Netwok Management Protocol

Nortel/SynOptics Network Management Protocol is a proprietary Nortel Networks management

protocol.

Family: Network Management
Over: snap

Revision: 17

Risk level: 1

Tag: Not Used

17.22. Web Cache Communication Protocol

WCCP is a Cisco protocol that specifies interactions between one or more routers and one or
more web-caches.

Family: Network Management
Over: udp

Revision: 1

Risk level: 1

Tag: Network Utilities

17.23. Windows Management Instrumentation

Windows Management Instrumentation (WMI) is the Microsoft implementation of the
Web-Based Enterprise Management (WBEM).

Family: Network Management
Over: msrpc

Revision: 1

Risk level: 2

Tag: Network Utilities
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|Tag:

Business Applications

17.24. Vnet/IP

Yokogawa's control communication network approved by international standards (IEC 61784-2

Ed.2.0).

Family: Network Management
Over: tcp

Over: udp

Revision: 1

Risk level: 1

Tag: Network Utilities

Tag: Industrial Protocols

17.25. Zabbix agent

Agent for Zabbix monitoring server. Uses TCP port 10050.

Family: Network Management
Over: tcp

Revision: 15

Risk level: 3

Tag: Network Utilities

Tag: Information Leaking
Tag: Server Applications
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18.1. Third Party Connect

The 3pc protocol (Third Party Connect Protocol) is found over the IP layer (IANA protocol

number: 34).

Family: Network Service
Over: ip

Revision: 19

Risk level: 1

18.2.802.11

The 802.11 protocol is used to carry data (at MAC level) on IEEE 802.11 Wireless Local Area

Networks.

Family: ‘ Network Service
Over: | capwap
Revision: ‘ 13

Risk level: | 1

Tag: ‘ Not Used

18.3. IEEE 802.1ad

802.1ad is a protocol which allows sending VLAN membership information of a frame.

Family: Network Service

Over: 8021ad

Over: 8021q

Over: eth

Revision: 2

Risk level: 1

Tag: Network Layer Protocols
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18.4.802.1Q Ethernet VLAN

802.1Q is a protocol which allows sending VLAN membership information of a frame.

Family:
Over:
Over:
Over:
Revision:

Risk level:

Tag:

Network Service
8021ad

8021q

eth

18

1

Not Used

18.5. Association Control Service

ISO 8650-1/X.227 OSI Association Control SErvice (ACSE).

Family:
Over:
Revision:
Risk level:

Tag:

‘ Network Service
| pp
18

K

‘ Not Used

18.6. Active Networks

The activenet protocol (Active Networks) is found over the IP layer (IANA protocol number: 107).

Family:
Over:
Revision:
Risk level:

Tag:

| Network Service
v

|18

K

‘ Not Used

18.7. Any 0-hop

The any_0hop protocol (Any 0-hop protocol) is found over the IP layer (IANA protocol number:

114).

Family: Network Service
Over: ip

Revision: 19

Risk level: 1

Tag: Not Used

18.8. ARGUS

The argus protocol (ARGUS) is found over the IP layer (IANA protocol number: 13).

Family: Network Service
Over: ip
Revision: 18
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Risk level: 1
Tag: Not Used

18.9. ARIS

The aris protocol (ARIS) is found over the IP layer (IANA protocol number: 104).

Family: Network Service
Over: ip

Revision: 18

Risk level: 1

Tag: Not Used

18.10. Address Resolution Protocol

The ARP protocol is used to determine the MAC Address of a PC for which the IP address is

known.

Family: Network Service
Over: 8021q

Over: eth

Over: gre

Over: llc

Over: snap

Revision: 18

Risk level: 1

Tag: Not Used

18.11. AppleTalk

The AppleTalk Protocol Suite implements services for routing, file transfer, printer sharing and
emails in Apple environments.

Family: Network Service
Over: 8021q

Over: eth

Over: gre

Over: snap

Revision: 17

Risk level: 2

Tag: Network Utilities

18.12. AX.25 Frames

The ax25 protocol (AX.25 Frames) is found over the IP layer (IANA protocol number: 93).

Family: | Network Service
Over: ‘ ip

Revision: | 18

Risk level: ‘ 1
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|Tag: ’ Not Used

18.13. BBN RCC Monitoring

The bbn_rcc_mon protocol (BBN RCC Monitoring) is found over the IP layer (IANA protocol

number: 10).

Family: Network Service
Over: ip

Revision: 18

Risk level: 1

Tag: Network Utilities

18.14. BNA

The bna protocol (BNA) is found over the IP layer (IANA protocol number: 49).

Family: Network Service
Over: ip

Revision: 18

Risk level: 1

Tag: Not Used

18.15. Backroom SATNET Monitoring

The br_sat_mon protocol (Backroom SATNET Monitoring) is found over the IP layer (IANA
protocol number: 76).

Family: Network Service
Over: ip

Revision: 18

Risk level: 1

Tag: Not Used

18.16. Core-based trees

The cbt protocol (Core-based trees) is found over the IP layer (IANA protocol number: 7).

Family: Network Service
Over: ip

Revision: 18

Risk level: 1

Tag: Not Used

18.17. Covert File Transfer Protocol

The cftp protocol (CFTP) is found over the IP layer (IANA protocol number: 62).

Family: Network Service

Over: ip
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Revision: 19
Risk level: 1
Tag: Not Used

18.18. CGIProxy

CGIProxy is a proxy software package. A CGl (Common Gateway Interface) Proxy is a proxy that
appears as a web page allowing the user access to all sites through it.

Family: Network Service

Over: http

Over: http2

Over: https

Over: spdy

Revision: 16

Risk level: 5

Tag: Anonymizer

Tag: Masquerading Tunnels

18.19. Cisco Group Management Protocol

Cisco Group Management Protocol (CGMP) limits the forwarding of IP multicast packets to only
those ports associated with IP multicast clients.

Family: Network Service
Over: eth

Over: snap

Revision: 21

Risk level: 1

Tag: Not Used

18.20. Chaos

The chaos protocol (Chaos) is found over the IP layer (IANA protocol number: 16).

Family: Network Service
Over: ip

Revision: 18

Risk level: 1

Tag: Not Used

18.21. Compagq Peer

The compaq_peer protocol (Compaq Peer Protocol) is found over the IP layer (IANA protocol
number: 110).

Family: Network Service
Over: ip

Revision: 19

Risk level: 1
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|Tag: ’ Not Used

18.22. Connection Oriented Transfer Protocol

COTP (Connection Oriented Transport Protocol) is a protocol ensuring the transport service in

the OSI model.

Family: Network Service

Over: tcp

Revision: 18

Risk level: 1

Tag: Transport Layer Protocols

18.23. Computer Protocol Heart Beat

The cphb protocol (Computer Protocol Heart Beat) is found over the IP layer (IANA protocol

number: 73).

Family: Network Service
Over: ip

Revision: 18

Risk level: 1

Tag: Not Used

18.24. Computer Protocol Network Executive

The cpnx protocol (Computer Protocol Network Executive) is found over the IP layer (IANA
protocol number: 72).

Family: Network Service
Over: ip

Revision: 18

Risk level: 1

Tag: Not Used

18.25. Combat Radio Transport Protocol

The crtp protocol (Combat Radio Transport Protocol) is found over the IP layer (IANA protocol
number: 126).

Family: | Network Service
Over: ‘ ip

Revision: | 18

Risk level: ‘ 1

Tag: ‘ Not Used

18.26. Combat Radio User Datagram

The crudp protocol (Combat Radio User Datagram) is found over the IP layer (IANA protocol
number: 127).
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Family: Network Service
Over: ip

Revision: 18

Risk level: 1

Tag: Not Used

18.27. CSP AB/Ethernet

Proprietary protocol developed by Allen-Bradley, used on programmable logical controllers

(PLQ).

Family: Network Service

Over: tcp

Revision: 1

Risk level: 2

Tag: Network Layer Protocols

18.28. Concurrent Versions System

The Concurrent Versions System keeps track of all work and all changes in a set of files, typically
the implementation of a software project, and allows several developers to collaborate.

Family: Network Service
Over: tcp

Over: udp

Revision: 15

Risk level: 1

Tag: Server Applications

18.29. Datagram Congestion Control Protocol

The dccp protocol (Datagram Congestion Control Protocol) is found over the IP layer (IANA
protocol number: 33).

Family: Network Service

Over: ip

Revision: 18

Risk level: 2

Tag: Transport Layer Protocols

18.30. DCN Measurement Subsystems

The dcn_meas protocol (DCN Measurement Subsystems) is found over the IP layer (IANA
protocol number: 19).

Family: Network Service
Over: ip

Revision: 18

Risk level: 1

Tag: Not Used
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18.31. Datagram Delivery Protocol

The ddp protocol (Datagram Delivery Protocol) is found over the IP layer (IANA protocol number:

37).

Family:
Over:

Revision:

Network Service
ip
18

Risk level:

1

18.32. D-Il Data Exchange

The ddx protocol (D-ll Data Exchange (DDX) is found over the IP layer (IANA protocol number:

116).

Family:

Network Service

Over:
Revision:

Risk level:

Tag:

ip

19

1

Not Used

18.33. Digital Equipment Corporation

DEC is a Digital Equipment Corporation's proprietary network protocol.

Family: Network Service
Over: 8021q

Over: eth

Over: gre

Over: snap

Revision: 18

Risk level: 1

Tag: Not Used

18.34. Distributed File System

The dfs protocol (Any distributed file system) is found over the IP layer (IANA protocol number:

68).

Family: Network Service
Over: ip

Revision: 19

Risk level: 1

Tag: Not Used

18.35. Dissimilar Gateway Protocol

The dgp protocol (Dissimilar Gateway Protocol) is found over the IP layer (IANA protocol number:

86).

| Family:

‘ Network Service
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Over: ip
Revision: 18

Risk level: 1

Tag: Not Used

18.36. Dynamic Host Configuration Protocol

The DHCP protocol is used to configure automatically the network parameters of a station.

Family: Network Service

Over: udp

Revision: 17

Risk level: 4

Tag: Network Utilities

Tag: Application Layer Protocols

18.37. Dynamic Host Configuration Protocol for IPv6

The DHCPv6 protocol is used to automatically configure the network parameters of a station in

an IPv6 network.

Family: Network Service

Over: udp

Revision: 1

Risk level: 1

Tag: Network Utilities

Tag: Application Layer Protocols

18.38. DISTCC

Distributed C Compiler protocol.

Family: Network Service
Over: tcp

Revision: 1

Risk level: 1

Tag: Network Utilities
Tag: Desktop Applications

18.39. Distributed Network Protocol

DNP3 (Distributed Network Protocol) is a set of protocols used between components in process

automation systems (SCADA).

Family:
Over:
Revision:
Risk level:

Tag:

Network Service
tcp

1

3
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18.40. Domain Name Service

The DNS protocol is used to translate internet names (www.site.com) into IP addresses and vice

versa.
Family: Network Service
Over: tcp
Over: udp
Revision: 17
Risk level: 3
Tag: Information Leaking
Tag: Application Layer Protocols

18.41. Data Stream Interface

The Data Stream Interface (DSI) is a session layer used to carry Apple Filing Protocol traffic over
Transmission Control Protocol (TCP).

Family: Network Service

Over: tcp

Revision: 1

Risk level: 1

Tag: File Storage and Sharing
Tag: Server Applications

18.42. Dynamic Source Routing

The dsr protocol (Dynamic Source Routing Protocol) is found over the IP layer (IANA protocol

number: 48).

Family: Network Service
Over: ip

Revision: 19

Risk level: 1

Tag: Not Used

18.43. Datagram Transport Layer Security

DTLS stands for Datagram Transport Layer Security protocol. It provides communications privacy
for datagram protocols, and prevents eavesdropping, tampering, or message forgery.

Family: Network Service

Over: stun

Over: udp

Revision: 13

Risk level: 5

Tag: Tunnels

Tag: Masquerading Tunnels
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18.44. Dynamic Trunking Protocol

DTP (Dynamic Trunk Protocol) is a proprietary networking protocol developed by Cisco Systems
for the purpose of negociating trunking on a link between two VLAN-aware switches.

Family: Network Service
Over: 8021q

Over: eth

Over: gre

Over: snap

Revision: 17

Risk level: 1

Tag: Not Used

18.45. Echo

The echo service simply sends back to the originating source any data it receives.

Family: Network Service
Over: tcp

Over: udp

Revision: 18

Risk level: 1

Tag: Information Leaking

18.46. Exterior Gateway Protocol

The egp protocol (Exterior Gateway Protocol) is found over the IP layer (IANA protocol number:

8).

Family: ‘ Network Service
Over: | ip

Revision: ‘ 18

Risk level: | 1

Tag: ‘ Not Used

18.47. EMCON

The emcon protocol (EMCON) is found over the IP layer (IANA protocol number: 14).

Family: | Network Service
Over: ‘ ip

Revision: | 18

Risk level: ‘ 1

Tag: ‘ Not Used

18.48. Encapsulation Header

The encap protocol (Encapsulation Header) is found over the IP layer (IANA protocol number: 98).
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Family: Network Service

Over: ip

Revision: 18

Risk level: 4

Tag: Tunnels

Tag: Transport Layer Protocols

18.49. Ethernet

The Ethernet protocol enables the addressing and sending of data between stations of an
Ethernet segment.

Family: Network Service
Over: base

Over: capwap

Over: isl

Over: mpls

Over: pwe

Revision: 17

Risk level: 1

Tag: Not Used

18.50. Fast Adaptative and Secure Protocol

Fast Adaptative and Secure Protocol (FASP) is developped by the company Aspera. It's a transfer
protocol of high performance.

Family: Network Service

Over: udp

Revision: 1

Risk level: 2

Tag: File Storage and Sharing
Tag: Network Layer Protocols
Tag: Transport Layer Protocols

18.51. Fibre Channel

The fibre_channel protocol (Fibre Channel) is found over the IP layer (IANA protocol number:

133).

Family: Network Service
Over: ip

Revision: 18

Risk level: 1

Tag: Not Used

18.52. FIRE

The fire protocol (FIRE) is found over the IP layer (IANA protocol number: 125).
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Family: Network Service
Over: ip

Revision: 18

Risk level: 1

Tag: Not Used

18.53. Gateway-to-Gateway Protocol

The ggp protocol (Gateway_to_Gateway) is found over the IP layer (IANA protocol number: 3).

Family: Network Service
Over: ip

Revision: 19

Risk level: 1

Tag: Not Used

18.54. GMTP

The gmtp protocol (GMTP) is found over the IP layer (IANA protocol number: 100).

Family:
Over:
Revision:
Risk level:

Tag:

‘ Network Service
o

|18

K

‘ Not Used

18.55. Generic Object Oriented Substation Events

GOOSE (Generic Object Oriented Substation Events) is a controlled model mechanism in which
any format of data (status, value) is grouped into a data set and transmitted within a time period

of 4 millisecond.

Family: Network Service
Over: eth

Revision: 1

Risk level: 1

Tag: Industrial Protocols

18.56. Host Identity Protocol

The hip protocol (Host Identity Protocol) is found over the IP layer (IANA protocol number: 139).

Family: Network Service
Over: ip

Revision: 18

Risk level: 1

18.57. Host Monitoring Protocol



The hmp protocol (Host Monitoring) is found over the IP layer (IANA protocol number: 20).

Family:

Network Service

Over:

Revision:

Risk level:

ip
19
1
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18.58. IPv6 Hop-by-Hop Option

The hopopt protocol (IPv6 Hop-by-Hop Option) is found over the IP layer (IANA protocol

number: 0).

Family: | Network Service
Over: ‘ ip

Revision: | 18

Risk level: ‘ 1

18.59. Host internal protocol

The host protocol (Any host internal protocol) is found over the IP layer (IANA protocol number:

61).

Family: Network Service
Over: ip

Revision: 19

Risk level: 1

Tag: Not Used

18.60. HP Extended Local-Link Control

HP Extended Local-Link Control is an LLC protocol enhancement. It is HP proprietary.

Family:

Over:

Network Service

lic

Revision:
Risk level:

Tag:

17
1
Not Used

18.61. Integrated Net Layer Security Protocol

The i_nlsp protocol (Integrated Net Layer Security TUBA) is found over the IP layer (IANA protocol

number: 52).

Family: ‘ Network Service
Over: | ip

Revision: ‘ 20

Risk level: ‘ 1

18.62. Interactive Agent Transfer Protocol
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The iatp protocol (Interactive Agent Transfer Protocol) is found over the IP layer (IANA protocol

number: 117).

Family:
Over:
Revision:
Risk level:

Tag:

| Network Service
v

|18

K

‘ Not Used

18.63. Inter-Control Center Communications Protocol

IEC 60870-6/TASE.2. Inter-Control Center Communications Protocol (ICCP) provides data
exchange over Wide Area Networks (WANs) between utility control centers, utilities, power
pools, regional control centers, and Non-Utility Generators.

Family:
Over:
Revision:

Risk level:

Network Service
mmes_iso

17

1

18.64. Internet Control Message Protocol

The Internet Control Message protocol (ICMP) is the diagnostic protocol of IPv4 networks.

Family:
Over:
Revision:
Risk level:

Tag:

Tag:

Network Service
ip

19

1

Network Layer Protocols

Network Utilities

18.65. Internet Control Message Protocol for IP6

ICMPV6 is the diagnostic protocol used in IPv6 networks.

Family:
Over:
Revision:
Risk level:
Tag:

Tag:

Network Service

ip6

17

1

Network Layer Protocols

Network Utilities

18.66. Inter Domain Policy Routing

The idpr protocol (Inter_Domain Policy Routing Protocol) is found over the IP layer (IANA

protocol number: 35).

Family:
Over:

Revision:

Network Service
ip
19

Risk level:

1
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|Tag: ’ Not Used

18.67. IDPR Control Message Transport Protocol

The idpr_cmtp protocol (IDPR Control Message Transport Proto) is found over the IP layer (IANA
protocol number: 38).

Family: Network Service
Over: ip

Revision: 19

Risk level: 1

Tag: Not Used

18.68. Inter Domain Routing Protocol

The idrp protocol (Inter_Domain Routing Protocol) is found over the IP layer (IANA protocol

number: 45).

Family: Network Service
Over: ip

Revision: 19

Risk level: 1

Tag: Network Utilities

18.69. Ipsilon Flow Management Protocol

The ifmp protocol (Ipsilon Flow Management Protocol) is found over the IP layer (IANA protocol
number: 101).

Family: Network Service
Over: ip

Revision: 18

Risk level: 1

Tag: Not Used

18.70. Internet Group Management Protocol

The Internet Group Management Protocol (IGMP) is used by IP hosts to report their multicast
group membership to routers.

Family: | Network Service
Over: ‘ ip

Revision: | 17

Risk level: ‘ 1

Tag: ‘ Network Utilities

18.71. Interior Gateway Protocol

The igp protocol (any private interior gateway (used by Cisco for their IGRP)) is found over the IP
layer (IANA protocol number: 9).
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Family: Network Service
Over: ip

Revision: 19

Risk level: 1

18.72. Internet Link (Transport protocol)

The il protocol (IL Transport Protocol) is found over the IP layer (IANA protocol number: 40).

Family: Network Service
Over: ip

Revision: 19

Risk level: 1

Tag: Not Used

18.73. Internet Protocol

The Internet Protocol allows logical addressing of stations over an interconnected system of

networks.

Family: Network Service
Over: 3gpp_li
Over: 8021q
Over: base
Over: eth

Over: etsi_li
Over: gre

Over: gtp

Over: icmp
Over: ip

Over: ip6

Over: llc

Over: mobile_ip
Over: mpls
Over: ppp

Over: pwe

Over: snap
Revision: 17

Risk level: 1

Tag: Network Layer Protocols

18.74. 1ANA Internet Protocol Number 253

The IP_EXP_1 protocol (IANA Internet Protocol Number 253 used for experimentation and
testing) is found over the IP layer (IANA protocol number: 253).

Family: Network Service
Over: ip

Revision: 3

Risk level: 1
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|Tag:

’ Not Used

18.75. IANA Internet Protocol Number 254

The IP_EXP_2 protocol (IANA Internet Protocol Number 254 used for experimentation and
testing) is found over the IP layer (IANA protocol number: 254).

Family: Network Service
Over: ip

Revision: 3

Risk level: 1

Tag: Not Used

18.76. IP-in-IP tunneling

The ip_in_ip protocol (IP_within_IP Encapsulation Protocol) is found over the IP layer (IANA

protocol number: 94).

Family:
Over:
Revision:

Risk level:

‘ Network Service
[ip

19

K

18.77. Reliable Data Protocol over IP

The ip_rdp protocol (Reliable Data Protocol over IP) is found over the IP layer (IANA protocol

number: 27).

Family: Network Service
Over: ip

Revision: 18

Risk level: 1

18.78. IANA Reserved Internet Protocol Number

The ip_reserved protocol (IANA Reserved Internet Protocol Number) is found over the IP layer

(IANA protocol number: 255).

Family:
Over:
Revision:
Risk level:

Tag:

| Network Service
v

|19

K

‘ Not Used

18.79. Internet Protocol V6

IPv6 is the next generation protocol designed by the IETF to replace the current version Internet

Protocol, IP Version 4 (IPv4).

Family:

Over:

Network Service
8021q
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Over: base
Over: eth
Over: gre
Over: gtp
Over: ip
Over: ip6
Over: llc
Over: mpls
Over: ppp
Over: teredo
Revision: 18
Risk level: 1

Tag: Network Layer Protocols

18.80. IP Payload Compression Protocol

The ipcomp protocol (IP Payload Compression Protocol) is found over the IP layer (IANA protocol
number: 108).

Family: Network Service
Over: ip

Revision: 18

Risk level: 1

18.81. Internet Protocol Control Protocol

The IP Control Protocol (IPCP) is used to configure IP parameters of a station on a Point To Point

link.

Family: ‘ Network Service
Over: | ppp

Revision: ‘ 18

Risk level: | 1

Tag: ‘ Network Utilities

18.82. IPCV Internet Packet Core Utility

The ipcv protocol (Internet Packet Core Utility) is found over the IP layer (IANA protocol number:

71).

Family: Network Service
Over: ip

Revision: 19

Risk level: 1

Tag: Network Utilities

18.83. IPDS MES Physical Layer Tester

The iplt protocol (IPDS MES Physical Layer Tester) is found over the IP layer (IANA protocol
number: 129).
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Family: Network Service
Over: ip

Revision: 18

Risk level: 1

Tag: Not Used

18.84. Internet Pluribus Packet Core

The ippc protocol (Internet Pluribus Packet Core) is found over the IP layer (IANA protocol

number: 67).

Family: Network Service
Over: ip

Revision: 18

Risk level: 1
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18.85. Internet Protocol Traffic Manager

The iptm protocol (Protocol Internet Protocol Traffic Manager) is found over the IP layer (IANA
protocol number: 84).

Family: Network Service
Over: ip

Revision: 19

Risk level: 1

Tag: Not Used

18.86. Internet Protocol eXchange

Internet Protocol Exchange (IPX) is Novell's network layer 3 protocol.

Family: Network Service
Over: 8021q

Over: eth

Over: gre

Over: llc

Over: ppp

Over: snap

Revision: 18

Risk level: 1

Tag: Not Used

18.87. Internet Protocol eXchange in IP

The ipx_in_ip protocol (IPX in IP) is found over the IP layer (IANA protocol number: 111).

Family: | Network Service
Over: ‘ ip

Revision: | 19

Risk level: ‘ 3
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| Tag: ’ Tunnels

18.88. IPX Service Advertisement Protocol

Service Advertisement Protocol (SAP) allows servers to advertise their services to clients in a
Novell network.

Family: Network Service
Over: ipx

Revision: 18

Risk level: 3

Tag: Network Utilities

18.89. Internet Reliable Transaction Protocol

The irtp protocol (Internet Reliable Transaction) is found over the IP layer (IANA protocol number:

28).

Family: ‘ Network Service
Over: | ip

Revision: ‘ 19

Risk level: ‘ 1

18.90. Internet Small Computer Systems Interface

Internet Small Computer Systems Interface (iSCSI), as described in RFC3720.

Family: ‘ Network Service
Over: | tcp

Revision: ‘ 2

Risk level: ‘ 1

18.91.ISIS

The isis protocol (ISIS for ipv4) is found over the IP layer (IANA protocol number: 124).

Family: ‘ Network Service
Over: | ip

Revision: ‘ 19

Risk level: ‘ 1

18.92. InterSwitch Link

InterSwitch Link Frame Format is a Cisco proprietary protocol used between network equipment
of a LAN to transmit VLAN membership information of a frame.

Family: Network Service
Over: base

Revision: 18

Risk level: 1
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18.93. ISO Internet Protocol

The iso_ip protocol (ISO Internet Protocol) is found over the IP layer (IANA protocol number: 80).

Family: Network Service
Over: ip

Revision: 18

Risk level: 1

Tag: Not Used

18.94. I1SO Transport Protocol Class 4

The iso_tp4 protocol (ISO Transport Protocol Class 4) is found over the IP layer (IANA protocol

number: 29).

Family: Network Service
Over: ip

Revision: 18

Risk level: 1

Tag: Not Used

18.95. Internet Wide Area RDMA Protocol

IWARP (Internet Wide Area RDMA Protocol) is a protocol suite that implements Remote Direct
Memory Access for efficient data transfer.

Family: Network Service

Over: tcp

Revision: 1

Risk level: 2

Tag: Application Layer Protocols

18.96. Kryptolan

The kryptolan protocol (Kryptolan) is found over the IP layer (IANA protocol number: 65).

Family: Network Service
Over: ip

Revision: 18

Risk level: 1

Tag: Not Used

18.97. Local Area Network

The lan protocol (Any local network) is found over the IP layer (IANA protocol number: 63).

Risk level:

Family: Network Service
Over: ip
Revision: 19

1
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|Tag: ’ Not Used

18.98. Locus Address Resolution Protocol

The larp protocol (Locus Address Resolution Protocol) is found over the IP layer (IANA protocol

number: 91).

Family: Network Service
Over: ip

Revision: 18

Risk level: 1

18.99. Leaf 1

The leaf_1 protocol (Leaf 1) is found over the IP layer (IANA protocol number: 25).

Family: Network Service
Over: ip

Revision: 18

Risk level: 1

Tag: Not Used

18.100. Leaf 2

The leaf_2 protocol (Leaf 2) is found over the IP layer (IANA protocol number: 26).

Family: Network Service
Over: ip

Revision: 18

Risk level: 1

Tag: Not Used

18.101. Lightstreamer

Lightstreamer is a real-time engine that delivers data over HTTP and WebSockets. This signature
only classifies the HTTP flows.

Family: Network Service
Over: http

Over: http2

Over: https

Over: spdy

Over: ssl

Revision: 1

Risk level: 1

Tag: Mobile Applications
Tag: Server Applications
Tag: Desktop Applications
Tag: Application Layer Protocols
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18.102. Windows Live File Storage

Windows Live File Storage is a Microsoft web service designed to be used by other Microsoft web
services that may need storage, for example msn, skydrive, etc.

Family: Web

Over: http

Over: http2

Over: https

Over: spdy

Over: ssl

Revision: 16

Risk level: 3

Tag: File Storage and Sharing
Tag: Web Applications

18.103. Logical Link Control

The IEEE 802.2 Logical Link Control (LLC) protocol provides a link mechanism for upper layer
protocols encapsulated in a frame. LLC type | service provides a datalink connectionless mode
service, while LLC type Il provides a connection-oriented service at the datalink layer.

Family: Network Service
Over: 8021q

Over: eth

Over: ppp

Revision: 17

Risk level: 1

Tag: Network Utilities

18.104. Load Balancing

Load Balancing is a protocol used in the Windows environment to distribute traffic between

servers.

Family: Network Service
Over: 8021q

Over: eth

Over: gre

Revision: 19

Risk level: 1

Tag: Network Utilities

18.105. MTP2 User Peer-to-Peer Adaptation Layer

M2PA is a signaling peer-to-peer protocol used by MTP2 in the Signaling System 7 (SS57).

Family: | Network Service
Over: ‘ sctp

Revision: | 7

Risk level: ‘ 4
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Tag:

Network Layer Protocols

Tag:

VolP

18.106. MTP2 User Adaptation Layer

M2UA is an SCTP adaptation layer for encapsulated MTP2 messages in the Signaling System 7

(S57).

Family: Network Service

Over: sctp

Revision: 7

Risk level: 4

Tag: Network Layer Protocols
Tag: VolP

18.107. MTP3 User Adaptation Layer

M3UA enables SS7 protocols stacking (ISUP, SCCP, ...) over an IP network.

Family: Network Service

Over: sctp

Revision: 7

Risk level: 4

Tag: Network Layer Protocols
Tag: VolP

18.108. MANET Protocols

The manet protocol (MANET Protocols) is found over the IP layer (IANA protocol number: 138).

Family: Network Service
Over: ip

Revision: 18

Risk level: 1

Tag: Not Used

18.109. Multipoint Communication Service

Multipoint Communication Service (MCS) is a multipoint data delivery service for use in
multimedia and audiovisual conferencing service. It provides the mechanism for multipoint
aware applications to send data to all or a subset of the group with a single send primitive and to
force, if desired, a uniformly sequenced reception of data for all users.

Family: Network Service
Over: capwap

Over: cotp

Revision: 17

Risk level: 1

Tag: Network Utilities
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18.110. MERIT Internodal Protocol

The merit_inp protocol (MERIT Internodal Protocol) is found over the IP layer (IANA protocol

number: 32).

Family: Network Service
Over: ip

Revision: 18

Risk level: 1

Tag: Not Used

18.111. MFE Network Services Protocol

The mfe_nsp protocol (MFE Network Services Protocol) is found over the IP layer (IANA protocol

number: 31).

Family: Network Service
Over: ip

Revision: 18

Risk level: 1

Tag: Not Used

18.112. Mobile Internetworking Control Protocol

The micp protocol (Mobile Internetworking Control Pro.) is found over the IP layer (IANA protocol

number: 95).

Family: Network Service
Over: ip

Revision: 19

Risk level: 1

18.113. Mobile IPv6

Mobile IP is a proposed standard protocol that builds on the Internet Protocol by making
mobility transparent to applications and higher level protocols like TCP.

Family: ‘ Network Service
Over: | ip6

Revision: ‘ 17

Risk level: ‘ 1

18.114. Manufacturing Message Specification (ISO 9506
)

ISO 9506 Manufacturing Message Specification (MMS).

Family: Network Service
Over: acse
Over: pp
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Revision: 18
Risk level: 1
Tag: Not Used

18.115. IP Mobility

The mobile protocol (IP Mobility) is found over the IP layer (IANA protocol number: 55).

Family: Network Service
Over: ip

Revision: 18

Risk level: 1

18.116. Mobile Header

The mobilehdr protocol (Mobile Header) is found over the IP layer (IANA protocol number: 135).

Family: Network Service
Over: ip

Revision: 18

Risk level: 1

Tag: Not Used

Chapter 18: Network Service

18.117. Multi Protocol Label Switching data-carrying
mechanism

The mpls_in_ip protocol (Multi Protocol Label Switching data-carrying mechanism) is found over
the IP layer (IANA protocol number: 137).

Family: Network Service
Over: ip

Revision: 18

Risk level: 1

Tag: Not Used

18.118. Multicast Transport Protocol

The mtp protocol (Multicast Transport Protocol) is found over the IP layer (IANA protocol

number: 92).

Family: Network Service
Over: ip

Revision: 18

Risk level: 1

Tag: Not Used

18.119. Multiplexing

The mux protocol (Multiplexing) is found over the IP layer (IANA protocol number: 18).
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Family: Network Service
Over: ip

Revision: 18

Risk level: 1

Tag: Network Utilities

18.120. NBMA Address Resolution Protocol

NBMA Address Resolution Protocol (NARP) allows a source terminal (a host or router), wishing to
communicate over a Non-Broadcast Multi-Access (NBMA) link layer network, to find out the
NBMA addresses of a destination terminal if the destination terminal is connected to the same

NBMA network as the source.

Family:
Over:
Revision:

Risk level:

Network Service
ip

17

1

18.121. NAT Port Mapping Protocol

The NAT Port Mapping Protocol (NAT-PMP) is a network protocol for establishing network
address translation (NAT) settings and port forwarding configurations automatically without user

effort.

Family: Network Service

Over: udp

Revision: 1

Risk level: 2

Tag: Network Utilities

Tag: Application Layer Protocols

18.122. Netbios Name Service

NetBios Name Service (NBNS) is a protocol resulting from NetBios, and which makes it possible to
manage the names in a Microsoft NetBios network. NetBios names are human readable and
NBNS serves the same purpose as the DNS system in IP environments.

Family: Network Service
Over: 8021q

Over: gre

Over: ipx

Over: llc

Over: tcp

Over: udp

Revision: 17

Risk level: 4

Tag: Network Utilities

18.123. Netware Core Protocol
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The NetWare Core Protocol (NCP) is a network protocol used to access file, print, directory, clock
synchronization, messaging, remote command execution and other network service functions.

Family:
Over:
Revision:
Risk level:

Tag:

| Network Service
‘ tcp

|17

|4

‘ Network Utilities

18.124. Network Data Management Protocol

NDMP (Network Data Management Protocol) is an open protocol for enterprise-wide network

based backup over TCP.

Family: Network Service
Over: tcp

Revision: 2

Risk level: 1

Tag: Business Applications

18.125. Bulk Data Transfer Protocol

The netblt protocol (Bulk Data Transfer Protocol) is found over the IP layer (IANA protocol

number: 30).

Family:
Over:
Revision:
Risk level:

Tag:

‘ Network Service
o

|18

K

‘ Not Used

18.126. NSFNET-IGP

The nsfnet_igp protocol (NSFNET_IGP) is found over the IP layer (IANA protocol number: 85).

Family:
Over:
Revision:
Risk level:

Tag:

| Network Service
v

|19

K

‘ Not Used

18.127. NSH

NSH (Network Service Header) is an encapsulation protocol used for service functions chaining.
This protocol is only supported when running on ixE 5.1 (at least) flow manager.

Family: Network Service
Over: eth

Revision: 1

Risk level: 1

Tag: Network Utilities
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18.128. Network Time Protocol

Network Time Protocol (NTP) is a time synchronization system for computer clocks through the
Internet network. It provides mechanisms to synchronize time and coordinate time distribution
in a large network.

Family: Network Service
Over: udp

Revision: 17

Risk level: 2

Tag: Network Utilities

18.129. Network Voice Protocol Il

The nvp_ii protocol (Network Voice Protocol) is found over the IP layer (IANA protocol number:
11).

Family: Network Service
Over: ip

Revision: 19

Risk level: 1

Tag: VolP

18.130. OSI Network Layer

ISO Network Layer Protocol is used by Cisco Equipment to transmit OSI protocols (IS-IS, ...) over

Ethernet.

Family: Network Service

Over: eth

Over: gre

Over: llc

Over: osinl

Revision: 17

Risk level: 4

Tag: Transport Layer Protocols

18.131. PGM Reliable Transport Protocol

The pgm protocol (PGM Reliable Transport Protocol) is found over the IP layer (IANA protocol
number: 113).

Family: Network Service
Over: ip

Revision: 18

Risk level: 1

18.132. PHProxy

PHProxy is a web HTTP proxy programmed in PHP meant to bypass firewalls and access
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otherwise inaccessible resources.

Family: Network Service

Over: http

Over: http2

Over: https

Over: spdy

Revision: 15

Risk level: 5

Tag: Anonymizer

Tag: Masquerading Tunnels

18.133. Protocol Independent Multicast

The PIM Protocol provides an efficient routing of multicast groups that may span wide-area

Internet zones.

Family: Network Service
Over: ip

Over: ip6

Revision: 18

Risk level: 1

18.134. Private IP Encapsulation within IP

The pipe protocol (Private IP Encapsulation within IP) is found over the IP layer (IANA protocol

number: 131).

Family:
Over:
Revision:

Risk level:

Network Service
ip

18

1

18.135. PNNI over IP

The pnni protocol (PNNI over IP) is found over the IP layer (IANA protocol number: 102).

Family:
Over:
Revision:

Risk level:

Network Service
ip

18

1

18.136.1S0 8823 Presentation Protocol

ISO 8823/X.226 OSI PRESENTATION PROTOCOL (PP).

Family:
Over:

Revision:

Risk level:

Network Service
sp

17

1
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18.137. Private encryption scheme

The private_enc protocol (Any private encryption scheme) is found over the IP layer (IANA

protocol number: 99).

Family: Network Service

Over: ip

Revision: 19

Risk level: 5

Tag: Encrypts communications

18.138. Packet Radio Measurement

The prm protocol (Packet Radio Measurement) is found over the IP layer (IANA protocol number:

21).

Family: Network Service
Over: ip

Revision: 18

Risk level: 1

Tag: Not Used

The ptp protocol (Performance Transparency Protocol) is found over the IP layer (IANA protocol

number: 123).

18.139. Performance Transparency Protocol

Family: Network Service
Over: ip

Revision: 18

Risk level: 1

18.140. PUP

The pup protocol (PUP) is found over the IP layer (IANA protocol number: 12).

Family: Network Service
Over: ip

Revision: 18

Risk level: 1

18.141. Packet Video Protocol

The pvp protocol (Packet Video Protocol) is found over the IP layer (IANA protocol number: 75).

Family: Network Service
Over: ip

Revision: 18

Risk level: 1
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18.142. QNX

The gnx protocol (QNX) is found over the IP layer (IANA protocol number: 106).

Family: Network Service
Over: ip

Revision: 18

Risk level: 1

18.143. Radio Access Network Application Part

RANAP (Radio Access Network Application Part) is used in RAN (Radio Access Network). It is
responsible for the signalling service between UTRAN (Universal Terrestrial Radio Access
Network) or GERAN (GSM Edge Radio Access Network).

Family: Network Service
Over: sccp_ss7

Revision: 1

Risk level: 1

Tag: Industrial Protocols

18.144. Resource Location Protocol

Resource Location Protocol (RLP) is a protocol used to discover the location of resources present

in a network.

Family: Network Service
Over: udp

Revision: 17

Risk level: 1

18.145. Robust Header Compression

The rohc protocol (Robust Header Compression) is found over the IP layer (IANA protocol
number: 142).

Family: | Network Service
Over: ‘ ip

Revision: | 18

Risk level: ‘ 1

18.146. IBM Remote Program Load

IBM Remote Program Load allows a client computer to retrieve startup and configuration
software from a server when it starts.

Family: Network Service
Over: 8021q

Over: eth

Over: gre

Over: llc
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Revision: 18
Risk level: 4
Tag: Network Utilities

18.147. Original experimental academic or proprietary
protocols

The rsvp_e2e_ignore protocol (Original experimental academic or proprietary protocols) is found
over the IP layer (IANA protocol number: 134).

Family: ‘ Network Service
Over: | ip

Revision: ‘ 18

Risk level: | 1

Tag: ’ Not Used

18.148. MIT Remote Virtual Disk

The rvd protocol (MIT Remote Virtual Disk Protocol) is found over the IP layer (IANA protocol

number: 66).

Family: Network Service
Over: ip

Revision: 19

Risk level: 1

Tag: Not Used

18.149. S1 Application Protocol

S1 Application Protocol (STAP), as described in 3GPP TS 36.413 version 11.2.1 Release 11

(2013-02).

Family: Network Service

Over: sctp

Revision: 8

Risk level: 3

Tag: Network Utilities

Tag: Application Layer Protocols

18.150. SATNET and Backroom EXPAK

The sat_expak protocol (SATNET and Backroom EXPAK) is found over the IP layer (IANA protocol

number: 64).

Family: Network Service
Over: ip

Revision: 18

Risk level: 1

Tag: Not Used
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18.151. SATNET Monitoring

The sat_mon protocol (SATNET Monitoring) is found over the IP layer (IANA protocol number:

69).

Family: Network Service
Over: ip

Revision: 18

Risk level: 1

Tag: Not Used

18.152. Semaphore Communications Sec. Pro.

The scc_sp protocol (Semaphore Communications Sec. Pro.) is found over the IP layer (IANA
protocol number: 96).

Family: Network Service
Over: ip

Revision: 18

Risk level: 1

Tag: Not Used

18.153. Stream Connection Control Part

SCCP is a network layer protocol that provides routing, flow control or error detection services in
SS7 networks.

Family: Network Service

Over: m3ua

Revision: 7

Risk level: 3

Tag: Network Layer Protocols
Tag: Network Utilities

Tag: VolP

18.154. Scheduled Transfer Protocol

STP is a connection-oriented data transfer protocol. It is found over the IP layer (IANA protocol
number: 118).

Family: Network Service

Over: ip

Revision: 1

Risk level: 1

Tag: Network Layer Protocols

18.155. SCPS

The scps protocol (SCPS) is found over the IP layer (IANA protocol number: 105).

| Family: ‘ Network Service
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Over: ip
Revision: 18

Risk level: 1

Tag: Not Used

18.156. Stream Control Transmission Protocol

SCTP (Stream Control Transmission Protocol) is a protocol designed to transport PSTN signaling
messages over IP networks. Warning: this plug-in does not provide support for classification and
multiplexing of protocols encapsulated over STCP (ex: bssap, isup, m3ua, s1ap). An external flow
manager with SCTP support is required to handle these protocols.

Family: Network Service

Over: ip

Over: ip6

Revision: 18

Risk level: 3

Tag: VolP

Tag: Transport Layer Protocols

18.157. Source Demand Routing Protocol

The sdrp protocol (Source Demand Routing Protocol) is found over the IP layer (IANA protocol

number: 42).

Family: Network Service
Over: ip

Revision: 18

Risk level: 1

Tag: Not Used

18.158. Secure VMTP

The secure_vmtp protocol (SECURE_VMTP) is found over the IP layer (IANA protocol number: 82).

Family: Network Service
Over: ip

Revision: 19

Risk level: 1

Tag: Not Used

18.159. Shimé6 Protocol

The shim6 protocol (Shimé6 Protocol) is found over the IP layer (IANA protocol number: 140).

Family: Network Service
Over: ip

Revision: 18

Risk level: 1

Tag: Not Used
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18.160. Simple Message Protocol

The simple_msg_p protocol (Simple Message Protocol) is found over the IP layer (IANA protocol
number: 121).

Family: Network Service
Over: ip

Revision: 18

Risk level: 1

Tag: Not Used

18.161. SKIP

The skip protocol (SKIP) is found over the IP layer (IANA protocol number: 57).

Family: Network Service
Over: ip

Revision: 18

Risk level: 1

Tag: Not Used

18.162. Sparse Mode

The sm protocol (SM) is found over the IP layer (IANA protocol number: 122).

Family: Network Service
Over: ip

Revision: 19

Risk level: 1

Tag: Not Used

18.163. SMB Direct

SMB Direct protocol is a transmission protocol which allows higher thoughput when exchanging

data using SMB.

Family: Network Service

Over: iwarp

Revision: 1

Risk level: 3

Tag: File Storage and Sharing
Tag: Network Utilities

Tag: Application Layer Protocols

18.164. Systems Network Architecture

SNA (Systems Network Architecture) is an IBM's mainframe network standards.

Family: ‘ Network Service
Over: ‘ 8021
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Over: eth
Over: llc
Over: pPpp
Revision: 18
Risk level: 1

18.165. Sub-Network Access Protocol

Sub-Network Access Protocol (SNAP) is a protocol encapsulated in the LLC protocol enabling the
encapsulation of a greater number of protocols in Ethernet Il frames.

Family: Network Service
Over: lic

Revision: 17

Risk level: 1

18.166. Sitara Networks Protocol

The snp protocol (Sitara Networks Protocol) is found over the IP layer (IANA protocol number:

109).

Family: Network Service
Over: ip

Revision: 18

Risk level: 1

Tag: Not Used

18.167. Simple Network Paging Protocol

This protocol defines a method by which a pager can receive a message over the Internet

Family: Network Service

Over: tcp

Revision: 17

Risk level: 3

Tag: Application Layer Protocols

18.168.1S0 8327 Session Protocol

ISO 8327-1/X.225 OSlI Session Protocol (SP).

Family: Network Service
Over: cotp

Revision: 17

Risk level: 1

18.169. Sprite RPC Protocol

The sprite_rpc protocol (Sprite RPC Protocol) is found over the IP layer (IANA protocol number:
90).
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Family: Network Service
Over: ip

Revision: 18

Risk level: 1

Tag: Not Used

18.170. Secure Packet Shield

The sps protocol (Secure Packet Shield) is found over the IP layer (IANA protocol number: 130).

Family: Network Service
Over: ip

Revision: 18

Risk level: 1

Tag: Not Used

18.171. SpectraLink Radio Protocol

The srp protocol (SpectraLink Radio Protocol) is found over the IP layer (IANA protocol number:

119).

Family: Network Service
Over: ip

Revision: 18

Risk level: 1

Tag: Not Used

18.172. Service Specific Connection Oriented Protocol

for M-Cast Env

The sscopmce protocol (Service Specific Connection Oriented Protocol for M-Cast Env) is found
over the IP layer (IANA protocol number: 128).

Family: Network Service
Over: ip

Revision: 18

Risk level: 1

Tag: Not Used

18.173. Stream protocol

The st protocol (Stream) is found over the IP layer (IANA protocol number: 5).

Family: Network Service
Over: ip

Revision: 19

Risk level: 1

Tag: Not Used
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18.174. Session Traversal Utilities for NAT

STUN (Session Traversal Utilities for NAT) allows a client behind a NAT to establish UDP tunnels

between two hosts.

Family: Network Service
Over: http_proxy
Over: ssl

Over: tcp

Over: udp

Revision: 18

Risk level: 5

18.175. SCCP User Adaptation Layer

This protocol defines the transport of SCCP signalization over an IP network through SCTP.

Family: Network Service

Over: sctp

Revision: 7

Risk level: 3

Tag: Network Layer Protocols
Tag: VolP

18.176. SUN ND PROTOCOL_Temporary

The sun_nd protocol (SUN ND PROTOCOL_Temporary) is found over the IP layer (IANA protocol

number: 77).

Family: Network Service
Over: ip

Revision: 18

Risk level: 1

Tag: Not Used

18.177. IP with Encryption

The swipe protocol (IP with Encryption) is found over the IP layer (IANA protocol number: 53).

Family:
Over:
Revision:
Risk level:

Tag:

‘ Network Service
o

|18

E

‘ Not Used

18.178. Subversion

Subversion, version control system.

| Family:

Network Service
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Over: http

Over: http2

Over: https

Over: spdy

Over: tcp

Revision: 16

Risk level: 1

Tag: Server Applications

18.179.T.38

This protocol is used to exchanges FAXes on top on TCP/IP.

Family:
Over:
Over:
Over:
Revision:

Risk level:

Tag:

Network Service
rtp

tcp

udp

18

3

Network Utilities

18.180. TCF

The tcf protocol (TCF) is found over the IP layer (IANA protocol number: 87).

Family:
Over:
Revision:
Risk level:

Tag:

| Network Service
v

|18

K

‘ Not Used

18.181. Transmission Control Protocol

TCP is a protocol providing a connection-oriented and reliable transfer service. It is used by most

TCP/IP applications today.

Family: Network Service
Over: dns

Over: ip

Over: ip6

Revision: 18

Risk level: 1

Tag: Not Used

18.182. TIBCO RendezVous Protocol

This protocol is used in the bank sector.

Family:

Over:

Network Service

udp
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Revision: 17

Risk level: 4

Tag: Business Applications

Tag: Application Layer Protocols

18.183. Time Protocol

This protocol provides a site-independent, machine readable date and time.

Family: Network Service

Over: tcp

Over: udp

Revision: 17

Risk level: 3

Tag: Network Utilities

Tag: Application Layer Protocols

18.184. Transport Layer Security

The tlsp protocol (Transport Layer Security) is found over the IP layer (IANA protocol number: 56).

Family: | Network Service
Over: ‘ ip

Revision: | 18

Risk level: ‘ 1

Tag: ‘ Not Used

18.185. TP++ Transport Protocol

The tp_plus_plus protocol (TP++ Transport Protocol) is found over the IP layer (IANA protocol

number: 39).

Family: Network Service
Over: ip

Revision: 18

Risk level: 1

Tag: Not Used

18.186. Trunk 1

The trunk_1 protocol (Trunk 1) is found over the IP layer (IANA protocol number: 23).

Family: Network Service
Over: ip

Revision: 18

Risk level: 1

Tag: Not Used

18.187. Trunk 2

266



Chapter 18: Network Service

The trunk_2 protocol (Trunk 2) is found over the IP layer (IANA protocol number: 24).

Family: Network Service
Over: ip

Revision: 18

Risk level: 1

Tag: Not Used

18.188. User Datagram Protocol

The User Datagram Protocol is a transport protocol providing a simple but non-reliable message
transfer service in IP networks. It is used by most applications that do not require a reliable
delivery transmission service.

Family: Network Service
Over: ip

Over: ip6

Revision: 17

Risk level: 1

Tag: Not Used

18.189. UDPLite

The UDPLITE protocol (Connectionless protocol very similar to UDP) is found over the IP layer
(IANA protocol number: 136).

Family: | Network Service

Over: ‘ ip

Revision: | 19

Risk level: ‘ 1

Tag: ‘ Transport Layer Protocols

18.190. ULP

User-plane Location Protocol (ULP) is used for data exchange as part of Assisted GPS.

Family: Network Service
Over: http

Over: http2

Over: https

Over: spdy

Over: tcp

Revision: 1

Risk level: 1

Tag: Mobile Applications
Tag: Industrial Protocols

18.191.1ANA Unassigned Internet Protocol Number 143

The UNASSIGNED_IP_PROT_143 protocol (IANA Unassigned Internet Protocol Number 143) is
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found over the IP layer (IANA protocol number: 143).

Family: Network Service
Over: ip

Revision: 2

Risk level: 1

Tag: Not Used
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18.192. IANA Unassigned Internet Protocol Number 144

The UNASSIGNED_IP_PROT_144 protocol (IANA Unassigned Internet Protocol Number 144) is
found over the IP layer (IANA protocol number: 144).

Family: ‘ Network Service
Over: | ip

Revision: ‘ 2

Risk level: | 1

Tag: ‘ Not Used

18.193. IANA Unassigned Internet Protocol Number 145

The UNASSIGNED_IP_PROT_145 protocol (IANA Unassigned Internet Protocol Number 145) is
found over the IP layer (IANA protocol number: 145).

Family: Network Service
Over: ip

Revision: 2

Risk level: 1

Tag: Not Used

18.194. IANA Unassigned Internet Protocol Number 146

The UNASSIGNED_IP_PROT_146 protocol (IANA Unassigned Internet Protocol Number 146) is
found over the IP layer (IANA protocol number: 146).

Family: | Network Service
Over: ‘ ip

Revision: | 2

Risk level: ‘ 1

Tag: ‘ Not Used

18.195. IANA Unassigned Internet Protocol Number 147

The UNASSIGNED_IP_PROT_147 protocol (IANA Unassigned Internet Protocol Number 147) is
found over the IP layer (IANA protocol number: 147).

Family: Network Service
Over: ip

Revision: 2

Risk level: 1

Tag: Not Used
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18.196. IANA Unassigned Internet Protocol Number 148

The UNASSIGNED_IP_PROT_148 protocol (IANA Unassigned Internet Protocol Number 148) is
found over the IP layer (IANA protocol number: 148).

Family: Network Service
Over: ip

Revision: 2

Risk level: 1

Tag: Not Used

18.197. IANA Unassigned Internet Protocol Number 149

The UNASSIGNED_IP_PROT_149 protocol (IANA Unassigned Internet Protocol Number 149) is

found over the IP layer (IANA protocol number: 149).

Family: Network Service
Over: ip

Revision: 2

Risk level: 1

Tag: Not Used

18.198. IANA Unassigned Internet Protocol Number 150

The UNASSIGNED_IP_PROT_150 protocol (IANA Unassigned Internet Protocol Number 150) is

found over the IP layer (IANA protocol number: 150).

Family: Network Service
Over: ip

Revision: 2

Risk level: 1

Tag: Not Used

18.199. IANA Unassigned Internet Protocol Number 151

The UNASSIGNED_IP_PROT_151 protocol (IANA Unassigned Internet Protocol Number 151) is

found over the IP layer (IANA protocol number: 151).

Family: Network Service
Over: ip

Revision: 2

Risk level: 1

Tag: Not Used

18.200. IANA Unassigned Internet Protocol Number 152

The UNASSIGNED_IP_PROT_152 protocol (IANA Unassigned Internet Protocol Number 152) is

found over the IP layer (IANA protocol number: 152).

Family:

Network Service

Over:

ip
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Revision: 2
Risk level: 1
Tag: Not Used

18.201.1ANA Unassigned Internet Protocol Number 153

The UNASSIGNED_IP_PROT_153 protocol (IANA Unassigned Internet Protocol Number 153) is
found over the IP layer (IANA protocol number: 153).

Family: Network Service
Over: ip

Revision: 2

Risk level: 1

Tag: Not Used

18.202. IANA Unassigned Internet Protocol Number 154

The UNASSIGNED_IP_PROT_154 protocol (IANA Unassigned Internet Protocol Number 154) is
found over the IP layer (IANA protocol number: 154).

Family: Network Service
Over: ip

Revision: 2

Risk level: 1

Tag: Not Used

18.203. IANA Unassigned Internet Protocol Number 155

The UNASSIGNED_IP_PROT_155 protocol (IANA Unassigned Internet Protocol Number 155) is
found over the IP layer (IANA protocol number: 155).

Family: Network Service
Over: ip

Revision: 2

Risk level: 1

Tag: Not Used

18.204. IANA Unassigned Internet Protocol Number 156

The UNASSIGNED_IP_PROT_156 protocol (IANA Unassigned Internet Protocol Number 156) is
found over the IP layer (IANA protocol number: 156).

Family: | Network Service
Over: ‘ ip

Revision: | 2

Risk level: ‘ 1

Tag: ‘ Not Used

18.205. IANA Unassigned Internet Protocol Number 157
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The UNASSIGNED_IP_PROT_157 protocol (IANA Unassigned Internet Protocol Number 157) is
found over the IP layer (IANA protocol number: 157).

Family: | Network Service
Over: ‘ ip

Revision: | 2

Risk level: ‘ 1

Tag: ‘ Not Used

18.206. IANA Unassigned Internet Protocol Number 158

The UNASSIGNED_IP_PROT_158 protocol (IANA Unassigned Internet Protocol Number 158) is
found over the IP layer (IANA protocol number: 158).

Family: Network Service
Over: ip

Revision: 2

Risk level: 1

Tag: Not Used

18.207.1ANA Unassigned Internet Protocol Number 159

The UNASSIGNED_IP_PROT_159 protocol (IANA Unassigned Internet Protocol Number 159) is
found over the IP layer (IANA protocol number: 159).

Family: ‘ Network Service
Over: | ip

Revision: ‘ 2

Risk level: | 1

Tag: ‘ Not Used

18.208. IANA Unassigned Internet Protocol Number 160

The UNASSIGNED_IP_PROT_160 protocol (IANA Unassigned Internet Protocol Number 160) is
found over the IP layer (IANA protocol number: 160).

Family: Network Service
Over: ip

Revision: 2

Risk level: 1

Tag: Not Used

18.209. IANA Unassigned Internet Protocol Number 161

The UNASSIGNED_IP_PROT_161 protocol (IANA Unassigned Internet Protocol Number 161) is
found over the IP layer (IANA protocol number: 161).

Family: Network Service
Over: ip

Revision: 2

Risk level: 1
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|Tag: ’ Not Used |

18.210. IANA Unassigned Internet Protocol Number 162

The UNASSIGNED_IP_PROT_162 protocol (IANA Unassigned Internet Protocol Number 162) is
found over the IP layer (IANA protocol number: 162).

Family: Network Service
Over: ip

Revision: 2

Risk level: 1

Tag: Not Used

18.211. IANA Unassigned Internet Protocol Number 163

The UNASSIGNED_IP_PROT_163 protocol (IANA Unassigned Internet Protocol Number 163) is

found over the IP layer (IANA protocol number: 163).

Family: Network Service
Over: ip

Revision: 2

Risk level: 1

Tag: Not Used

18.212. IANA Unassigned Internet Protocol Number 164

The UNASSIGNED_IP_PROT_164 protocol (IANA Unassigned Internet Protocol Number 164) is

found over the IP layer (IANA protocol number: 164).

Family: Network Service
Over: ip

Revision: 2

Risk level: 1

Tag: Not Used

18.213.1ANA Unassigned Internet Protocol Number 165

The UNASSIGNED_IP_PROT_165 protocol (IANA Unassigned Internet Protocol Number 165) is
found over the IP layer (IANA protocol number: 165).

Family: | Network Service
Over: ‘ ip

Revision: | 2

Risk level: ‘ 1

Tag: ‘ Not Used

18.214. IANA Unassigned Internet Protocol Number 166

The UNASSIGNED_IP_PROT_166 protocol (IANA Unassigned Internet Protocol Number 166) is
found over the IP layer (IANA protocol number: 166).
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Family: Network Service
Over: ip

Revision: 2

Risk level: 1

Tag: Not Used

18.215.1ANA Unassigned Internet Protocol Number 167

The UNASSIGNED_IP_PROT_167 protocol (IANA Unassigned Internet Protocol Number 167) is
found over the IP layer (IANA protocol number: 167).

Family: Network Service
Over: ip

Revision: 2

Risk level: 1

Tag: Not Used

18.216. IANA Unassigned Internet Protocol Number 168

The UNASSIGNED_IP_PROT_168 protocol (IANA Unassigned Internet Protocol Number 168) is
found over the IP layer (IANA protocol number: 168).

Family: Network Service
Over: ip

Revision: 2

Risk level: 1

Tag: Not Used

18.217.1ANA Unassigned Internet Protocol Number 169

The UNASSIGNED_IP_PROT_169 protocol (IANA Unassigned Internet Protocol Number 169) is
found over the IP layer (IANA protocol number: 169).

Family: Network Service
Over: ip

Revision: 2

Risk level: 1

Tag: Not Used

18.218. I1ANA Unassigned Internet Protocol Number 170

The UNASSIGNED_IP_PROT_170 protocol (IANA Unassigned Internet Protocol Number 170) is
found over the IP layer (IANA protocol number: 170).

Family: Network Service
Over: ip

Revision: 2

Risk level: 1

Tag: Not Used
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18.219. IANA Unassigned Internet Protocol Number 171

The UNASSIGNED_IP_PROT_171 protocol (IANA Unassigned Internet Protocol Number 171) is
found over the IP layer (IANA protocol number: 171).

Family: Network Service
Over: ip

Revision: 2

Risk level: 1

Tag: Not Used

18.220. IANA Unassigned Internet Protocol Number 172

The UNASSIGNED_IP_PROT_172 protocol (IANA Unassigned Internet Protocol Number 172) is
found over the IP layer (IANA protocol number: 172).

Family: Network Service
Over: ip

Revision: 2

Risk level: 1

Tag: Not Used

18.221.1ANA Unassigned Internet Protocol Number 173

The UNASSIGNED_IP_PROT_173 protocol (IANA Unassigned Internet Protocol Number 173) is
found over the IP layer (IANA protocol number: 173).

Family: Network Service
Over: ip

Revision: 2

Risk level: 1

Tag: Not Used

18.222. IANA Unassigned Internet Protocol Number 174

The UNASSIGNED_IP_PROT_174 protocol (IANA Unassigned Internet Protocol Number 174) is
found over the IP layer (IANA protocol number: 174).

Family: Network Service
Over: ip

Revision: 2

Risk level: 1

Tag: Not Used

18.223.1ANA Unassigned Internet Protocol Number 175

The UNASSIGNED_IP_PROT_175 protocol (IANA Unassigned Internet Protocol Number 175) is
found over the IP layer (IANA protocol number: 175).

Family: Network Service

Over: ip
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Revision: 2
Risk level: 1
Tag: Not Used

18.224. 1ANA Unassigned Internet Protocol Number 176

The UNASSIGNED_IP_PROT_176 protocol (IANA Unassigned Internet Protocol Number 176) is
found over the IP layer (IANA protocol number: 176).

Family: Network Service
Over: ip

Revision: 2

Risk level: 1

Tag: Not Used

18.225. IANA Unassigned Internet Protocol Number 177

The UNASSIGNED_IP_PROT_177 protocol (IANA Unassigned Internet Protocol Number 177) is
found over the IP layer (IANA protocol number: 177).

Family: Network Service
Over: ip

Revision: 2

Risk level: 1

Tag: Not Used

18.226. IANA Unassigned Internet Protocol Number 178

The UNASSIGNED_IP_PROT_178 protocol (IANA Unassigned Internet Protocol Number 178) is
found over the IP layer (IANA protocol number: 178).

Family: Network Service
Over: ip

Revision: 2

Risk level: 1

Tag: Not Used

18.227.1ANA Unassigned Internet Protocol Number 179

The UNASSIGNED_IP_PROT_179 protocol (IANA Unassigned Internet Protocol Number 179) is
found over the IP layer (IANA protocol number: 179).

Family: | Network Service
Over: ‘ ip

Revision: | 2

Risk level: ‘ 1

Tag: ‘ Not Used

18.228. IANA Unassigned Internet Protocol Number 180
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The UNASSIGNED_IP_PROT_180 protocol (IANA Unassigned Internet Protocol Number 180) is
found over the IP layer (IANA protocol number: 180).

Family: | Network Service
Over: ‘ ip

Revision: | 2

Risk level: ‘ 1

Tag: ‘ Not Used

18.229. IANA Unassigned Internet Protocol Number 181

The UNASSIGNED_IP_PROT_181 protocol (IANA Unassigned Internet Protocol Number 181) is
found over the IP layer (IANA protocol number: 181).

Family: Network Service
Over: ip

Revision: 2

Risk level: 1

Tag: Not Used

18.230. IANA Unassigned Internet Protocol Number 182

The UNASSIGNED_IP_PROT_182 protocol (IANA Unassigned Internet Protocol Number 182) is
found over the IP layer (IANA protocol number: 182).

Family: ‘ Network Service
Over: | ip

Revision: ‘ 2

Risk level: | 1

Tag: ‘ Not Used

18.231.1ANA Unassigned Internet Protocol Number 183

The UNASSIGNED_IP_PROT_183 protocol (IANA Unassigned Internet Protocol Number 183) is
found over the IP layer (IANA protocol number: 183).

Family: Network Service
Over: ip

Revision: 2

Risk level: 1

Tag: Not Used

18.232. IANA Unassigned Internet Protocol Number 184

The UNASSIGNED_IP_PROT_184 protocol (IANA Unassigned Internet Protocol Number 184) is
found over the IP layer (IANA protocol number: 184).

Family: Network Service
Over: ip

Revision: 2

Risk level: 1
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|Tag: ’ Not Used |

18.233. IANA Unassigned Internet Protocol Number 185

The UNASSIGNED_IP_PROT_185 protocol (IANA Unassigned Internet Protocol Number 185) is
found over the IP layer (IANA protocol number: 185).

Family: Network Service
Over: ip

Revision: 2

Risk level: 1

Tag: Not Used

18.234. IANA Unassigned Internet Protocol Number 186

The UNASSIGNED_IP_PROT_186 protocol (IANA Unassigned Internet Protocol Number 186) is

found over the IP layer (IANA protocol number: 186).

Family: Network Service
Over: ip

Revision: 2

Risk level: 1

Tag: Not Used

18.235. IANA Unassigned Internet Protocol Number 187

The UNASSIGNED_IP_PROT_187 protocol (IANA Unassigned Internet Protocol Number 187) is

found over the IP layer (IANA protocol number: 187).

Family: Network Service
Over: ip

Revision: 2

Risk level: 1

Tag: Not Used

18.236.IANA Unassigned Internet Protocol Number 188

The UNASSIGNED_IP_PROT_188 protocol (IANA Unassigned Internet Protocol Number 188) is
found over the IP layer (IANA protocol number: 188).

Family: | Network Service
Over: ‘ ip

Revision: | 2

Risk level: ‘ 1

Tag: ‘ Not Used

18.237.1ANA Unassigned Internet Protocol Number 189

The UNASSIGNED_IP_PROT_189 protocol (IANA Unassigned Internet Protocol Number 189) is
found over the IP layer (IANA protocol number: 189).
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Family: Network Service
Over: ip

Revision: 2

Risk level: 1

Tag: Not Used

18.238. IANA Unassigned Internet Protocol Number 190

The UNASSIGNED_IP_PROT_190 protocol (IANA Unassigned Internet Protocol Number 190) is
found over the IP layer (IANA protocol number: 190).

Family: Network Service
Over: ip

Revision: 2

Risk level: 1

Tag: Not Used

18.239. IANA Unassigned Internet Protocol Number 191

The UNASSIGNED_IP_PROT_191 protocol (IANA Unassigned Internet Protocol Number 191) is
found over the IP layer (IANA protocol number: 191).

Family: Network Service
Over: ip

Revision: 2

Risk level: 1

Tag: Not Used

18.240. IANA Unassigned Internet Protocol Number 192

The UNASSIGNED_IP_PROT_192 protocol (IANA Unassigned Internet Protocol Number 192) is
found over the IP layer (IANA protocol number: 192).

Family: Network Service
Over: ip

Revision: 2

Risk level: 1

Tag: Not Used

18.241.1ANA Unassigned Internet Protocol Number 193

The UNASSIGNED_IP_PROT_193 protocol (IANA Unassigned Internet Protocol Number 193) is
found over the IP layer (IANA protocol number: 193).

Family: Network Service
Over: ip

Revision: 2

Risk level: 1

Tag: Not Used
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18.242.1ANA Unassigned Internet Protocol Number 194

The UNASSIGNED_IP_PROT_194 protocol (IANA Unassigned Internet Protocol Number 194) is
found over the IP layer (IANA protocol number: 194).

Family: Network Service
Over: ip

Revision: 2

Risk level: 1

Tag: Not Used

18.243. IANA Unassigned Internet Protocol Number 195

The UNASSIGNED_IP_PROT_195 protocol (IANA Unassigned Internet Protocol Number 195) is
found over the IP layer (IANA protocol number: 195).

Family: Network Service
Over: ip

Revision: 2

Risk level: 1

Tag: Not Used

18.244. |IANA Unassigned Internet Protocol Number 196

The UNASSIGNED_IP_PROT_196 protocol (IANA Unassigned Internet Protocol Number 196) is
found over the IP layer (IANA protocol number: 196).

Family: Network Service
Over: ip

Revision: 2

Risk level: 1

Tag: Not Used

18.245.1ANA Unassigned Internet Protocol Number 197

The UNASSIGNED_IP_PROT_197 protocol (IANA Unassigned Internet Protocol Number 197) is
found over the IP layer (IANA protocol number: 197).

Family: Network Service
Over: ip

Revision: 2

Risk level: 1

Tag: Not Used

18.246.1ANA Unassigned Internet Protocol Number 198

The UNASSIGNED_IP_PROT_198 protocol (IANA Unassigned Internet Protocol Number 198) is
found over the IP layer (IANA protocol number: 198).

Family: Network Service

Over: ip
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Revision: 2
Risk level: 1
Tag: Not Used

18.247.1ANA Unassigned Internet Protocol Number 199

The UNASSIGNED_IP_PROT_199 protocol (IANA Unassigned Internet Protocol Number 199) is
found over the IP layer (IANA protocol number: 199).

Family: Network Service
Over: ip

Revision: 2

Risk level: 1

Tag: Not Used

18.248. IANA Unassigned Internet Protocol Number 200

The UNASSIGNED_IP_PROT_200 protocol (IANA Unassigned Internet Protocol Number 200) is
found over the IP layer (IANA protocol number: 200).

Family: Network Service
Over: ip

Revision: 2

Risk level: 1

Tag: Not Used

18.249. IANA Unassigned Internet Protocol Number 201

The UNASSIGNED_IP_PROT_201 protocol (IANA Unassigned Internet Protocol Number 201) is
found over the IP layer (IANA protocol number: 201).

Family: Network Service
Over: ip

Revision: 2

Risk level: 1

Tag: Not Used

18.250. IANA Unassigned Internet Protocol Number 202

The UNASSIGNED_IP_PROT_202 protocol (IANA Unassigned Internet Protocol Number 202) is
found over the IP layer (IANA protocol number: 202).

Family: | Network Service
Over: ‘ ip

Revision: | 2

Risk level: ‘ 1

Tag: ‘ Not Used

18.251. IANA Unassigned Internet Protocol Number 203
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The UNASSIGNED_IP_PROT_203 protocol (IANA Unassigned Internet Protocol Number 203) is
found over the IP layer (IANA protocol number: 203).

Family: | Network Service
Over: ‘ ip

Revision: | 2

Risk level: ‘ 1

Tag: ‘ Not Used

18.252. IANA Unassigned Internet Protocol Number 204

The UNASSIGNED_IP_PROT_204 protocol (IANA Unassigned Internet Protocol Number 204) is
found over the IP layer (IANA protocol number: 204).

Family: Network Service
Over: ip

Revision: 2

Risk level: 1

Tag: Not Used

18.253. IANA Unassigned Internet Protocol Number 205

The UNASSIGNED_IP_PROT_205 protocol (IANA Unassigned Internet Protocol Number 205) is
found over the IP layer (IANA protocol number: 205).

Family: ‘ Network Service
Over: | ip

Revision: ‘ 2

Risk level: | 1

Tag: ‘ Not Used

18.254. 1ANA Unassigned Internet Protocol Number 206

The UNASSIGNED_IP_PROT_206 protocol (IANA Unassigned Internet Protocol Number 206) is
found over the IP layer (IANA protocol number: 206).

Family: Network Service
Over: ip

Revision: 2

Risk level: 1

Tag: Not Used

18.255. IANA Unassigned Internet Protocol Number 207

The UNASSIGNED_IP_PROT_207 protocol (IANA Unassigned Internet Protocol Number 207) is
found over the IP layer (IANA protocol number: 207).

Family: Network Service
Over: ip

Revision: 2

Risk level: 1
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|Tag: ’ Not Used |

18.256. IANA Unassigned Internet Protocol Number 208

The UNASSIGNED_IP_PROT_208 protocol (IANA Unassigned Internet Protocol Number 208) is
found over the IP layer (IANA protocol number: 208).

Family: Network Service
Over: ip

Revision: 2

Risk level: 1

Tag: Not Used

18.257.1ANA Unassigned Internet 