








































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































TTL on Low setting, 709
tunnels, 134
two factor authentication, 536

with RSA SecureID™, 536

U
UDP Bidirectional Keep-alive setting, 721
UDP Idle Lifetime setting, 721
UDP Source Port 0 setting, 731
Unknown VLAN Tags setting, 150
unnumbered PPPoE, 156
updatecenter CLI command, 735
upgrading NetDefendOS

release notification alerts, 100
with an HA cluster, 697

uploading files with SCP, 53
URL filtering

with HTTPS, 419
with URL filter objects, 418

user authentication (see authentication)
user identity awareness, 529

IDA excluded users list, 534
identity awareness agent (IDA), 532
monitoring, 535
with a terminal server, 534

Use Unique Shared Mac (HA) setting, 692, 700

V
Validation Timeout setting, 58, 62
virtual LAN (see VLAN)
virtual private networks (see VPN)
virtual routers (see virtual routing)
virtual routing, 260

troubleshooting, 261
virtual systems (see virtual routing)
VLAN, 147

advanced settings, 150
license limitations, 149
port based, 148
port based VLAN, 150, 746
port based VLAN issues, 747
service VLAN, 151
TPID, 154
trunk, 148

voice over IP
with H.323, 395
with SIP, 384

VoIP (see voice over IP)
VPN, 545

encryption, 546
IPsec, 561
key distribution, 547
planning, 547
quick start guide, 549
SSL VPN, 618
troubleshooting, 631
usage, 545

W
Warning Level setting, 96
Watchdog Time setting, 731
WCF (see web content filtering)
webauth, 517
web content filtering, 415

active content handling, 415

allowing TCP port 9998 access, 420
dynamic content filtering, 419
dynamic WCF and HTTPS, 424
dynamic WCF audit mode, 424
dynamic WCF fail mode, 422
dynamic WCF override, 425
dynamic WCF whitelisting, 421
setting up dynamic WCF, 422
site reclassification, 425
static content filtering, 416
subscription expiry behavior, 736
URL whitelisting exclusion, 358
WCF performance log, 433
with IP policies, 427
with IP rules or IP policies, 415

web interface, 31, 33
access with CA signed certificates, 37
activating configuration changes, 37
cursor hover help, 37
default connection interface, 33
object cloning, 37
password caching prevention, 35
recommended browsers, 33
setting workstation IP, 34

WebUI (see web interface)
WebUI Before Rules setting, 62
WebUI HTTP port setting, 62
WebUI HTTPS port setting, 62
whitelisting

hosts and networks, 464
URLs, 358, 416
wildcarding, 416

wildcarding
in blacklists and whitelists, 374, 416
in IDP rules, 452
in static content filtering, 360

Windows CA certificate requests, 209
wireshark (see pcap)

X
X.509 certificates, 203
XAuth (see authentication)

Z
zonedefense, 702

availability by product, 702
exclude list, 704
limitations, 707
manual blocking, 704
switches, 703
with anti-virus, 439, 706
with FTP ALG, 365
with IDP, 453
with SMTP ALG, 375
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