D.Link | DGS-1210-10P Firmware Release

Firmware Version: 4.10.B022
Boot Code Version: 1.00.017
MIB Version: 4.10.B003
D-View Module Version: 4.0.0.5
Published: Sep. 23, 2016

These release notes include important information about D-Link switch firmware revisions. Please
verify that these release notes are correct for your switch:

- If you are installing a new switch, please check the hardware version on the device label;
make sure that your switch meets the system requirement of this firmware version. Please
refer to Revision History and System Requirement for detailed firmware and hardware
matrix.

- If the switch is powered on, you can check the hardware version by typing “show switch”
command via Telnet or by checking the device information page on the web graphic user
interface.

- If you plan to upgrade to the new firmware release, please refer to the Upgrade Instructions
for the correct firmware upgrade procedure.

For more detailed information regarding our switch products, please refer to Related
Documentation.

You can also download the switch firmware, D-View modules and technical documentation from
http://tsd.dlink.com.tw.
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Revision History and System Requirement:
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Upgrade Instructions:

D-Link Smart Switches support firmware upgrade via TFTP server. You can download the firmware
from D-Link web site http://tsd.dlink.com.tw, and copy the downloaded firmware to the TFTP
server folder. Please make sure that the TFTP server is accessible from the switch via networks.

Upgrade using CLI (via Telnet)

1. Make sure the network connection between the switch and PC is active.

2. Use software that supports telnet, for example, HyperTerminal or Telnet command in Microsoft
Windows, to connect to the switch. If you are using Telnet command, type the command followed
by the switch IP address, eg. telnet 10.90.90.90.

3. The logon prompt will appear.

The switch will prompt the user to enter his/her username and password. It should be noted that
upon the initial connection, both the default user name and password are admin.

To upgrade the switch firmware, execute the following command:

) Download firmware file from the TFTP
download{firmware_fromTFTP server to the switch.
tftp://ip-address/filename | cfg_fromTFTP

tftp://ip-address/filename?}

When completing firmware upgrade, the following messages will pop up.
Device will reboot after firmware upgraded successfully
Image upgraded successfully

4. Execute the following command to check the firmware version and switch’s information.

. Display the information of current
show switch firmware and boot version.

Example:

1. DGS-1210-52MP:
Command: download firmware fromTFTP tftp://10.90.90.91
DGS-1210-52MP-C1-4-00-064.hex
Device will reboot after firmware upgraded successfully
Image upgraded successfully

2. DGS-1210-52MP:
Command: show switch
DGS-1210-52MP> show switch
System name
System Contact
System Location

System up time : 0 days, 0 hrs, 2 min, 31 secs
System Time : 01/01/2014 00:02:19

System hardware version : C1

System firmware version : 4.00.064

System boot version : 1.00.016

System serial number : OBDES12105200
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MAC Address : 9C-D6-43-AA-58-77

Upgrade using Web-UI

1. Connect a workstation installed with java SE runtime environment to any switch port of the
device.

2. Open the web browser from the workstation and enter the IP address of the switch. The
switch’s default IP address is 10.90.90.90.

3. Enter administrator’s password when prompted. The password is admin by default.

4. To update switch's firmware or configuration file, select Tools > Firmware Backup &
Upgrade from the banner.

) whe
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r DEY Reset System

ﬁ Reboot Device

ﬁ Configuration Backup & Resto
ﬁ Firmmware Backup & Upgrade

5. Two methods can be selected : HTTP or TFTP

A s Ty R B T e e e = QO E
= =7TR

Sazkup frmware to fie ©  Bocewp )

L gysna femasanm fee fha { Brcese.. )

 uparade

e

TFT# Seresr 1P Audress

TETP Fw Sarrm

Hackup Inmaans Lo fe fack.e

Lhsgsste (e o His U grade

6. Select HTTP to upgrade the firmware to or from your local drive of PC.

a. Click Browse to browse your inventories for a saved firmware file
b. Click Upgrade after selecting the firmware file you want to restore
c. Click OK to continue with firmware upgrade

" Windows Internet Explore: =

@ The browser cennecticn will be disconnected,

and please de not apply other changes when upleading.
Reconnect to the device later when upleading completes.

[ OK ] [ Cancel ]

d. Click OK to continue with firmware upgrade

(5]

@ Do not leave the page or FW upgrade will be terminated

[ ok ][ cance |

e. Wait until the “Firmware Upgrade Successful” message pops up and login again after device
boots up.
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Firmware Backup and Upgrade

. Filetransfer done. Programming..., please wait for a few
— ‘mins.

Firmware Backup and Upgrade

N Firmware Upgrade Successiul Please login again after
——  gdevice boot up.

7. Select TFTP to upgrade the firmware to or from a remote TFTP server.
a. Enter the name of the firmware file located on the TFTP server
b. Click Upgrade after selecting the firmware file you want to restore
c. Click OK to continue with firmware upgrade

The browser connecticn will be disconnected,
and please do not apply other changes when upleading.
Reconnect to the device later when uploading completes.

[ OK ] [ Cancel ]

d. Wait until the firmware upgrade ends and login again after device boots up.

Firmware Backup and Upgrade

L, Start upgrading/backuping Firmware via TFTP...

Upgrade using D-Link Network Assistant

1. Connect a workstation installed with java SE runtime environment to any switch port of the
device

2. Execute D-Link Network Assistant
1 D D Link Network Assistant [_[of x|

A Commem | Advanced

T S - all [ c
Y 5 A (8] Z] = =G

Device Chengs. Time SNMP Fimware Backup e]
Settings Passwond Settings Upgrade Restor

Device List | Alums(0)

Device List

[ Sots ModelName ProductType  Device Hame  MAC Pvd v Device Time  Inferface  FW Version | HW Yersion  Serial Number | [P Mode  Protocol Versi

No Supported Devices Found
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3. Click Refresh button to search target switch

Hebwork Assistant

[ -[of <]
Common Advanced
L 1 @ e = | C

Devier Chang T SHMP Fimwer:  Backwpor Reboot Resst
Settings Passwonl Settings Upgade Resioe
Device List | Alarms(@)
Device List Search. Q
[] Swhs Mol Newe ProdustTyre  DevisoNams  MAC IPv4 IP6 Device Time  Infefocc  FW Yersion | HW Yersion  SerialNumber 1P Mode  Protx
[0 @ DE-IZI052 Swith

9CDEA3: 52:44:50 10909090

0130101000719 Port15  400.042 c1 QEDES12105200 Static IP DDE

4. Single click the icon of the column to choose the target switch

- [=]x]

M Common | Advanced
Gl L
hange

Device

Cl Time SNMP Firmware Backup or Reboot Reset
Settings Passvord Settings Upgrade Restore
Device List | Alarms(3)
Device List £ Refresh Search... a@
odel Namme  Pyoduct Type  Device Name  MAC IPud ity Device Time Inteface  FW Version HW Version  Serial Number IP Mode  Puotee

D D Link Network Assistant

BEEIE
— Common Advanced
A 2 = alt | ]
g ‘4 @ 7] = =S
Device Change Tims SHMP Firmuware Baslup or Retoot Reset
Settings Password Settings Upgrade Restoie
Devios List | Alarms(2)
Device List £ Refresh | Searh &
Status  Model Name  Peoduct Type  Device Name  MAC TPvd 1PvE Devize Time Liteface  FW Version  HW Version
ich 0

Serial Wumber  IPMode  Protx

5. Click Firmware Upgrade
button
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6. Select PC IP address is used to connect the target switch, then click Browse button and select
the firmware file (Model name_HW ver._FW ver. .hex) on your local hard drive.

(%)

Firmware Upgrde

‘ @ Fimvare Upgrade 1@ Confirm Summary

TFIP [P IlEIQEIQEIBQ vI

Tpgrade Selection (s ons fimam file for all devices (O Use a different fimnwars fils for sach device

DADES-1210-52-C1-4-00-042-ALL Jex

7. Click the checkbox and click "Submit” button to start firmware upgrade.

Firmware Upgrade ‘Xl

@ Confirm Summary

@ Firmsvare Upgrade

TFIP IP 10505089 Finnwaze File DADES-1210-52-C1-4-00-042-ALL hex

Apply to All Devices

IsSuprorted Model Name MAC IP Addwss Serial Number

Tes DES-1210-52 OC: DA 43 52:44:50 10903090 QEDES 2105200

Authentication

Noification
Waming * Do not dissomeet the network or eloe this progran during the upgrade process; UserNams _

wrecoverable damage to the devices may result. Pleass note that dwing the vperade process,

oy devices may oot
e

8. Once the message changed to success, click “"Close” button to complete and exit the firmware
upgrade
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Fimmware Upgrale X

@ Firmvare Upgrade > @ Confirm Summary ‘
Result [ seac. e |
Result Model Nare MAC IP Addess Details

I o DES-1210-52 CDA-4%52:44:50 10909000 Cormumand. has been succestully executed I

New Features:

Firmware New Features
Version

V4.10. B022 N/A
V4.10. B021 N/A
V4.10. B020 N/A
V4.10. BO19 N/A
V4.10. BO18 1. Add Capability Advertised feature.
V4.10. BO17 N/A
V4.10. BO13 N/A
V4.10. B012 N/A
V4.10. BO11 N/A
V4.10. BO0O8 N/A
V4.10. BOO5 N/A

1.Change default of EEE to disable.
V4.10. 004

2.Port Auto Downgrade (DGS-1210 series only)

diink e
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3.Legacy PD (PoE series only)

V4.00. B092 N/A
V4.00. BO87 N/A
V4.00. B086 N/A
V4.00. BO85 N/A
V4.00. B084 N/A
V4.00. BO83 N/A
V4.00. B082 N/A
V4.00. BO81 N/A
V4.00. BO78 N/A
V4.00. BO77 N/A
V4.00. BO76 N/A
V4.00. BO75 N/A
V4.00. B074 N/A
V4.00. BO72 N/A
V4.00. J066B N/A
V4.00.064 N/A
V4.00.063 N/A
V4.00.060 N/A
V4.00.057 N/A
V4.00.055 First Release
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Changes of MIB & D-View Module:

The new features of MIB file are also included in the corresponding D-View module. Please
download the D-View module from http://tsd.dlink.com.tw. For detailed changes of MIB content,

please refer to the modification history in each MIB file.

Firmware New Features
Version

V4.10

V4.10.

V4.10.

V4.10.

v4.10.

V4.10.

v4.10.

v4.10.

V4.10.

v4.10.

V4.10.

v4.10.

Vv4.00.

V4.00.

Vv4.00.

Vv4.00.

V4.00.
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. B022

B021

B020

BO19

BO18

BO17

BO13

BO12

BO11

BO0O8

BOO5

004

B092

B0O87

B0O86

BO85

B084

DGS-1210-10P-CX-4-10-B003.mib

DGS-1210-10P-CX-4-10-B003.mib

DGS-1210-10P-CX-4-10-B003.mib

DGS-1210-10P-CX-4-10-B003.mib

DGS-1210-10P-CX-4-10-B003.mib

DGS-1210-10P-CX-4-10-002.mib

DGS-1210-10P-CX-4-10-002.mib

DGS-1210-10P-CX-4-10-002.mib

DGS-1210-10P-CX-4-10-002.mib

DGS-1210-10P-CX-4-10-002.mib

DGS-1210-10P-CX-4-10-002.mib

DGS-1210-10P-CX-4-10-002.mib

DGS-1210-10P-CX-4-00-B017.mib

DGS-1210-10P-CX-4-00-B017.mib

DGS-1210-10P-CX-4-00-B017.mib

DGS-1210-10P-CX-4-00-B017.mib

DGS-1210-10P-CX-4-00-B017.mib

N/A

N/A

N/A

N/A

1. Add Capability Advertised object.

N/A

N/A

N/A

N/A

N/A

N/A

1. Port Auto Downgrade
2. Legacy PD

N/A

N/A

N/A

N/A

N/A
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V4.00. BO83 DGS-1210-10P-CX-4-00-B017.mib N/A

V4.00. B082 DGS-1210-10P-CX-4-00-B017.mib Add DHCPRetryTimes object.

V4.00. B081 DGS-1210-10P-CX-4-00-B016.mib N/A

V4.00. BO78 DGS-1210-10P-CX-4-00-015.mib ~ N/A

V4.00. BO77 DGS-1210-10P-CX-4-00-015.mib  N/A

V4.00. BO76 DGS-1210-10P-CX-4-00-015.mib ~ N/A

V4.00. BO75 DGS-1210-10P-CX-4-00-015.mib  N/A

V4.00. B074 DGS-1210-10P-CX-4-00-015.mib ~ N/A

V4.00. B072 DGS-1210-10P-CX-4-00-015.mib  N/A

V4.00. J066B DGS-1210-10P-CX-4-00-015.mib  N/A

V4.00.064 DGS-1210-10P-CX-4-00-015.mib  N/A
V4.00.063 DGS-1210-10P-CX-4-00-015.mib ~ N/A
V4.00.060 DGS-1210-10P-CX-4-00-015.mib  N/A
V4.00.057 DGS-1210-10P-CX-4-00-015.mib ~ N/A
V4.00.055 DGS-1210-10P-CX-4-00-015.mib  First Release

Firmware D-View Module File New Features
Version

V4.10. B022 DView_DGS-1210-10PC1_4.0.0.5_setup.exe N/A
V4.10. B021 DView_DGS-1210-10PC1_4.0.0.5_setup.exe N/A
V4.10. B020 DView_DGS-1210-10PC1_4.0.0.5_setup.exe N/A

V4.10. B019 DView_DGS-1210-10PC1_4.0.0.5_setup.exe N/A
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V4.10. BO18 DView_DGS-1210-10PC1_4.0.0.5_setup.exe N/A

V4.10. B017 DView_DGS-1210-10PC1_4.0.0.5_setup.exe N/A

V4.10. B013 DView_DGS-1210-10PC1_4.0.0.5_setup.exe N/A

V4.10. B0O12 DView_DGS-1210-10PC1_4.0.0.5_setup.exe N/A

V4.10. BO11 DView_DGS-1210-10PC1_4.0.0.5_setup.exe N/A

V4.10. BO0O8 DView_DGS-1210-10PC1_4.0.0.5_setup.exe N/A

V4.10. BOO5 DView_DGS-1210-10PC1_4.0.0.5_setup.exe N/A

DView_DGS-1210-10PC1_4.0.0.5_setup.exe Update the Digital

V4.10. 004 signature.
V4.00. B092 DView_DGS-1210-10PC1_4.0.0.2.exe N/A
V4.00. BO87 DView_DGS-1210-10PC1_4.0.0.2.exe N/A
V4.00. BO86 DView_DGS-1210-10PC1_4.0.0.2.exe N/A
V4.00. BO85 DView_DGS-1210-10PC1_4.0.0.2.exe N/A
V4.00. B084 DView_DGS-1210-10PC1_4.0.0.2.exe N/A
V4.00. B083 DView_DGS-1210-10PC1_4.0.0.2.exe N/A
V4.00. B082 DView_DGS-1210-10PC1_4.0.0.2.exe N/A
V4.00. BO81 DView_DGS-1210-10PC1_4.0.0.2.exe N/A
V4.00. B078 DView_DGS-1210-10PC1_4.0.0.2.exe N/A

SN
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V4.00. BO77 DView_DGS-1210-10PC1_4.0.0.2.exe N/A
V4.00. BO76 DView_DGS-1210-10PC1_4.0.0.2.exe N/A
V4.00. BO75 DView_DGS-1210-10PC1_4.0.0.2.exe N/A
V4.00. B074 DView_DGS-1210-10PC1_4.0.0.2.exe N/A
V4.00. B072 DView_DGS-1210-10PC1_4.0.0.2.exe N/A
V4.00. J066B DView_DGS-1210-10PC1_4.0.0.2.exe N/A
V4.00.064 DView_DGS-1210-10PC1_4.0.0.2.exe N/A
V4.00.063 DView_DGS-1210-10PC1_4.0.0.2.exe N/A
V4.00.060 DView_DGS-1210-10PC1_4.0.0.2.exe N/A
V4.00.057 DView_DGS-1210-10PC1_4.0.0.2.exe N/A
V4.00.055 DView_ DGS-1210-10PC1_4.0.0.2.exe First Release

Changes of Command Line Interface:

The section below only shows command line changes that may bring backward compatibility
issues with configuration settings for previous version of firmware.

Any new feature commands that do not have backward compatibility issues are not included in the
below section.

Firmware
Version

V4.10. B022 N/A
V4.10. B021 N/A
V4.10. B020 N/A

dlinﬁ%reen
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V4.10. BO19 N/A
V4.10. BO18 N/A
V4.10. BO17 N/A
V4.10. BO13 N/A
V4.10. B012 N/A
V4.10. BO11 N/A
V4.10. BO0O8 N/A
V4.10. BOO5 N/A
V4.10. 004 N/A
V4.00. B092 N/A
V4.00. BO87 N/A
V4.00. BO86 N/A
V4.00. BO85 1.Change default of EEE to disable.
V4.00. B084 N/A
V4.00. BO83 N/A
V4.00. B082 N/A
V4.00. B081 N/A
V4.00. BO78 1.LLDP/LLDP-MED default disabled
V4.00. BO77 N/A
V4.00. BO76 N/A
V4.00. BO75 N/A
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V4.00. B074 N/A
V4.00. B072 N/A
V4.00. J066B N/A
V4.00.064 N/A
V4.00.063 N/A
V4.00.060 N/A
V4.00.057 N/A
V4.00.055 First Release

Problem Fixed:

Firmware Problems Fixed
Version

1. DGS-1210 rev.C1 DoS prevention blocks NTP [DRU20160823000001-Russia]
V4.10. B022 2

. PoE port state setting is not kept after rebooting the
switch[DI120160907000002-Japan]

w1

1. SNMP Community Name needs to support special characters

2.DGS-1210: Manual / Sync Time Settings with TimeZone settings
[DUSA20160730000002-USA].

V4.10. B021
3. DGS-1210-52P issue with link aggregation.[DRU20160811000004-Russia]
4.DGS-1210 rev.C1 can't configure DOS attack prevention
[DRU20160819000001-Russia].
V4.10. B020 1. Fix Capability Advertised web issue.
1. Fix Capability Advertised web issue.
V4.10. B019 2. The same poe issue with case:
DGC20160406000001[DGC20160523000002-Taiwan)].
V4.10. BO18 1. VLAN ID can’t save [DEUR20160510000007-Eastern Europe].
V4.10. BO17 1. PORT DESCRIPTION IS NOT
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PROPAGATED[DEUR20160420000006-Eastern Europe]

V4.10. BO13 1. DGS-1210-52 issue with CARP entries [DRU20160216000002-Russia].

1. Fix Switch Web Server issue, WebUI blocked by Kaspersky antivirus

[DRU20160125000007-Russia].
V4.10. BO12
2.DGS-1210-28 DNA and host IP address [DEUR20160204000002-Central

Europe].

1. Remove web login timeout to improve user-experience.
V4.10. BO11
2. Fix browser auto save website account and password incorrect issue.

V4.10. BO0O8 1. Fix change password with special characters, cannot login issue.

1. DGS-1210 DHCP Enhancement for Whitesky.
V4.10. BO0O5 2. DGS-1210-28 save configuration failed | [DGC20151217000003-China]

3. Increase security with web login.
V4.10. 004 1. For formal release

1. [DEUR20151120000003-Eastern Europe]Test Case that Port mirror does not

V4.00. B092 . : .
mirror outgoing traffic.

1. Make sure the issue of user can download configuration file with any
V4.00. BOS7 authentication will be fixed.

2. Configuration backup button not work.

Fix Security Incident Report issue, that include

1. Change the password field in the html file to replace with “check” or other
suitable field.

2. To remove the concern, we suggest to run hash on the client side, too. In other
words, please change the java script to make sure client will send out new
password which is been hashed and send to switch. Then switch need to run

V4.00. BO86 hash with its original password and compare these two string are the same.

3. Gamebit value should be hashed. It will help to make sure to randomize
gamebit value from user point of view.

4. Make sure the issue of user can download configuration file with any
authentication will be fixed.

Fix [DEUR20150529000006]DGS-1210-28 — VoiceVLAN (DGS-1210 series only)

V4.00. B0O85

1. Fix Samsung SENS RC420 cannot ping correctly when EEE enabled. (D-track




D.Link | DGS-1210-10P Firmware Release Notes

DI20151015000004-Korea).
2. Change external PHY as master preferred mode (DEUR20151012000003).

3. Enable IEEE802.3az EEE Fast Ethernet connection
failed.(DGC20151019000003-China).

V4.00. B084 1. Change default of EEE to disable.

1. DGS-1210 WebSmart wrong stp cost on lacp links
V4.00. BO83 [DRU20150907000006-Russia].

2.DGS-1210 rev.B1 reboots| DRU20150907000005-Russia].

1. HQ20150921000011: ACL question[DGC20150921000002-Taiwan]

2. Add DHCP retry time for [DUSA20150721000002]DGS-1210 DHCP client
V4.00. B082 mode stops similar to case DUSA20131128000001

3. HQ20150820000009: LACP Issue with Windows Server
2012R2[DEUR20150819000004-UKI]

1.[DRU20150729000002]DES-1210 dos prevention blocks ip phones traffic.

2.[DRU20150903000003-Russia]DES-1210-28P issue with adding port to vian.

V4.00. BO81
3. [DUSA20150820000002]DHCP for management on DGS-1210-28 C1 for
VLAN 1 affecting VLAN 2.
V4.00. B0O78 1. Power budget assignment per port with LLDP[DI20150602000006-Japan
1. Fix issue: DGS-1210 DHCP client mode stops similar to case
DUSA20131128000001[DUSA20150721000002-USA].
V4.00. BO77 2. Fix issue:[HQ20150707000001]DGS-1210-28 Lease renewal DNS and

nslookup issue - DHCP option 12[DUSA20150707000001-USA]

3. Fix the filter unregistered multicast feature doesn't work issue.

1. Fix [HQ20150814000010]DGS-1210-10P the Admin password can be
V4.00. BO76 changed by everybody without knowing the Admin
password.[DEUR20150813000005-Central Europe].

V4.00. BO75 1. PoE AT port add 2-Event Physical Layer classification in default.

1. OpenSSL issue: CVE-2015-1789 (OpenSSL before 0.9.8zQ)
https://web.nvd.nist.gov/view/vuln/detail?vulnld=CVE-2015-1789

0L (207 2. [DGC20150626000004-Taiwan]MAC ACL function problem.

3. [DEUR20150722000006-Central Europe]DGS-1210 - VLAN LBD issue.

een

.
-
~
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[DEUR20150420000001-Eastern Europe]IGMP Leave is sent with wrong Source

V4.00. B072 P

V4.00. J066B DGS-1210 C1 Factory setting for EEE function[D120150226000004]
V4.00.064 Fix IPv6 TFTP Fw backup fail.

V4.00.063 Fix config backup page at DE language issue.

V4.00.060 Fix wrong DE word for Multilanguage.

V4.00.057 Change default LLDP global settings as enabled.

V4.00.055 First Release

* D-Link tracking number is enclosed in ()
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Known Issues:

Firmware Wo
Version
1. The DUT exist Head of Line blocking issue via Jumbo
Frame packets. (Limitation)

&% SmariCounters

File Edit Iree Actions Selection Yiew Format Window Help
“EHPE tBR 4 1Y B0 BED O

% Port Counters for 4 ports - (untitled)*
Rates | Rates | Rates  Rates
1-01 LAN-3300A| 1-02 LAN-3300A 2-01 LAN-3300A 2-02 LAN-3300A

Tx Frames 0
Rx Frames 0
Tx Bytes , 0
Rx Bytes 62,364,477
Tx Triggers 0
0
0
0
0
7

1247821 1247382
Rx Triggers
Collisions

CRC Errors
Alignment Errors
OverSize 6,767 |
4 i) | o
Counters for 4 ports Rates Only  Concise Vier Updating B4

_.
W

2. When the input invaild characters in the SSH User
Authentication appear unusual characters. (Known

Issue)
- System
B
ﬁgzgunuinns UserName 3dmin
ﬁ‘rsgcunw Auth. Mode Host Based 7]

2 Trusted Host

V4.00.055 & rutssouny gy L None
" " 2 Traffic Segmentation HostIPv4 address O

2 Safeguard Engine
2 Storm Control HostIPv6 address r
2 ARP Spoofing Prevention o
2 DHCP Server Screening E
BosL
2 DoS Prevention Settings
{5 SsH

2 SSH Settings

2 SSH Authmode and Algoritr

G onmn |oomuser munenuGaIOn LSS e |
BuLan
L2 Funcions Total Entries : 1
. S 2 T T
2 Trusted Host admin Hosthased ;ﬁmm _ Edit
2 Port Security '
2 Traffc Segmentation # Host Name should be less than 33 characters.

2 Safeguard Engine
2 Storm Control
=) ARP Spoafing Prevention
= DHCP Server Screening
28L
2 DoS Prevention Settings
{5 SsH
) SSH Settings
2 SSH Authmode and Algoritr
=1SSH User Authentication L

S
nitoring =7

3

G
Mol

3. When we setting invaild value, has not warning message.
Then can't add second account. (Known Issue)
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B =
B
9 L2Funcins 802.1X User Passord Confirm Password

T T N T

E Qs
2 Bandwidth Control ‘

2 8024pDSCPMo8
B Secury

-2 Trusted Host

2 Port Securty

Traff ta

iy
-2 Storm Control

2 ARP Spocfing Prevention
2 DHCP Sener Screening
- 85L

2 DoS Prevention Settings
s

- SmattBinding
B T
S
T
N 24 whaX

N
\

Total Entres: 0

Setings
o

>

ing

- lonitoring

4. When set not exist VLAN ID ,system doesn't display error
message. (Known Issue)

‘Buikdng Networks for People

Filtering Mode

Forward Unregistered Groups !I

AT i)
{ %o vL2N Port Setige
2 Voice Desice List
2 Auto Suneliance VLAN
- L2 Functions
2 Jumbo Frame

2 Port Mimoring i = ﬂlnil T ‘
2 Loopback Detection ‘ ittale

m

2 MAC Address Table
2 StaicMAC
2 Dinamic Fonwarding Tal|
i Spanning Tree
2 STP Global Sefings
2 STP Port Settings
=i Link Agaregation
2 Port Trunking
5 LACP Port Seffings
5 Mulicast
2 1GHP Snooping
2 MLD Snooping
2 Multicast Forwarding
o

5. The ACL IP not incorrect ,but not pop-up error message.
(Known Issue)

- = Traffic Segmentation | = =
= Soeniairone |.1Pva Stardard Access Rule st ... 0 ssfegierd |

£ Storm Control
£ 4RP Spocting Prevention s P
2 DHCP Senver Sresning Semnato (- [
- S -
- onkad Source [Soect 5]  aswess [poosoagwose | mask 5000
E‘S""" 8inding Destnation Specti 5]  Addess [192168.105 sk 5000 |
S 2 :
£ RADIUS Server Addion Pemnit |
- LT —
S@ACL iody (0.7)
B ACLY IF Replace Priority
CL Access Group - e
2 ACL Hardware Resource St | o | s |
S@EsuP
S @se
2 SNUP Global Setings
— 2 SN User
2 S Group

2 SNUIP View
2 SNP Community
—2 SNAP Host
— 2 SNUP Engine ID
E§FRMON

ot
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‘Buiding Networks for People

T

2 Traffic Sepmentaion 3 :
2 sinign | PuéStacaaAccessRuelst . Sefeguard
1 Storm Control
-2 4RP Spoafing Prevension Tioe {278
- 2 DHCP Senver Screening "
vy :eﬁsq;;u MNa. (1
2 DoS Prevention Seftings

EgssH Source Speciy E Mask (255000
é‘smmimg Destination [soecty 5]  addess [192158108 Mask 255000 |
L N - ]
2 RADIUS Senver Adtion [Pemit |
E@anzi s
EgAcL y (07)
IF Replace Priorty

~24C 0 i
2 ACL Hardware Resouros St
& @S
E@suP
2 SNUP Global Sefings
2 SNMP User
2 SNWP Growp
2 SNUP View
2 SNUP Community
2 SNUP Host
2 SNUP Engine D
E-SRUON

%
2 RUNN Ginhal Saffinns

_ ek | ey |

6. SNTP server can not setting ipv4 10.255.0.255. (Known
Issue)

7. Traditional Chinese and Simplified Chinese translation
description is different on ARP Spoofing Prevention
Setting. (Known Issue)

~2EHH

-2R0RR B4
e B0

-2Hee ) ERONSE

ERES kit
[

-2 DHPREETE

E’SSI.

/| RPRRTESLCHENGE - XR ANERRESHR bArERsheiCet ARNE

LA,
L iR R IARROR AP RRTE ) B AY

JExit244) |

ez #2880 =
SREE 7 B3 EER.

W‘; 7 1 RPESRIBUC RS R BETIER H RO B LCHRRRE LI

Rovter Gateua
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8. Port Trunking page Port number is not identical. (Known
Issue)

‘. DGS-1210-10°
# i System
= VAN
& #PLaFncons Lik Aggregation  Ognatled @ Disabled ey ]
1 Jumbo Frame.
2 Port Mimaring
1 Loopback Detection
% BBMAC Address Tabie Link Agprepation Seiags
& Bepaaeg e coplot @ e [P

& @ Unk Agoregation

l

B

£ LACP Port Semngs
@ [ Muticast
® @S

|

© Baos # Masarrum B ports in stabc group and 8 ports in LACP grow
@ 8 Secunty Trunking list

= @A

@ BACL

= P

& @ SP

® @ Mantoring

‘V |

9. Port Description can't set ~!@#$%"&*()_+{}[]\=- to the
table. (Known Issue)

Ivald gort descrption

10. When test control PC port to DUT it will pop-up error
message. (Known Issue)

DLink =
Buikding Networks for People | admin - 10909046

X Tools v 4% Wzad € Hep 1B Logout

= Tl VLAN Port Setinge
2 Vaice Device List
2 Auto Surveillance VLAN Cable Length (meters)
B+ L2 Functions

2 Jumbo Frame

2 PortMirroring

2 Loopback Detection
¥ 1AC Address Table
[ Spanning Tree

[ Link Aggregation
@ Muticast
Bgae ™ 1. fcable lengths displayed as "N it means the cable length s "Not Available". Thisis due to the portbeing unable to
wine nhinin anhin Innnbhinithar hanninn itn linl anandin AL s ANALL aebhn anhinn (innd arn kealian Andlne had in aiinlibs

‘The cable diagnostics feature is designed primarilyfor administrators or customer senvice representatives to verify and test
copper cables; it can rapidly determine the quality o the cables and the tipes of error

11. When Loopback Detection Global setting disable but per
port enable, LACP does can not enable.. (Known Issue)
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1

CL 3

£ PyE Neightor Settings

2 Passward

2 Port Settings

2 Port Descrigen

2 DHCP Auto Corfiguration

-JDHCP Relay

2 DHCP Lacal Relay Settmgs

2 DHOP/B Retay Setings Recaver Tme

2 SyslogHost {0 or B0-1000000)

2 Time Profle

2 Poner Saving

 EEE802 32z EEE settings

2 DLk Discover Pratocel Disetizd Refs |[ ooty ]
BN
E-§§L2 Functions Pott Siate Loog Status

2 Jumbo Frame

nterval {1-32787)

From Port ToPort Sate

12. The DUT LBD and STP port state settings
still need to confirm global settings. When LBD
global settings disable, the STP port state should allow
enable even LBD port state keep in enable state. Please
refer to attach file. D-Link Lab respond known issue.
STEP
STP Global Settings -> Enabled
STP per Port Settings ->All port State : Disable
Loopback Detection -> Global Settings and All port state

to Enable
STP Global Settings -> first change Global state to

Disable then Enabled.

(Known Issue)

13. When delete IPv6 trust host, the DUT does not pop-up
warning message, but IPv4 trust host support it. (Known
Issue)

TrustedHost @ Enabled € Disabled

@ puddess | Nemask [24 (266265.2650)

€ 1Py6 Address | | prefix [ | 1-128)

evention
reening

3ettings
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Related Documentation:

- DGS-1210-10P Series User Manual
- DGS-1210-10P Series Getting Started Guide
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