DGS-1210-52MP
HW F1
FW 6.00.8021

10.90.90.90 / admin

Enter your password
Password | m
Language | English v

| OK I | Cancel I
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Surveillance Mode

B DGS-1210-52MF) : .
5 5 System | Devicelnformaton ... ') Sefeguad
i VLAN
8 L2 Functions Device Information
-ﬁ L3 Functions Device Type DGES-1210-52MFP Gigabit Ethermet Switch  System Name
-ﬁ QoS Boot Version 1.00.009 System Location
8 Security Firmware Version 6.00.B021 System Time 01/01/2017 00:03:49
g i’é’: Hardware Version F1 System Up Time Eéli’fa;;” hours , 5 mins , 23
'ﬁ FoE Serial Number 534L2HB000496 Login Timeout (minutes) 5
s SNMP i MAC Address 78-32-1B-0A-D3-01
(][ Monitoring
IP Address Information
IPv4 Address 10.90.90.90
Subnet Mask 255.0.0.0
Default Gateway 0.0.0.0
IPv6 Global Unicast Address
IPvE Link-Local Address
Device Status and Quick Configurations
RSTP Disabled Settinas SNMP Status Dizabled Settings
s :.":"_:-‘_ Port Mirroring Dizahled Setlings B802.1X Status Dizahled Settings
Storm Control Disabled Settings Safeguard Enging Enabled Setlings
DHCP Client Dizahled Settinos IGMP Snooping Dizahled Settinos
Jumbo Frame Dizahled Setlings Power Saving Enabled Setfings
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‘s Save " Tools «

T
EX s

: DGS-1210-52MP
@ System
= Password
Port Setlings
=| Port Description
=] DHCP Autoe Configuration
DHCP Relay
DHCP Local Relay Settings
=) DHCPvE Relay Settings
[ System Log Configuration
= Time Profile

Power Saving
- = IEEE802 33z EEE settings
- = D-Link Discover Protocol

- = Firmware Information
- VLAN
[+ L2 Functions
[ L3 Functions
&1l QoS
- Security
£
£
[
£
£

- ARA

- ACL

[ PoE

- SNMP
-8 Monitoring

e
g

Wizard Help =2~ Surveillance Mode

® static ' DHCP ' BOOTP

Interface Mame [System |
VLAN Name [default |
Interface Admin State |Enabled v
IPv4 Address [10.80.90.90 |
Netmask |8 (255.0.0.0) v |
Gateway [0.0.0.0 |
DHCP Option 12 State: | Disabled v
DHCP Option 12 Host Name [DGs-1210-52MP |
DHCP Retry Times (0-120) 7 |

System Information

System Name | Bl
System Location | |
Login Timeout (3-30 minutes) |5 |

Apply




1 §] )
= Save - %

: DGS-1210-52MP
=l-{@ System

DHCPvE Relay Settings
System Log Configuration
Time Profile

Power Saving

=| IEEE8B02 3az EEE settings
=) D-Link Discover Protocol
Firmware Information

- [ VLAN

i@ L2 Functions

[ L3 Functions

- QoS

- [ Security

- AAA

- ACL

- [ POE

- [ SNMP

- Monitoring

o 0 OO o 0 e IO s O s IO e OO O e O P

Surveillance Mode

admin - 10.90.90.49

e

i

&2 Logout

Old Password
MNew Password
Confirm Password

# Maximum 20 characters.

Apply
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=

m Save - { Toos

- VLAN
- L2 Functions
- L3 Functions
-l QoS

il Security
- AAA

- ACL

- POE

-l SNMP

: DGS-1210-52MP
S

System
= System Settings
Password

Port Settings|

Port Description

- = DHCP Auto Configuration
[8 DHCP Relay

.= DHCP Local Relay Settings

- = DHCPvE Relay Settings

[ System Log Configuration

- 2 Time Profile

Power Saving

-2 IEEE802 3az EEE settings

D-Link Discover Protocol
Firmware Information

-l Monitering

Surveillance Mode

admin - 109090 49

From Port To Port Speed MDUMDIEX Flow Control Auto Downgrade
[0 v | 52 v | Auto \ | Auto v | Disabled ¥ |
Capability Advertised |« 10_half 1 10_full #/ 100_half 1#/ 100_full 1#/ 1000_full
Port Link Status Speed MDI/MDIX Flow Contral Auto Downgrade Capability Advertised | ~
] 1000 Full Auto Auto Disabled Disabled 10_ha...
02 Link down Auto Auto Disabled Disabled 10_ha...
03 Link down Auto Auto Disabled Disabled 10_ha...
04 Link down Auto Auto Disabled Disabled 10_ha...
05 Link down Auto Auto Disabled Disabled 10_ha...
06 Link down Auto Auto Disabled Disabled 10_ha...
o7 Link down Auto Auto Disabled Disabled 10_ha...
05 Link down Auto Auto Disabled Disabled 10_ha...
09 Link down Auto Auto Disabled Disabled 10_ha...
10 Link down Auto Auto Disabled Disabled 10_ha...
11 Link down Auto Auto Disabled Disabled 10_ha...
12 Link down Auto Auto Disabled Disabled 10_ha...
13 Link down Auto Auto Disabled Disabled 10 _ha...
14 Link down Auto Auto Disabled Disabled 10_ha...
15 Link down Auto Auto Disabled Disabled 10_ha...
16 Link down Auto Auto Disabled Disabled 10_ha...
17 Link down Auto Auto Disabled Disabled 10 _ha...
18 Link down Auto Auto Disabled Disabled 10_ha...
19 Link down Auto Auto Disabled Disabled 10_ha...
20 Link down Auto Auto Disabled Disabled 10_ha...
21 Link down Auto Auto Disabled Disabled 10_ha...
22 Link down Auto Auto Disabled Disabled 10_ha...
23 Link down Auto Auto Disabled Disabled 10_ha...
24 Link down Auto Auto Disabled Disabled 10_ha...
25 Link down Auto Auto Disabled Disabled 10_ha...
26 Link down Auto Auto Disabled Disabled 10_ha... -
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* DGS-1210-52MP —
& 4 System | PortDescripon ... ' Sde;grd
- 2 System Settings
= Password From Port To Port Description
v
B 52 | |
-2 DHCP Auto Configuration
DHCF Relay —
DHCP Local Relay Settings Port | Description |
DHCPvG Relay Settings 01
System Log Configuration 02
03
04
.= IEEE802 3az EEE seftings 05
D-Link Discover Protocol 08
.2 Firmware Information o7
- VLAN 08
- L2 Functions 09
[ L3 Functions 10
- Q05 1
B Security 12
B AAA 13
- ACL 14
[+ PoE 15
[+ SNMP 16
- Monitoring 17
18
19
20
21
22
23
24
25
26
27
28
29
a0
31
2 .
29




[¥] DGS-1210-52MP x W\

& C O |® Not secure | 10.90.90.90/homepage.htm

D-Link

Building Networks for People
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: DGS-1210-52MF
El-{@ System

- 2 System Settings
Password
Port Settings
Port Description
. If DHCP Aute Configuration is enabled, the switch will load a previously saved configuration file from TFTP server after every boot up.

[ DHCP Relay

.= DHCP Local Relay Settings
- = DHCPvE Relay Settings
[ System Log Configuration
- 2 Time Profile
- =] Power Saving
-2 IEEE802 3az EEE settings
D-Link Discover Protocol
- Firmware Information
- VLAN
- L2 Functions
- L3 Functions
-l QoS
il Security
- AAA
- ACL
- POE
-l SNMP
-8 Monitering

DHCP Auto Configuration ' Enabled  ® Disabled

# |ithe switch is unable to complete the Auto Configuration process, the last configuration file saved in switch flash memory will be loaded.
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EHE

-
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-
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E
E
-
E
E
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: DGS-1210-52MP

System

-2 System Settings

Password
Port Settings

- = Port Description

DHCP Auto Configuration

{& DHCP Relay

=] DHCP Relay Global Setting

= DHCP Relay Interface Setti
DHCP Local Relay Settings

- = DHCPvE Relay Settings

System Log Configuration

- 2 Time Profile

Power Saving
|IEEES02 33z EEE settings
.= D-Link Discover Protocol

- = Firmware Information

VLAMN

L2 Functions
L3 Functions
QoS

Security

- AAA
- ACL

PoE
SNMP

Monitoring

Surveillance Mode

DHCP Relay State
DHCP Relay Hops Count Limit (1-16) |4 |
DHCP Relay Time Threshold (0-65535) |n |
DHCP Relay Agent Information Option 82 State
DHCP Relay Agent Information Option 82 Check
DHCP Relay Agent Information Option 82 Policy

DHCP Relay Agent Information Option 82 Remote ID

| Default v ||78-32-1B-0A-D3-01

Apply
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: DGS-1210-52MP
El-{@ System
- 2 System Settings

Password Interface [System |
Port Settings

-2 Port Description Server IP | |
- = DHCP Auto Configuration
{& DHCP Relay
=) DHCF Relay Global Setting DHCP Relay Interface Table
B
2 DHCP Local Relay Settings interface . Severt . Sere2  Served  Seed |
- = DHCPvE Relay Settings
System Log Configuration
- 2 Time Profile
--=] Power Saving
|IEEES02 33z EEE settings
.= D-Link Discover Protocol
- = Firmware Information
G-l VLAN
[#-f L2 Functions
[+ L3 Functions
[+ QoS
B+ Security
- AAA
[
£
£
£

- ACL

- POE

- SNMP
+-fi Monitering
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: DGS-1210-52MP
El-{@ System
- 2 System Settings

= Password DHCF Local Relay Status | Enabled ® Disabled
Part Settings

- = Port Description

= DHCP Auto Configuraticn Config DHCP Local Relay for VLAN
{4 DHCP Relay

= DHCP Relay Global Setting Config VLAN by: VD " | | Stale | Disabled v

= DHCP Relay Interface Setti
DHCP Local Relay VID List :
- = DHCPvE Relay Settings

System Log Configuration
.= Time Profile

- = Power Saving

|IEEES02 33z EEE settings
.= D-Link Discover Protocol
- = Firmware Information
G-l VLAN

[#-f L2 Functions
[ L3 Functions
[+ QoS
B+ Security
£

£

£

£

£

- AAA

- ACL

- POE

- SNMP
i@ Monitering
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‘m Save { Tools ~

EHE

: DGS-1210-52MP

System

-2 System Settings

= Password
Port Settings

- = Port Description

DHCP Auto Configuration

{& DHCP Relay

=1 DHCP Relay Global Setting
= DHCP Relay Interface Setti
DHCP Local Relay Settings

DHCPv6 Relay Setiings|

System Log Configuration

.= Time Profile

Power Saving
|IEEES02 33z EEE settings

.= D-Link Discover Protocol
- =] Firmware Information
G-l VLAN

[#-f L2 Functions
[ L3 Functions
[+ QoS

B+ Security
- AAA

- ACL

- PoE

B+ SNMP

[#1-fi Monitering

Surveillance Mode

DHCPvE Relay State
DHCPvE Relay Hops Count Limit (1-32)
DHCPvE Relay Option37 State

DHCPvE Relay Option37 Check
DHCPvE Relay Option37 Remote ID Type

| Disabled

|4

| Enabled

| Enabled

| Default

[78-32-1B-0A-D3-01

Apply

Interface |System
DHCPv6G Relay Interface Table
Server Address
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: DGS-1210-52MP
El-{@ System

- 2 System Settings
Password Systemlog ' Enabled ® Disabled
Port Settings
=| Port Description

DHCF Auto Configuration System Log Save Mode Settings
DHCP Relay

DHCP Local Relay Settings Save Mode minutes (1-65535)

- = DHCPvG Relay Settings “
{& System Log Configuration Apply
SysLog Host

- & Time Profile

Power Saving

|IEEES02 33z EEE settings
.= D-Link Discover Protocol
- = Firmware Information
G-l VLAN

[#-f L2 Functions
[ L3 Functions
[+ QoS
B+ Security
£

£

£

£

£

Zave Log

W

- AAA

- ACL

- POE

- SNMP
i@ Monitering
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: DGS-1210-52MP
El-{@ System

- 2 System Settings
Password
Port Settings

s s P s . soer
= Port Description BIver ress IPv4[0.0.0.0 everity All v
= DrCP Ao Cotgurao L i— ety

T ek pta |
DHCP Local Relay Settings JL AT S 514

DHCPvE Relay Seftings Time Stamp Enabled v

{& System Log Configuration

= System Log Settings
SysLog Host

2 T Promts

- = Power Saving

|IEEES02 33z EEE settings

.= D-Link Discover Protocol

- = Firmware Information

G-l VLAN

[#-f L2 Functions

[ L3 Functions

[+ QoS

B+ Security

E

E

£

£

[

- AAA

- ACL

- POE

- SNMP
i@ Monitering
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‘m Save ' Tools «

: DGS-1210-52MF
El-{@ System
- 2 System Settings
Password
Port Settings
=| Port Description
DHCP Auto Configuration
DHCP Relay
DHCF Local Relay Settings
- = DHCPvG Relay Settings
[ System Log Configuration
-8
Power Saving
-2 IEEES02.3az EEE settings
D-Link Discover Protocol
- 2 Firmware Information
- VLAN
-8 L2 Functions
- L3 Functions
-l QoS
-l Security
- AAA
- ACL
- POE
-l SNMP
-8 Monitering

Surveillance Mode

Time Profile
Profile Name |

Time(HH M) Start Time End Time

Weekdays L Jgun L/ Mon ) Tue L Wed L) Thu L Fri L) 3at

pate O FromDay (2011 v |[1 v|[1 7| Y[ v |[1 v]

Total Entries:0
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=
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Wizard ® Help -~ #* Surveilance Mode 22 Logout

_'.: DGS-1210-52MP

E-f@ System

System Setlings

----- Password

Port Setlings

=/ Port Description

DHCF Auto Configuration
DHCP Relay

DHCP Local Relay Settings
DHCPvG Relay Settings
System Log Configuration
Time Profile

=) IEEES02. 3az EEE settings
D-Link Discover Protocel

----- Firmware Information
[+ VLAN

[+ L2 Functions
[+ L3 Functions
&l QoS

- [ Security
- AAA
E
[
[
£

- ACL

- PoE

-l SNMP

- i Monitoring

Global Settings
Cable Length Detection/Link Status Detection ® Enabled ' Disabled

Apply

Advanced Power Saving Settings

Type Stae
Time Profile 1 LED Shut-off Time Profile 2
Port Shut-off
| Select All | | Clear | | Apply |
(ot 01 l02 |03 09 10 |11 112 113 |14 15 16 17 |18 |19 |20 |21 |22 |23 |24 |25 |26 |

[Port (27 |28 |20 (30 |31 |32 [33 |34 |35 |36 |37 |3 (39 (40 |41 |42 |43 |44 |45 |46 |47 |48 |49 |50 |51 |52 |

Summary

Time Profic 1 Time Frofie 2
LED Shut-off Disabled None
System Hibernation Disabled All Port
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:' DGS-1210-52MP g 5 =

5 5 Sysem | |EEE8023azEEEsetings ... Seeguacd
From Port To Port State
E\ 52 v Disabled v

- = DHCFP Auto Configuration
[+ DHCF Relay IEEE802.3az EEE settings
DHCP Local Relay Ssttings
Y DHCPV6 Relay Settings Port State

i System Log Configuration

G- VLAN

[+ L2 Functions
[ L3 Functions
- Qo5
- Security
- AAA
-f ACL
[#-f PoE
-8 SNMP
[+-{ Monitoring
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= Save ~ ' Toos

= DGS-1210-52MP
-

Surveillance Mode

2 Logout

E-f@ System
- = System Settings
-~ =] Password DDP Global Settings
- =1 Port Setfings D-Link Discover Protocol State @® Enabled O Disabled
- =] Port Description
.2 DHCP Auto Configuration D-Link Discover Protocol Report Timer (Seconds) MNever v
- =] DHCP Local Relay Settings 30
- =] DHCPVE Relay Settings ) 60
[~ System Log Cenfiguration DDP Port Settings 50
5 Time Proie Fomport [1 7| ToPor e [£ 120
-8l Power Smving [ P
. Por
.= |IEEE&02.3az EEE settings 1 Enabled .
S el 2 Enabed
.. = Firmware Information
3 Enabled
B VLAN 4 Enabed
[ L2 Functions
5 Enabled
=813 Functions 8 Enabed
G-l QoS
7 Enabled
e 8 Security & Enabled
G- [ AAA
9 Enabled
e @8 ACL 10 Enabled
- [l PoE
11 Enabled
e 8 SNMP 12 Enabled
[+~ [ Monitering 1 Enabled
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= Save ~ ~

_'.: DGS-1210-52MP

B System

System Settings

= Password

Port Settings

Port Description

=| DHCP Auto Configuration
DHCP Relay

----- =| DHCP Local Relay Settings
----- = DHCPvE Relay Settings
System Log Configuration
Time Profile

Power Saving

----- = |IEEES02.3az EEE settings
D-Link Discover Protocol
B VLAN

[-f@# L2 Functions
[-fj L3 Functions
[+-f QoS
[+ Security
E

[

[

[

E

H-f AAA

[ ACL

[ PoE

- SNMP
- Manitoring

Surveillance Mode

SneE=

admin - 10.90.90.49

"

22 Logout

1D Version

2 6.00.016

Please select the bhoot up image and config of device.

config_id 1 ¥
Image id1 r
Apply

- Boot up firmware

. Firmware update through S5H

. Firmware update through Web

. Firmware update through SNMP

. Firmware update through Telnet

Update Time

NIA

From

NIA

User

Anonymaous (factory)
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a Save ~ 4

Surveillance Mode 2 Logout

= DGS-1210-52MP

802.1Q VLAN

Asymmetric VLAN [ Example ] ' Enabled '® Disabled Apply
802.1Q VLAN PVID
& Voice VLAN

B[ Auto Surveillance VLAN Total static VLAN entries: 1

[ L2 Functions # Maximum 256 entries.

VLAN Name Untagged Tagged Delete
1 default 01-52
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= Save A Tools ~

: DGS-1210-52MP
8 [l- [ System

: LAN
.= 302 10 VLAN PVID
[l Voice VLAN

[ Auto Surveillance VLAN
&1- i L2 Functions
&1-fi L3 Functions
B QoS

- Security
- AAA

- ACL

[+ PoE

B SNMP

[+ Monitoring

S

4, admin - 10.90.90.43

-~  #& Surveillance Mode — 22 Logout

vID 1
VLAN Name [defautt | | Back || apply |

[ Port [ Select Al m-mmmmm----m----m--
Untagged ml. . . .

® |9 (0 &[5 0 (0 &5 & 0|0 60 2% & 5 0 6 o
(Port | Select Al 29130 |31 35 36 |37 |38 |39 |40 |41 (42 |43 &4 |45 46 |47 48 |49 |50 |51
Untagged LAl | el e e el e e e 8 e o & & & & & & e & (& & & & & & &
[ I (e (e (e 00 0 00000000000 00 o (0 0 0 0 0 o
NotMember | an [ R F R A A R R R A R R A A O O R RO R O O O O O
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Surveillance Mode

: DGS-1210-52MP

[ System

=4 VLAN

= 80210 VLAN

02.10 VLAN PVID|

[ Voice VLAN

B[ Auto Surveillance VLAN
{8 L2 Functions
[#-fi# L3 Functions
F-fill QoS

[+ Security
- AAA
[
[
[
[

- ACL

-l PoE

-l SNMP
- Monitoring
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= Save -«  Tools « 3 #3-  Surveillance Mode 2 Logout

Voice VLAN ) Enabled '® Disabled

VLAN ID Aging Time (1~120) 1 hour
priorty

Voice VLAN QUI Settings

=) Voice VLAN Port Settings
=] Voice Device List
Auto Surveillance VLAN

Description Telephony CUI
'® Default OUI 3COM v |UD—E0-EIEI—UD—U-0—[10 |
. User defined OUI | | | | (XXX XK XK XK XK)
# Maximum number of user defined OUI is 10 entries. Add

D Description Telepheny CUI OUl Mask | Delete |
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L)
mn LY

= Save Y Tools -+ @ @ #3-  Surveillance Mode

2 Logout

* DGS-1210-52MP - -
5 5 System | Voice VLAN PortSettings ... | Seiegurd |
- VLAN

=] 802.1Q VLAN From Port To Port Auto Detection
802.1Q VLAN PVID |

Tagged / Untagged
01 | | B2 v| |Disabled v|  [Untagged v | |

Refresh | | Apply |

=) Voice VLAN Global Setting:
2 Port Auto Detection Tagged / Untagged
=] Voice Device List

- Auto Surveillance VLAN
i@ L2 Functions
[

t]

Current State Status |

£
£
£
B[ Security
B[ AAA
[2
[2
[2
[

- ACL

- PoE

-l SNMP
-l Monitoring




admin - 10.90.90.49

Building Networks for Peaple
= Save - T Tools - s =& Surveillance Mode e 2 Logout

* DGS-1210-52MF - - -

5 system | Voice Devicelist ... | Seeguéd |
- VLAN

-=1 80210 VLAN
B02.1Q VLAN PVID

§ Voice VLAN Port| All v | | Search |
= Voice VLAN Global Setting:
= Voice VLAN Port Settings — —
o D Poi IMACAddwess Proty e | Delete |

[+ Auto Surveillance VLAN
[+ L2 Functions
[+ L3 Functions
-l QoS

[ Security
- AAA

[ ACL

[+ PoE

[+ SMNMP
[+ Monitoring
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Surveillance Mode

:‘ DG3-1210-52MP

[ System

802.1Q VLAN

802.1Q VLAN PVID

#- i Voice VLAN

i Auto Surveillance VLAN

= MAC Settings and Surveilla
=| ONVIF IPC Information

= ONVIF NVR Information
&1-f L2 Functions
[+ L3 Functions
- QoS

- Security
E- [ AAA
£
£
£
£

- ACL
-l PoE

-l SNMP
- Manitoring

Global Settings
Auto Surveillance VLAN

Surveillance VLAN 1D
Surveillance VLAN CoS

Tagged Uplink/Downlink Port
Aging Time (1-65535)

Discover Port (554, 1024-65535)
Log State

MNote:Surveillance VLAN ID and Voice VLAN 1D cannot be the same.

"/ Enabled '® Disabled
4094
[ Jexi2es

720 |
554 |
* Enabled "' Disabled

Apply

ONVIF Global Status

Surveillance Device Detected (OUI)
IP-Camera Detected (ONVIF)

NVR Detected (ONVIF)




'\ Save ~ *{ Toos ~

: DGS-1210-52MP

[ System

- VLAN

802.1Q VLAN

802.1Q VLAN PVID

+-fi Voice VLAN

=-f& Auto Surveillance VLAN

: = Auto Surveillance Propertie
=| ONVIF IPC Information

= ONVIF NVR Information
[ L2 Functions
[ L3 Functions
[ QoS

- Security
- AAA
[
[
[
£

[ ACL

- PoE

- SNMP
- Monitoring

Surveillance Mode

SneE=

4, &dmin - 10.90.90.49

22 Logout

User-defined MAC Settings

To add more device(s) for Auto Surveillance VLAN by user-defined configuration as below

Component Type Description (RO KKK KK )
[Video Management Server ¥ || | [MAC » || | Add
# Maximum number of user-dsfined MAC is 5 entries.
1D Component Type Description MAC Address Mask Delete
01 D-Link Surveillance Device D-Link IP Surveillance Device 28-10-7B-00-00-00 FF-FF-FF-E0-00-00 [ Defaut |
02 D-Link Surveillance Device D-Link IP Surveillance Device 28-10-TB-20-00-00 FF-FF-FF-F0-00-00 | Default |
03 D-Link Surveillance Device D-Link IP Surveillance Device B0-C5-54-00-00-00 FF-FF-FF-20-00-00 | Defaur |
04 D-Link Surveillance Device D-Link IP Surveillance Device F0-7D-55-00-00-00 FF-FF-FF-F0-00-00 | Default |

Auto Surveillance VLAN Summary

Fort

Component Type

Description
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admin - 10.90.90.49

P

Surveillance Mode

< DGS 1210-52MP
- ﬁSystem

802.1CQ VLAN
802,10 VLAN PVID

El-{@ Auto Surveillance VLAN

i3 Auto Surveillance Propertie
= MAC Settings and Surveilla
= ONVIF NVR Information

L2 Functions

L3 Functions

Qos

Security

ACL
PoE
SMMP

Monitoring

G-
G-
G-
G-
G- ARA
G-
G-
G-
G-

ONVIF IPC Information

Total Entries Discovered: 0

IP Address | _ MAC Addross | odel | Manuiacurer | Trafic | Descrplion | Thoughput | |

MNote:System probes IP-Camera every 30s.
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‘W Save ~ " Tools

v

: DGS-1210-52MP

[E-§## L2 Functions
----- 2
----- =) Port Mirroring
--=] Loopback Detection
- MAC Address Table
- Spanning Tree
[#-[@ Link Aggregation
[ Multicast
- SNTP
[+ LLDP
[ L3 Functions
[ QoS
[ Security
- AAA
- ACL
- POE
- SNMP
[ Monitoring

o O IO O e O e O o O o O

Wizard @ Help - =* Surveillance Mode

S

Al

admin - 10.90.90.49

"2 Logout

Jumbo Frame ' Enabled
# Maximum Length is 10000 bytes.

'® Disabled
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== Surveillance Mode - 22 Logout

= Save -~ " Tools ~

: DGS-1210-52MP

[ System

- VLAN

- L2 Functions
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[]---ﬁ Multicast 1] Enable 128 AUTOR20000 Auto Auto False False Enable 2 Forwarding
- SNTP 02 Enable 128 AUTO/200000000 Auto Auto False False Enable 2 Disabled
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gg b:mi?ag;regatlon Port Motification State Admin Status Port Description System Name System Description System Capabilities | =
(- SNTP 1 Digabled TX_and_RX Digabled Digabled Disabled Disabled
B- G'LLDF* 2 Disabled T¥_and_RX Disablad Disabled Disabled Disabled
_____ =) LLDP Global Settings 3 Disabled TX_and_RX Disablsd Disabled Disabled Disabled
.2 LLDP-MED Settings 4 Disabled TX_and_RX Disablad Disabled Disabled Disabled
_____ 2 5 Digabled TX_and_RX Disablad Digabled Disabled Disabled
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= LLDP Management Addres g Disabled TX_and_RX Disabled Disabled Disabled Disabled
LLDP Management Addres 9 Digabled TX_and_RX Disablad Digabled Disabled Disabled
= |LDP Local Port Table 10 Disabled T¥_and_RX Disabled Disabled Disabled Disabled
LLDP Remote Port Table 11 Disabled TX_and_RX Disabled Disabled Disabled Disabled
_____ = | LDP Statictics 12 Disabled TX_and_RX Disabled Disabled Disabled Disabled
[ L3 Functiens 13 Digabled TX_and_RX Disablad Digabled Disabled Disabled
{8 QoS 14 Disabled TX_and_RX Disabled Disabled Disabled Disabled
- Security 15 Disabled TX_and_RX Disabled Disabled Disabled Disabled
G-l AAA 16 Disabled TX_and_RX Disabled Disabled Disabled Disabled
- ACL 17 Digabled TX_and_RX Disablad Digabled Disabled Disabled
(- PoE 13 Digabled TX_and_RX Digabled Digabled Disabled Disabled
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(- Monitoring 20 Disabled TX_and_RX Disabled Disabled Disabled Disabled
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[]...ﬁ PoE 15 Disabled {None) {None)
[ SNMP 16 Disabled (None) (None)
B[ Monitoring 17 Disabled (None) (None)
18 Disabled {MNone) {MNone)
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LLDP Management Addres 9 Disabled Disabled Disabled Disabled
.2 LLDP Local Port Table 10 Disabled Disabled Disabled Disabled
= LLDP Remote Port Table 1kl Disabled Disabled Disabled Disabled
.2 LLDP Statictics 12 Disabled Disabled Disabled Disabled
- L3 Functions 13 Disabled Disabled Disabled Disabled
- QoS 14 Disabled Disabled Disabled Disabled
- [ Security 15 Disabled Disabled Disabled Disabled
- AAA 16 Disabled Disabled Disabled Disabled
E-f ACL 17 Disabled Disabled Disabled Disabled
- PoE 18 Disabled Disabled Disabled Disabled
- SNMP 19 Disabled Disabled Disabled Disabled
- [ Monitoring 20 Disabled Disabled Disabled Disabled
21 Disabled Disabled Disabled Disabled
22 Disabled Disabled Disabled Disabled
23 Disabled Disabled Disabled Disabled
24 Disabled Disabled Disabled Disabled
25 Disabled Disabled Disabled Disabled
286 Disabled Disabled Disabled Disabled
27 Disabled Disabled Disabled Disabled
28 Disabled Disabled Disabled Disabled
29 Disabled Disabled Disabled Disabled
30 Disabled Disabled Disabled Disabled M
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Building Networis for People

'- Save *{ Tools #a~  Wizard £ Help ~ #a~  Surveillance Mode 22 Logout

: DGS-1210-52MP »

-8 System | LLDP Management Address Setings . Seeguerd
- VLAN

Eﬁ L2 Functions From Port To Port Address Type Address Port State

T S - S S i B |

8 MAC Address Table Enabled Management Address Table
& Spanning Tres
' Link Aggregation Enabled Management Address Port State
& Multicast

@ SNTP

ﬁLLDP

= LLDP Global Settings
LLOP-MED Settings

LLDF Fort Settings

802.1 Extension TLV
802.3 Extension TLV

LLOP Management Addres
LLDF Local Fort Table
LLDF Remote Port Table
LLDFP Statistics

&1~ L3 Functions
B- il QoS

- Security
- AAA
£
£
£
£

- ACL

- POE
- il SNMP

- [ Manitoring
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Surveillance Mode

E-§§L2 Functions Management Address | [Pvd v | [ search |
- =] Jumbo Frame
Port Mirroring i
-2 Loopback Detection Total Entries: 1
5 {5 AC Addres Table NoSwtpe —WanagementAdasss —— lrhpe oD Jaovensmgrons |
- Spanning Tree 1 IPvd 10.90.90.90 ifindex 13.61.2122.1.1 (NONE)
[-[ Link Aggregation
- Multicast
[-f SNTP
2-{@ LLDP

- = LLOP Glohal Settings

- = LLDP-MED Settings

- LLDP Port Settings

- = 802 1 Extension TLV

- = 802.3 Extension TLV

LLDP Management Addres

- LLDF Local Port Table

.= LLDOP Remote Port Table
=] LLDP Statistics

[ L3 Functions

- [l QoS

- Security

- [ ABA

- ACL

- i PoE

- SNMP

- [ Monitering

[y O e O e O o O e O o O e O
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- s~ Wizard £ Help 42~ Surveillance Mode 2 Logout

Port ID Port Description
Jumbe Frame

FPaort Mirroring

- =| Loopback Detection
[ MAC Address Table
- Spanning Tres
[#-[ Link Agaregation

[

[

i@ Multicast

-l SNTP

- LLDP

LLDF Glohal Settings
LLDP-MED Settings

LLDF Port Seitings

302.1 Exiension TLV

02.3 Extension TLV
LLDP Management Addres
LLDP Management Addres
LLDF Remote Port Table
LLDFP Statistics

[#-fi# L3 Functions
[l QoS

[ Security
- AAR

[ ACL
[
[
[

=

-l PoE

- SNMP
- Monitoring
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Building Networks for People

= Save - “ Tools #5-  Wizard £ Help ~ ** Surveillance Mode 2 Logout

:' DG5-1210-52MP
B System
- VLAN
EI-@ L2 Functions LLDP Statistics System
= Jumbo Frame Last Change Time
L;);tp';‘iiiﬁggtedion Number of Table Insert
Number of Table Delete
]' MAC Address Table umber of Table Drop

[

- Spanning Tres

E-f Link Aggregation Number of Table Age Out
[
E

- Multicast
o SNTP LLDP Port Statistics
-4 LLDP
: LLDF Global Settings
::::g:z r;tnsse;ti[:;is TxPort Frames F.'orlgjtzjam £ RxPort FramesErrors | RxPort Frames E?‘_)P;LT&V'; Lﬁr:gg;rhgzd RxFort Ageouts
&02.1 Extension TLV
802.3 Extension TLV
LLDP Management Addres
LLDP Management Addres
LLDF Local Port Table
LLDF Remotie Fort Table

Refresh | | Clear

- L3 Functiens
-fjil QoS
-l Security
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‘W Save « ¢ Tools

: DGS-1210-52MP
[+-[ System
@ VLAN
+-{ L2 Functions
E] {# L3 Functions
=

=3 IPv6 Neighbor Settings
=5 IPv4 Static Route
=5 IPv4 Routing Table Finder
=] IPv6 Static Route

=5 IPv6 Routing Table Finder

Wizard @ Help Surveillance Mode

- 10.90.90.49

2 Logout

Interface Name [

Link Up

Delete

@]
VLAN Name [ |
IPv4 Address | |
Netmask |24 (2552552550) v |
Interface Admin State | Enabled v |
Add
# Maximum 4 entries.
e e T o T T e i
10 90.90.90 255.0.0.0




o L)

Building Networks for People

‘W Save Gl [

x7

: DGS-1210-52MP
[#-fi System

F1--[F

- [F-[F--[F

8 VLAN
8 L2 Functions

E-§## L3 Functions

= IP Interface

2
= IPv4 Static Route

=] IPv4 Routing Table Finder
=] IPv6 Static Route

=] IPv6 Routing Table Finder
i ARP

- QoS

- g Security

+

Wizard @ Help - =+ Surveillance Mode — "2 Logout

Interface Name ] 3]
Neighbor IPv6 Address [ |

Link Layer MAC Address | | Apply

Interface Name [ | @ an [ Hardware
State |All v | | Find I| Clear

Total Entries : 0

Neighbor Link Layer Address Interface Name B
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Building Networks for People

'\ Save ~ ' Tools ~

Wizard @ Help ‘s~ Surveillance Mode

: DGS-1210-52MP

[#-[g# System

8 VLAN

+- g L2 Functions

=-§## L3 Functions

.. 2 IP Interface

=] IPv6 Neighbor Settings

2

=] IPv4 Routing Table Finder
=] IPv6 Static Route

=3 IPv6 Routing Table Finder
i ARP

(- QoS
[+ Security
- AAA
- ACL
[
[
[

[ POE
- SNMP
[ Monitoring

aasass &

"

e se ssesets &

=
A s
pess

' Disabled Apply

IPv4 Static Route:  '®' Enabled

IPv4 Address | B

Netmask |24 (255.255255.0) v |

Gateway | |

Metric (1-65535) [ |

Backup State | Primary v | Add

Total Entries : 0 / Active Entries: 0 / Inactive Entries : 0

iPué Address
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= Save - ' Tools ~ ® Hep %3~ Surveillance Mode

: DGS-1210-52MP

[+-f System

{8 VLAN

{5 L2 Functions Network Address | | Ex:(172.18.208.11 or 172.18.208.11/24) Search
=5 ﬁ L3 Functions

= IP Interface

2 IPv6 Neighbor Settings Total Entries : 0
el P Adaros
3 IPv4 Routing Table Finder| 10.0.0.0 255.0.0.0 0000

=] IPv6 Static Route

=] IPv6 Routing Table Finder
i ARP

(- QoS

[ ﬁ Security
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_'._‘ DES-1210-52MP
[#-[ System
- VLAN
B[ L2 Functions
el ﬁ L3 Functions
= IP Interface
IPv6 Neighbor Settings
IPv4 Siatic Route
= IPv4 Routing Table Finder
IPv6 Siatic Route
: IPv6 Routing Table Finder
E ﬁ ARP
B

- = Static ARP Settings

G-l QoS
- [ Security
- AAA
G- ACL
(- PoE
G- [ SNMP

- Manitering

%ﬂin -10.90.90.49

Surveillance Mode ;p Logout

Global Settings

ARP Aging Time (0-65535) 5 |m
intrface Neme Paddess [ | MACAddess [ |

Apply

# Static ARP entries used/maximum:0/354 | selectall || dear || apply |

(D oo ame P Addcs MAC Address e [ o S e

10.0.0.0 T-7-f-f7-i-iF

10.90.90.90 78-32-1b-0a-d3-01
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‘m Save «

‘ DGS-1210-52MP

8 L2 Functions

(- L3 Functions

.2 IP Interface

=5 IPv6 Neighbor Settings

=] IPv4 Static Route

=3 IPv4 Routing Table Finder

=] IPv6 Static Route

- IPv6 Routing Table Finder

= BARP
=] ARP Table Global Settings
B

-l QoS

- [ Security

-8 AAA

- ACL

- POE

- [ SNMP

[#-[@# Monitoring

- F - [F - F-[F

Wzard @ Help Surveillance Mode

Add Static ARP Entry

el 0 0 0 [EENACKEEaE 000 0 | Add
Total Entries : 0
10 0.0.0 FF-FF-FF-FF-FF-FF LOCAL/BROADCAST Delete
System 10.255.255.255 FF-FF-FF-FF-FF-FF LOCAL/BROADCAST Delete
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Surveillance Mode 22 Logout
: DGS-1210-52MP N
5 5 System  Bandwidth Control ... | Sdcgued
- VLAN
ﬁ L2 Functions From Port To Port Type MNo Limit Rate(64-1024000)
- L3 Functions v - - . v -
o4 Q08 [ o | | 52 | |Rx | | Disabled | | | Kbits/sec apply
=1Bandwidth Control
202.1p/DSCPITos
Sg i:t;un‘ty Port Tx Rate (Kbits/sec) I Rx Rate (Kbits/sec) o
-fll ACL 01 No Limit No Limit
[ PoE 02 No Limit Mo Limit
G- SNMP 03 No Limit No Limit
G-f Monitoring 04 No Limit No Limit
05 No Limit No Limit
08 No Limit No Limit
o7 No Limit No Limit
08 No Limit No Limit
0% No Limit No Limit
10 No Limit No Limit
1 No Limit No Limit
12 No Limit No Limit
13 No Limit No Limit
14 No Limit No Limit
15 No Limit No Limit
16 No Limit No Limit
17 No Limit No Limit
18 No Limit No Limit
19 No Limit No Limit
20 No Limit No Limit
21 No Limit No Limit
22 No Limit No Limit




D-Link

Building Networks for People

‘| Save - { Toos ~

: DGS-1210-52MP
[ System

-l VLAN

[#-f# L2 Functions
[ L3 Functions
- QoS
Bandwidth Control
- Security

- AAA

- ACL

- PoE

- SNMP

- Monitering

o 0 IO o O o B W

T
s

Surveillance Mode

admin - 10.90.90.49

2 Logout

Select QoS Mode:
CQueuing mechanism:

F 4
[WRR] Cueue -

Weight -

Apply

Class-0
1

Class-1 Class-2 Class-3 Class-4 Class-5 Class-6 Class-7
2 3 4 5 3] 7 8

From Port
01 v

To Port
52

Friority

v Apply

Port

Priority

0

(=}

02

04

Foringress untagged packets, the per port "Default Priorty" settings will be applied to packets of each port to

05

provide port-based traffic prioritization.

06

o7

Foringress tagged packets, D-Link Smart Switches will refer to their 802_1p information for pricritization.

08

0g

11

12

13

14

202.1p priority 0 1 2 3 4 5 6 7

15

16

Queus number 2 1] 1 3 4 5 3] 7

18

19

20

Mote: Queus priority from low to highis 0to 7

21

22

23

== == =l =l R=h E=g [ =] L=R =] =JL=J P =] R =] E=] L=} [ =B L=} =]
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Surveillance Mode 22 Logout

* DGS-1210-52MP — -
- System  802pPriority Settngs ... sS‘eguerd |
- VLAN

- L2 Functions
H §L3 Functions Select QoS Mode: | 802.1p A |

o-fF QoS Queuing mechanism: | Strict Priority ¥
Eandwidth Control ’, Strict Priority

[T
[WRR] Queue a

- Security Class-1 Class-2 Class-3 Class-4 Class-5 Class-6 Class-7
- AAA Weight - 1 2 3 4 & ] 7 8

-l ACL
- PoE From Port To Port Priarity

- SNMP
- Monitoring 52 v

Apply

e W I s B e W e B

Port Priority -

L)
02

=]

04

0 For ingress untagged packets, the per port "Default Priority” settings will be applied to packets of each port to

provide port-based traffic prioritization.

07 For ingress tagged packets, D-Link Smart Switches will refer to their 802_1p information for prioritization.

g

10
1

13
14

302.1p priority 0 1 2 3 4 5 8 7

16
17

Ciueus number 2 0 1 3 4 5 6 7

19
20

Mote: Queue priority from low to highis 0to 7

22
23

25

s

oolo|o|oolo|o| oo (oo|o|o(o|o|o|o(o|o|o(e
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%

- Save " Tools

: DGS-1210-52MP
[+-[8 System
-8 VLAN
8 L2 Functions
8 L3 Functions
@ Security
----- 2
----- =] Port Security
----- = Traffic Segmentation
----- =) Safeguard Engine
----- =5 Storm Control
----- =] ARP Spoofing Prevention
----- = DHCP Server Screening
..... = 8SL
»»»»» =5 DoS Prevention Settings
- SSH
(- Smart Binding
- AAA
F-f8 ACL
(- PoE
[#-f8 SNMP
[+ Monitoring

Wizard

® Hep - Surveillance Mode

Trusted Host ' Enabled  '® Disabled Apply
* IPv4 Address | | Netmask | 24 (255.255.255.0) v | Add
1Pv6 Address | | Prefix | | (1-128)
# Please add your local host IP address first to make it trusted. Otherwise, the connection will be stopped.
Trusted Host Table
# Maximum 10 entries.
(D [PAddess _ NemaskPreix | Delle |
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Building Networks for People

'_ Save ! wa-  Wizard £ Help -~ #a~  Surveillance Mode 2 Logout

: DGS-1210-52MP

-l System

---'VLAN

i L2 Functions From Port To Port Admin State Max Learning Address (0-G4)

2813 Funcions 2 Disabled v o
Appl

@ Qos | | pply

£ Security

----- = Trusted Host Port Security

Port Security

raffic Segmentation
Safeguard Engine

Admin State

ARF Spoofing Prevention
DHCP Server Screening
35L

- = Do3 Prevention Settings
-l S5H
[~ Smart Binding
- AAA
- ACL
- PoE
£
[

-l SNMP
|- Monitering
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8 L2 Functions
L3 Functions
7 QoS
=-{@ Security
- = Trusted Host
- = Port Security
- Safeguard Engine
- = Storm Control
= ARP Spoofing Prevention
= DHCP Server Screening
-2 S8L
= DoS Prevention Settings
(- SSH
(- Smart Binding
G-l AAA
- ACL
{8 PoE
£
£

- SNMP
- Monitoring

Surveillance Mode L g2 Logout

Forwarding Port Settings ' Epabled  '® Disabled
From Port All v | Select All || Clear || Apply |
[ ToPort 01 102 [03 |04 [05 |06 [07 |08 |09 |10 |11 [12 |13 |14 [15 |16 [17 [18 [19 [20 [21 [22 [23 [24 [25 [26 |
I L R R R PR B I R R B R R P B B B R R P R P B R P
[ ToPort |27 28 129 (30 [31 (32 [33 |34 [35 |36 |37 [38 |39 [40 |41 |42 |43 |44 (45 |46 |47 |48 |49 |50 |51 |52 |
I e Pl R R PR B I R L B R R P B B B R B P R P B R P

Forwarding Port Table

Port | Forwarding Port | -

1 1-52

2 1-52

3 1-52

4 1-52

5 1-52

5 1-52

7 1-52

B 1-52

9 1-52

10 1-52

1 1-52

12 1-52

13 1-52

14 1-52

15 1-52

16 1-52

17 1-52

18 1-52

19 1-52

20 1-52
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‘m Save ~ X Tools

: DGS-1210-52MP

[+-[ System

-8 VLAN

8 L2 Functions

8 L3 Functions

ﬁ QoS

=-§@ Security

----- =] Trusted Host

''''' =] Port Security

----- = Traffic Segmentation

----- 2

----- = Storm Control

''''' =] ARP Spoofing Prevention
----- = DHCP Server Screening
..... % SSL

----- =) DoS Prevention Settings
- SSH

[#-[# Smart Binding

- AAA

-8 ACL

- PoE

(- SNMP

&-[# Monitoring

‘Wizard @ Help - =+ Surveillance Mode

Safeguard Engine State ® Enabled ' Disabled

Apply

# D-Link Safeguard Engine is a robust and innovative technology developed by D-Link, which will automatically throttle the impact of packet flooding into the switch’s CPU.
It will keep D-Link Switches better protected from being too frequently interrupted by malicious viruses or worm atiacks.
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‘W Save -~ " Tools %* Wizard € Hep #a- Surveillance Mode ) e " e N O

* DGS-1210-52MP

| System
@ VLAN
{5 L2 Functions Storm Control ® Enabled ' Disabled
i L3 Functions
o[ QoS Storm Control Type Multicast & Broadcast & Unknown Unicas ¥
- Security Broadcast Only
-2 Trusted Host Multicast & Broadcast
-2 Port Security Muilticast & Broadcast & Unknown Unicast
- Traffic Segmentation Threshold (16Kbps * N) 16Kbps * | | = O Kbps
- =) Safeguard Engine
B stom Conirol —r—

-] ARP Spoofing Prevention
- = DHCP Server Screening
-2 ssL

-] DoS Prevention Settings
&-f SSH

[ Smart Binding

- AAA
- ACL
[ [ PoE
£
[

i@ SNMP
- Monitoring
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'‘m Save ~ ! Tooks « »3 »»-  Surveillance Mode 2 Logout
* DGS-1210-52MP :
- System _Storm Control Settngs ... ) Saeguard
@ vLAN
{8 L2 Functions Storm Control ) Enabled  '® Disabled
[ L2 Functions
i QoS Storm Control Type [ Multicast & Broadcast & Unknown Unica: ¥ |
@ Security
----- =) Trusted Host
..... % Part Security M=(1~64000)
----- =] Traffic Segmentation Threshold (16Kbps * N) 16Kops * [ | = 0 Kbps

----- =] Safeguard Engine __
----- B

----- = ARP Spoofing Prevention -
----- =| DHCP Server Screening
..... = s8s8L

----- =] DoS Prevention Seattings

- 55H
[#-f Smart Binding

IO e O e O e O |
o
(=]
m

- [ Monitoring
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&5
=

Save « G 1

: DGS-1210-52MP

B
&

+

H,,
H..
g.,

- [F--[F

+

[ System

B VLAN
8 L2 Functions
8 L3 Functions

-j# QoS
@& Security

..... =] Trusted Host

----- =] Port Security

..... =] Traffic Segmentation

----- =] Safeguard Engine

----- =] Storm Control

..... B
----- = DHCP Server Screening
-2 SSL

----- = DoS Prevention Settings
(- [ SSH

(- Smart Binding

BACL
8 PoE

[ SNMP
{8 Monitoring

- 10.90.90.49

«3* Wizard @ Help -~ =* Surveillance Mode

IP Address MAC Address Ports

| Bl | | |Ex:(1.2.4-6) Add
Total Entries: 0 Delete All
Z Maximum 127 entries.

IP Address MAC Address
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Surveillance Mode

: DGS-1210-52MF

- System

B vLaN

{8 L2 Functions

8 L3 Functions

o Q0%

=8 ﬁ Security

- = Trusted Host

- = Port Security

.- = Traffic Segmentation
Safeguard Engine

- = Storm Control

- = ARP Spoofing Prevention
-2 S5L

--= DoS Prevention Settings
- 55H

[#-f Smart Binding

]ﬁ AlA

-l ACL

- PoE

- SNMP

- Monitoring

[ B I W B

DHCP Server Trusted Port Settings

[Port {01 (02 ]03 04 |05 [06 [07 [08 ]09 10 |11 [12 [13 |

| o L B B B B Ich | I#I Ich o I(I A ]

----IEIEIEIBI]I-IEIEI

I R R T~ ]

Trusted DHCP Server [P Settings

o | |

" IPYE | | Ex:(1234:1234) Add

Trusted DHCP Server [P Lists

# MWaximum 5 entries.
Cindex 1P Address
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‘W Save " Tools

»a-

Surveillance Mode

g

admin - 10.90.90.49

: DGS-1210-52MP

[#-f System

& VLAN

f# L2 Functions

[ L3 Functions

+- i QoS

=-§@ Security

----- = Trusted Host

----- = Port Security

-2 Traffic Segmentation

----- = Safeguard Engine

----- = Storm Control

-2 ARP Spoofing Prevention
----- =) DHCP Server Screening
..... 2

----- = DoS Prevention Settings
- SSH

(- Smart Binding

-l AAA
-l ACL
(- POE
[
[

- SNMP
- Monitoring

2 Logout

SSL State ' Enabled '® Disabled

# HTTP will be disabled if SSL is enabled. lAp—pIy[
SSL Ciphersuite Settings

RSA-NULL-MD5 '® Enabled ' Disabled

RSA-NULL-SHA1 '® Enabled ' ' Disabled

RSA-DES-SHA1 '® Enabled ' ' Disabled

RSA-3DES-SHA1 ‘® Enabled ' ' Disabled

DH-RSA-DES-SHA1 ® Enabled ' Disabled

DH-RSA-3DES-SHA1 ® Enabled ' ' Disabled

RSA-EXP1024-DES-SHA1 '® Epnabled ' ' Disabled

Apply
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gn}-'wiﬁn -10.90.90.49

L

Surveillance Mode L 2 Logout

: DGS-1210-52MP

[+ System

8 VLAN

& L2 Functions

[ L3 Functions

o[l QoS

=i Security

----- = Trusted Host
= Part Security
=] Traffic Segmentation
= Safeguard Engine

----- = Storm Control
=
=
=)

----- - ARP Spoofing Prevention
----- =| DHCF Server Screening
----- 5 S5L

----- B
[~ SSH

[ Smart Binding

]ﬁ AAR

-l ACL

- PoE

- fjll SNMP

- [ Manitoring

oy B e Oy IO e B

Prevention Settings

State | Disabled »
Prevention Settings
Type | Land Attack ) TCP Null Scan

| TCP Xmascan | TCP SYNFIN

[ TCP SYN SrcPort less 1024 O oAl

State | Enabled v Apply

Do% Attack Prevention List
DoS Type

Tep Mull Scan

Tcp Synfin Disabled
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‘m Save " Tools

v

e

: DGS-1210-52MP
(- [ System
(- VLAN
- L2 Functions
[ L3 Functions
- QoS
- [ Security
2 AAA
E=1RADIUS Server
. @@ 802.1X
@ﬁ ACL
-l PoE

(- Monitoring

Wizard ® Hep

Surveillance Mode

in - 10.90.90.49

22 Logout

Index 1 v |
IP Address ® 1Pv4[0.0.0.0 ]

) IPv8 | |
Authentication Port (1-65535) [1812 |
Accounting Port (1-65535) [1813 |
Timeout (1-255) 5 |sec
Retransmit (1-255) 2 | times
Key [ (%) | For key, the maximum number of character is 32.
Confirm Key [ ®|

Apply

RADIUS Server Llst
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: Save - X Tools « %2~ Wizard @ Help - == Surveillance Mode

: DGS-1210-52MP
[+ System

8 VLAN

f# L2 Functions Authentication State ' Enabled '® Disabled

f# L3 Functions :
& Qos Forward EAPOL PDU '® Enabled ' Disabled

& Security I
B ARA Authentication Protocol | Local v |

= RADIUS Server ——

- 802.1X | Apply |
LB

-5 802.1X Port Settings

------ = 802.1X User

-l ACL

i POE

- SNMP

[ Monitoring

o B o O e B rw
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: DGS-1210-52MP
- System

ﬁ VLAN

G- L2 Functions
B[ L3 Functions

- fill Security
- AAA
=] RADIUS Server

= 802.1X Global Settings
B
= 802.1X User

[ ACL

- PoE

- SNMP

- Monitoring

Surveillance Mode

admin - 10.90.20 49

22 Logout

802.1X Port Access Control
From Port [1 v | To Port [52 v |
QuietPeriod (0-85535) [60 | sec SuppTimeout (1-65535) [z0 | sec
ServerTimeout (1-85535) 30 | sec MaxReq (1-10) [2 | times
TxPeriod (1-65535) 30 | sec ReAuthPeriod (1-65535) [3600 | sec
ReAuthentication [ Disabled v | Fort Control | ForceAuthorized v |
Capability [None v | Direction [ Both v
| Refresh || Apply

. Oper . Quiet Supp- | Server- ReAuth - Session (U «

Port| AdmDir [ ~to Fort Control TxPeriod | oo | Timeout | Timeout [MEXREG 520 ReAuth  |Capability| Port Status | “—— 7 |
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D-Link | Smat—

Building Networks for People

= Save ~ L Tools % #%-  Surveillance Mode B2 Logout

= DGES-1210-52MP

B802.1X User Password Confirm Password

: Total Entries: 0
=) 802.1X Global Settings
802 1 Port Settings

2
[-f ACL
[#-fi PoE
[ SNMP
(-8 Monitoring
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Building Networis for People
Surveillance Mode 22 Logout

‘m Save ~ * Tools «

* DGS-1210-52MP . .

5. System | ACL Configuration Wizard ...\ saeeguad
G-l VLAN

{8 L2 Functions Access-List Assignment == Select Packet Type == Add Rule == Apply Rule

ﬁ L3 Functions Do you want to create a new ACL access-list or update an existing access-list?

- QoS ® Create

Access Lt Name ]

=] ACL Access List " Update

5 ACL Access Group

i =] ACL Hardware Resource Statu
[ PoE

- SHMP

&1 Monitoring
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'ﬁ Save « “ Tooks « 8 =»  Surveillance Mode ‘;p Logout

: DGS-1210-52MP -
2 g System |ACLAccesslist ... . ssegusd |
@ VLAN

Etﬁ Functions | add || peletear |

i Qos Current/Max. Profile: 0/50, Current/Max. Rule: 0/768
[ Security
- AAA Access-List Name Tyee _______ JlotalRwes | |
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Power Shut Off Sequence

PoE Power Threshold (7.1-370.0) |370.0

| watts

Deny low priority port ¥

System Power Status
Total PoE Power Budget
Power Used 0
Power Left 370

370

Deny next port

The percentage of system power supplied 0%

# 1. 7 watts guard band is reserved for system to prevent a PD from being powered off when encountering a sudden increment of PD power supply. When Used Power
reaches guard band, a new PD will trigger the action defined in Power Shut Off Sequence.

2. If a sudden increment of a PD power causes PSE power overload, switch will firstly stop power supply to the port with a low priority PD. As a result, high priority PD
can work without being affected.
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From Port To Port State Time Range Priority Delay Power Detect Power Limit
| 1 +v| | 48 +v| |Enabled *| |N/A v||Normal v| |Disabled ¥ |Auto v | watts
Legacy PD
|Enable ¥ | | Refresh || Apply |
=| PoE Global Settings # 1. The port 1 to port 48 can be set a power limit between 1W and 30W. Max power used by PSE: Class 1: 4W, Class 2: TW, Class 3: 15.4W, Class 4: 30W.

B

71 SNMP

ﬁ Monitoring Port State Time Range Priority | Delay ... |Legacy...| Power ... Pfg? g Vu(l{?)ge C(I:n":; L Classification Status
1 Enabled MIA Mormal | Disabled | Disabled| Auto 0.0 0.0 00 MIA POWER OFF
2 Enabled MIA Mormal | Disabled | Disabled | Auto 0.0 0.0 0.0 MIA POWER OFF
3 Enabled MIA Mormal | Disabled | Disabled | Auto 0.0 0.0 0.0 MIA POWER OFF
4 Enabled MIA Mormal | Disabled | Disabled| Auto 0.0 00 00 MIA POWER OFF
5 Enabled MNIA Mormal | Disabled | Disabled | Auto 0.0 00 00 MIA POWER OFF
G Enabled MNIA Mormal | Disabled | Disabled| Auto 0.0 0.0 0.0 MIA POWER OFF
7 Enabled NIA MNormal | Disabled | Disabled |  Auto 0.0 0.0 0.0 MiA POWER OFF
8 Enabled NIA Normal | Disabled | Disabled | Auto 0.0 0.0 0.0 MNiA POWER OFF
9 Enabled NIA Normal | Disabled | Disabled |  Auto 0.0 0.0 0.0 MNiA POWER OFF
10 Enabled MIA Mormal | Disabled | Disabled| Auto 0.0 0.0 0.0 MiA POWER OFF
11 Enabled MIA Mormal | Disabled | Disabled | Auto 0.0 0.0 0.0 MiA POWER OFF
12 Enabled MIA Mormal | Disabled | Disabled| Auto 0.0 0.0 00 MIA POWER OFF
13 Enabled MIA Mormal | Disabled | Disabled | Auto 0.0 0.0 0.0 MIA POWER OFF
14 Enabled MIA Mormal | Disabled | Disabled | Auto 0.0 0.0 0.0 MIA POWER OFF
15 Enabled MIA Mormal | Disabled | Disabled| Auto 0.0 00 00 MIA POWER OFF
16 Enabled MNIA Mormal | Disabled | Disabled | Auto 0.0 00 00 MIA POWER OFF
17 Enabled MNIA Mormal | Disabled | Disabled | Auto 0.0 00 00 MIA POWER OFF
18 | Enabled NIA MNormal | Disabled | Disabled |  Auto 0.0 0.0 0.0 MiA POWER OFF
19 Fnakhled MIA Mormal | Disahled | Nisahled Ao nn nn nn MNiA POWFR OFF
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The cable diagnostics feature is designed primarily for adminisirators or customer service represeniatives to verify and test copper cables; it can rapidly determine the
quality of the cables and the types of error.

# 1. If cable length is displayed as "N/A" it means the cable length is "Not Available”. This is due to the port being unable to obtain cable lengih/either because its link

speed is 10M or 100M, or the cables used are broken andfor bad in quality.
2. The deviation of \"Cable Fault Distance\" is +/~10 meters, therefore Mo cable may be displayed under Test Result, when the cable used is less than 10 m in length.

3. It also measures cable fault and identifies the fault in length according to the distance from this switch.
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