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Section 1 - Product Overview

Package Contents
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Note: Using a power supply with a different voltage rating than the one included with the DIR-825 will cause damage and void the warranty for this
product.
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Section 1 - Product Overview

System Requirements

Network Requirements

* An Ethernet-based Cable or DSL modem

* |EEE 802.11n-draft or 802.11g wireless clients
e [EEE 802.11a wireless clients

* 10/100/1000 Ethernet

Web-based Configuration
Utility Requirements

Computer with the following:
» Windows®, Macintosh, or Linux-based operating system
* An installed Ethernet adapter

Browser Requirements:
* Internet Explorer 7.0 or higher
* Firefox 2.0 or higher

Windows® Users: Make sure you have the latest version of Java
installed. Visit www.java.com to download the latest version.

CD Installation Wizard
Requirements

Computer with the following:
* Windows® XP with Service Pack 2 or Vista®
* An installed Ethernet adapter
e CD-ROM drive
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Section 1 - Product Overview

Introduction

TOTAL PERFORMANCE
Combines award winning router features and IEEE 802.11a/g/Draft 802.11n wireless technology to provide the best wireless

performance.

TOTAL SECURITY
The most complete set of security features including Active Firewall and WPA/WPA2 to protect your network against outside
intruders.

TOTAL COVERAGE
Provides greater wireless signal rates even at farther distances for best-in-class Whole Home Coverage.

ULTIMATE PERFORMANCE

The D-Link Xtreme N™ Dual Band Gigabit Router (DIR-825) is a draft 802.11n/802.11a compliant device that delivers real world
performance of up to 14x faster than an 802.11g wireless connection (also faster than a 100Mbps wired Ethernet connection).
Create a secure wireless network to share photos, files, music, video, printers, and network storage throughout your home.
Connect the DIR-825 router to a cable or DSL modem and share your high-speed Internet access with everyone on the network.
In addition, this Router includes a Quality of Service (QoS) engine that keeps digital phone calls (VolP) and online gaming
smooth and responsive, providing a better Internet experience.

EXTENDED WHOLE HOME COVERAGE

Powered by Xtreme N™ Duo™ technology, this high performance router provides superior Whole Home Coverage while reducing
dead spots. The router is designed for use in bigger homes and for users who demand higher performance networking. Add a
Xtreme N™ notebook or desktop adapter and stay connected to your network from virtually anywhere in your home.

TOTAL NETWORK SECURITY

The Xtreme N™ router supports all of the latest wireless security features to prevent unauthorized access, be it from over the
wireless network or from the Internet. Support for WPA/WPA2 standards ensure that you’ll be able to use the best possible
encryption method, regardless of your client devices. In addition, this router utilizes dual active firewalls (SPl and NAT) to prevent
potential attacks from across the Internet.

* Maximum wireless signal rate derived from IEEE Standard 802.11a, 802.11g and Draft 802.11n specifications. Actual data throughput will vary. Network conditions and
environmental factors, including volume of network traffic, building materials and construction, and network overhead, lower actual data throughput rate. Environmental
conditions will adversely affect wireless signal range.
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Section 1 - Product Overview

Features

* Faster Wireless Networking - The DIR-825 provides up to 300Mbps* wireless connection with other
802.11n wireless clients. This capability allows users to participate in real-time activities online, such as
video streaming, online gaming, and real-time audio. The performance of this 802.11n wireless router
gives you the freedom of wireless networking at speeds 650% faster than 802.11g.

e Compatible with 802.11a/g Devices - The DIR-825 is still fully compatible with the IEEE 802.11g
and 802.11a standards, so it can connect with existing 802.11g and 802.11a PCI, USB, and Cardbus

adapters.

e Advanced Firewall Features - The Web-based user interface displays a number of advanced network
management features including:

» Content Filtering - Easily applied content filtering based on MAC Address, URL, and/or
Domain Name.

* Filter Scheduling - These filters can be scheduled to be active on certain days or for a
duration of hours or minutes.

» Secure Multiple/Concurrent Sessions - The DIR-825 can pass through VPN sessions. It
supports multiple and concurrent IPSec and PPTP sessions, so users behind the DIR-825

can securely access corporate networks.

* User-friendly Setup Wizard - Through its easy-to-use Web-based user interface, the DIR-825 lets you
control what information is accessible to those on the wireless network, whether from the Internet or from
your company’s server. Configure your router to your specific settings within minutes.

* Maximum wireless signal rate derived from IEEE Standard 802.11g, 802.11a, and Draft 802.11n specifications. Actual data throughput will vary. Network conditions
and environmental factors, including volume of network traffic, building materials and construction, and network overhead, lower actual data throughput rate.
Environmental conditions will adversely affect wireless signal range.
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Section 1 - Product Overview

Hardware Overview
Connections

Reset
Pressing the Reset button restores the router to

its original factory default settings.

usB

Connect a USB 1.1 or 2.0 flash
drive to configure the wireless
settings using WCN.

RESET

2 A
4

Gigabit LAN Ports (1-4) Internet Port _ Power Receptor
Connect Ethernet devices such as The auto MDI/MDIX Internet port is Receptor for the supplied power
the connection for the Ethernet cable adapter.

computers, switches, and hubs.
to the cable or DSL modem.
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Section 1 - Product Overview

Hardware Overview
LEDs

Internet LED

A solid light indicates connection on WCN LED
the Internet port. This LED blinks Insert a USB flash drive with WCN
during data transmission. information. The LED will blink 3 times
if it successfully transfers the wireless
settings.
—

Power LED WLAN LED Local Network LEDs

A solid light indicates a A solid light indicates that the wireless A solid light indicates a connection to an
proper connection to the segment is ready. This LED blinks Ethernet-enabled computer on ports 1-4.
power supply. during wireless data transmission. This LED blinks during data transmission.
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Section 2 - Installation

Installation

This section will walk you through the installation process. Placement of the router is very important. Do not place the
router in an enclosed area such as a closet, cabinet, or in the attic or garage.

Before you Begin

* Please configure the router with the computer that was last connected directly to your modem.

* You can only use the Ethernet port on your modem. If you were using the USB connection before using
the router, then you must turn off your modem, disconnect the USB cable and connect an Ethernet cable
to the Internet port on the router, and then turn the modem back on. In some cases, you may need to
call your ISP to change connection types (USB to Ethernet).

* If you have DSL and are connecting via PPPoE, make sure you disable or uninstall any PPPoE software
such as WinPoet, Broadjump, or Enternet 300 from your computer or you will not be able to connect to
the Internet.

* When running the Setup Wizard from the D-Link CD, make sure the computer you are running the CD
from is connected to the Internet and online or the wizard will not work. If you have disconnected any
hardware, re-connect your computer back to the modem and make sure you are online.

D-Link DIR-825 User Manual 7



Section 2 - Installation

The D-Link wireless router lets you access your network using a wireless connection from virtually anywhere within
the operating range of your wireless network. Keep in mind, however, that the number, thickness and location of
walls, ceilings, or other objects that the wireless signals must pass through, may limit the range. Typical ranges vary
depending on the types of materials and background RF (radio frequency) noise in your home or business. The key

Wireless Installation Considerations

to maximizing wireless range is to follow these basic guidelines:

1.

Keep the number of walls and ceilings between the D-Link router and other network devices to a
minimum - each wall or ceiling can reduce your adapter’s range from 3-90 feet (1-30 meters.) Position
your devices so that the number of walls or ceilings is minimized.

.Be aware of the direct line between network devices. A wall that is 1.5 feet thick (.5 meters), at a

45-degree angle appears to be almost 3 feet (1 meter) thick. At a 2-degree angle it looks over 42 feet
(14 meters) thick! Position devices so that the signal will travel straight through a wall or ceiling (instead
of at an angle) for better reception.

. Building Materials make a difference. A solid metal door or aluminum studs may have a negative effect on

range. Try to position access points, wireless routers, and computers so that the signal passes through
drywall or open doorways. Materials and objects such as glass, steel, metal, walls with insulation, water
(fish tanks), mirrors, file cabinets, brick, and concrete will degrade your wireless signal.

.Keep your product away (at least 3-6 feet or 1-2 meters) from electrical devices or appliances that

generate RF noise.

. If you are using 2.4GHz cordless phones or X-10 (wireless products such as ceiling fans, lights, and

home security systems), your wireless connection may degrade dramatically or drop completely. Make
sure your 2.4GHz phone base is as far away from your wireless devices as possible. The base transmits
a signal even if the phone in not in use.

D-Link DIR-825 User Manual



Section 2 - Installation

Connect to Cable/DSL/Satellite Modem

If you are connecting the router to a cable/DSL/satellite modem, please follow the steps below:

1.

2.

Place the router in an open and central location. Do not plug the power adapter into the router.

Turn the power off on your modem. If there is no on/off switch, then unplug the modem’s power adapter.
Shut down your computer.

Unplug the Ethernet cable (that connects your computer to your modem) from your computer and place
it into the Internet port on the router.

Plug an Ethernet cable into one of the four LAN ports on the router. Plug the other end into the Ethernet
port on your computer.

. Turn on or plug in your modem. Wait for the modem to boot (about 30 seconds).

. Plug the power adapter to the router and connect to an outlet or power strip. Wait about 30 seconds for

the router to boot.

. Turn on your computer.

. Refer to page 12 to configure your router.
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Section 2 - Installation

Connect to Another Router

If you are connecting the D-Link router to another router to use as a wireless access point and/or switch, you will have
to do the following before connecting the router to your network:

e Disable UPnP™

e Disable DHCP

* Change the LAN IP address to an available address on your network. The LAN ports on the router cannot
accept a DHCP address from your other router.

To connect to another router, please follow the steps below:

1.

Plug the power into the router. Connect one of your computers to the router (LAN port) using an Ethernet cable.
Make sure your IP address on the computer is 192.168.0.xxx (where xxx is between 2 and 254). Please see the
Networking Basics section for more information. If you need to change the settings, write down your existing settings
before making any changes. In most cases, your computer should be set to receive an IP address automatically in
which case you will not have to do anything to your computer.

Open a web browser and enter http://192.168.0.1 and press Enter. When the login window appears, set the user
name to Admin and leave the password box empty. Click Log In to continue.

Click on Advanced and then click Advanced Network. Uncheck the Enable UPnP checkbox. Click Save Settings
to continue.

Click Setup and then click Network Settings. Uncheck the Enable DHCP Server checkbox. Click Save Settings
to continue.

Under Router Settings, enter an available IP address and the subnet mask of your network. Click Save Settings to
save your settings. Use this new IP address to access the configuration utility of the router in the future. Close the
browser and change your computer’s IP settings back to the original values as in Step 1.
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Section 2 - Installation

6. Disconnect the Ethernet cable from the router and reconnect your computer to your network.

7. Connect an Ethernet cable in one of the LAN ports of the router and connect it to your other router. Do not plug
anything into the Internet (WAN) port of the D-Link router.

8. You may now use the other 3 LAN ports to connect other Ethernet devices and computers. To configure your wireless
network, open a web browser and enter the IP address you assigned to the router. Refer to the Configuration and
Wireless Security sections for more information on setting up your wireless network.

D-Link DIR-825 User Manual 11



Section 2 - Installation

Getting Started

The DIR-825 includes a Quick Router Setup Wizard CD. Follow the simple steps below to run the Setup Wizard to
guide you quickly through the installation process.

Insert the Quick Router Setup Wizard CD in the CD-ROM drive. The step-by-step instructions that follow are shown
in Windows® XP. The steps and screens are similar for the other Windows operating systems.

If the CD Autorun function does not automatically start on your computer, go to Start > Run. In the run box type “D:\
DIR825.exe” (where D: represents the drive letter of your CD-ROM drive).

When the autorun screen appears, click Install Router.

XTHEME N~ DUAL SAND GIGABIT ROUTER

Click Install Router § . (" INSTALL ROUTER )

Note: It is recommended to write down the SSID and Security Key, followed by the login password on the provided CD holder.

D-Link DIR-825 User Manual 12



Section 3 - Configuration

Configuration

This section will show you how to configure your new D-Link wireless router using the web-based configuration
utility.

Weh-bhased Configuration Utility

To access the configuration utility, open a web-browser 7 D-Link - Microsoft Internet Explorer
such as Internet Explorer and enter the IP address of
the router (192.168.0.1). File Edit View Favorites Tools  Help
o B . L] .d—-\.]
You may also connect using the NetBIOS name in the @ Back ~ (s \ﬂ @ (| J Sexeh
address bar (http://dlinkrouter). Address |@ 192 168.0.1 ﬂ Go

Select Admin from the drop-down menu and then enter
your password. Leave the password blank by default.

Leg in to the router:

If you get a Page Cannot be Displayed error, please e /in =
refer to the Troubleshooting section for assistance. Paomerd . | _togin |
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Section 3 - Configuration

Setup Wizard
Click Launch Internet Connection Setup Wizard to begin. IWTERWET cowwecTIOR

Thene are two wirys to et up your Intemet connechion: you ¢an use the Web-based Intemet
Connection Setup Weard, or you an manualy configure the connecton.

If you want to enter your settings without running the wizard, click
Manual Configuration and skip to page 18.

INTEENET CONMECTION SETUP WIZARD

IF you would Boe o utiize our 239y 13 use Wab-basad Wizards T 255ET yoU N IoRnactng your
ndw D-Link Systems Router to the Intemat, cholc an the buston Belw.

Eraermed Connecoon Setup Wirard

Note: Bafore Bunching these wiands, please make sure you have folowed al steps outined in
the Quack; Instalytion Guide noluded n the packsge.

MANUAL INTERMET CONNECTION OFTIONS

B you would Bee to configurs the Intemes settings of your néw D-Link Systems Router manualy,
then chck on the button below.

— =

Hrld-hh:r:lhrqh&lw-

WELCOME TO THE D-LINK INTERNET CONMECTION SETUF WIZARD

Click Next to continue.

Thits wrizard vl guiicke you Ehrough a step-by-step prooess to conligune your new D-Link router and
oonmect Bo the Inlernet.

a Step 1; 58T your Famwond
= ShEp 21 SERLE yier TENE Johe
a Fhep 1: Corfgure vour latemed Comrschinn

& Gtep 4 Seve Settings and Jonnet
| Pl (=

STEF 1: SET YOUR FPASSWORD

Create a new password and then click Next to continue.

My delault, your new D-Link Router doas mol hes @ pe el Foor sl ArAlr ScoRss
‘tiw thie Wieh- e ﬂ'll'll“]l.rlm Db, Tdh SECUNE Wolir Wlﬂ'mmm chEwiee, pkase st and vty
& passyword bashows:

Passeord & ssernees
Venly Paswon] © ssssness
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Section 3 - Configuration

Select your time zone from the drop-down menu and then click Next to
continue.

Select the type of Internet connection you use and then click Next to
continue.

If you selected Dynamic, you may need to enter the MAC address of
the computer that was last connected directly to your modem. If you are
currently using that computer, click Clone Your PC’s MAC Address
and then click Next to continue.

The Host Name is optional but may be required by some ISPs. The default
host name is the device name of the router and may be changed.

S 1B apercgwisle B fone Lo poae idalion. Thia nicrmalies s reguiesd o roe lguey e
et buaewsd opticas dow the rosber,

Teme Dore - OBkl Faolks Tee L8 Canadal, Thara -

| P e ool |

STUP 3 CONFEGURT WOUR INTHRNLT COMRTCTI0N

| Womsr Bevtermet Commssction coukd mot be Setocted, piease select your Intemet Servioe Provider (I5F]
Troum ithee ket baslowa. B your ISP B mot lsted, select the “Hot Lsted or Don't Know™ oplion to
| rrsanuly Cod iR oL COnnectn.

| et L o ConE e+

B yomer Ietarnial Sarvics Providhr was 551 ted or youo dem't lsow whao it B, phaass salact 1B
| Eotarmat comssacticn byph babiw:

@ DHCP Commection (iyeame DP fddee]
Choayst Ehis I your Inbemeet connsmon sutomaticly prowies you wih an P Address. Most Cable Madems
e thig: Tl Of DORTMCTION.

Usermamse | Passwond Cosmsection (FFPo )

Tho=rst this opton # pour Intemes connedon requires 3 wemane and raasword to pet ondine. Most BEL
mesiame uce this tppss af conrarton

U [} L L]
FRTP chant
U [} L [LaT¥)

LI TR s,

Static [P Addees Connaction
Thoase ths opbon ¥ pour Infemes Setup Provicer priovided wou with P Address ndormation that has to be
ok configuned

Prae | | Pamd | | Cancel

OHCE COMNTCTEION (DYMAMEIC IF ADDRISS)

| Toset wp this connection, pheiss maks s that you ae ooeeweched bo the [-Link Rowter with the
| P that was ongialy cennected to your broadband connection. B you ane, then dick the Clons:
HAC bwiitom to copy your computer's HAC Address to the B-Link Router,
AL Al = 5000000000 [aptionali

Chorg T PO MAL Ao ey
Hioat P -
Mate: You iy biss teed 10 provide B EoRt e,  voe da not hive o ioowr ths nfarmmaton, plide contct

E‘ P

I
| Privaacy DS Addewia = 0000
Seromdary DRS Addees - 500

Frey | | Heel || Landel
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Section 3 - Configuration

If you selected PPPoE, enter your PPPoE username and password. Click
Next to continue.

Select Static if your ISP assigned you the IP address, subnet mask,
gateway, and DNS server addresses.

Note: Make sure to remove your PPPoE software from your computer. The software
is no longer needed and will not work through a router.

If you selected PPTP, enter your PPTP username and password. Click
Next to continue.

If you selected L2TP, enter your L2TP username and password. Click Next
to continue.

SUT USTRAAMT AND PASSWORD CONNTCTION (PPROI)

T st s i coamansarticn you willl nesedd Eo Bave & Bsername and Pasoword from your Inbemst Sensce
, M yoss do not have thin il ormatices, please con bt yoas P,

Addeess Mode T & prase PO See B
1P Aaddress
U liarmse |
Pariwerd | pnes
Wimily Paswwoad | panss
Service ame | [ eprtadia)
Mot You may k0 nesd Eo prowice 3 Sendot lame. I you d0 nothawe of inow ths nfommation, plass oot
P

) (=) (o

SUT USIRAAMT AND PASSWORD CORRTCTION (PPTP)

Tios sk s s comemsection o vell need o bave a Psermame aned Fassword from your Intemset Servioe
Prosricder. You ko nissd PPTP IP adevss. 1T you 30 pob have this inlomation. plesse contaot your ESP.

Podress Mode ! O pyuee P B e B
FPTP IP Address . 0004
PPTP Solbet Mank | | 248 395 3995
PP Gabiwiy 1P Address | 000

FFTP Server IP Address [may 0000
b cami ak gaboway]

Usesr liarmse |

SIT USTRNAMT AND PASSWORD CONNTCTION (LITR)

T sk s ‘s Comwection you vl need to Bave 3 Usamame snd Password from your Inbermet Service
Prowidar, You ako nesd L2TP IP adress. B vou do not bave this indomation, pleace contact your ISP,

Addeers Mode 1 7 pyruee P E S B
LITP IP Aaddress | fp04
LIYTP Solbaek Maeh | |5, 1952655
L¥TP Gabiarsy 1P Address | o0

LITP Server DF Addee (may 6000
b3 cama W gabeway]

User N
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Section 3 - Configuration

If you selected Static, enter your network settings supplied by your Internet  EiEI T
provider. Click Next to continue. It S o, You hive STk 1 connaction = 0 NOE ave (s oemaion, pesse
L O 3
IF Addeess - 5000
Subnet Mask = (355 1550

Gateway Address - a0.04
Primacy D% fuddevss = 9000
Secondary DNS Addesid © 0000

Click Connect to save your settings.

Thee Inbermeek Connection Sebup Weard has completed. Ohok the Connect betion to sve your
settings and reboot the router.

Click Reboot Now to reboot the router so the new settings can take effect.  EETEIEE—

Once the router is finished rebooting, click Continue. Please allow 1-2 | i ® frmnimmemmasdsass
minutes to connect.

Close your browser window and reopen it to test your Internet connection.
It may take a few tries to initially connect to the Internet.
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Section 3 - Configuration

Manual Internet Connection Setup

Click Manual Internet Connection Setup to begin.

If you want to configure your router to connect to the
Internet using the wizard, click Internet Connection
Setup Wizard and refer to page 14.

Thisnie i D wirys 10 S0 g your Intierait COrmiion: you Can vl th s ribome
Connection Sabup Wizard, or you can manualy configure the connection.

INTERMNET DONNECTION YWldARD

1 yoma weo bl oz 1o utlop oo Gy 10 wEl Wsk- b Wiz U0 Sl v i CONmeC e your
may D-Link Syshems Rouber to the [ntemet, cick on the Buttan below,

Ikt Conerectan 5ot Wizard |

Mote; Bafore lunching the wizand, pleass make sure you have folowed Al steps outhned in the
uack Iretalaticw Guachy rchackid m e gk,

PIANUAL INTERNET CUNNECTION OPTIONS

1 yioua weould loe to configure the Interret settngs of your nev D-Link Systems Router
marnelly, ton cick on the e tors ko,

Heorual Intermet Connection Setup |
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Section 3 - Configuration

Dynamic (Cable)

My Internet Select Dynamic IP (DHCP) to obtain IP Address information

Connection:

Enable
Advanced
DNS Service:

Host Name:

Use Unicasting:

automatically from your ISP. Select this option if your ISP does
not give you any IP numbers to use. This option is commonly
used for cable modem services such as Comcast and Cox.

Advanced Domain Name System (DNS) services enhances
your Internet performance by getting you the information
and web pages you are looking for faster and more reliably.
In addition, it improves your overall Internet experience by
correcting many common typo mistakes automatically, taking
you where you intended to go and saving you valuable time.
Disclaimer: D-Link makes no warranty as to the availability,
reliability, functionality and operation of the Advanced DNS
service or its features.

The Host Name is optional but may be required by some ISPs.
Leave blank if you are not sure.

Check the box if you are having problems obtaining an IP
address from your ISP.

Primary/ Enter the Primary and secondary DNS server IP addresses

Secondary DNS
Server:

MTU:

assigned by your ISP. These addresses are usually obtained
automatically from your ISP. Leave at 0.0.0.0 if you did not
specifically receive these from your ISP.

INTERNET CONNECTION TYPE

Choose the mode to be used by the router to connect to the Internet.

My Internet Connection is : [Dynamic IP (DHCP) =l

ADVANCED DNS SERVICE

Advanced DNS is a free security option that provides Anti-Phishing to protect your
Internet connection from fraud and navigation improvements such as auto-correction
of common URL typos.

Enable Advanced DNS Service: [

DYNAMIC IP (DHCP) INTERNET CONNECTION TYPE :

Use this Internet connection type if your Internet Service Provider (ISP) didn't provide
you with IP Address information and/or a username and password.

Hostrlame:|

Use Unicasting : [ (compatbility for some DHCP Servers)
tfpooo
tfpooo
:[tsoo | (bytes) MTU default = 1500
: [oooo:onomioozon

Clone Your PC's MAC Address

Primary DNS Server
Sacondary DNS Server
MTU

MAC Address

Maximum Transmission Unit - you may need to change the MTU for optimal performance with your specific ISP. 1500 is the

default MTU.

MAC Address: The default MAC Address is set to the Internet port’s physical interface MAC address on the Broadband Router. It is not
recommended that you change the default MAC address unless required by your ISP. You can use the Clone Your PC’s
MAC Address button to replace the Internet port's MAC address with the MAC address of your Ethernet card.
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Internet Setup
PPPoE (DSL)

Choose PPPoE (Point to Point Protocol over Ethernet) if your ISP uses a PPPoE connection. Your ISP will provide you with
a username and password. This option is typically used for DSL services. Make sure to remove your PPPoE software from
your computer. The software is no longer needed and will not work through a router.

My Internet
Connection:

Address Mode:

IP Address:
User Name:

Password:

Service Name:

Reconnection Mode:

Maximum Idle
Time:

DNS Addresses:

MTU:

MAC Address:

Select PPPoE (Username/Password) from the drop-down menu.
Select Static IP if your ISP assigned you the IP address, subnet mask,
gateway, and DNS server addresses. In most cases, select Dynamic.
Enter the IP address (Static PPPoE only).

Enter your PPPOE user name.

Enter your PPPOE password and then retype the password in the next
box.

Enter the ISP Service Name (optional).

Select either Always-on, On-Demand, or Manual.

Enter a maximum idle time during which the Internet connection is
maintained during inactivity. To disable this feature, enable Auto-

reconnect.

Enter the Primary and Secondary DNS Server Addresses (Static PPPoE
only).

INTERNMET CONNECTION TYPE

Choose the mode to b used by the router to connect fo the Intermet.

My Inteemat Connaction s [preE (semans | Passsen) =)

ADVANCED DNS SERVICE

Advanced DHS 5 3 fres senunty option that provides Anti-Phishing 0o protect your
Intermet cannection from frasd and navigation mprowsments such @ auto-oneraction
aof common URL typos.

Enable Advanced DNS Serdoe 1 [T

FPPOL INTERNLET CONNECTION TYPLE =

Entir Uhe information prossded by your Ivbemel Senoe Prossder (ISP

Address Maode ©
IF Aaldress

& e B O Sale B

——

)

mm!l

{optional)
i T mwayson & Ondemand 7 Mareal
! Iﬁi (Frwuted, G=rifnke)
Primary DS Sarver : 000 [optonal)
Secondary DIRS Server : oo (opronal)
MTW: [162 (ybes) MTU dafauk = 1453
! oo

Clome Your PO MAC Address [

Maximum Transmission Unit - you may need to change the MTU for optimal performance with your specific ISP. 1492 is

the default MTU.

The default MAC Address is set to the Internet port’s physical interface MAC address on the Broadband Router. It is not
recommended that you change the default MAC address unless required by your ISP. You can use the Clone Your PC’s
MAC Address button to replace the Internet port’s MAC address with the MAC address of your Ethernet card.
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Internet Setup

PPTP

Choose PPTP (Point-to-Point-Tunneling Protocol ) if your ISP uses a PPTP connection. Your ISP will provide you with
a username and password. This option is typically used for DSL services.

Address Mode:

PPTP IP Address:

PPTP Subnet Mask:

PPTP Gateway:
PPTP Server IP:
Username:

Password:

Reconnect Mode:

Maximum Idle Time:

Select Static if your ISP assigned you the IP address, subnet
mask, gateway, and DNS server addresses. In most cases,
select Dynamic.

Enter the IP address (Static PPTP only).

Enter the Primary and Secondary DNS Server Addresses (Static
PPTP only).

Enter the Gateway IP Address provided by your ISP.
Enter the Server IP provided by your ISP (optional).

Enter your PPTP username.

Enter your PPTP password and then retype the password in
the next box.

Select either Always-on, On-Demand, or Manual.
Enter a maximum idle time during which the Internet connection

is maintained during inactivity. To disable this feature, enable
Auto-reconnect.

INTERNET CONNECTION TYPE

Choose the mode to be used by the router to connect to the Internet.

My Internet Connection is : |PPTP (Username [ Password) ;I

ADVANCED DNS SERVICE

Advanced DNS is a free security option that provides Anti-Phishing to protect your
Internet connection from fraud and navigation improvements such as auto-correction
of common URL typos.

Enable Advanced DNS Service : [

PPTP INTERNET CONNECTION TYPE :

Enter the information provided by your Internet Service Provider (ISP).

Address Mode : ' pynamicIP & Static 1P

PPTP IP Address: o000
——
—
—

" Awayson @ Ondemand © Manual
IS— (minutes, 0=infinite)}

[f300 | (bytes) MTU default = 1400
[oo:00:00:00:00:00 |

Clane Your PC's MAC Address

PPTP Subnet Mask :
PPTP Gateway IP Address :
PPTP Server IP Address :
Username :

Password :

Verify Password :
Reconnect Mode :
Maximum Idle Time :
Primary DNS Server :
Secondary DNS Server :
MTU :

MAC Address :
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DNS Servers: The DNS server information will be supplied by your ISP (Internet Service Provider.)

MTU: Maximum Transmission Unit - you may need to change the MTU for optimal performance with your specific ISP. 1400 is
the default MTU.

MAC Address: The default MAC Address is set to the Internet port’s physical interface MAC address on the Broadband Router. It is not
recommended that you change the default MAC address unless required by your ISP. You can use the Clone Your PC’s
MAC Address button to replace the Internet port’'s MAC address with the MAC address of your Ethernet card.
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Internet Setup
L2TP

Choose L2TP (Layer 2 Tunneling Protocol) if your ISP uses a L2TP connection. Your ISP will provide you with a
username and password. This option is typically used for DSL services.

Address Mode:

L2TP IP Address:
L2TP Subnet Mask:
L2TP Gateway:
L2TP Server IP:
Username:

Password:

Reconnect Mode:

Maximum Idle Time:

DNS Servers:

Select Static if your ISP assigned you the IP address, subnet
mask, gateway, and DNS server addresses. In most cases, select
Dynamic.

Enter the L2TP IP address supplied by your ISP (Static only).

Enter the Subnet Mask supplied by your ISP (Static only).

Enter the Gateway IP Address provided by your ISP.

Enter the Server IP provided by your ISP (optional).

Enter your L2TP username.

Enter your L2TP password and then retype the password in the next
box.

Select either Always-on, On-Demand, or Manual.
Enter a maximum idle time during which the Internet connection is
maintained during inactivity. To disable this feature, enable Auto-

reconnect.

Enter the Primary and Secondary DNS Server Addresses (Static L2TP
only).

INTERNET CONNECTION TYPE

Chinags ths mads to e usad by ths router to coannact b6 tha Intsmak.

My Internel Conmection i [LITe (e | fmeeod) = |

ADVARCLD NS SLEVICL

Bdvanced DHS & & fret securty option that provides Anti-Phishing o probect your
Intemet connection from fraud and navigatson mprovements such a5 auto-correction
of cramcn URL Typsos.

Enable Advanoed DS Servioe : [

LEZTP INTERMET COMMECTION TYPE ©

Enter ths information provided by your Intemed Seovics Provider (150,

Acdidress Hode : & pyromc @ 7 smatc @

LITP 1P falcdress © oo
L2TP Submet Mask : [r55 500

LETP Gabewery 1P Sadddres @ fyopog
LITP Server 1P Address @ faaon
Usarnama t [
Paswword : [

Verify Password : [

Recomnect Miods @ ahsayson 06 demand 0 mManual
Madmum Iifle Tewe 0 [i° (ranutes, O=nfnie)
Primary DRS Sarver ! [ 000

MTU: [jon (bytes) MTU default = 1400
MAC Address © [Emeoooomm

Tt Vour PR MAL ke
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MTU: Maximum Transmission Unit - you may need to change the MTU for optimal performance with your specific ISP. 1400 is
the default MTU.

Clone MAC The default MAC Address is set to the Internet port’s physical interface MAC address on the Broadband Router. It is not
Address: recommended that you change the default MAC address unless required by your ISP. You can use the Clone Your PC’s
MAC Address button to replace the Internet port’s MAC address with the MAC address of your Ethernet card.
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Internet Setup
Static (assigned by ISP)

Select Static IP Address if all the Internet port’s IP information is provided to you by your ISP. You will need to enter in the IP address,
subnet mask, gateway address, and DNS address(es) provided to you by your ISP. Each IP address entered in the fields must be in the
appropriate IP form, which are four octets separated by a dot (x.x.x.x). The Router will not accept the IP address if it is not in this format.

IP Address: Enter the IP address assigned by your ISP.

Subnet Mask: Enter the Subnet Mask assigned by your ISP.

Default Gateway: Enter the Gateway assigned by your ISP.

DNS Servers: The DNS server information will be supplied by your
ISP (Internet Service Provider.)

MTU: Maximum Transmission Unit - you may need to
change the MTU for optimal performance with your
specific ISP. 1500 is the default MTU.

MAC Address: The default MAC Address is set to the Internet port’s
physical interface MAC address on the Broadband
Router. It is not recommended that you change the
default MAC address unless required by your ISP.
You can use the Clone Your PC’s MAC Address
button to replace the Internet port’'s MAC address
with the MAC address of your Ethernet card.

INTERNET CONNECTION TYPE

Choose the mode to be used by the router to connect to the Internet.

My Internet Connection is : |Static IP =l

ADVANCED DNS SERVICE

Advanced DNS is a free security option that provides Anti-Phishing to protect your
Internet connection from fraud and navigation improvements such as auto-correction
of common URL typos.

Enable Advanced DNS Service : [~

STATIC IP ADDRESS INTERNET CONNECTION TYPE :

Enter the static address information provided by your Internet Service Provider (ISP).

IP Address : |n,n,n,u

Subnet Mask : 355, 255,255.0

Default Gateway : |n.n.n.0

Primary DNS Server : |n,n,n,[]

Secondary DNS Server : |n,n,n,u

MTU : |1500 (bytes) MTU default = 1500
MAC Address : [00:00:00:00:00:00

Clone Your PC's MAC Address
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Internet Setup
3G Mobile Connection

If you want to connect your router to the Internet through a 3G mobile service, navigate to USB SETTINGS and select
SETUP. The USB SETTINGS screen will display. Select 3G USB Adapter from the My Plug of USB type is field and
click Save Settings. The INTERNET CONNECTION TYPE screen will display as seen below:

INTERNET COMMECTION TYPE

Country: Select your country from the list.
Chioose the nepde to be used by the router to connect to the Intemet.

ISP: Displays the name of your Internet Service Provider (ISP). iy nbemet Conmection s (351008 A =
Username: Enter a username. This field is optionall.

Pehvamced DNS 5 @ (e secuity option that prowsdes: amnti-Phishing o protect youar
Inbermel comnection Tram Iraw and navigatien megrovemen bs sech as aulo-tameclion

Password: Enter a password. This field is optional. ol comman UR typas.

. Enable fabvanoed S Seroe : [
Dial Number: Enter the dial-up number.

WWAN INTLRRELT COHNNLGTICN TYPL :
Authentication Choose the authentication type from the drop-down list. The default Setting | ater the itormation provided by your Intermet Servics Pravider (158).

Protocol: is Auto. Country : [~Savor wry = H
ISP | - Seiect your B9 --I

APN: Enter a name for the access point. This field is optional. Username tegtona)
Pawword: [ (cotional

mial tumbser : [sggee=pz
Reconnect Mode: Select Always-on, On-Demand, or Manual. to reconnect to the network. Authentication Frotoc - ,:J;T,M_I

. . [l m { =pianal)
Maximum Idle Time: Enter the maximum idle time during which the Internet connection is maintained Reconnect Mode: & Mwayson © On demund € Manual
. . .. . . . Belaaimim Teils Timas @ {minutes, O=nfirte)
during inactivity. This function does not apply if you have selected Reconnect

Primary DNS Seever: Fooe
Mode as Always on. Secondary DS Server : oo

MTU: MTU: [l (hytes} (128-1403)
You may need to change the MTU (Maximum Transmission Unit) for optimal
performance with your specific ISP. 1492 is the default MTU value.

3G FEATURE NOT SUPPORTED IN AUSTRALIA AND NEW ZEALAND DUE TO AN UNRELEASED ADAPTER
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Section 3 - Configuration

Wireless Settings

If you want to configure the wireless settings on your
router using the wizard, click Wireless Security Setup
Wizard and refer to page 84.

Click Add Wireless Device with WPS if you want to
add a wireless device using Wi-Fi Protected Setup
(WPS) and refer to page 86.

If you want to manually configure the wireless settings
on your router click Manual Wireless Network Setup
and refer to the next page.

The following Web-based wiards are designed to assist you in your wireless nebwork setup
and wirelass davice CONNACTIon.

Before bunching these wizards, please make sure you hove folowed al geps outined in the
Guick Instalation Gude nouded n the padage.

WIRFLESS NETWORK SETUP WITARD

This weizard & desioned bo Faet vou N pour wirehkess network sebup. It wil guide you Bhrowgh
step-by-slep nilredtons on ow 1o 581 up youd wirekss nebwork Bd how Lo make £ s&dune.

Wireiess Netmork Set Wiard

Nota: Some changes mada usng the Setup Woard may réquire you B Change some saltings on
youur wirskess chent adapters so they can sl connédt to the D-Link Router.

ADD WIRELESS DEVICE WITH WPS (WI-FI PROTECTED SETUP) WIZARD

This wiard & dacgnad Do JLEt you N CONNBCTING your wirskees dewicd to your wirsiage router. It
will guida you throwgh gtep-by-ctap NEbructong on how to Qat your wirskees device connactad.
Chck the button below to begin.

HANUAL WIRELESS HETWORK SCTUP

B wour wirgless network i aready Set up with Wil Protected Setup. manual confguration of the
wiredass metwork wil destroy the existing wireless netwaori. IF you would e to configure the
wirelass settings of your new D-Link Systems Router manually, then dick on the Manual Wirelass
Network Setup button below,

R e P OTP

k
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Manual Wireless Settings
802.11n/g (2.4GHz)

Enable Wireless: Check the box to enable the wireless function. If you do

not want to use wireless, uncheck the box to disable all

the wireless functions. Wireless Band : 2.4GHz Band
Enable Wireless : P
Schedule: Select the time frame that you would like your wireless Wi Tk wicak Manke © [ _—

network enabled. The schedule may be set to Always. Any S (S ik &
schedule you create will be available in the drop-down T
menu. Click Add New to create a new schedule. Wieless Ciciiod © [ZAT G0 0RE

Transmission Rate : Besi:{automaﬁl:) » [Mbit/s)

Wireless Network Service Set Identifier (SSID) is the name of your wireless Channel Width : 20 Mz =
Name: network. Create a name using up to 32 characters. The Visibility Status: @ visble © Invisble

SSID is case-sensitive.

802.11 Mode: Select one of the following:

- : : H To protect your privacy you can configure wireless security features. This device supports three
802.11 g Only SeleCt if all of your wireless clients are wireless security modes, including WEP, WPA-Personal, and WPA-Enterprise. WEP is the original

802.11 g wireless encryption standard. WPA provides 3 higher level of security. WPA-Personal does not

. . require an authentication server. The WPA-Enterprise option reguires an external RADIUS server.
Mixed 802.11n and 802.11g - Select if you are using both
802.11n and 802.11g wireless clients. Security Mode : wpaPersonal
802.11n Only - Select only if all of your wireless clients
are 802.11n.

Enable Auto The Auto Channel Scan setting can be selected to allow the DIR-825 to choose the channel with the least amount of
Channel Scan: interference.

Wireless Channel: Indicates the channel setting for the DIR-825. By default the channel is set to 6. The Channel can be changed to fit the
channel setting for an existing wireless network or to customize the wireless network. If you enable Auto Channel Scan,
this option will be greyed out.

Transmission Rate: Select the transmit rate. It is strongly suggested to select Best (Auto) for best performance.
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Channel Width: Select the Channel Width:
Auto 20/40 - This is the default setting. Select if you are using both 802.11n and non-802.11n wireless devices.

20MHz - Select if you are not using any 802.11n wireless clients.
40MHz - Select if you are using 802.11n wireless clients only.

Visibility Status: Select Invisible if you do not want the SSID of your wireless network to be broadcasted by the DIR-825. If Invisible is
selected, the SSID of the DIR-825 will not be seen by Site Survey utilities so your wireless clients will have to know the
SSID of your DIR-825 in order to connect to it.

Wireless Security: Refer to page 83 for more information regarding wireless security.
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802.11n/a (5GHz)

Enable Wireless: Check the box to enable the wireless function. If you do

not want to use wireless, uncheck the box to disable all

the wireless functions. Wireless Band : 5GHz Band
Enable Wireless : [Always ¥ [W]
Schedule: Select the time frame that you would like your wireless Wireless Network Name : [k media (Ao called the SSID)

network enabled. The schedule may be set to Always. Any 802.11 Mode : |Mixed 802,111 and 502,115 ¥
schedule you create will be available in the drop-down Enable Auto Channel Scan
menu. Click Add New to create a new schedule. Wireless Channel :

Transmission Rate : |Best (automatic) | v| (Mbit/s)

Wireless Network Service Set Identifier (SSID) is the name of your wireless Channel Width :
Name: network. Create a name using up to 32 characters. The Visibility Status : &) vigble () Invisble

SSID is case-sensitive.

WIRELESS SECURITY MODE

802.11 Mode: Select one of the following:
: . : To protect your privacy you can configure wireless security features. This device supports three
802.11a only - SeleCt if all of your wireless clients are wireless security modes, including WEP, WPA-Personal, and WPA-Enterprise. WEP is the original
8021 1a. wireless encryption standard. WPA provides a higher level of security. WPA-Personal does not

R i . require an authentication server. The WPA-Enferprise option reguires an external RADIUS server,
Mixed 802.11n and 802.11a - Select if you are using both

802.11n and 802.11a wireless clients. Security Mode :
802.11n Only - Select only if all of your wireless clients
are 802.11n.

Enable Auto The Auto Channel Scan setting can be selected to allow the DIR-825 to choose the channel with the least amount of
Channel Scan: interference.

Wireless Channel: Indicates the channel setting for the DIR-825. By default the channel is set to 6. The Channel can be changed to fit the
channel setting for an existing wireless network or to customize the wireless network. If you enable Auto Channel Scan,
this option will be greyed out.

Transmission Rate: Select the transmit rate. It is strongly suggested to select Best (Auto) for best performance.

D-Link DIR-825 User Manual 30



Section 3 - Configuration

Channel Width: Select the Channel Width:
Auto 20/40 - This is the default setting. Select if you are using both 802.11n and non-802.11n wireless devices.

20MHz - Select if you are not using any 802.11n wireless clients.
40MHz - Select if you are using 802.11n wireless clients only.

Visibility Status: Select Invisible if you do not want the SSID of your wireless network to be broadcasted by the DIR-825. If Invisible is
selected, the SSID of the DIR-825 will not be seen by Site Survey utilities so your wireless clients will have to know the
SSID of your DIR-825 in order to connect to it.

Wireless Security: Refer to page 83 for more information regarding wireless security.
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Network Settings

This section will allow you to change the local network settings of the router and to configure the DHCP settings.

Router Settings

Router IP Address: Enter the IP address of the router. The default IP

address is 192.168.0.1.

lUse this section to configure the internal network settings of your router. The IP Address that is
. configured here is the IP Address that you use to access the Web-based management interface.
If you change the IP address, once you click Apply, If you change the IP Address here, you may need to adjust your PC's network settings to access

you will need to enter the new IP address in your | fenetworkagan.

browser to get back into the configuration utility. B A e TR

Subnet Mask: 255,255, 255.0

Subnet Mask: Enter the Subnet Mask. The default subnet mask is
255.255.255.0.

Device Name: djinkrouter
Local Domain Name: {optional)

Enable DNS Relay: [7]

Local Domain: Enter the Domain name (Optional).

Enable DNS Relay: Uncheck the box to transfer the DNS server information
from your ISP to your computers. If checked, your
computers will use the router for a DNS server.

D-Link DIR-825 User Manual 32



Section 3 - Configuration

Server:

DHCP IP Address
Range:

DHCP Lease Time:

Always Broadcast:

NetBIOS
Announcement:

Learn NetBIOS
from WAN:

NetBIOS Scope:

NetBIOS Node:

WINS IP Address:

DHCP Server Settings

DHCP stands for Dynamic Host Control Protocol. The DIR-825 has a built-in DHCP server. The DHCP Server will automatically assign
an |IP address to the computers on the LAN/private network. Be sure to set your computers to be DHCP clients by setting their TCP/IP
settings to “Obtain an IP Address Automatically.” When you turn your computers on, they will automatically load the proper TCP/IP settings
provided by the DIR-825. The DHCP Server will automatically allocate an unused IP address from the IP address pool to the requesting
computer. You must specify the starting and ending address of the IP address pool.

Enable DHCP Check this box to enable the DHCP server on your router.

Uncheck to disable this function.

Enter the starting and ending IP addresses for the DHCP
server’s |IP assignment.

Note: If you statically (manually) assign IP addresses to
your computers or devices, make sure the IP addresses are
outside of this range or you may have an IP conflict.

The length of time for the IP address lease. Enter the Lease
time in minutes.

Enable this feature to broadcast your networks DHCP server
to LAN/WLAN clients.

NetBIOS allows LAN hosts to discover all other computers
within the network, enable this feature to allow the DHCP
Server to offer NetBIOS configuration settings.

Use this section to configure the built-in DHCP Server to assign IP addresses to the computers
on your network.

Enable DHCP Server: [7]

DHCP IP Address Range: 192,155.0.100 to 192.168.0,199

DHCP Lease Time: 144; (minutes)

Always broadcast: [7] {compatibility for some DHCP Clients)
NetBIOS announcement: |7
Learn NetBIOS from WAN:
NetBIOS Scope: (optional)
NetBIOS node type : Broadcast only (use when no WINS servers configured}
Point-to-Point {no broadcast)
@ Mixed-mode (Broadcast then Point-to-Point)
Hybrid (Point-to-Point then Broadcast)
Primary WINS IP Address: |- 1.0¢

Secondary WINS IP Address:

Enable this feature to allow WINS information to be learned from the WAN side, disable to allow manual configuration.

This feature allows the configuration of a NetBIOS ‘domain’ name under which network hosts operates. This setting has
no effect if the ‘Learn NetBIOS information from WAN’ is activated.

Select the different type of NetBIOS node; Broadcast only, Point-to-Point, Mixed-mode, and Hybrid.

Enter your WINS IP address
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DHCP Reservation

If you want a computer or device to always have the same IP address assigned, you can create a DHCP reservation.
The router will assign the IP address only to that computer or device.

Note: This IP address must be within the DHCP IP Address Range.

Enale: Check hi box o enable th resenvaton

Computer Name: Enter the computer name or select from the drop emgmad
down menu and click <<. N << Computer Name -~
IP Address:
IP Address: Enter the IP address you want to assign to the MAC Address:
computer or device. This IP Address must be within | CopyYour PCsMAC Address |
the DHCP IP Address Range.
VIAC Address: Enter the MAC address of the computer of
device.
Enable Computer Name MAC Address IP Address
Copy Your PC’s MAC If you want to assign an IP address to the computer
Address: you are curently on, ik this button o populate
the fields.
Hardware Address Assigned IP Hostname Expires
Save: Click Save to save your entry. You must click Save 00:16:36:36:58:11 192.168.0.172 Ferrari5000 22 Hours 3 Minutes  Revoke Reserve

Settings at the top to activate your reservations.
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USB Settings

Use this section to configure your USB port. There are _
two configurations to choose from: Network USB and D-Link
WCN Configuration.

Note: If using the Network USB option, users will need MEasESiucil . v st o cobes your v pot. Trers o e conlipastins b choss ko

to install the Network USB Utility into the computers to [S5m|  hetmiis ma e o ror s e o e s s 53 oy o
share the USB device through the router. Jem) e

Ll SEL TINEGS

Chonse the fype of 1SR devior to be plugged info Bhe USSR port -

USB Settings: Choose between these two configuration: Network Py S

USB and WCN Configuration.

NETWODRE USE :

Network USB: Please set the Network USB Detection interval Pheaser s, U Naetwork U0 Dt tion interval time, the router wil autonstically

clebecl Ve LIGI alievicn,

time. Metwerk: LEE Datection mnteraal < [0 582 (e 6 fae )

WIRELESS

Note: Please see the SharePort Manual on the CD for more information.
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Virtual Server

The DIR-825 can be configured as a virtual server so that remote users accessing Web or FTP services via the public
IP address can be automatically redirected to local servers in the LAN (Local Area Network).

The DIR-825 firewall feature filters out unrecognized packets to protect your LAN network so all computers networked
with the DIR-825 are invisible to the outside world. If you wish, you can make some of the LAN computers accessible
from the Internet by enabling Virtual Server. Depending on the requested service, the DIR-825 redirects the external
service request to the appropriate server within the LAN network.

The DIR-825 is also capable of port-redirection meaning incoming traffic to a particular port may be redirected to a
different port on the server computer.

Each virtual service that is created will be listed at the bottom of the screen in the Virtual Servers List. There are
pre-defined virtual services already in the table. You may use them by enabling them and assigning the server IP to
use that particular virtual service.

For a list of ports for common applications, please visit http://support.dlink.com/faqg/view.asp?prod_id=1191.
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This will allow you to open a single port. If you would like to open a range of ports, refer to the next page.

Name:

IP Address:

Enter a name for the rule or select an application
from the drop-down menu. Select an application
and click << to populate the fields.

Enter the IP address of the computer on your
local network that you want to allow the incoming
service to. If your computer is receiving an IP
address automatically from the router (DHCP),
you computer will be listed in the “Computer
Name” drop-down menu. Select your computer
and click <<.

Private Port/ Enter the port that you want to open next to

Public Port:

Protocol Type:

Schedule:

Inbound Filter:

Private Port and Public Port. The private and
public ports are usually the same. The public
port is the port seen from the Internet side, and
the private port is the port being used by the
application on the computer within your local
network.

Select TCP, UDP, or Both from the drop-down
menu.

The schedule of time when the Virtual Server
Rule will be enabled. The schedule may be set
to Always, which will allow the particular service
to always be enabled. You can create your own
times in the Tools > Schedules section.

Select Allow All (most common) or a created
Inbound filter. You may create your own inbound
filters in the Advanced > Inbound Filter page.

SUFPORT
Helplhul Hnds_

The Virtual Senver option alowes you to define a single publc port: on your routes for ned
e an intermal LAN P Address and Privabe LAN part F required, This featurg & usefl for hosting
onlng senices such 35 FTP of With Seners,

[ sevesetings | [ pontsave settng

Part  Trafli Type

Publc  peotocal Schedule
" = Alvys =

L]
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Name:

IP Address:

TCP/UDP:

Schedule:

Inbound Filter:

Port Forwarding

This will allow you to open a single port or a range of ports.

Enter a name for the rule or select an application
from the drop-down menu. Select an application
and click << to populate the fields.

Enter the IP address of the computer on your
local network that you want to allow the incoming
service to. If your computer is receiving an IP
address automatically from the router (DHCP),
you computer will be listed in the “Computer
Name” drop-down menu. Select your computer
and click <<.

Enter the TCP and/or UDP port or ports that you
want to open. You can enter a single port or a
range of ports. Separate ports with a common.

Example: 24,1009,3000-4000

The schedule of time when the Virtual Server
Rule will be enabled. The schedule may be set
to Always, which will allow the particular service
to always be enabled. You can create your own
times in the Tools > Schedules section.

Select Allow All (most common) or a created
Inbound filter. You may create your own inbound
filters in the Advanced > Inbound Filter page.

TETUP

SUPMPORT

Harlphal Hlnts_

This sotion i ussd 0 ooen Mmool poets of B Fangs of ports 1 wour ruter ind redrect St

through those ports to 2 sngle PC on your

nebwork. This feabere aliows you to enter ports i

wargurh forrats miuding, Port Benges (100-150], Shdwdusl Porty (60, 68, 58], of Makd
(LO23-5000, &29). Ths 0pton & only apeicab 13 the INTERNET semin.

SaveSetbrgs | | Bort Save Setings

24

PFORT FORWARDING RULES

S B8 @R ESE AR E
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Application Rules

Some applications require multiple connections, such as Internet gaming, video conferencing, Internet telephony and
others. These applications have difficulties working through NAT (Network Address Translation). Special Applications
makes some of these applications work with the DIR-825. If you need to run applications that require multiple connections,
specify the port normally associated with an application in the “Trigger Port” field, select the protocol type as TCP or
UDP, then enter the firewall (public) ports associated with the trigger port to open them for inbound traffic.

The DIR-825 provides some predefined applications in the table on the bottom of the web page. Select the application
you want to use and enable it.

Name:

Trigger:

Traffic Type:

Firewall:

Traffic Type:

Schedule:

Enter a name for the rule. You may select a
pre-defined application from the drop-down
menu and click <<.

This is the port used to trigger the application. It
can be either a single port or a range of ports.

Select the protocol of the trigger port (TCP,
UDP, or Both).

This is the port number on the Internet side that
will be used to access the application. You may
define a single port or a range of ports. You
can use a comma to add multiple ports or port
ranges.

Select the protocol of the firewall port (TCP,
UDP, or Both).

The schedule of time when the Application Rule
will be enabled. The schedule may be set to
Always, which will allow the particular service
to always be enabled. You can create your own
times in the Tools > Schedules section.

SUFPORT

Hriphul Hmes_

This aplon & used Lo open sngk of Mulipk BoAs on vour fouler witen the rouler senses
data sent to the Intemet on @ “Igger” soet of poit range. Specal Applcations fules apply to
Al computen: on ywur nemal Heteor.

i...j.‘.l;;... e I.. = ]
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QoS Engine

The QoS Engine option helps improve your network gaming performance by prioritizing applications. By default the
QoS Engine settings are disabled and application priority is not classified automatically.

Enable Traffic This option is disabled by default. Enable this option for
Shaping: better performance and experience with online games
and other interactive applications, such as VolP.

Automatic Uplink This option is enabled by default when the QoS Engine

Ui Ehi gt L2 configurg D-Linie's Qod ingne. Tha Qak Dngme modtees youl oning

Speed: option is enabled. This option will allow your router to e mm:w:ﬁﬁmmmmﬁmmm
automatically determine the uplink speed of your Internet e [ e :
connection.

Measured Uplink This displays the detected uplink speed. e MEL".'..’E . &

SDEEd - Mexsured Uplink Speed @ Rot Estmated

== Hanual Uplnk Speed © o <<
Manual Uplink The speed at which data can be transferred from the Eti. I P e

Speed: router to your ISP. This is determined by your ISP. ISP’s

0% EMNGIHE SETHP

often speed as a download/upload pair. For example,
Enabie (S Engimne ;7

1.5Mbits/284Kbits. Using this example, you would enter e o
284. Alternatively you can test your uplink speed with a Ormaent: Fragemen tion
service such as www.dslreports.com. e
Harrey Pty Protadel
Connection Type: By default, the router automatically determines whether — : m— A
the underlying connection is an xDSL/Frame-relay to 20 2 0 ©  mwns
network or some other connection type (such as cable T - ]

modem or Ethernet), and it displays the result as

Detected xDSL or Frame Relay Network. If you have an unusual network connection in which you are actually connected
via xDSL but for which you configure either “Static” or “DHCP” in the Internet settings, setting this option to xDSL or Other
Frame Relay Network ensures that the router will recognize that it needs to shape traffic slightly differently in order to give
the best performance. Choosing xDSL or Other Frame Relay Network causes the measured uplink speed to be reported
slightly lower than before on such connections, but gives much better results.

Detected xDSL: When Connection Type is set to automatic, the automatically detected connection type is displayed here.
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Enable QoS Engine: This option is disabled by default. Enable this option for better performance and experience with online games and other
interactive applications, such as VolP.

Automatic This option is enabled by default. This will allow your router to automatically determine the network priority of running
Classification: programs.

Dynamic This option should be enabled when you have a slow Internet uplink. It helps to reduce the impact that large low priority
Fragmentation: network packets can have on more urgent ones.
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Network Filters

Use MAC (Media Access Control) Filters to allow or deny LAN (Local Area Network) computers by their MAC addresses
from accessing the network. You can either manually add a MAC address or select the MAC address from the list of
clients that are currently connected to the Broadband Router.

Configure MAC Select Turn MAC Filtering Off, Allow MAC
Filtering: addresses listed below, or Deny MAC
addresses listed below from the drop-down

menu.
Helplul Hinks..
MAC Address: Enter the MAC address you would like to e
f”ter. = :hﬁ m:i:m k adagher, This Feature < be configured Lo ALLOW or DIEMY

] | Don't Save Settings: |

|i|n-e$etrqn

To find the MAC address on a computer,
please refer to the Networking Basics section ol ikl R
in this manual. e

AL Adedress

HALC FILTERING RULLS

DHCP Client: Selecta DHCP client from the drop-down menu
and click << to copy that MAC Address.

Clear: Click to remove the MAC address.
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Access Control

The Access Control section allows you to control access in and out of your network. Use this feature as Parental
Controls to only grant access to approved sites, limit web access based on time or dates, and/or block access from

applications like P2P utilities or games.

Add Policy: Click the Add Policy button to start the Access
Control Wizard.

1%&11-:1&&&—@:&&%-&:&:” f"#\.rmi.l.'ﬂh
sk o s Sk s el e, ] s s a1

T O e, mmwmvmuw SRt o g

Fuwdl Lrvm Tl s, |

taem Sy |

‘ Enaliie Acrres Lonbml @ #F

H‘ﬂl‘-hl

| P e Py s larsrnay Lisgpes] Slahis

Access Control Wizard

Click Next to continue with the wizard.

i wermnd will gusicde you through the Following stegn 1o add & new policy for Rooes Control.

Srig 1 - Chooma & ongus narmes far your policy

g £ - Seect b ochedos

g J - SeEct the mEched D which e SOy aepe
g 4 - SalEct Masry frathad

i S - SaEct TR

Snig B - Cosfgens Wb Aol LEgSNS
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Access Control Wizard (continued)

Enter a name for the policy and then click Next to continue.

Select a schedule (I.E. Always) from the drop-down menu
and then click Next to continue.

Enter the following information and then click Next to
continue.

* Address Type - Select IP address, MAC address,
or Other Machines.

[P Address - Enter the IP address of the computer
you want to apply the rule to.

Select the filtering method and then click Next to continue.

Thareves @ s Fukies o yoas goodiny.

Rt e mrachires o wisih His policoy syl

ey 3 PP W 0 o BAL

Hulclewns ype - ® B

L
Hsshene duddrrs

St the mnthcad b Bliweg

PR

iy Wl (it -
Boply fabossared Post | Bee -

B

Lo e s oy

xheet Hachnes

B, O T T B T IR T e T W B By,

Py —

ek Al

dempm B Ry e e
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Access Control Wizard (continued)

Enter the rule: e seromane ]
Enable = CheCk tO enable the rU|e. :’:::r:_-:l:::':'::x::c::uzrrr::m::-nu:w—_
Name - Enter a name for your rule.

foadis M il =i Pl m e
Dest IP Start - Enter the starting IP address. ol M
Dest IP End - Enter the ending IP address. e
Protocol - Select the protocol. B
Dest Port Start - Enter the starting port number. i T
Dest Port End - Enter the ending port number. e
| [l oo

To enable web logging, click Enable.

Click Save to save the access control rule.

Your newly created policy will now show up under Policy
Table.

LU U TR LR ] - s gV
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Website Filters

Website Filters are used to allow you to set up a list of allowed Web sites that can be used by multiple users through
the network. To use this feature select to Allow or Deny, enter the domain or website and click Save Settings. You
must also select Apply Web Filter under the Access Control section (page 42).

Add Website Select Allow or Deny.
Filtering Rule:

Website URL/ Enter the keywords or URLs that you want to ; |__Aovancro | ools | STATUS | SUPPORT

Domain: allow or block. Click Save Settings. —

The Webste Fier opoon 28ws you 10 20 Up 3 6T of Web 5tes you would ke 10 alow
deny thrdugh wour Aetwak. To wa the featuie, you must 3o Select the ©
checkhax in the Agcess Control section,

SaveSetings | | Dont Save Settngs

2 &4 - WERSITT FILTTRING RULES e

Configura Wekska FlEar Balow:
DY corrguienl oeid i ORLY Hasis e -

[ Cowr et balon...
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Inbound Filters

The Inbound Filter option is an advanced method of controlling data received from the Internet. With this feature you
can configure inbound data filtering rules that control data based on an IP address range. Inbound Filters can be used
with Virtual Server, Port Forwarding, or Remote Administration features.

Name: Enter a name for the inbound filter rule.
Action: Select Allow or Deny.

Enable: Check to enable rule.

The: Inbound Fiter option & an advanced method of controling data recewned fom the
Intamet. With the feature you an cenfiqure inbound data flenng rukes that control data

. i S baced on an [P address ange.
Remote IP Start: !Enter the starting IP addrgss. Enter 0.0.0.0 e i e s G
if you do not want to specify an IP range. N Sty T o LIS et WL YR SR A SRRSO S A

Remote IP End: Enter the ending IP address. Enter WESSITE FRTER EATTRLNRG SR T [ L
255.255.255.255 if you do not want to - ;
specify and IP range.

T R w—

Remsole IF Range : Enable Remote 0P Start Remote 1P End
0.0.0.0 i s L e e

Add: Click the Add button to apply your settings. = ===
You must click Save Settings at the top to S === e
save the settings. T2 0.0.00 255, 255. 255,255
== 2.0.0.8 255, F55.355.258
Inbound Filter This section will list any rules that are created. T e
Rules List: You may click the Edit icon to change the (s [cew]
settings or enable/disable the rule, or click

the Delete icon to remove the rule.

Pami Action Hemate I Range

WIRELESS
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Enable SPI:

NAT Endpoint
Filtering:

Anti-Spoof Check:

Enable DMZ:

DMZ IP Address:

Firewall Settings

A firewall protects your network from the outside world. The DIR-825 offers a firewall type functionality. The SPI feature
helps prevent cyber attacks. Sometimes you may want a computer exposed to the outside world for certain types of
applications. If you choose to expose a computer, you can enable DMZ. DMZ is short for Demilitarized Zone. This
option will expose the chosen computer completely to the outside world.

SPI (Stateful Packet Inspection, also known as dynamic packet
filtering) helps to prevent cyber attacks by tracking more state per
session. It validates that the traffic passing through the session
conforms to the protocol.

Select one of the following for TCP and UDP ports:

Endpoint Independent - Any incoming traffic sent to an open port
will be forwarded to the application that opened the port. The port
will close if idle for 5 minutes.

Address Restricted - Incoming traffic must match the IP address
of the outgoing connection.

Address + Port Restriction - Incoming traffic must match the IP
address and port of the outgoing connection.

Enable this feature to protect your network from certain kinds of
“spoofing” attacks.

If an application has trouble working from behind the router, you
can expose one computer to the Internet and run the application
on that computer.

11111111

Tha Feruall -ongn Hicw o 18 05 2 W g8 on el WAk uiecs of she
raute

LT i TR

Frdpa | redamrda

10 L i FiMleriesg: Bddens Bung it el

Ty BTy
| Wb Futrsg § OToURE 1 e DEL iy d0paie TR D el B3 ) v o wialy 1
Ust of tha eotor) @ eak sémerardod is b bott ot

rualin (D4
L 1P P ©

Note: Placing a computer in the DMZ may expose that computer to a variety of security risks. Use of this option is only

recommended as a last resort.

Specify the IP address of the computer on the LAN that you want to have unrestricted Internet communication. If this
computer obtains it's IP address automatically using DHCP, be sure to make a static reservation on the Setup > Network
Settings page so that the IP address of the DMZ machine does not change.
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Routing

The Routing option is an advanced method of customizing specific routes of data through your network.

Destination IP: Enter the IP address of packets that will take
this route.

SUFPORT

Helphul Himda_.

Netmask: Enter the netmask of the route, please note |
that the octets must match your destination DI | o vout o[ BTy GO IOUEL TR determing how (353 & mived
IP address. R T

Gateway: Enteryour next hop gateway to be taken if this
route is used.

Metric: The route metric is a value from 1 to 16 that
indicates the cost of using this route. A value 1
is the lowest cost and 15 is the highest cost.

Interface: Select the interface that the IP packet must
use to transit out of the router when this route
is used.
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Transmit Power:

Beacon Period:

RTS Threshold:

Fragmentation

Threshold:

DTIM Interval:

WLAN Partition:

WMM Function:

Short GI:

Advanced Wireless Settings
802.11n/g (2.4GHz)

Setine ransmit power of he antennas.

Beacons are packets sent by an Access Point to Wireless Band : 2.4GHz Band

synchronize a wireless network. Specify a value. Transmit Power : High -

100 is the default setting and is recommended. Beacon Period : 19 (20..1000)
RTS Threshold : 3345 (0..2347)

This value should remain at its default setting of

2432. If inconsistent data flow is a problem, only Fragmenson: Bwestiold - |75 (256..2346)

a minor modification should be made. DTIM Interval : (1..255)
WLAN Partition : [

The fragmentation threshold, which is specified WMM Enable : (7]

in bytes, determines whether packets will be ShortGI: [

fragmented. Packets exceeding the 2346 byte
setting will be fragmented before transmission.
2346 is the default setting.

(Delivery Traffic Indication Message) 3 is the default setting. A DTIM is a countdown informing clients of the next window
for listening to broadcast and multicast messages.

Enable this option to prevent associated wireless clients from communicating with each other.

WMM is QoS for your wireless network. This will improve the quality of video and voice applications for your wireless
clients.

Check this box to reduce the guard interval time therefore increasing the data capacity. However, it’s less reliable and may
create higher data loss.
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Advanced Wireless Settings
802.11n/a (5GHz)

i : he transmi wer of the antennas.
Transmit Power: Set the transmit power of the antennas

Beacon Period: Beacons are packets sent by an Access Point to Wireless Band : 5GHz Band
synchronize a wireless network. Specify a value. Transmit Power : High v
100 is the default setting and is recommended. Beacon Period : 1o (20..1000)
RTS Threshold: This value should remain at its default setting of Ffm R e
2432. If inconsistent data flow is a problem, only ROt Theestold . (20 (256..2346)
a minor modification should be made. DTIM Interval : 1 (1..255)
WLAN Partition : [
Fragmentation The fragmentation threshold, which is specified WMM Enable : [7]
Threshold: in bytes, determines whether packets will be Short 6I: [
fragmented. Packets exceeding the 2346 byte .

setting will be fragmented before transmission.
2346 is the default setting.

DTIM Interval: (Delivery Traffic Indication Message) 3 is the default setting. A DTIM is a countdown informing clients of the next window
for listening to broadcast and multicast messages.

WLAN Partition: Enable this option to prevent associated wireless clients from communicating with each other.

WMM Function: WMM is QoS for your wireless network. This will improve the quality of video and voice applications for your wireless
clients.

Short GI: Check this box to reduce the guard interval time therefore increasing the data capacity. However, it's less reliable and may
create higher data loss.
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Wi-Fi Protected Setup (WPS)

Wi-Fi Protected Setup (WPS) System is a simplified method for securing your wireless network during the “Initial setup”
as well as the “Add New Device” processes. The Wi-Fi Alliance (WFA) has certified it across different products as well
as manufactures. The process is just as easy, as depressing a button for the Push-Button Method or correctly entering
the 8-digit code for the Pin-Code Method. The time reduction in setup and ease of use are quite beneficial, while the
highest wireless Security setting of WPAZ2 is automatically used.

Enable: Enable the Wi-Fi Protected Setup feature.

Lock Wireless Locking the wireless security settings prevents the
Security Settings: settings from being changed by the Wi-Fi Protected
Setup feature of the router. Devices can still be

WHR Probected Sabug B wied b0 sy add devices bo & nebeork wsing & PR o bulfen press.

added to the network using Wi-Fi Protected Setup. = DUV MUk SUBESrS W PRORICTSd SERUD 1 Order t0 be Confgured by thes method.,
However, the settings of the network will not change i 00 o Fote Aot AL vl (R U A PR o Proces.
once this option is checked. e P
A B L Dave bethngs ] 1 Can't Save Geitings ]
PIN Settings: A PIN is a unique number that can be used to add e _
the router to an existing network or to create a new ct Enable: [
network. The default PIN may be printed on the o ttngs
bottom of the router. For extra security, a new PIN e J e
can be generated. You can restore the default PIN -
at any time. Only the Administrator (“admin” account) eSS = :
can change or reset the PIN. T [ e
Current PIN: Shows the current value of the router’s PIN.
k] Vo i Crvncr wth Wi
Reset PIN to

Default: Restore the default PIN of the router.

Generate New PIN: Create a random number that is a valid PIN. This becomes the router’s PIN. You can then copy this PIN to the user interface
of the registrar.
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Add Wireless This Wizard helps you add wireless devices to the wireless network.
Station:
The wizard will either display the wireless network settings to guide you through manual configuration, prompt you to enter the
PIN for the device, or ask you to press the configuration button on the device. If the device supports Wi-Fi Protected Setup
and has a configuration button, you can add it to the network by pressing the configuration button on the device and then
the on the router within 60 seconds. The status LED on the router will flash three times if the device has been successfully
added to the network.

There are several ways to add a wireless device to your network. A “registrar’ controls access to the wireless network. A
registrar only allows devices onto the wireless network if you have entered the PIN, or pressed a special Wi-Fi Protected Setup
button on the device. The router acts as a registrar for the network, although other devices may act as a registrar as well.

Add Wireless Start the wizard.
Device Wizard:
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Enable UPnP:

WAN Ping:

WAN Ping Inbound
Filter:

WAN Port Speed:

Multicast streams:

Advanced Network Settings

To use the Universal Plug and Play (UPnP™) feature
click on Enabled. UPNP provides compatibility with
networking equipment, software and peripherals.

Unchecking the box will not allow the DIR-825 to
respond to pings. Blocking the Ping may provide
some extra security from hackers. Check the box
to allow the Internet port to be “pinged”.

Select from the drop-down menu if you would
like to apply the Inbound Filter to the WAN ping.
Refer to page 46 for more information regarding
Inbound Filter.

You may set the port speed of the Internet port
to 10Mbps, 100Mbps, or auto. Some older cable
or DSL modems may require you to set the port
speed to 10Mbps.

Check the box to allow multicast traffic to pass
through the router from the Internet.

Ity ana ros famills with these Advwanced Nedwork settings, piaase raad the haip saction
Esefiore sttamping to madfy thise st tnge.

Sewiewrgs | codiSevedewnm |

UPNE

Univerial Flug anc Play (UPTe) suppoets peer-tospeer Pag and Pley functionaity For
mARbwnek favices.

Enabde PP ;.

11 yndl mralin this featume, ths WaN port of your imter will isapnned 10 g reoussts
fronn the Interrset that see went ta the Was 1P address,

Lrnabdie W Py Bespond ;. =
win Firs Lok pilter : [faes =]
Details  [alow a1

‘ WaN Port Speed @ 10300 8a: ks =] \
‘ Erahile Pulticat Streane ;. 7 \ Mare
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Guest Zone

The Guest Zone feature will allow you to create temporary zones that can be used by guests to access the Internet.
These zones will be separate from your main wireless network. You may configure different zones for the 2.4GHz and
5.0GHz wireless bands.

Enable Guest Zone: Check to enable the Guest Zone feature.

Schedule: The schedule of time when the Guest Zone will
be active. The schedule may be set to Always,
which will allow the particular service to always
be enabled. You can create your own times in the B s o s T G
Tools > Schedules section. S [ | Suftfhe Hebs

GUEST ZOME SELECTION

Wireless Network Enter a wireless network name (SSID) that is

- o inable Guesrt Tone: 1) Sivers - [idibin]
Name: different from your main wireless network. A
. = Wirsdess Habwork Nasss @ dick_puest {Alo cabed the 55K
Enable Routing Check to allow network connectivity between the Fnabie Routing Betwoen Zanes

Between Zones: different zones created. = Security Mode . fene

GUEST ZOME SELECTION

Security Mode: Select the type of security or encryption you would
like to enable for the guest zone.

ILnalrke Gusst Done [Tee—— :jﬁrq-u _
Wirshess Band 1 5GH? Bamd
Wiirskass Mo Danork Pl - dirk_meda_guest {Ako caled the S50
Enabie Routing Betwsen Tones
SecLrdty MDils D hone -
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IPV6

Link-Local Connectivity

My IPv6 Connection: Select Link-Local Only from the drop-down
menu.

LAN IPv6 Address Displays the IPv6 address of the router.
Settings:

Use this section to configurs your Pvd Connecton Type. If you are unsere of your connection
mthod, pheaie contict pour [nbernet Senace Provider,

| swesermngs | | Domesavesemngs |

[P CONNECTION TYPE
Choose the made 8o be wsed by the routier Bo the DD Intemet.
My TP CORNBCHcn 5 ©  Lnkdecsl orfy =

2 LaN 1Pwh ADDRELESS SETTINGS :
Use: This mecaan [ configune the nfermal network seangs af your router,
LAN IPvE Link-Local Address @ IDB0-240:F4IT-II0 -1 ADE ) 64
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My IPv6 Connection:

WAN IPv6 Address

Settings:

LAN IPv6 Address:

LAN Link-Local Address:

Enable Autoconfiguration:

Autoconfiguration Type:

IPv6 Address Range Start:

IPv6 Address Range End:

IPv6 Address Lifetime:

Static IPv6 (Stateful)

Select Static IPv6 from the drop-down
menu.

Enter the address settings supplied by your
Internet provider (ISP).

Enter the LAN (local) IPv6 address for the
router.

Displays the Router’s LAN Link-Local
Address.

Check to enable the Autoconfiguration
feature.

Select Stateful (DHCPv6) or Stateless.
Refer to the next page for Stateless.

Enter the start IPv6 Address for the DHCPv6
range for your local computers.

Enter the end IPv6 Address for the DHCPv6
range for your local computers.

Enter the IPv6 Address Lifetime (in
minutes).

IPv6 CONNECTION TYPE

Choose the mode to be used by the router to the IPv6 Internet.

My IPv6 Connection is :

WAN IPv6 ADDRESS SETTINGS :

Enter the IPv6 address information provided by your Internet Service Provider (ISP).

Static IPvo -

IPv6 Address :

Subnet Prefix Length :
Defaut] Gateway :
Primary DNS Address :
Secondary DNS Address ;

LAN IPv6 ADDRESS SETTINGS :

Use this section to configure the internal netwark setings of your router, If you change the LAM IPve Address
here, you may need to adjust your PC's network settings to access the network again.

LAN IPvG Address : 64
LAN IPv6 Link-Local Address : FEB0::240:F4FF:FE03:1A9C/ 64

ADDRESS AUTOCONFIGURATION SETTINGS

Use this section to setup IPv& Autoconfiguration to assign IP addresses to the computers on your network,

Enable Autoconfiguration :
Autoconfiguration Type :  Stateful (DHCPvE)

IPv6 Address Range(Start): : /64
IPv6 Address Range(End): : /64

IPv6 Address Lifetime: 30 (minutes)
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Static IPv6 (Stateless)

My IPv6 Connection: Select Static IPv6 from the drop-down
menu.

WAN IPv6 Address Enter the address settings supplied by your
Settings: Internet provider (ISP).

LAN IPv6 Address: Enter the LAN (local) IPv6 address for the
router.

LAN Link-Local Address: Displays the Router’s LAN Link-Local
Address.

Enable Autoconfiguration: Check to enable the Autoconfiguration
feature.

Autoconfiguration Type: Select Stateless. Refer to the previous page
for Stateful.

Router Advertisement Enter the Router Advertisement Lifetime (in
Lifetime: minutes).

IPv6 CONNECTION TYPE

Choose the mode to be used by the router to the IPv6 Internet.

My IPv6 Connection is :

WAN IPve ADDRESS SETTINGS :

Enter the IPv6 address information provided by your Internet Service Provider (ISP).

Static IPve -

1PvH Address :

Subnet Prefix Length :
Defautl Gateway :
Primary DNS Address :
Secondary DNS Address :

LAN IPv6 ADDRESS SETTINGS :

Use this section to configure the internal network setings of your router, If you change the LAM IPv6 Address
here, you may need to adjust your PC's network settings to access the network again.

LAN IPv6 Address : /64
LAN IPv6 Link-Local Address : FES0::240:F4FF:FE03:1A9C/ 64

ADDRESS AUTOCONFIGURATION SETTINGS

Use this section to setup IPv6 Autoconfiguration to assign IP addresses to the computers on your network.,

Enable Autoconfiguration :

Autoconfiguration Type :  Stateless -

Router Advertisement

Lifetime: - (minutes)
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My IPv6 Connection:

IPv6 DNS Settings:

Primary/Secondary DNS

Address:

LAN IPv6 Address:

LAN Link-Local Address:

Enable Autoconfiguration:

Autoconfiguration Type:

IPv6 Address Range Start:

IPv6 Address Range End:

IPv6 Address Lifetime:

DHCPv6 (Stateful)

Select DHCPv6 from the drop-down
menu.

Select either Obtain DNS server address
automatically or Use the following DNS
Address.

Enter the primary and secondary DNS
server addresses.

Enter the LAN (local) IPv6 address for the
router.

Displays the Router’s LAN Link-Local
Address.

Check to enable the Autoconfiguration
feature.

Select Stateful (DHCPv6) or Stateless.
Refer to the next page for Stateless.

Enter the start IPv6 Address for the DHCPv6
range for your local computers.

Enter the end IPv6 Address for the DHCPv6
range for your local computers.

Enter the IPv6 Address Lifetime (in
minutes).

IPv6 CONNECTION TYPE

Choose the mode to be used by the router to the IPv6 Internet.

My IPvb Connection is:  DHCPvE -

IPv6 DNS SETTINGS :

Obtain DNS server address automatically or enter a specific DNS server address.

@ Obtain DNS server address autormatically
1 Use the following DNS address
Primary DNS Address :

Secondary DNS Address :

LAN IPv6 ADDRESS SETTINGS :

Use this section to configure the internal network setings of your router. If you change the LAN IPv6 Address
here, you may need to adjust your PC's network settings to access the network again.

LAN IPv6 Address : /64
LAN IPv6 Link-Local Address :  FES0::240:F4FF:FE03:1A9C/ 64

ADDRESS AUTOCONFIGURATION SETTINGS

Use this section to setup IPv6 Autoconfiguration to assign IP addresses to the computers on your netwark.,

Enable Autoconfiguration :
iStateful (DHCPvE): -

Autoconfiguration Type :
IPv6 Address Range(Start):

IPv6 Address Range{End):

IPv6 Address Lifetime: 3 (minutes)
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My IPv6 Connection:

IPv6 DNS Settings:

Primary/Secondary DNS
Address:

LAN IPv6 Address:

LAN Link-Local Address:
Enable Autoconfiguration:

Autoconfiguration Type:

Router Advertisement
Lifetime:

DHCPv6 (Stateless)

Select DHCPv6 from the drop-down
menu.

Select either Obtain DNS server address
automatically or Use the following DNS
Address.

Enter the primary and secondary DNS
server addresses.

Enter the LAN (local) IPv6 address for the
router.

Displays the Router’s LAN Link-Local
Address.

Check to enable the Autoconfiguration
feature.

Select Stateless. Refer to the previous page
for Stateful.

Enter the Router Advertisement Lifetime (in
minutes).

IPv6 CONNECTION TYPE

Choose the mode to be used by the router to the IPv6 Internet.

My IPv6 Connection is:  DHCPve -

IPv6 DNS SETTINGS :

Obtain DNS server address automatically or enter a specific DNS server address.

/@ Obtain DNS server address automatically
) Use the following DMS address
Primary DNS Address :

Secondary DNS Address :

LAN IPve ADDRESS SETTINGS :

Use this section to configure the internal netwark setings of your router. If you change the LAN IPvG Address
here, you may need to adjust your PC's network settings to access the network again.

LAN IPv6 Address :
LAN IPv6 Link-Local Address :

/64
FESD::240:F4FF:FE03:1A9C/ 64

ADDRESS AUTOCONFIGURATION SETTINGS

lUse this section to setup IPvé Autoconfiguration to assign IP addresses to the computers on your netwark.,

Enable Autoconfiguration :

Autoconfiguration Type :  Stateless -
Router Advertisement )
Lifetime: 30 (minutes)
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IPv6 over PPPoE (Stateful)
My IPv6 Connection: Select PPPoE from the drop-down menu.

Choosa Hha moda to be used by the router to the b Intemet.

PPPoE: Enter the PPPoE account settings supplied by your Internet
provider (ISP). My IPv6 Connection 51 #eeal -

Enter the information provided by your Intemet Seneos Prosider (15P).

Address Mode: Select Static if your ISP assigned you the IP address, subnet
mask, gateway, and DNS server addresses. In most cases,

select Dynamic. Addriss Mode & Dynamc B () Static TP
1P Agddress ;
IP Address: Enter the IP address (Static PPPoE only). ”:“"““
Werily Password @ ssssssssss
User Name: Enter your PPPOE user name. Service Nasme : {optional)
Reconmect Mode - Abevays on ® On demand Manual
Password: Enter your PPPoE password and then retype the password Mot Bk Tees : 5 (mnutes, D=nfnte]
in the next box. NIU: |aea {bytes)

IP¥G DRSS SETTINGS :

Service Name: Enter the ISP Service Name (optional).
Obtain DNS server address autcmatically or enter 3 specific DHS server address,

Reconnection Mode: Select either Always-on, On-Demand, or Manual. & Obtan DS server address automatically
Usar B Talawing DHS 3ddréss
Maximum Idle Time: Enter a maximum idle time during which the Internet riany DIES Address
connection is maintained during inactivity. To disable this |
feature, enable Auto-reconnect. LA IPv6 ADDRESS SCTTINGS :

Lise #his sechion b configune B infernal neheork senos of your rouier. 17 you chanoe the LAN TG Addness

IPv6 DNS Settings: Select either Obtain DNS server address automatically | " ey e o st yos P& stk settogs 1 asirss e ncterk sgan.

or Use the following DNS Address. LAN 1P Address :  2002:00:0001: 1 f64
LAN I Link-Local Address @ FERIE: MHEFSFRFEDE LA B4
Primary/Secondary DNS Enter the primary and secondary DNS server addresses. R AT e
Address:
L Bt mcbion b e b TPl Bestocon i afon o sge IP addiresies io She compulen on pour refeork
LAN IPv6 Address: Enter the LAN (local) IPv6 address for the router. Enable Autoconfiguration : [
n.l.lli'.ll'lllr[llmllhl'l Ty Coatedl [CPCPVE) +
. R , . 1P Address Range(Start):
LAN Link-Local Address: Displays the Router’'s LAN Link-Local Address. i R .
PG Address Lifetime: 20 (rminutes)
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Enable Autoconfiguration:
Autoconfiguration Type:
IPv6 Address Range Start:
IPv6 Address Range End:

IPv6 Address Lifetime:

Check to enable the Autoconfiguration feature.

Select Stateful (DHCPv6) or Stateless. Refer to the next page for Stateless.

Enter the start IPv6 Address for the DHCPv6 range for your local computers.

Enter the end IPv6 Address for the DHCPv6 range for your local computers.

Enter the IPv6 Address Lifetime (in minutes).
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IPv6 over PPPoE (Stateless)
My IPv6 Connection: Select PPPoE from the drop-down menu.

Choosa Hha moda to be used by the router to the b Intemet.

PPPoE: Enter the PPPoOE account settings supplied by your Internet
provider (ISP). My IPv6 Connection 51 #eeal -

Enter the information provided by your Intemet Seneos Prosider (15P).

Address Mode: Select Static if your ISP assigned you the IP address, subnet
mask, gateway, and DNS server addresses. In most cases,

select Dynamic. Addriss Mode & Dynamc B () Static TP
1P Agddress ;
IP Address: Enter the IP address (Static PPPoE only). ”:“"““
Werily Password @ ssssssssss
User Name: Enter your PPPoE user name. Service Nasme : {optional)
Reconmect Mode - Abevays on ® On demand Manual
Password: Enter your PPPoE password and then retype the password Maodnen e Tisd : 5 (mnutes, 0=infinte]
in the next box. MIU: e {Evtes)

IP¥G DRS SETTINGS @

Service Name: Enter the ISP Service Name (optional).
Obtain DNS server address autcmatically or enter 3 specific DHS server address,

Reconnection Mode: Select either Always-on, On-Demand, or Manual. & Obtain DHS server address automatically
Usar B Talawing DHS 3ddréss

Maximum Idle Time: Enter a maximum idle time during which the Internet riany DIES Address

connection is maintained during inactivity. To disable this _
feature, enable Auto-reconnect. LA IPv6 ADDRESS SCTTINGS :

Secondary DHS Addiress ;

Lise #his sechion b configune B infernal neheork senos of your rouier. 17 you chanoe the LAN TG Addness

IPv6 DNS Settings: Select either Obtain DNS server address automatically e, o mary rved K At your PO rartcrk setings 15 access the netmark agein.
or Use the fO"OWing DNS Address. LAMN TP Adkdresss 2000:0e0:000 122 8 J64
LAN I Link-Local Address @ FERIE: MHEFSFRFEDE LA B4
Primary/Secondary DNS Enter the primary and secondary DNS server addresses. R AT e
Address:
L bt wmcbion by g b Tl Bestocon i afion o seige IP adedresies io She compulen on pour releork
LAN IPv6 Address: Enter the LAN (local) IPv6 address for the router. Enable Autoconfiguration : [
Autoosnlgperation Ty Crateless *
. Ruuiu'“ﬂ.:lvﬂ'lbmml 0 —
LAN Link-Local Address: Displays the Router’s LAN Link-Local Address. Lifetime: i
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Section 3 - Configuration

Enable Autoconfiguration: Check to enable the Autoconfiguration feature.
Autoconfiguration Type: Select Stateful (DHCPv6) or Stateless.

Router Advertisement Enter the Router Advertisement Lifetime (in minutes).
Lifetime:
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My IPv6 Connection:

6 to 4 Settings:
Primary/Secondary DNS
Address:

LAN IPv6 Address:

LAN Link-Local
Address:

Enable
Autoconfiguration:

Autoconfiguration Type:
IPv6 Address Range
Start:

IPv6 Address Range
End:

IPv6 Address Lifetime:

6 to 4 Tunneling (Stateful)

Select 6 to 4 from the drop-down menu.

Enter the IPv6 settings supplied by your
Internet provider (ISP).

Enter the primary and secondary DNS server
addresses.

Enter the LAN (local) IPv6 address for the
router.

Displays the Router’s LAN Link-Local
Address.

Check to enable the Autoconfiguration
feature.

Select Stateful (DHCPv6) or Stateless. Refer
to the next page for Stateless.

Enter the start IPv6 Address for the DHCPv6
range for your local computers.

Enter the end IPv6 Address for the DHCPv6
range for your local computers.

Enter the IPv6 Address Lifetime (in
minutes).

IPve CONNECTION TYPE

Choose the mode to be used by the router to the IPv6 Internet.

My IPv6 Connectionis: o&to4 -

6to4 SETTINGS :

Enter the IPv6 address information provided by your Internet Service Provider (ISP).

6to4 Address : 0:0:0:0:0:0:0:0
Primary DNS Address :
Secondary DNS Address :

LAN IPvbe ADDRESS SETTINGS :

lUse this section to configure the internal netwark setings of your router. If you change the LAN IPv6 Address
here, you may need to adjust your PC's network settings to access the network again.

LAN IPv6 Address :
LAN IPv6 Link-Local Address :

2002:0:0: 0001 nl/64
FEBD::240:FAFF:FED3:1A9C/ 64

ADDRESS AUTOCONFIGURATION SETTINGS
Use this section to setup IPv6 Autoconfiguration to assign IP addresses to the computers on your netwark.,

Enable Autoconfiguration :
-

Autoconfiguration Type :
IPv6 Address Range(Start):
IPv6 Address Range(End):

IPv6 Address Lifetime: 30 (minutes)
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My IPv6 Connection:

6 to 4 Settings:
Primary/Secondary DNS
Address:

LAN IPv6 Address:

LAN Link-Local
Address:

Enable
Autoconfiguration:

Autoconfiguration Type:

Router Advertisement
Lifetime:

6 to 4 Tunneling (Stateless)

Select 6 to 4 from the drop-down menu.

Enter the IPv6 settings supplied by your
Internet provider (ISP).

Enter the primary and secondary DNS server
addresses.

Enter the LAN (local) IPv6 address for the
router.

Displays the Router’'s LAN Link-Local
Address.

Check to enable the Autoconfiguration
feature.

Select Stateless. Refer to the previous page
for Stateful.

Enter the Router Advertisement Lifetime (in
minutes).

IPve CONNECTION TYPE

Choose the mode to be used by the router to the IPve Internat.

My IPvb Connection is: 6to4 -

6to4 SETTINGS :

Enter the IPv6 address information provided by your Internet Service Provider (ISP).

6to4 Address : 0:0:0:0:0:0:0:0
Primary DNS Address :
Secondary DNS Address :

LAN IPv6 ADDRESS SETTINGS :

Use this section to configure the internal network setings of your router, If you change the LAM IPv6 Address
here, you may need to adjust your PC's network settings to access the network again.

LAN IPv6 Address :
LAN IPv6 Link-Local Address :

2002:0:0: 0001 n1/64
FES0::240:F4FF:FED3:1A0C/ 64

ADDRESS AUTOCONFIGURATION SETTINGS
|Use this section to setup IPv6 Autoconfiguration to assign IP addresses to the computers on your network,

Enable Autoconfiguration :

Autoconfiguration Type @ Stateless -

Router Advertisement

Lifetime: (minutes)

D-Link DIR-825 User Manual



Section 3 - Configuration

IPv6 in IPv4 Tunneling (Stateful)

My IPv6 Connection: Select IPv6 in IPv4 Tunnel from the drop-down
menu.

IPv6 in IPv4 Tunnel Enter the settings supplied by your Internet
Settings: provider (ISP).

LAN IPv6 Address: Enter the LAN (local) IPv6 address for the
router.

LAN Link-Local Displays the Router’'s LAN Link-Local
Address: Address.

Enable Check to enable the Autoconfiguration
Autoconfiguration: feature.

Autoconfiguration Type: Select Stateless. Refer to the previous page
for Stateful.

Router Advertisement Enter the Router Advertisement Lifetime (in
Lifetime: minutes).

IPv6 CONNECTION TYPE

Choose the mode to be used by the router to the IPv6 Internet.

My IPv6 Connection is :

IPv6 in IPv4 TUNNEL SETTINGS :

Enter the IPv6 in IPv4 Tunnel information provided by your Tunnel Broker.

IPv&in IPv4 Tunnel

Remote IPv4 Address :
Remote IPv6 Address :
Local IPv4 Address :
Local IPvG Address :
Primary DNS Address :
Secondary DNS Address :

LAN IPv6 ADDRESS SETTINGS :

Use this section to configure the internal network setings of your router, If you change the LAM IPv6 Address
here, you may need to adjust your PC's network settings to access the network again.

LAN IPv6 Address : 64
LAN IPv6 Link-Local Address : FE80::240:F4FF:FED2:1A9C/ 64

ADDRESS AUTOCONFIGURATION SETTINGS

LUse this section to setup IPv6 Autoconfiguration to assign IP addresses to the computers on your network.

Enable Autoconfiguration :
Autoconfiguration Type @ Stateful (DHCPvE) -
IPv6 Address Range(Start):
IPv6 Address Range(End):

IPv6 Address Lifetime: 30 (minutes}
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My IPv6 Connection:
IPv6 in IPv4 Tunnel
Settings:

LAN IPv6 Address:
LAN Link-Local
Address:

Enable
Autoconfiguration:

Autoconfiguration Type:
IPv6 Address Range
Start:

IPv6 Address Range
End:

IPv6 Address Lifetime:

IPv6 in IPv4 Tunneling (Stateless)

Select IPv6 in IPv4 Tunnel from the drop-down
menu.

Enter the settings supplied by your Internet
provider (ISP).

Enter the LAN (local) IPv6 address for the
router.

Displays the Router’s LAN Link-Local
Address.

Check to enable the Autoconfiguration
feature.

Select Stateful (DHCPv6) or Stateless. Refer
to the next page for Stateless.

Enter the start IPv6 Address for the DHCPv6
range for your local computers.

Enter the end IPv6 Address for the DHCPv6
range for your local computers.

Enter the IPv6 Address Lifetime (in minutes).

IPve CONNECTION TYPE

Choose the mode to be used by the router to the IPv6 Internet.

My IPv6 Connection is :  IPvein IPv4 Tunnel -

IPv6 in IPv4 TUNNEL SETTINGS :

Enter the IPv6 in IPv4 Tunnel information provided by your Tunnel Broker.

Remote IPv4 Address :
Remote IPv6 Address :
Local IPv4 Address :
Local IPv6 Address :
Primary DNS Address :
Secondary DNS Address :

LAN IPvbe ADDRESS SETTINGS :

lUse this section to configure the internal netwark setings of your router. If you change the LAN IPv6 Address
here, you may need to adjust your PC's netwark settings to access the network again.

LAN IPv6 Address :
LAN IPv6 Link-Local Address :

/64
FESOD::240:F4FF:FEO3:1A9C/ 64

ADDRESS AUTOCONFIGURATION SETTINGS

Use this section to setup IPvé Autoconfiguration to assign IP addresses to the computers on your network,

Enable Autoconfiguration :

Autoconfiguration Type @  Stateless -

Router Advertisement

Lifetime: . (minutes)
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Administrator Settings

This page will allow you to change the Administrator and User passwords. You can also enable Remote Management. There
are two accounts that can access the management interface through the web browser. The accounts are admin and user.
Admin has read/write access while user has read-onl%;1 access. User can only view the settings but cannot make any changes.

Only the admin account has the ability to change bo

Admin Password:

User Password:

System Name:

Enable Graphical
Authentication:

Enable HTTPS
Server:

Enable Remote
Management:

Remote Admin Port:

Inbound Filter:

Details:

admin and user account passwords.

Enter a new password for the Administrator Login Name. The administrator can AbMmIsTRATOR sETTMGS
make changes to the settings. The 'admer 308 'UseF accounts G access the management stirace. The admn has

read ke BO0eSs and CIN Change [oHseoeds, whilt the wser Ras nead-onk JO0ess.
By Safaulk thard & &5 pasiwoid configured, It & highly recosrmnded thit you craabes B
PG £ iR PO router BeCure.

Enter the new password for the User login. If you login as the User, you can only

see the settings, but cannot change them. prewe | tooecere

| nowmeassworo
Enter a name for the DIR-825 router. Planse wrvver v masss passwrcerd inks ot beicoes For confimsetion,
Enables a challenge-response test to require users to type letters or numbers from a vty o— ,—'
distorted image displayed on the screen to prevent online hackers and unauthorized
users from gaining access to your router’s network settings.
Disclaimer: D-Link makes no warranty as to the availability, reliability, functionality | s e tha s psweons s both bases, for confemation.
and operation of the Advanced DNS service or its features. . ————

Varify Passwesnd : r—

Check to enable HTTPS to connect to the router securely.

SYSTEH NAME

Ll LT R T ———

Remote management allows the DIR-825 to be configured from the Internet by |EE T

a web browser. A username and password is still required to access the Web- Inabie Graphical -

Management interface. In general, only a member of your network can browse Enable NTTPS Server: [~

the built-in web pages to perform Administrator tasks. This feature enables you to Enaée Remate [~

perform Administrator tasks from the remote (Internet) host. Passsbe Adwle Pt s oo s tTws: I
eemate Nelmin '"t.“".-ﬁ [ =]

The port number used to access the DIR-825. Dvtad : [

Example: http://x.x.x.x:8080 whereas x.x.x.x is the Internet |IP address of the DIR-
825 and 8080 is the port used for the Web Management interface. If you have enabled HTTPS Server and checked Use HTTPS,
you must enter https:// as part of the URL to access the router remotely.

This section will list any rules that are created. You may click the Edit icon to change the settings or enable/disable the rule, or click
the Delete icon to remove the rule.

This section will list any rules that are created. You may click the Edit icon to change the settings or enable/disable the rule, or click
the Delete icon to remove the rule.
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Time Settings

The Time Configuration option allows you to configure, update, and maintain the correct time on the internal system
clock. From this section you can set the time zone that you are in and set the Time Server. Daylight Saving can also
be configured to automatically adjust the time when needed.

Time Zone: Select the Time Zone from the drop-down
menu.

To select Daylight Saving time manually, select
enabled or disabled, and enter a start date and
an end date for daylight saving time.

Daylight Saving:

NTP is short for Network Time Protocol.
NTP synchronizes computer clock times in a
network of computers. Check this box to use a
NTP server. This will only connect to a server
on the Internet, not a local server.

Enable NTP Server:

Enter the NTP server or select one from the
drop-down menu.

NTP Server Used:

Manual: To manually input the time, enter the values
in these fields for the Year, Month, Day, Hour,
Minute, and Second and then click Set Time.
You can also click Copy Your Computer’s

Time Settings.

Thee Tirme Configuration opton alows you DO configure, maintan the corect e

update, ¥ Mt
mmcmﬂmcmmﬁmmmmmmhm 20 that you ane in and
St the NTP [Mebwork Time Prasedel) Senver, Dayight S
automaticaly adjust the time when reeded.

Dicei't S Setings '

g €30 3 b configured by

TIHE CONFIGURATION

Cusrent Roauter Time @ Saturday, January 31, 2004 10;:48204 AM
Tima Tone =

Enalde Dayhght Saving -
Daylight Saving MHisel
Dayhght g Dates =

[GMT 0800 Pacife Trne (1S Canada], Tiuane -

Manth  Week Dy of Wesk Tma
D5T St | & i
05T End

AUTOHMATIC TIME CONEIGUEATION

Enabke WTP Server -
W Seryer D -

SET THE DATE ARD TIME MARNUALLY

Date And TR & yeor e «» Honth lan o« D&y 31w
Hour i3 = Minuie ai = Second 01

w AM w

Cop Four Cempuier's Tre Serengs

WIRELESS
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SysLog

The Broadband Router keeps a running log of events and activities occurring on the Router. You may send these logs
to a SysLog server on your network.

Enable Logging to Check this box to send the router logs to a
SysLog Server: SysLog Server.

SysLog Server IP The address of the SysLog server that will be
Address: used to send the logs. You may also select
your computer from the drop-down menu (only & JINSULYR- S0 VRN NP VORI BTIOR 18 A D oM

if receiving an IP address from the router via [ gresmer | ontretomy |

DHCP). F |
Enabl: Logoing Tﬂﬁ;"‘f:ﬂ e

UWNRELESS
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Enable Email
Notification:

From Email
Address:

To Email Address:

SMTP Server
Address:

Enable

Authentication:

Account Name:

Password:

On Log Full:

On Schedule:

Schedule:

Email Settings

The Email feature can be used to send the system log files, router alert messages, and firmware update notification
to your email address.

When this option is enabled, router activity logs
are e-mailed to a designated email address.

This email address will appear as the sender
when you receive a log file or firmware upgrade
notification via email.

Enter the email address where you want the
email sent.

Enterthe SMTP serveraddress for sending email.
If your SMTP server requires authentication,
select this option.

Check this box if your SMTP server requires
authentication.

Enter your account for sending email.
Enter the password associated with the
account. Re-type the password associated with

the account.

When this option is selected, logs will be sent
via email when the log is full.

Selecting this option will send the logs via email
according to schedule.

Thee Errall festure can be used to send the syetem bg fles, router Jert messages, and
frimwdre update nORCYDeN to your emal 20diess.

Enalble Encdll Motification :

EMAIL SETTINGS

Froem Enl address:
To Frnal Al dress:
SHTP Server Address:

SMTP Soreer Pt
[nabde Authentication
Account Hanse:

EMAIL LiM: WHER FULL OR ON SCHEDULE

UWNRELESS

This option is enabled when On Schedule is selected. You can select a schedule from the list of defined schedules. To

create a schedule, go to Tools > Schedules.
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Save Settings to
Local Hard Drive:

Load Settings from
Local Hard Drive:

System Settings

This section allows you to manage the router’s configuration settings, reboot the router, and restore the router to the
factory default settings. Restoring the unit to the factory default settings will erase all settings, including any rules that
you’ve created.

Use this option to save the current router
configuration settings to a file on the hard disk
of the computer you are using. First, click the
Save button. You will then see a file dialog,
where you can select a location and file name
for the settings.

Use this option to load previously saved
router configuration settings. First, use the
Browse control to find a previously save
file of configuration settings. Then, click the
Load button to transfer those settings to the
router.

Restore to Factory This option will restore all configuration

Default Settings:

Rehoot Device:

settings back to the settings that were in effect
at the time the router was shipped from the
factory. Any settings that have not been saved
will be lost, including any rules that you have
created. If you want to save the current router
configuration settings, use the Save button
above.

Click to reboot the router.

LNRELESS

Theet System Settngs secton akiws you to reboot the devece, or restone the muter 1o the
fectory defsult settngs. Restorng the unit: to the factony defaut sattngs wil erase all sattngs,
ncading ey Fubis that you Rave eeated.

Tha currant systam sattings can ba swvad a5 8 fls onto tha eal haed drve. The saved fis or
any othar mived setting fie created by device can be uploaded into tha unk,

SYSTIM SCTTINGS
Bawe To Local Hard Drive: |
Load From Local Hard Driee:

Riters Canfgaraton from R

Restore To Factory Default: Resiore Faciory Dessdts

Bedtere ol sabbngs be the lackory defauls,

: Rebostthe Devie

KK The
w Canliguratian
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Update Firmware

You can upgrade the firmware of the Router here. Make sure the firmware you want to use is on the local hard drive of
the computer. Click on Browse to locate the firmware file to be used for the update. Please check the D-Link support
site for firmware updates at http://support.dlink.com. You can download firmware upgrades to your hard drive from the

D-Link support site.

Firmware Upgrade: Click on Check Now to find out if there is an

updated firmware; if so, download the new
firmware to your hard drive.

Browse: After you have downloaded the new firmware,
click Browse to locate the firmware update on
your hard drive. Click Upload to complete the
firmware upgrade.

Notifications Check Automatically Check Online for
Options: Latest Firmware Version to have the router
check automatically to see if there is a new

firmware upgrade.

Check Email Notification of Newer Firmware
Version to have the router send an email when
there is a new firmware available.

SLTUF ADYANCED

There mary b piw firrware for your DIR-SES to mprone Functionalty and performance,
Te upgrads the lBcata tha upgrage fis on tha incal hard dave with tha Broess

Fermaars,
Button, Onde vou hawe found the fila o be usad, dick the Upload button bekw e s@m the

frwire upgrade.

| swemsemsge | [ Codtemesetnge |

—

FIRMWARL INFORMATION

Current Firmware Yersion ;. 1.00
Current Firmwane: Date : 200870602

Chick Ondinn Now for Latest Firmwane Version ;| Chedibes |

FIRMWARDE UPGRADE

Mote: Some frmware upgrades reset the configuration aptions to the factory
defaults, Before perfomuend an upgrade, be suré Bo save Ehe curmént configuration
from the Tools — Swshem soreen.

To upgrade the firmeane, youwr PE must hawe 3 wired commection Lo the rowster. Bnber
Uhee naame of thee Nirmware epgrade Me, and cdeck on e Uplosd button,

r
| Brrewe. |

FIRMWARE UPGREADE HOTIFICATION OPTIGNRES

WIRELESS
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DDNS

The DDNS feature allows you to host a server (Web, FTP, Game Server, etc...) using a domain name that you have
purchased (www.whateveryournameis.com) with your dynamically assigned IP address. Most broadband Internet
Service Providers assign dynamic (changing) IP addresses. Using a DDNS service provider, your friends can enter in
your domain name to connect to your server no matter what your IP address is.

Enable Dynamic Dynamic Domain Name System is a method of
DNS: keeping a domain name linked to a changing
IP Address. Check the box to enable DDNS.

Server Address: Choose your DDNS provider from the drop

Thee: DONS feature dloves vou Lo hott 3 server (Wel, FTP, Gamae Sereer, gt

down menu. e that you have purchased (wew whatevenroumanmes. com)

] assgned 1P address. Most broadband Intemet Senice Providers dynam; {changing) P
addresses. Usng a DONS senace grovider, your fiends can enter your host name to connect
0 YOUT (AT SRTVET N0 MTETTEr what your [P address .

Host Name: Enter the Host Name that you registered with
Lign up for D-Link’s Free DONS senvdce ak yoo DLRKDONE com,

your DDNS service provider. (orr—— —r—r——

Username or Key: Enter the Username for your DDNS account. =

B A [nalsle Dhynamis DIES:
Password or Key: Enter the Password for your DDNS account. e L
2 (e e mydorman. et}
Lisarrama ar Key:
Timeout: Enter a time (in hours). Password or Key:
Varily Passwond or Ky
. . . it [haur)
Status: Displays the current connection status. Y 0 e

UWNRELESS
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System Check

Ping Test: The Ping Test is used to send Ping packets to test if a
computer is on the Internet. Enter the IP Address that
you wish to Ping, and click Ping.

Ping Results: The results of your ping attempts will be displayed Ping Tost sars " pchnta i fmut 2 comrnstnr o the Intamet.
here.

Inter & hoat s o B sddra abawe ind cick Png’

UWIRELESS
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Name:

Days:

Time:

Save:

Schedule Rules
List:

Schedules

Schedules can be created for use with enforcing rules. For example, if you want to restrict web access to Mon-Fri from
3pm to 8pm, you could create a schedule selecting Mon, Tue, Wed, Thu, and Fri and enter a Start Time of 3pm and
End Time of 8pm.

Enter a name for your new schedule.

Select a day, a range of days, or All Week to
include every day.

Check All Day - 24hrs or enter a start and end
time for your schedule.

Click Save to save your schedule. You must click
Save Settings at the top for your schedules to
go into effect.

The list of schedules will be listed here. Click the
Edit icon to make changes or click the Delete
icon to remove the schedule.

Bielphal [fnis

The Schedule configuration cotion & wsed to manage schedule ruls fior vanous firewal and
parsstal conkral faaturas.

Hame :

Danls) : Al Week & Selct Dayls)

Tn Mo Tug wed Thu Fri gan

Al Dary - 24 s ;.
Start Tme & 12 Wl = (Rounminute, 13 hoor tima))
A v (Rounminube, 12 oot tiee)

L L I
SLHEDULE HULES LIST

llasme D] Timee Trame

LWIRELESS
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Device Information

This page displays the current information for the DIR-825. It will display the LAN, WAN (Internet), and Wireless
information. If your Internet connection is set up for a Dynamic IP address then a Release button and a Renew button
will be displayed. Use Release to disconnect from your ISP and use Renew to connect to your ISP.

If your Internet connection is set up for PPPoE, a Connect button and a Disconnect button will be displayed. Use
Disconnect to drop the PPPoE connection and use Connect to establish the PPPoE connection.

General: Displays the router’s time and firmware version. e e ———

e e e e ek e e ok e e Bor e Ve
AT B

WAN: Displays the MAC address and the public IP settings for the router.

LAN: Displays the MAC address and the private (local) IP settings for the
router.

Wireless LAN: Displays the wireless MAC address and your wireless settings such as
SSID and Channel.

LAN Computers: Displays computers and devices that are connected to the router via Ethernet
and that are receiving an IP address assigned by the router (DHCP).
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What to View:

View Levels:

Apply Log Settings:

Refresh:

Clear:

Email Now:

Save Log:

Log

The router automatically logs (records) events of possible interest in it’s internal memory. If there isn’t enough internal
memory for all events, logs of older events are deleted but logs of the latest events are retained. The Logs option allows
you to view the router logs. You can define what types of events you want to view and the level of the events to view.
This router also has external Syslog Server support so you can send the log files to a computer on your network that
is running a Syslog utility.

You can select the types of messages that you want
to display from the log. Firewall & Security, System,
and Router Status messages can be selected.

There are three levels of message importance:
Informational, Warning, and Critical. Select the
levels that you want displayed in the log.

Will filter the log results so that only the selected
options appear.

Updates the log details on the screen so it displays
any recent activity.

Clears all of the log contents.
This option will send a copy of the router log to the
email address configured in the Tools > Email

Settings screen.

This option will save the router to a log file on your
computer.

Wi thee logs. Tou can define what Types of events you want to view and the event vk 1o
wires, Thisl router ubo han axtermil Sysiog senser SUDDONT 50 wou can send e log fles 1o 3
COMERATET ON YOO Hiewark That B rUnning a sysog utily.

Bote:
T Errind Mo Beatlon o deabied béciude Erpd Notficilon & not enabled o0 Tooh — Bl

4 Freeanl B Secorey | Semem ) Routed St

¥ ol Informinsnal

gy Losg e tange How

¥ vaming ¥

Ratresh Cow -l

B4 Lg Dvtriic
Pricirity Tima Mirssigs
[miEa] g’mhﬂl 1405 | o0 viewed by B address 193,168.0.173

[y $2t3n 31 105313 T

(mrg) HR N T 104506 Alewed configuniten aithentanien by P sddnes
HH 192.068.0.172

(meg] A1 31833 o aGir gands s ik 5 up

St Jam 31 103551 A eeteork compeer (Femar-5000) was assgned the I addness
DWARN] 304 of 192.2680,172,
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Statistics

The screen below displays the Traffic Statistics. Here you can view the amount of packets that pass through the DIR-825
on both the Internet, LAN ports and both the 802.11n/g (2.4GHz) and 802.11n/a (5GHz) wireless bands. The traffic
counter will reset if the device is rebooted.

SUFPORT

Hirlpkul Hinks_

Traffic Statesics depby rectin and tansmit packets passing theough your router.
Retiesh Staitcs | e Statsbe

LAN STATISTICS

Sent: 1728
Tx Packets Dropped : 1
Collisions : 0

WAN STATISTICS

semt: 0 Recehed : 0
% Packets Drogypeed @ 0 KX Packets Dropped = 0
Colliskons : Errors : 0

WIRELESS STATISTICS = 2. AGHS BAHD

Sent i JO00S

T Packets Dropped : 0

WIRELLSS STATISTICS ~ 5GHE BAND

UWIRELESS
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Internet Sessions

The Internet Sessions page displays full details of active Internet sessions through your router. An Internet session is
a conversation between a program or application on a LAN-side computer and a program or application on a WAN-
side computer.

DIR-825 // SETUP ADVANCED TOOLS ‘ STATUS ‘ SUPPORT

This page displays the full details of active internet sessions to your router. This is a list of all active

STATISTICS conversations between
computers and

LAN computers.
INTERMET SESSIOMNS
Local NAT Internet Protocol State Dir Priority Time Qut

WIRELESS

WIRELESS
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Wireless

The wireless client table displays a list of current connected wireless clients. This table also displays the connection
time and MAC address of the connected wireless clients.

SITUP ADVARCLD SUFPORT

Heldpful Mk _

Wi Ehe wirtiess dlents that ane donnedbed to the router. (A dhent mght Ingér in tha ket far
& Tew FrnuLes after an unespedted dedimnedt.)

NUMBLE O WIRILESS CLIINTS SGHF BAND: O

WIRELESS
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LWIRELESS

STATUS

= S#tug

* Adyandid
= Inok

L]

SLaTus

SETUR HELP

AR e ]

235

Fouting
£4i0d |

Admir
Tme
-
|
Errad Sattnos

Fidat ]

L
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Wireless Security

This section will show you the different levels of security you can use to protect your data from intruders. The
DIR-825 offers the following types of security:

* WPA2 (Wi-Fi Protected Access 2) * WPA2-PSK (Pre-Shared Key)
* WPA (Wi-Fi Protected Access) * WPA-PSK (Pre-Shared Key)

What is WPA?

WPA, or Wi-Fi Protected Access, is a Wi-Fi standard that was designed to improve the security features of WEP (Wired
Equivalent Privacy).

The 2 major improvements over WEP:

* Improved data encryption through the Temporal Key Integrity Protocol (TKIP). TKIP scrambles the keys
using a hashing algorithm and, by adding an integrity-checking feature, ensures that the keys haven't
been tampered with. WPA2 is based on 802.11i and uses Advanced Encryption Standard (AES) instead
of TKIP.

» User authentication, which is generally missing in WEP, through the extensible authentication protocol
(EAP). WEP regulates access to a wireless network based on a computer’'s hardware-specific MAC
address, which is relatively simple to be sniffed out and stolen. EAP is built on a more secure public-key
encryption system to ensure that only authorized network users can access the network.

WPA-PSK/WPA2-PSK uses a passphrase or key to authenticate your wireless connection. The key is an alpha-numeric
password between 8 and 63 characters long. The password can include symbols (17*&_) and spaces. This key must
be the exact same key entered on your wireless router or access point.

WPA/WPAZ2 incorporates user authentication through the Extensible Authentication Protocol (EAP). EAP is built on a
more secure public key encryption system to ensure that only authorized network users can access the network.
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Wireless Security Setup Wizard

To run the security wizard, click on Setup at the top and then
click Launch Wireless Security Setup Wizard.

Tl ol ek R A 0 A LD B I I ol i PTIY HTY
L] S [ RTE

ek b, Ly Frem = parihe, pla e wwin v g bavn bl dlslapm ool @ L
B I R

1
| T g s e B S WA e G, [ ol G i S
apireg edrmes ot e g rey v s ol b ek e

Formes by b

v i b e 0 L Vmie] s oty s b e e e g
o At e o By Sl et b Pl [0 o B e

P S SRR S T . PRI P T R B L AT S
wl Gy W S e R PTG 5 T L et MBS e ez
W

il e e T

|
T il faree o i et AR Patrced B e d cefea e W e |
Iy T SEEE etk pta s o e o

i et DHUINE TR e i, T T T T MR TR
v T ol o By

sl i "

CheCk the Manua"y set 5GHZ band Network Name... bOX to LTEF 1: WELCOME T8 THE D-LINE WIRELESS SECURITY SETUF WILARD
manually set your desired wireless network name for the 5GHz | ewe vour network a name, using us to 32 characters.

band. Hetwaork Hame [S510) LAGHz Dand :  dnk
Manualy 56t 5GHZ band Hetwark Mame [S5I00)
Type your deSI red WI releSS network name (SSI D) . z :r;t:fm';.:f::l:[::IT::LK::?\:;TL:L?::::E jluli:itudlf:t:mﬁ::i 2 SECury 0 your
nabworic.

Hanualy asgn 3 nttwork key

Automatically: Select this option to automatically generate i ol o B o el b o
the router’s network key and click Next.

Bote: Al O-Link wirckess adapters oamenthy support WiPA.

SR

tamut l:.'-ll'!.tl_

Manually: Select this option to manually enter your network
key and click Next.
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If you selected Automatically, the summary window will
display your settings. Write down the security key and
enter this on your wireless clients. Click Save to save your
settings.

If you selected Manually, the following screen will appear.

Belowy & ¥ detaled sommary of yo wirskes sscurity settings. Mease geint this page cet, or wite
the information on a plece of pageer, 50 yow can condigees e correct setiings on your wirekess:
chosnt 30l owe.

Wrsless Band ¢ EA0-r Band
Wirskess Helveork Bams 0
=)

Secunty Mode 2 | Auto [WPA & WPAD) - Perisnal
Ciphar Typs ;| TEP and AES

Pre-Shaeed Ky |
4 TREEa PESITA IREACTOb M dasA 3 o5 1 4071 6351520 T e I T S Bk s

Warsless Bandd ¢ 550 Band
Wirskess Batweork Marme 0ini_misda
SEIG]

Serunby Mode 2 1 Auto [WPA o Woad) - Personal
fapher Type : TEF and AES

Pre-Shaeed Ky |
o4 FiiSpa PASH T IREC S n S S 48] 00T SIS0 M et e A S s

Fres Corcel | | Saw

STEP 2: SET YOUR WIRELESS SECURLITY PASSWORD

You have selstbed pour seturily bevel = you will eeed Do se=l o wireh=s securly password.
The WA [Wi-Fi Protactiad Accesc) iy mast et anae of following guildalinas:
Betwean @ and 64 characters (A longer WPA key 5 more secure than a short ona)
= Exacthy 64 characbers using 0-0 and A-F
¥ Ui the e Wireless Secusity Patswond on both 2.46Mz and SEHz band

2.4GHz Rand Wirckess Seounty Passwornd @ 11111111

Hoabe: You will nesed boenber The sme passwnord as kisys in this sbep inbo your soinekess dients in
order Do enable progeer wirskess comaamication.
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Add Wireless Device with WPS Wizard

From the Setup > Wireless Settings screen, click Add
Wireless Device with WPS.

Select Auto to add a wireless client using WPS (Wi-Fi Protected
Setup). Once you select Auto and click Connect, you will have
a 120 second time limit to apply the settings to your wireless
client(s) and successfully establish a connection.

If you select Manual, a settings summary screen will appear.
Write down the security key and enter this on your wireless
clients.

PIN: Select this option to use PIN method. In order to use this
method you must know the wireless client’s 8 digit PIN and
click Connect.

PBC: Select this option to use PBC (Push Button) method to
add a wireless client. Click Connect.

ADD WIRLLESS DEVICE WITH WS (W1F1 PROTECTED SELTUP) WIEARD

This wrand & dasignas £ RESEE (U IR CAAMBCTAY YOUP WIFREE Sace 10 wour rauter. Tt wil
puide you throuph stap-by-5tap PEtTUCtians &0 how to gt your winless devnce oanmectad, Okl
the button Beiow bo begin.

|_ Al Wil ook Devar mth 'A%

STEP 1: SELECT CONFIGURATION METHOD FOR YOUR WIRCLESS NETWORK

Flease select one of following configuration methoeds and dick next to continee.

Auto (5 Select ths aphon € your wineless devios SUpporms WIS (Wi Protected Setun)

Manual O Select this opticn will deplay the curment wirekss settings for you to configure the wirekss device
manualy

STEP 3: CONNECT YOUR WIRCLESS DEVICE

There are Two vays to sdd wreless dence Lo your winekess network:
-FIN (Personal Mentfication Number)
-PBC [Push Button Configuration)
(O T
plexe enter the PIN from your wirsless divice and cick the below '‘Connect” Button
) pRC
please press the push button on your wireless device and chok the below ‘Connect’ Button wichin 120 seconds

Brev | Corcel | | Conmect
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Configure WPA-Personal (PSK)

Itis recommended to enable encryption on your wireless router before your wireless network adapters. Please establish
wireless connectivity before enabling encryption. Your wireless signal may degrade when enabling encryption due to
the added overhead.

. Log into the web-based configuration by opening a web browser
and entering the IP address of the router (192.168.0.1). Click on
Setup and then click Wireless Settings on the left side.

. Next to Security Mode, select WPA-Personal.

. Next to WPA Mode, select Auto, WPA2 Only, or WPA Only. Use
Auto if you have wireless clients using both WPA and WPA2.

.Next to Cypher Type, select TKIP and AES, TKIP, or AES.

. Next to Group Key Update Interval, enter the amount of time before
the group key used for broadcast and multicast data is changed
(3600 is default).

.Next to Pre-Shared Key, enter a key (passphrase). The key is
entered as a pass-phrase in ASCIl format at both ends of the
wireless connection. The pass-phrase must be between 8-63
characters.

WIRELESS SECURITY MODE

To protect your privacy you can configure wireless security features. This device supports three
wireless security modes, including WEP, WPA-Personal, and WPA-Enterprise. WEP is the original
wireless encryption standard. WPA provides a higher level of security. WPA-Personal does not
reguire an authentication server. The WPA-Enterprise option requires an external RADIUS server.

Security Mode :  wWrA-Personal -

Use WPA or WPA2 mode to achieve a balance of strong security and best compatihility. This
mode uses WPA for legacy clients while maintaining higher security with stations that are WPAZ2
capable. Also the strongest cipher that the client supports wil be used. For best security, use
WPA2 Only mode. This mode uses AES{CCMP) cipher and legacy stations are not allowed access
with WPA security. For maximum compatibility, use WPA Only. This mode uses TKIP cipher.
Some gaming and legacy devices work only in this mode.

To achieve better wireless performance use WPA2 Only security mode (or in other words AES
cipher).

WPA Mode :  auto (WPA or WPAZ) -
Cipher Type : THIPand AE5 -
Group Key Update Interval :

3600 (seconds)

PRE-SHARED KEY

Enter an 8- to 63-character alphanumeric pass-phrase. For good security it should be of ample
length and should not be a commonly known phrase.

Pre-Shared Key :

. Click Save Settings to save your settings. If you are configuring the router with a wireless adapter, you will lose
connectivity until you enable WPA-PSK on your adapter and enter the same passphrase as you did on the router.
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1.

Configure WPA-Enterprise (RADIUS)

It is recommended to enable encryption on your wireless router before your wireless network adapters. Please establish
wireless connectivity before enabling encryption. Your wireless signal may degrade when enabling encryption due to
the added overhead.

Log into the web-based configuration by opening a web browser
and entering the IP address of the router (192.168.0.1). Click
on Setup and then click Wireless Settings on the left side.

Next to Security Mode, select WPA-Enterprise.
Next to WPA Mode, select Auto, WPA2 Only, or WPA Only.

Use Auto if you have wireless clients using both WPA and
WPA2.

Next to Cypher Type, select TKIP and AES, TKIP, or AES.
Next to Group Key Update Interval, enter the amount of time before
the group key used for broadcast and multicast data is changed

(3600 is default).

Next to Authentication Timeout, enter the amount of time before
a client is required to re-authenticate (60 minutes is default).

T gt wonr [wrelcy yiascan corfcurs el cod iy Dashure, Thel deracn Lppee b Deas vwrsbeod daourlly o rciudesg:
WPA-Farsonal, and WRA-Lrterptse. WRR provides & higher kvel of ssoay. 'WRA-Parsonsl doss rat ISONS &N Suthentifin

torvew . TFm WRE kb prels opion revuarss an salerrul FRADILD frver .

Gecumity Made 2 WRT-Lobspaies

WA regues shalions bo ks bagh grsde errypdion and suthenbicalion. For ngecy compabiblily, wie WA or WPAT mode. Thi

mode ures WP For lagacy chants while nainteining higher sscary with shations that sre WRAZ capatle, The strongesk apher that
et el mgpent s wll b uriesad . For Bk oty o WIPAF Dindy modde. In b sesde, legacy o abaor are el allosssta] st wibh
WA oty Thee AES cipher vl be used scross the winsless nebwork ko ereure best seourty,

WRAMOOE | Gubs {WPE o WRAZ)
Cipher Type s qcpe sl 285w

Group Eey Updste Interval s win | serrish

Ear (D02 1K)

rken WA el evpriie il erabled, Uhe rouler ooed AR (HOC. L) o suthenti ate clienta via a reenole BADILS
BEFWER.

Authentication Teneout o5 {rrngt i}
HADDNF gerver 1P Address s ponn

RADIUS server Port: 52
HALIRS server Shaned Secret @

riinp ol

MAL Addrcas Aulhentication: [

Next to RADIUS Server IP Address enter the IP Address of your RADIUS server.
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8. Next to RADIUS Server Port, enter the port you are using with Eo

your RADIUS server. 1812 is the default port.
9. Next to RADIUS Server Shared Secret, enter the security key.
10. If the MAC Address Authentication box is selected then the
user will need to connect from the same computer whenever

logging into the wireless network.

11. Click Advanced to enter settings for a secondary RADIUS
Server.

12. Click Apply Settings to save your settings.

when WRA enterprise is enabled, the router uses LAF (D02 15 ) bo suthenticate chents via o remobe b

PErYET.

Bk Feerodl il ey Thomwmoml 2
RADIUS server [P Address :
RADILS server Parl :

RADTUS server Shared Secret
PRl Suchireas At Feerlie ol o :

Dptinnal backup RADIUS sereer 1

Secennd BRADILIS sevwer TP Achidress :
Second RADILS server Port :
Sreconed RADIRES sorver Shaeed Secnel @

Sescomnid ML Rddress SukFeenltic abion ©

&0
0.0.0.0

1812
rahus_shared
Ix]

0000
iz
raclis_sharsd
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Connect to a Wireless Network
Using Windows Vista®

Windows Vista® users may use the built-in wireless utility. If you are using another company’s utility or Windows® 2000,
please refer to the user manual of your wireless adapter for help with connecting to a wireless network. Most utilities
will have a “site survey” option similar to the Windows Vista® utility as seen below.

If you receive the Wireless Networks Detected bubble, click on
the center of the bubble to access the utility.

or

Right-click on the wireless computer icon in your system tray
(lower-right corner next to the time). Select Connect to a
network.

The utility will display any available wireless networks in your
area. Click on a network (displayed using the SSID) and click
the Connect button.

If you get a good signal but cannot access the Internet, check you
TCP/IP settings for your wireless adapter. Refer to the Networking
Basics section in this manual for more information.

Mot Connected

E| Wireless networks are available.

Connect to a network
Metwork and Sharing Center

T!| 1201 Pl

81772007

o W Coaesc ba d netwerk

DiEcoanngdd oF connect 10 anedther netwnrk
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Configure Wireless Security

It is recommended to enable wireless security (WPA/WPA2) on your wireless router or access point before configuring
your wireless adapter. If you are joining an existing network, you will need to know the security key or passphrase
being used.

1. Open the Windows Vista® Wireless Utility by right-clicking on Not Connected
the wireless computer icon in your system tray (lower right AGi Wireless networks are available.
corner of screen). Select Connect to a network. o

Connect to a network
Metwork and Sharing Center

?il 101 P

- % Y Fnday

W 81772007

—_ : . (= e
2. Highlight the wireless network (SSID) you would like to e
connect to and click Connect.
Digconnect or connect o another network
Sk [l - M
E; [ 2 T Unsecured network All
f_ ik Unsecured netwark i
E' rues gy Security-enabled network Al
T Mt an Clen
[Connect | [ Concel |
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3. Enter the same security key or passphrase that is on your router
and click Connect.

It may take 20-30 seconds to connect to the wireless network. If the
connection fails, please verify that the security settings are correct.
The key or passphrase must be exactly the same as on the wireless
router.

g‘ ? Connect o o rabwork

Type i retwerks Seurity key or passphrase for Candy

Tha panon whe oo tha rafacrk con g you the by o pamphese.
i gy o P

Seduilty bbby of pidsghiise

Crsgliny dhiracters

i ¥ you haee s LS Nlaih deres with neteerk seftviags Tor Candy, st # A,

CEnnart
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Connect Using WCN 2.0 in Windows Vista®

The router supports Wi-Fi protection, referred to as WCN 2.0 in Windows Vista®. The following instructions for setting
this up depends on whether you are using Windows Vista® to configure the router or third party software.

When you first set up the router, Wi-Fi protection is disabled and unconfigured. To enjoy the benefits of Wi-Fi protection,
the router must be both enabled and configured. There are three basic methods to accomplish this: use Windows
Vista’s built-in support for WCN 2.0, use software provided by a third party, or manually configure.

If you are running Windows Vista®, log into the router and click the Enable checkbox in the Basic > Wireless section.
Use the Current PIN that is displayed on the Advanced > Wi-Fi Protected Setup section or choose to click the
Generate New PIN button or Reset PIN to Default button.

For additional information, please refer to page 83.

PN SETTINGS

Current PIN - 53468734

| Reset PIN to Defaun | | Generate e PI |

If you are using third party software to set up Wi-Fi Protection, carefully follow the directions. When you are finished,
proceed to the next section to set up the newly-configured router.
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Connect to a Wireless Network
Using Windows® XP

Windows® XP users may use the built-in wireless utility (Zero Configuration Utility). The following instructions are for
Service Pack 2 users. If you are using another company’s utility or Windows® 2000, please refer to the user manual
of your wireless adapter for help with connecting to a wireless network. Most utilities will have a “site survey” option

similar to the Windows® XP utility as seen below.

If you receive the Wireless Networks Detected bubble, click on
the center of the bubble to access the utility.

or

Right-click on the wireless computer icon in your system tray
(lower-right corner next to the time). Select View Available
Wireless Networks.

The utility will display any available wireless networks in your
area. Click on a network (displayed using the SSID) and click the
Connect button.

If you get a good signal but cannot access the Internet, check you
TCP/IP settings for your wireless adapter. Refer to the Networking
Basics section in this manual for more information.

{1 Wireless networks detected x

One or more wireless networks are in range of this computer.
To see the list and connect, dick this message

Change Windows Firewall settings
Open Metwork Connections

Repair
Yiew Available Wireless Networks

ﬁ Bafrach reteork Bt f\;..- s Ll e e
e -2
2 SluP b stk etk (] A &
Rl P e——— I'.?:I:I
| Fiduibd wr ki ek wills

] detaidt

i‘ Wreted RTEEN e wills
l.':?:l:l salesbesh
fr iy DESLL

b e bl

st

et g et i e by

ﬁ Sevurity orabied wirsiess rctearh
T Fae oty e & metwark ey, £F o warl Be crmect o e

retwnrd, ich Conret

Dzl -4l

{igih 2

1" Wineless Mebwork Coresection & 3

.' [ | Choose a8 wirebess network
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Configure WPA-PSK

It is recommended to enable WPA on your wireless router or access point before configuring your wireless adapter. If
you are joining an existing network, you will need to know the WPA key being used.

1. Open the Windows® XP Wireless Ultility by right-clicking
on the wireless computer icon in your system tray
(lower-right corner of screen). Select View Available
Wireless Networks.

2. Highlight the wireless network (SSID) you would like to
connect to and click Connect.

Change Windows Firewall settings

Cpen Metwork Connections

Repair
Yiew Available Wireless Networks

1 Wireless Metwork Connection & W

Metwork Tasks Choose a wireless network
"Mﬁ'tﬂ‘hﬁlmh ik prvibem v B el aplows 19 cormedl ko & pirtieis A berk it rafge o BS OEf more
! St up & e retwork Test Lal
b b ahans of anal olfor ﬂij}
Linseored Wirsess netwar .“-ﬂ

Related Tasks {{i;; lua:
_y Lt Al wor el Lirsmcred vorsisy rsdwork ..11]‘]

e

{{ ﬂ salestest

P Charge e srder of il

prefmed retworks Sacuray-enabied preiess neteor [

"? Chavge achoaraied

i
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Section 5 - Connecting to a Wireless Network

3. The Wireless Network Connection box will appear. Enter the Wireless Network Connection X
WPA-PSK passphrase and click Connect. -

The network 'testl’ requires a network key (also called a WEP key or WPA key). A network
key helps prevent unknown intruders from connecting to this netwark.

It may take 20-30 seconds to connect to the wireless network. If the Type the key, and then dick Connect.

connection fails, please verify that the WPA-PSK settings are correct. Network key: I |
The WPA-PSK passphrase must be exactly the same as on the | |
wireless router. Comect ] [ ol ]
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Troubleshooting

This chapter provides solutions to problems that can occur during the installation and operation of the DIR-825. Read
the following descriptions if you are having problems. (The examples below are illustrated in Windows® XP. If you
have a different operating system, the screenshots on your computer will look similar to the following examples.)

1. Why can’t | access the web-based configuration utility?

When entering the IP address of the D-Link router (192.168.0.1 for example), you are not connecting to a website on
the Internet or have to be connected to the Internet. The device has the utility built-in to a ROM chip in the device itself.
Your computer must be on the same IP subnet to connect to the web-based utility.

* Make sure you have an updated Java-enabled web browser. We recommend the following:

* Internet Explorer 6.0 or higher

* Netscape 8 or higher

* Mozilla 1.7.12 (5.0) or higher

* Opera 8.5 or higher

* Safari 1.2 or higher (with Java 1.3.1 or higher)
e Camino 0.8.4 or higher

* Firefox 1.5 or higher

* Verify physical connectivity by checking for solid link lights on the device. If you do not get a solid link light, try using
a different cable or connect to a different port on the device if possible. If the computer is turned off, the link light may
not be on.

* Disable any Internet security software running on the computer. Software firewalls such as Zone Alarm, Black Ice,
Sygate, Norton Personal Firewall, and Windows® XP firewall may block access to the configuration pages. Check the
help files included with your firewall software for more information on disabling or configuring it.
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* Configure your Internet settings:

» Go to Start > Settings > Control Panel. Double-click the Internet Options Icon. From the Security tab,
click the button to restore the settings to their defaults.

* Click the Connection tab and set the dial-up option to Never Dial a Connection. Click the LAN Settings
button. Make sure nothing is checked. Click OK.

* Go to the Advanced tab and click the button to restore these settings to their defaults. Click OK three
times.

* Close your web browser (if open) and open it.

* Access the web management. Open your web browser and enter the IP address of your D-Link router in the address
bar. This should open the login page for your the web management.

* If you still cannot access the configuration, unplug the power to the router for 10 seconds and plug back in. Wait
about 30 seconds and try accessing the configuration. If you have multiple computers, try connecting using a different
computer.

2. What can | do if | forgot my password?

If you forgot your password, you must reset your router. Unfortunately this process will change all your settings back
to the factory defaults.

To reset the router, locate the reset button (hole) on the rear panel of the unit. With the router powered on, use a
paperclip to hold the button down for 10 seconds. Release the button and the router will go through its reboot process.
Wait about 30 seconds to access the router. The default IP address is 192.168.0.1. When logging in, the username is
admin and leave the password box empty.
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3. Why can’t | connect to certain sites or send and receive emails when connecting through my router?

If you are having a problem sending or receiving email, or connecting to secure sites such as eBay, banking sites, and
Hotmail, we suggest lowering the MTU in increments of ten (Ex. 1492, 1482, 1472, etc).

Note: AOL DSL+ users must use MTU of 1400.

To find the proper MTU Size, you’ll have to do a special ping of the destination you’re trying to go to. A destination
could be another computer, or a URL.

* Click on Start and then click Run.

e Windows® 95, 98, and Me users type in command (Windows® NT, 2000, and XP users type in cmd) and
press Enter (or click OK).

* Once the window opens, you’ll need to do a special ping. Use the following syntax:

ping [url] [-f] [-]] [MTU value] C:\>ping vahoo.con —f -1 1482

Finging yahoo.com [66.94.234.131 with 1482 bytes of data:

needs to be fragmented but DF set.
needs to be fragmented but DF set.
needs to be fragmented but DF set.
needs to be fragmented but DF set.

Ping statistics for 66.94.234.13:
Packetsz: Sent = 4, Received = B, Lost = 4 (188x loss).
Examp|e: plng yahOO.com _f _| 1472 Approximate round trip times in milli-seconds:

Hinimum = Bms,. Maximum = Bns,. Average = Bms

C:~>ping yahoo.com —f -1 1472

Finging yahoo.com [66.94.234.131 with 1472 bytes of data:

Reply from 66.94.234_.13: hytes=1472 timne=%3ms TTL=52

Reply from 66.94.234_.13: bytes=1472 time=180%ms TTIL=52
Reply from 66.94.234_.13: bytes=1472 time=125ms TTL=52
Reply from 66.94.234_.13: bytes=1472 time=2803ms TTL=52

Ping statistics for 66.94.234.13:

Packets: Sent = 4, Received = 4, Lost = B (Bx loss).
Approximate round trip times in milli—seconds:

Hinimum = ?3ms. Maximum = 283ms,. Average = 132ns

Cong
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You should start at 1472 and work your way down by 10 each time. Once you get a reply, go up by 2 until you get a
fragmented packet. Take that value and add 28 to the value to account for the various TCP/IP headers. For example,
lets say that 1452 was the proper value, the actual MTU size would be 1480, which is the optimum for the network

we’re working with (1452+28=1480).

Once you find your MTU, you can now configure your router with the proper MTU size.

To change the MTU rate on your router follow the steps below:
* Open your browser, enter the IP address of your router (192.168.0.1) and click OK.

* Enter your username (admin) and password (blank by default). Click OK to enter the web configuration
page for the device.

* Click on Setup and then click Manual Configure.
* To change the MTU enter the number in the MTU field and click Save Settings to save your settings.

e Test your email. If changing the MTU does not resolve the problem, continue changing the MTU in
increments of ten.
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Appendix A - Wireless Basics

D-Link wireless products are based on industry standards to provide easy-to-use and compatible high-speed wireless
connectivity within your home, business or public access wireless networks. Strictly adhering to the IEEE standard,
the D-Link wireless family of products will allow you to securely access the data you want, when and where you want
it. You will be able to enjoy the freedom that wireless networking delivers.

A wireless local area network (WLAN) is a cellular computer network that transmits and receives data with radio signals
instead of wires. Wireless LANs are used increasingly in both home and office environments, and public areas such
as airports, coffee shops and universities. Innovative ways to utilize WLAN technology are helping people to work and
communicate more efficiently. Increased mobility and the absence of cabling and other fixed infrastructure have proven
to be beneficial for many users.

Wireless users can use the same applications they use on a wired network. Wireless adapter cards used on laptop
and desktop systems support the same protocols as Ethernet adapter cards.

Under many circumstances, it may be desirable for mobile network devices to link to a conventional Ethernet LAN in
order to use servers, printers or an Internet connection supplied through the wired LAN. A Wireless Router is a device
used to provide this link.

D-Link DIR-825 User Manual 102



Appendix A - Wireless Basics

What is Wireless?

Wireless or Wi-Fi technology is another way of connecting your computer to the network without using wires. Wi-Fi
uses radio frequency to connect wirelessly, so you have the freedom to connect computers anywhere in your home
or office network.

Why D-Link Wireless?

D-Link is the worldwide leader and award winning designer, developer, and manufacturer of networking products.
D-Link delivers the performance you need at a price you can afford. D-Link has all the products you need to build your
network.

How does wireless work?

Wireless works similar to how cordless phone work, through radio signals to transmit data from one point A to point
B. But wireless technology has restrictions as to how you can access the network. You must be within the wireless
network range area to be able to connect your computer. There are two different types of wireless networks Wireless
Local Area Network (WLAN), and Wireless Personal Area Network (WPAN).

Wireless Local Area Network (WLAN)

In a wireless local area network, a device called an Access Point (AP) connects computers to the network. The access
point has a small antenna attached to it, which allows it to transmit data back and forth over radio signals. With an
indoor access point as seen in the picture, the signal can travel up to 300 feet. With an outdoor access point the signal
can reach out up to 30 miles to serve places like manufacturing plants, industrial locations, college and high school
campuses, airports, golf courses, and many other outdoor venues.
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Wireless Personal Area Network (WPAN)

Bluetooth is the industry standard wireless technology used for WPAN. Bluetooth devices in WPAN operate in a range
up to 30 feet away.

Compared to WLAN the speed and wireless operation range are both less than WLAN, but in return it doesn’t use
nearly as much power which makes it ideal for personal devices, such as mobile phones, PDAs, headphones, laptops,
speakers, and other devices that operate on batteries.

Who uses wireless?

Wireless technology as become so popular in recent years that almost everyone is using it, whether it’s for home,
office, business, D-Link has a wireless solution for it.

Home
* Gives everyone at home broadband access
* Surf the web, check email, instant message, etc.
* Gets rid of the cables around the house
» Simple and easy to use

Small Office and Home Office
* Stay on top of everything at home as you would at office
* Remotely access your office network from home
e Share Internet connection and printer with multiple computers
* No need to dedicate office space
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Where is wireless used?

Wireless technology is expanding everywhere not just at home or office. People like the freedom of mobility and it’s
becoming so popular that more and more public facilities now provide wireless access to attract people. The wireless
connection in public places is usually called “hotspots”.

Using a D-Link Cardbus Adapter with your laptop, you can access the hotspot to connect to Internet from remote
locations like: Airports, Hotels, Coffee Shops, Libraries, Restaurants, and Convention Centers.

Wireless network is easy to setup, but if you’re installing it for the first time it could be quite a task not knowing where to

start. That's why we’ve put together a few setup steps and tips to help you through the process of setting up a wireless
network.

Tips

Here are a few things to keep in mind, when you install a wireless network.

Centralize your router or Access Point

Make sure you place the router/access point in a centralized location within your network for the best performance. Try
to place the router/access point as high as possible in the room, so the signal gets dispersed throughout your home.
If you have a two-story home, you may need a repeater to boost the signal to extend the range.

Eliminate Interference

Place home appliances such as cordless telephones, microwaves, and televisions as far away as possible from the

router/access point. This would significantly reduce any interference that the appliances might cause since they operate
on same frequency.
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Security

Don’t let you next-door neighbors or intruders connect to your wireless network. Secure your wireless network by turning
on the WPA or WEP security feature on the router. Refer to product manual for detail information on how to set it up.

Wireless Modes

There are basically two modes of networking:

e Infrastructure — All wireless clients will connect to an access point or wireless router.

» Ad-Hoc — Directly connecting to another computer, for peer-to-peer communication, using wireless network
adapters on each computer, such as two or more DIR-825 wireless network Cardbus adapters.

An Infrastructure network contains an Access Point or wireless router. All the wireless devices, or clients, will connect
to the wireless router or access point.

An Ad-Hoc network contains only clients, such as laptops with wireless cardbus adapters. All the adapters must be in
Ad-Hoc mode to communicate.
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Networking Basics

Check your IP address

After you install your new D-Link adapter, by default, the TCP/IP settings should be set to obtain an IP address from

a DHCP server (i.e. wireless router) automatically. To verify your IP address, please follow the steps below.

Click on Start > Run. In the run box type emd and click OK. (Windows Vista® users type c¢md in the Start Search

box.)
At the prompt, type ipconfig and press Enter.

This will display the IP address, subnet mask, and
the default gateway of your adapter.

If the address is 0.0.0.0, check your adapter
installation, security settings, and the settings
on your router. Some firewall software programs
may block a DHCP request on newly installed
adapters.

e C:YWINDOWS\system 32\cmd.exe

Microsoft Windows HP [Uersion 5.1.260881]
<C» Copyright 1985-2881 Microsoft Corp.

C:“Documents and Settings>ipconfig

Hindows IP Configuration

Ethernet adapter Local Area Connection:

Connection—specific DNS Suffix .
IP Address. . . . . - . - - . - . =
Subnet Mask

Default Gateway

C:“Documents and Settings>_

: dlink
18.5.7.114

: 255.255.2%5.8

- 18.5.7.1
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Statically Assign an IP address

If you are not using a DHCP capable gateway/router, or you need to assign a static IP address, please follow the steps
below:

Step 1

Windows Vista® - Click on Start > Control Panel > Network and Internet > Network and Sharing Center > Manage
Network Connections.

Windows® XP - Click on Start > Control Panel > Network Connections.

Windows® 2000 - From the desktop, right-click My Network Places > Properties.

Step 2
Right-click on the Local Area Connection which represents your network adapter and select Properties.

Step 3
Highlight Internet Protocol (TCP/IP) and click Properties.

Step 4 =
Imtermet Pratacal [CPIEY) Prapertien
Click Use the following IP address and enter an IP address that is on the same | e
subnet as your network or the LAN IP address on your router. o e e

2 bk o 11 acbdrann ubomahe ol

Example: If the router’s LAN IP address is 192.168.0.1, make your IP address 0 sl P
192.168.0.X where X is a number between 2 and 99. Make sure that the number 1P atiron 210,08
you choose is not in use on the network. Set Default Gateway the same asthe LAN | ==™" e
IP address of your router (192.168.0.1).

(5 s the Frslrovingy D015 strvdt dckbeciany
Profassd DHS serws woes. 0

Set Primary DNS the same as the LAN IP address of your router (192.168.0.1). The

Aot OIS soroee
Secondary DNS is not needed or you may enter a DNS server from your ISP. =
Step 5 Comn )

Click OK twice to save your settings.
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Technical Specifications

Standards
e |[EEE 802.11n (draft 2.0)
* [EEE 802.11g
e |[EEE 802.11a
e |EEE 802.3
e |[EEE 802.3u
e |EEE 802.3ab

Security
* WPA™ - Personal/Enterprise
e WPA2™ - Personal/Enterprise

Wireless Signal Rates'’
IEEE 802.11n Draft 2.0 (HT20/40):

* 144.4Mbps (300)
* 117Mbps (243)

* 78Mbps (162)

* 58.5Mbps (121.5)
* 39Mbps (81)

* 19.5Mbps (40.5)

* 130Mbps (270)
* 104Mbps (216)
* 66Mbps (135)
* 52Mbps (108)
e 26Mbps (54)
* 12Mbps (27)

« 6.5Mbps (13.5)

IEEE 802.11a:

* 54Mbps * 48Mbps * 36Mbps
* 24Mbps * 18Mbps * 12Mbps
*11Mbps ¢ 9Mbps * 6Mbps

IEEE 802.11g:

* 54Mbps * 48Mbps * 36Mbps
* 24Mbps * 18Mbps * 12Mbps
* 11Mbps * 9Mbps * 6Mbps
*5.5Mbps ¢ 2Mbps * 1Mbps

Frequency Range? (North America)
*2.412GHz to 2.462GHz (802.11g/n)
* 5.15GHz to 5.825GHz (802.11a/n)?

Transmitter Output Power
* 18dBm + 2dB

External Antenna Type
* Two (2) detachable reverse SMA Antennas

Operating Temperature
* 32°F to 131°F ( 0°C to 55°C)

Humidity
* 95% maximum (non-condensing)

Safety & Emissions
*FCC
°|C

Dimensions
e =7.6inches
e W = 4.6 inches
e H = 1.2inches

Warranty
*1 Year

1 Maximum wireless signal rate derived from IEEE Standard 802.11a, 802.11g, and Draft 802.11n specifications. Actual data throughput will vary. Network conditions and environmental
factors, including volume of network traffic, building materials and construction, and network overhead, lower actual data throughput rate. Environmental factors will adversely affect

wireless signal range.
2 Frequency Range varies depending on country’s regulation

3 The DIR-825 does not include 5.25-5.35GHz & 5.47-5.725GHz in some regions.
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