D-Link

Building Networks for People

WIRELESS

How to Secure Wireless

This document will detail how to secure the wireless on the DSL-27308B.
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NOTE:

The DSL-2730B is a Wireless N 150 modem / router that can achieve speeds of up to
150Mbps using compatible wireless adapters.

1. Log in to the modem with the computer connected to the modem via Ethernet.
- URL: http://192.168.1.1 (default)
- Username: admin
- Password: admin (default)
- Graphic Authentication: (randomly generated)

& D-Link ADSL Router - Windows Internet Explorer = =R =
@Ov [&] netp/921681/ ~[ &[4[ x| sng o -
x & -

i Favorites | ¢ @ Suggested Sites = ] Web Slice Gallery +

_| & D-Link ADSL Router ‘

Welcome to DSL-2730B Web Management

Username :  admin
Password :  essss
Validate :  KSHYS|

K_ S vS

refresh

BROADBAND

Done € Internet | Protected Mode: Off 45 v ®WI0% v
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http://192.168.1.1/

2. Select the WIRELESS button in the left menu.
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ADVANCED MAINTENANCE

Helpful Hints...

There are two ways to set up your Intemnet connection. You can use the Web-based
Internet Connection Setup Wizard or you can manually configure the connection.

Please make sure you have your ISP's connection settings first if you choose manual setup.

You can use this wizard for assistance and quick connection of your new Router to the
Internet. You will be presented with step-by-step instructions in order to get your Intermnet
connection up and running. Click the button below to begin.

Setup Wizard

Note: Before launching the wizard, please ensure you have correctly folowed the steps
outlined in the Quick Instaliation Guide included with the router.

Done & Intemet | Protected Mode: Off 5 v H100% -

3. Select BASIC SETTINGS to make changes to the network name and visibility of the network.
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SETUP ADVANCED MAINTENANCE STATUS HELP

WIRELESS SETTINGS -- WIRELESS BASICS

up

Configure your wireless basic settings.
Wireless Settings

W ELESS SETTIN RELESS SECUR

Configure your wireless security settings.

Wireless security

€ Internet | Protected Mode: Off A v ®10% -
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4. Change the WIRELESS NETOWRK NAME (SSID) to a name you wish to call your network e.g.
in this example, we have left the default name — DSL-2730B.

- You may change the wireless channel from ‘Auto Scan’ to a single channel if you are
experiencing signal issues (channels 1, 6 and 11 are recommended).
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Firmware Version: AU_1.00

ADVANCED MAINTENANCE
Helpful Hints...

Use this section to configure the wireless settings for your router. Please note that changes
made in this section wil also need to be duplicated to your wireless clients and PC.

WIRELESS NETWORK SETTINGS

Enable Wireless
Wireless Network Name (SSID) :  DSL-2730B

L\.ﬁsib'lﬁtv Status :

Country : AUSTRALIA
Wireless Channel : Auto Scan (recommended) ~ (Current: CH 11)
802.11 Mode : 802.11 B/G/N mixed ~

Please take note of your SSID as you wil need to duplicate the same settings to your wireless
devices and PC.

Done € Internet | Protected Mode: Off 45 v ®WI0% v

5. Click APPLY to activate the changes

6. Select WIRELESS SETTINGS from the left menu and click WIRELESS SECURITY.
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ADVANCED MAINTENANCE

jconfigure the wireless settings for your router. Please note that changes
wil also need to be duplicated to your wireless clients and PC.

Wireless Security.
WORK SETTINGS

Enable Wireless
Wireless Network Name (SSID) : DSL-27308

Visibility Status : 8 Visible Invisible

Country : AUSTRALIA
Wireless Channel : Auto Scan (recommended) ~ (Current: CH 11)
802.11 Mode : 802.11 B/G/N mixed ~

Please take note of your SSID as you wil need to duplicate the same settings to your wireless
devices and PC.

http://192:168.1.1 fwlcfgsecure.html € Internet | Protected Mode: Off Fa v H100% v
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7. Select the preferred wireless Security Mode from the drop down menu.
- Recommended: WPA2 Only.
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ADVANCED MAINTENANCE

p
Use this section to configure the wireless security settings for your router. Please note that
changes made on this section wil also need to be duplicated to your wireless clients and PC.

WIRELESS SECURITY MODE -

To protect your privacy you can configure wireless security features. This device supports
three wireless security modes including: WEP, WPA and WPA2. WEP is the original wireless
encryption standard. WPA and WPA?2 provides a higher level of security.

Security Mode : None -

None

Please take note of your 551D and seci iWPAZ Only uplicate the same settings to

your wireless devices and PC. WPA Onl

BROADBAND

007-2009 D-Link Systems, Inc.

Done € Internet | Protected Mode: Off LA 0% -

8. Leave the other fields below as default and insert a password / key which will be used to
connect your wireless clients to the network.

- WPA Mode: WPA-PSK

- Group Key Update Interval: 3600

- Pre-Shared Key (password): create a password with a minimum of 8 characters e.g.
passwOrdexample was used in this guide.
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‘ Security Mode : WPA2 Only - ‘

Use WPA or WPA2 mode to achieve a balance of strong security and best compatibility. This
mode uses WPA for legacy dients while maintaining higher security with stations that are
‘WPA2 capable. Also the strongest cipher that the client supports wil be used. For best
security, use WPA2 Only mode. This mode uses AES(CCMP) cipher and legacy stations are
not allowed access with WPA security. For maximum compatibility, use WPA Only. This mode
uses TKIP cipher. Some gaming and legacy devices work only in this mode.

To achieve better wireless performance use WPA2 Only security mode (or in other words
AES cipher).

WPA-PSK does not reguire an authentication server. The WPA option reguires an external
RADIUS server.

If select the WPA-Enterprise mode ,the settings wil take effect after rebooted the device.

WPA Mode : WPA-PSK -
Group Key Update Interval : 3600 (seconds)

PRE-SHARED KEY

The Pre-Shared Key should be between 8 and 63 ASCII characters, or 64 hexadecmal digits.

Pre-Shared Key :

Please take note of your SSID and security Key as you wil need to duplicate the same settings to

‘your wireless devices and PC.

Done & Intemet | Protected Mode: Off 5 v H100% -
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9. Click APPLY to save and activate the changes.

10. On the wireless client, enable the wireless switch (WLAN) if available and scan for wireless
networks.

- Example below is from a Windows 7 laptop connecting to a wireless network.

11. Click on the ‘bar graph’ in the task tray, followed by selecting your network from the list and
click Connect.
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Home
VPM Connection X —
Wireless Metwork Connection -
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DLINKSales A |
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DSL-27308B M
Connect automatically
DLINKL M
brotherPSC ml
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Open Metwork and Sharing Center

T
« Wy 10:19 AM

12. You will be prompted for the network key.

- Enter the key you created in step 8 of this guide.

P )

@ Connect to a Network

Type the network security key

Security key: passwird Examplel

[T Hide characters

0K || Cancel
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