How to open ports
in your modem router firewall

This document details how to set port forwarding rules in your modem/router firewall




Please note: It is recommended to set the device you are opening ports for
(PC, Xbox, PlayStation, etc.) with a static IP address. Please see your device
instructions on how to manually set an IP address.

Step 1. Open your Internet browser e.g. Internet Explorer, Firefox, Chrome, Safari, etc. and enter the IP
address of your D-Link modem in the address bar: http://192.168.1.1.

#

2 http://1921681.1/

Step 2. When prompted type in the Username and Password, enter the validation code displayed on your

page and then click on the “Log In” button.
If you have not changed the password for the modem administration, the factory settings are:

Username: admin

Password: admin

- - P - .
D'Ll“k Model Name: DSL-2900AL Hardware Version: A1 Firmware Version: AU_1.00.09

Admin Password:

To access your storage with SharePort Web Access, click here.
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If you cannot recall the password you assigned to your modem you will need to reset the modem to factory defaults
by pressing the reset button for 10 seconds. Please note that this will revert all the settings in the modem to factory
settings and you will have to reconfigure it with your Internet settings and Wireless security. Make sure you have
your Internet account details (given by your Internet Provider) handy.
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Step 3. After logging in you will be presented with the modem’s configuration pages.
Click on Features > Port Forwarding > Add Rule:

D'Li“k _ - Home | Settings Management
DSL-2900AL HW-A1 FW-AU_1.00.09

Port Forwarding

Your router helps share a single IP address assigned by your ISP among several clients in your home. Port
forwarding allows traffic requests from a specified application to be directed to a specified client inside.
Click here for help.

Advanced >> Port Forwarding Virtual Server Save

Name Local IP TCP Port UDP Port Schedule Edit Delete

‘ b maining: 32
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Step 4. Fill in the details for your new port forwarding rule (we are opening ports for Remote Desktop
service as an example)

- Name: type in a name for this rule

- Local IP: type in the IP address of the device you are opening ports for (PC, Xbox, PlayStation, etc.). You
can select the IP address in the drop-down list.

- TCP port (or UDP port): The port number that you are opening. In our example the Remote Desktop
service requires port 3389 to be opened. You can specify multiple ports or a range of ports (e.g. 24,
1009, 3000-4000).

Click on Apply to save the rule.

r B
Create New Rule X
Mame: | RDP
Local IP: | 192.168.1.106 192.168.1.106 (Te{:h—PC

TCP Port: | 3389|

UDP Port:
Schedule” | Always Enable
Apply
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Step 5. Click on Save button in the top right corner of the page to save the changes.

D.I‘Ink s Home | Seltings | Features | Management

Port Forwarding

ff.’:_-n . Your router helps share a single IP address assigned by your ISP among several chemts in your home. Pont
- f;_,—:,:—:,] ) forwarding allows traffic requests from a specified application to be directed lo a specified chent inside
-~

...ff};'" f’_'_,:_-_':::-:-_‘q Click here for help

Advanced => Port Forwarding Virtual Serve ‘a’

Status Hame Local IP TCP Port UDP Port Schedule Edit Delete
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