DSL-500/DSL-504 Advanced Filtering & Firewall Setup Example
Firmware ver. 2.21 and above

Please note that the router with its default configuration blocks any unauthorised access
to your network. In most cases no additional filter settings are required.

If you wish to limit access to certain sites or only allow users to visit some sites you will need to
setup filters.

In the below example filters are set up to allow access to certain WEB site (www.abcom.com.au).

Filters DNS_IN and DNS_OUT allow DNS (name resolution) requests to go through.
Filters abcom.com_IN and abcom_OUT allow http traffic to go to and from this WEB site
(203.147.187.33).

All other traffic is blocked: “If not matched: Block”.
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R Advanced Filtering & Firewall
& Configuration Existing Entry 4 IP Filter State

"'@Router/’aridge Configuration

'“@Connect\on B file ¥alid Entry 4 If not matched Apply

&7 Ethernet 1P Address SouRce Bestination
Pass or IP Addressf Start End IP Address/f Sstart |[End
"'@PFDNY DHS Index |State Item Name Block |Direction|Protocol |Subnet Mask Port |Port|Subnet Mask Port |Port
@DHCP Configuration on LAN 1 enabled DNS_OUT Pass In P 192.166.0.0/24 i) o 0.0.0.0/0 53 53
'“@NAT Canfiguration 2 enabled [abcorn.com_ [Pass In TCP 192.168.0.0/24 0 0 203,147.187.33/32 |80 a0
@Ip M de P Th h 3 enabled DNS_IN Pass In uop 0.0.0.0/0 53 53 |192.165.0.0/24 o o
EeEoa0e Fass roug ) enabled abcom.com_ [Pass in TP F05.147 187 .535/3¢2 |a0 &0 192 16&.0.0/24 i] i

"'@IP Masquerade Timer

---@ZNAT ALGs Select index to set 1 v" I adify ” Delete ]
"'@Pm’t Redirection Item Name DME_0UT
"@Zstatic Route Configuration State enabled ¥
"'@Advanced Filtering & Firewsll Pass or Block E
"'@ZRIP Direction
"'@Date / Time Protocol
“&7UPnP cConfiguration Seurce
Eymaintenance IP Address 122 | es | RE |
EiSummary Subnet Mask 2562602550 (24)
= W
Start Port 0
End Port 0
Destination
IP Address ] .o | .o RE |
Subnet Mask 0.0.0.0 (A0 v
= w
Start Port 53
End Port 53
Selectindex to add/move | Mew v

(Insert the entry before the selected index)

@j Done ° Internet



http://www.abcom.com.au/

DSL-504 - Microsoft Internet Explorer

File Edit \wiew Favorites Tools  Help

@Back = J @ @ _;j /’f:j Search ‘-;E?Favorites %Med\a @ [Z<v ._:\; I,-,-j _J # ‘3

w

adress ] httpiyf192. 168.0.LUmainfpMain htrl > EEE
D-Links
Building Metwarksfor Feople
Vo D-Link DSL-504 H H H
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"'@Comﬂguratmn e i
G‘ZR ter/Brid . i Existing Entry 4 IP Filter State
outer/Bridge Configuration
¥alid Ent <4 If not tched
"'@Conmect\on Profile alid Entry not matche
@Ethemet 1P Address Sounce Destination
Pass or IP Addressf Start End IP Address/f Sstart |[End
"'@PFDW DHS Index |State Item Name Block | Direction |Protocol Subnet Mask Port |Port Subnet Mask Port |Port
@DHCP Configuration on LAN 1 enabled DNS_OUT Pass In P 192.166.0.0/24 i) o 0.0.0.0/0 53 53
'“@NAT Canfiguration 2 enabled [abcom.com_ Pass In TCP 192.168.0.0/24 o a 203.147.187.33/32 |80 a0
@IP - oD Th h 3 enabled DHNS_IN Pass In UDP 0.0.0.0/0 53 |53 |192.168.0.0/24 0 0
EeEoa0e Fass roug 1 enabled abcom.com_ [Pass In TCR 2035.147.187.35/32 |50 g0 192 166.0.0/74 a 0
"'@IP Masquerade Timer
---@ZNAT ALGS Select index to set )
"'@Pm’t Redirection Item Name abcom.com_OUT
"@Zstatic Route Configuration State enabled ¥
"'@Advanced Filtering & Firewsll Pass or Block Pass |w
"'@ZRIP Direction
"'@Date / Time Protocol
“&7UPnP cConfiguration Seurce
Eymaintenance IP Address 122 | es | RE |
EiSummary Subnet Mask 2562502550 (i24)
= W
Start Port 0
End Port 0
Destination
IP Address 03 | e |z
Subnet Mask 255260255 265 (/32) v
= w
Start Port g0
End Port g0
Selectindex to add/move | Mew v
(Insert the entry before the selected index)
@ Done ° Internet




osoft Internet Explorer

File Edit \wiew Favorites Tools  Help

@Back = J @ @ _;j /’f:j Search ‘-;E?Favorites %Med\a @ [Z<v ._:\; I,-,-j _J # ‘3

"'@IP Masquerade Timer
“ENAT ALGs
"'@Pm’t Redirection

Select index to set

Item Name
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"'@Comﬂguratmn e i
G‘ZR ter/Brid . i Existing Entry 4 IP Filter State
outer/Bridge Configuration
¥alid Ent <4 If not tched A
"'@Conmect\on Profile alid Entry not matche
@Ethemet 1P Address Sounce Destination
Pass or IP Addressf Start End IP Address/f Sstart |[End
"'@PFDW DHS Index |State Item Name Block | Direction |Protocol Subnet Mask Port |Port Subnet Mask Port |Port
@DHCP Configuration on LAN 1 enabled DNS_OUT Pass In P 192.166.0.0/24 i) o 0.0.0.0/0 53 53
'“@NAT Canfiguration 2 enabled [abcom.com_ Pass In TCP 192.168.0.0/24 o a 203.147.187.33/32 |80 a0
@IP - oD Th h 3 enabled DHNS_IN Pass In UDP 0.0.0.0/0 53 |53 |192.168.0.0/24 |0 0
EeEoa0e Fass roug 1 enabled abcom.com_ [Pass In TCR 2035.147.187.35/32 |50 g0 192 166.0.0/74 a 0

"@Zstatic Route Configuration State enabled ¥
"'@Advanced Filtering & Firewsll Pass or Block E
"'@ZRIP Direction
"'@Date / Time Protocol
“&7UPnP cConfiguration Seurce
mMaimtenance IP Address 0 | : |D ‘ . |D | -|D |
EiSummary Subnet Mask 0.0.0.0 (0 v
= W
Start Port a3
End Port 53
Destination
IP Address 122 | les | RE |
Subnet Mask 2552602550 (24) v
= w
Start Port 0
End Port 0
Selectindex to add/move | Mew v
(Insert the entry before the selected index)
@ Done ° Internet
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"'@Pm’t Redirection

Item Name

abcorm.com_IM
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"'@Comﬂguratmn e i
G‘ZR e i . Existing Entry 4 IP Filter State
outer/Bridge Configuration
¥alid Ent <4 If not tched
"'@Conmect\on Profile alid Entry notmatche
&7 Ethernet 1P Address SouRce Bestination
Pass or IP Addressf Start End IP Address/f Sstart |[End
"'@PFDNY DHS Index |State Item Name Block |Direction|Protocol |Subnet Mask Port |Port|Subnet Mask Port |Port
@DHCP Configuration on LAN 1 enabled DNS_OUT Pass In P 192.166.0.0/24 i) o 0.0.0.0/0 53 53
'“@NAT Canfiguration 2 enabled [abcorn.com_ [Pass In TCP 192.168.0.0/24 0 0 203,147.187.33/32 |80 a0
@Ip M de P Th h 3 enabled DNS_IN Pass In uop 0.0.0.0/0 53 53 |192.165.0.0/24 o o
EeEoa0e Fass roug ) enabled abcom.com_ [Pass in TP F05.147 187 .535/3¢2 |a0 &0 192 16&.0.0/24 i] i
"'@IP Masquerade Timer
“ENAT ALGs Select index to set v

"@Zstatic Route Configuration State %l
"'@Advanced Filtering & Firewsll Pass or Block Pass |w
"'@ZRIP Direction
"'@Date / Time Protocol
“&7UPnP cConfiguration Seurce
Eymaintenance IP Address 03 | [r e |
EiSummary Subnet Mask 256.260.285.265 (732) »
= W
Start Port g0
End Port g0
Destination
IP Address 122 | les | RE |
Subnet Mask 2552602550 (24) v
= w
Start Port 0
End Port 0
Selectindex to add/move | Mew v
(Insert the entry before the selected index)
@ Done ° Internet




Alternative example.

This example gives you a shorter version of filter setup. Instead of specifying two separate rules
for each WEB site (one “IN” and one “OUT”), you can create one “unversal” rule which will allow
all HTTP traffic out (“ALL_OUT"). The “IN” rules will still only allow traffic from specified WEB

sites.
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@Ruuterf'aridge Configuration

“"@Comne:tiom Profile
@Ethemet IP Address

& Prowy DNS

“"@DHCD Configuration on LAN

""@NAT Configuration

"“@IP Masquerade Pass Through

""@EIP IMasgquerade Timer

E7NAT BlGs

""@Eport Redirection

""@Statl: Route Configuration

Advanced Filtering & Firewall

IP Filter State
If not matched

Pass or
Item Name Block

1 enabled |DNS_OUT

Exristing Entry 4
valid Entry 4

Index |State

Pass In

192.163.0.0/24 0 1) 0.0.0.0/0 53 53
2 enabled |DNS_IN Pass In upp 0.0.0.0/0 53 53 |192.168.0.0/0 |0 o
3 enabled |ALL_oUT Pass In TCF 192.168.0.0/24 0 o 0.0.0.0/0 &0 1)
4 enabled |abeorm_in Pass In ;TCP 203,147,187 33/32 |80 80 |192.168.0.0/0 |0 ]

Selectindex to set

ltem Name

IP Addressf
Direction |Protocol |Subnet Mask

ALL_OUT

Destination

Start End IP Addressf Start End
Port |Port|Subnet Mask |Port |Port

Source

. . State enabled
""@EAduan:ed Filtering & Firewall
Pass or Block Pass %
““@RIP ‘ i
@Date PL e Direction
Protocel TCP (v
""@UPMP Configuration fotoco
] Source
Qmaintenance IP Address 192 | [ies | o |.[o \
~3summary Subnet Mask 2652552550 (f24)
= w
Start Port 0
End Port 0
Destination
IP Address ] | o |.[o .o \
Subnet Mask 0.0.0.0 (0 A
= W
Start Port g0
End Port a0
Selectindex to add/move | Mew
(Insert the entry before the selected index)
@ Dane

& Internet




k DSL-500 - Microsoft Internet Explorer

File Edit Wew Favorites Tools  Help

eBack @ \_) Iﬂ @ _;j /:\J Search ‘-i:(Favarites eMedia @ Eﬁ\,v .._7

Address |@ httpff192,168.0,1 /mainfpMain.hitml

v|Go

.;'l

Links >

\

S
Building Metwaorks for Feople

| o-Link DSL-500
ﬂCDnﬂguratiDn
“"@Router/ﬂridge Configuration
""@Cmﬁne:tiom Profile
""@EEthernet IP Address
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""@EDHCD Configuration on LaN
""@NAT Configuration
""@EIP IMasgquerade Pass Through
""@IP Masgquerade Timer
S NAT Alcs
""@Port Redirection
@Static Route Configuration
""@Aduan:ed Filtering & Firewall
& rip
“"@Date F Time
@UPHP Configuration
'"EiMaintenance

'"mSummary

Advanced Filtering & Firewall

Existing Entry 4 IP Filter State

valid Entry 4 If not matched
Pass or
Index |State |Item Name Block |Direction
1 enabled | DMS_0UT  [Pass In
2 enabled |DNS_IN Pass In
3 enabled |ALL_OUT Pass In
4 enabled |abcom_in Fass In

Selectindex to set
Item Name
State
Pass or Block
Direction
Protocol
Source
IP Address

Subnet Mask

Start Port

End Port
Destination

IP Address

Subnet Mask

Start Port
End Port

Selectindex to add/move

Source

1P Addressf
Protocol |Subnet Mask

UDP 192.165.0.0/24 0 1) 0.0.0.
Uop 0.0.0.0/0 53 53 (1921
TCP 192.168.0.0/24 o o 0.0.0,
TCP 203.147 167.33/32 |80 g0 [192.1

ER

abcom_in

enabled ¥

Pass +

03 |[1er | per ||
255 266 286 255 (32)

= W

a0

a0

12 |.[iez ].[o | [o |
0.0.00 () v

= w

i

i

New ]

(Insert the entry before the selected index)

Destination

040 53
63.0.0/0 |0
0/0 g0
63.0.0/0 |0

Start End IP Addressf Start End
Port |Port|Subnet Mask |Port |Port
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