Advanced Filters Setup in DSL-G604T
Please note that with its default settings the router has NAT Firewall enabled. You do not need
to change any settings to enable the firewall, your network is already protected. Filters are
used to block access to certain sites and services or block access for certain computers.

The examples below show how to set up filters in the DSL-G604T router. Filters are executed
by the router from top to bottom until the conditions match.

Example 1. Allow only one computer to access the Internet and block access to the Internet
for the rest of the computers.

Example 2. Block access to FTP sites for all computers on your LAN.

Example 3. Block access to certain WEB and FTP sites for the range of computers on your
LAN.

Example 4. Only allow certain computer to access your FTP site.

Example 5. Limit access to the network and Internet to certain MAC addresses.



Example 1.
Allow only one computer with IP address 10.1.1.2 to access the Internet and block access to
the Internet for the rest of the computers.

First you need to setup a rule which allows outbound traffic for the necessary IP address.

<3 http://10.1.1.1/cgi-binfwebcm - Microsoft Internet Explorer provided by D-Link Australia DE®
File Edit ‘“iew Favorites Tools Help a"
Address |@ http:ff10.1.1. 1 fcgi-binfwebcm V| Go @ -

3

DSL-G604T
ADSL Router

- [ Home BNCL T YER Tools  Status

Filters

Filters are used to allow or deny LAN or WAN users fram accessing the internet or internal
Metwark.

@ outbound Fiter O Inbound Fiter O Access List

IP Outbound Filter

Filters are used to allow or deny LAN users from accessing the internet.

SourcelP [10.1.12 | ~] |[single P ]
Hilters Destination IP | | ~ | ||AnyIP v|
Source Port | | = | ||Any Fart V|
. I
Destination Port| | = | ||Any Port V|
Praotacol TCRUDP v
IT Action Allow
f ATM Apply Cancel Help

D Source IP Destination IP Prot. Act. Enable
1 10.1.1.2:Any Part Any IP:Any Part Both Al ] i

“Dynarmic Routing

———

@ Done # Internet

|




As your last rule you need to setup the filter which blocks all traffic from all computers:

<3 http://10.1.1.1/cgi-binfwebcm - Microsoft Internet Explorer provided by D-Link Australia %]
File Edit ‘“iew Favorites Tools Help ﬁ'
Address @ http:ff10.1.1. 1 fcgi-binfwebcm V| Go @ -

D-Link’

Building Petworks for People

DSL-G604T
Wireless ADSL Router

‘:‘ [ Home [T 7VEB Tools  Status  Help

Filters

Filters are used to allow or deny LAN or WAN users fram accessing the internet or internal
Metwark.

@ outbound Fiter O Inbound Fiter O Access List

IP Outbound Filter

Filters are used to allow or deny LAN users from accessing the internet.

Source [P | | ~ | ||AnyIP v|
(Al Destination IP | | ~ | ||AnyIP v|
Source Port | | = | ||Any Fart V|
I Destination Port| | = | ||Any Fart V|
Pratacol TCRUDFE »
Apply Cancel Help
D Source IP Destination IP Prot. Act. Enable
1 10.1.1.2:Any Part Any IP:Any Part Both Al ] i

———

|

@ Done # Internet




You will see the two filter rules in the list.

<3 http://10.1.1.1/cgi-binfwebcm - Microsoft Internet Explorer provided by D-Link Australia
File Edit ‘“iew Favorites Tools Help ﬁ'

Address @ http:ff10.1.1. 1 fcgi-binfwebcm V| Go @ -

>

D-Link’

Building Petworks for People

DSL-G604T
Wireless ADSL Router

o [__Home JEVVVTTTEIN Tools Status____Help
Filters
Filters are used to allow or deny LAN or WAN Users from accessing the internet or internal
Metwaork.
@ outbound Fiter O Inbound Fitter O Access List
IP Outbound Filter
Filters are used to allow or deny LAN users from accessing the internet.
Source IP | | ~ | ||AnyIP V|
Filters Destination IP | | ~ | ||AnyIP "|
Source Port | | & | ||Any Fart V|
| Destination Port | | & | ||Any Fart V|
Protocal TCRUDP
- - -
D Source IP Destination IP Prot. Act. Enable
1 1011 . 2:A0y Port Ary IP:Any Port Both Allowy O g
z Ay 1P Any Port Ay 1P Any Port Both Dery O g
S —
b
@ Done # Internet
Make sure you enable the filters:
Enable

M 4@
M



When you are finished with the settings, save them into the router’'s memory under Tools >
Save and Reboot:

- Tools

P
I ;
Save and Reboot
Please note you will need to Save and Reboot the device for these changes to take effect.
—
] Time
Force the DSL-GG04T to system restart.

e ( Feboot )
" Firmware
Force the DSL-GG04T Wireless LAN to restart.

f

Test

l Save & Reboot




Example 2.
Block access to FTP sites for all computers on your LAN.

infwebcm - Microsoft Internet Explorer, provided by D-Link Australia

File Edit ‘“iew Favorites Tools Help
Address @ http:ff10.1.1. 1 fcgi-binfwebcm V| Go @ -

Building Petworks for People

DSL-G604T
Wireless ADSL Router

g [__Home JEVVVTTTEIN Tools Status____Help

Filters
Filters are used to allow or deny LAN or WAN users fram accessing the internet or internal
Metwaork.
@ outbound Fiter  O'Inbound Filter O Access List
IP Qutbound Filter
Filters are used to allow or deny LAN users from accessing the internet.

Source [P | | ~ | ||AnyIP v|

Hilters Destination IP | | ~| ||AnyIP v|

Source Port | | = | ||Any Fart V|

Destination Port |21 | & | || Single Fart V|

Pratacol TCP A

Action Deny v

Apply Cancel Help
D Source IP Destination IP Prot. Act. Enable
1 Any IP:Any Part Any P21 TCP Deny ] i
S —
b
@ Done # Internet
Make sure you enable the filters:
Enable

M 4@
M




When you are finished with the settings, save them into the router’'s memory under Tools >
Save and Reboot:

— Tools

s
I ;
Save and Reboot
Please note you will need to Save and Reboot the device for these changes to take effect.
—
] Time
Force the DSL-GG04T to system restart.

e Feboot
" Firmware
Force the DSL-GG04T Wireless LAN to restart.

f

Test

l Save & Reboot




Example 3.
Block access to the WEB site with 203.1.1.1 address, block access to the FTP site with
203.2.2.2 address for the range of computers on your LAN: 10.1.1.8 - 10.1.1.13.

The first rule blocks access to the WEB site (HTTP access on port 80):

<3 http://10.1.1.1/cgi-binfwebcm - Microsoft Internet Explorer provided by D-Link Australia

File Edit ‘“iew Favorites Tools Help a"
Address |@ http:ff10.1.1. 1 fcgi-binfwebcm V| Go @ -

DSL-G604T
ADSL Router

- [ Home BNCL T YER Tools  Status

Filters

Filters are used to allow or deny LAN or WAN users fram accessing the internet or internal
Metwark.

@ outbound Fiter O Inbound Fiter O Access List

IP Outbound Filter

Filters are used to allow or deny LAN users from accessing the internet.

Source IP [10.1.1.8 | ~[10.1.1.13 |[PRange v
(Al Destination IP |203_1_1.1 | ~ | || Single 1P v|
Source Port | | = | ||Any Fart V|
Destination Port |SD | & | || Single Fart V|
Protocal TCF v
IT Action Deny v
J ATM Apply Cancel Help

D Source IP Destination IP Prot. Act. Enable
1 10.1.1.8:Any Port 203.1.1.1:80 TCP Dery ] ﬁ'

“Dynarmic Routing

———

|

@ Done # Internet




This rule blocks access to the FTP site (FTP access on port 21):

<3 http://10.1.1.1/cgi-binfwebcm - Microsoft Internet Explorer provided by D-Link Australia

File Edit ‘“iew Favorites Tools Help ﬁ'
Address @ http:ff10.1.1. 1 fcgi-binfwebcm V| Go @ -

D-Link’

Building Petworks for People

DSL-G604T
Wireless ADSL Router

‘:‘ [ Home [T 7VEB Tools  Status  Help

Filters

Filters are used to allow or deny LAN or WAN Users from accessing the internet or internal
Metwark.

@ outhound Filter  C'Inbound Filter O Access List

IP Outbound Filter

Filters are used to allow or deny LAN users from accessing the internet.
Source IP [10.1.18 | ~[101.113 |[PRange v
Filters Diestination IP |203_2_2.2 | ~ | || Single IP V|

Source Port | ||Any Fart V|

-
Destination Port |21 | = | || Single Part V|

Protocal TCP v

e

Apply Cancel Help

D Source IP Destination IP Prot. Act. Enable
1 10.1.1.8:Any Port 2031.1.1:80 TCP Deny O i
2 10.1.1.8:Any Fort 203.2.2.21 TCP Deny O i}
I —
A
@ Done # Internet

Make sure you enable the filters:

Enable
(4 &
4 &



When you are finished with the settings, save them into the router’'s memory under Tools >
Save and Reboot:

— Tools

s
I ;
Save and Reboot
Please note you will need to Save and Reboot the device for these changes to take effect.
—
] Time
Force the DSL-GG04T to system restart.

e Feboot
" Firmware
Force the DSL-GG04T Wireless LAN to restart.

f

Test

l Save & Reboot




Example 4.
Only allow computer with 203.3.3.3 address to access your FTP site (you will need to open
port 21 under Port Forwarding for your FTP site).

The first filter allows access to the specific IP address to your FTP site:

<3 http://10.1.1.1/cgi-binfwebcm - Microsoft Internet Explorer provided by D-Link Australia DE®
File Edit ‘“iew Favorites Tools Help a"
Address |@ http:ff10.1.1. 1 fcgi-binfwebcm V| Go @ -
A)
DSL-G604T
- BT Advanced Status
Filters
Filters are used to allow or deny LAN or WAN users fram accessing the internet or internal
Metwaork.
O outbound Fiter @ 1nbound Filter O Access List
IP Qutbound Filter
—_—
] DMZ
Filters are used to allow or deny LAN users from accessing the internet.
SourcelP (203333 | ~] |[single P ]
Hilters Destination IP | | ~| ||AnyIP v|
Source Port | | = | ||Any Fart V|
| — - :
Destination Port |21 | & | || Single Fart V|
Pratacol TCP A
—— Action Allaw
NAT [Allow ]
J ATM Apply Cancel Help
D Source IP Destination IP Prot. Act. Enable
1 203.3.3.3:Any Port Any P21 TCP Al ] i
S —
b
@ Done # Internet




This rule block assess to your FTP site for the rest of the IP addresses:

2R http:/110.1.1.1/cgi-binfwebcm - Microsoft Internet Explorer provided by D-Link Australia

Ele Edt ¥iew Favortes Took  Help
Address | ] hitp:f10.1.1. Leg-binjwebcm

D-Link’

Burll dineg Metworks for People

—— AT Advanced

Wireless ADSL Router

DSL-G604T

Tmﬁis Status Help

Filters

Metsrork

O outbound Filer (%) Inbound Filter

" Port Forwarding

IP Outbound Filter

Fillers ane used 1o allow or dery LAN or WAN users frorm accessing the inlamet or intemal

(O Access List

—
Y DMz
- Filers ang used 1o allow or dery LAN users from actessing the intemeal,
Saurce IP [ | .d.n;.,rEF? w
Destination IP | ~ Ay IF W
Source Port 1| Ay Port ~
" Firewall Destination Port 21 | = | | Smg‘lg Fo  w
Frotocol TCRUDP |
— Action Deny
m— 9 OO
— [ Source IP Destination 1P Prot.  Act,  Enable
Bt .
s 1 203.333AmPort Ay IP-21 TP Alw [ 4w
2 Ary IP-Any Port Any P21 Both Deny [ [dm
" Rermsole Sooess
—
Make sure you enable the filters:
Enable
L4 @

[4 &




When you are finished with the settings, save them into the router’'s memory under Tools >
Save and Reboot:

— Tools

s
I ;
Save and Reboot
Please note you will need to Save and Reboot the device for these changes to take effect.
—
] Time
Force the DSL-GG04T to system restart.

e Feboot
" Firmware
Force the DSL-GG04T Wireless LAN to restart.

f

Test

l Save & Reboot




Example 5.
Limit access to the network and Internet to certain MAC addresses (applicable to wireless
clients only):

Enable the Access List and specify the MAC addresses of the network adapters which you
want to grant access under Allow.

<3 http://10.1.1.1/cgi-binfwebcm - Microsoft Internet Explorer provided by D-Link Australia DE®
File Edit ‘“iew Favorites Tools Help "‘.'
Address |@ http:ff10.1.1. 1 fcgi-binfwebcm V| Go @ -

3

DSL-G604T

BT Advanced Status
Filters
Filters are uzed to allow or deny LAN or WAN users from accessing the internet ar internal
Metwaork.
O outbound Fiter  OInbound Filter & Access List
Access List
DMZ
Enahle Access List
) @ Allow O Ban
Filters Mac Address: 00-055d-d0-c5-05 ||EEE
—— Delete Mac Address
* Firewall
[ 5] 00-05-5d-d0-c5-05
Apply Cancel Help
T -
b
@ Done # Internet

If you are running firmware version above 2.0 you can find MAC filter settings under Advanced
> Wireless Management.



Click on Associated Stations to see the list of connected wireless clients.
DE®

2 http://192.168.0. 2/cgi-binfwebcm - Microsoft Internet Explorer provided by D-Link Australia

File Edit Yiew Favorites Tools Help

BT Advanced

ADSL Router

] UPnP
O Access List ® associated Stations O Multiple 51D
'irtual Server Associated Stations
Ban Station  Mac Address State SsiD Active Rate
" Lan Clients O 00-11-85-bd-63-5¢  Authonized l:l 54Mbps
o 00-0f-3 BE  iuthorized esiil | SdMbps

' SNMP

F Filters

"Bridge Filters Please save and reboot the device fo take effect!

" Routing a 9 O

Apply Cancel Help

=]

IDHEOREE

=]

L v
| >

O Internet

(LS

Copy and paste the MAC addresses of the workstations which you want to have wireless
access through the router under Access List. Click on Add button to add the MAC address.
Make sure you have Enable Access List ticked. Click Apply.

24 http://192.168.0. 2/cgi-binfwebem - Microsoft Internet Explorer provided by D-Link Australia

File  Edit Wew Favorites Tools  Help

EE&E

BT Advanced

F UPnP

® Access List O Associated Stations O Multiple SEID

Access List

'irtual Server

Enahle Access List

* Lan Clients ® allow O Deny
Mac Address: 00-11-95-hd-68-5e Addl
" SNMP
Delete Mac Address
it o 00-0F 3¢-23-80-15

‘Bridge Filters

Flease save and reboot the device to take effect !

LHEEERE-

*  Routing

£

< |

&] Done

|

#® Internet




When you are finished with the settings, save them into the router’'s memory under Tools >
[System] > Save and Reboot:

A http://192.168.0. 2/cgi-binfwebcm - Microsoft Internet Explorer provided by D-Link Australia EIE®
File Edit Wiew Favorikes Tools  Help Links ** "“l
e

DSL-G604T
Wireless ADSL Router

Home  Advanced i P 0

System Settings N

* Admin

-
-
-
-
-
-

The current system settings can be saved as a file anto the lacal hard drive.

] Time Save Settings To Local Hard Drive

Save

Load Settings From Local Hard Drive
| |[ Browse...

Mote: The system has to be restarted after the configuration is restored.

* Remotelog

System
" Firmware

iscellanenus

Save Settings and Reboot the System.

< Save and Reboot b

Restore To Factory Default Settings

Force the DSL-G604T Wireless LAN to restart.

] Test

" Logout

£

£
I@ £ Internet

~ End of Document ~



