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Remote users can connect to the router using VPN client software and securely access LAN resources.  

 

Configuration Steps: 

 Create VPN Policy. 

 Enable L2TP Server.  

 Add user database. 
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Step 1. Go to VPN > IPSec VPN > Policies. 

Create a new IPSec Policy. Use the below example as a guide.  
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Your new VPN Policy should look similar to this: 
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Step 2. Go to VPN > L2TP VPN > Server  

Enable L2TP Server.  

Specify the range of IP addresses you want to assign to the connecting clients (this range should be different from your LAN subnet).  

As Authentication Database we are using “Local User Database” in this example.  
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Step 3. Go to Security > Authentication > User Database > Groups  

Add a new L2TP group.  

Set User Type as “Network” and “L2TP”.  
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Step 4. Go to Security > Authentication > User Database > Users 

Add new users for the group that you created in the previous step.  

Specify the usernames and passwords. 

 

 

Remote users should now be able to connect to the router and local network with their generic L2TP client. 
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Remote Client Setup Example  
 

The below example shows setup and connection process on an Android phone (Samsung Galaxy Note 3, Android ver. 5.0). 

 

Go to Settings > Connections > More Networks > VPN. 
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Add a new L2TP/IPSec PSK Profile and enter the L2TP server settings: 

Server address – the public IP address on the WAN port of your DSR-series router 

Pre-Shared Key – the key you set in the router’s IPSec Policy in Step 1. 

 

  



 

                           D-Link Technical Support – How to setup DSR-500AC / 1000AC with L2TP Service          Page 10 of 10 

 

Press the L2TP/IPSec Profile that you added. Enter the L2TP username and password (the user you added into the router’s database in Step 4). 

Once connected, you should see a Key icon in the top left corner indicating successful secure connection.  
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