Configuration Guide

How to set up the IPSec site-to-site
Tunnel between the D-Link DSR
Router and the Fortinet Firewall

Overview

This document describes how to implement IPsec with pre-shared secrets establishing a
site-to-site VPN tunnel between the D-Link DSR-1000AC and the Fortinet Fortigate 60C. The
screenshots in this document are from firmware version 3.10 of the DSR-1000AC and firmware
version 5.2.3 of the Fortinet Fortigate 60C. If you are using an earlier version of the firmware, the
screenshots may not be identical to what you see in your browser.
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Situation note

Site-to-site VPNs can be implemented in an enterprise to allow access and the exchange of data
between two or more geographically separated sites or offices. Once the site-to-site VPN has
been set up, the clients in the groups of the different sites can communicate as if they are on
the same internal network. Because companies may have other gateways that are not D-Link
products, this document can be used to create IPsec VPN tunnels between the DSR router and

other existing gateway appliances.
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IP addresses:
DSRWAN: 1.1.1.1/30
DSR LAN: 10.230.1.254/24

FortiGate 60C WAN: 3.3.3.1/30
ForiGate 60C LAN: 192.168.200.254/24

IPsec Parameters:

IPsec Mode: Tunnel Mode

IPsec Protocol: ESP

Phasel Exchange Mode: Main

Phasel Encryption: 3DES, AES128

Phasel Authentication: SHA1

Phasel Authentication Method: Pre-Shared Key

D-Link
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Diffie-Hellman Group: Group 2

Phasel Lifetime: 28800 sec

Phase2 Encryption: 3DES, AES128, AES192
Phase2 Authentication: SHA1, MD5

Phase2 Lifetime: 3600 sec

Configuration Step
DSR Settings

1. Set up the WAN IP address. Navigate to: Internet Settings > WANT Settings > WANT Setup.
Fill in the relevant information based on the settings of the topology. The IP Address of the ISP Connection
Type field is the IP address of the external network connection shown as the point “c”in the topology. Click the
“Save”button to complete the WAN IP address setting.

Metwork = Internet (Ped) = WAN! Settings e 0

This page allews you Lo tet up your Internet connectéon. Ensure that you have the Internet connection information such as the IP Addreises, Account
information etc. This information it utually provided by your I5P or Aetwork administrator.

IPv4 WAN1 Settings

WANI Setup

Connection Type Static 1P ¥
Enable VLAN Tag [ Taan
[gtic P
I P Address 1111 [
IP Subnet Mask 255 2552550
Gateway IP Address 1.1.1.254

Domain Name System [DNS) Servers

Primary DNS Server LER R ]

Secondary DNS Server 16895 1.1
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2. Set up the IPsec policy. Navigate to: VPN Settings > [Psec > [Psec Policies.
Press the "Add New IPsec Policy” button to create a new policy. In the General section, fill in the relevant
information. The IP address of the Remote Endpoint refers to the external connection of the Fortigate 60C,
which is shown as the point “f"in the topology. The internal IP address range, which is indicated by the Local
Start IP Address, is the IP range allowed access to the remote network group over the VPN, which indicated
by the IP information on Remote Start IP Address, is the IP range reachable through the VPN tunnel with the
Fortigate 60C.

IPSec Policy Configuration °

General
Policy Name

Policy Type Auto Policy
IP Protocol Version IPv4

IKE Version IKEV1

L2TP Mode None
IPSec Mode

Select Local Gateway

Dedicated WAN
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Local Start IP Address

Local Subnet Mask

Remote IP

Remote Start IP Address

Remote Subnet Mask

1023010

2552552550

Subnet

192.168.200.0

255.255.255.0

Enable Keepalive

Phase I(IKE SA Parameters)
Exchange Mode

Direction / Type

Both

) i

Remote Endpoint IP Address

IP Address / FQDN 3331

Enable Mode Config [ Jor

Enahla HatRING — A
IPSec Policy Configuration o

Protacol EsP B *

Enable DHCP

Local IP Subnet

Save
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In the Phase 1 section, fill in the relevant information. Please notice that the Pre-shared Key must be the same
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as the pre-shared key that will be entered into the Fortigate 60C later.

Phase I(IKE SA Parameters)
Exchange Mode

Direction / Type
Nat Traversal

NAT Keep Alive Frequency
Local Identifier Type
Remote Identifier Type

Encryption Algorithm
DES

AES-128
AES-256

BLOWFISH

Both

0 Seconds
Local Wan IP

Remote Wan IP

3DES

N E
||« “

if

AES-192

(4404

Authentication Algorithm
MD5

5HA2-256

SHAZ2-512

SHA2-384

SHA-1 BEx ]
(.|

o

Authentication Method

Pre-Shared Key

Diffie-Hellman (DH) Group

Pre-Shared Key v
123456789 [Length: 8 - 49]

Group 2 (1024 bit) v

SA-Lifetime
Enable Dead Peer Detection
Extended Authentication

Phase2-(Auto Policy Parameters)
SA Lifetime

28300 [Default: 28800, Range: 300 - 2147483647] Seconds

e
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In the Phase 2 section, fill in relevant information.

IPSec Policy Configuration

Encryption Algorithm

DES NONE e
3IDES AES-128 Ex )
AES-192 AES-256 ==
TWOFISH (128) TWOFISH (192) ==

TWOFISH (256)
BLOWFISH

CAST128

Integrity Algorithm

MD5 SHA-1 BEx ]
SHAZ-224 SHA2-256 e
SHAZ-384 SHA2-512 [

130 444004

Save

Click the “Save” button to complete the IPsec Policy settings.

PN » IPSec VPN » Policies @@

“his page shows the list of configured IPsec VPN policies on the router. A user can also add, delete, edit, enable, disable and export IPsec VPN
solicies from this page.

PSec Policies List

AutoPolicy  Tunnel Mode  10.230.1.0/255.255.255.0 172.23.2.0/155.255.255.0 SHa1 3DES AES-128

AutoPelicy  Tunnel Mode  10.230.1.0/255.255.255.0 192.168.200.0/255.255.255.0 MDS SHA1  3DES AES-128 AES-192

Add New IPS

D-Link
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3. Check the VPN status. Navigate to: Status > Network Information > Active VPNs > [Psec SAs.
The activity will be shown in the list as the tunnel is established with the other side.

status » Network Information » Active VPNs = IPsec SAs

VPN Connections | PPTP VPN Connections | Open VPN C

@

o

This page lists current established IPsec Security Associations.

Active IPsec SAs List

DFL 2221 0.00 0 IPsec SA Not Established

Fortinet 3331 3637.09 6505 IPsec 5A Established

D-Link
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FortiGate Settings
1. Set up the WAN IP address, Navigate to: Systerm > Network

First, click the "Edit” button. Edit the IP Address with the following information. The IP/Netmask of the Interface
tab is the IP address and Netmask of the external network connection, which is shown as point “f"in the
topology.

Fi:inr|nET el \'.;l:zgd \.ﬁe)-n F?\p LL'gBoul
=@ Dashboard 12 3 4 5 WANIWANZDMEDHC
e (SIS ]S o A
il Fortiview
S 24 Network O CreateNew » [ Edt Group by Type @D
Binieacss | | tous| Nome | Membors|  iomemask | ttwe | hwess | wtlo)
* WAN Link Load Balancing || Physical (5)
* Routing o dmz 10.10.10.1 255.255.255.0 &) Physical PING| HTTPS| [HTTP [FMG-Access| [CAPWAP| 0
* DNS internal 192,168.200.254 255255 2550 & phvsical [EHC: i a
S Config o wm 3.3.3.1 255.255.255.0 & physical PING| [FMG-Access| [AUTO-IPSEC] a
% ¢b Admin L o DSR100DAC 0.0.0.0 255.255.255.255 D VPN Tunnel  PING HTTPS| HTTP 4
@ & Monitor o wan2 0.0.0.0 0.0.0.0 & Physical PING [FMG-Access| [AUTO-IPSEC] 0

Second, navigate to Policy & Objects > Objects > Address to add two objects “10.230.1.0/24"and
“192.168.200.0/24, which indicate the internal IP addresses of both connections.

w 0

Video  Help  Logout

FZERTINET  FortiGate 60C

E— © CreateNew » @ T ® By Category () Alphabetically [a

) Address (33) =

policy = live.com FQDN = live.com Any o 1

= IPv4 ‘ = Adobe Login FQDN +,adebelogin.com Any [-] 1

7" Proxy Options (=l DSR_LAN Subnet 10.230.1.0/24 Any [ 2

., SSL Inspection (] Forti_LAN Subnet 102.168.200.0/24 Any [ 3

) Objects 2] Gotomeeting FQDN “.gotomeeting.com Any [ 1

- TR | ssuven_TUNNEL_ADDRI IP Range 10.212.134.200 - 10.212.134.210 Any [ 2

| Services [ Windows update 2 FQDN *.windowsupdate.com Any ] 1

" Schedules & adobe FQDN * adobe.com Any ) 1

* Traffic Shapers =all Subnet 0.0.0.0/0 Any [ 1

= virtual tps | 2 android FQDN *.android.com Any L] 1

= 1P Pools = apple FQDN *.apple.com Any ] 1

Monitor | = appstore FQDN *.appstore.com Any ] 1

1 auth.gfx.ms FQDN auth.gfx.ms Any (-] 1

[ autoupdate.opera.com FQDN autoupdate.opera.com Any [] 1

) citrix FQDN *.citrixonline.com Any o 1

= dropbox.com FODN * dropbox.com Any a 1

D-Link



How to set up the IPSec site-to-site Tunnel between the D-Link DSR Router and the Fortinet Firewall 9

2. Set up the default gateway. Navigate to: System > Network > Routing.
Press the “Create New" button. Fill in the relevant information as below.

FZERTINET | FortiGate 60C

o} &
Wizard  Video Help  Logout
Static Routes
Static Roubax:,
® © pashboard © CreateNew | @ car @ te
o o s , - :
= il Hetwork 0.0.0.00.0.0.0 .3.3.254 wan1
* Interfaces 10.230.1.0 255.255.255.0 DSR1000AC IPsac
“ WAN Link Load Balanding
W outing Routing Monitor
- oS | Y Subtype | T Interface Up Time
® =) Config Static 0.0.0.0/0 3.3.3.254 wan1
® & Admin Connected 2.3.2.0/24 0.0.0.0 wan1
® g Monitor Static 10.230.1.0/24 0.0.00 DSR1000AC
Connected 192.168.200.0/24 0.0.0.0 internal

F:ERTINET FortiGate 60C

W

Dashboard Destination IP/Mask ‘10.230.1.0/255.255.255.0
b Fortiview Device
1B Network Administrative Distance |10 @)

= Interf: Comments Administrative distance is used to determine the cost of the route.

nteraces IPsec | Smaller distances are considered 35 a better route that should be used
= WAN Link Load Balancing || p advanced Options when multiple paths exist to the same destination. The routes with
- same distance will be considered as ECMP.
-
OK Cancel

® DNS
@l Config
&a Admin
Monitor
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3. Set up the IPsec Tunnel, go to: VPN > [Psec > Tunnels >.

Press the “Create New" button. Fill in the Name, IP Address, and Pre-shared Key.

= = = Qo =
Fi=RTINET  FortiGate 60C I ]
Wizard Video  Help  Logout
System © Create New Edit 1 Delete & Print Instructions
poliy &0bjecs ~ interace mining *rempite [ sows | e |
- DSR1000AC wan1 [E] Custom - Static [P Address ]
Security Profiles
B8 IPsec

BT
= Wizard

= Tunnel Templates
& ssL

Monitor
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The IP Address under Remote Gateway is the IP address of the external network connection of the DSR-1000AC,
which is shown as point“c”in the topology.

Edit VPN Tunnel

Name DSR1000AC
Comments P
Network v X
IP Version IPv4
Remote Gateway Static IP Address r
IP Address 1.1.1.1
Interface wanl v
Mode Config 5]
MNAT Traversal 174]
Keepalive Frequency 10
Dead Peer Detection 5
Authentication # Edit

Authentication Method : Pre-shared Key

IKE Version : 1, Mode : Main (ID protection)

Phase 1 Proposal /Z Edit

Algorithms : AES128-SHAL, 3DES-SHAL

Diffie-Hellman Groups : 5, 2, 1

D-Link
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Press"Edit”in the Authentication area and insert the Pre-shared Key, which is the same as the one previously
entered in the DSR-1000AC.

Edit VPN Tunnel

Name DSR1000AC
Comments P
Network # Edit
Remote Gateway : Static IP Address , Interface : wan1l
Authentication v X
Methed | Pre-shared Key v
Pre-shared Key srssesas
IKE
Version ®1 2
Mode Aggressive ® Main (ID protection)
Edit
Phase 1 Proposal ’
Algorithms : AES128-SHA1, 3DES-SHAL
Diffie-Hellman Groups : 5, 2, 1
# Edit

XAUTH

Type : Disabled

D-Link
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Press "Edit”in the Phase 1 Proposal area and configure the relevant information below.

Edit VPN Tunnel

Name DSR1000AC
Comments Comments
Edit
Network P

Remote Gateway : Static IP Address , Interface : wanl

Authentication /7 Edit
Authentication Method : Pre-shared Key

IKE Version : 1 , Mode : Main (ID protection)

Phase 1 Propfjsal . QAdd v X
Encryption !AES]ZS v | Authentication | SHAL v | Tf Remove
Encryption 3DES ¥ | Authentication | SHAL v | [ Remove

21 20 19 18 17 16
k] 14 @5 W2 W1

Key Lifetime (seconds) 836400

Diffie-Hellman Groups

Local ID

D-Link
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Edit Phase 2 and configure the relevant information below.

Phase 2 Selectors

Name Local Address Remote Address
DSR1000AC 192.168.200.0/255.255.255.0 10.230.1.0/255.255.255.0
_ v X

Edit Phase 2

Name DSR1000AC

Comments .

Local Address Subnet ¥ 192.168.200.0/255.255.255.0

Remote Address Subnet ¥ 10.230.1.0/255.255.255.0
 Advanced...

Phase 2 Proposal N
S Add

Encryption AES128 ¥ | Authentication | SHA1 ¥ il Remove
Encryption AES192 ¥ | Authentication | SHAL ¥ il Remove
Encryption 3DES ¥ | Authentication | MD3 ¥ | T Remove
Enable Replay Detection ¥

Enable Perfect Forward Secrecy (PFS)

Local Port All ¥
Remote Port All ¥
Protocol All ¥

Autokey Keep Alive

D-Link
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4. Set up the Firewall Policy. Navigate to: Policy & Objects > Policy > [Pv4.
Press "Create New" button and configure the settings as below.

FL:RTINET | FortiGate 60C B B &)
Wizard Video  Help Log
S ———
System & Create New (¥ Edit {f Delet ® Section View () Global View [Q =
(& Policy .
_ 1 [E DSR_LAN (& Forti_LAN @ always @ ALL v ACCEPT & pisable @utM
+ Proxy Options  internal - DSR1000AC (2 - 2)
* SSL Inspection 2 @ Forti_LAN ) DSR_LAN @ always @ALL v ACCEPT ) Disable @um
= objects ~ internal - wan1 (3 - 3)
* Addresses
en 2 @Forti_LAN @an @ always GALL v ACCEPT @Enable @utm
* Services
+ Schedules ST )
* Traffic Shapers 4 @an @al @ always GALL @ DENY 3 Disable
* Virtual IPs
* IP Pools
& & Monitor

5. Check the IPsec status. Navigate to: VPN > Monitor > [Psec Monitor.

-~ X = B o]
FZERTINET | FortiGate 60C 2,0 8 m%‘ut
System D Refresh

Policy & Objects [ v wame | 7 Type

Security Profiles DSR1000AC [ Custom - Static IP or Dynamic DNS

¥ Remote Gateway | T Username| 7 Status| ¥ Incoming Data| Y Oulgoing Data| ¥ Phase 2 Selectors | £

1111 o up

467.26 KB 207.80 KB DSR1000AC

B8 IPsec
- Tunnels
= Wizard
- * Tunnel Templates
& ssL
=& Monitor

Hl 1Psec Monitor

= SSL-VPN Monitor
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