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192.168.10.1 admin/admin

2 D-Link : Unified Services Router

Username:  admin

Password: ssess

UNIFIED SERVICES ROUTER

Copyright £ 2010 D-Unk Corporation.

| & Intemnet | Protected Mode: Off

ADVANCED

INTERNET CONNECTION

This page wil guide you through common configuration tasks such as changing the password, timezone and

g up of your internet.

Internet Connection Setup Wizard

If you would lice to utlize our easy to use Web-based Wizards to assist you in connecting your new D-Link
Systems Router to the Internet, chck on the button below.

[ Intemet Connection Setup Wizard ]

Note: Before launching these wizards, please make sure you have followed al steps outined in the Quick
Installation Guide incduded in the package.

Manual Internet Connection Options

1f you would like to configure the Internet settings of your new D-Link Systems Router manually, then dick on
the button below.

[ Manual Internet C ion Setup |

UNIFIED SERVICES ROUTER

Copyright £ 2010 D-Link Corporation.

& Internet | Protected Mode: Off




TOOLS STATUS

Wizard Helpful Hints...

[ Intemet C‘onne:lian.s.niup.\-\’uar.d |

Note: Before launching these wizards, please make sure you have followed all steps outined in the Quick
Installation Guide inchuded in the package.

Manual Internet Connection Options

1f you would like to configure the Internet settings of your new D-Link Systems Router manualy, then dick on
the button below.

[ Manual intemet Connaction Setup ]

UNIFIED SERVICES ROUTER

10 D-Link Corporation.

https://192.168.10.1/5cgi-bi @ Internet | Protected Mode: Off
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Helpful Hints...
WAN1 STATUS LOGOUT

The page provides current information regarding the WAN 1 interface. Along with the information a user can
enable or disable his Internet connection from this page.

WAN1 Status (Ipv4)

00:18:E7:09:F4:6C
1Pv4 Address: 0.0.0.0 / 255.255.255.0

Wan State: DOWHN

NAT (IPv4 only): Enabled

IPv4 Connection Type: Dynamic IP (DHCP)

IPv4 Connection State: Not Yet Connected

Link State: LINK DOWN

WAN Mode: Use only sngle WAN port: Dedicated WAN
Gateway: 0.0.0.0

Primary DNS: 0.0.0.0

Secondary DNS: 0.0.0.0

@ Internet | Protected Mode: Off
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ADVANCED STATUS

Helpful Hints...
WAN1 SETUP

This page allows you t 58t up your Inserra connection. Ensure that you have the Irsemet connection
L ion wuch @ the 1P Addresses. account information, etc. This information is usually provided by your
ISP or neswork adminstranor,

[__Save Settings | [ Dont Save Settings

ISP Connection Type

ISP Connection Type:
PPPoE Profile Name:
Usar Hame:
Password:

Secreb:

MPPE Encryption:

Connectivity Type:
Tdle Time:

My IP Address:
Server Address:

Host Name:

Internet (IP) Address

1P Address Source: Get Dynamicaly from ISP
1P Address:

1P Subnet Mask:

Gateway IP Address:

Domain Name System (DNS) Servers

DNS Server Source:
Primary DHS Server:

Secondary DNS Server:

Mac Address
MAC Address Source:

MAC Address:

& Intemet | Protected Mode: Off
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ADVANCED STATUS

Helpful Hints..
PPPoE PROFILES

The PPPoE Profiles page offers a convenient way to maintain multiple PPPoE accounts, which can then be.
assocated with the WAN interface. The PPPOE profile is ref 1 on the WAN Conf !
Profiles table ksts the avaiable PPPoE profiles and some attrib th

& Internet [.Prulecm.i.Mudz Off
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PPPoE PROFILES LOGOUT
th

This page allows user to configure a PPPOE profile. This profile can then be attached to a WAN to make a

| Save Settings | [ Dont Save Settings ]

PPPoE Profile Configuration

Profile Name:

User Name:
Password:

Service:
Authentication Type:
Connectivity Type:

Idle Time:

Internet (IP) Address

1P Address Source:

1P Address:

1P Subnet Mask:

Domain Name System (DNS) Servers

DNS Server Source: Get Dynamicaly from ISP -
Primary DNS Server: |
Secondary DNS Server: [

& Intemnet | Protected Mode: Off
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PPPoE PROFILES LOGOUT

This page allows user to configure a PPPOE profile. This profile can then be attached to a WAN to make a

| Save Settings | [ Dont Save Settings ]

-{] PPPoE Profile Configuration

Profile Name:

User Name:
Password:

Service:
Authentication Type:
Connectivity Type:

Idle Time:

Internet (IP) Address

1P Address Source:
IP Address:

1P Subnet Mask:

Domain Name System (DNS) Servers

DNS Server Source: Get Dynamically from ISP =
Primary DNS Server: |
Secondary DNS Server: [

& Intemnet | Protected Mode: Off

ADVANCED

CONFIGURABLE PORT LoGouT §

This page allows you to configure the Port 6 of the your router to either WANZ2 or DMZ.

[ Save 5 ]| Dont Save Setti |

Configurable Port Status
WAN: @

DMZ:

UNIFIED SERVICES ROUTER

& Internet | Protected Mode: Off
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Internet Setings

— | Routing Mode between WAN and LAN

& D-Link: Unified Services Router

ROUTING MODE

A b sing

R

m ADVANCED TOOLS STATUS

LOGOUT

This page allows user to configure different routing modess liee NAT, Classical Routing and Transparent. This
page also allows to configure the RIP (Routing Information Protocod)

Save Settings l [ Dont Save Settings

NAT:
Classical Routing:
Transparent

Dynamic Routing (RIP)
RIP Direction:

RIP Version:

Authentication for RIP-2B/2M

Enable Authentication for
RIP-2B/2M:

First Key Parameters
MD5 Key Id:

MD5 Auth Key:

Not Valid Before:

Not Valid After:

Second Key Parameters
MD5 Key Id:

MD5 Auth Key:

Not Valid Before:

MNot Valid After:

MM oD YYYY HH MM S5
/[ - .
MM oo YYYY  HH MM S5

T T I - T < [ : [

—
—
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ADVANCED

Helpful Hints...
WAN MODE

This page allows user to configure the policies on the two WAN ports for Internet connection.

[ Save Settings ].l Don Save Settings J

Port Mode
Auto-Rollover using WAN port:
Load Balancing:
Use only single WAN port:

WAN Failure Detection Method
None:
DNS lookup using WAN DNS Servers: @
DNS lookup using DNS Servers:

WAN1: FEEEr
WAN2: |
Ping these IP addresses:

WANL:

WAN2:
Retry Interval is:

Failover after:

UNIFIED SERVICES ROUTER

Copyright © 2010 D-Link Corporation.

@ Internet | Protected Mode Off v Kk ~
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ADVANCED STATUS HELP

Helpful Hints._..

Profiles

defauitl
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ADVANCED

Helpful Hints._..

ACCESS POINTS

This page allows you to create a new AP or edit the configuration of an existing AP. The details wil then be
displayed in the AP table on the Wireless > Access Points page.

[ Save Settings | l Dont Save Settings |

Access Point Configuration

AP Name: B

Profile Name:

Active Time:
Start Time:

Stop Time:

WLAN Partition:

UNIFIED SERVICES ROUTER

Copyright © 2010 D-Link Corporation.
@ Internet | Protected Mode Off v H10% -

Done
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HELP

Helpful Hints...

PROFILES

The Profiie Configuration page allows you to set or modify the network identifiers and wireless settings of a
particular wireless profie. Profiles can be applied to more than once access point if needed.

[ Save Settings || Dont Save Settings |

Profile Configuration
Profile Name:

SSID:

OPEN  |v)
JoPEN |

Encryption: WEP
|WPA
. |WPAZ
Authentication: WPASWPA2

WPA Password:

Enable Pre-Authentication:

WEP Index and Keys
Authentication:

Encryption:

WEP Passphrase: —
WEP Key 1: —
WEP Key 2:

WEP Key 3: I
WEP Key 4: —

& Internet | Protected Mode: Off




PROFILES LOGOUT

The Profile Configuration page allows you to set or modify the network identifiers and wireless settings of a
particular wireless profie. Profiles can be applied to more than once access point if needed.

[ Save Settings ]l Don't Save Settings |

Profile Configuration

Profile Name:

SSID:

WPAWPAZ
TKIP<CCMP

Authentication: PSK -/

RADIUS

WPA Password: |
\PSKsRADIUS |

Enable Pre-Authentication:

WEP Index and Keys
Authentication: Open System

Encryption: 64 bt WEP

WEP Passphrase:

WEP Key 1:
WEP Key 2:
WEP Key 3:

WEP Key 4:

& Internet | Protected Mode: Off

HELP

Helpful Hints...

ADVANCED 5 STATUS

»
» || PROFILES LOGOUT

A profie is a grouping of wireless settings which can be shared across multiple APs. AP spedfic settings
configured on the Access Point Configuration page. mpmlledmsfereuvdumnmvfssms m:!hr
settings, encryption methods, dient authentication, etc. across APs.

-] List of Profiles

Profile Name SSID Broadcast Security Encryption  Authentication

defaultl DSR-500M_1 "4 WPAHWPAZ  TKIP+COMP FSK

DSR-500M-2 DSR-5000-2 v WPA+WPAZ  THIP+OOMP PSK

UNIFIED SERVICES ROUTER

& Internet | Protected Mode: Off

HELP

Helpful Hints__.
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STATUS HELP

Helpful Hints__.

RADIO SETTINGS LOGOUT -

This page allows you to configure the hardware settings for each avalable radio card,

[ Save Settings ]l Dont Save Settings |

Radio Configuration

Operating Frequency: 24GH -

Mode:

Channel Spacing:

Control Side Band:

Current Channel: 1-2.412GHz
Channel: 1-2412GH: -
Default Transmit Power: n

Transmit Power: 9 dBm

Transmission Rate: Best{Automatic)]

& Internet | Protected Mode: Off
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Helpful Hints_..

» -
This page allows you to configure the hardware settings for each avalable radio card.

E Save Settings [ | Dont Save Settings
Radio Configuration

Operating Frequency:
Mode: ng

Wireless Seftings

Channel Spacing: 20MHz

20/40MHz
Control Side Band: 20WHz |
Current Channel: 1-2.412GHz
Channel: 1-2412GH: -
Default Transmit Power:

Transmit Power:

Transmission Rate:

& Internet | Protected Mode: Off




B 8ing

M v Pagev

Helpful Hints__.
RADIO SETTINGS

This page allows you to configure the hardware settings for each avalable radio card.

[ Save Settings I[ Don't Save Settings |

Radio Configuration

Operating Frequency: 24GHz -

Mode: ng -
Channel Spacing: 20MHz

Control Side Band: Upper
Current Channel: 1-2.412GHz

Channel:
Default Transmit Power:

Transmit Power:
Transmission Rate:

UNIFIED SERVICES ROUTER

Copyright £ 2

b 8ing

v Pagew Safetyv Toos~v @~ 2

ADVANCED STATUS

MCSI5130270) |

MCS14-117]243]
This page allows you to configure the hardware se{MCS13-104(216] | radio card.
D MC512-78[162]

[ Save Settings ] [ Don't Save Set !“&g}é"{g{[&?ﬁ

oo oo

MCS6-5851215]
Operating Frequency: |MCS5-52(108]

Mode:

Channel Spacing:
Control Side Band:
Current Channel:
Channel:

Default Transmit Power:
Transmit Power:
Transmission Rate:

UNIFIED SERVICES ROUTER

Copyright € 2010 D-Link Carporation.

Done @ Internet | Protected Mode: Off v Rk ~
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page allows you to configure the LAN interface of the router induding the DHCP
MNetwork Settings

) (oot Save Seinge-]

192.168.10.1

m

| Subnet Mask: 255.265.255.0

DHCP

DHCP Mode: DHCP Server «

Starting IP Address: 152.168.10.100
Ending IP Address: 192.168.10.254
Primary DNS Server:

Secondary DNS Server:

WINS Server:

Run-Time User Authentication

Enable Run-Time User
Authentication:

& Internet | Protected Mode: Off
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LAN SETUP LOGOUT

The LAN Configuration page allows you to configure the LAN interface of the router induding the DHCP
Server which runs on it.

| Save Settings ]| Dont Save Settings |

LAN TCP/IP Setup

IP Address:

Subnet Mask:

192.168.10.1

2552552550

DHCP Mode:

Starting IP Address:
Ending IP Address:
Primary DNS Server:
Secondary DNS Server:
WINS Server:

Lease Time:

DHCP Server =
None

DHCP Relay
192.168.10.254

Enable DNS Proxy:

Run-Time User Authentication

Enable Run-Time User
Authentication:

& Internet | Protected Mode: Off
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ADVANCED STATUS
Helpful Hints...

DHCP RESERVED IPS (LAN)

This page alows user to configure the reserved IP Addresses for the DHCP Server configuration.

DHCP Reserved IPs (LAN)

@ Intemnet | Protected Mode: Off v B10% v

ADVANCED STATUS

DHCP RESERVED IPS LosouT §

This page allow to config ved IP Ad for the DHCP server,

[ Save Settings ] [‘ Dont Save Settings ]

f DHCP Reserved IPs for LAN

IP Address:

MAC Address:

& Internet | Protected Mode: Off g v Hi10% -
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ADVANCED

DHCP LEASED CLIENTS

Done @ Internet | Protected Mode: Off far Hi0% -

1 Favorites | 4@ D-Link: Unified Services Router

Helpful Hints._.

Please set the Configurable port to DMZ n  Configurable Port Page  to configure this page.

Intern e
DMZ SETUP LOGOUT

MNeb mmmmwmmm when compared to the LAN, has fewer firewall restrictions,
by be used to host servers and give public access to them,

DMZ Setup

DHCP for DMZ Connected Computers

DHCP Mode:
Starting IP Address:
Ending IP Address:

Primary DNS Server:

Relay Gateway:

Enable DNS Proxy:

@ Intemet | Protected Mode: Off
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ADVANCED STATUS

Helpful Hints...

This the kst of configured [PSec VPN policies on the router. A user can also add, delete, edit,
enable and disable [PSec VPN polides from this page.

List of VPN Policies

UNIFIED SERVICES ROUTER

10 D-Link Corporation.

mm;maz.lss.lov,\,; bin/p i?page=ipSec htms @ Intemet | Protected Mode: Off v K% -
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IPSEC CONFIGURATION

This page alows cser 1o addled VPN (1PSec) policies which includes Auto and Marsal polces.

Save Settings | [ Don Save Settings |

VPN Settings

HAT Keep Alive Frequency (in
seconds):

Local Identifier Type:
Local Identifier:

Remote Identifier Type: Remote Wan IP_~
& Internet | Protected Mode: Off fa v HEsk ~




Local Subnet Mask:
Remote IP:

Remote Start IP Address:

HAT Keep Alive Frequency (in
seconds):

Local Identifier Type:

Local Identifier:

Remote Identifier Type:

Remote Identifier:

Encryption Algorithm: IDES ~
Authentication Algorithm: SHA1
Authentication Method: Preshamdkey ~
Pre-shared key:

Diffie-Hellman (DH) Group: Group 2 (1024 bi)

SA-Lifetime (sec): 28800

Enable Dead Peer Detection:

Done & Internet | Protected Mode: Off
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User-FQDN |
IDERASNIDN ;

DES -
SHA -
Authentication Methed: Pre-shared key ~
Pre-shared loey:
Diffie-Hellman (DH) Group: Group 2 (1024 bt)
SA-Lifetime [sec): 28800
Enable Dead Peer Detection:
Detection Perod:
Reconnect after failure count:
Extended Authentication: Hone -
Authentication Type: User Database -
Username:
Password:

P anual Policy Parameters)

SPI-Incoming:

& Internet | Protected Mode: Off fa v HES% ~
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Phase1(IKE SA Parameters) [ -

Exchange Mode: |

On:

off:

NAT Keep Alive Frequency (in

seconds):

Local Identifier Type:

Local Identifier:

Remote Identifier Type: Femote Wan IP

FGDN

User-FGDN
|\DER ASN1 DN

SHA1 -

Preshoedkey v

Group 2 (1024 bi)

Hone -

User Database -

& Internet | Protected Mode: Off fa v HEsk ~
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Phase1(IKE SA Parameters) [ -

Exchange Mode: |

On:
off:
NAT Keep Alive Frequency (in
seconds):
Local Identifier Type:
Local Identifier:
Remote Identifier Type:
EEE
DES |
AES-128 |
AES-192 by -
AES-256 |
Group 2 (1024 bt)
28800

Hone -

User Database -

& Internet | Protected Mode: Off fa v HEsk ~
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Phase1(IKE SA Parameters) [ -

Exchange Mode:

On:

off:

NAT Keep Alive Frequency (in
seconds):

Local Identifier Type:
Local Identifier:

Remote Identifier Type:

DES ~
SHA1 [+
MD5

SHA-1

SHA2-256
SHAZ-384
SHA2512

Group 2 {1024 be)

28800

Hone -

User Database -

& Internet | Protected Mode: Off fa v HEsk ~




Group 2 (1024 ba)
28800

Key-In:
Key-Out:

Phase2-( Auto Policy Parameters)

SA Lifetime: Seconds

Encryption Algorithm: 3DES

Integrity Algorithm: SHA1 -
PFS Key Group: DH Group 1 (768 i)

UNIFIED SERVICES ROUTER

Done & Internet | Protected Mode: Off hr Rk -
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DH Group 16 (4095 bi)
OH Group 17 {6144 53

|DH Group 18 (8192 ba)

Hone -

Key-In:
Key-Out:

SA Lifetime:

Encryption Algorithm:

Integrity Algorithm:
PFS Key Group:

Phase2-( Auto Policy Parameters)

Seconds
3DES

SHA1 -

DH Group 1 (768 b}

UNIFIED SERVICES ROUTER

@ Interet | Protected Mode: Off
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3DES
SHA -

Preshared key

Group 2 (1024 ba)
28800

Key-In:
Key-Out:

Phase2-( Auto Policy Parameters)

SA Lifetime: Seconds

Encryption Algorithm: 3DES

Integrity Algorithm: SHA1 -
PFS Key Group: DH Group 1 (768 i)

UNIFIED SERVICES ROUTER

Done & Internet | Protected Mode: Off hr Rk -
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3DES
SHA -
Preshared key
Pre-shared key:
Diffie-Hellman (DH) Group: Group 2 (1024 bi)
SA-Lifetime (sec): 28800
Enable Dead Peer Detection:
Detection Pariod:
Reconnect after failure count:

anual Policy Parameters)
SP1-Incoming:
SPI-Outgaing:
Encryption Algorithm:
Key Length:
Key-In:
Key-Out:

Key-Out:

Phase2-(Auto Policy Parameters)

SA Lifetime: Seconds

Encryption Algorithm: 30ES

Integrity Algorithm: SHA1 -
PES Key Group: DH Group 1 (768 it}

UNIFIED SERVICES ROUTER

& Internet | Protected Mode: Off fa v HEsk ~
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ADVANCED

Helpful Hints...

IP RANGE FOR DHCP OVER IPSEC

This page allows you to define the IP addr ge for dients ssing DHCP over [Psec.
Note: To support DHCP over IPSec, enable DHCP server on the LAN.

| save Sewtings | [ Dont Save Settings |

IP Range For DHCP Over IPsec
Starting IP Address: 192.168.12.100
Ending IP Address: 192.168.12.254

Subnet Mask: 255 255 255.0

UNIFIED SERVICES ROUTER

Done & Intemnet | Protected Mode: Off v RNk ~
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ADVANCED

HELP

Helpful Hints._.

PPTP SERVER LOGOUT

PPTP allows an external user to connect to your router through the internet. This section allows you to
enable disable PPTP server and define a range of IP addresses for dients connecting to your router, The
connected dients can function as if they are on your LAN (they can communicate with LAN hosts, access any
servers present etc.)

» Dont Save Settings

-

ADVANCED

PPTP SERVER

PPTP allows an external user to connect to your router through the internet. This section allows you to
enable fdisable dhents

PPTP server and define a range of IP addresses for connecting to your router. The
connected dients can function as if they are on your LAN (they can communicate with LAN hosts, access any
Hp servers present etc.)

VPN Settngs [ Save Settings } [ Dont Save Settings |

PPTP Server Configuration

Enter the range of IP addresses that is allocated to PPTP Clients
Starting IP Address:

Ending IP Address:

@ Internet | Protected Mode: Off
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ADVANCED STATUS

VPN Settngs

@ Internet | Protected Mode: Off

Helpful Hints._.

o Favorites | @ D-Link : Unified Services Router

L2TP SERVER

L}TFM&Muuhmmumrwmhhmhmnm Thsm
allows you to enable disable L2TP server and define a range of IP addresses for dients

connecting to
router. The connected dients can function as if they are on your LAN (they can communicate umuw hasts,
BCCESS ANy Servers present etc.)

~ Dont Save

cated to L2TP Clients

ADVANCED
L2TP SERVER

LZTP allows an external user to connect to your router through the internet, forming a YPN. This section
allows you to enable fdisable LZTP server and define a range of IP addresses for dients connecting to your
router. The connected dients can function as if they are on your LAN (they can communicate with LAN hosts,
ACOESS ANy SErvers present etc.)

[ Save Settings Jl[ Dont Save Settings |

L2TP Server Configuration

Enter the range of IP addresses that is allocated to L2TP Clients
Starting IP Address:

Ending IP Address:

& Internet | Protected Mode: Off
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ADVANCED STATUS

L2ZTP SERVER

LZTP allows an external user to connect to your router through the internet, forming a YPN. This section
allows you to enable fdisable LZTP server and define a range of IP addresses for dients connecting to your
router. The connected dients can function as if they are on your LAN (they can communicate with LAN hosts,
BCOESS ANy Servers present etc.)

VPN Settings

cated to L2TP Clients

@ Internet | Protected Mode: Off 7

ADVANCED TOOLS STATUS HELP
Helpful Hints...
Please Enable Remote Management to actiate SSL VPN Configurations.

PORTAL LAYOUTS Logout | T

The table ksts the 551 portal layouts configured for this device and allows several operations on the portal
layouts.

List of of L
] La

ayouts
yout Mame Use Count

Portal URL

SSLVPN® 1 https://0.0.0.0/portal SSLVPN

& Internet | Protected Mode: Off




HELP

Helpful Hints_.
PORTAL LAYOUT CONFIGURATION LOGOUT

This page allows you to add a new portal layout or edit the configuration of an existing portal layout. The
details will then be displayed in the List of Portal Layouts table on the SSL VPN Server > Portal Layouts page
under the VPN menu.

Portal Layout and Theme Name

Portal Layout Name:
Portal Site Title (optional) :

Banner Title (Optional) :

Banner Message (Optional) ©

Display banner
on login page:

HTTP meta tags for cache
control (recommended):

ActiveX web cache deaner:

SSL VPN Portal Pages to Display

VPN Tunnel page: 7
Port Forwarding:

@ Internet | Protected Mode: Off

Rl o aing o

Thov B vt oam v Pagev Seeyv Tookv @ & |

SSL VPN POLICIES LOGOUT

Policies are useful to permit or deny access to spedfic network resources, IP addresses, or IP networks. They
may be defined at the user, group or global level. By Default, a global PERMIT policy (nat displayed) was
already configured over all addresses and over all servicesfports.

VPN Setiings E

View List of SSL VPN Policies For: Global ~

Available Groups:

Available Users:

J

UNIFIED SERVICES ROUTER

& Internet | Protected Mode: Off v Hiok -
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Helpful Hints_..

You can configure resources to use when
»

configuring S5L are groups of b
addresses, or [P networks. The table ists the resources that have been added and slows several
operations on the resources,

UNIFIED SERVICES ROUTER

Copyright £ 2010 D-Link Corporation,

& Internet | Protected Mode: Off

ADVANCED STATUS

Helpful Hints_..
RESOURCE CONFIGURATION LOGOUT

This page allows you to configure a Resource and assocate a spedfic service with the resource., The detals
will then be dsplayed in the List of Resources table,

[_Save Settings | [ Dont Save Settings |

VPN Setiings

Resource Configuration
Resource Name:

Service:

UNIFIED SERVICES ROUTER

Copyright & 2010 D-Link Corparation,

& Internet | Protected Mode: Off v Hiok -
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Helpful Hints_..
PORT FORWARDING

The Port Forwarding page allows you to detect and re-route data sent from remote users to the SSL VPN

gateway to predefined apphcations running on private networks.

List of Configured Applications for Port Forwarding

Local Server IP Address

UNIFIED SERVICES ROUTER

Copyright © 2010 D-Link Corporation.
Done

& Internet | Protected Mode: Off

ADVANCED STATUS

Helpful Hints_..
PORT FORWARDING LOGOUT

This page allows you to add a new
application. The detads will then be despl

I

for Port F o of an existing
d in the List of C: for Port F g table.
Save Seltings ] [___Dun\ Save Seitings |

VPN Setiings

Port Forwarding Applicatio iguration
Local Server IP Address:

TCP Port Number:

UNIFIED SERVICES ROUTER
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& Internet | Protected Mode: Off




Helpful Hints_.
SS1L VPN CLIENT

An SSL VPN tunnel dient provides a pont-to-point connection between the browser-side machine and thes

devu mammmsmmn.mm a'nehmtaﬁqms with an IP address, DNS
icall i to tak to services on the private

mtwkm'ﬂwtmvweddmhukmhuhmmhrmmmmm

] Don't Save Settings

21682511

152.168.251.254

&0 (Seconds)

@ Internet | Protected Mode: Off
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STATUS

Helpful Hints...

S5L VPN CLIENT LOGOUT

An 550 VPN tunnel dient provides a point-to-point connection between the browser-side machine and this
device, When a S5 VPN dient is launched from the user portal, a "network adapter” with an IP address, DNS
and WINS settings is automatically created, which allows local applications to talk to services on the private
network without any spedial netwerk configuration on the remote SSL VPN clent machine.

[ Save Settings ]| Don't Save Seltings |

Chent IP Address Range

Enable Split Tunnel Support:

A
[+

DNS Suffix (Opticnal) :

Primary DNS Server (optional) @

Secondary DNS Server (Optional) :

Client Address Range Begin: 152.168.251.1
Chent Address Range End: 152.168.251.254

LCP Timeout: 60

(Seconds)

@ Internet | Protected Mode: Off
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Enable Spit Tunnel Support to configure Clent Routes
CONFIGURED CLIENT ROUTES

Chient Routes entries are the routing entries which will be added by the SSL VPN Client such

that only traffic to these destination addresses is redrected through the SSL VPN tunnels, and all other traffic
Is redirected using the hosts (SSL VPN Chents) native network intarface. The table shows the destination
routes that wil be configured on the S5L VPN dient. For example if the S5L VPN Clent wishes to access the
LAN network then in SPLIT Tunnel mode you should add the LAN subnet as the destination subnet on this
device,

UNIFIED SERVICES ROUTER

10 D-Link: Corporation.

Done @ Internet | Protected Mode: Off d #,100%

Welcome o the ' SSLVPN " dient portal.

Portal Information VPN Tunnel

PORTAL INFO

LOG OUT
Supported Features:

This clent portal provides remote access to the corporate network through the following features.

SSL VPH Tunnek:

‘§SL VPN Tunnel faciitates in creating an encrypted tunnel to the corporate network.
SSL Port Forwarding:

2

‘Port Forwarding’ facitates creating an encrypted tunnel for pre-defined applications on the corporate network.
llnb::

d’ section is avaiable ONLY for users bek g to local database.
2 Heaseomtxlmadrmnwnmmvhlwfﬂabmemmd&amsnwmd
MUST be

3. Java, din your browser settings.
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ome to the " SSLVPN “dient portal,

VPN Tunnel Port Forwarding Change Password I
VPN TUNNEL LOG OUT

Supported Features:
This pzge alows user to esatablsh a SSL VPN tunnel cient which provides a point-to-point connection between the remote chent machine and
the gateway of the corporate network

SSL VPH Tunnel Client Installer [ Launcher

Ciick the Icon to connect to the remote network. Keep your browser open to maintain the connection.

Note:
* If youreload your browser, SSL VPN Tunnel Client will disconnect and then reconnect to the remote network.
* Instalation/Uninstallation can be done only as root”,

Recommendations :
= Ahways follow this sequence: Uninstall any active dients, logout and dose the browser, If recommended steps are followed, it wil make the connection safer, easier to

maintain and avoid possible errors.

UNIFIED SERVICES ROUTER

& Internet | Protected Mode: Off v Hook ~
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felcome to the ' SSLVPN " dient portal.

DSR-500N // Portal Information VPN Tunnel Port Forwarding Change Password l

Supported Features:
This page allows user to establsh a Port Forwarding tunnel wheh i a ight weight tunnel with port based encryption.

SSL VPN Port Forwarding Client Installer / Launcher:

Chick the Icon to connect to the remote servers,

Note:
*The active connections can stil persist even when browser is dosed without uninstaling the Port Forwarding dient

Recommendations :
= Always follow this saquence: Uninstal any active deents, logout and dose the browser, If recommended steps are followed, it will make the connection safer, easier to

maintain and avoid possbie efrors.

UNIFIED SERVICES ROUTER
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Welcome o the " SSLVPN " dient portal,

Portal Information VPN Tunnel

Supported Features:
This pzge alwos user to update the password

me Settings | | Dont Save Settings |

Password Configuration:

Old Password:

New Password:
Retype New Password:

Note: User wil be logged out f the password & updated successfully.

UNIFIED SERVICES ROUTER

Copyright £ 2010 D-Link Corporation.

& Internet | Protected Mode: Off v Rk ~

Help Portal Information

VPN
SSL VPN Portal
Portal Irfo

This chent portal provides remote Bccess to the corporate network through the following features.
“SSL VPN Tunnel' facitates in creating an encrypted tunnel 1o the corporate network.,
"Port Forwarding' faciizates creating an encrypred tunnal for pre-defined appications on the corporate network,

Note :

1. "Change Password’ section s avaiable ONLY for users belonging 1o local data base.

2. Please ontact your adminisator incase any/all of the above mentioned features are NOT enabled.
3. Java, Java Script. Active-X controls MUST be Enabled/Allowed in your browser samtings.

Help VPH Tunnel

VPN
S5L VPN Portal
VPN Tunnel

An SSL VPN tunnel chent provides a point-to-point connection between the remote chent machine and the gateway of the corporate network, When a SSL VPN dent s
unched, 3 "network adapoer”™ with an [P address. DNS and WINS semtings is avtomazcally created, which aliows local appbcations to talk to services on the private network
without amy special network configuration on the remote S5LVPNChent machine.

This featue is presenthy supported on windows, Linux, MacOS X placforms.

MNote:

* If you réload your browser, SSL VPN Tunnel Client will disconnect and then mconnect 1o the remote network,
* Instaliaton/Uninstallation can be done only as “root”,

* Java, Java Soipt Active-X controls MUST be Enabled/Allowed in your browser settings.

"Ahnm.‘olow&m:unlmlmmudmu.memhm-iunﬁwwmmnhmwwuﬂmmm
mstillations, # recommendations are followed,

Help Portal Forwarding

VPN

S5L VPN Portal

Port Forwarding

Port Forwarding s @ light weight tunnel with port based encryption. Launching Port Forwarding allows to detect and re-route data sent from remote hosts to the COTpOTate
SSL VPN gateway and hance to predefined applications running on private corporate networks. This feature is currently suppored only on Windows plaforms,

HNote:

* The actire CONNECHONSA " can sl persist even when browser is closed without uri g the port For fing chert.
* Java, Java Script, Active-X ls MUST be bled/Allowed in your browser semtings.
%

;Ammmhm:m:mlwmumw-mwm&-mm;rummnwmmm-wwmmmm
recommendations ane folowed.

Help Chaage Password

VPN
S5L VPN Portal
Change Password

This section updates the password. After successful update the curent login session will xpire and the Lser needs to re-login with new password,

Bone @ Intemet | Protected Mode: Off v H0%
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Helpful Hints_.

USB SETTINGS LOGOUT

This page displays information about the USE devices connected to the UISB port(s). This page aiso allows
user to do certain configurations on LISE devices, such as safely unmounting the devices.

USB: Storage Device Settings

Device Vendor: 35YSTEM

Device Model: US8_FLASH_DISK
Device Type: storage
Mount Status: Mounted

| Safely Remove

UNIFIED SERVICES ROUTER

@ Intemnet | Protected Mode: Off - ®|10% -
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Helpful Hints_.

VLAN CONFIGURATION

to enable/disable VLAN fi Ity on the rocter-

UNIFIED SERVICES ROUTER
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ADVANCED STATUS

Helpful Hints_.

PORT VLANS LOGOUT

This page allows user to configure the port VLANS. A user can choose ports and can add them into a VLAN.

Port VLANs

Port Name PVID

Port 1 1

VLAN Settings

Done & Internet | Protected Mode: Off ¥~ H10% -~
— =
- Microsoft Inten : x
=
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ADVANCED

Helpful Hints_.

VLAN CONFIGURATION LOGOUT

This page allows user to configure the port VLAN.

VLAN Configuration
Port Name:
Mode:

PVID:

VLAN Membership Configuration

UNIFIED SERVICES ROUTER
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ADVANCED STATUS

Helpful Hints_.

MULTI VLAN SUBNETS LOGOUT

This page shows a kst of avalable multi-vian subnets. User dit the multi-vians from this page.,

MULTI VLAN SUBNET List

Vian ID 1P Address Subnet Mask

1 192.168.10.1 255.255.255.0

UNIFIED SERVICES ROUTER
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Done & Internet | Protected Mode: Off ¥~ H10% -~
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ADVANCED L STA |

. |

This page shows the kst of available multiple VLAN subnets.
[ Save Settings ] | Dont Save Settings |

MULTI VLAN SUBNET

Vian ID: 1 |

VLAN Seftings 1P Address: 192.168.10.1

Subnet Mask: 255.255.255.0

|
DHCP |

DHCP Mode: DHCP Server »

Domain Name: Dilink

Starting IP Address: 152.168.10.100

|
|
Ending IP Address: 192.168.10.254
Primary DNS Server (Optional): ‘
Secondary DNS Server (Optional):

Relay Gateway:

Enable DNS Proxy:

UNIFIED SERVIGES ROUTER
Done & Internet | Protected Mode: Off v H10% -~




AVAILABLE VLANS LOGOUT

This page shows a kst of avadable VLANs which a user can edit or delete. A user can add a new VLAN from
this page as well.

List of available VLANs

Hame I

Default 1

i Edt (aad )

& Internet | Protected Mode: Off fa v ®10% -
_
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STATUS

AVAILABLE VLANS LOGOUT

This page allows user to enable fdisable VLAN support on the LAN.

[ Save Settings ][ Don't Save Settings ]

VLAN Configuration
Hame:

1d:

Inter VLAN Routing Enable:

UNIFIED SERVICES ROUTER
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STATUS

Helpful Hints_..

| The table ists al the avalable port triggering rules and allows several operations on the rules.

List of Available Application Rules
Outgoing Ports
Start Port  End Port

Wame Enable Protocol Interface

UNIFIED SERVICES ROUTER

Copyright € 2010 D-Link Corporation.

@ Intemet | Protected Mode: Off v H10%

STATUS

Helpful Hints__.
APPLICATION RUL IGURATI

This page allows a user to add a new port triggering nule.
ftings [

Save Settings ][ Don't Save Settings ]

Interface:

Outgoing (Trigger) Port Range o

Start Port:

To:

Incoming (Response) Port Range

Start Port:

To:

UNIFIED SERVICES ROUTER
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HELP

Helpful Hints...

This page kists the appb

Application Rules Stat
LAN/DMZ IP Address

& Internet | Protected Mode: Off v Riok ~

HELP
Helpful Hints...

[» Content Filtering

allows the user to block access to certain Internet sites. Up to 32 key words in the
an be spedified, which wil block access to the site, To setup URLS, go to
2d Keywords page.

ll Save Settings J[ Don't Save Settings ]

iltering & Internet | Protected Mode: Off




HELP

Helpful Hints...

Piease Turn On  Content Fitering  to configure Approved URLs

APPROVED URLS

Approved URLs List

Done @ Internet | Protected Mode: Off v R10% -

HELP

Helpful Hints...
BLOCKED KEYWORDS

You can blodk access to websites by entering complete URLS or keywords. Keywords prevent access to
‘websites that contain the spedified characters in the URLS or the page contents
The table sts all the Blocked and ak al thy

Blocked Keywords

F Status

UNIFIED SERVICES ROUTER
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Helpful Hints...

This page allows a user to add a blocked keyword.

i Save Settings ] [ Don't Save Settings

Done @ Internet | Protected Mode: Off v R10% -

HELP
Helpful Hints...
DEFAULT OUTBOUND POLICY

3 configure default cutbound policy for the router,

]

hrough

defaultOutbour @ Internet | Protected Mode: OFf
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Helpful Hints...

DEFAULT OUTBOUND POLICY LOGOUT

This page allows a user to configure default cuthound policy for the router,

[ Save Settings ][ Don't Save Settings ]

Default Outbound Policy

Block Always:

UNIFIED SERVICES ROUTER

& Internet | Protected Mode: Off £

HELP

Helpful Hints_.
FIREWALL RULES

Afrewalis amnmﬁmmmmﬂmmm types of traffic in accordance with rules
spedified by this page to manage the firewall rules that control traffic to

w&mmm The List of Avalable Firewall Rules table indudes all firewall rules for this device and
allows several operations on the firewall rules.

List of Available Firewall Rules

= From To Source
|__’Sumsz z Service Action Host

& Internet | Protected Mode: Off




FIREWALL RULES

This page allows you to add a new firewall rule or edit the configuration of an existing firewal rule. The detais
will then be displayed in the List of Avalable Firewal Rules table on the Firewall Rules page.

[ Save Settings | | Dont Save Settings ]

Firewall Rule Configuration

QoS Priority:

SECURE (LAN) ~

INSECURE (Dedicated WAN Configurable WAN) ~

Never =

Nomal-Service -

External IP Address:
Single 1P Address:

WAN Interface:

Source NAT Settings

WAN Interface Address -~

—

VANT

Internal IP Address:
Enable Port Forwarding:

Translate Port Number:

External IP Address:

Destination NAT Settings

——

—

Dedicated WAN -

& Internet | Protected Mode: Off




FIREWALL RULES

This page allows you to add a new firewall rule or edit the configuration of an existing firewal rule. The detais
will then be displayed in the List of Avalable Firewal Rules table on the Firewall Rules page.

[ Save Settings | | Dont Save Settings ]

Firewall Rule Configuration
From Zone: SECURE (LAN) -
INSECURE (Dedicated WAN Configurable WAN) ~

ANY -
[AM =
BGP
BOOTP_CLIENT
BOOTP_SERVER
{CU-SEEME:UDP
|CU-SEEME:TCP
|DNS:UDP
DNS:TCP
FINGER
FTP

|HTTP
HTTPS
|ICMP-TYPE-3
ICMP-TYPE4
ICMP-TYPE-5
|ICMP-TYPE-S
|ICMP-TYPE-7
ICMP-TYPE-§
ICMP-TYPE-S
ICMP-TYPE-10
ICMP-TYPE-11
ICMP-TYPE-13
Leir]

|IMAP2

Internal IP Address: |
Enable Port Forwarding:
Translate Port Number: [
External IP Address: Dedicated WAN ~ ~
& Intemet | Protected Mode: Off




FIREWALL RULES

This page allows you to add a new firewall rule or edit the configuration of an existing firewal rule. The detais
will then be displayed in the List of Avalable Firewal Rules table on the Firewall Rules page.

[ Save Settings | | Dont Save Settings ]

Firewall Rule Configuration

QoS Priority:

SECURE (LAN) ~
INSECURE (Dedicated WAN Corfigurable WAN) ~
ANY -

Avays Block -

Never =

Nomal-Service -

External IP Address:
Single 1P Address:

WAN Interface:

Source NAT Settings

WAN Interface Address -~

—

VANT

Internal IP Address:
Enable Port Forwarding:

Translate Port Number:

External IP Address:

Destination NAT Settings

——

—

Dedicated WAN -

& Internet | Protected Mode: Off
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[ Save Seltings ] | Don' Save Setti g:_J

Firewall Rule Configuration

From Zone: SECURE (LAN) -

To Zone: INSECURE (Dedicated WAN/Configurable WAN) ~

Service: ANY -

Action:

From:

To:

Log:

QoS Priority:

External IP Address:
Single IP Address:
WAN Interface: WAN1

Destination NAT Settings

Internal IP Address: [

Enable Port Forwarding:
Translate Port Number: [

External IP Address: Dedicated WAN

UNIFIED SERVICES ROUTER
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& Internet | Protected Mode: Off
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STATUS HELP

Helpful Hints._..

When you create a firewall rule, you can specfy a service that is controlied by the rule.. Common types of

services are avadable for selection, and you can create your own custom services. This page allows creation
of custom services against which firewal rules can be defined. Once defined, the new service will appear in

the List of Avadable Custom Services table.

List OF Available Custom Services

ICHMP Type [ Port Range

@ Internet | Protected Mode: Off
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TOOLS | STATUS

CUSTOM SERVICES LOGOUT

This page allows a user to add a user defined custom service,

| Save Settings | | Dont Save Settings ]

Custom Services Configuration
Na

Type: TP |=)
EEEE

ICMP Type: |UDP

Start Port:

Finish Port:

i3

& Internet | Protected Mode: Off a v
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ALGS LOGOUT

WWMMMMMMTWﬁMWMan the gateway to support
address and port for certain such as TFTP, 5P,

IPSec, PPTP etc. Each ALG wwd:sweudl’uﬁ!q lnra wkmum nmlrbsofﬂ.ss
for common applcations are enabled by default.

l Save Seitings ]] Don't Save Seitings ]

Enable ALGs
PPTP:

UNIFIED SERVICES ROUTER
@ Internet | Protected Mode: Off
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Hardwie

HE
Helpful Hints...

VPN PASSTHROUGH

This page allows user to configure VPN (IPSec, PPTP and LZTP) passthrough on the router. Enabled
passthrough chedkboxes have higher priority than firewall rules based on the same service.

UNIFIED SERVICES ROUTER

@ Internet | Protected Mode: Off
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STATUS

Helpful Hints_.

advanced configuration settings for the radio,

] | Don't Save Settings

Advanced Wireless Configuration

Beacon Interval:
Dtim Interval:
Snang RTS Threshold:
Fragmentation Threshold:
Preamble Mode:
Protection Mode:

Power Save Enable:

4 fscgi-bin/p gilpag ternet | Protect e & ~
https://192.163.10.1/scgi-bin/platf i @ In P ed Mode: Off J H100%
—
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This page allows you to define and modify the Wi-Fi Protectad Setup (WPS) configuration parameters.

l Save Settings ] Dont Save Settings ]

WPS Configuration

apl -

Disabled ~

NJA
NJA

Encryption:

WPS Setup Method

N/A
Station PIN: I

& Internet | Protected Mode: Off

Helpful Hints...

Advanced Network

UPnP Port map Table
Active

UNIFIED SERVICES ROUTER
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TOOL STATUS

3 Helpful Hints...
Please enable UPnP to refresh UPnP Portrmap Table.

UPnP (Universal Plug and Play) is a feature that alows for automatic dscovery of devices that can
communicate with this security applance
Advanced Network l

Save Seitings | | Dont Save Settings ]

UPnP Enable

Do you want to enable UPnP?

. Z5

Advertisement Period: 1800 {in Secs)

Advertisement Time To Live: (1n Hops)

UPnP Port map Table

UNIFIED SERVICES ROUTER

& Internet | Protected Mode: Off
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Helpful Hints...

This page allows user to configure advanced WAN options for the router.

[ Save Settings | | Dont Save Settings

Custom MTU:
Port Speed: Auto Sense

WAN2 Port Setup

MTU Size:
Custom MTU: |

Port Speed: Puto Sense

€ Intemnet | Protected Mode: Off
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Advanced Network

el g

The IGMP Proxy page allows the user to enable IGMP proxy on a LAN interface.

l Save Settings J | Donl Save Settings J

Enable IGMP Proxy:

IPS Checks Active Between

& Internet | Protected Mode: Off

-

TOOLS

This page allows user to configure Intrusion Detection System and Intrusion Preventions system on the
router.

l Save Settings Deon't Save Seltings

Intrusion Detection/Prevention Enable
Enable Intrusion Detection:
Enable Intrusion Prevention:

LAN and WAN:

o)
Biov B) -0 & v Pagev Sefety~ Tookv @v &

DMZ and WAN:

Number of Signatures Loaded:

@ Internet | Protected Mode: Off
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Hard:

Helpful Hints...
ATTACK CHECKS LOGOUT

This page allows you to specify whether or not to protect against common attacks from the LAN and WAN
networks.

| Save Settings | | Dont Save Settings |

Enable Stealth Mode:
Block TCP flood:

ICSA Settings

Block ICMP Notification:
Block Fragmented Packets:
Block Multicast Packets:

DoS Attacks

SYN Flood Detect Rate [max/sec]:

Echo Storm [ping pkts. /sec]:
ICMP Flood [ICHMP pkts. /sec]:

B sing

P
¢ Favorites | 4@ D-Link : Unified Services Router B2 v Page~ Safety~ Toolsv i~ &

TOOLS

Please enable Bandwidth Profies to perform Add/Edt/Delete Operations

BANDWIDTH PROFILES

mmmuhtﬂmw profies, These profiles then can be used with the traffic

Advanced Network

10 D-Link Corporation.
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Operation succeaded

BANDWIDTH PROFILES

This page shows the kst of configured bandwidth profiles. These profiles then can be used with the traffic
selactors

[ Save 5 ] ‘| Don't Save Saltmga_l

Enable Bandwidth Profiles:

& Internet | Protected Mode: Off

BANDWIDTH PROFILES LOGOUT

This page allows user to add a new bandwidth profie.

[ Save Settings ] | Dont Save Settings |
Bandwidth Profile Configuration
Hame:

Profile Type:

Priority: |Rate '

Minimum Bandwidth Rate: | {1 - Max. Bandwidth Kbps)
Maximum Bandwidth Rate: [ {100 - 1000000 Kbps)

WAN Interface: Dedicated WAN +

Advanced Network

UNIFIED SERVICES ROUTER
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Helpful Hints_..

BANDWIDTH PROFILES LOGOUT

This page allows user to add a new bandwidth profie.

[ Save Seltings ]JI Don't Save Settings |

Advanced Network

Name:

Profile Type:

Priority:

Minimum Bandwidth Rate:
Maximum Bandwidth Rate:

WAN Interface:

Bandwidth Profile Configuration

;ﬁ‘"‘ ! {1 - Max. Bandwidth Kbps)

I {100 - 1000000 Kbps)

Dedicated WAN

5 Favorites @& D-Link : Unified Services Router

SETUP

TRAFFIC SELECTORS

@ Internet | Protected Mode: Off

Helpful Hints._.

This page shows a kst of traffic selectors. Traffic selectors are service based rules to which user can attach
bandwidth profiles.

Traffic Selector Match Type

€ Internet | Protected Mode: Off




b -
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Helpful Hints_..

TRAFFIC SELECTORS

This page allows user to configure various traffic nes, to which bandwidth profiles can be attached.

[ Save Seltings ]JI Don't Save Settings |

Advanced Network

Traffic Selector Configuration

Service:

Traffic Selector Match Type:
1P Address:

MAC Address:

Port Name:

Interface:

"
o Favorites | @ D-Link : Unified Services Router Bi ~ B -~ % v Pagev Safetyv Tools~ @@~ & 7
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SETUP
Helpful Hints._.

STATIC ROUTING

This page shows the list of static routes configured on the router. User can also add, delete and edit the
configured routes.

List of Static Routes

Routing ) jon  Subnet Mask Gateway Interface Metric Active Private

€ Internet | Protected Mode: Off
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Hardwie

Helpful Hints..

This page allows user to add a new static route.

| Save Settings | [ Dont Save Settings ]

tatic Route Configuration

Route Name:

Active:
Private:
Destination IP Address:

1P Subnet Mask:

Interface: Dedicated WAN =
Dedicated WAN
|Configurable WAN
|LAN >VLAN |
DMz 1}

Gateway IP Address:

Metric:

& Internet | Protected Mode: Off
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catio

PROTOCOL BINDINGS

This page shows the configured protocol bindings. A user can also add, delete, edit, enable or disable the
protocol bindings.

List of Available Protocol Bindings

UNIFIED SERVICES ROUTER
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Helpful Hints._..

PROTOCOL BINDINGS

This page allows user to add a new protocol binding rule for the WAN interfaces.

[ Save Seltings ] Deont Save Settings ]

Routing Protocol Binding Configuration

Service:

Local Gateway:
Source Network:
Start Address:

End Address:
Destination Network:
Start Address:

End Address:

TOOLS

Helpful Hints...

CERTIFICATES

Digital Certificates (also known as X509 Certifi ) are used to auth the identity of users and
systems, and are i C - jes (CA) such as VeriSign, Thawte and other organizations.
Digital Certificates are used by this router during the Internet Key pe (IKE) jphase to
authenticate connecting VPN gateways or dients, or to be authenticated by remote entities.

Trusted Certificates (CA Certificate)

Serial Number

Self Certificate Requests

@ Internet | Protected Mode: Off
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|| 6ET users pB LOGOUT

This page allows user to import a CSV formatted user database to the router.

E—— Get Users DB file:
[ Upload |

UNIFIED SERVICES ROUTER

Copyright € 2010 D-Uink Corporation.

& Internet | Protected Mode: Off

DSR-500N /, 5 HELP

on R Helpful Hints._..

DOMAINS LOGOUT

ngs
L This page shows the kst of added domains to the router. The user can add, delete and edit the domains also.

List of Domains

al Domain Name Authentication Type Portal Layout Name

ttings

SSLVPN Local User Database SSLVYPN

€ Internet | Protected Mode: Off
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oo ]

Domains Configuration

Domain Name:
Authentication Type:
Select Portal:
Authentication Server 1:
Authentication Server 2:

Authentication Server 3:

@ Internet | Protected Mode: Off
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Domains Configuration

Domain Name:

Authentication Type: Local User Database

Select Portal: SSLVPN [+
Authentication Server 1:

Authentication Server 2:

Authentication Server 3:

Unified Services Router

oo ]

Appli

This page shows the kst of added groups to the router. The user can add, delete and edit the groups also.

@ Internet | Protected Mode: Off
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ADVANCED TOOLS STATUS
Helpful Hints...
GROUP CONFIGURATION LOGOUT

This page allows user to add a new user group. Once this group is added, a user can then add system users
toit.

| saves | [ Don't Save Settings ]

Group Configuration

Group Name:

& Intemet | Protected Mode: Off

USERS LOGOUT

This page shows a list of avaiable users in the system. A user can add, delete and edit the users also. This
page can also be used for setting polices on users.

List of Users

| UserName Group Type Authentication Domain Login Status

] admn SSLVPN  Administrator Local User Database Enabled (LAN and WAN)

guest SSLVPN Guest Local User Database Disabled

Binding

@ Intemet | Protected Mode: Off
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Helpful Hints...

USERS CONFIGURATION LoGout §

This page allows a user to add new system users,

[ Save Settings ] l Don't Save Settings ]

Users Configuration
User Name

SSLVPN User |

| Administrator
Guest ﬁeadcdﬂ

LZTF Uss

|PPTP User
|Local User

(Minutes)

@ Intemet | Protected Mode: Off

¢ Favorites | @ D-Link: Unified Services Router

HELP

Helpful Hints...

IP/MAC BINDING

The table sts all the currently defined IP/MAC Bind rules and allows several operations on the rules.

List of IP/MAC Binding

UNIFIED SERVICES ROUTER
£ 2010 D-Link Corporation.

@ Intemet | Prutgv:ted Mode: Off
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IP/MAC BINDING CONFIGURATION LOGOUT

This page allows you to add a new IP/MAC Bind rule. The detais will then be displayed in the List of IP MAC
Bind rules table.

L Save S I [ Don't Save S ]

IP/MAC Bindin figuration

Name:

Disable -

UNIFIED SERVICES ROUTER

¢ Favorites @ D-Link: Unified Services Router

UNIFIED SERV

Copyright © 2010 D-Link Corporation.

@ Intemet | Protected Mode: Off

IP MODE LOGOUT

This page allows user to configure the IP protocol version to be used on the router,

[ Save Settings ] l Don't Save Settings. J

IPv4 only mode: o
1Pv4 | IPv6 mode:
Link Local Connectivity:

Copyright © 2010 D-Link Corporation.

@ Internet | Protected Mode: Off

Routing Mode A

Helpful Hints._.
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Appli ] p z Helpful Hints..
Please Set IP Mode to IPvd/IPvb in  Routing Mode Page to configure this page.

IPV6 WAN1 CONFIG

This page allows user to IPvE related WAN 1 configurations.

Internet Address
1Pv6:

Static IP Address

1Pv6 Address:

1Pv6 Prefix Length:

Default IPv6 Gateway:

Primary DNS Server: |

Secondary DNS Server: |

DHCPvG

Stateless Address Auto
Configuration:

Stateful Address Auto
Configuration:

)

UNIFIED SERVICES ROUTER

Copyright © 2010 D-Link Corporation.

@ Internet | Protected Mode: Off

Please Set [P Mode to IPv4/IPv6 in  Routing Mode Page to configure this page.
IPV6 LAN CONFIG LOGOUT

This page allows user to IPvE related LAN configurations.

LAN TCP/IP Setup

1Pv6 Address: |

Disable DHCPvE Senver

Stateless

e DNS Proy

‘ TAP Tunn
| | Secondary DNS Server:
https://192.168.10.1/scgi-bin/platform.cgi’page=lanConl @ Intemnet | Protected Mode: Off
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Please Set IP Mode to IPvd/IPv6 in  Routing Mode Page to configure this page.

IPV6 LAN CONFIG

This page allows user to IPvE related LAN configurations.

LAN TCP/IP Setup

1Pv6 Address:

1Pv6 Prefix Length:

DHCPvG
DHCP Status: Désable DHCPvE Server

DHCP Mode: Stateiess

Domain Name:

Server Preference:

DNS Servers: Use ONS Proxy

Primary DNS Server:

Secondary DNS Server:

Lease/Rebind Time:

List of IPv6 Address Pools

& Internet | Protected Mode: Off

Unified Services Router

S

DSR-500N / SETUP | ADVANCED STATUS HELP

ul 13 Helpful Hints...
Please Set IP Mode to IPw4/IPv6 in  Routing Mode Page to configure this page.

RADVD LogouT j *

This page allows user to configure Router Advertisement Daemon (RADVD) related configurations.

Router Advertisement Daemon (RADVD)

RADVD Status: Disable ~
Advertise Mode: Unsohcted Mulicast
Advertise Interval: B

RA Flags:

Managed

Other

Router Preference: High

MTU: !
Router Lifetime: | (Seconds)

@ Internet | Protected Mode: Off
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TU HELP

. Helpful Hints...
You must enable router advertsement in the Networking > IPv6 > Router Advertisament
page before configurng advertsement prefues.

ADVERTISEMENT PREFIXES

This page allows Lser to configure IPVE prefixes which wil be used whie advertsement,

List of Prefixes to Advertise

Binding

Copynight © 2010 D-Link Corporation.
& Internet | Protected Mode: Off
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Hardwe Firmware ¥

DSR-500N // HELP

pli Helpful Hints...
Please Set IP Mode to IPv4/IPvé n  Routing Mode Page to configure IPvE Static Routes.

IPV6 STATIC ROUTING

This page shows a kst of IPv6 stabic routes added. A user can add, delete and edit the routes also,

List of IPv6 Static Routes

Binding

UNIFIED SERVICES ROUTER

it © 2010 D-Link Corporation.
& Internet | Protected Mode: Off
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TU HELP

Helpful Hints...
Please Set IP Mode to IPw4/IPvé in  Routing Mode Page to configure this page.

6 TO 4 TUNNELING

bie jdisable the 6 to 4

Enable Automatic Tunneling

Enable Automatic Tunneling

Binding

UNIFIED SERVICES ROUTER

Copynight © 2010 D-Link Corporation.
& Internet | Protected Mode: Off

RADIUS SERVER

This page configures the RADIUS servers to be used for authentication. A RADIUS server maintains a
database of user accounts used in larger environments. If a RADIUS server is configured in the LAN, it can be
used for authenticating users that want to connect to the wireless network provided by this device. If the
first/primary RADIUS server is not accessible at any time, then the device will attempt to contact the
secondary RADIUS server for user authentication.

[ Save Settings r| Dont Save Settings ]

Radius Server Configuration

hentication Server IP Add
192.168.1.2
(Primary):

Authentication Port: 1812
Secret: ssssssssnnes

Tmsout: (Secends)

Retries:

ication Server IP Addi
192.168.1.3
(Secondary):

Authentication Port: 1812

Secret: CLLTTTT YT

& Intemet | Protected Mode: Off fa v Hi0% -
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POWER SAVING

This page allows user to enable fdisable power saving in the router.

Save Settings i [ Don't Save Settings ]

Power Saving Options
Power Saving by Link Status:
Power Saving by Cable Length:

Binding

@ Internet | Protected Mode: Off
e
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Helpful Hints...

REMOTE MANAGEMENT LOGOUT

From this page a user can configure the remote management feature, This feature can be used to manage
the bax remotely from WAN side.

(Cosavesetinos ) (-Don Save setions. ]
Remote Management Enable

Enable Remote Management: ]

Access Type: Al IP Addresses ||

From:

To:

UNIFIED SERVICES ROUTER

@ Intemet | Protected Mode: Off v Hi0% -
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Simple Network Management Protocol (SNMP) lets you monitor and manage your router from an SNMP
manager. SNMP provides a remote means to monitor and control network devices, and to manage
configurations, statistics collection, performance, and security.

SHMP v3 Users List

Privilege Security level
RWUSER NoAuthhoPriv

ROUSER NoAuthNoPriv

Community

———

@ Intemet | Protected Mode: Off

ADVANCED

SHMP TRAPS CONFIGURATION LOGOUT

This page allows user to configure the SNMP traps. User can spedify the IP Address, Port, Community for a
specified SNMP protocol version.

| Saves _] [ Don't Save Settings ]

SNMP Configuration

1P Address:

Port:
Community:

Authentication Type:

UNIFIED SERVICES ROUTER

Copyright & 2010 D-Link Corporation.

@ Intemet | Protected Mode: Off
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CONTROL CONFIGURATION

This page allows user to add SNMP access control list. This kst can be used to access the router using a SNVP
browser.

[ Save S ] [ Don't Save S ]

Access Control Configuration

1P Address:
Subnet Mask:
Community:

Access Type:

Copyright © 2010 D-Link Corporation.

@ Intemet | Protected Mode: Off

1 Unified Services Router

SETUP

This page displays the current SNMP configuration of the router, The following MIB (Management Information
Base) fields are displayed and can be modified here.

[ Save Settings [[ Don't Save Settings ]

SN ystem Information

MP S
SysContact

SysLocation:

Syshame:

@ Intemnet | Protected Mode: Off
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This page allows us to set the date, time and NTP servers. Network Time Protocol (NTP) is a protocel thatis
used to synchronize computer dodk time in a network of computers. Accurate time across a network is
important for many reasons.,

| Save Settings | | Don't Save Settings |

:
Current Router Time: Mon Mar 21 21:49:28 GMT 2011 :

Time Zone: {GMT+10:00) Canberra Melboume Sydney

Enable Daylight Saving:

Configure NTP Servers:

Set Date and Time Manually:

Default NTP Server: °

Custom NTP Server:

Primary NTP Server: |

Secondary NTP Server: |

Set Date And Time
Year Month Day  Hours Min Sec

om0 / [ - B < 5 < [

@ Intemnet | Protected Mode: Off
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Produk |

Firmware i

Dynamic D

Display ]

Display and Send Logs

Display in Event Log Send to Syslog

UNIFIED SERVICES ROUTER

Copyright © 2010 D-Link Corporation.
@ Intemnet | Protected Mode: Off
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Helpful Hints...

This page allows user to set the date and time for the router. User can use the automatic or manual date and
settings depending upon his choice.

[_m [ Don\'s'-aveh';"' _]

Local1-UTM

Display in Event Log Send to Syslog

UNIFIED SERVICES ROUTER

Copyright © 2010 D-Link Corporation.
@ Intemet | Protected Mode: Off
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LOGS CONFIGURATION

This page allows user to configure system wide log settings.

| Save Settings | | Dont Save Setlings ]

Accepted Packets
LAN to WAN:

'WAN to LAN:
‘WAN to DMZ:
DMZ to WAN:
LAN to DMZ:
DMZ to LAN:

System Logs
All Unicast Traffic:

All Broadcast | Multicast Traffic:

UNIFIED SERVICES ROUTER

Copyright © 2010 D-Link Corporation.

@ Intemnet | Protected Mode: Off
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REMOTE LOGGING CONFIGURATION

This page allows user to configure the remote logging options for the router,

[ Save Setti ][ Dont Save Settings

Log Options
Remote Log Identifier:

|} Enable E-Mail Logs

Enable E-Mail Logs:

E-Mail Server Address:

SMTP Port:

Return E-Mail Address:

Send to E-Mail Address(1):

Send to E-Mail Address(2):

Send to E-Mail Address(3):
Authentication with SMTP Server:
User Hame:

Password:

Respond to Identd from SMTP
Server:

Send E-mail logs by Schedule

Unit: Never

Day: Sunday
Time: | @ (am) (M)
SYS LOG SERVER CONFIGURATION
Hame Syslog Facility '
Syslog Serverl: A

Syslog Server2: A

Syslog Serverd: A

Syslog Serverd: Al - A

@ Internet | Protected Mode: Off

This page allows user to do configuration related :
default. This page also allows user to reboot the router.

Backup [ Restore Settings
Save Current Settings: Backup | i coAaale et
Restore Saved Settings: Browse.. !

|- Restore
Factory Default settings: Default |

Reboot: W

@ Intemet | Protected Mode: Off
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Helpful Hints...

wersion and buid time.

Firmware Information

Firmware Version: 1.02811
Firmware Date: Thu Aug 5 12:48:26 2010

Firmware Upgrade

Locate & select the upgrade file: Browse...

Upgrade

This page allows user to upgrade downgrade the router firmware. This page also shows the information
regarding firmwvare

@ Intemet | Protected Mode: Off

o Favorites | @ D-Link : Unified Services Router

This page allcws user to upgrade the firmware, badap and restore the settings using a USE storage key.

use

Please connect a USB storage key

USB Drive Status: Not Connected

Save a copy of current settings:

Select the upgrade file
from your hard disk:

HUNIFIED SERVICES ROUTER !—

@ Intemet | Protected Mode: Off v H10% -
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HELP
Helpful Hints...
DYNAMIC DNS

Dynamic DNS (DONS) is an Internet senvice that allows routers with varying public IP addresses to be located
using Internet domain names. To use DDNS, you must setup an account with a DDNS provider such as
DynDINS. com, DinkDONS. com or Oray.net.

[ Save S J [ Don't Save S ]

Use only single WAN port Dedicated WAN

Dedicated WAN (DDNS Status: )

Select the Dynamic DNS Service: None |

Host and Domain Name:

User Name:

Password:

Use wildcards:

Update every 30 days:

Configurable WAN

Select the Dynamic DNS Service; MNone -

Host and Domain Name: |

User Name: I
—

@ Intemnet | Protected Mode: Off
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Helpful Hints._.

SYSTEM CHECK

This page can be used for diagnostics purpose. This page provides user with some diagnostic tools ke ping,
traceroute and packet sniffer.

Ping or Trace an IP Address

1P Address [/ Domain Name:

System Check

Perform a DNS Lookup

hedules Internet Name:

Lookup |

Router Options

Display the IPv4 Routing Table:

Display the IPv6 Routing Table:

Capture Packets: | Packet Trace |

UNIFIED SERVICES ROUTER

@ Intemet | Protected Mode: Off
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Helpful Hints...

When you create a firewal rule, you can spedify a schedule when the rule applies. The table lists al the
Avaiable Schedules for this device and allows several operations on the Schedules.

List of Available Schedules

mamic D

Schedules

@ Intemnet | Protected Mode: Off
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Helpful Hints—.
SCHEDULE CONFIGURATION

This page allows user to config des, These schedules then can be appbed to firewal rules to achieve
EE—

[ Save Settings ] l Don't Save Settings

Schedule Name

Name:

Schedules Sttt

Do you want this schedule to be A Days
active on all days or specific days?

Monday:
Tuesday:
Wednesday:
Thursday:
Friday:
Saturday:

Sunday:
Do you want this schedule to be active all day or at specific times during the day?
Al Day -

€ Internet | Protected Mode: Off #100% =~




DEVICE STATUS LOGOUT

This page displays the cument sectings and displays a snapshot of the system information.

Firmware Version:

Serial Number:

System Name: DSR-500N

1.02811

QBSMIABOD000L

MAC Address:

IPv4 Address:

IPv6 Address:

‘Wan State:

NAT (1Pv4 only):

1Pv4 Connection Type:
1Pv6 Connection Type:
IPv4 Connection State:
IPv6 Connection State:
Link State:

WAN Mode:

Gateway:

Primary DHS:
Secondary DNS:
Primary DNS(IPv6):
Secondary DNS(IPvE):

100:18:E7:09:F4:6C

0.0.0.0 / 255.255.255.0

DOWN
Erabled

Dynamic 1P (DHCP)

1PvE is disabled

Not Yet Connected

1Pv6 s disabled

LINK DOWN

Use only single WAN port: Dedicated WAN
0.0.0.0

0.0.0.0

0.0.00

MAC Address:
1Pv4 Address:
IPv6 Address:

‘Wan State:

NAT (IPv4 only):

IPw4 Connection Type:

WAN2 Information

00:18:E7:D9:F4:6D

0.0.0.0 / 255.255.255.0

DOWN
Enabled

Dynamic IP (DHCP)

€ Internet | Protected Mode: Off
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[ Secondary DH5: 0000
Primary DNS(IPv6):
Secondary DNS{IPv6):

MAC Address:

IPv4 Address:

IPv6 Address:

Wan State:

NAT (IPv4 only):
IPv4 Connection Type:
IPw6 Connection Type:
IPvd4 Connection State:
IPv6E Connection State:
Link State:

WAN Mode:

Gateway:

Primary DNS:
Secondary DNS:
Primary DNS(IPv6):

Secondary DNS{IPvE):

00:18:E7:D09:F4:6D
0.0.0.0 / 255.255.255.0

DOWN

Enabled

Dynamic 1P (DHCP)

IPv6 is dsabled

Not Yet Connected

1Pv6 is disabled

LINK DOWN

Use anly single WAN port: Dedicated WAN
0.0.0.0

0.0.0.0

0.0.0.0

MAC Address:
IP Address:

1Pv6 Address:
DHCP Server:

DHCP Relay:
DHCPv6 Server:

00:18:E7:D9:F4:68

152.168.10.1 / 255.255.255.0

1Pv6 s disabled

Wireless LAN
Operating Frequency:
Mode:

Channel:

2.4GHz
N/G-Mixed
1- 2412GHz

Available Access Points

SSID SECURITY ENCRYPTION AUTHENTICATION
DSR-500M_1 WPA=WPRA2 TKIP+CCMP PSK
DSR-500M-2 WPA+WPAZ TKIP+CCMP PSK
D SER S5 RO =

Done

€ Internet | Protected Mode: Off
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This displays the resources being used in the system cumently. This page also shows the bandwidth
used in form of bar graphs.

HTTPS (330.0 KB)

Used Applications

HTTPS(100%)

O Internet | Protected Mode: Off
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N (IPSEC) related log.

1 T
Display Logs

2011-83-21 20:49:89: INFO: IKE started -

[Refresh Logg) [ Clear Logs |

UNIFIED SERVICES ROUTER

Copyright © 2010 D-Link Corporation.

https://192.168.10.1/scgi-bin/platfornt

ADVANCED

The page wil auto-refresh in 1 seconds

System up Time : 0 days, 1 hours, 11 minutes, 47 seconds

Port Tx Pkts Rx Pkts Collisions TxB/s RxB/s Up time
Dedicated WAN 241 ] o L] 0 MNot Yet Available
Configurable Port (WAN) 2 0 o 0 0 Mot Yet Available
LAN 3447 4924 o o 0 Days 01:10:23

Poll Interval: @ 3 tart @

UNIFIED SERVICES ROUTER

https://192.168.10.1/scgi-bin/platfon & Internet | Protected Mode: Off




Unified Services Router

The page will autc-refresh in € seconds

WIRELESS STATISTICS LOGOUT

Wieeless taffic statisties for all acoess points are daplayed in ths table. The receive (Rx) and
warsmit (Tx) data is shown per AP,

Packets Bytes E Dropped
AP Nama Radio ki Multicast  Collisions
B P
0 0 1893 o o
0o 0

1911 L] [1]

1

(ste )

UNIFIED SERVICES ROUTER

Helpful Hints...

UNIFIED SERVICES ROUTER
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Hard Firmware

The page wil auto-refresh in 8 seconds

This kst identifies the wireless dients (or stations) currently connected to the Access Points configured and
enabled on this device.

AP Name MAC Address Radio Security Encryption Authentication Time Connected

pol ntervt

UNIFIED SERVICES ROUTER

@ Interet | Protected Mode: Off

This page displays a list of LAN dients connected to the router.

List of LAN Clients

Hame IP Address MAC Address
unknown 192.168.10.8 00: 1A:48:69:DE-FF
unknown 192.168. 10. 100 00:19:58:CA:25:61

UNIFIED SERVICES ROUTER
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Endpoint b (KB) e ( Packets )

Active S5L VPN Connections
Connect Status

UserName TP Address  Local PPP Interface  Peer PPP Interface IP

Poll Interval: (Seconds)

UNIFIED SERVICES ROUTER
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