
Overview

This guide describes how to configure and customize OmniSSL on the D-Link DSR Series 
Services Router for user authentication. All screenshots in this document are captured from 
firmware version 3.11 of DSR-250N.
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The D-Link OmniSSL uses OpenVPN technology to create secure private connections for all types of enterprises. 

It provides a method for the user to securely connect from a remote site to the VPN server. Remote users are 

authenticated using certificates, which are automatically created by OmniSSL during the setup process of the 

OpenVPN server. It replaces complicated OpenVPN setups and digital certificate installations in just a few easy 

steps.

1. INTRODUCTION
1.1. Purpose

This document describes the configuration process of the OmniSSL Client portal for various operating systems. 

The procedure on how to connect to the server is also detailed in this document.

1.2. Scope

The setup required to work on OmniSSL, the procedure on how to install and uninstall the OmniSSL Client Portal 

on different operating systems.

1.3. Hardware Requirements

The OmniSSL requires a PC with Windows/MAC/LINUX operating system, or an Android mobile device.

1.4. Software Requirements

An installed web browser such as Internet Explorer, Firefox or Google Chrome.

2. OMNISSL CLIENT INSTALLATION
During the installation process, the client binaries create a TAP (on Windows) or TUN (on Linux or MAC) interface. 

This interface is labeled as TUN/TAP in the operating system’s network interfaces. OmniSSL client installation can 

be run from the D-LINK router’s portal page.

Depending on the operating system, the buttons for downloading the package and the client configuration will 

be on the OmniSSL portal page. The user can connect using the downloaded configuration, and the client opens 

an OpenVPN tunnel for secure communication

between the host/mobile and the VPN router.

OmniSSL client installation is a straightforward procedure. The user must follow the installation steps for their 

specific operating system. The following sections explain these installation steps and recommendations in detail.
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SERVER CONFIGURATION
On the server side, all of the operating systems have the same configuration and the procedure to

configure it is as follows:

Step 1. Enable Remote Management (Maintenance>>Management>>Remote Management).
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Step 2.  Enable  OpenVPN (VPN>>OpenVPN>>OpenVPN Settings). 

NOTE:  If the OpenVPN authentication has any certificates uploaded, go to VPN>> OpenVPN settings page to 

enable the respective certificates first, then generate the OmniSSL client configuration for OmniSSL client feature.
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Step 3.  Create an OpenVPN group (Security>>Internal user database>>Groups) and enable OpenVPN User.

Step 4.  Create an OpenVPN User (Include group>>Security>>Internal user database>>Users). Be sure to select 

the group you created in step 3.
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OpenVPN User is created successfully. 
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CLIENT CONFIGURATION

For each respective operating system, the procedure for client configuration is provided in the sections below.

2.1. Installation on a WINDOWS Operating System

Step 1. Enter the OmniSSL portal URL (https://<WAN-IP>/OmniSSLPortal/).

Step 2. Access the portal URL, and log in using the configured Open VPN username and password.

NOTE:  You can check your <WAN-IP> in the Web GUI: Status>>System Information>>Device>>Dedicated WAN.
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Step 3. Download the OmniSSL Client Package software and Client Configuration.

Step 4. Open the client software and the pop-up wizard will walk you through the installation step-by-step.
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Step 5. Right click the OmniSSL Client Configuration (.bat) file, then click Run as Administrator.
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Step 6. Double click the desktop shortcut, right click the icon on the bottom right side and click Connect. The 

connection will be made in a few seconds.
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Step 7. The client is connected.
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2.2.  Installation on LINUX(Ubuntu) Operating System

Step 1. Step 1. Open Chrome web browser and log into the OmniSSL portal via URL (https://DSR_WAN_IP 

address/OmniSSLPortal/). Log in using the configured Open VPN username and password.

Step 2. Download the OpenVPN Client Configuration.

NOTE: The default web browser in Linux is Ubuntu, which is a lightweight browser, is unable to download the 

OpenVPN client configuration. Therefore, it is suggested to use the Chrome browser instead.

Step 3.  Execute OmniSSL Client Configuration by following either of the two procedures given below:
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Procedure 1

Change the directory to the location where the downloaded files are present, and execute the command below 

with root privilege.

2.1.1 Open the Terminal.

2.1.2 Type in pwd to show current working directory. 

2.1.3 Type ls to list the Download directory that the configuration file is saved to.

2.1.4 Type in cd Downloads to go to the Downloads directory.

2.1.5 Type in ls to list the configuration file that has been properly saved in the directory.

2.1.6 Type in sh client_config.sh to execute the configuration file.
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2.1.7 The client is connected.
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Procedure 2

2.2.1 Open the file browser in the left pane.

2.2.2 Go to Edit > Preferences.
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2.2.3 In Preferences, go to Behavior tab>>select Ask each time under Executable Text Files:
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2.2.4 Right click on the client configuration file, and go to Properties.
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2.2.5 Click on Allow executing file as program in Permissions tab:
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2.2.6 Double click on the client configuration file (client_config.sh), and select Run in Terminal.



20How to Configure OmniSSL on the DSR-Series

2.2.7 Enter the password for the currently shown Linux account.

2.2.8 Connected successfully.

2.2.9 To end the session, press Ctrl + C to close the VPN connection.
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NOTE:  If your MAC OS version is X.XX.X or later version, please visit Tunnelblick official website to download the 

latest OmniSSL Client (https://tunnelblick.net/).

2.3 Installation on MAC Operating System

Step 1. Enter the OmniSSL portal URL: https://<WAN-IP>/OmniSSLPortal/ into the web browser.

Step 2. Access the portal URL and log in with the configured user.

Step 3. After logging in, download the OmniSSL Client Package and OmniSSL Client Configuration.
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Step 4. After download completes, a *.dmg file will appear in the Downloads folder.

Step 5. Double click the *.dmg file.

Step 6. Double click the Tunnelblick icon, and click Install. 
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Step 7. Once the installation is successfully done, click Launch.

Step 8. An icon for Tunnelblick will appear in the system tray at the top-right.  



24How to Configure OmniSSL on the DSR-Series

Step 9. Double click the configuration file to install it.

Step 10. Click Connect in client_config on the Tunnelblick application icon.

Step 11. “Connected” will be displayed to indicate the VPN is active.
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