How to Setup Captive Portal - DWC-2000 Wireless Controller

This example will use the following devices and setup:

DWC-2000 - Unified Wireless Controller
DWL-6600AP - Unified Wireless N Simultaneous Dual-Band PoE Access Point

Step 1 - Enter the web GUI interface of the DWC-2000 Wireless Controller using its IP address in a

web browser. In our example we have used the IP address of 192.168.10.1

_/ I#] D-Link : Unified Services Rou % \-. !

C' A (3 h#ps://192.168.10.1/scgi-bin/platform.cai

Accept any certificate warnings you may see, this is perfectly normal and safe



Step 2 - We first now need add a new user group for Captive Portal

Security > User Database > Groups
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This page shows the List of added groups to the contraller. The uwser can add, delete and edit the groups also.

Groups List

Showe| 10 &]m [Right click row to see mone options]
H ripti
ADMIM Admin Group
GUEST Gt Group
Showing 1 to 2 of 2 entries First || .| Previows | 1

Add New Graup

Click *"Add New Group”

Step 3 - Enter "Group Configuration”, please refer to our example below
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Group Name: CaptivePortal
Description: Captive Portal Group
User Type: Network

Captive Portal User: On
Session Timeout: 0

Idle Timeout: 10

Once complete, click “Save”

Groups List




Step 4 - We now need add new user(s) for Captive Portal

Security > User Database > Users

Logged i as:
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Click “*“Add New User”

Step 5 - Enter “User Configuration”, please refer to our example below
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User Name: cp

First Name: Captive

Last Name: Portal

Select Group: CaptivePortal (This was created in Step 3)
Enable Password Change: Off (Optional)

MultiLogin: On

Passoword: Enter your password

Confirm Password: Re-enter the above password

Once complete, click “Save”

Users List




Step 6 - We now need edit the AP Profile and SSID

Wireless > Access Point > AP Profile > AP Profile SSID
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This page displays the virtual access point(va®) settings associated with the selected AP profile. Each VAR is identified by its network number and
Service Set Identifier|351D). We can configure and enalble up to 16 VAP per radio on each physical access point.,
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Right-click over 1-dlinkl and click “Edit"”



AF Profiles | AP Profile B

This page displays the virtual access point(VAP) settings associated with the selected AP profile. Each VAP is Identified by its network nember and
Service Set Identifler(5510). We can configure and enable up to 16 VAPs per radio on each physical access polnt.
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Step 7 - Enter a SSID, in out example we have configured as follows:
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Once complete, click “Save”



Step 8 - Click on “AP Profiles” and you should notice the default profile has a status of “Associated-
Modified”

From this page, we can create, copy and delete AP profiles. Up to 16 AP profiles can be created on the Unified Vireless Controller.
Access Point Profile List

Right-click over the default profile and select “Apply”

Access Point Profile List

Froe this page, we can create, copy and delete AP profiles. Up te 16 AP profiles can be created on the Unified vireless Controller.
Access Point Profile List




Step 10 - When your changes have been successfully applied you should see “Associated”

AF Profile Radio | AP Profile 5510 | AP Frofile QoS

From this page, we can create, copy and delete AP profiles. Up to 16 AP profiles can be created on the Unified vWireless Controller.
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Step 11 - Once you have completed the above, you are now able to test the “Captive Portal” as

follows:

The following was tested with a Nokia Lumia 920 Phone. Once you authenticate against the SSID

created in_Step Zyou will be automatically re-directed to the following login screen



*Please L i m

CAPTIVE PORTAL LOGIN CAPTIVE PORTAL LOGIN

Username
Logout

Password
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Additional Notes
When a user is successfully authenticated and connected to the SSID, you are able to monitor and see

the users connected by going to the following:

Status > Network Information > Captive Portal Sessions

Serial Humbser: 1 Firmmware Yersion: .

£ Status

Statis ~ MNetwork information - Captive Portal Sesshons a @.

Usa this page to monitor the runtime authenticatlon sessions that are active on your controller.
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You can apply the following actions to the connected users:

D-Link

Serial Humnber: } | Firnmware Version: 4 B ¥ | Language:

|_ System Search.

3 Status

Statws + Metwork Information »  Captive Portal Sessions ﬂ @
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Right-click over the current user to reveal the following options:



Disconnect - This will disconnect the user from the WLAN

Block Device - This will be remembered and will no-longer be able to connect again (unless you

allow)

If you do block a device by accident or you need to unblock, then go to the following menu to un-block

device

Security > Firewall > Blocked Clients

Logged in as:
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Right-click over blocked device and select “Delete”
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Once done, this device will be able to re-join the wireless network and login via the Captive Portal.



