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P-ECX ” 2 Administration Console

{ Tools Configuration

‘ @ will Galaxy 5 I Get ice-crea.

D-Link Wireless Access Point

'] Logout

: Access Point

U Basic Settings

EJ--:Status » Review Description of this Access Point ...

F-ESManage

U"GSE}NiCES These fields show information specific to this access point.

- snmPya 1P Address: 10.90.90.51

= Maintenance T

= Client Qos IPvE Address Status:

= Cluster IPvE Autoconfigured Global Addresses
IPvE Link Local Address: fed0::fe75:16ff:fe76:1140
MAC Address: FC:75:16:76:11:40
Firmware Version: 4.1.0.2

b Device Information

Model: DWL-6600AP
Product Identifier:  WLAN-EAP
Hardware Version: 1

Serial Number : 1004748
Device Name: D-Link AP

Device Description: D-Link Wireless Access Point

p Provide Network Settings ...

These settings apply to this access point.

Current Password
MNew Password

Confirm new password

p Serial Settings ...

m

a |@ http://10.90.90.91/admin.cgitactic 2 ~ B ¢ X || 2 Administration Conszole

Confirm new password

b Serial Settings ...

Baud Rate 115200 -

b System Settings ...
Systemn Name D-Link AP
System Contact admin@dlink.com.tw

System Location D-Link Lab

Click "Apply™ to save the new settings.

m




6@2 ‘ B htip

/10.90.90.91 /admin.cgifaction=interfaces

Home

* Access Point

¥ Basic settings
B status

- interfaces

Tools

Configuration

FlEvents - .

B i Wired Settings

_ TransmitReceive Internal Tnterface

= Client Associations
TSPEC Client MAC Address
Associations Vl—‘\:dID

B IP Address
Rogue AP Detection o

& Managed AP DHCP 1Pv6 Address

Click "Refresh™ button to refresh the page.

FCi75:16:76:11:40
1

10.90.90.91
255.0.0.0

2 TSPEC Status and IPv6 Autoconfigured Global Addresses
Statistics IPwS Link Local Address
I TSPEC AP Statistics DNS-1
DNS-2
Default Gateway
Default IPvE Gateway z=

fes0::fe75:16ff:fe76:1140

= Radio Statistics

- Email Alerts Status

HESManage Wireless Settings
=¥ Services
- - .

HEBSNMEYS AeroScout™ Engine Communications Status down

= maintenance Radio One

= BRClient Qo3 MAC Address FC:75:16:76:11:40

& Cluster Mode IEEE 802.11a/n
Channel 149 (5745 MHz)
Radio Two
MAC Address FC:75:16:76:11:50

Maode IEEE 802.11b/g/n
Channel 11 (2462 MHz)

ction=events

/10.80.90.91 /2 min g P-Baex || & Administration Cansole | |

D-Link Wireless Access Point

Home o Tools Configuration Logout ) Help

* Access Point
¥ Basic Settings
= Status

= interfaces

Opticns Relay Options

Relay Log Enabled

Disabled

Persistence ) Enabled Disabled

Sewverity 7> Relay Host
- Events

Depth 128 Relay Port 514

TransmitReceive
= Client Associations

.. 2 TSPEC Client
Associations

- Rogue AP Detection

Click "Apply™ to save the new settings. Click "Apply” to sawve the new settings.

[

IManaged AP DHCP

TSPEC Status and EErE
Statist
atsties Click "Refresh” button to refresh the page.
= T8PEC 2P Statistics

| Radio Statistics

Time Settings (NTP) Type Service Description
- B Email Alerts Status
. Dec 31 12:09:21 info  hostapd[930] wlanl: DRIVER Ap with Mac address 00:1e:13:1c:7c:42 and SS51D OfficeNet is detected on channel 11

EJ“SMaﬂage Dec 31 12:08:16 info  hostapd[930] wlan1l: DRIVER Ap with Mac address 00:1e:13:84:40:64 and SSID WLO is detected on channel 11

- Services Dec 31 12:08:15 info  hostapd[930] wlanl: DRIVER Ap with Mac address 00:1e:13:84:40:62 and SSID OfficeNet is detected on channel 11

& ;SNMPVE Dec 31 12:08:14 info  hostapd[930] wlanl: DRIVER Ap with Mac address c4:17:fe:23:d6:2e and SSID SETUP is detected on channel 11

=8 Maintenance Dec 31 12:08:14  info  hostapd[930] wlan1: DRIVER Ap with Mac address 00:1e:13:1c:7c:44 and S51D WLO is detected on channel 11

I3} ;Cliem QoS Dec 31 12:08:14 info hostapd[930] wlanl: DRIVER Ap with Mac address 00:15:70:4d:a5:48 is detected on channel 11

- Cluster Dec 31 12:08:13 info  hostapd[930] wlanl: DRIVER Ap with Mac address 00:15:70:4d:a5:4b is detected on channel 11 W
Dec 31 12:08:13 info hostapd[930] wlanl: DRIVER Ap with Mac address 00:19:7e:9f:ec:06 and SSID SETUF is detected on channel 11
Dec 31 12:08:13 info  hostapd[930] wlanl: DRIVER Ap with Mac address d0:c2:82:7f:a6:d1 and SSID MACQP WOICE is detected on channel 11
Dec 31 12:08:13 info  hostapd[930] wlanl: DRIVER Ap with Mac address 00:1c:f0:89:ab:a6 and SSID SYD_WL is detected on channel 11
Dec 31 12:08:13 info  hostapd[230] wlanl: DRIVER Ap with Mac address 00:30:65:0f:f2:e4 and S5ID SETUP is detected on channel 11
Dec 31 12:08:13 info hostapd[930] wlanl: DRIVER Ap with Mac address d0:c2:82:7f:a6:d0 and SSID MACQPARK DATA is detected on channel 11
Dec 31 12:08:13 info  hostapd[930] wlanl: DRIVER Ap with Mac address 00:1c:26:20:f0:e5 and SSID SETUP is detected on channel 11
Dec 31 12:08:13 info hostapd[930] wlanl: DRIVER Ap with Mac address 00:22:58:58:38:ca and S5ID SETUP is detected on channel 11
Dec 31 12:08:13 info  hostapd[930] wlanl: DRIVER Ap with Mac address 00:16:cf:4e:87:4c and SSID SETUP is detected on channel 11

Dec 31 12:07:26 info  hostapd[930] wlanl: DRIVER Ap with Mac address 1c:af:f7:20:f5:80 and SSID dlinkl is detected on channel 149
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2« B & X|[ @ administration Console % | |

i l =
Home

* Access Point

¥ Basic Settings

B status

-2 Interfaces
FlEvents

- TransmitReceive

= Client Associations

TSPEC Client
Associations

=l Rogue AP Detection

- Managed AP DHCP

=) TSPEC Status and
Statistics

I TSPEC AP Statistics
= Radio Statistics

- Email Alerts Status
% @ Manage

+§5 Services

£ SHMPv3

# 8 Maintenance

+ 8 Client QoS

58 cluster

Configuration

LAM
wlan0:vap0
wlan0:vapl
wlan0:vap2
wlan0:vap3
wlan0:vap4
wlanD:vap3s
wlan0:vapé
wlan0:vap7?
wlan0:vap8g
wlan0:vaps
wlan0:vapl10
wlanD:vapll
wlan0:vap12
wlanOivapl3
wlan0:vapl4
wlan0:vap1s
wlanl:vap0
wlani:vapl
wlani:vap?
wlanlivap3
wlani:vap4
wlani:vaps
wlanlivap6
wlani:vap7?

wlaniivaps

Click "Refresh™ button to refresh the page.

up FC:75:16:76:11:40 1 -

up FC:75:16:76:11:40 1 dlink1
down 1 dlinkz
down 1 dlink3
down 1 dlink4
down 1 dlinks
down 1 dlinks
down 1 dlink?
down 1 dlinks
down 1 dlinks
down 1 dlink10
down 1 dlink11
down 1 dlinkiz
down 1 dlink13
down 1 dlink1a
down 1 dlinkis
down 1 dlink1s
up FC:75:16:76:11:50 1 dlink1
down 1 dlinkz
down 1 dlink3
down 1 dlinks
down 1 dlinks
down 1 dlinks
down 1 dlink?
down 1 dlinks
down 1 dlinks

b ‘@ http://10.90.90.91 /admin.cgi?action= assaciations

£ - B¢ X|| @ administration Cansole % | |

Home

* Access Point
¥ Basic Settings
= Status

= interfaces

- F Events

TransmitReceive

= Client Associations

.. 2 TSPEC Client
Associations

- Rogue AP Detection
IManaged AP DHCP

TSPEC Status and
Statistics.

= T8PEC 2P Statistics

| Radio Statistics

- Email Alerts Status
=@ Manage

=i services

E-E8 sumPya
#-f# Maintenance
=S client Qos
=6 Cluster

D-Link Wireless Access Point

Configuration = ys Logout ® Help

Click "Refresh” butten to refresh the page.

Total Number of Associated Clients 0

Authenticated Associated Packets Bytes Drop Packets Drop Bytes TS Violate Pkts Packets Bytes Drop Packets Drop Bytes TS Violate Pkts

[




é@,‘ "@ http://10.90.80.91/admin.cgifaction=tspec_client P~BaX ” & Administration Console *

Configuration - y Logout

& fecess Point %

P Basic settings

e
Estatus Click "Refresh™ button to refresh the page.

Dieraces ( Refresh ]
Refresh
BlEvents

Status
= TransmitReceive

=] Client Associations

TSPEC Client Statistics
Associations

= Rogue AP Detection Packets Bytes Packets Bytes
-2 lanaged AP DHCP

= TSPEC Status and
Statistics

I TSPEC AP Statistics
= Radio Statistics

- Email Alerts Status
H 8 Manage

+ 8 Services

£ SHMPV3

5 8 Maintenance
+§8 Client QoS

58 Cluster

6@,‘ )| nttp://10.9090 31 /zdmin.cgivaction=aps

ox ” (& Administration Console

i |

Tools Configuration 4 Logout
* Access Point . g
¥ Basic Settings
=i
@ status Click "Refresh™ button to refresh the page.
= nterfaces E
Events
B TransmivReceive | [°F Detection for Radio Disabled
Client = =
Associations Apply” to save the new settings.
TSPEC Client
Associations.
= Rogue AP IDetected Rogue AP List
" Detection Action MAC Radio Beacon Int. Type SSID Privacy WPA Band Channel Rate Signal Beacons Last Beacon Rates
=) Managed AP D- i -
DHCR Leiaf:f7:95:0e:28 wian0 100 AP L cuesT Off off 5 36 6 all 1 Fri Dec 31 12:01:12 1998 6,9,12,18,24,36,48,54
-2 TSPEC Status MACQP
and Statistics d0:c2:82:7e:20:ae wlan0 102 AP aicE on on 5 149 6 all 2035 FriDec 31 12:09:50 1995 6,9,12,18,24,36,48,54.
B TSPEC AP
Statistics. d0:c2:82:7e:e0:af wlan0 102 AP g:%?mnx on on 5 149 6 all 20824  FriDec 31 12:09:50 1999 6,9,12,18,24,36,48,54.
Radio Statistics . .
= Email Aerts 1c:afif7:20:f5:80 wlano 100 ap dlinkt off off 5 149 6 ull 19 Fri Dec 31 12:07:28 1999 6,9,12,18,24,36,48,54
© stans 1eibd:bS:c4:ea:s0 wianl 100 A dlinkl off off 24 3 1oall 12 Fri Dec 31 12:02:26 1998 1,2,5.5,11,18,24,36,54,6,3,12,+
= Manage MACQP X
. ) d0:c2:82:7e:e0:a1 wlan1 102 AP aicE on on 24 & 1ol 1 Fri Dec 31 12:03:30 1998 1,2,5.5,6,9,11,12,18,24,36,48,!
=i services
=l SNMPYE d0:c2:82:7e:e0:a0 wlan1 102 AP g:%?mnx on on 24 6 ol 2 Fri Dec 31 12:05:13 1998 1,2,5.5,6,5,11,12,18,24,36,48,!
=i Maintenance 00:18:e7:c7:c8:44 wlanl 100 AP 825TEST on on 24 8 1 all 18 Fri Dec 31 12:10:13 1999 1,2,5.5,11,6,9,12,18,24,36,48,!
=i client Qos 84:c9:b2:cl:2e:fc wlanl 100 AP UserGuide  On on 2.4 8 1oall 1 Fri Dec 31 12:07:13 1999 1,2,5.5,11,18,24,36,54,6,3,12,«
=8 Cluster 00:16:cf:4e:87:4c wlani 10 Ad hoc SETUP Off Off 2.4 11 1 all 409 Fri Dec 31 12:11:24 1999 1,2,5.5,11
00:22:58:58:38:ca wlan1 10 Ad hac SETUP off off 2.4 11 1 4433 Fri Dec 31 12:11:24 1999 1,2,5.5,11
00:1c:26:20:f0:e5 wlani 10 Ad hoc SETUP Off Off 2.4 11 1 ull 5397 FriDec3112:11:24 1999 1,2,5.5,11 =
« n v




i?action=map_dhcp D~-2CX ” & Administration Console

Home

* Access Point
¥ Basic Settings
EHE status

Interfaces

= Events

= TransmitReceive

Client Associations

= TSPEC Client
Associations

= Rogue AP Detection
Managed AP DHCP

TSPEC Status and
Statistics

~ = T3PEC AP Statistics

= Radio Statistics

Email Alerts Status
968 Manage

= Services

8 SNMPV3

o8 aintenance

7 Client QoS

=8 Cluster

D-Link Wireless Access Point

Configuration Logout % Help

Switch Address from DHCP Server
Switch IP Address 1

Switch 1P Address 2

Switch IP Address 3

Switch IP Address 4

Base IP port from DHCP Server
Base IP port

* Access Point
¥ Basic settings
EHE status

Interfaces.

Elevents

= TransmitReceive

=) Client Associations

&) TSPEC Client
‘Associations

= Rogue AP Detection

Managed AP DHCP

[ TSPEC Status and
Statistics

= TSPEC AP Statistics

Radio Statistics.

= Emall Alerts Status
o8 Manage
Services

28 SNMPV3

+- Maintenance

28 Client QoS

=8 Cluster

D-Link Wireless Access Point

Configuration - Logout )] Help
Click "Refrech” button to refrech the page.
AP Status
Tnterface  Access Category  Status  ActiveTs  Tsclients  Med. Time Admitted Med. Time Unallocated
wland Voice down o 0 o o
wlan0 Video down o 0 o o
wlani Voice down 0 0 0 0
wlanl Video down 1} 0 1} 0
VAP Status
wlan0:vap0 ‘oice down 0 0 0 ]
Video down o 0 o o
wlan0:vapl Voice down o 0 o o
Video down 1} 0 1} a
wlan0:vap2 Voice down o 0 o o
Video down o 0 o ]
wlan0:vap3 Voice down (1] 0 (1] 1]
Video down 1} 0 1} 1}
wlan0:vaps Voice down o 0 o o
Video down o 0 o ]
wlan0:vap5 Voice down 0 0 0 ]
Video down o 0 o o
wlan0:vapé Voice down o 0 o o
Video down 1} 0 1} a
wlan0:vap? Voice down o 0 o o I8
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PL-2ex ” & Administration Cansole

D-Link Wireless Access Point

Home

* Access Point
¥ Basic Settings
EHE status

Interfaces

= Events

= TransmitReceive

Client Associations
= TSPEC Client
Associations

= Rogue AP Detection
Managed AP DHCP

TSPEC Status and
Statistics

~ = T3PEC AP Statistics

= Radio Statistics

Email Alerts Status
968 Manage

= Services

8 SNMPV3

o8 aintenance

7 Client QoS

=8 Cluster

Configuration

Logout

# Help

[Total Voice TS Accepted
[Total Voice TS Rejected

Click "Refresh” button to refresh the page.

TSPEC Statistics Summary for Voice ACM

Total Video TS Accepted
ITotal Video TS Rejected

TSPEC Statistics Summary for Video ACM

)| @ http://10.90.90.91/zdmin.cgiaction=radio_stats

Administration Console

D-Link Wireless Access Point

* Access Point
¥ Basic settings
EHE status

Interfaces.

Elevents

= TransmitReceive

=) Client Associations

&) TSPEC Client
‘Associations

= Rogue AP Detection

Managed AP DHCP

[ TSPEC Status and
Statistics

= TSPEC AP Statistics

Radio Statistics.

-5 Emall Alerts Status
o8 Manage

" services

28 SNMPV3

+- Maintenance

28 Client QoS

=8 Cluster

Configuration

Logout

WLAN Packets Received

WLAN Packets Transmitted
WLAN Packets Receive Dropped
WLAN Packets Transmit Dropped
Fragments Received

Multicast Frames Received
Duplicate Frame Count
Transmit Retry Count

RTS Success Count

ACK Failure Count

Transmitted Frame Count

Click "Refresh” button to refrech the page.

2020
o
o

20596

2019

Radio

) Radio 1 © Radio 2

WLAN Bytes Received

WLAN Bytes Transmitted
WLAN Bytes Receive Dropped
WLAN Bytes Transmit Dropped
Fragments Transmitted
Multicast Frames Transmitted
Failed Transmit Count

Multiple Retry Count

RTS Failure Count

FCS Error Count

WEP Undecryptable Count

0
212811
o

o

2019
2019

47955
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ction=emailalert_s

Home

* Access Point
¥ Basic Settings
EHE status

& Interfaces
= Events

= TransmitReceive

Client Associations

= TSPEC Client
Associations

= Rogue AP Detection
Managed AP DHCP

TSPEC Status and
Statistics

~F TSPEC AP Statistics
= Radio Statistics

Email Alerts Status
968 Manage

= Services

8 SNMPV3

o8 aintenance

7 Client QoS

=8 Cluster

Configuration

Logout

D-Link Wireless Access Point

# Help

Email Alerts Status
Number of Email Sent
Number of Email Failed
Time Since Last Email Sent

Click "Refresh” button to refresh the page.

down

0

0

Wed Dec 31 16:00:00 1969

)| @ http://1090.90.91/zdmin.cgi’action

* Access Point

¥ Basic settings

= status
=Hi# Manage

= Ethernet Settings

] Wireless Seftings

= Radio

Scheduler

Scheduler Association
VAR

wos
B mac Adthentication

Load Balancing

= Managed Access Point

Authentication

- & Management ACL
o Services

8 SNMPV3

= vaintenance

# Client QoS

268 Cluster

Configuration

Administration Console

Logout

D-Link Wireless Access Point

Hostname

DLINK-WLAN-AP

Internal Interface Settings
MAC Address

Management VLAN 1D
Untagged VLAN
Untagged VLAN ID

Connection Type
Static IP Address
Subnet Mask

Default Gateway

DNS Nameservers

1Pw6 Admin Mode

IPv6 Auto Config Admin Mode
Static IPv6 Address

Static IPv& Address Prefix Length

Static IPv6 Address Status

IPw6 Autoconfigured Global Addresses
1PW6 Link Local Address

Default IPv6 Gateway

Click "Apply” to save the new settings.

FC:75:16:76:11:40

DHCP -

@ Enabled O

Disabled
Enabled ©) Disabled

feB0::fe?5:16ff:fe76:1140

1
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ction=wireless

Home

* Access Point
¥ Basic Settings
= status

EHiE Manage

= Ethernet Settings

& Wireless Settings
Radio

Scheduler

Scheduler Association
B vap

2 wns
=) MAC Authentication

PL-Bex ” @ Administration Cansole

Configuration

Logout

D-Link Wireless Access Point

# Help

TSPEC Violation Interval

Radio Interface
MAC Address
Mode

Channel

Station Isolaticn

Radio Interface 2
MAC Address

300 (Sec, Range: 0 - 900, 0 Disables)

@ on O off
FC:75:16:76:11:40
IEEE 802.11a/n -

Auts ¥

o

FC:75:16:76:11:50

@ hitp://10.90.80.81/admin.cgilaction=radio

P-BEX ” & Administration Console

* Access Point

¥ Basic settings
= status

=Hi# Manage

= Ethernet Settings

E] Wireless Seftings
= Radie

Scheduler

=) 2cheduler Asseciation

VAR

wos

B mac adtnentication
- Load Balancing

= Managed Access Point

Authentication

= Management ACL
= Services

8 SNMPV3

+ 8 aintenance

= Client QoS

=8 Cluster

Configuration

Logout

D-Link Wireless Access Point

® Help

Channel

Channel Bandwidth

Primary Channel

short Guard Interval Supported

STEC Mode

Protection

Beacon Interval

DTIM Period

Fragmentation Threshold

RTS Thresheld

Maximum Stations

Transmit Power

Fixed Multicast Rate

Legacy Rate Sets
Rate (Mbps)

Status on O off

Mode IEEE 802.1ia/n -

Auto w

40 MHz -

Lower -

Yes v

on -

Auto w

100 (Msec, Range: 20 - 2000)
2 (Range: 1-255)

2346 (Range: 256-2345, Even Numbers)
2347 (Range: 0-2347)

200 (Range: 0-200)

100 (Percent, Range: 1 - 100)

Auto = Mbps

54 48 36 24 18 12 9

&
O O O WO O B

B Load Balancing Mode IEEE 202.11b/g/n -
Managed Access Point Channel Aute =
B Authentication Station Isolation |
Management ACL
& ﬁSeNiCBS AeroScout™ Engine Protocol Support  Disabled «
= SNMPV3 Click "Apply” to save the new settings.
=i maintenance
=8 Client QoS
=8 Cluster
-
N

m
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B VEHICHE =) o
B client Qos Beacon Interval 100 (Msec, Range: 20 - 2000)
¥ cluster
DTIM Period 2 (Range: 1-255)
Fragmentation Threshold 2346 (Range: 258-2346, Even Numbers)
RTS Threshold 2347  (Range: 0-2347)
Maximum Stations 200  (Range: 0-200)
Transmit Power 100 (Percent, Range: 1 - 100)
Fixed Multicast Rate Aute ¥ Mbps

Legacy Rate Sets
Rate (Mbps) 54 48 35 24 18 12 9 &
Supported

Basic

MCS (Data Rate) Settings
Index 001 2 3 4 5 5 7 8 S 10 11 12 13 14 15

Enable/Disable

Rate Limit 50
[] Broadcast/Multicast Rate Limiting
Rate Limit Burst |75

TSPEC Mode Off = £
TSPEC Voice ACM Mode Off =

TSPEC Voice ACM Limit 20 (Percent, Range: 0 - 70)

TSPEC Video ACM Mode Off =

TSPEC Video ACM Limit 15 (Percent, Range: 0 - 70)

TSPEC AP Inactivity Timeout 30 (Sec, Range: 0 - 120, 0 Disables)

TSPEC Station Inactivity Timeout 30 (Sec, Range: 0 - 120, 0 Disables)

TSPEC Legacy WMM Queue Map Mode off =

Click "Apply” to save the new settings.

©

@ http://10.90.9091/zdmin.c

D-Link Wireless Access Point

Home Configuration Logout I?I Help

= Access Point

FBasic settings Global Scheduler Mode: Enable @ Disable
# status
B Manage Scheduler Operational Status
Status: down

& Ethernet Settings
= Wireless Settings Reason:  CenfigDown TimeNotSet

Radio
Scheduler Profile

= Scheduler
=] -
Scheduler Association e

VAR Select Profile -

s Set Schedule

Daily

WAC Authentication ! weekday

= Load Balancing weekend
) Weeken

=l Managed Access Point

on Sunday -

-~ Authentication . -
Start Time 00 ~ : 00 ~ End Time 00 ~ ; 00 -

= Management AcL

=i services

8 SNMPV3

= Maintenance rofile Rule gf"y ]
=8 client Qos e N N e
= Cluster

[ Modify Rule | [ Remove Rule

Click "Apply™ to save the new settings.
Apply
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n P-BeX ” & Administration Console | |

D-Link Wireless Access Point

Home Configuration Logout

= Access Point %

¥ Basic Settings
= status

EHiE Manage

= Ethernet Settings

Global RADIUS server settings
RADIUS IP Address Type: ® 1Pva O IPVE
RADIUS IP Address: 10.90.90.1

RADIUS IP Address-1:

Wireless Settings
RADIUS IP Address-2:

Radie
Sohedulsr RADIUS [P Address-3:
Scheduler Association RADIUS Key: srereeee
Bvar RADIUS Key-1: -
2 wos RADIUS Key-2:
=) MAC Authentication RADIUS Key-3:
Load Balancing [C] Enable RADIUS accounting
lanaged Access Point Enable RADIUS Failthrough
= authentication
) Management ACL Y
=i services
e VAP Enabled VLAN ID 5SID Broadcast S5ID Security MAC Auth Type Redirect Mode Redirect URL
B
FMamtenance 3 . dlinks WWPB Personal Disabled *  None +
= client Qos
'WPA Personal — —
=6 cluster | 1 dlink2 - S
& (] 1 dlink3 one C B
R | 1 dlink4 one - one
4 ]| 1 dlinks one C one
5 0 1 dlinks one D
6 B 1 dlink7 one C one
7D 1 dlinks e D -
I | 1 dlinkg one C one |
-
_ -

@ http://10.90.9091/zdmin.c

@._ ) wn Administration Console | |

D-Link Wireless Access Point

Home Configuration Logout I?I Help

= Access Point

¥ Basic settings
@ status
B Manage
Ethernet Settings
= Wireless Settings

Global RADIUS server settings
RADIUS IP Address Type:
RADIUS IP Address: 10.90.90.1

IPvd IPvE

RADIUS IP Address-1:

RADIUS IP Address-2:

Radio

RADIUS IP Address-3:

= Scheduler

= scheduler Association (B = sesseees
VAR RADIUS Key-1: 3
WDS RADIUS Key-2:
MAC Authentication RADIUS Key-3:

= Load Balancing [”] Enable RADIUS accounting

= Managed Access Point Enable RADIUS Failthrough

- authentication
=

-~ uanagement ACL -
=i services
ks ?SNMP@ VAP Enabled VLAN ID SSID Broadcast SSID Security MAC Auth Type Redirect Mode Redirect URL
= Maintenance 0 n ikt WP Personal = Disabled =  None =
=8 Client QoS

: HTTP
= Cluster 1 1 dlinkz one Dis

o oo E OO OO
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P-BeX ” @& Administration Cansole

Home

* Access Point
¥ Basic Settings
= status

EHiE Manage

= Ethernet Settings

Wireless Settings
Radio

Scheduler

Scheduler Association
Svar

B wos

=) MAC Authentication

Load Balancing

Configuration

Logout

D-Link Wireless Access Point

Spanning Tree M

ode Enabled @ Disabled

Radio
Local Address
Remote Address

Encryption

1w

FC:75:16:76:11:40

Radio
Local Address

Remote Address

WEP
WPA (PSK.
1w

FC:75:16:76:11:40

Managed Access Point Encryption Mone (Plain-text) ~
= authentication
Management ACL Radio 1 -
= i
FSENICES Local Address FC:75:16:76:11:40
= SNMPYA .
E Remote Address ®
=8 Maintenance
= client QoS Encryption Mone (Flain-text) -
=8 Cluster
Radio 1~
Local Address FC:75:16:76:11:40
Remote Address "
Encryption Mone (Plain-text) «
Click "Apply" to save the new settings.
-
-._N
{2)| @ http://10.9080.91/admin.cgi?action=mac_filtering P - B X | @ administration Console

Home

= Access Point

¥ Basic settings
@ status
B Manage
Ethernet Settings
= Wireless Settings

Radio

= Scheduler
= scheduler Association

VAP

WDS

WAC Authentication
= Load Balancing

=l Managed Access Point
- Authentication

= Management AcL
=i Services

28 SNMPV3

=8 Maintenance

7§ Client QoS

=8 Cluster

Tools

Configuration

Logout

D-Link Wireless Access Point

®1 Help

Filter

Stations List

Allow only stations in list

Block all stations in list

Remove

Click "Apply” to save the new settings.
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@ hitp://10.90.80.91/2dmin.c

ction=load_balancing p-Box ” @ Administration Console | |

D-Link Wireless Access Point

Home Configuration Logout lf.l Help

% Access Point %

¥ Basic Settings

Load Balancing Enabled Disabled

=8 status
o Manage Utilization fer No New Assocations 0 (Percent, 0 disables)
= Ethernet Settings
Wireless Settings Click "Apply" to save the new settings.

Radio

Scheduler

Scheduler Association
B vap
= wos

=) MAC Authentication

Load Balancing

Managed Access Point
= authentication

Management ACL
=8 services

£ SNMPV3

i 8 maintenance

£ Client Qos

=8 cluster

=3
(‘.':'

@ http://10.90.9091 /admin.c

ion=managed_ap P-2eX ” & Administration Console | |

Home Tools Configuration

= Access Point %

¥ Basic Settings

Enabled ) Disabled

Managed AP Adminstrative Mode

=+ status §
- Switch IP Address 1
= Manage
B Ethemet Setings Switch IP Address 2
= wireless settings Bl I At 3
Radio Switch IP Address 4
= Scheduler Base IF port 57775
Scheduler Association s Eimss edit
~Fvap
Bwos WDS Managed Mode Root AP ) Satellite AP
~ ac Autnentication WDS Managed Ethernet Port Enabled @ Disabled

= Loas Balancing WDS Group Password

Managed Access Point
= Authentication Click "Apply” to save the new settings.

lManagement ACL
A8 services

£ 58 SNMPV3

=8 aintenance
2§ Client Qos

=8 Cluster
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@ hitp://1090.90.91 /zdmin.c

D-Link Wireless Access Point

Home Configuration Logout lf.l Help

% Access Point %

¥ Basic Settings
= status Click "Refresh” button to refresh the page.

=HiF Manage
-~ Ethernet Seftings
= wireless Sattings Supplicant Configuration

Radic 802.1X Supplicant
Scheduler EAP Method D5
Scheduler Association User Name
= vap Fecsram] ssssssss
= wos
B MAC Authentication Click "Apply” to save the new settings. E

= Load Balancing

Managed Access Point

& suthentcaton Certificate File Status ...
Management ACL
= services Certificate File Present no
- sNMPYE Certificate Expiration Date Not Present
=i maintenance
= Client QoS Certificate File Upload ...
=8 Cluster

Browse to the location where your certificate file is stored and click the "Upload” button.
[To upload from a TFTP server, click the TFTP radio button and enter the TFTP server information.

Upload Method
Filename

-

-_N
[ \@ http://10.90.90.91/admin.cgifaction=mgmt _acl P-RCX ” & Administration Consale | |

D-Link Wireless Access Point

% Access Point %

¥ Basic Settings
@ status

B Manage

Ethernet Settings

Home Tools Configuration yste Logout [x2 Help

Management ACL Mode Enabled Disabled

IP Address 1

IP Address 2

IP Address 3

reless Settings

B radio 1P Address 4
- scheduler IF Address 5
= scheduler Association 1Pv6 Address 1

IPv6 Address 2

IPvE Address 3

MAC Authentication
= . IPvE Address 4

& Load Balancing

= Managed Access Point 1Pv6 Address S

~ 8 sutnentication Click "Apply” ta save the new seftings.

= Management ACL
o Services

A8 SNMPV3

=8 aintenance
=8 Client QoS

o8 Cluster
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@ hitp://1090.90.91 /zdmin.c

ction=web_server_setting PL~-RCxX ” & Administration Console | |

D-Link Wireless Access Point

Home Configuration Logout lf.l Help

% Access Point %

- Basic Setiings
¥ status

HTTPS Server Status Enabled Disabled

=] HTTP Server Status @ Enabled (0 Disabled
= Manage
= services R (RE3 80
B web server Maximum Sessions s
SNMP Session Timeout (minutes) 5

Click "Apply” to save the new settings.

Email Alerts.

Time Settings (NTP) Generate HTTP SSL Certificate ...

o SNMPV3 Click "Update” to generate a new HTTP S5L Certificate.
7 Maintenance
= Client Qos

HTTP SSL Certificate File Status ...

Certificate File Present: ves
Certficate Expiration Date: Dec 26 20:00:02 2019 GM
Certificate Issuer Common Name: /CN=10.90.90.91/0U=Broadcom Corp./L=Morrisville/ST=North Carolina/C=US

To Get the Current HTTP SSL Certificate ...

Click the "Download™ button to save the current HTTP SSL Certificate as a backup file to your PC.
To save the Certificate to an external TFTF server, click the TFTP radic button and enter the TFTP server information.

Download Method

To upload a HTTP SSL Certificate from a PC or a TFTP Server ...

Browse to the location where your certificate file is stored and click the "Upload” button.
To upload from a TFTP server, click the TFTP radio button and enter the TFTP server information.

Upload Method @ HTTE O TFTE

HTTP SSL Certificate File

& http://109090.91 /3 cmir ion=snmp p-Bex

illk' D-Link Wireless Access Point

Home Configuration ] Logout lf'l Help

2 Access Point u

& Basic Settings

o ) Enabled () Disabled
= status
Manage
O services Read-enly cemmunity name (for permitted SNMP get operations) public
Web Server
SNMP Port number the SNMP agent will listen to 161
ssn
Telnet Allow SNMP set requests. @ Enabled Disabled
=aos
Read-write community name (for permitted SNMP set operations) private
Email Alerts
= Time Settings (NTP) . . )
= Restrict the source of SNMP requests to only the designated hosts or subnets  (©) Enabled @ Disabled
- SNMPY3
el =
,‘:Ma‘me”a“e Hostname, address, or subnet of Network Management System
HS Client QoS
=8 Cluster

1Pv6 hostname, address, or subnet of Network Management System

Trap Destinations
Community name for traps

Enabled Host Type Hostname or IP Address

=)
=
O

Click "Apply” to save the new settings.
Apply.




Home

* Access Point
¥ Basic Settings
¥ status
ﬁl\f‘\anage

B services

~ = Web Server

-~ snmp
Slssk

& Telnet
Slaos

= £mail Alerts

=/ Time Setings (NTP)
£ SNMPV3

=8 aintenance

£ Client Qos

=8 Cluster

Logout

D-Link Wireless Access Point

# Help

SSH Status

Click "Apply” to save the new settings.

@ Enabled

Disabled

a )| & http

ction=telnet_setting

dministration Cansole

Home

* Access Point
¥ Basic Settings
¥ status
ﬁl\f‘\anage

EHF Services

""" ‘Web Server

= suup
Slssk
~ B Tenet
Slaos
& Email Alerts
= Time Settings (NTP}
£ SNMPV3
+[8 vaintenance
£ Client Qos
#-8 Cluster

:Eg

D-Link Wireless Access Point

Telnet Status

Click "Apply” to save the new settings.

@ Enabled ©

Disabled

& hitp://1090.80.91

ction=gos

.8
D-Link

* Access Point
¥ Basic Settings
¥ status
P manage
EHE services
Web Server
= zump
= ssH

= Email Alerts

2 Time settings (NTP)
50 SNMPV3

£ vaintenance

£ Client Qos

#-8 Cluster

P-Bex ” D 10802081

Configuration

Logout

D-Link Wireless Access Point

#1 Help

Radic 1 -

EDCA Template Custom -

Click "Apply” to 2 ed for Woice

Custom

Custom




& hitp://10.90.80.81/admin.cg

ction=quos

PL-Bex ” @ Administration Cansole

ink

Home

D-Link Wireless Access Point

Configuration

* Access Point
¥ Basic Settings
¥ status
1~ Manage
B services
~ = Web Server
-~ snmp
lssk
-~ Telnet
= aes

= Email Alerts
= Time Settings (NTP)

Logout

# Help

Radic 1 ~
EDCA Template Custom -
Queue AFS cwMin  cwMax Max Burst
gf:c:} 1 3 -7 - 15
AP EDCA parameters ?va.;ae;) L 7 w|15 - [§3.0
(DBa:dZEFfurt) 3 15 =6 * 0
?:at:kZmum) 7 15 = 1023 * 0

m

Home T Logout ®1 Help

= Access Point
¥ Basic settings
= status
= manage
= services
= web Server
-~ snup
=zzH
& Teiet
B acs
= Email slerts.

Time Settings (NTP)
A8 SNMPV3

=8 Maintenance
28 Client QoS

=8 Cluster

D-Link Wireless Access Point

Radic 1 ~«

EDCA Template

AP EDCA parameters

Wi-Fi Multimedia (WMM)

Station EDCA parameters

No Acknowledgement

APSD

Optimized for Voice

Queus AIFS  cwhin

Data 0
(Voice)
Data 1
(videa)
Data 2
(Best Effort)

Data 3
(Background)

Disabled

Queue AIFS cwMin
Data 0 :

(Voice) :

Data 1 - =
(Video)

Data 2

(Best Effort)
Data 3 .
(Background)

© on @ off

Click "Apply” to save the new settings.

cwMax  Max. Burst

cwMax  TXOP Limit

= snmpy3 Wi-Fi Multimedia (WMM) Enabled ) Disabled
=i Maintenance
=8 Client QoS Queue AFS cwMin  cwMax TXOP Limit
= cluster Data 0 2 3 17 W47
(Woice)
Data 1
Station EDCA parameters (Vides) 2 7 15~ iS4
Data 2
(Best Effort) 3 15 = 1023 v O
Data 3
(Backaround)| 15 = 1023 v O
No Acknowledgement © on @ off
APSD O off
Click "Apply” to save the new settings.
= [ E) [ |
p-Box ” dministration Console v v &

m




@ hitp://10.90.80 91 /admin.c

ction=email_alert

PL-Bex ” & Administration Console

Home

* Access Point
¥ Basic Settings
¥ status
FManage

B services

‘Web Server

SNMP
SSH

Telnet
= aes
= Email Alerts

= Time Settings (NTP}
£ SNMPV3
7 Maintenance
£ Client Qos

Configuration

D-Link Wireless Access Point

# Help

Email Alerts Global Configuration

Admin Mode

From Address

Log Duration

Urgent Message Severity

Non Urgent Severity

Disabled -

30 minutes (range 30 to 1440)
Alert A

Warning -

Email Alert Mail Server Configuration

Mail Server Address
Mail Server Security
Mail Server Port
User Name

Password

Open =

25

Email Alert Message Configuration

To Address 1

To Address 2

To Address 3

Email Subject

Log message from AP

Test M,

m

@ http://10.90.9091 /admin.cg

ction=time

P-BeX

& Administration Console

D-Link

Home

7
= Tools

D-Link Wireless Access Point

&2 Help

= Access Point
¥ Basic settings

@ status

¥ manage

=HE services

= Web Server

snp

~Fee
= Teinet

-8 aos

= £mail Alerts

Time Settings (NTP)
o8 SuMPV3
Maintenance

=8 Client QoS

o Cluster

Configuration

System Time (24 HR)

Set System Time

System Date
System Time (24 HR)

Time Zone

DST Start (24 HR)
DST End (24 HR)

DST Offset (minutes)

Adjust Time for Daylight Savings

Fri Dec 31 1999 12:21:08 PST

() Using Network Time Protocol (NTP)

Manually

December * 31 - 20098 «
12 v ;21 -

USA (Pacific)

Second v Sunday - in March v at
First = Sunday = in November ¥ at
60

Click "Apply” to save the new settings.

@ http://10.90.9091/admin.cg

ion=snmp

O
|

Home

: Access Point
¥ Basic Settings
¥ status
P manage
#senices
EHE sNMPY3

& SNMPV3 Views

= snmpv3 Groups

& SNMPy3 Users
= SNMP3 Targets
B waintenance
B ciient aos

B cluster

Configuration

View Name Type

included

SNMPw3 VIEWS [ yiew-all

view-none

Remove

Click "Apply” to save the new settings.
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@ hitp://10.90.80.91/admin.cg

Home

* Access Point
¥ Basic Settings
¥ status

EHE SHMPY3
SNMPV3 Views
SNMPv3 Groups

SNMPv3 Users
= SNMP3 Targets

B waintenance

B ciient aos

B cluster

Configuration

Logout

D-Link Wireless Access Point

# Help

Wirite Views

view-all

Read Views

vigw-all -

Hame Security Level
noAuthentication-noPrivacy -
noAuthentication-noPriva

|Authentication-noPrivacy
SNMPw3 GROUPS aythentication-Privac: bt

RW--authFriv--view-all--view-all

Remove

Click "Apply” to save the new settings.

@ hitp://10.90.80 81 /admin.cg

: Access Point
~§## Basic Settings
¥ status
@ manage
B senvices
= SNMPY3
=) SNMPY3 Views

SNMP3 Groups
-~ SNMPY3 Users
= snmPv3 Targets
= Maintenance
B ciient Qos
= Cluster

Configu

ration

Logout

D-Link Wireless Access Point

® Help

Hame Group type
RO ~| MDs
RO

Key Encryption Type Encryption Key

DES -

SNMPw3 USERS

Remove

Click "Apply” te save the new settings.

@ http://10.80.80.91/admin.cgi’action=snmpv3targ

p-2eX|

Home

= Access Point
¥ Basic Settings
=i Status
B vanage
B senvices
= SNMPY3
= snnpes views

& SNMPv3 Groups
= shmpya Users

B SHMPa Targets
B waintenance
#ciient Qos

Tools

Configuration

& Administration Console |

Logout

D-Link Wireless Access Point

1?1 Help

IPv4/IPvE Address Port

SNMPv3 TARGETS

Remave

Click "Apply” to save the new settings.




r

@ hitp://1090.90.91 /zdmin.c

D-Link Wireless Access Point

Home

Configuration

* Access Point
~U& Basic Settings
¥ status

EHE Maintenance

= configuration Save

Configuration Restore

aintenance

Upgrade

Packet Capture

¥ ciient Qos

Cluster

Logout

# Help

To Save the Current Configuration to a Backup File ...

Click the "Download” button to save the current configuration as a backup file to your PC.
[To save the cenfiguration to an external TFTP server, click the TFTP radio button and enter the TFTP server infermaticn.

Download Method @ HTTP O TFTP

Click "Download” to copy this AP configuration.

& http:

10909091 /admin.c

ction= config_

p-2eX|

& Administration Console | |

‘:’\' Tools Configuration

D-Link Wireless Access Point

* Access Point
-~ Basic Setiings
¥ status

EHE Maintenance

= Configuration Save

Configuration Restore

[

Logout

® Help

To Restore the Configuration from a Previously Saved File ...

Browse to the location where your saved configuration file i stored and click the "Restore” button.
ITo restore from a TFTF server, click the TFTF radic button and enter the TFTP server information.

Upload Method

Configuration File

Browse

Click "Restore” to load the configuration to this AP.

Restors

Upgrade

=] Packet Capture
Client QoS

B cluster

@ http:

10.90.90.91/admin.c

P~-ERCX

D-Link

D-Link Wireless Access Point

Home

Tools

. Configuration

= Access Point
1% Basic settings

i status

B vanage

B senvices

i sumpva

EH# Maintenance

=
& Configuration Save

=] Configuration Restore

aintenance

Upgrade

= Packet capture
Client QoS

B cluster

Logout

1?1 Help

To Restore the Factory Default Configuration .

Click "Reset" to load the factory defaults in place of the current configuration for this AP,

To Reboot the Access Point ...

Click the "Reboot” butten.




@ hitp://10.90.80.91/admin.cg

PL-Bex ” & Administration Console | |

D-Link Wireless Access Point

Home Configuration Logout lf.l Help
2t Access Point b
- Basic Settings Model DWL-6600AP
=8 status Platform dwlss00ap

Firmware Versian
Primary Image: D.9.29.1
Secondary Image: Invalid Image

E SNMPV3
EHi Maintenance

= configuration Save

Upload Method

Mew Firmware Image | Browse
= Maintenance
= Upgrade Ba

Caution: Uploading the new firmware may take several minutes. Flease do not refresh the page or navigate to another page while uploading the new firmware, or the
firmware upload will be aborted. When the process is complete the access point will restart and resume normal operation.

Configuration Restore

= Packet Capture
¥ ciient Qos
B custer

@ hitp://10.90.80.91/2dmin.cgilaction=packet_capture P~-Be x|

& administration Console | |

D-Link Wireless Access Point

Home Tools Configuration Logout QI Help

% Access Point %

¥ Basic Settings

Click "Refresh” button to refresh the page.

Packet Capture Status ...

B Current Capture Status Not Started
# SNMPVa s

Packet Capture Time 00:00:00

SHEMa
#waintenance Packet Capture File Size 0 KB

-] Configuration Save

Stop Capture
= configuration Restore

Waintenance Packet Capture Configuration ...
Enabled Disabled

m

= Upgrade
Capture Beacons

Packet Capture
= client QoS

Promiscucus Capture

B Cluster CIiEnt Filter Enable F . .
Client Filter MAC Address WLAM client MAC address filtering
00:00 00:00 apelies enly to radiol or radio2

interface.

Click "Apply" to save the new settings.

Packet File Capture ...

Capture Interface radict  ~

Capture Duration 50 Seconds (range 10 to 3600)

Max Capture File Size 1024 KB (range 64 to 4096)

Click "Apply” to save the new settings.

Start File Capture

Remote Packet Capture ...




@ hitp://10.90.80.91/admin.cg

ction=packet_

PL-Bex ” & Administration Console | |

| Packet Capture
¥ ciient nos
B cluster

Promiscucus Capture

Client Filter Enable
Client Filter MAC Address WLAM client MAC address filtering

00:00 applies enly te radicl or radio2
interface.

Click "Apply” to save the new settings.

Packet File Capture ...

Capture Interface radiol w
Capture Duration 60 Seconds {range 10 to 3600)
Max Capture File Size 1024 KB (rangs 64 to 4036)

Click "Apply” to save the new settings.

Start File Capture

Remote Packet Capture ...

Remote Capture Port 2002 (range 1 to 65530)

Click "Apply” to save the new settings.

Start Remote Capture

Packet Capture File Download ...
Use TFTP to download the capture file

TFTF Server Filename apcapture.pcap

Server IP 0.0.0.0

m

@ http://10.90.90.91/admin.cgi’action=client_gos

p-ECxX|

= Access Point
& Basic Settings

B waintenance
=4 Client QoS

=) VAP QoS Parameters
Client Qo3 ACL
Class Map

Policy Wap

Client Configuration
I cluster

@Admmlstratmn Console | |

D-Link Wireless Access Point

Tools

Configuration Logout 9] Help

Client QoS Global Admin Mode

) Enabled @ Disabled

VAP QoS Default Parameters

Radio 1 -

VAP WAPOD ¥

Client QoS Mode 7} Enabled @ Disabled

Bandwidth Limit Down 0 (D - 4294967295)

Bandwidth Limit Up 0 (0 - 4204987295)

ACL Type Down NONE ~
ACL Name Dewn -

ACL Type Up

ACL Name Up

DiffServ Pelicy Dewn

DiffServ Pelicy Up

Click "Apply™ to save the new settings.




D-Link Wireless Access Point
Home Tools

Logout # Help

ACL Configuration

ACL Name (1 - 31 alphanumeric characters)

ACL Type Pvd v
Maintenance Add ACL

S client Qos

~ VAP QoS Parameters
Client QoS ACL

Class Map
= Policy Map
- Client Configuration

Cluster

?action=client_gos_ds.

P-BeX

& Administration Console

D-Link Wireless Access Point
Home Configuration Logout [.J Help
= Access Point %
¥ Basic settings
Class Map Configuration
Class Map Name (1 - 31 slphanumeric characters)
Match Layer 3 Protocol IPvd +
Maintenance
=+ Client QoS
= VAP QoS Paramsters
Client QoS ACL
Class Map
Policy Map
=] Client Configuration
Cluster
.
G )& http:/710.90.90.91 /admin. tion=client_gos_ds_pelicy_map P~ B¢ X || & administration Console | |

Home =

Tools Configuration

* Access Point

-~ Basic Setiings

Policy Map Configuration

Policy Map Name

Add Policy Map

(1 - 31 alphanumeric characters)

B waintenance

= Client QoS

VAP Qo Parameters
= Client QoS ACL

Class Map

= Policy Wap

Client Configuration
# cluster




& hitp://10.90.80.91/admin.cgi?action=acces

D-Link Wireless Access Point

Home Configuration Logout lf.l Help

* Access Point . .
¥ Basic Settings

¥ status This access point is operating in stand-alone mode. .. Mot
= Manage Clustered
- This access peint is operating in stand-alene mode, and is not managed as part of a cluster. You can choose to manage this access point as part of a
¥ senices cluster. Te do this, press the "start clustering” button below. T
SHMPV3 Access

Maintenance Start Clustering Points
®client Qos

= Cluster Clustering Options...
= Access Points
= sessions Enter the location of this AP.

= Channel Management Location: not set
Wireless Neighborhood Enter the name of the cluster for this AP to join.
Cluster Name: default

Clustering IP Version: ©)

Click "Apply” to save the new settings.

a' o £ - ae x| 0nmsa -

@ http://10.90.90.91 /zcmir

D-Link Wireless Access Point

Home . Tools Configuration 3 Logout fl Help
: Access Point u
¥ Basic settings [The new firmware has been successfully uploaded to the AP.

[The AP will now save the new firmware, load it, reboot and come up with the last saved configuration.

[The AP will be unavailable while the upgrade is taking place. Do not power down the access point while the upgrade is in process.

[This process will take approximately & minutes.
Upon completion, the AP will automatically resume normal operation. The Upgrade page will be redisplayed so that you can verify the new firmware version.

i
#cluster If the IP address of the AP has changed, you will need to access the page manually at its new IP address.
Access Points

= 2essions
Please wait, upgrade in progress:

Channel Management

‘Wireless Neighborhood

illall: MDNSResponderPosix: no process killed




