
Configuring IPSec VPN between DFL-500 and DI-804V in 15 simple steps 
 

 DFL-500 configuration DI-804V configuration 
Firmware version 2.36 build 77 4.75 
Lan IP 192.168.1.99 2 .255.0 192.168.0.98 255.255.255.0 
Wan IP 202.129.109.88 2 .255.224 202.129.109.87 255.255.255.224 
Default gateway 202.129.  202.129.109.65 
Pre-shared key 1234 123456 
Ipsec local id 202.129.
Ipsec remote id (peer id) 202.129.
 

DI-804V  

Local PC 

IP network 

N Tunnel 

Ip address 192.168.0.99 
Subnet mask 255.255.255.0 
Default gateway 192.168.0.98 

192.168.0.98 202.129.109.87

Branch Office 
55.255
55.255
109.65
56 

109.88 202.129.109.87 

  109.87 202.129.109.88

DFL-500 

Main Server 

Head Office 

202.129.109.88 192.168.1.99

Ip address 192.168.1.100 
Subnet mask 255.255.255.0 
Default gateway 192.168.1.99 
VP



DFL-500 configuration 
 
1. Configuring internal ip addresses on the firewall (192.168.1.99 255.255.255.0) 

 



 
2. Configuring external ip address on the firewall (202.129.109.88 255.255.255.224) 

 



 
3. Assigning dns ip addresses (207.194.200.1 and 207.194.200.129) 

 



 
4. Assigning a default gateway (202.129.109.65) 

 



 
5. Creating an internal network for the vpn (192.168.1.0 255.255.255.0) 

 



 
6. Creating an external network for the vpn (192.168.0.0 255.255.255.0) 

 



 
7. Creating remote gateway for vpn (202.129.109.87, pre-shared key 123456, local ID 202.129.109.88, 
    peer id 202.129.109.87, nat-traversal = enabled) 

 



 
8. Creating autoike key (replay detection = enabled, pfs = enabled, dh group = 5, keylife = 3600, autokey keep alive = enabled) 

 



 
9. Creating int-to-ext VPN policy 

 



 
10. Creating ext-to-int vpn policy 

 



 
DI-804V configuration 
 
1. Configuring internal ip address (192.168.0.98 255.255.255.0) 



 



 
2. Configuring external ip address and default gateway (202.129.109.87 255.255.255.224, 202.129.109.65) 

 



 
3. Assigning dns ip address (202.129.64.194) 

 
 



 
4. Configuring vpn (local id 202.129.109.87, remote id 202.129.109.88, remote network 192.168.1.0 2552.55.255.0, 
    remote gateway 202.129.109.88, netbios over vpn = enabled, pre-shared key 123456, key life 3600, ike life 28800) 

 



 
15. Pinging main computer behind dfl-500 from the local pc behind di-804v (192.168.1.100 from 192.168.0.167) 

 
 

 
Congratulations! 

 


