D-Link

Configuring IPSec VPN between DFL-500 and DI-804V in 15 simple steps

DFL-500 configuration

DI-804V configuration

Firmware version

2.36 build 77

4.75

Lan IP

192.168.1.99 255.255.255.0

192.168.0.98 255.255.255.0

Wan IP

202.129.109.88 255.255.255.224

202.129.109.87 255.255.255.224

Default gateway

202.129.109.65

202.129.109.65

Pre-shared key

123456

123456

Ipsec local id

202.129.109.88

202.129.109.87

Ipsec remote id (peer id)

202.129.109.87

202.129.109.88

Branch Office

192.168.0.98

202.129.109.87

If

DI-804V |

Local PC

Ip address 192.168.0.99
Subnet mask 255.255.255.0
Default gateway 192.168.0.98

Head Office

202.129.109.88

192.168.1.99

VPN Tunnel

) " DFL-500 -4

IP network

If

Main Server

Ip address 192.168.1.100
Subnet mask 255.255.255.0
Default gateway 192.168.1.99




DFL-500 configuration

1. Configuring internal ip addresses on the firewall (192.168.1.99 255.255.255.0)
ETE

<D EEmER[1]. [=]xF

File Edit Yiew Mavigation Groups Fawvorites Tools ‘Windows Help
- -x-B -2 [ = |Address: [E] hitps:jjz02.129. 10986 theme 1 findex?login=1
@] Fnda | &) mndex | & Travel | @] Techni | &) DU-56 TEETEY | @] s001n | & v, | &] NetTo | @] vahoo | &] vahoo | B v, | @] D-Link | &] vahoo | @] DLink | @] wirele |

&) Techni | @] Device | @&] ¥ahoo | @] D-Link | &] VPN R |@ D-Lin

Firewall Appliance

Interface ‘ Routing Table Routing Gateway DHCP

Status Edit Interface{00:05:50D EF: 7
MNetwork
Lsoig Name [internal
Policy
Address Netmask |255.255.255.0
Service

Access W HTTRS ¥ PING
Schedule
virtual IP ¥ s5H ¥ SMP
1P Pool OK | | cancel |

IP/Mac Binding

User
VPN
Web Filter

Log&Report

Done |E|Q l]|| "




2. Configuring external ip address on the firewall (202.129.109.88 255.255.255.224

[P D-Link Firewall - Avant Browser _ |5 |i|

<D EEmER[1]. [=]xF

File Edit Yiew Mavigation Groups Fawvorites Tools ‘Windows Help

- - - - D + | Address: | [=] https:i202.129,109,88/theme1 findex?lagin=1
& Finda | &) ndex | &] Travel | @] Techni | &) Du-s6 TR | &] snoin | & v, | &] NetTa | @] vahoo | &] vahoo | & v, | @] D-Link | &] vahao | &] D-Link | &] wirele |

&) Techni | & Device | &) vahoo | &) o-tink | &) venr | (1) p-Lin

Firewall Appliance

Interface ‘ Routing Table Routing Gateway DHCP

Status Edit Interface(00:
MNetwork
Config Name [external
_ Addressing mode & pManual  © DHCP © PPPoE
Policy
Address IP [202.129.109.88
Seivice Netmask [255.255.255.224
Schedule
Virtual IP Access ¥ HTTPS v PIMNG
L] - W 55H I Shmp
IP/Mac Binding
MTU (1500 (bytes)

User
" Fragment outgoing packets
VPN greater than MTU.

Web Filter 0K I | Cancel I

Log&Report

Done |E|@f U” "




3. Assigning dns ip addresses (207.194.200.1 and 207.194.200.129

Link Firewall - Avant Browser 8] x|
Ele Edit Yiew Mavigation Groups Favorites Tools “Windows Help E@@@nu |
- -3 - -8B el D - | address: |https:,l',l'ZElZ.129.1DQ.BB,I'theme1,1'inde><?|ogin=1 |-|

& Finda | &) tndex | &] Travel | @] Techni | &) DU-56 Y | @] s00ln | & v, | &] NetTo | @] vahoo | &] vahoo | B v, | @] D-Link | &] vahoo | &] D-Link | B wirele |

& Techni | &] Device | &] Yahoo | &] D-Link | &] Setup |@ D-Lin

Firewall Appliance

| Routing Tahle Routing Gateway DHCP

Status
Network

Config

Firewall
User

VPN
Web Filter Primary DNS Server: |207.194.200.1

Log&Report Second DNS Server: |207.194.200.129

Apply

ERCE




4. Assigning a default gateway (202.129.109.65

Link Firewall - Avant Browser 8] x|
m) 3

Ele Edit Yiew Mavigation Groups Favorites Tools “Windows Help = 'X
~E-F - -8 - D - [ hetps: 20z, 129, 109,88 theme L findex?login=1 -
& Finda | &) tndex i | &) DU-56 Y | @] s00ln | & v, | &] NetTo | @] vahoo | &] vahoo | B v, | @] D-Link | &] vahoo | &] D-Link | B wirele |

& Techni | &] Device | &] Yahoo | &] D-Link | &] VPN R |@ D-Lin

Firewall Appliance

[ iertace | ons | routing rave | oncr

Status Gateway IP Detectlun Interual(secs Fail-over Detectmns Modify

Network 202.129.109.65 extemal NDne i EE

o

Firewall
User

VPN

Web Filter

Log&Report

Dane ||E|B‘, l]|| "




5. Creating an internal network for the vpn (192.168.1.0 255.255.255.0
: =171 x|

< EEmaR[1]. [»]xF

Link Firewall - Avant Browser

Ele Edit Yiew Mavigation Groups Favorites Tools “Windows Help

- -3 - -8B el D -+ | Address: | [ https: 202,129, 109,88 theme 1 findex?login=1
& Finda | &) tndex | &] Travel | @] Techni | &) DU-56 Y | @] s00ln | & v, | &] NetTo | @] vahoo | &] vahoo | B v, | @] D-Link | &] vahoo | &] D-Link | B wirele |

&) rochr| &) Dovice | & Yoo | &8 00k | @ vvR | @ e

| &] D-Lin

Firewall Appliance

mornor | SRR
o i/ Netmask oy

Network Internal_all 0.0.0.0/0.0.0.0
DFL-500 192.168.1.0/255.255.255.0 [

Config

Policy

Address
Service
Schedule
Virtual IP

IP Pool
IP/Mac Binding

User
VPN
Web Filter

Log&Report

EH8]® o

Dane




6. Creating an external network for the vpn (192.168.0.0 255.255.255.0
: =71 %]

Link Firewall - Avant Browser

File Edit Yiew Mavigation Groups Fawvorites Tools Windows Help

<> =BmBx1]. [2]X

- - -8B - D | Address: | [ https: /{202, 129.109.88/theme index?login=1

& Finda | &) ndex | &] Travel | @] Techni | &) DU-S6 | @] reere

& Techni | @] Device | &] ¥ahoo | &] D-Link | &] vPMR

Firewall Appliance

N
12 /Netmask oy

Status
Network External_all 0.0.0.0/0.0.0.0
DI-804% 192,168.0.0/255.255.255.0 %)

Config

Policy

Address
Service
Schedule
Virtual IP

IP Pool
IP/Mac Binding

User
VPN
Web Filter

Log&Report

3@ o

Done




7. Creating remote gateway for vpn (202.129.109.87, pre-shared key 123456, local ID 202.129.109.88,
eer id 202.129.109.87, nat-traversal

| = enabled

=121

<D EEmER[1]. [=]xF

& Finda | &) ndex | &] Travel | &] Techni | &) Du-s6

& Techni | @] Device | &] ¥ahoo | &] D-Link | &] vPMR

| &] D-Lin

Firewall Appliance

m AutoIKE Key Remote Gateway ‘ Dialup Monitor

Status
MNetwork
Config

Policy
Address
Service
Schedule
Virtual IP
IP Pool

IP/Mac Binding

User

IPSEC
PPTP
L2TP

Web Filter

Log&Report

Edit ¥PM Gateway

Gateway Name |[DI-804V

Remaote g =
Gateway IStatlc IP Address |
IP Address |2D2.129.109.37
Mode " Aggressive ' Main (ID Protection)
P1 Proposal 1 - Encryption:| 30ES »|  Authentication:| SHAL x|
2 - Encryption:| 20ES ¥|  aAuthentication:|MDS x| B E
DH Group i 20 sW
Keylife: IZBBDD {Seconds)
Authentication: |123456

(Pre-shared Key)

Local ID |2I]2.129.1I]9. [Optional)
Peer ID [202.129.1009. (optional)

Nat-traversal ¥ Enable

3@ o ]




8. Creating autoike key (replay detection = enabled, pfs = enabled, dh group =5, keylife = 3600, autokey keep alive = enabled)
P D-Link Firewall - Avant Browser i =

< EEmaR[1]. [»]xF

Ele Edit Yiew Mavigation Groups Favorites Tools “Windows Help

@-2-2-x-B-2F®0 -
& Finda | &) tndex | &] Travel | @] Techni | &) DU-56 Y | @] s00ln | & v, | &] NetTo | @] vahoo | &] vahoo | B v, | @] D-Link | &] vahoo | &] D-Link | B wirele |
@] Techni | &) Device | &) Yahoo | &) D-Link | &] YPHR |(D D-Lin

Address: https:ff202.129.109.88/theme 1 findex Flagin=1

Firewall Appliance

m AutoIKE Key ‘ Remote Gateway Dialup Monitor

Status Edit VPN Tunnel
Network Tunnel Name [pi-s0av
Config

_ Remote Gateway |DI—EID4\..r LI ]
i P2 Proposal 1-Encryption:| 3DES 'I Authentication:| SHAL *I
Policy 2-Encryption:| 3DES 'I Authentication:| MDS *I H B

Address }
Sarriaz ¥ Enable replay detection
Schedule ¥ Enable perfect forward secrecy(PFS,
e A DHGroup 10 20 5@
IP Pool .
Keylife: Seconds | [3600 Seconds) [1608000 KByt
IP/Mac Binding I —I I erzEpmeis) lEE=s)
Autokey Keep Alive ¥ Enable
User
Concentrator |None vl
| OK | | Cancel I
IPSEC
PPTP
L2TP

Web Filter

Log&Report

EH8]® o ]




9. Creating int-to-ext VPN polic

Link Firewall - Avant Browser

Ele Edit Yiew Mavigation Groups Favorites Tools “Windows Help

=121

@-20-%-x-8-8RER0-

Address: https:ff202.129.109.88/theme 1 findex Flagin=1

<D =iEmak1. [=]X

& Finda | &) tndex | &] Travel | @] Techni | &) DU-56

@] Techni | &) Device | &) Yahoo | &) D-Link | &] YPHR

Status
Network
Config

Policy

Address
Service
Schedule
Virtual IP

IP Pool
IP/Mac Binding

User

IPSEC
PPTP
L2TP

Web Filter

Log&Report

| &] D-Lin

Edit Policy i

Firewall Appliance

Source |DFL-500 =1

Destination [D1-204v =1

Schedule |Always |

Service T =

Action | ENCRYPT =l

¥PN Tunnel [SE=LE =l

¥ allaw inbound 7 Inbound MAT

¥ allow outbound ™ outhound MaT

" Traffic Shaping g;g&mg‘iﬁd 0 {Kbytes/sac)
gq:ﬁdrsﬁgéh a (Kbytes/sec)
A T —

[ Log Traffic

Dane

EH8]® o




10. Creating ext-to-int vpn polic

Link Firewall - Avant Browser

Ele Edit Yiew Mavigation Groups Favorites Tools “Windows Help

=121

B-8-2-X-B-4

[ B0/ -

Address: https:ff202.129.109.88/theme 1 findex Flagin=1

<D =iEmak1. [=]X

& Finda | &) tndex | & Travel

&] Techni | &) DU-56

Status

Network
Config

Policy

Address
Service
Schedule
Virtual IP

IP Pool
IP/Mac Binding

User

IPSEC
PPTP
L2TP

Web Filter

Log&Report

@] Techni | &) Device | &) Yahoo | &) D-Link | &] YPHR

Edit Policy i

| &] D-Lin

Ext-:=Int ‘

Firewall Appliance

Source [D1-204v =1

Destination |DFL-500 =1

Schedule |Always |

Service T =

Action | ENCRYPT =l

¥PN Tunnel [SE=LE =l

¥ allaw inbound 7 Inbound MAT

¥ allow outbound ™ outhound MaT

" Traffic Shaping g;g&mg‘iﬁd 0 {Kbytes/sac)
gq:ﬁdrsﬁgéh a (Kbytes/sec)
A T —

[ Log Traffic

Dane

EH8]® o




DI-804V configuration

1. Configuring internal ip address (192.168.0.98 255.255.255.0)



_lsix]
ADCEEEERMEE |

File Edit Yiew Mavigation Groups Fawvorites Tools Windows Help
= - - -y - D ~ | Address: [ http:/{192.168.0,98/wiz_dipsettings.htm
@] Fnda | &) mndex | & Travel | @] Techni | &] DU-56 | & rerr | @] s001n | & v, | &] NetTo | @] vahoo | &] vahoo | B v, | @] D-Link | &] vahoo | @] DLink | @] wirele |
@] Techni | &) Device | & Yahoo | @] D-Link | &] setu & D-Lirk

D L- ] VPN Router
in DEVICE DEVICE ADVANCED  SYSTEM  .pip
INFORMATION STATUS SETUP SETTINGS TOOLS
Main menu
) DEVICE LAN IP SETTINGS
B e The device LAN IP address and subnet Mask settings
m IP Address: [192 | 168 | Jo | |98
ISP SETTINGS
IP Subnet Mask: [255 | [e55 | [255 | |0
VPN N . .
SETTINGS MNOTE: Flease click ‘Next' to accept the settings.
SAVE & RESTART
Done B[ F® o |




2. Configuring

external ip
ﬁ Setup Wizard - ISP SETTINGS-Static IP Settings - Avant Browser

File Edit ‘iew Mavigation Groups Favorites Tools Windows Help

address and default gateway (202.129.109.87 255.255.255.224, 202.129.109.65)
=181 x|

QR E] b =E N EENE

e e B - B E L - | Address: |http:,l',|'192.168.D.98,|'wi2_ispsettings.htm |‘|
@ Find a @ Fndesx @ Travel @ Techni @ DU-56 | @ Y @ 500 In | @ WA, | @ MetTo | @ Yahoo | @ ahoo | @ WA, | @ C-Link, | @ ahoo | @ D-Link. | @ Whfirele |
&) Techni | &] Device | &] Yahoo | &] D-Link | &) setu  E&] D-Link
' B
D-Link wPN Router QIEILTD
DEVICE DEVICE BASIC ADVANCED  SYSTEM
INFORMATION  STATUS SETTINGS TOOLS S
Main menu i A
) ISP SETTINGS - Static IP Settings
TIME SETTINGS
1. Select the ISP Settings List below
T TiHAE IStatic IP Settings =l
ISP SETTINGS IP assigned by your ISP: [202 | [129 | [109 | |67
P seTTiNGS IP Subnet Mask: 2585 | [e55 | [ess | [224
SETTINGS ISP Gateway Address:[202 | [r28 | [i0s | [65
VPN
SETTINGS 2. Click Next to send your request to the Cable/xDSL Broadband
Router.
SAVE & RESTART < Back | |NexT >
Copyright
Bl

EJ®

0|




File Edit ‘iew Mavigation Groups Favorites Tools Windows Help

LIRS

@B-8-2-X-8-3xE0-

Address: http:,l',l'192.168.D.QSIwiz_addsettings.htm

BEn =S EMEIE |

@ Find a @ Fndesx @ Travel @ Techni @ DU-56 | @ Y @ 500 In | @ WA, | @ MetTo | @ Yahoo | @ ahoo | @ WA, | @ C-Link, | @ ahoo | @ D-Link. | @ Whfirele |

&) Techni | &] Device | &] Yahoo | &] D-Link | &) setu (1) D-Link

wPN Router QIRLLLD
DEVICE DEVICE BASIC ADVANCED SYSTEM HELP
INFORMATION STATUS SETUP SETTINGS TOOLS

Main menu
ISP ADDITIOMNAL SETTINGS

TIME SETTINGS
¥ Your ISP requires you to manually setup DNS settings

DEVICE IP
SETTINGS

DNS IP Address:[202 | [123 | [64 | [194

ISP SETTINGS

ISP ADDITIONAL
SETTINGS

MODEM Domain Name: |
SETTINGS

[ Your ISP requires you to input Host Name or Domain Name

Host Name: IDI-BD4V

VPN [ Your ISP requires you to input WAN Ethernet MAC
SETTINGS

MAC Address: |00 |05 [sD [F0 [31 | [BC

MNOTE: Please click 'Next' to enter inputted data.

SAVE & RESTART

B

B J® o




4. Configuring vpn (local id 202.129.109.87, remote id 202.129.109.88, remote network 192.168.1.0 2552.55.255.0,
remote gateway 202.129.109.88, netbios over vpn = enabled, pre-shared key 123456, key life 3600, ike life 28800)

E Setup Wizard - ¥PN Settings - Avant Browser

=18 x]
< EEmaR[1]. [»]xF

Ele Edit Yiew Mavigation Groups Favorites Tools “Windows Help

-0 ¥ - % - 1By - o8 [5E|E][) - | Address: | ] hetp:/f192.168.0.98(wiz_VPH_ke.htm
& Finda | &) tndex | & Travel | @] Techni | &] DU-56 | &) reerrr | @] s00ln | & v, | &] NetTo | @] vahoo | &] vahoo | B v, | @] D-Link | &] vahoo | &] D-Link | B wirele |

@] Techni | &) Device | & Yahoo | &] D-Link | @] Setu & D-Lirk
. uPH Router CIRLLLD
D-Llnk DEVICE DEVICE

[T ADVANCED  SYSTEM ..o
INFORMATION  STATUS 11 SETTINGS TOOLS

YPN SETTINGS

Main menu

TIME SETTINGS

Connection Name |DFL—5IJD

L ' Enable UID (Unique Identifier String) ' Disable UID

_ : Local IPSEC Identifier  [202.129.109.87
ISP SETTINGS Remote IPSEC Identifier [202.129.109.86

_ Remote IP Network [te2 Jiea 1 Jo
ISP ADDITIONAL

SETTINGS Remote IP Netmask [es5 Jess Jess fo

e Remote Gateway IP [zoz J12s |09 [es
eI Network Interface [WAN ETHERNET =]

¥ Enabled NetBIOS Broadcast

SAVE & RESTART

Secure Association & Main Mode ' Aggressive 0 Manual
Perfect Forward Secure & Engbled ¢ Disabled
Encryption Protocol |3DES 'I

PreShared Key |123456

Key Life 3800 Seconds
IKE Life Time 28800 Seconds (LSAVE )
W DEL-500 202.129.109.87 202.12%.109.88 Editl Dell
E

[pone Ed® o ]




15. Pinging main computer behind dfl-500 from the local pc behind di-804v (192.168.1.100 from 192.168.0.167)
¢ Command Prompt - ping 192.1638.1.100 -t - ||:I|E|

Congratulations!



